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A set of algorithms of programming modules obfuscation is syn-
thesized, which differs from the known ones by taking into account the
variability of data types. This made it possible to describe these process-
es at the upper strategic level of formalization. The possibilities of using
GERT models to apply various options of the distribution laws and
their parameters in the transition from state to state are investigated. A
unified GERT model of the programming modules obfuscation process
is developed. This model differs from the known ones by the paradigm of
using the mathematical apparatus of gamma distribution as the key one
at all stages of modeling the obfuscation process. This made it possible
to achieve model unification in the conditions of GERT network modi-
fication. The expectation and variance of the runtime of a random value
of the obfuscation and deobfuscation time of programming modules
are calculated. The results of the study showed that for the developed
mathematical model, the addition of another obfuscation process leads
to an increase in the runtime variance by 12 %, and when removed from
the system, it decreases by 13 %. The runtime expectation changes ex-
ponentially. So, when removing the node, the expectation decreases by
9 %, and when increasing by 1 node, the expectation increases by 26 %.
This shows the insignificance of changes in the studied characteristics
under the conditions of model modification and confirms the hypothesis
of model unification in conditions of using the mathematical apparatus
of gamma distribution as the main one. These results allow the devel-
oper to predict the behavior of the programming modules protection
system in terms of runtime. This allows reducing the time to decide on
the feasibility of the obfuscation process.

Keywords: GERT model, programming modules obfuscation,
program code, gamma distribution, java.

References

1. On Protection of Information in Automated Systems (1994). Verk-
hovna Rada of Ukraine. Available at: https://zakon.rada.gov.ua/
laws/show/80/94-%D0%B2%D1%80#top

2. On Copyright and Related Rights (1994). Verkhovna Rada of Ukraine.
Available at: https://zakon.rada.gov.ua/laws/show,/3792-12#Text

10.

11.

12.

13.

14.

15.

16.

17.

. Galatenko, V. A. (2016). Osnovy informatsionnoy bezopasnosti.
Moscow: Natsional'niy Otkrytiy Universitet < INTUIT», 267.

. Raskin, L. G., Pustovoytov, P. E., Abdel’hamid Saed Ahmad, S. A.
(2006). Markovskaya approksimatsiya nemarkovskih sistem. In-

formatsiyno-keruiuchi systemy na zaliznychnomu transporti, 1,
57-60. Available at: http://repository.kpi.kharkov.ua/bitstream/
KhPI-Press/6801/1,/2006 Raskin Markovskaya.pdf

. Denning, P. J., Lewis, T. G. (2016). Exponential laws of computing

growth. Communications of the ACM, 60 (1), 54—65. doi: https://
doi.org/10.1145/2976758

. Strzatka, D., Dymora, P, Mazurek, M. (2018). Modified stretched

exponential model of computer system resources management limi-
tations — The case of cache memory. Physica A: Statistical Me-
chanics and Its Applications, 491, 490-497. doi: https://doi.org/
10.1016/j.physa.2017.09.012

. Kovalenko, O. V., Hochkin, N. I. (2015). Solution of the system of

renewal Markov equations using the approximation of asymptotic
series. Trudy MFTI, 7 (2), 5-19. Available at: https://mipt.ru/up-
load/medialibrary/26d/5-19.pdf

. Lacasa, L., Mariiio, I. P, Miguez, J., Nicosia, V., Roldéan, E., Lisica, A.

et. al. (2018). Multiplex Decomposition of Non-Markovian Dynam-
ics and the Hidden Layer Reconstruction Problem. Physical Review
X, 8 (3). doi: https://doi.org/10.1103 /physrevx.8.031038

. Distefano, S., Longo, F, Scarpa, M. (2017). Marking dependency in

non-Markovian stochastic Petri nets. Performance Evaluation, 110,
22-47. doi: https://doi.org/10.1016/j.peva.2017.03.001

Jiang, S., Yang, S. (2016). An Improved Multiobjective Optimiza-
tion Evolutionary Algorithm Based on Decomposition for Complex
Pareto Fronts. IEEE Transactions on Cybernetics, 46 (2), 421-437.
doi: https://doi.org/10.1109 /tcyb.2015.2403131

Semenoyv, S., Sira, O., Kuchuk, N. (2018). Development of graphic-
analytical models for the software security testing algorithm. East-
ern-European Journal of Enterprise Technologies, 2 (4 (92)), 39-46.
doi: https://doi.org/10.15587/1729-4061.2018.127210

Sheng, Z., Hu, Q., Liu, J., Yu, D. (2017). Residual life prediction for
complex systems with multi-phase degradation by ARMA-filtered
hidden Markov model. Quality Technology & Quantitative Man-
agement, 16 (1), 19-35. doi: https://doi.org/10.1080,/16843703.2
017.1335496

Hu, L., Liu, Z., Hu, W,, Wang, Y., Tan, J., Wu, E (2020). Petri-net-
based dynamic scheduling of flexible manufacturing system via deep
reinforcement learning with graph convolutional network. Journal
of Manufacturing Systems, 55, 1-14. doi: https://doi.org/10.1016/
jjmsy.2020.02.004

Semyonov, S. G., Gavrilenko, S. Y., Chelak, V. V. (2017). Information
processing on the computer system state using probabilistic au-
tomata. 2017 2nd International Ural Conference on Measurements
(UralCon). doi: https://doi.org/10.1109 /uralcon.2017.8120680
Burgelman, J., Vanhoucke, M. (2019). Computing project makespan
distributions: Markovian PERT networks revisited. Computers &
Operations Research, 103, 123-133. doi: https://doi.org/10.1016/
j.cor.2018.10.017

Kovalenko, O. (2017). DOM XSS vulnerability testing technology.
Ukrainian Scientific Journal of Information Security, 23 (2), 73-79.
doi: https://doi.org/10.18372,/2225-5036.23.11821

Shibanov, A. P. (2003). Finding the Distribution Density of the
Time Taken to Fulfill the GERT Network on the Basis of Equivalent
Simplifying Transformations. Automation and Remote Control, 64,
279-287. doi: https://doi.org/10.1023/A:1022267115444



18. Venkatesh, S., Ertaul, L. (2005). Novel Obfuscation Algorithms for
Software Security. Proceedings of the 2005 International Conference

on Software Engineering Research and Practice, 1, 209-215.

19. Mohsen, R., Miranda Pinto, A. (2015). Algorithmic Information
Theory for Obfuscation Security. Proceedings of the 12th Interna-
tional Conference on Security and Cryptography. doi: https://doi.
org/10.5220,/0005548200760087

DOL: 10.15587,/1729-4061.2020.205518

IMPROVING A METHOD TO ANALYZE THE
REQUIREMENTS FOR AN INFORMATION SYSTEM
FOR CONSISTENCY (p. 17-27)

Nataliya Vasiltcova
Kharkiv National University of Radio Electronics, Kharkiv, Ukraine
ORCID: http://orcid.org/0000-0002-4043-487X

Iryna Panforova
Kharkiv National University of Radio Electronics, Kharkiv, Ukraine
ORCID: http://orcid.org/0000-0001-7032-9109

Olga Neumyvakina
Kharkiv National University of Radio Electronics, Kharkiv, Ukraine
ORCID: http://orcid.org/0000-0001-6936-6543

Modern representations of characteristics of functional require-
ments virtually have no formalized descriptions. That is why the
application of the existing methods for the analysis of requirements
faces the problems of formal confirmation or refutation of the fact
that a functional requirement has an appropriate characteristic.
These problems are particularly pronounced in the analysis of func-
tional requirements for consistency.

To eliminate these problems, the task was set to develop for-
malized descriptions of the situations of the complete and partial
inconsistency of knowledge-oriented descriptions of functional
requirements and based on the resulting descriptions, to improve
the existing method for analysis of functional requirements for con-
sistency of created or modified information system. The knowledge-
oriented frame-based description was used as a formal description
of the analyzed functional requirement for an information system.
In the course of solving this problem, the formalized descriptions of
the situations of complete contradiction and partial inconsistency of
descriptions of the frames of analyzed functional requirements were
developed. It was shown that the situation of complete contradic-
tion is a particular case of a situation of the partial inconsistency of
descriptions of analyzed frames. This result was the basis for the im-
proved method for analysis of separate frames of descriptions of func-
tional requirements for consistency. The improved method makes it
possible not only to identify situations of complete contradiction
and partial inconsistency of analyzed frames but also to quantify the
degree of the identified inconsistency.

The initial and the improved methods were tested during the
analysis of the functional requirements of the problem of planning
the individual activity of the academic and teaching staff of a higher
education institution. Three typical situations that may arise from
the analysis of functional requirements for consistency were con-
sidered. It was shown that the improved method makes it possible
to find more errors in the descriptions of functional requirements.

Keywords: functional requirement, knowledge-oriented descrip-
tion, analysis of requirements, consistency, frame, information system.
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Based on the information structure of an automated quality moni-
toring system, we have designed a system to analyze information on
the quality of forming the shape of PET-packaging, with a possibility
of statistical control over the technological process using Shewhart
control charts. That has been demonstrated using an example of the
proposed technique of quality estimation of the finished PET bottles
based on the thickness of their walls. Obtaining high-quality PET-
packaging directly depends on the degree of perfection of all tech-
nological stages, thereby predetermining the necessity to build an
effective system to control and manage the technological process of
the shape formation of bottles made from polyethylene terephthalate.

An analysis of information about the quality of PET-packaging
shape formation based on monitoring the information structure of an
automated system would make it possible to ensure operative adjust-
ment of shape forming parameters at the minimized percentage of
defects by organizing selective control over the products made. The
use of statistical methods based on Shewhart control charts could
enable the development of authentic algorithms for monitoring the
shape formation quality aimed to track violations of technological
parameters and compile recommendations on improving the process
quality, as well as resource-use efficiency.

The statistical estimation of cause-effect relations between the
main technological parameters and product quality indicators in-
volves the algorithm that monitors the quality of PET-packaging
shape formation. This makes it possible to ensure the minimum level of
defects in bottles when applying the devised Shewhart control chart.

We have proposed a fuzzy cognitive chart for defining the preven-
tive corrective actions directed at the elimination of the main causes of a
defect at bottle shape formation, taking into consideration the interrela-
tions of factors and their consequences on the resulting process quality.

Keywords: quality monitoring algorithm, statistical methods,
information structure, shape formation, polyethylene terephthalate,
control system.
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A method for training artificial neural networks for intelligent
decision support systems has been developed. The method provides
training not only of the synaptic weights of the artificial neural net-
work, but also the type and parameters of the membership function,
architecture and parameters of an individual network node. The
architecture of artificial neural networks is trained if it is not pos-
sible to ensure the specified quality of functioning of artificial neural
networks due to the training of parameters of an artificial neural net-
work. The choice of architecture, type and parameters of the mem-
bership function takes into account the computing resources of the
tool and the type and amount of information received at the input of
the artificial neural network. The specified method allows the train-
ing of an individual network node and the combination of network
nodes. The development of the proposed method is due to the need
for training artificial neural networks for intelligent decision support
systems, in order to process more information, with unambiguous
decisions being made. This training method provides on average
10-18 % higher learning efficiency of artificial neural networks and
does not accumulate errors during training. The specified method
will allow training artificial neural networks, identifying effective
measures to improve the functioning of artificial neural networks,
increasing the efficiency of artificial neural networks through train-
ing the parameters and architecture of artificial neural networks.
The method will allow reducing the use of computing resources of
decision support systems, developing measures aimed at improving
the efficiency of training artificial neural networks and increasing
the efficiency of information processing in artificial neural networks.

Keywords: artificial neural networks, information processing,
intelligent decision support systems.
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Analysis of failures of gas pumping units (GPU) installed on the

Urengoy-Pomary-Uzhhorod transcontinental gas pipeline showed
that failures of automatic control systems of automatic gas pumping
units occupy the second place (up to 40 %) of the total number of
failures. It is shown that the well-known methods for monitoring



the technical condition of the mechanical part of a gas pumping unit
can’t be used to control the operability of automatic control systems
and automatic gas control unit components. Among the well-known
methods for monitoring the operability of automatic control systems
of a gas pumping unit as a dynamic system, the most promising meth-
ods are those based on the analysis of its transient process (accelerat-
ing characteristic) with some typical input exposure.

The theoretical justification of the developed method for moni-
toring the performance of the automatic control system of the gas
pumping unit is presented, the diagnostic feature of which is the value
of the areas of accelerating characteristics. The structure of the trans-
fer function and its parameters were determined by the area method
(Simoiu method). To implement the method in MatLab, software was
developed that allows one to determine the parameters of the transfer
function from the experimental start-up curve of the gas pumping unit
and the size of the area limited by its transient function.

The technique of experimental studies of the proposed method
for monitoring the efficiency of the automatic control system of a gas
pumping unit type GTK-25i example is given. Further implementa-
tion of the proposed method requires determining the conditions
of its operability and parallel monitoring of the technical condition
of the mechanical units of the gas pumping unit in order to exclude
their influence on the result of monitoring the state of the automatic
control unit of the gas pumping unit.

Keywords: gas pumping unit, automatic control system, accel-
eration characteristic, technical condition.
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A physical model was constructed for a pulse mechanical seal as
a system for automatically controlling the end clearance.

The effect of pulse compaction parameters on static character-
istics was studied. The analysis of static characteristics revealed
the influence of the design parameters of pulse compaction on the
size of the end clearance and the flow rate of the fluid being sealed.
Conclusions were made about the influence of the load factor and
the efforts of the preliminary compression of the springs on the static
characteristics of pulse compaction. The static calculation helped de-
termine the coefficient of hydrostatic stiffness, the condition of static
stability, and the range of permissible sealing pressures.

The factors affecting the dynamic characteristics of the seal
were determined. Dimensional values of the amplitudes of the
forced axial vibrations of the ring were estimated at any rotation
frequency. Expressions of the amplitude and phase frequency
characteristics were obtained, which made it possible to identify
dangerous regions of rotational frequencies and select the sealing
parameters so that the amplitudes of the forced axial vibrations
of the ring could not go beyond the limits of dynamic stability. It
was revealed that the stability region expands due to a decrease
in the volume of the chambers and a decrease in the coefficient of
hydrostatic stiffness.

A method for the analytical calculation of pulse mechanical seals
was proposed to make it possible to calculate the geometry of the
seal at the design stage. The study offers an example of engineering
calculations for a pulse mechanical seal as well as the design of a seal-
ing assembly developed by the proposed method.

Keywords: pulse mechanical seal, static characteristics, ampli-
tude and phase characteristics, dynamic stability.
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