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components: information security (IS), cybersecurity (CS), se-
curity of information (SI). This approach allows developing 
methodological foundations for building a unified classifier of 
threats to cyberphysical systems, forming sets of critical threats, 
critical points in the ICS/CPS infrastructure elements, based on 
minimal computing, human and economic costs. The developed 
methodology for determining the category of an attacker allows 
systematizing an attacker and, based on the analysis of weighting 
factors, forming a matrix of correspondence between the capa-
bilities of attackers of various categories and technical means of 
information security (TMIS). These actions significantly reduce 
the risk of an attack by certain categories of attackers and allow 
for planning in the formation of both the IS policy and the cor-
responding protection profiles.

Keywords: synergetic model of threats, classifier of threats of 
cyberphysical systems, information security, cybersecurity.
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The emergence of a full-scale quantum computer questions 
the stability of almost all symmetric and asymmetric cryptogra-
phy algorithms. At the same time, the rapid growth of computing 
resources of IT and “G” technologies contributes to an increase 
in attacks on information and communication (ICS) and cyber-
physical systems (CPS). These systems are the core of modern 
critical cybernetic information systems (CCIS). In such condi-
tions, the primary task of maintaining the required level of se-
curity is the classification of modern threats that are integrated 
with social engineering methods and acquire signs of synergy 
and hybridity. The paper proposes a synergistic model of threats 
to ICS/CPS, which takes into account the focus of threats on 
synergy and hybridity, and the combined impact of security 
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Precise user equipment (UE) location is paramount for the reli-
able operation of location-based services provided by mobile network 
operators and other emerging applications. In this paper, the Long 
Term Evolution (LTE) network positioning performance based on 
mobile assist Observed Time Difference of Arrival (OTDoA) method 
is considered. The received signal time difference (RSTD) measure-
ments are estimated by the UE using dedicated position reference 
signal (PRS) transmitted in the downlink frame where the reported 
time measurements are used by the network for location calculation. 
A simulation framework for the position estimation in LTE net-
works is presented where the LTE downlink communication link is 
implemented. The correlation-based method for the time of arrival 
measurement is used for the implementation of OTDoA. The simula-
tion framework provides different configurations and adjustments for 
the system and network parameters for evaluating the performance 
of LTE positioning using OTDoA over multipath fading channels. 
Different simulation scenarios are conducted to identify the influ-
ence of various parameters of LTE system and positioning procedure 
setup on the positioning accuracy. Simulation results demonstrated 
that the positioning accuracy is highly affected by the channel fad-
ing condition where the accuracy of time of arrival measurements is 
deteriorated in severe fading environments; however, the positioning 
accuracy can be significantly improved by increasing the positioning 
sequences involved in the estimation process either in the frequency 
domain or in the time domain.

Keywords: LTE, Positioning, Estimation, OTDoA, Time of ar-
rival, Correlation, Monte-Carlo simulation, Multilateration, fading 
channels, geolocation.
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There are real-time technical systems that require high speed 
of software solutions. At the same time, it is necessary to ensure the 
unification of the source code, the quality of software maintenance, 
and mathematical modeling at a relatively low cost of software and 
hardware solution. Such hardware can be implemented on the basis 
of mass microcontrollers of the Cortex-M architecture.

The software part of these microcontrollers data could be 
implemented on the basis of a real-time operating system (RTOS). 
This study has found that the application of RTOS leads to a speed-
related constraint. Simple software solutions are complex at unifi-
cation, support, and have difficulties with mathematical modeling.

To address these shortcomings, typical State software pat-
terns have been developed for an auxiliary controller within 
a circuit of controlling mechanisms or sensors based on the  
Cortex-M architecture microcontroller in real time, in a pro-
cedural paradigm. A feature of these patterns is the higher 
speed of the software solution compared to the solutions based  
on RTOS.

The developed patterns make it possible to unify the source 
code for the Cortex-M architecture microcontrollers from different 
manufacturers, improve maintenance, and adapt it to the math-
ematical model of the finite state machine.

The study results were tested using the STM32F103 micro-
controller employing the Cortex microcontroller software interface 
system (CMSIS) library. This allows the result obtained to be 
extended to MCs made by other manufacturers, which ensures the 
practical value of the developed patterns.

Keywords: real time, master controller, finite state machine, 
Cortex-M microcontroller, State design pattern.
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This paper reports the established patterns of change in the 
acoustic emission signals by approximating the models of the 
destruction of a composite material in the form of a bundle of 
fibers according to the OR criterion and Mises criterion. It has 
been shown that increasing the coefficient that characterizes the 
ratio of the size of the elements of the composite material leads to 
that the pattern of change in the equivalent stresses according to 
the OR criterion is approaching the pattern of change by Mises 
criterion. At a certain value of the coefficient, according to the 
OR criterion, the equivalent stresses are aligned with a minimal 
deviation from each other. However, this alignment is limited to 
a specific change period.

We have established patterns of change in the number of ele-
ments, which remain, as well as the signals of acoustic emission 
according to the OR criterion with the regularity of their change 
approaching that based on the Mises criterion. It has been shown 
that at the best approximation of the equivalent stresses accord-
ing to the criteria there is a good agreement of the patterns of 
change in the number of a composite’s elements, remaining in 
time, and the parameters for the formed signals of acoustic emis-
sion with their minimal deviation. It has been determined that 
the deviations in the parameters of acoustic emission signals 
are due to the difference in the rate of change in the equivalent 
stresses in proportion to approaching the time when a compos-
ite material starts breaking according to the OR criterion and 
Mises criterion.

It has been determined that with the increasing deformation 
rate of a composite material, the patterns of change in the equiva-
lent stresses approaching those based on the OR criterion and 
Mises criterion, the number of the remaining elements in the com-
posite over time, and the parameters of acoustic emission signals 
are maintained. However, these patterns are observed at smaller 
intervals of time. The results obtained could be used in the study 
of the destructive processes of composite materials, taking into 
consideration the influence of various factors.

Keywords: acoustic emission, composite material, signal pa-
rameters, destruction criteria, equivalent stresses.
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portation. The reason is the large fleet of vehicles and associated 
costs. In most countries in Europe and Asia, this process takes years.

Therefore, the fleet of trolleybuses develops in two directions 
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rent traction motor. The second is the overhaul and modernization of 
“outdated” machines, in order to improve their performance. Most 
“obsolete” trolleybuses are equipped with direct current traction mo-
tors of serial or mixed excitation. It is possible to achieve substantial 
energy savings and to improve the characteristics of the traction 
electric drive with such engines by using a pulse control system and 
by optimizing control algorithms.

The goal of this study is to increase energy efficiency and to 
improve the characteristics of the trolleybus traction electric drive, 
equipped with a direct current motor of mixed excitation. This is 
accomplished by improving this drive’s control system based on the 
pulse control system via DC-DC.

The feasibility of the tractive electric drive has been tested 
through imitation and physical modeling. A mathematical model 
of the DC motor with mixed excitation has also been improved. A 
special feature of this model is taking into consideration the satura-
tion of the elements of a magnetic wire of the traction motor based 
on the preliminary performed calculations of a magnetic field us-
ing a finite element method. By combining these components, the 
improved mathematical model of the entire trolleybus electric drive 
has been built.
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The development of a Wi-Fi-controlled video machine using 
Arduino NANO is described. The connection diagram of Arduino 
NANO and additional modules is presented. The relevance of the 
topic under development is emphasized by the increasing demand for 
the use of remotely controlled video devices.

A Wi-Fi-controlled video device (machine) was developed, 
which is powered by a battery that is connected to the charge con-
troller module with microUSB. Possible battery life is 5-6 hours 
without recharging.

In the process of developing a Wi-Fi-controlled video machine, a 
large amount of work was carried out, including adding the necessary 
libraries for the correct writing of programs and determining the nec-
essary conditions for the functioning of the device. Program (sketch) 
for controlling the engines of the machine is also developed; the main 
components for creating the device are identified.

For the mobile camera application to work, it is necessary to 
download the JoyLite application from the AppStore or PlayMarket; 
after which the smartphone “connects” to the Wi-Fi network and the 
SANNCE HD 720p camera.

In the software part of the development of a Wi-Fi-controlled 
video machine using Arduino NANO in the Arduino IDE software 
environment, the program (sketch) was developed for the SANNCE 
HD 720p “JoyLite” mobile application. This program configures 
the signals from the stepper motors of the camera to asynchronous 
motors of the machine, as well as adjusting the speed of the wheels.

During the tests of the device, it turned out that the Wi-Fi-
controlled video machine has a sensitivity to speed impacts, namely, 
the speed should exceed 255 r/s.

The developed Wi-Fi-controlled video machine can be used in 
various fields. For example, the device can be used in systems such as 
“Smart Home” or in security systems, or be implemented as a train-
ing project in the course of robotics.

Keywords: Wi-Fi, microcontroller, Arduino NANO, video ma-
chine, remotely controlled devices, JoyLite application, Arduino 
IDE, three-wheeled platform, camera stepper motor, camera, battery.
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