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Breast cancer is one of the most common kinds of cancers
that infect females in the whole world. It has happened when
the cells in breast tissues start to grow in an uncontrollable way.
Because it leads to death, early detection and diagnosis is a very
important task to save the patient’s life. Due to the restriction of
human observers, computer plays a significant role in detecting
early cancer signs. The proposed system uses a multi-resolution
analysis and a top-hat operation for detecting the suspicious
regions in a mammogram image. The discrete wavelet transform
feature analysis is utilized for extracting features from the region
of interest. Fuzzy Logic (FL) and Probabilistic Neural Network
(PNN) are utilized for classifying the tumor into normal or ab-
normal. The differences between the proposed system and other
researches are the use of adaptive threshold value depending
on each image, by using Discrete Wavelet Transform (DWT) in
both segmentation and feature extraction phases, which decrease
complexity and time. Additionally, the detection of more than
one tumor in the breast mammogram image and the utilization of
FL and PNN work on increasing the system efficiency that led to
raising the accuracy rate of the system and reducing the time. The
obtained results of accuracy, sensitivity, and specificity were equal
to 99 %, 98 %, and 47 %, respectively, and these results showed
that the proposed system is more accurate than the other previous
related works.

Keywords: breast cancer diagnosis, fuzzy logic (FL), probabilis-
tic neural network (PNN).
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The complex methodology for processing heterogeneous data
in intelligent decision support systems is developed. This method
is made to increase the efficiency of processing heterogeneous data
in intelligent decision support systems. The complex methodology
consists of the following interrelated procedures: heterogeneous
data storing model; heterogeneous data synchronization algorithm;
heterogeneous data separation algorithm; heterogeneous data in-
dexing algorithm. The model of storing heterogeneous intelligence
data, which is the basis of the methodology, differs in the presence
of templates of intelligence objects and parameter templates of
intelligence objects. Templates allow storing both unstructured
heterogeneous intelligence data and structured intelligence data
according to a defined pattern, which reduces the time to access
the data. In the heterogeneous intelligence data storage model, a
heterogeneous intelligence data synchronization algorithm, hetero-
geneous intelligence data separation algorithm and heterogeneous
intelligence data indexing algorithm are developed. The develop-
ment of the proposed technique is due to the need to increase the
efficiency of processing various information types in intelligent
decision support systems with acceptable computational complex-
ity. The proposed method allows increasing the efficiency of intel-
ligent decision support systems through integrated processing of
data circulating in them. The proposed method allows increasing
the efficiency of information processing in decision support systems
from 16 to 20 % depending on the amount of information about the
monitoring object.

Keywords: decision support system, monitoring object, differ-
ent types of data, computational complexity, information processing,
type of information.
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An analysis of implementation principles and algorithms of the
adaptive car front-lighting system (AFS) and control methods is car-

ried out. The AFS was adopted by the UNECE in 2007 as the rules
for arranging front-lighting systems of vehicles when driving in the
dark. Among the known algorithms of AFS operation, a preliminary
inspection algorithm is chosen, based on the features of the driver’s
observation of the road in front of the vehicle, taking into account
the characteristics of his vision. The requirements of the algorithm
for the control system are analyzed. Control methods using Arduino
controllers and computer network are considered. Given the capa-
bilities of network technologies, the CAN network (Controller Area
Network) is chosen to ensure the quality of control. It is recom-
mended to use the CAN network option with a length of 40 or 100 m
and a speed of 1,000, 500 kbit/s, respectively. Network performance
parameters are calculated: speed, error probabilities, performance
dependence on load, size of commands and duration of transmission,
and compliance with AFS requirements. It is proposed to improve
the network arbitration algorithm by increasing the probability
of transmission of low-priority commands at high load. The AFS
developed on the basis of the CAN network allows creating comfort-
able conditions for the driver in the dark, preventing accidents, and
ensuring traffic safety.

An analysis of the AFS operation shows that it is directly related
to the operation of most of the main components of the car, namely:
engine, steering, gearbox, brakes, accelerometer, etc. It is operated
under the driver’s control. Therefore, this system can have extended
functions, serve as the basis for the safety system and vehicle control
system as a whole.

Keywords: traffic safety, front lighting, adaptive system, Ar-
duino controllers, CAN network, data frame.
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A methodology has been proposed for estimating the nonlinear
effects in radio tracts of receiving and transmitting devices in radio-
electronic means of mobile communication systems, based on using
the nonlinear transfer functions of the higher-order Volterra series.

A procedure has been devised for obtaining the output re-
sponses from a nonlinear non-inertia circuit under the harmonious
input action using a method for determining the transfer functions
of higher orders obtained on the basis of the transfer functions of
lower orders.

We have derived the analytical expressions for the output re-
sponses from a nonlinear system of different orders for three inputs

for the case of representing a nonlinear system in the form of a non-
linear non-inertia circuit.

The values of the transfer functions of higher orders for a non-
linear non-inertia circuit were determined by using a state variable
method.

This paper demonstrates the derivation of analytical expressions
to calculate a harmonic coefficient based on the second and third
harmonics using the nonlinear higher-orders transfer functions of a
nonlinear non-inertia circuit.

It has been shown that the use of the nonlinear transfer func-
tions to the fifth order inclusive allows a more accurate assessment of
nonlinear effects in the form of the harmonious and intermodulation
distortions in the radio tracts of radio-electronic means of mobile
systems.

The outlined technique for determining the nonlinear transfer
functions is invariant to the topology of a nonlinear electrical circuit,
as well as to the quantity and type of nonlinear elements. Existing
estimation procedures of electromagnetic compatibility related to
the problems of calculating intermodulation interference can be
improved by the introduction of the determined magnitudes of influ-
ence products.

The proposed methodology makes it possible to evaluate the set
of nonlinear effects in the problems related to electromagnetic com-
patibility in the groups of radio-electronic means with the accuracy
required by users.

Keywords: nonlinear system, Volterra series, transfer function,
nonlinear non-inertia circuit.
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The development of computer technology has determined the
vector for the expansion of services based on the Internet and “G”
technologies. The main requirements for modern services in the
banking sector are security and reliability. At the same time, security
is considered not only as ensuring the confidentiality and integrity of
transactions, but also their authenticity. However, in the post-quan-
tum period, US NIST specialists question the durability of modern
means of providing basic security services based on symmetric and
asymmetric cryptography algorithms. The increase in computing re-
sources allows attackers to use modern threats in combination. Thus,
there is a need to search for new and /or modify known algorithms for
generating MAC (message authentication codes). In addition, the
growth of services increases the amount of information that needs
to be authenticated. Among the well-known hash algorithms, the
hash functions of universal hashing are distinguished, which allow
initially determining the number of collisions and their uniform
distribution over the entire set of hash codes. Possibilities of modify-
ing the cascade hashing algorithm UMAC (message authentication
code based on universal hashing, universal MAC) based on the use
of McEliece crypto-code construction on algebrogeometric (elliptic
codes (EC), modified elliptic codes (MEC) and damaged codes
(DC). This approach allows preserving the uniqueness property, in
contrast to the classical UMAC scheme based on a block symmetric
cipher (AES). The presented algorithms for evaluating the proper-



ties of universality and strict universality of hash codes make it
possible to evaluate the security of the proposed hashing constructs
based on universal hash functions, taking into account the preserva-
tion of the universality property.

Keywords: authenticity, hashing algorithm, crypto-code con-

structions, elliptic codes, modified elliptic codes, damaged codes,
UMAC algorithm, MV2 algorithm (universal damage mechanism),
post-quantum cryptography.
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DEVELOPMENT OF BREAST CANCER DIAGNOSIS SYSTEM BASED ON FUZZY LOGIC AND
PROBABILISTIC NEURAL NETWORK (p. 6-13)

Taha Mohammed Hasan, Sahab Dheyaa Mohammed, Jumana Waleed

Pax MOJIOYHOT 371031 € OZHNM 3 HAGIJIbII OIMPEHUX BUJIIB PaKy, 110 BPAXKAIOTh KIiHOK y BCboMy ¢BiTi. Ile BiaGyBaeThest, KO KIITHHN
B TKaHMHAX MOJIOYHOI 3aJ1031 MOYMHAIOTH POCTH HEKOHTPOJbOBAHMM YMHOM. OCKINBKM pak MPU3BOAUTH 0 CMEPTi, pAHHE BUABJICHHS Ta
JIATHOCTHUKA € JIy’Ke BAKIMBUM 3aBAAHHAM JUI TIOPATYHKY JKUTTS TAlieHTiB. depe3 0OMeKeHy KiNbKICTh COCTEPiraviB, BasKINUBY POJIb Y
BUSIBJIEHH] PaHHiX 03HAK PaKy Ipae KOMIT'10Tep. 3arporoHoBaia CUcTeMa BUKOPHCTOBYE HaraToMaciitabHiii anasmis i mepeTBOPeHtst «Bepx
Karesoxax Jisl BUSIBJICHHST M 03Piaux obsacteil Ha Mamorpami. [l BUAiIeHHS 03HAK B 06J1aCTi, 110 [[IKaBUTh BUKOPUCTOBYETHCA AUCKPETHE
BeliBeT-nepeTopenHs. [ Kiaacndikarii myx/mHn Ha HOpMasibHy ab0 aHOMaJIbHY BUKOPUCTOBYIOThCSI HewiTka sorika (HJT) i imoBipHicHa
neiiponna mepeska (IHM). BigminmicTs 3arpononoBanoi cucTeMu BiJl iHIIMX OCTI/PKEHD MOJISITAE Y BUKOPUCTAHHI a[alTHBHOTO TOPOTOBOTO
3HAUYEHHS B 3aJI€KHOCTI Bijl KOJKHOTO 300PaKEHHS 3 BAKOPHCTAHHAM IMCKPETHOTO BeliBaeT-nieperBoperts (JIBIT) sk Ha erari cermMeHTaltii,
TaK i Ha eTari BUALTEHHs 03HAK, 1[0 3MEHIITY€E CKIaAHICTD i yac. KpiM Toro, BusiBIeHHs GijIbIie oHiel MyXIMHI Ha MaMOTPpaMi MOJIOYHOT 3271031
i Bukopuctantst HJI i IHM npaitioe na migButierus eheKTUBHOCTI CUCTEMU, 1[0 TIPU3BOAUTD /IO MiABUIIEHHS TOYHOCTI CUCTEMU i CKOPOUEHHST
yacy. OTpuMaHi pe3yJsrati TOYHOCTI, 4y TIUBOCTI i crenndiunocti cranosuin 99 %, 98 % i 47 % Bianosizno. /lani pesysbraTi MoKasasm, Mo
3aIPOTIOHOBAHA CUCTEMA € OIJIBII TOYHOK, HiK 1HIII MOTepeiHi aHATOor YHi POGOTH.

KmouoBi ciroBa: jiarnoctika paky MoJIOUHOI 3a7103H, HediTka Jjorika (HJT), imoBipricua neiiponna mepesxa (IHM).
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DEVELOPMENT OF COMPLEX METHODOLOGY OF PROCESSING HETEROGENEOUS DATA IN
INTELLIGENT DECISION SUPPORT SYSTEMS (p. 14-23)

P. Zuiev, R. Zhyvotovskyi, O. Zvieriev, S. Hatsenko, V. Kuprii, O. Nakonechnyi, M. Adamenko, A. Shyshatskyi, Ye. Neroznak,
V. Velychko

P03po0JieHy KOMILIEKCHY METOAMKY OOPOOKM PISHOTHITHUX [TaHUX B IHTEJEKTYAJIbHUX CUCTEMAX MITPUMKU TPUIHATTS PillleHb. 3a-
3HAYEeHa METO/NKA TPU3HAYEHA ISl TIBUIIEHHST OMEePaTHBHOCTI 0GPOOKM PISHOTHITHUX TaHWX B IHTENEKTYAJIbHUX CHCTEMAaX MATPUMKN
NPUAHATTS pinteHb. KOMIIEKCHA METO/IMKA CKIANAETHCS 3 HACTYITHIX B3aEMOIIOB'SI3aHUX TIPOIEYD: MOJIeJb 30epiraHHst PisHOPIIHUX Ja-
HUX; QJITOPUTM CHHXPOHI3aIlil Pi3HOPIAHNX JAHIX; AJITOPUTM PO3/IJIEHHS PI3HOPIAHNX JaHUX; AJITOPUTM iH/IEKCYBaHHS Pi3HOPITHUX TaHUX.
Mojesib 36epiranis PIsHOPIAHUX PO3BIAYBAIBHUX [JaHUX, SIKa € OCHOBOIO METOIWKH, BiZIPI3HIAETHCA HASBHICTIO abJ0HIB 00’ €KTIB PO3BIAKI
i mabsoniB nmapamerpis 06'ektiB possiaku. [1abg0HN J03BONAIOTH PO3MOALILIEHO 30epiraTu K HECTPYKTYPOBaHI PI3HOPIIHI PO3BiLyBaIbHI
JIafi, TaK i CTPYKTYPOBaHi pO3BiyBaIbHi AaHi BiIMOBIHO 0 BU3HAYEHOI CXEMH, 10 03BOJISIE 3HU3UTH YaCOBi BUTPATH Ha IOCTYTI /10 IaHNX. B
Moziesti 36epiranis pisHOPIAHUX PO3BIAYBaTbHUX JAHUX PO3POOJICHI aJITOPUTM CUHXPOHIZAIlT PISHOPIAHUX PO3BiYBaTbHUX JaHUX, AITOPUTM
PO3IiTIEHHST PISHOPIAHIX PO3BIYBAIBHIX AAHUX Ta AJTOPUTM iHIEKCYBAHHS PI3HOPIIHIX PO3BILyBaATBHIUX TaHNX EderTnBHA CTPYKTYpa 36€-
piranus pisHOPIAHKX JaHUX 03€p AAHUX T03BOJISIE 3PYYHO 1 MBUKO 3AIHCHIOBATH JOCTYII 10 CXOBHINA /IS TAKEeTHOT 00poOKY ganux. Po3pos-
Ka 3aIIPOIOHOBAHOT METOAMKN 00YMOBJIEHA HEOOXITHICTIO M IBUNIIEHHS OMEPATUBHOCTI 0OPOOKH PIBHOTUIHOT iH(MOPMAIlii B IHTEIEKTyaTbHIX
cHcTeMax MiATPUMKN TPUHHSTTSI PillleHb 3 TPUIHHATHOIO OOYMCIIOBATBHOIO CKIAIHICTIO. 3alPOMOHOBAHA METOANKA [[03BOJISIE THABUIINTH
edexTuBHICTh (DYHKI[OHYBAHHS IHTEIEKTYAIbHUX CHCTEM IMATPUMKU IPUAHATTS PillleHb 32 PAXYHOK KOMILIEKCHOI 0OPOOKH JaHVX, 110 B
HUX [IIPKYJIIOI0Th. 3allPOIIOHOBAHA METOANKA JI03BOJISIE THABUIIITH OMEPATHUBHICTH 06pOOKH iH(pOpPMAIlii B cHCTeMaX TATPUMKH TIPUHHITTS
pimens Bix 16 10 20 % B 3ameskHOCTI Bia KinbkocTi iHdopMaltii mpo 06’€KT MOHITOPHHTY.

Kmo4oBi cioBa: cucrema miaTpUMKHU TIPUIHATTS pillieHb, 00’€KT MOHITOPUHTY, PISHOTHITHI faHi, 00UMCIIOBATbHA CKIAAHICTD, 00POOKa
incdopmarii, Trm indopmarii.
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DEVELOPMENT OF CAN NETWORK WITH IMPROVED PARAMETERS FOR ADAPTIVE CAR FRONT
LIGHTING SYSTEM (p. 24-33)

K. Soroka, V. Kharchenko, V. Pliuhin

BuKOHAHO aHaJi3 NPUHIUIIB peasisailii Ta airopuT™Mis poGOTH aIalTUBHOI CHCTEMU TIepeAHbOro ocBiTiaeHHs (aam — ACITO) aBromo-
6isist i MetoiB yrpasJinus i poboroio. ACIIO npwuiinara EEK OOH B 2007 p. B skocTi ipaBuJI 00JIaITYBaHHSI CHCTEM TIEPEHBOTO CBITIA
TPAHCIIOPTHUX 3ac00iB, Ipu 1341 B TeMuuii nepiox yacy. Cepen Bigomux ajropurmis ¢yukiionysanis ACITO BuGpano aaroput™ morepe-
JIHBOTO OIJISILY, OCHOBAHUI Ha 0COOIMBOCTSIX CHIOCTEPEKEHHsT BOAIEM 3a 10poroio repe T3, 3 BpaxyBaHHAM XapaKTepUCTHK Horo 30py. [Ipo-
aHaJII30BaHO BUMOTH QJITOPUTMY /IO CHCTEMH KepyBaHH:. PO3IyIsHyTO MeTOaM KepyBaHHS 3 BUKOPUCTAHHAM KOHTPOJIEPIB cHCTeMI APIyiHO
i KoMIT'IOTepHOI Mepeki. BpaxoByoun MOKIUBOCTI, SIKi HAIAIOTh MEPEKEB] TEXHOJIOTT st 3abe3neueHHs AKocTi kepyBanHs, Bubpano CAN
mepexky (anri. Controller Area Network — mepeska konrposiepis). Pekomengosaro sukopucrartu Bapiant CAN Mepexi noBkumon 40 un
100 m 3i mBuakoxaieio 1000, 500 k6it/c BianosiaHo. PospaxoBati mapamMeTpu poObOTH MepesKi: IMBUAKOAISA, IMOBIPHOCTI TIOMUIIOK, 3aJI€/KHICTh
TTPOYKTUBHOCTI BiJ 3aBaHTAKEHH:, PO3MIP KOMaH/[ i TPUBAJIICTD iX mepenadi Ta BigmosigHicts Bumoram ACIIO. 3ampornonoBaHo y1o0cKo-



HAJIUTH aIrOpUT™M apOiTPaKy MepesKi B HANPAMKY 301/IbIIeHHS IMOBIPHOCTI TIPOXOJIKEHHSI KOMAH/I i3 HU3BKUM MPIOPUTETOM NPH BETUKIN
3aBanTaskeHocti. Pozpodiena ma ocroi CAN mepeski ACITO o3Bosisie crBoputi KoMMOpPTHi yMOBYM po6GOTH BOAIS B TeMHUI Mepioj yacy,
norepeKyBaTi aBapiiini curyartii, 3abes3nedntyt Ge3eKy pyxy.

Ananis dyukuionysanus ACIIO nokasye, 1o BoHa 6e3nocepeinbo MoB'si3ana 3 poboToIo GLIBIIOCTI OCHOBHUX By3JIiB aBTOMOGIIIS, a caMe:
JIBUTYHa, PYJIbOBOIO KepyBaHHs, KOPOOKH Tiepesiad, rajibMa, akceJiepomerpa Ta i, Pobora 1i 3ziiicHioeTbes i kepyBarisaM Bofist. Tomy 14 cic-
TeMa MOJKe MaTH PO3MINPEH] (DYHKIIT, MOKe CIIysKUTU OCHOBOKO CUCTEME OE3MEKH i OCHOBOIO CHCTEMU KEPYBAHHS POOOTOI0 aBTOMOGIIIA B TILIOMY.

KiouoBi cioBa: Gesnexa pyxy, HepeiHe OCBITIeHH, afaliTiBHA crcTeMa, KouTpoaepu Apayino, CAN Mepeka, ppeitm ganmnx.
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PROCEDURE FOR DETERMINING THE RESPONSES FROM A NONLINEAR SYSTEM USING THE
VOLTERRA SERIES (p. 34-44)

Mohammed Ahmed, Samah Fakhri Aziz, Naors Y. Anad Alsaleem, K. Sielivanov, M. Moskalets

3anpornoHoOBaHO METOIUKY OIIHKY HETIHIMHUX eeKTiB B PaioTpakTax MPUHMaIbHO-IEePeIaBAIbHIX IIPUCTPOIB PAIiOeIEKTPOHHIX 32-
co6iB cucteM MOGIIBHOTO 3B'I3KY 3aCHOBAHOI Ha BUKOPUCTAHHI HesIHIFHUX nepefatodnix GyHKIHNH BUIMX MOPsIKIB psiiB Boubsrepa.

Po3po6JieHo 1poteaypy OTpuMaHs BUXIAHUX BIATYKIB HesliHiiHOTO Ge3iHepIiiHoro KoJia Npu rapMoHiiiniil BXianiil Aii 3a 10moMoroio
MeTo/Ia BU3HAYEHHS TIepe/laTOUHNX (DYHKINH BUIIX MOPSI/IKIB, 110 OTPUMYIOTHCS] Ha OCHOBI HepefiaTOuHNX (QYHKILH HIDKYUX HOPSI/IKIB.

OTpuMano aHATITHYHI BUPA3W BUXITHUX BiITYKiB HETiHIHHOI CHICTEMH Pi3HUX TOPSIZAKIB [I7TsT TPHOX BXiTHIX BJIWBIB Yy BUTIAIKY TIPECTAB-
JICHHSI HeJIIHIIHOI cucTeMu y BUTJISLAI HestiHiiiHoro Gesinepiiiinoro koJa.

TTpoBesieHo BU3HAYECHHS 3HAYEHD MEPEAaTOUHNUX (DYHKIINH BUIAX TTOPSIKIB HEJIHIHHOTO Ge3iHepIiifHOro KoJa 3a J0MOMOroi0 MEeTo/a
3MIHHHX CTaHy.

IIposeMoHCTPOBAHO OTPUMAHHS AHAJITUYHNX BUPA3iB 1010 PO3PaxyHKY KoedillieHTa rapMOHiK 3a 2-10 Ta 3-10 TapMOHIKaM# 3 BUKOPHC-
TaHHAM HeJTIHIHHUX repegaTouHux (HYHKIL BUIIMX TTOPSIKIB HeJHIHHOro Ge3iHepIiiiHoro KoJa.

[TokasaHo, 10 BUKOPUCTAHHST HEMHIMHUX TiepeaTouHnX (hyHKIIiil BKIOUHO 0 5-TO MOPSAIKY JA€ MOKIUBICTD JJIst GLIBII TOYHOI OIIHKI
HeJHIHIX e(eKTiB Y BUTIISII TapMOHIMHNX 1 IHTePMOIY ISIIHIX CIIOTBOPEHD Y PafioTPaKTaX PaioeIeKTPOHHNX 3aC00iB MOOIIBHIX CHCTEM.

Bukazenuii criocié BusHaueHHsA HETIHIHUX TIepeaTouHnX (YHKINH € iHBapiaHTHUM 0 TOMOJIOTIT HEIHIHHOTO eJIEKTPUYHOTO KOJIa, a
TaKOXK 0 KiBKOCTI 1 BU/Y HETIHIHHNX eleMeHTiB. ICHyIoYi MeToInKY OIiHKM eJTeKTPOMArHiTHOI CyMiCHOCTI B 3a1a4ax PO3PaxyHKy iHTepMO-
JYJSIHITHIX 3aBaJ] MOKYTh Oy TH BIOCKOHAJIEH] 32 PAXYHOK BHECKY BU3HAYEHUX BEJMYNH IPOLYKTIB BILIUBY.

3arporoHoBaHa METO/IMKA JI03BOJISIE TIPOBECTH OIIHKY KOMILJIEKCY HesliHIHNX edeKTiB B 3aj1auax eJeKTPOMArHiTHOI CyMiCHOCTI B yrpy-
MOBAHHSX PAi0eTEKTPOHHIX 3aC06iB 3 HEOOXIAHOIO JIsT KOPUCTYBAUiB TOYHICTIO.

Kiouosi cnoBa: Herniniiina cucrema, psii Boasreppa, iepeartouta $yHKIis, HeiHiliHe Gesinepiiiine KoIo.
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DEVELOPMENT OF A MODIFIED UMAC ALGORITHM BASED ON CRYPTOCODE CONSTRUCTIONS (p. 45-63)

A. Gavrilova, I. Volkov, Y. Kozhedub, R. Korolev, O. Lezik, V. Medvediev, O. Milov, B. Tomashevsky, A. Trystan, O. Chekunova

Po3BUTOK 06UNCIIOBAIBHOT TEXHIKM BUBHAYMB BEKTOP HAIIPAMKY POSIIMPEHHS MOCAYT Ha OCHOBI IHTEepHET-TexHoI0Tiii Ta TexHomorii «G».
OCHOBHUMM BMMOTaMH, BU3HAUYEHNMM 0 CyYaCHHX TOCJAYT B OaHKIBCBKOMY CEKTOpI, € Oesmeka i HaxiiiHicTh. OHAK B yMOBaX MOCTKBaH-
tosoro tepiony daxisugmu HICT CIIA craButhes mmig cyMHIB CTIfiKicTh cydacHnux 3aco6iB 3abe3nedyerns OCHOBHUX MOCHYT Oe3leKkn Ha
OCHOBI KPUIITOAJTOPUTMIB CUMETPUYHOT i HecuMeTpuaHOT Kpuirtorpadii. 3pocTantst 06YNCTIOBATIBHUX PECYPCIB I03BOJISIE 3JIOBMUCHUKAM
BUKOPHCTOBYBATH CyYacHi 3arpo3n B KOMILIeKci. TAKMM YHHOM BOHYM OTPUMYIOTH BJACTUBOCTI CHHEPTI3MY 1 TIOPUAHOCTI, 110 3HAYHO 301/IbIIy€E
MOKJIMBICTD iX peasizaiii. Tomy BUHUKAE HEOOXIHICTD MOIIYKY HOBUX i/abo Moaudikallisg BIIOMUX aIroOpUTMiB dopmysanus MAC-kozis
(message authentication code). Kpim Toro, 3pocramst mocayr B KiGeprpoctopi 36isbiirye obesir indopmaliii, aBTeHTHYHICTD K0T HeoOXiHO
3abesneuntu. Cepell BilOMUX Tel-aJrOPUTMIB BUAISIOTHCSE reti-yHKINI YHIBEPCATBHOTO TelllyBaHHsl, 10 J03BOJISAIOTH CIIOYATKY BUSHAUN-
TH KIJBKICTh KOJI31H 1 iX piBHOMIpHUIT pO3MO/iJI 1o BCiil Geasiui rem-koiB. Po3risinyTo MoKIMBOCTI MOAMMIKAIT KACKA[HOTO aJTOPUTMY
remrysaniss UMAC Ha 0CHOBI BUKOPUCTaHHS KPUTITO-KOA0BOI KoHCTpyKIii Mak-Edica ra anre6po reomerpuunux (exintiuunnx (EC), moau-
(ikosanux exintuunnx (MEC)) xoaax ta 36urkosux kogax (DC). Takuil migxin 103B0Jst€ 36€pertn BAACTUBICTh YHIKAIBHOCTI HA BiAMIHY
Bizt kmacuunoi cxemu UMAC (message authentication code based on universal hashing, universal MAC) ma octoBi 6104HOTO CHMETPUYHOTO
mndpy (AES). [lpencrasieni aaropuT™Mu OIiHKY BIACTUBOCTEH YHIBEPCATIBHOCTI 1 CYBOPOI YHIBEPCATIBHOCTI Telll-KOJIiB, SIKi I03BOJISTIOTH OIli-
HUTH CTIHKICTD 3aIIPONIOHOBAHNX KOHCTPYKILH FellyBaHHsI HA OCHOBI yHiBepCaIbHUX Tenl-pyHKIii 3 ypaxyBaHHsIM 30ePeKeHHsT BJIACTUBOCTI
YHiBEpCATIbHOCTI.

KiouyoBi cioBa: aBTEHTHYHICTb, AJTOPUTM TelIyBaHHS, KPHUIITO-KOAOBI KOHCTPYKII, einTHYHI KoM, MOAN(DIKOBaHI eainTHyHi
Kou,36uTKOBI Koztn, anroputM UMAC, anroputy MV2 (yriBepcalbHUIl MexaHi3M HaHeceHHs 30UTKY ), TOCTKBAaHTOBa KpUITorpadist.



