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This paper reports an experimental study aimed at confirming
disruptions in the operation of ADS-B receivers. The experimental
investigation into disruptions in the operation of ADS-B receivers
involved the FlightAware Piaware receiver. Examples of the dis-
rupted performance of ADS-B receivers are given. It was found that
the experimentally detected disruptions in the operation of ADS-B
receivers could lead to a decrease in the accuracy of determining the
coordinates of air objects with the joint use of the radar station and
multilateration technology.

A method for determining the coordinates of an air object by

radar station with additional use of multilateration technology has
been devised. The method involves the following stages: entering ini-
tial data, the calculation of distances between the points of reception
and the air object, the computation of the inconsistency vector, the
calculation of the matrix of partial derivatives taking into consider-
ation the estimates of the coordinates of an air object at the previous
iteration, the computation of the correction, the calculation of the
refined coordinates of the air object. Unlike those known ones, the
improved method for determining the coordinates of an air object by
a radar station additionally uses multilateration technology.

The accuracy of determining the air objects’ coordinates by a
radar station with the additional use of multilateration technology
was estimated. It was established that the additional application of
multilateration technology would reduce the error in determining
the coordinates of an air object by 1.58 to 2.39 times on average,
compared to using only an autonomous radar station.

Keywords: radar station, multilateration technology, air object,
definition method, root mean square error.
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This paper analyzes ways to improve the cryptographic strength
of the symmetric block cipher RC5. The task to enhance the stabil-
ity of the classic RC5 cipher is explained by the fact that it is part
of various open cryptographic libraries and is frequently used in
practice. Several methods have been considered, applying which
theoretically contributes to improving the stability of cryptographic
transformations. It is found that unlike other alternatives (increas-
ing the number of rounds, the length of the key, and the encryption
block), the use of nonlinear shift functions does not increase the
computational complexity of the RC5 algorithm. The study result
has helped build an analytical model that was implemented in the
form of the MATLAB (USA) software application. The software



interface provides the ability to manually change the encryption
parameters of the RC5 crypto algorithm. The resulting upgrade of
the RC5 crypto algorithm has been tested on different sets of input
data during encryption and decryption. The resulting modification
also does not lead to an increase in the calculation time but makes it
possible to improve the resistance to hacking the encrypted data by
several orders of magnitude (2!°), provided that differential analysis
methods are used and the number of rounds is 14. For one of the
nonlinear functions used, resistance to the differential cryptoanalysis
used increased by 2! times already in the eleventh round of encryp-
tion. The reliability of the improved cryptosystem has been con-
firmed by the absence of statistical correlation between the blocks
of incoming messages and output blocks, the absence of collisions at
which it is possible to obtain the same sequences of bits at the output
with different messages at the input. The resulting algorithm could
be applied in computer systems with low computing performance.

Keywords: nonlinear function, symmetric cryptosystem, shift
function, RC5, block cipher, cryptoanalysis.
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The paper presents the results of the development of a method
for assessing the security of cyber-physical systems based on the
Lotka-Volterra model. Security models of cyber-physical systems
are proposed: “predator-prey” taking into account the computing
capabilities and focus of targeted cyberattacks, “predator-prey” tak-
ing into account the possible competition of attackers in relation to

the “prey”, “predator-prey” taking into account the relationships
between “prey species” and “predator species”, “predator-prey”

taking into account the relationship between “prey species” and



“predator species”. Based on the proposed approach, the coefficients
of the Lotka-Volterra model 0=0.39, $=0.32, y=0.29, 6=0.27 were ob-
tained, which take into account the synergy and hybridity of modern

threats, funding for the formation and improvement of the protec-
tion system, and also allow determining the financial and computing
capabilities of the attacker based on the identified threats.

The proposed method for assessing the security of cyber-physical
systems is based on the developed threat classifier, allows assessing
the current security level and provides recommendations regarding
the allocation of limited protection resources based on an expert
assessment of known threats. This approach allows offline dynamic
simulation, which makes it possible to timely determine attackers’
capabilities and form preventive protection measures based on threat
analysis. In the simulation, actual bases for assessing real threats and
incidents in cyber-physical systems can be used, which allows an ex-
pert assessment of their impact on both individual security services
and security components (cyber security, information security and
security of information).

The presented simulation results do not contradict the graphi-
cal results of the classical Lotka-Volterra model, which indicates
the adequacy of the proposed approach for assessing the security of
cyber-physical systems.

Keywords: critical infrastructure, security system, threat classi-
fier, Lotka-Volterra model, simulation method, security level.
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Information security, reliability of data transfer are today an
important component of the globalization of information technology.
Therefore, the proposed work is devoted to highlighting the results
of the design and development of a hacking-resistant algorithm to
ensure the integrity of information transfer via digital technology
and computer engineering. To solve such problems, cryptographic
hashing functions are used. In particular, elements of deterministic
Chaos were introduced into the developed cyclic hashing algorithm.
The investigation analyzes in detail the strengths and weaknesses of
known hashing algorithms. They are shown to have disadvantages.
The main ones are a large number of matches (Hamming (x, y) and
the presence of a weak avalanche effect, which lead to a significant
decrease in the reliability of the algorithm for hacking. The designed
hashing algorithm uses an iterative Merkley-Damgard structure,
augmented by the input message to a length multiple of 512 bits.
Processing in blocks of 128-bit uses cellular automata with mixed
rules of 30, 105 and 90, 150 and takes into account the dependence
of the generation of the initial vector on the incoming message.
This allows half of the 10,000 pairs of arbitrary messages to have an
inverse Hamming distance of 0 to 2. The proposed algorithm is four
times slower than the well-known family of “secure hash algorithms.”
However, computation speed is not a critical requirement for a hash
function. Decreasing the sensitivity to the avalanche effect allows
the generation time to be approximately halved. Optimization of the
algorithm, as well as its testing was carried out using new technolo-
gies of the Java programming language (version 15). Suggestions
and recommendations for improving this approach to data hashing
are given also.

Keywords: hashing algorithm, chaos theory, cellular automata,
compression function, transformation function.
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A Software-Defined Network (SDN) on a Wide Area Net-
work (WAN) is a computer network that is controlled and created
by software.

SD-WAN is an emerging research area that has received a lot
of attention from industry and government. This technology offers
tremendous opportunities to support the creation of consolidated
data centers and secure networks. This is an innovation that allows
the network to be monitored and programmed so that it can respond
to network events caused by security breaches.

This solution provides network security, offers a single net-
work management console, and provides complete control over the
network architecture. Also controls security in the cloud software-
defined infrastructure (SDT), such as dynamically changing the net-
work configuration when forwarding packets, blocking, redirecting,
changing Media Access Control (MAC) or Internet Protocol (IP)
addresses, limiting the packet flow rate etc.



Using SD-WAN technology, it is possible to reduce the cost
of dedicated bandwidth channels, achieve a high-quality Virtual
Private Network (VPN), and the ability to automatically select a
channel for certain channels.

The main advantages of SD-WAN are the management of an
unlimited number of devices from a single center, reducing the cost
of deploying branch infrastructure.

According to the results of the survey, 7 % of respondents use
SD-WAN for security solutions, 14 % at the piloting stage.

As a result of the research, it was revealed that by 2024, to in-
crease the flexibility and support of cloud applications, more than
60 % of SD-WAN customers will implement the SASE (Secure Ac-
cess Service Edge) architecture, which is 30 % more than in 2020 and
the main concept-application security and cloud functions.

Keywords: OpenFlow, Software defined wide area net-
work (SD-WAN), architecture, DDoS attack, WAN network.
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One of the directions to improve the efficiency of modern
telecommunication systems is the transition to the use of multidi-

mensional signals for continuous channels of information transmis-
sion. As a result of studies carried out in recent years, it has been
established that it is possible to ensure high quality of information
transmission in continuous channels by combining demodulation
and decoding operations into a single procedure that involves the
construction of a code construct for a multidimensional signal.

This paper considers issues related to estimating the possibility
to improve the efficiency of continuous information transmission
channel by changing the signal distance of the code structure.

It has been established that the code structures of such types
as a hierarchical code construct of signals, a hierarchical code
construct of signals with Euclidean metric, a reversible code
construct of signals, a reversible code construct of signals with
Euclidean metric have the potential, when used, to increase the
speed of information transmission along a continuous channel.
With a signal distance reduced by 10 percent or larger, it could
increase by two times or faster.

The estimation of the effect of reducing a signal distance on
the efficiency of certain types of code structures was carried out. It
has been established that the hierarchical reversible code construct,
compared to the hierarchical code construct, provides a win of up
to two or more times in the speed of information transmission with
a halved signal distance. Implementing the modulation procedure
has no fundamental difficulties, on the condition that for each code
of the code construct the encoding procedure is known when using
binary codes. The results reported here make it possible to build an
acceptably complex demodulation procedure according to the speci-
fied types of code structures.

Keywords: continuous transmission channel, multidimensional
signal, signal code construct, signal distance.
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The problem of developing universal classifiers of biomedical
data, in particular those that characterize the presence of a large
number of parameters, inaccuracies and uncertainty, is urgent. Many
studies are aimed at developing methods for analyzing these data,
among them there are methods based on a neural network (NN) in
the form of a multilayer perceptron (MP) using GA.

The question of the application of evolutionary algorithms (EA)
for setting up and learning the neural network is considered.

Theories of neural networks, genetic algorithms (GA) and deci-
sion trees intersect and penetrate each other, new developed neural
networks and their applications constantly appear.



An example of a problem that is solved using EA algorithms is

considered. Tts goal is to develop and research a classifier for the
diagnosis of breast cancer, obtained by combining the capabilities of
the multilayer perceptron using the genetic algorithm (GA) and the
CART decision tree.

The possibility of improving the classifiers of biomedical data in
the form of NN based on GA by applying the process of appropriate
preparation of biomedical data using the CART decision tree has
been established.

The obtained results of the study indicate that these classifiers
show the highest efficiency on the set of learning and with the mini-
mum reduction of Decision Trees; increasing the number of contrac-
tions usually degrades the simulation result. On two datasets on the
test set, the simulation accuracy was =83-87 %.

The experiments carried out have confirmed the effectiveness of
the proposed method for the synthesis of neural networks and make
it possible to recommend it for practical use in processing data sets
for further diagnostics, prediction, or pattern recognition.

Keywords: neural network, multilayer perceptron using a ge-
netic algorithm, CART decision tree.
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This paper describes the architecture and components of the dis-
tributed information and management system for collecting, process-
ing, storing, and distributing data on a radiometric and dosimetric ex-
periment using the principle of the Internet of Things. Data exchange
between elements in the system, as well as the analysis of the received
information, involves active application of the ThingSpeak cloud ser-
vice. Two-way communication with the cloud with a 15-second loop
has been implemented. Data are processed in the MATLAB (America)
environment, integrated into the cloud. The developed hardware
and software solutions demonstrate an increased accuracy of mea-
surements due to the use of promising cadmium telluride (CdZnTe)
detectors, modern microcontroller and micro communication technol-
ogy, and a new algorithm for correcting the dependence of detector
sensitivity on radiation energy. Measurement with correction by the
method of average charge pulse amplitude is carried out in the energy
range from 60 keV to 3 MeV. The resolution of the spectrometric
channel is 6.5 % at the peak of 662 keV of full absorption from the
reference source, Cesium (Cs — 137).



The module for a laboratory sensor network, designed to measure
the dose of ionizing radiation, has a built-in spectrometric analog-digital
converter, microcontroller control, and a communication unit. Construct-
ing the diagrams demonstrates the operation of the interrupt handler
in the form of a series of events occurring when requests arrive from a
Web server. The peculiarity of the system is the absence of intermediate
devices that make it possible to establish a connection with the Internet.

The developed system, equipment, algorithms, and programs
are used for experimental studies of radiation and nuclear-physical
processes. Elements of the system were useful for remote laboratory
work by students.

Keywords: information management system, UML diagrams,
Internet of Things, CdZnTe radiation detector.
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PO3POBKA METO/Y BU3HAUEHHSI KOOPIUHAT MOBITPSIHUX OB’€KTIB PAIIOJTOKALIMHUMH CTAHIISIMH 3
JOJATKOBUM BUKOPUCTAHHSIM TEXHOJIOTTE MYJIBTUJIATEPALLI (c. 6-16)

I. B. Xynos, II. €. Munko, III. M. Ixcanos, O. C. [Ipsikonos, O. B. Kosaznenko, 0. C. Conomonenko, €. M. /Ipo6, O. M. XapyH,
C. JI. YepkammH, O. B. Cepaiox

[IpoBesieHi eKCIepUMEHTATbHI OCTI/UKEHHST OO0 T/ITBEP/UKEHHS MOpyIeHb B podoti mpuitmadis ADS-B. EkcrepnmenTanbhi 10-
calijKeHHs opyuieHb B podori npuiimauis ADS-B nposeseni 3 Bukopucrannsm npuiivada FlightAware Piaware. Hasemeni npukiaan
nopyuiess B pobori npuitMauis ADS-B. BeraHosiieHo, 110 eKCIepuMeHTaIbHO BUsIBJIEH] mopylieHHs: B poboti npuiivadis ADS-B MoKyTh
MPUBECTH JI0 3HUKEHHS TOYHOCTI BU3HAYEHHS KOOPAMHAT MOBITPSHUX 00'€KTIB TIPU CyMICHOMY 3acTOCYBaHHI pajioJoKaiiiinoi craniii ta
TeXHOJIOTii MyJIbTUIaTepartii.

Po3po6iieHo MeToji BUSHAYEHHsI KOOPAMHAT MOBITPSHOrO 06'€KTa PaioJIOKaIiiiHoOI0 CTaHIIEI0 3 J0JaTKOBUM BHUKOPUCTAHHAM TEXHOJIOTIT
MyJsTHIaTepartii. Po3pobsiennii MeTot riepebayae HaCTyTIHI eTari: BBEICHHS BUXITHUX JIaHUX, PO3PAXYHOK BiICTAHEI MK ITyHKTaMU IPUITOMY Ta
HOBITPSTHUM 06’€KTOM, PO3PaXyHOK BEKTOPY HEB'SI30K, PO3PAXyHOK MATPHI[ YaCTKOBUX MOXIZAHUX 3 YpaxXyBaHHSIM OIIHOK KOOPMHAT TIOBITPSHOrO
06’€1<Ty Ha [OTepeiHii itepartii, 0GuKrCIeHHS TTOIPaBKH, PO3PaxyHOK YTOUHEHUX KOOPANHAT IIOBITPSIHOIO o6’exra. Ha BiZIMIHY B1J] BITOMHUX, Y/I0CKO-
HaJIEHWI METO/[ BUSHAYEHHS KOOPAMHAT MOBITPSIHOTO 00’€KTY PaioIOKAIiiHOIO CTAHIIIEIO 0/IATKOBO BUKOPHCTOBYE TEXHOJIOTIIO MyJIBTHIATEPAITii.

[TpoBeaeHo OIHIOBAHHS TOYHOCTI BUSHAYCHHS KOOPAMHAT MOBITPAHUX 00'EKTIB pajiioJoKaliiiHOI0 CTaHI[IEIo 3 10aTKOBUM BUKOPUCTAH-
HSIM TEXHOJIOTIT MyJIETH/IaTepallii. BetaHoBieno, 1o 1ofaTkoBe BUKOPUCTAHHS TEXHOJIOTTT MyJIbTHIaTepallii 103BOJUTh 3a0e3MeYnTH 3MEH-
IIEHHsT MOXMOKU BU3HAYECHHS KOOPAMHAT MOBITPSIHOrO 00’e€KTy B cepenrboMy Bia 1,58 10 2,39 pasis y NOpiBHAHHI 3 BUKOPUCTAHHSIM JIUIIE
ABTOHOMHOI PalioJIOKAIIITHOT CTAHIIii.

Kinouosi cioBa: paziiosiokaiiiiina cTamilist, TeXHOJIOTis MyJIbTHIaTEPallii, MOBITPAHUI 06'€KT, METO/ BUBHAYEHHS, CEPEAHBOKBAIPATHYHA
TTOMUJIKA.
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PO3POBKA METOJY MIJIBUIIEHHS KPUIITOCTIMKOCTI CAMETPUYHOI BJIOKOBOI KPUIITOCUCTEMH RC5 3
BUKOPUCTAHHSM HEJIHIMHUX ®YHKIIII 3CYBY (c. 17-29)

A. B. Caryn, B. B. Xaiinypog, B. A. Jlaxuo, I. P. Onipcekuii, B. I. Uy6aercokuii, O. B. KpuBopyuko, A. M. Jlecarko

B po6oti mpoaHamizoBaHi NIIAXY THABUIEHHS KPUIITOCTIHKOCTI cumerpuunoro 6aounoro mmgpy RC5. Tpobrema mifBUIIEHHST CTIHKOCTI
kiacuynoro mudpy RC5 MOSICHIOETbCST THM, 110 BiH € YaCTHHOIO PI3HUX BIAKPUTHX Kpuritorpadiunmx 6i6ioTek Ta yacTUM HOro BUKOPUCTAHHIM
Ha HpakTHil. PO3IIsSHYTO JEKiIbKa METO/IiB, BUKOPUCTAHHS SIKMX TEOPETHYHO CIPHSE TTOKPAIICHHS CTIIKOCTI KpunrorpadivyHux mepeTBopeHb.
Beratiossieno, 1mo Ha BiAMiHY Bijl iHumx ajsrepHatvs (30LIBIIEHHS YKMCAa PAyH/IiB, JOBKUHN Kaoda Ta OJOKY IiudpyBaHist), BAKOPUCTAHHS
HestiHiiHuX QYHKIG 3cyBY He HiBHILyE 00UrCIOBaIbHY CKIaHicTs ajsroputmy RCS5. B pesyuisrati 11poBeseHUX A0CHIPKeHb GyJI0 OTPUMAHO
AHAJIITHYHY MOJIe/Ib, sika OyJia peatizoBata y BUMJIs porpamuoro gogatky Matlab (CIITA). B intepdeiici mporpaMHOro mpoaykry nepeabadera
MOJKJIMBICTD PyYHOI 3MiHu apametpis mmdpysanist kpurnto airopurmy RCS. Orpumana Mozepisaitist kpuirroasropurmy RC5 nporecroBana Ha
pisHuX Habopax BXiHUX JMaHUX JUist udpyBantst Ta AenmdpyBanus rpadivaux i. Orpumana MoardiKaIlis TakoxK He MPU3BOAUTD /10 301IbITCHHS
Jacy 0OUNCJICHD, aJ1e 103BOJISIE 301/IBIIUTH CTIHKICTD 10 371aMy 3alM(POBAHNX JIAHKX JI0 JeKIJIBKOX MOPSI/IKIB (210) 32 YMOBU BUKOPUCTAHHSI METO/IiB
mdepeHIiiitHoOTo aHamiay, i KiabkocTi payamis=14. [yist oHi€el 3 BUKOPHCTAHUX HETIHIMHIX (DYHKIIH CTIHKICTD 10 BAKOPUCTAHOTO TN(hePEeHIHiHOTO
KpUIITOaHaNi3y 36ibimnacs B 2'2 pasu Bike Ha OAMHAALATOMY payHi mudpyBaHua. B gxocti HeMHifHNX 3cyBHUX (DYHKILI GYJI0 BUKOPHCTAHO
st GyHKiii. HagiiiHicTs BAOCKOHAIEHOT KPUIITOCHCTEMH THATBEP/UKYETHCS BIZICYTHICTIO CTATUCTUYHOI KOPEJISIITi MK OJIOKaMM BXIJIHUX 11O~
BilOMIIeHb Ta BUXIIHUME OJIOKaMU BiICYTHICTIO KOJI3IH, TIPU sIKMX MOYKHA OTPUMATH OJHAKOBI TTOC/IIZI0BHOCTI GITiB HA BUXO/ TIPU PI3HUX MOBIL0-
MJIEHHSIX Ha B0z OTpNMaHmii aIroput™ MoKe GYTH 3aCTOCOBAHIIT B KOMITIOTEPHIIX CHCTEMAX 3 HEBIICOKOIO OOUNCITIOBATBHOIO TPOAYKTUBHICTIO.

Kiouosi cioBa: Hestiniiina ¢hyHKIList, cuMeTpruuHa Kpurrocucrema, Gpyrkiis acysy, RC5, 6iounuii mmidp, Kpunroanasmis.
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PO3POBKA METOJAY OLUIHKH BE3NNEKHU KIBEP®I3IYECKIX CUCTEM HA OCHOBI MOJEJII JIOTKH-
BOJIBTEPPH (c. 30-47)

C. II. €Bcees, C. C. Iloraciii, C. B. MineBcokuii, O. B. Minos, €. O. Mezxenri, O. B. IlImaro, I. M. I'pox, /I. C. Bepecros,
P. M. @egnopenko, O. A. Kypuenko

V crarti BimoOpaxkeHi pesysibraTu po3poOKK METOAy OliHKK Ge3nekn Kibepdisuunux cucrem Ha ocHOBI Mozedni Jlotku-Boabrepu. 3a-
MIPOIIOHOBAHO MOoJesi Ge3neky KibephisnuHux cucreM: “Xumkak-;keprBa” 3 ypaxyBaHHIM OOUMCTIOBAIBHUX MOKJIMBOCTEH 1 CIPSMOBaHOCTI

» o«

[IbOBUX Kibepatak, “XusKak-KepTBa” 3 ypaXyBaHHSM MOXKJIMBOI KOHKYPEHII] 3JI0BMUCHUKIB 10 BiIHOIIEHHIO /10 “/KepTBU”, “XMIKaK-KepTBa”
3 ypaxyBaHHSIM B3a€MO3B’SI3KiB MiXK “BUIaMu :kepTB” i “BUAaMM XMIKaKiB”, “XIMKak-kepTBa’ 3 ypaxXyBaHHSM B3a€MO3B’SI3KIB MiXK “BHUIaMU
skeptB” 1 “Bumamu xmkakis”. Ha ocnosi 3anporionosatnoro migxony orpumani koeditientu mozedni Jlorku-Bossrepu 0=0,39, $=0,32, y=0,29,
6=0,27, sIKi BpaxoBYIOTb CHHEPTi3M i THOPUAHOCTD CyYacHUX 3arpos, (pinancyBaHHs Ha GOPMYBaHHsI Ta BAOCKOHAJEHHS CHCTEMH 3aXHCTY, a

TaKOJX JO3BOJIsA€ BUSHAYUTH d)iHaHCOBi Ta 00UNCIIIOBAILHI MOKIMBOCTI 3JI0BMUCHUKA 110 BUABIEHIM 3arposam.



[TponoHoBauuii MeTo1 ONiHKN Geanekn KiGepdisuuHux cucTeM IPyHTYEThest Ha 6asi po3pobiieHoTo KiacudikaTopa 3arpos, 103BOJISIE OIli-
HUTH NOTOYHUIT piBeHb Ge3meKn i B anHamiiti (hopMyBaTi peKOMeH/AIT 1010 PO3IO/LIY 00MEKEHUX PECYPCIB 3aXKCTY Ha OCHOBI €KCTIePTHOT
OIIHKM BiJIOMUX 3arpo3. Takuil miaxi/| /103BOJISIE TIPOBOJANTH JANHAMIUHE MO/IEJIIOBAHHS B O(-JIaifH PexkMMi, 1110 /[03BOJISIE HA OCHOBI aHAi3y
3arpo3 CBOEYACHO BU3HAYUTH MOKIMBOCTI 3JIOBMUCHUKIB i cpOpMyBaTH NMPEBEeHTUBHI 3ax0/u 3axucTy. [Ipn imiTamiiinoMmy Mo/esrioBaHHi Mo-
JKyTh BUKOPUCTOBYBATHCS (HaKTHUHI 623U OIIHKU PealbHUX 3arpo3 i iHIUIeHTIB Ha KibepdisnuHi cucteMu, 1o 103BOJISE IPOBECTH €KCIEPTHY
OIIHKY IX BIUIUBY SIK Ha OKpeMi mocsryru Gesrneku, Tak i Ha ckirazosi 6esneku (kibepOesneka, indopmartiiiny 6esmneky Ta 6esreky indopmartii).

[IpescraBieni pesy/sraTil iMiTAIiIIHOTO MOJIEIIOBAHHS He cyliepedyarth rpadiuHuM peayJsbraTaMy KiaacnuHoi mozesi Jlotku-Bousrep, mo
CBIIYUTD PO aJIEKBATHICTH 3aIIPONIOHOBAHOTO TIXO/Y 3 OIIHKN Oe3neku KibepdhismyHuX CHCTEM.

KimouoBi cioBa: kpuriuHa indpacTpykTypa, cucteMa 6esrexi, kiaacudikarop 3arpos, Moenb JIoTku-Bosbrepu, METOIOIOTISE MOJETIO-
BaHHsI, PiBeHb OE3MeKN.
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PO3POBKA AJITOPUTMY XEII-®YHKIII HA OCHOBI KJIITUHHUX ABTOMATIB I TEOPII XAOCA (c. 48-55)

10. I. To6posoabcekuii, /1. B. Tawskemto, M. I. Tanxkemno, /1. B. Tpem6auy, I'. B. IIpoxopos

3axucr indopmartil, HagiiiHicTh nepegavi gaHNUX, € ChOTOAHI BaKJIMBOIO CKIAM0BOIO Tyiobasisaiti indopmaniiinux Texuosoriid. Tomy mnpo-
MOHOBaHa POOOTA TIPUCBSIYEHA BUCBITJICHHIO PE3YJIBTATIB MPOEKTYBAHHS Ta PO3POOJIEHHS CTIHKOTO /10 3JI0My alrOPUTMY, IPU3HAYEHOTO IS
3abe3nederts MiicHOCTI iH(pOPMAIIil, 110 MepeaeThest i MpUtMaeThest 3acobaMul 1MdPOBOI TEXHIKK i KOMITTOTEPHOI iHsKkeHepil. /st Bupinierms
TAaKUX 3aBJIaHb BUKOPUCTOBYIOThCs Kpunrorpadiuni (yHkiil xermyBanHs. 30KkpeMa, y po3poOaeHnil MUKIYHUA aIrOPUTM XEIyBaHHsT BHE-
CEHO eJIeMEeHTH JIeTePMiHOBAHOTO Xaocy. Y JOC/IKEHH] IeTalbHO MPoaHai30BaHi CUIIbHI i cl1abKi CTOPOHY BIIOMUX aJIrOPUTMIB XeITyBaHHSI.
TTokasaHo, 1110 BoHUM MaIOTh 1eBHI Hego ik, OCHOBHI 3 HUX, 1€ BeJMKa KiibKicTh He 30iriB (Bigcraneii Xeminra (Hamming (X, y) i HasiBHICTD
JIABUHHOTO eeKTY, SIKi MPU3BOATH /10 iCTOTHOTO 3HMKEHHST HAIHHOCTI Ta CTIHKOCTI anroputMy 0 3710My. CIIpOEeKTOBAHI aJITOPAUTM XeIry-
BaHHs BUKOPUCTOBYE iTepaTtiBHy CTPYKTYPY Mepkiri-/laMrap/ia, 10MoBHEHY BXiIHUM TTOBiIOMJIEHHSM /10 JIOBKUHU KpaTHOT 512 6it. /logaTkoBa
06pobKa 6iokamu 1o 128-6iT BUKOPUCTOBYE KIITHHHI aBToMaTH 31 3MimanuMu nipasiaamvu 30, 105190, 150 i BpaxoBye 3aexkHiCTb Bi/l BXiIHOTO
TIOBIIOMJIEHHS reHepaitii mouaTkoBoro Bekropa. Ile mo3sosisie nososuni 3 10 THCsY 1Map AOBUILHUX MOBIIOMIIEHD MAaTH BifcTanb Xemminra Biz 0
110 2. 3alporOHOBAHUI AJITOPUTM TIPAIIOE B YOTUPH Pa3k TOBiIbHIIIE BiomMoro cimeiictBa «Besneunuii xemn-airoputm». OHak MBUAKICTD 00-
YICJICHHS HE € KpUTUYHUM BUMOTaM, SIKi CTaBJIATHCS JI0 Xell-(DYHKIII. 3MEeHIIeHHs Yy TJIIBOCTI /10 IABUHHOMY e(DeKTY JI03BOJISIE 3MEHIIINTH Yac
renepartii xerm-yHxiti mpréansHo BaBiul. ONTHMI3AIIS AITOPUTMY, @ TAKOXK FOTO TECTYBAHHST IPOBOIIOCS 3 BHKOPHICTAHHSIM HOBUX TEXHOJIO-
riil MOBH riporpamyBanHsi Java (Bepcist 15). HaBeeHo npuryiieHHst i pekoMeH/allii o0 BAOCKOHAJIEHHsI IAHOTO ITi/[XOLY [I0 XelllyBaHHSI JAHUX.

Kmio4oBi cioBa: aropuT™ XenryBaHHs, TEOPis Xaocy, KIITUHHI aBTOMATH, PYHKILiSA cTHCHeHHS, (DyHKIisA Tpancdopmartii.
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AHAJII3 OPTAHI3AIIT BE3IMEKHA MEPEXKI HA OCHOBI TEXHOJIOT'Ti SD-WAN (c. 56-69)

Gulzinat Ordabayeva, Abdizhapar Saparbayev, Bibinur Kirgizbayeva, Gulzat Dzhsupbekova, Nazira Rakhymbek

[Tporpamuo-BusnauyBana mepeska (Software-Defined Network — SDN) y riobanbniii mepeski (Wide Area Network — WAN) — 1ie
KOMIT'TIOTepHA MePeXKa, SKa KEPYETHCsI Ta CTBOPIOETHCSI IIPOrPAMHIM 3a0e311eYeHHSIM.

SD-WAN — o6sacTh JOCTI/KEHHS, 0 PO3BUBAETHCS, KA MPUBEPHYJIa BEJMKY yBary MpOMHUCIOBOCTI Ta ypsay. LI TexHosoriss MicTHTD
BeJIMYE3HI MOJKIMBOCTI MATPUMKK CTBOPEHHS KOHCOJIIZIOBAHNX TIEHTPiB 00pOoOKN JaHux Ta Gesnednnx Mepesxk. 1le HOBOBBeIeHH s, ke I03BOJIsIE
KOHTPOJTIOBATH Ta TIPOTPAMYBATH MEPEKY TAKUM YHHOM, TII06 BOHA MOTJIa PEATYBATH 10 MEPEKEBUX MO, CIIPIYNHEHNX TTOPYIEHHSIMI GE3MEKN.

Ile pimenns 3abesmeuye 6e3MEKy MEPEsK, MPOIOHYE €IUHY KOHCOJb /ISl YIIPABIIHHS MEPEXKEI0 Ta HAa€ MOBHUN KOHTPOJIb HAJl apXi-
TeKTYpoto Mepexki. Takok KOHTPOIIOE Ge3neKy y XMapHOMY CepeloBHII TporpaMHO-BusHadyBaHoi iHdpactpykrypu (Software Defined
Infrastructure, SDI), sk aunamiuna 3mina Koudirypaiii Mepeski pu repecuianti nakeris, 610KyBamHi, nepeHanpasaenui, smin Media Access
Control (MAC) a6o Internet Protocol (IP) axpecu, 06MeKeHHS NIBUAKOCTI TIOTOKY TTAKETIB 1 T.I.

Bukopucrosyioun texuosioriio SD-WAN, Mo)kHa CKOPOTHTH BUTPATU HA BUIIJIEHI KAHAJIU 3 TPOIYCKHOIO 3IaTHICTIO, JOCITTU SIKiCHOT
Bipryanboi npusathoi mepesxki (Virtual Private Network, VPN), MOK/IMBICTh aBTOMaTHUYHOr0 BUOOPY KaHAULY 110 MEBHUX KaHAJAX.

OcnosHi niepesarn SD-WAN — kepyBaHHSA HCOOMEKEHOIO KiJIBKICTIO IPUCTPOIB 13 €MHOTO HIEHTPY, CKOPOYCHHST BUTPAT Ha PO3TOPTAHHS
indpactpyxrypu ismiii.

3a pesysbraTaMiu ONMUTYBaHHS 7 % PECOHIEHTIB BUKOpHCcTOBYI0Th SD-WAN 1151 Bupintentst 6esnexu, 14 % Ha crazii mizoTyBaHHSI.

B pesyubrati gocaipkerns 0yn0 BUSBICHO, 110 10 2024 poKy /uisl MiBUIIEHHS THYYKOCTI Ta IIATPUMKK XMapHUX A0/aTKiB noHax 60 %
kuientis SD-WAN srposazsits apxitekrypy SASE (npukoprnontuii cepsic 6esnedroro gocryiy — Secure Access Service Edge), sika ra 30 %
Ginbina 3a 2020 i ocnosHa Konuenist — Ge3nexa 101aTKIiB Ta XMapHUX (HyHKILii.

Kimouosi ciosa: OpenFlow, Software defined wide area network (SD-WAN), apxitekrypa, DDoS-ataka, WAN-mepeska.

DOI: 10.15587/1729-4061.2021.242357
AHAJII3 KOJTOBUX KOHCTPYKIIII BATATOBUMIPHUX CUTHAJIIB JUTSI BE3MEPEPBHOIO KAHAJTY MEPEJAUYT
ITH®OPMALII (c. 70-81)

JI. H. Bepkman, O. JI. Typoscbkuii, O. I'. Bapdoaomiesa, JI. A. Kupnay, B. B. /Imurpenko, O. 1. Ilokotuio

OtH1M 3 HATIPSIMKIB TTABUIIEHHS e(heKTUBHOCTI POOOTH CyYaCHUX TEJIEKOMYHIKAIlIHHUX CUCTEM € Mepexi/l 10 BUKOPUCTaHHsT GaratoBu-
MipHKX curHai /1 Ge3repepBHIX KaHaliB nepeaadi indopmartii. B pesysraTi mpoBeeHrx B OCTaHHI POKHU JOC/I/KEHb BCTAaHOBJIEHO, 110 3a-



6esreunTy BUCOKY SIKiCTh repeadi indopmaitii B 6e3repepBHIX KaHATAX MOKHA METOIOM 00’ €IHaHHST OTepalliil IeMOy IAIIT | 1eKOyBaHHS
B €/IMHY TIPOIEAYPY, SIKa TTepenbadae CTBOPEHHST KOIOBOI KOHCTPYKITii 6araToBIMipHOTO CHTHAITY.

BesnocepeiHbo PO3IISIHYTI HUTAHHS OIIHKKM MOKJIMBOCTI 3MIHOIO CUTHAJIBHOI BiJICTaHi KO/I0BOI KOHCTPYKIi, MiABUIINTH e(hEeKTUBHICTH
poboTu GesnepepBHOro KaHaiy Tepeaadi indopmartii.

Beranosiieno, 1110 Ko10B1 KOHCTPYKIiI TUILY: iepapXiuHa KO/{0Ba KOHCTPYKIisl CUTHAIB; iepapXiuHa KoJi0Ba KOHCTPYKILisl CUTHAJIIB 3 €BKJIi-
JIOBOIO METPHKOIO; TIePeCcTaHOBOYHA KOJ0BA KOHCTPYKITii CUTHAJIIB; TepecTanoBOYHA KOJJ0BA KOHCTPYKIT] CUTHAJIIB 3 eBKJIIZIOBOIO METPHKOIO,
MPY 1X 3aCTOCYBaHHI MAIOTh IIOTEHIIHHY MOKJINBICTD 10 MABUIEHHS IIBUAKOCTI nepenaui indopmartii uepes 6esnepepsuuii kanan. Bowa, mpu
3MeHIeni curaaibiol Bigcrani Bix 10 1 Gisbine BiCOTKIB, MOXKe J0CSATATH /10 BOX i OiJibliie pasis.

3ilicHeHo OIiHKY BIIMBY 3MEHIIEHHS CUTHAIBHOI BigcTani Ha epeKTUBHICTH pOGOTH OKPEMUX THUIIB KOJOBUX KOHCTPYKIIii. Beranos-
JIEHO, TI0 i€papXivyHa TepecTaBHa KoJ0Ba KOHCTPYKILS B MOPIBHAHHI 3 iepapXivHOl KOJOBOIO KOHCTPYKINi€0, 3a0e3meuye BUrpalil 0 JBOX i
GiJibliie pasiB B IBUAKOCTI Hepegayi indopMmailii 1pu 3MeHIIeHi CUrHanbHOI BiZicTani B iBa pa3u. Peajizallis mpoieypu MOAYJISIIl He Ma€e
TIPUHIMIIOBUX TPYAHOIIIB PN YMOBI, IO /I/IT KOSKHOTO KOJY KOZOBOI KOHCTPYKIIIi BiloMa mpoleypa KOAYBaHHS MIPH 3aCTOCYBAHHS /Biii-
KOBHX KO/iB. OTpuMaHi pe3ybraTi 03BOJSIOTH TT00YAyBaTH JOCTATHHO MPUITHATY 110 CKJIAJAHOCTI MPOLEAYPY AeMOLYIALT BIAIOBIAHO BU-
3HAYEHNX TUIIB KOJIOBUX KOHCTPYKILIIL.

KiiouoBi cioBa: GesnepepBHuii KaHas 1epeiadi, GaraToBUMIpHIN CUTHA, KOJIOBAa KOHCTPYKILisl CUTHAIY, CUTHAJIbHA BiICTAHb.
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PO3POBKA KIIACU®IKATOPA HA OCHOBI BATATOIIIAPOBOTI'O ITEPCEINITPOHY 3 BUKOPUCTAHHAM
TEHETTYHOT'O AJITOPUTMY TA TEPEBA PO3B’AA3KIB CART (c. 82-90)

JI. M. [To6poscbka, O. K. Hocosenp

[Ipo6sema po3poOKN yHiBEpCaTbHUX KIacu(pikaTopiB GiOMEANYHNX TaHUX, 30KPeMa THX, SKi XapaKTePU3YIOTh HAABHICTb BEJUKOT Kijlb-
KOCTI [TapaMeTpiB, HETOUHICTb Ta HEBU3HAUEHICTD, € aKTyasIbHOIO. barato fociifskeHb CIPSMOBAaHO Ha p03p061<y METO/IiB aHAI3y I[UX JlaHUX,
cepejl HUX € MeTo/IM Ha 0cHOBI Heifipornoi Mepexi (HM) y Burssiii 6aratontaposoro nepcentpony (BIT) 3 Bukopucrannsim TA.

Posrusiaerses nutanus 3actocyBaHHs eBosnoliiitHux anroputmis (EA) s HasmamryBanHs i HaBuanss HM.

Teopii HM, renernunux anroput™mis (I'A) ta /lepeB pilers nepeTMHAIOTHCS Ta MPOHUKAIOTH OHA B OJHY, HOCTIITHO 3'ABISIOTHCS HOBI
possuHeni HM Ta ix 3acTocyHKu.

PO3IIISIYTO MPUKIIAL 3aBAMIIS, SIKe BUPINTyeThes 3a onomoroio EA. Moro meta — pospobuti Ta gocmianTi kracudikatop /s giarnoc-
THKU 3aXBOPIOBAHD HA PAK MOJIOYHOI 3aJ103H, OJI€PIKAHUIA IIJITXOM [OEHAHHS MOXKJIMBOCTEN 6aratonapoBoro nepcenTpoHy 3 BUKOPHCTAHHIM
renernanoro anroput™y (I'A) ta [lepesa posp’saskis CART.

BeranosieHo MOKIMBICTD BIOCKOHA/NEHHs Kaacudikartopis 6ioMeunynux ganux y surasaai HM wa ocrosi TA nuwisixom 3actocyBaHHst
MPOIIECY BIAMOBIIHOT MiArOTOBKM GioMeIMIHNX JaHuX i3 Bukopuctanusm lepesa poss’siskis CART.

OrpuMani pe3yJIbTaT JOCIiPKEHHS CBIiTYaTh IIPO Te, 10 111 KJIacigikaTopy MoKa3yioTh HAWBUNLY e(DEeKTUBHICTh HA MHOXKIHI TECTYBAHHS
Ta MpU MiHIMaJTbHOMY CKOpOYeHHI /[epeBa po3B’a3KiB; 30IIbIIEHHS KiTbKOCTI CKOPOUEHb 3a3BUYAll TIOTIPIIYE Pe3yJIbTaT MOJleIIoBaHH s, Ha
JIBOX HabOpax JaHUX Ha MHOKMHI TECTYBaHHS TOYHICTH MOJETIOBaHHS cKaia ~83—87 %.

[TpoBesieHi ekcriepiMeHTH HiATBEPANIN e(eKTUBHICTD 3alIPOINIOHOBAHOTO MeTo/ay cunTesy HM i 103BOJISIOTE PEKOMEH/IyBaTH HOTO J17Ist
BUKOPHUCTAHHS Ha MPAKTHUII PH 06po6ITi HaGOPiB TaHUX IS OIATBIINOL [IaTHOCTHKI, TIPOTHO3YBAHHST 200 PO3Ti3HaBaHHsI 06pas3iB.

Kio4oBi ciioBa: HeiipoHHa Mepeska, 6araTonapoByil MepCenTpoH 3 BUKOPUCTAHHSIM TEHETUYHOTO aJITOPUTMY, AepeBo po3s’si3kis CART.
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PO3POBKA TA PEAJIIBALIS PO3MOAIJIEHOI JOSUMETPUYHOI CACTEMHU HA OCHOBI ITPUHIIUIIIB IOT (c. 82-90)

B. JI. Tepvoxin, H. I'. Crepoenos, O. B. Pino3yo

Omnumcano apXiTeKTypy Ta CKJII0Bi €JeMEHTH PO3MOALIEHOI IHDOPMAIIITHO—YIPABIISAIOUOl cucTeMu st 360py, 00poOKH, 30epiraHHs Ta
PO3IOBCIOMIZKEHHS TAHUX PaiOMETPUYHOTO i IO3MMETPUYHOTO EKCIIEPUMEHTY 3a MPUHIMUIIOM [HTepHeTy peueil. OOMIH TaHUMU MiX eje-
MEHTaM1 B CHCTEMI i aHasii3 oTpruManoi indopmartii 37ilHCHIOETHCS 3 aKTUBHUM 3acTOCYBaHHsIM XMapHOTo cepsicy ThingSpeak. PeasizoBano
JBOCTOPOHHIN 0OMiH manuMu 31 XMapoio 3 nukiaoM 15 cexyna. O6pobka panux 1npoBoauthest B cepenosuii MATLAB (Amepuka), sskuit
€ iHTerpoBannit B xMapy. Pospob:ieni amaparhi i mporpaMHi pillleHHsT MAOTh Mi[BUIIEHY TOYHICTh BUMIPIOBAHb 33 PaXyHOK 3aCTOCYBaHHS
nepenekTuBHUX Teaypua kaamio (CdZnTe) gerexTopis, cydyacHol MiKPOKOHTPOJEPHOT | MEKPOKOMYHIKAIIHHOT TEXHIKK | HOBOTO aJrOpUTMY
KOPEKIIil 3a/IeKHOCTI UyTJINBOCTI JIETEKTOPY BiJl €Heprii BUIIPOMIHIOBAHHS. BUMIpIOBaHHS 3 KOPEKIIEI0 METO/IOM CEePeIHbOI aMILTITyAn iM-
MyJIbCIB 3apsy 3ailicHIOETbes B Aianasoni enepriii Big 60 keV 1o 3 MeV. Posaisibia 31aTHICTb CIIEKTPOMETPUYHOTIO KaHaly cKianae 6,5 % Ha
niky 662 keV nosroro nornmnanus Bin eranonsoro mkepena [esiii (Cs — 137).

Moyyiib 1abopaToOpHOi CEHCOPHOI MepexKi, sSIKUii po3poOJIeHo JIsl BUMIPIOBAHHS J03U 10HI3yI040r0 BUIIPOMIHIOBAHHSI, Mae BOYIOBaHMii
CIEKTPOMETPUYHUIT aHAIOrO-1UGPOBUIl IepeTBOPIOBaY, MiKPOKOHTpOJIEpHe KepyBaHHs i KoMyHikariiinmii 6jok. CTBOpeHHs jiarpam je-
MOHCTpPYE po6OTy 06POOHIIKA TTepePHBAHD Y BUTJISIA PSILY MO, 110 BiIOYBAIOTHCS TP HAZXO/UKEHHI 3amiTiB 3 BeG-cepBepy. OcobimBicTio
CUCTEMU € BI/ICYTHICTDb IIPOMIXXHUIX IIPUCTPOIB, 1110 {03BOJISIIOTH BCTAHOBJIIOBATH MIJKJIIOUEHHS ¢ Mepeskelo InTepHer.

Po3pobuieti cucTeMa, amapaTtypa, AITOPHTMH i TPOTPaMit BUKOPICTOBYETHCS TSI KCIIEPUMEHTATBHIX OCI/KEHb PAMIAIiiTHIX 1 sIepHo-
(isuunux nporecis. ExeMeHTH CHCTEMU BUSBUINCS KOPUCHUMU JIJISL AUCTAHI[IHOTO BUKOHAHHST 1a00PATOPHUX POOIT CTyI€HTAMU.

Kiouosi caoBa: indopmariiino-ynpasisioya cucrema, UML miarpamu, Inteprer peueit, CdZnTe gerexTop BUIIPOMiHIOBaHHSI.



