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A promising direction for the development of passive
radar monitoring stations is to improve their efficiency by
increasing their speed of performance. For the digital spec-
tral-correlation method for determining the delay of radio
signals and direction finding, analytical expressions have
been derived for a variance of the estimation of the delay
in receiving a signal by radio channels and directions to the
source of radio emission. A feature of the method reported
in this study is the use of two-stage temporal and spatial
spectral analysis of the mutual spectrum, a single-iteration
correlation analysis.

The duration of estimating the direction finding has been
evaluated through the total number of multiplication opera-
tions with accumulation. The proposed method, while pro-
viding for a gain of 27 times in terms of performance speed,
demonstrated a slight decrease in accuracy compared to the
optimal one due to energy signal loss.

The result of the simulation has established the depen-
dences of the standard deviation in the direction finding
and delay estimates on the signal-to-noise ratio, the type of
spectral analysis window, and the size of the antenna base.

The standard deviation of the direction-finding estimate
depends on the signal-to-noise ratio and varies over the range
of values [0.08; 0.034]° with a change in the signal/noise ra-
tio [-10; 40] dB. As the signal /noise ratio increases, the error
decreases in line with a hyperbolic dependence. The standard
deviation of the delay estimate depends on the signal-to-
noise ratio and varies similarly to the error of the directional
estimate, and is in the range of values [18.176; 1.56] ns, which
corresponds to an error of [0.637; 0.055] %. The error of direc-
tion-finding estimation, depending on the size of the antenna
base, decreases in the exponent within [1.6; 0.03]° with an
increase in the antenna base in the range from 200 to 7,500 m.

The results reported here could be used for the para-
metric optimization of spectral-correlation radio direction
finders at passive radar monitoring stations.

Keywords: estimate variance, accuracy, speed of direc-
tion finding, spectral-correlation method, antenna base.

References

1. Rembovskiy, A. M., Ashihmin, A. V., Koz'min, V. A.; Rem-
bovskiy, A. M. (Ed.) (2015). Radiomonitoring: zadachi,
metody, sredstva. Mosocw: Goryachaya liniya — Tele-
kom, 640.

2. Tsyporenko, V. G., Tsyporenko, V. V., Andreiev, O. V., Sabi-
bolda, A. M. (2021). Digital spectral correlation method for
measuring radio signal reception delay and direction find-
ing. Technical Engineering, 2 (88), 113—121. doi: https://
doi.org/10.26642 /ten-2021-2(88)-113-121

3. Elbir, A. M. (2017). Direction Finding in the Presence of Di-
rection-Dependent Mutual Coupling. IEEE Antennas and
Wireless Propagation Letters, 16, 1541—1544. doi: https://
doi.org/10.1109/lawp.2017.2647983

4. Tsyporenko, V. V., Tsyporenko, V. G., Nikitczuk, T. M. (2019).
Optimization of direct digital method of correlative-inter-
ferometric direction finding with reconstruction of spatial
analytical signal. Radio Electronics, Computer Science,
Control, 3, 15-24. doi: https://doi.org/10.15588/1607-3274-
2019-3-2

5. Tsyporenko, V. V., Tsyporenko, V. G., Chukhov, V. V., And-
reiev, O. V. (2018). Analysis of Accuracy of Direct Digital Me-
thod of Correlative-Interferometric Direction Finding with
Two-Dimensional Correlative Processing of Spatial Signal.
Visnyk NTUU KPI Seriia — Radiotekhnika Radioapara-
tobuduvannia, 72, 23-31. doi: https://doi.org/10.20535/
radap.2018.72.23-31

6. Duplouy, J., Morlaas, C., Aubert, H., Potier, P, Pouliguen, P.
(2019). Wideband Vector Antenna for Dual-Polarized
and Three-Dimensional Direction-Finding Applications.
IEEE Antennas and Wireless Propagation Letters, 18 (8),
1572—-1575. doi: https://doi.org/10.1109/lawp.2019.2923531

1. Lee, J.-H., Kim, J.-K., Ryu, H.-K,, Park, Y.-J. (2018). Multi-
ple Array Spacings for an Interferometer Direction Finder
With High Direction-Finding Accuracy in a Wide Range
of Frequencies. IEEE Antennas and Wireless Propagation
Letters, 17 (4), 563-566. doi: https://doi.org/10.1109/
lawp.2018.2803107

8. Xie, X., Xu, Z. (2018). Direction Finding of BPSK Signals
Using Time-Modulated Array. IEEE Microwave and Wire-
less Components Letters, 28 (7), 618-620. doi: https://
doi.org/10.1109/Imwc.2018.2834523



9. Cai,]J., Zhou, H., Huang, W., Wen, B. (2021). Ship Detection and
Direction Finding Based on Time-Frequency Analysis for Com-
pact HF Radar. IEEE Geoscience and Remote Sensing Letters,
18 (1), 72-76. doi: https;//doi.org/10.1109/1grs.2020.2067387

10. He, C, Liang, X,, Li, Z., Geng, J., Jin, R. (2015). Direction Find-
ing by Time-Modulated Array With Harmonic Characteristic
Analysis. IEEE Antennas and Wireless Propagation Letters,
14, 642-645. doi: https://doi.org/10.1109/lawp.2014.2373432

11. Proakis, J. G., Manolakis, D. (2006). Digital Signal Process-
ing. Principles, Algorithms, and Applications. Pearson, 1104.

DOTI: 10.15587 /1729-4061.2022.252988
DEVELOPMENT OF A MODIFICATION OF THE
METHOD FOR CONSTRUCTING ENERGY-
EFFICIENT SENSOR NETWORKS USING STATIC
AND DYNAMIC SENSORS (p. 15-23)

Volodymyr Petrivskyi
Taras Shevchenko National University of Kyiv, Kyiv, Ukraine
ORCID: https://orcid.org/0000-0001-9298-8244

Viktor Shevchenko
Taras Shevchenko National University of Kyiv, Kyiv, Ukraine
ORCID: https://orcid.org/0000-0002-9457-7454

Serhii Yevseiev

National Technical University

«Kharkiv Polytechnic Institute», Kharkiv, Ukraine
ORCID: https://orcid.org/0000-0003-1647-6444

Oleksandr Milov

National Technical University

«Kharkiv Polytechnic Institute», Kharkiv, Ukraine
ORCID: https://orcid.org/0000-0001-6135-2120

Oleksandr Laptiev
Taras Shevchenko National University of Kyiv, Kyiv, Ukraine
ORCID: https://orcid.org/0000-0002-4194-402X

Oleksii Bychkov
Taras Shevchenko National University of Kyiv, Kyiv, Ukraine
ORCID: https://orcid.org/0000-0002-9378-9535

Vitalii Fedoriienko

The National Defence University of Ukraine
named after Ivan Cherniakhovskyi, Kyiv, Ukraine
ORCID: https://orcid.org/0000-0002-0921-3390

Maksim Tkachenko
Taras Shevchenko National University of Kyiv, Kyiv, Ukraine
ORCID: https://orcid.org/0000-0003-2929-3495

Oleg Kurchenko
Taras Shevchenko National University of Kyiv, Kyiv, Ukraine
ORCID: https://orcid.org/0000-0002-3507-2392

Ivan Opirskyy
Lviv Polytechnic National University, Lviv, Ukraine
ORCID: https://orcid.org/0000-0002-8461-8996

Due to the widespread use of sensors and sensor networks
in the tasks of territory coverage, the relevant criteria are
maximizing coverage and minimizing energy consumption.
At the same time, the compliance of the network with these
criteria is an urgent problem in the modern technological
world. A modification of the method for constructing energy-

efficient sensor networks is proposed by introducing an ad-
ditional criterion for minimizing the number of sensors and
limiting the number of sensors used, which allows reducing
the energy consumption of sensor networks by 19 %. In the
resulting optimization problem, the optimality criteria are
the functions of minimizing the area of uncovered territory,
the value of energy consumption, and the number of sensors.
The optimum solution is formed by pairs of values of the
coverage radius and the level of intersection of the coverage
areas, which provide maximum coverage while minimizing
energy consumption and the number of sensors used. To solve
the problem, the parameter convolution method and the
genetic algorithm were used. In the case of dynamic sensors,
the problem is to find such a trajectory of the sensor that
provides the maximum flyby of the territory with a minimum
length. A grid algorithm is proposed to find the necessary
trajectory. The presented algorithm consists in dividing the
territory into nodes and estimating the value of the covered
territory by the sensor in this node. After the formation of es-
timates, the search for a Hamiltonian path was used. The case
of a multiply connected territory with the possibility of turn-
ing it into a simply connected one is considered. A scheme
for finding the parameters of energy-efficient coverage of the
territory using static and dynamic sensors is proposed.
Keywords: sensor network, territory coverage, energy
efficiency of sensor networks, optimum flight trajectory.
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This paper considers a model of object detection on aerial
photographs and video using a neural network in unmanned
aerial systems. The development of artificial intelligence and
computer vision systems for unmanned systems (drones,
robots) requires the improvement of models for detecting
and recognizing objects in images and video streams. The
results of video and aerial photography in unmanned aircraft
systems are processed by the operator manually but there are
objective difficulties associated with the operator’s process-
ing of a large number of videos and aerial photographs, so it
is advisable to automate this process. Analysis of neural net-
work models has revealed that the YOLOv5x model (USA)
is most suitable, as a basic model, for performing the task of
object detection on aerial photographs and video. The Mic-
rosoft COCO suite (USA) is used to train this model. This
set contains more than 200,000 images across 80 categories.
To improve the YOLOv5x model, the neural network was
trained with a set of VisDrone 2021 images (China) with
the choice of such optimal training parameters as the opti-
mization algorithm SGD; the initial learning rate (step) of
0.0005; the number of epochs of 25. As a result, a new model



of object detection on aerial photographs and videos with
the proposed name VisDroneYOLOv5x was obtained. The
effectiveness of the improved model was studied using aerial
photographs and videos from the VisDrone 2021 set. To as-
sess the effectiveness of the model, the following indicators
were chosen as the main indicators: accuracy, sensitivity, the
estimation of average accuracy. Using a convolutional neural
network has made it possible to automate the process of ob-
ject detection on aerial photographs and video in unmanned
aerial systems.

Keywords: neural network, object detection, VisDrone
2021, Microsoft COCO, YOLOv5x, unmanned aerial system.
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We developed a method of training artificial neural net-
works for intelligent decision support systems. A distinctive
feature of the proposed method consists in training not only
the synaptic weights of an artificial neural network, but also
the type and parameters of the membership function. In
case of impossibility to ensure a given quality of functioning
of artificial neural networks by training the parameters of
an artificial neural network, the architecture of artificial
neural networks is trained. The choice of architecture, type
and parameters of the membership function is based on the
computing resources of the device and taking into account
the type and amount of information coming to the input of
the artificial neural network. Another distinctive feature
of the developed method is that no preliminary calculation
data are required to calculate the input data. The develop-
ment of the proposed method is due to the need for training
artificial neural networks for intelligent decision support
systems, in order to process more information, while mak-
ing unambiguous decisions. According to the results of the
study, this training method provides on average 10—18 %
higher efficiency of training artificial neural networks and
does not accumulate training errors. This method will allow
training artificial neural networks by training the param-
eters and architecture, determining effective measures to
improve the efficiency of artificial neural networks. This
method will allow reducing the use of computing resources
of decision support systems, developing measures to im-

prove the efficiency of training artificial neural networks,
increasing the efficiency of information processing in artifi-
cial neural networks.

Keywords: artificial neural networks, efficiency of infor-

mation processing, decision support systems.
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This paper reports a comparative analysis of accuracy in
the detection of steganograms formed according to adaptive
steganographic methods, using steganography detectors
based on common and specialized types of artificial neural
networks. The results of the review of modern convo-
lutional neural networks applied for the tasks of digital
image stegoanalysis have established that the accuracy of
operating the steganography detectors based on these net-
works is significantly compromised when processing image
packets characterized by a significant variability of statis-
tical parameters.

The performance accuracy of steganography detectors
based on the modern statistical model of container images
maxSRMd2 has been investigated, as well as on the latest
convolutional and <«hybrid» artificial neural networks, in
particular, GB-Ras and ASSAF networks, when detecting
steganograms formed according to the adaptive stegano-
graphic methods HUGO and MiPOD. It was established
that the use of the statistical model maxSRMd2 makes it
possible to significantly (up to 30 %) improve the accuracy
of steganogram detection in the case of analyzing those im-
ages that are characterized by a high level of natural noise.
It was found that the use of the ASSAF network makes it
possible to significantly (up to 35 %) reduce an error of
steganogram detection compared to current steganography
detectors based on the GB-Ras network and the maxSRMd2
statistical model. It was determined that the high accuracy
of the ASSAF network-based steganography detector is
maintained even in the most difficult case of image process-
ing with high noise and poor filling of the container image
with stegodata (less than 10 %).

The results reported here are of theoretical interest for
designing high-precision steganography detectors capable
of working under conditions of high variability in image
parameters.

Keywords: stegoanalysis, digital images, convolutional
neural networks, autoencoders.
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This paper proposes a method for protecting the access
tokens in client-server data exchange without saving the
state based on the formation of the signature of the request
using a temporary secret. The devised method allows one
not to transfer access tokens with each request, which would
make it possible for the attacker to authenticate as a valid
user when compromising the connection, for example, when
using a «person in the middle» attack.

Two variants of the method have been proposed and
substantiated — simplified and improved, the scope of which
depends on the needs for protection and technical capabilities
of their implementation. The robustness of both variants is
ensured by the practical inability to select the initial input
data of the hash function used to form the signature. The im-
proved version also makes it possible to protect access tokens
at the stage of receiving them and provides protection against
the attack of the recurrence of the request. Initial user authen-
tication protection is achieved by using the Diffie-Hellman
protocol to exchange a secret and access token. Using query
IDs and time labels prevents the query from being reused.

Advanced security for access tokens is important because
having an attacker’s access token gives the attacker full con-
trol over the user account. The use of SSL/TLS may not pro-
duce the desired level of protection for such important data.

It was established that the use of the proposed method
does not add significant time costs. The SHA-256 hash
function example shows that the relationship between mes-
sage size and extra time to send and receive a message is
linear. When using the proposed method in the browser, the
absolute value of additional time spent for messages from
100 bytes to 2,048 KB ranges from 0.4 ms to 142 ms. Given
this, the proposed method could be used without significant
impact on the experience of use.

Keywords: access token protection, client-server mes-
sage signature, authentication, session security.
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Linear and dynamic models of the system of information
security in social networks, taking into consideration the
relationships between users, were studied and the resistance
of the security system was analyzed.

There is a practical interest in studying dependence of
the behavior of the system of social network security on the
parameters of users’ interaction. Dynamic systems of infor-
mation security in social networks in the mathematical sense
of this term were considered. A dynamic system refers to any
object or process, for which the concept of state as a totality
of certain magnitudes at a given time is unambiguously de-
fined and the law that describes a change (evolution) of the
initial state over time was assigned.

The network of social interactions consists of a totality
of social users and a totality of the relations between them.
Individuals, social groups, organizations, cities, countries can
act as users. Relations imply not only communication inter-
actions between users but also relations of the exchange of
various resources and activities, including conflict relations.

As a result of research, it was found that the security sys-
tems of a social network are nonlinear. Theoretical study of the
dynamic behavior of an actual object requires the creation of
its mathematical model. The procedure for developing a model
is to compile mathematical equations based on physical laws.
These laws are stated in the language of differential equations.

Phase portraits of the data security system in the MAT-
LAB/Multisim program, which indicate the stability of
a security system in the working range of parameters even at
the maximum value of the impacts, were determined.

Thus, the influence of users’ interaction parameters on
the parameters of the system of social network security was
explored. Such study is useful and important in terms of
information security in the network, since the parameters of
users’ interaction significantly affect, up to 100 %, the secu-
rity indicator.

Keywords: social network, users’ relationships, security
system, nonlinearity, differential equations, procedure.
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Pruning connections in a fully connected neural network
allows to remove redundancy in the structure of the neural
network and thus reduce the computational complexity of
its implementation while maintaining the resulting char-
acteristics of the classification of images entering its input.
However, the issues of choosing the parameters of the
pruning procedure have not been sufficiently studied at the
moment. The choice essentially depends on the configuration
of the neural network. However, in any neural network con-
figuration there is one or more multilayer perceptrons. For
them, it is possible to develop universal recommendations
for choosing the parameters of the pruning procedure. One
of the most promising methods for practical implementa-
tion is considered — the iterative pruning method, which
uses preprocessing of input signals to regularize the learning
process of a neural network. For a specific configuration of
a multilayer perceptron and the MNIST (Modified National
Institute of Standards and Technology) dataset, a database
of handwritten digit samples proposed by the US National
Institute of Standards and Technology as a standard when
comparing image recognition methods, dependences of the
classification accuracy of handwritten digits and learning
rate were obtained on the learning step, pruning interval,
and the number of links removed at each pruning iteration.
It is shown that the best set of parameters of the learning
procedure with pruning provides an increase in the quality
of classification by about 1 %, compared with the worst set in
the studied range. The convex nature of these dependencies
allows a constructive approach to finding a neural network
configuration that provides the highest classification accura-
cy with the minimum amount of computational costs during
implementation.

Keywords: multilayer perceptron, neural network, prun-
ing, learning curve, weight coefficients, image classification.
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Ensuring the best quality and performance of modern
speech technologies, today, is possible based on the wide-
spread use of machine learning methods. The idea of this
project is to study and implement an end-to-end system
of automatic speech recognition using machine learning
methods, as well as to develop new mathematical models
and algorithms for solving the problem of automatic speech
recognition for agglutinative (Turkic) languages.

Many research papers have shown that deep learning
methods make it easier to train automatic speech recognition
systems that use an end-to-end approach. This method can
also train an automatic speech recognition system directly,
that is, without manual work with raw signals. Despite the
good recognition quality, this model has some drawbacks.
These disadvantages are based on the need for a large amount
of data for training. This is a serious problem for low-data lan-
guages, especially Turkic languages such as Kazakh and Azer-
baijani. To solve this problem, various methods are needed
to apply. Some methods are used for end-to-end speech rec-
ognition of languages belonging to the group of languages
of the same family (agglutinative languages). Method for
low-resource languages is transfer learning, and for large
resources — multi-task learning. To increase efficiency and
quickly solve the problem associated with a limited resource,
transfer learning was used for the end-to-end model. The
transfer learning method helped to fit a model trained on
the Kazakh dataset to the Azerbaijani dataset. Thereby, two
language corpora were trained simultaneously. Conducted
experiments with two corpora show that transfer learning
can reduce the symbol error rate, phoneme error rate (PER),
by 14.23 % compared to baseline models (DNN+HMM,
WaveNet, and CNC+LM). Therefore, the realized model
with the transfer method can be used to recognize other
low-resource languages.

Keywords: ASR, transfer learning, end-to-end, low-
resource language, connectionist temporal classification,
attention.
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One of the leading areas of cybersecurity of communi-
cation networks is considered — the introduction of preven-
tive mechanisms, among which the most promising are the
methods of active security analysis. These methods allow, in
addition to timely detection of vulnerabilities of the target
system (analyzed system), to confirm the possibility of their
implementation, that is, to validate vulnerabilities by simu-
lating the real actions of a potential attacker. The urgent
need to validate vulnerabilities out of the many identified is
caused by the fact that some of them can only be theoretical,
while others are exploited using malicious scripts (exploits).
At the same time, the process of validating vulnerabilities
is practically not studied. That is why the work carried out
an experimental study of the functioning of modern tools
for exploiting vulnerabilities. Based on the observations,
general quantitative characteristics of the vulnerability va-
lidation process were identified. A mathematical model for
the analysis of the above characteristics based on Bernstein

polynomials has been developed. It is the polynomial rep-
resentation of the procedure for confirming the possibility
of implementing the identified vulnerabilities that makes it
possible to describe the dynamics of this process, taking into
account the complex and volatile nature of the environment.
Analytical dependencies are obtained for the number of cases
of successful and negative confirmation of vulnerabilities.
In particular, negative validation cases include simply failed
attempts to validate vulnerabilities, as well as attempts that
resulted in critical errors on the target system during the
rational cycle of validating the identified vulnerabilities.
The proposed dependencies make it possible to construct the
probability distribution laws for the above characteristics of
the vulnerability testing process.

Keywords: active security analysis, exploitation of vul-
nerabilities, target system, corporate network security.
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MIIBUIIEHHA TOYHOCTI TA HIBUAKOAIT ITMOPOBOTO CIEKTPAJIbHO-KOPEJAIITHOTO METOIY
BUMIPIOBAHHA 3ATPUMKHN PA/IIOCHUTHAJIIB TA IIEJIEHTYBAHHA (c. 6-14)

Akezhan Sabibolda, B. B. Ifunopenko, B. I. Ilunopenko, Nurzhigit Smailov, Kanat Zhunussov, Askar Abdykadyrov,
Moldir Baigulbayeva, Nurzak Duisenov

[TepcrieKTHBHUM HATIPSIMKOM PO3BUTKY MACUBHUX PAIOJIOKAIINHUX CTAHINIT MOHITOPUHTY € TMiBUINEHHS iX e(heKTUBHOCTI 32 PAXyHOK
MABUIEHHS MBUAKOAIIL. /17151 1nhpoBOro creKkTpasbHO-KOPEJIAIiHHOTO METO/Ly BU3HAUECHHS 3aTPUMKHN PA/IIOCUTHATIB Ta TIEeJICHTYBAHHS OT-
PUMAaHO aHATITUYHI BUPA3U IS AUCIIEPCii OIIHKN 3aTPUMKH MPUIOMY CUTHATY paioKaHAJaMI Ta HAIIPABJIECHHS Ha PKEPEJIO PAiOBUIIPOMi-
uroBatHsa. OCOOMMBICTIO OCTIKYBAHOTO METO/LY € BUKOPHCTAHHS IBOETAIHOTO YACOBOTO Ta MIPOCTOPOBOTO CIIEKTPAIBHOTO aHATI3Y B3aEM-
HOTO CIIEKTPY, OMHOITEPAIIITHITI KOPeJAIinHNIT anatis.

O1iHeHo TPUBAICTD OLIHKY TIEJIEHTY Yepe3 3arajibHy KiJbKICTh OTepalliii MHOKEHHs 3 HAKOTMUYEHHIM. 3alpPOIOHOBAHUIT METOJ TP
Burparii y 27 pasiB 3a MBU/IKO/IE€I0 MA€ HECYTTEBE 3HUKEHHS TOYHOCTI TIOPIBHSIHO 3 ONITHMAIbHUM 34 PAXyHOK €HEPreTHYHIX BTPAT CUTHAITY.

B pesybraTi MozieTIoBaHHS OTPUMAHO 3aJI€KHOCTI CePeZHbOr0 KBAZ[PaTHYHOTO Bi/IXUIEHHS OIiHKN TIEJIEHTY Ta 3aTPUMKH Bi/[ Bi/THOIIEH-
HSI CUTHAJL/IIYM, THITY BIKHA CIIEKTPAJIBHOTO aHAJI3Y, BEIMYUHI aHTEHHOI Oa3H.

Cepeznne KBagipaTW4He BiAXWJIEHHS OI[HKN TEJEHTY 3aJeXHUTh BiJl Bi[HOMIEHHS CHUTHAT/IIYM Ta 3MIHIOETbCS B JianasoHi 3Ha-
aens [0,08; 0,034]° upu amini curnasn/uym [—10; 40] 1B. ITpu 36ibienni curtas/yM 11oxubKa 3MEHITYEThCS 3a MiepOoIYHOIO 3AIEKHICTIO.
Cepetie KBajpaTUYHe BiIXUJICHHSI OIIHKK 3aTPUMKH 3aJI€KUTh Bijl BIIHOMIEHHST CUTHAJ/TIIYM 1 3MIHIOETHCS aHAJIOTIYHO /10 TIOXUOKU OTIHKI
HAINpsIMKY Ta 3HaXOAMTHCS B Jianasoni snadensb [18,176; 1,56] ne, mo sianosigae noxubui [0,637; 0,055] %. [Toxubka OIiHKHU TIEIEHTY B 3a-
JIEKHOCTI BiJI BeJIMYMHM aHTEHHOT 6a3K 3MEHIIYEThCS 3 eKCIoHeHToM y Meskax [1,6; 0,03]° 3i 36imbiuennsam anrtennoi 6asu B AianasoHi Big
200 1o 7500 M.

Otrpumani pesy/bTaTé MOKHA BUKOPUCTOBYBATU /IS [TapaMETPUYHOI OITHMI3allii CleKTPasbHO-KOPEJIAIiHHIX pa/liole/IeHraTopiB 11a-
CHBHUX PaJi0JOKAMIHHNX CTAHIIIIf MOHITOPUHTY.

Ki0uoBi caioBa: aucrepcis OmiHKK, TOUHICTD, IIBUAKO/I MeJeHTYBaHH, CIEKTPaNbHO-KOpesiiinuii Meto, antenna Gasa.
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PO3POBKA MOJUMIKAIIT METO/IY TOBY/IOBH EHEPTOE®EKTUBHIUX CEHCOPHUX MEPEX 3
BUKOPHCTAHHAM CTATUYHHUX I JUHAMIYHUX JATUYUKIB (c. 15-23)

B. 4. lerpiscbkuii, B. JI. Illesuenxo, C. II. €scees, O. B. Minos, O. A. Jlantes, O. C. Buukos, B. A. Menopienko, M. B. Tkauenko,
0. A. Kypuenko, I. P. Onipcbkuii

Y 3B’43Ky 3 HOIIMPEHHSM BUKOPHUCTAHHS CEHCOPIB Ta CEHCOPHUX MEPEX Y 3ajadax IOKPUTTS TEPUTOPIl akTyaIbHUMU KPUTEPisMU
€ MaKCUMizallist TOKpUTTs Ta MiHiMizailisi enepropurpat. Came oJiHOYACHA BiIMOBIAHICTD MEPEK] TAaHUM KPUTEPISIM € aKTyaIbHOTO TPOGJIEMOTO
Y CY4acHOMY TEXHOJIOTIYHOMY CBIiTi. 3anpornoHoBaHo Moaudikaiiito MeToay moby0BH eHeproeeKTUBHUX CEHCOPHUX MEPEXK IIISIXOM BBe-
JIEHHST JI0JIATKOBOTO KPUTEPII0 MiHIMI3aIlil KiJIbKOCTI CEHCOPIB Ta 0OMEKEHHSI KiJIBKOCTI BUKOPUCTAHUX CEHCOPIB, AKUH 03BOJISIE 3MEHITUTH
€HEProBUTPaTH CeHCOPHUX Mepesk Ha 19 %. Y orpumaniii onrumisaniiiniil 3aadi KpuTepisiMu ONTUMATBLHOCT] BUCTYHAIOTH (QYHKILT MiHiMi-
3arii TII0Ii HEMOKPUTOI TEPUTOPIl, 3HAYEHHST €HEPrOCIOKUBAHHS Ta KiJTbKOCTI aT4nKiB. OnTrMasibHe pinteHHs GOPMYETHCS Y BUTIISI HTAp
3HA4YeHb PaJiiyCy MOKPHUTTS Ta PiBHS IepPeTHHY 30H HOKPHUTTS 3 BUKOPUCTAHHAM SKHUX JIOCATAETHCS MAKCHUMIi3allis TIOKPUTTA 3 MiHiMi3aIli€o
€HEPrOBUTPAT Ta KiJIbKOCTI BUKOPUCTAHUX CEHCOPIB. [[JIst PO3B’A3aHHsI MOCTABJICHOI IPOGJIEMU BUKOPUCTAHO METO/] 3TOPTKU TIAPAMETPIB Ta
TeHEeTUYHUIT aITOpUT™. Y BUIAJIKY [MHAMIYHKUX AATYUKIB TIPoOIeMa ToJIsITae Y BiIyKaHHi Takol TPAEKTOPii PyXy JaTyrKy, sika 3abe3redye
MaKCUMaJIbHIN 00T TepuTopii, ajte € MiHIMaIbHOT JOBKUHMU. [1J151 3HAXOKEHHS HeOOX1IHOT TPAEKTOPIi 3apONOHOBAHO CITKOBUI alrOpUTM.
TIpeAcTaBICHUI AITOPUTM MOJIATAE Y PO3OUTTI TEPUTOPIi Ha B3I Ta OIIHIL 3HAYCHHSI TOKPUTOI TEPUTOPIT AATINKOM Y aHOMY By3u1i. ITicist
(opmyBaHHs OIIHOK BUKOPUCTAHO MOIIYK TaMiJIETOHOBOTO IISAXY. POSIJISIHYTO BUIQOK Garato3s’si3HOCTI TEPUTOPIi 3 MOKJIMBICTIO Tepe-
TBOPEHHS 11 /10 0/{HO3B’SI3HOI. 3aIIPOIIOHOBAHO CXEMY 3HAXO/UKEHHS ITapaMeTpiB eHeproe)eKTHBHOTO MOKPUTTSI TEPUTOPIT 3 BUKOPHCTAHHIM
CTaTUYHUX Ta AMHAMIYHIX CEHCOPIB.

K1040Bi c10Ba: ceHCOpHA MePEXKa, OKPUTTSI TEPUTOPIi, eHeproeeKTUBHICTh CEHCOPHUX MEPEK, OTTUMAJIbHA TPAEKTOPIst 00JIbOTY.
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YAOCKOHAJIEHHA MOJAEJI JETEKTYBAHHSA OB’€KTIB HA AEPO®OTO3HIMKAX I BITEO B BE3IIIJIOTHHUX
ABIAIIMTHUX KOMILTEKCAX (c. 24-34)

B. I. Cmocap, M. M. IIpouenko, A. A. Yepnyxa, B. B. Mexbkin, O. O. Bino6oponoe, M. O. Camoiinenko, O. O. KpaBuenko,
I. I. Kasunnuenko, A. I. Porosuii, M. M. Cosomyk

Po3riisinyTo MOJesb eTeKTYBaHHs 00’€KTiB Ha aepoOTO3HIMKAX Ta BilcO 3 BUKOPUCTAHHIM HEpOHHOT Mepesxki y Oe3nizoTHux asia-
WIHUX KOMIUIeKcaX. PO3BUTOK cHCTEM HITYYHOTO iHTEJIEKTY Ta KOMITIOTEPHOrO 30py 6Ge3mioTHuX cucreM (ApoHiB, po6oTiB) moTpedye
YAOCKOHAJICHHST MOJIeJIell JleTeKTyBaH sl (BUsBJIEHH:), Po3lisHaBaHHsl 00'€KTiB HA 300paKEHHsX Ta y BifeonoToky. Pesyisratu Bizeo Ta
aepooTO3HOMKHN B OE3IMTIOTHNX aBialliiiHIX KOMILIEKCaX 00pOOIISIIOTHCS OMEPaTOPOM Y PYYHOMY PEKUMI, ajie € 06’ €KTUBHI TPY/AHOIIL, TIOB s
3ani 3 06pOOKOIO OMEPaTOPOM BEJIMKOI KIIBKOCTI Bijico Ta aepooTO3HIMKIB, TOMY AOIIILHO Leii MPoIec aBTOMaTU3yBaTH. AHAI3 Mojgeaei
HEIPOHHIX MEPEsK TMOKA3aB, 0 /I/Isi BAKOHAHHS 3aBIaHHsI IeTCKTyBaHHs 00'€KTiB Ha acpoOTO3HIMKAX Ta Bifieo, SIK 6a30Ba MOAEJIb, HAWGIIbII
nigxoantb Moaeab YOLOvSx (CIIA). [lna naByanust miei Mogeni BUkoprcToByeThest Habip Microsoft COCO (CIITA). Ileit nabip mictuth



nonaz 200000 3o6paxennb 3a 80 kareropisivu. s Baockonaienns mogaeai YOLOVSX 1poBesieHo HaB4YaHHsT HEHPOHHOI Mepeski HaGopoM
3o6paskenn VisDrone 2021 (Kurait) 3 BI60poM onTHMaIbHUX MapaMeTpiB HaBYaHHA: airopuT™ onTtumiszanii — SGD; moyatkosa MBUAKICTD
nayanust (kpok) — 0,0005, yncio enox — 25. B pesyJibraTi oTpuMano HOBY MOJie/b IeTeKTYBaHHs 00’ €KTiB Ha aepodoTo3HIMKax Ta Bijeo i3
3anpornonoBanoio HasBoo VisDroneYOLOvSx. IIposeneno pocipkents eeKTHBHOCTI YI0CKOHAIEHOT MOJIeJI 3 BUKOPHCTAHHSIM aepodo-
TO3HIMKIB Ta Biteo 3 Habopy VisDrone 2021. JIyist ominky eheKTHBHOCTI MOJIEJI B IKOCTI OCHOBHUX MOKA3HUKIB 00PaHO: TOUHICTD; Yy TJIMBICTD;
OIlIHKA ycepeHeHoi TOYHOCTI. BUKOpUCTaHHS 3ropTKOBOT HEHPOHHOI Mepeski 03BOJINIO aBTOMATU3YBaTH TIPOIIEC JeTEKTYBaHHs 00 €KTIB Ha
aepohOTO3HIMKAX Ta BijIeo y OE3MJIOTHUX aBialliiiHIX KOMILIEKCAX.

KiouoBi cioBa: Heiiponna mepeska, gerekrysanis o6'exris, VisDrone 2021, Microsoft COCO, YOLOV5X, Gesmnisorauii aBiamiiinmii
KOMILJIEKC.
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PO3POBKA METO/IUKU HABYAHHS HITYYHUX HENPOHHUX MEPEJK J1J11 IHTEJIEKTYAJIbHUX CUCTEM
MIITPUMKH NPUAHATTSA PIIIEHD (c. 35-44)

Qasim Abbood Mahdi, A. B. Illumaupkuii, 0. A. Cumonenko, H. M. IIporac, O. O. Tpoupko, B. C. Kusmok, A. A. Ilyubriy,
I1. M. Cremenko, E. C. Ocranuyk, T. I. TorenkoBchka

P03p0o61eH0 METOAMKY HABYAHHST IITYYHUX HEHPOHHUX MEPEXK /IS IHTEJIEKTYAJIbHUX CUCTEM TATPUMKY IPUAHATTS pimieHb. Biaminna
0COBJIMBICTH 3AITPOIIOHOBAHOI METOIMKH TIOJISITAE B TOMY, 110 BOHA MTPOBOINTH HABYAHHS He TLIHKU CHHANTHYHUX Bar MITYYHOI HEPOHHOI
Mepeski, asie it Buy Ta napamerpiB GyHKIi HaseKHOCTI. B pasi HeMoxIMBOCTI 3a6e31eunTH 3a/1aHy sIKicTh (DYHKIIOHYBAHHST IITYYHUX HEli-
POHHUX MepeX 32 PaXyHOK HaBYAHHS MAPAMETPIB MITYIHOI HEHPOHHOI Mepexki BiGYBAEThCS HABYAHHS apXiTEKTYPH MITYYHNX HEHPOHHUX
Mepesk. Bubip apxitektypu, Bujly Ta napametpis GyHKII HAIEKHOCTI BiOYBAa€EThCs i3 BpaXyBaHHAM OOUUCIIOBAILHUX PECYPCiB 3ac00y Ta
i3 BpaxyBaHHsIM THITY Ta KiJIBKOCTI iH(OpPMAILii, 110 HAAXOAUTh Ha BXIi/ MITY4HOI HEHPOHHOI Mepeki. TakoK BiAMIHHOI 0COGIMBICTIO PO3-
PO6IIECHOT METOAMKHY € T€, 10 /st OOUKMCIICHHS BXIIHUX TaHUX He NOTPiOHI monepeani po3paxyHKosi gani. Po3pobka 3aliporioHoBaHoi MeTo-
auKn 0OyMOBJIeHa HEOOXIHICTIO TPOBEICHHS HABYAHHS ITYYHNX HEHPOHHUX MEPEK [JIS IHTEIEKTYalbHIX CHCTEM MiATPUMKHU TIPUITHATTS
pitenn, 3 MeToIo 06poOKK GLIBINOT KiJbKOCTI iH(opMaltii, TIpU OAHO3HAYHOCTI PillleHb, 10 TPUHMAIOTHCS. 3a Pe3yabTaTaMy JOCiKEeHHS
BCTAHOBJIEHO, 1110 3a3HAYeHa METOANKA HaBuaHHs 3abesledye B cepenbomy Ha 10—18 % Oisbur BUCOKY eheKTUBHICTD HABYAHHS [ITYYHUX
HENPOHHIX MEPEK Ta He HAKOTINYY€E MOXMOOK B X0/l HaBYaHHsI. 3a3HadeHa METOANKA I03BOJIITH TIPOBOANTH HABYAHHST IITYYHNX HEIPOHHNX
Mepesk 32 paXyHOK HaBUaHHS I1apaMeTpiB Ta apXiTeKTypPH, BU3HAUNTH eDeKTUBHI 3aX0/1 /I MiABUIIEHHS e(eKTUBHOCTI (DyHKILIOHYBaHH
MITYYHNX HEHPOHHNX MePeK. BUKOPHCTaHHS 3a3HAUEHOT METOIMKH JI03BOJINTh 3MEHIIUTU BUKOPUCTAHHS OOUMCIIOBATBHUX PECYPCIB CHCTEM
MATPUMKHI TIPUAHATTS pillleHb Ta BUPOOUTH 3aX0/IH, 110 CIPIMOBaHI Ha TiABUIIEHHS e(heKTUBHOCTI HABYAHHS IITYIHUX HEHPOHHIX MEPEK;
MBUIUTH OTIEPATUBHICTH 06POOKH iHMOPMAIIT B IITYyYHUX HEHPOHHUX MEPEKAX.

KiiouoBi caoBa: mitydHi HeilpoHHI Mepeski, onepatuBHicTh 00POOKH iH(MOPMAILiT, CHCTEMU MATPUMKN MPUIHSTTS PillleHb.
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AHAJII3 TOUYHOCTI BUABJIEHHS CTETAHOI'PAM, COOPMOBAHUX 3I'TTHO AJAIITUBHNX CTETAHOTPA®IYHUX
METO/IIB, TP BUKOPUCTAHHI IITYYHUX HENPOHHUX MEPEJK (c. 45-55)

1. O. IIporonos, M. b. Apum

Pobora npucssiyeHa MOpiBHAIBHOMY aHaAJI3y TOYHOCTI BUSIBJIEHHSI cTeraHorpaM, ¢(hOPMOBAHUX 3TI/IHO aallTHBHUX CTeraHorpadiaHmx
METO/IiB, IIPX BUKOPUCTAHHI CTET0IeTEKTOPIB HAa OCHOBI IOIINPEHUX Ta CIIEIiai30BaHUX TUIIB HITYYHUX HEHPOHHUX MepexX. 3a pe3yJbraTa-
MU OTJISIJIy CyYaCHUX 3rOPTKOBUX HEHPOHHUX MEPEIK, sIKi BUKOPHCTOBYIOTHCS B 33/[a4aX CTEroaHaisy 1mudpoBux 300pakeHb, BCTAHOBJIECHO,
1110 TOYHICTH POGOTH CTETOMETEKTOPIB Ha OCHOBI IAHIX MEPEK CYTTEBO 3HIKYETHCS TIPH 00pOOII MTAKeTiB 306paskeHb, 10 XapaKTePU3YIOThCS
3HAYHOIO BAPiaTUBHICTIO CTATUCTUYHUX [TapaMeTpiB.

JlocnipKeHo TOYHICTh pOOOTH CTErOAETEKTOPIB Ha OCHOBI Cy4acHOI CTATHCTHYHOI MOJesi 300pakenb-koHTeiinepis maxSRMd2, a ta-
KO’K HOBITHIX 3rOPTKOBHX Ta «TiOPUIHUX» MITYYHUX HEUPOHHUX Mepesk, 30kpeMa Mepesk GB-Ras Ta ASSAF, /Uis1 BUSIBJIEHHSI CTETaHOTPAM,
cchopmoBanux 3rifiHo asantuHuM creranorpadivanm metogam HUGO ta MiPOD. BeranoBieHo, 1o 3acTOCYBaHHS CTATHCTHYHOT MOJIEII
maxSRMd2 mossosisie cyrreBo (10 30 %) MiABUIMUTH TOUHICTH BHSIBJIEHHS CTETAHOTPAM Y BUIAAKY aHATI3Y 300pakeHb, 10 XapaKTepr3y-
I0TBCsI BUCOKUM PiBHEM BJIACHUX IIyMiB. BusiBiieno, 1o Bukopucranisa mepexi ASSAF no3BoJisic cyTreBo (10 35 %) 3MEHIIUTH TOMUJIKY
BUSIBJICHHSI CTETAHOTPaM y MOPIBHIHHI 3 CyJaCHUMHU CTErojJieTeKTopaMu Ha ocHOBI Mepexki GB-Ras ta cratuctnunol mozesni maxSRMd2.
BceranossieHo, 1o BUCOKa TOYHICTH poOOTH CTero/ieTeKTopy Ha ocHoBi Mepexki ASSAF 30epiracTbCst HaBITH y HaN6iIbII CKJIaJIHOMY BUITQJIKY
06poOKM 300pakeHb 3 BUCOKUM PIBHEM IMyMiB Ta CTa0KOTO 3aIOBHEHHS 300pakeHHsA-KOHTelHepy creromannmvu (mertme 10 %).

OrpumaHi pe3yJIbTaTi CTAHOBJISTH TEOPETHYHIIN IHTEPEC 00 PO3POOKU BICOKOTOUYHUX CTErOJETEKTOPIB, 3/aTHUX PAIIOBATU B YMOBAX
BHCOKOI BapiaTUBHOCTI TapaMeTpiB 300pakeHb.

KiouoBi caoBa: creroanalis, udposi 300paskeiist, 3ropTKOBI HEHPOHHI Mepeski, aBTOCHKOAEPH.
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PO3POBKA AJITOPUTMY TA ITIPOTPAMHOTIO 3ABE3ITEYEHHSA /1A 3AXUCTY MAPKEPIB 1OCTYIIY HA OCHOBI
MIAIINICY 3AIIUTIB TUMYACOBHM CEKPETOM (c. 56-62)

B. 1. Bykosenpkuii, B. M. Pizak

3arnpornoHOBaHO METOJ 3aXNCTY MapKepiB JIOCTYIy B KJII€HT-cepBepHOMY OOMiHi ganuMu Ge3 30epekeH s CTamy, 3aCHOBAaHUH Ha dop-
MyBaHHI [JIIMCY 3alUTY 32 JJOIOMOTOI0 TUMYACOBOIO ceKpeTy. Po3pobiiennii METO/L I03BOJISIE He BUKOHYBATH II€pPe/Iauy 3 KOXKHUM 3allITOM
MapKepiB JOCTYILY, SIKi T03BOJIIIN O 37I0BMUCHUKY aBTeHTH()IKYBATHCH AIICHIM KOPUCTYBAaYeM TIPI KOMIIPOMETAIT 3'€AHAHHS, HATIPUKIA/
IIPU BUKOPUCTAHHI aTaK! «JII0JMHA IOCePeNnHi».



3ampornoHoBaHo Ta OOTPYHTOBAHO JIBAa BapiaHTH METOMY — CIPOIIEHHiT Ta MOKpalleHwil, chepa BUKOPUCTAHHS SKUX 3aJT€KUTh
Bift mOTPe6 y 3axucTi Ta TEXHIYHUX MOKJIUBOCTEH iX peasnizanii. CTilikicTh 060X BapiaHTiB 3a0e3MEUYETHCS MPAKTUYHOK HEMOKJIM-
BiCTIO MiOOPY MOYATKOBUX BXIAHUX AaHUX reln-(pyHKILI, sika BUKOPUCTOBYBasiach st (opmyBarus tmianucy. [Tokpamienuii Bapiant
JI03BOJISIE TAKOXK 3aXUCTUTU MapKepH JOCTYIY Ha eTami iX OTPUMaHHs, Ta nepeabavyac 3aXUCT Bil aTaKu MOBTOPY 3aMUTy. 3aXUCT MPU
MOYaTKOBi#1 aBTeHTH(IKAIl KOPUCTYBaya JOCATAETHCS 3a PaXyHOK BHUKopucTanis nporokony [lihdi-Teanmana aus obMiny cekpe-
TOM Ta MapKepoM A0CTyly. Bukopucranus igeHTudikaropis 3aluTiB Ta 4acoBUX MITOK J03BOJISE 3al0OGIITH MOBTOPHOMY BHKOPHUC-
TAHHIO 3aITNUTY.

JlomaTkoBUil 3axMCT I MapKepiB JOCTYIy € BaKJIMBHM, a/UKe HasABHICTD MapKepa JOCTYIy y 3JI0BMICHHUKA A€ HOMY IOBHMII
KOHTPOJIb Hajl OOJIKOBUM 3allicoM KopucTyBada. Bukopucrants sk SSL/TLS moxke He gati GaKaHOTO PIBHS 3aXUCTY /IS TaKUX BakK-
JIUBUX JIAHUX.

BceranosiieHo, 1110 BUKOPHCTaHHS 3alIPOIIOHOBAHOTO METO/Y He /I0/Ia€ 3HAYHUX YacoBUX BuTpaT. Ha npukiani Bukopucranus rem-gyHk-
it SHA-256 nokasaHo, 110 3aJIesKHIiCTh MisK PO3MipOM MOBIIOMJICHHSI Ta IOATKOBUM YaCOM Ha BI/IIPABKY Ta OTPUMAHHSI TIOBIJIOMJICHHS € JIi-
HiitHo10. [IpN BUKOpHCTaHHI 3aIIPOIIOHOBAHOTO METO/Y B Gpaysepi aGCoOTHE 3HAYEHHST IOJATKOBUX BUTPAT Yacy IS MOBIIOMIIEHD 06'€MOM
Biz 100 Gaiit 10 2048 K6 cranosuts Big 0.4 Mc 10 142 Mc. 3aBasgku oMY 3alPOTIOHOBAHUIT METOZ MOKe OyTH BUKOPUCTAHUN 6€3 3HAYHOTO
BIIJIBY Ha JIOCBi/l KOPUCTYBaHHS.

Ki0uoBi cioBa: 3axucT MapKepiB J0CTYILY, IIANNC KII€HT-CePBEPHUX MOBIOMIeHD, aBTeHTH(IKAIlif, Ge3neKa ceciil.
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PO3POBKA METO/IUKH PIBHS 3AXHIIIEHOCTI IHOOPMAIIITHOTO ITPOCTOPY COIIIAJIbHUX MEPEK
3 BPAXYBAHHAM B3SAEMOBITHOCHH KOPUCTYBAYIB (c. 63-74)

B. M. Axpamosuy, I. B. lllykuin, IO. B. Ilena, T. M. My:xaunoBa, C. A. 303y

[locmimkeno miHiitHi Ta [UHAMIYHI MOJIeJIi cUCTEeMU 3aXKCTy iHMOPMAIIii B COIIATbHUX MEPeKax 3 BPAaXyBaHHIM B3AEMOBIJIHOCUH MixK
KOPHCTyBauaMH, a TAKOK IIPOBE/ICHO aHAI3 CTIHKOCTI CHCTEMH 3aXUCTY.

Icrye mpakTHUHUI iHTEpeC MOCTIKEHHsT MOBEIIHKN CHCTEeMH 3aXWCTy COIATbHUX MepPeX BiJl MapaMeTpiB B3a€MO/Iil KOPUCTYBAUiB.
Posrianyro gunamiuHi cuctemMu 3axucty iHdopMallii B colia/lbHUX Mepeskax y MaTeMaTHUYHOMY Po3yMiHHi 1iboro Tepminy. [lig qunamiunoio
CHICTEMOIO PO3YMIIOTh Oy/b-KIiT 06'€KT abo TPOIIEC, IS SIKOTO OAHO3HAYHO BU3HAYEHO TOHSITTSI CTAHY SIK CYKYITHOCTI JESIKMX BEJNYMH
B JIAaHUIT MOMEHT Yacy i 3alaHUIl 3aKOH, SIKUIi OMTUCYE 3MiHY (€BOJIOII0) TIOYATKOBOTO CTAHY 3 TUINHOM Yacy.

Mepeska COIiaTbHUX B3aEMOIIN CKIANAETHCS 13 CYKYITHOCTI COMIAMbHUX KOPUCTYBAYiB i HaGopy 3B'I3KiB MK HUME. SIK cOIiabHi KO-
pUCTYBayvi MOXKYTb BUCTYTIATU iHANBI/N, COIHAJIbHI TPYITH, Opraisarii, micta, kpainu. I1i 3B’13kaMu po3yMilOThCs He TiIbKI KOMYHiKaIliiiHi
B3aEMO/Iii MiK KOPUCTYBAYaMHu, a i 3B'3KH 3 OOMIHY PI3HUME PECYpCaMu i [isIbHICTIO, BKJIIOYAI0YN KOH(IIIKTHI BiIHOCHHIL.

B pesymbrarti g0CTipKeHb BCTAHOBJIEHO, TI0 CHCTEMU 3aXHUCTY COIabHOI Mepeski HesiHiiHi. TeopeTnane MOCTiKeHHS ANHAMIUHOI TTOBe-
JIHKU peajbHOro 06'e€KTa BUMarae CTBOPEeHHs HOro MateMaTiaHoi Mogesi. IIporeaypa po3poOKu MOJIeIl TTOJIATae B CKIaaHHi MaTeMaTUIHUX
PiBHAHD Ha OCHOBI (hismuHmNX 3akoHiB. Brasani 3akonn chopmymboBani Ha MOBi AndepeHIiaTbHIX PiBHAHb.

Busnaueno $hasosi moprpeTn cucreMu 3aXUCTy Janux B rporpami MatLab/Multisim, siki BKa3yioTh Ha CTIHKICTb CHCTEMU 3aXKUCTY B PO-
604oMy AianasoHi mapaMeTpiB HABITh TIPU MAKCUMAJIbHOMY 3HAYEHHI BILIUBIB.

Taxum grHOM, OCIIZKEHO BIIMB MapaMeTPiB B3aEMO/Iii KOPHUCTYBAUiB Ha TTApAMETPH CUCTEMU 3aXUCTY CoIlianbioi Mepexi. Take mocai-
JUKEHHSI KOPHCHE Ta BAKJIMBE 3 TOYKHU 30PYy 3aXUCTY iH(GOpMAILi B MepeKi, OCKIZIbKI NapaMeTpy B3a€MO/Iii KOPUCTYBaUiB 3HAYHO BILINBAIOTh,
10 100 %, Ha MOKa3HUK 3aXUCTY.

KmouoBi cioBa: comiaibHa Mepeska, B3aEMOBIJIHOCHMHM KOPUCTYBAYiB, CUCTEMA 3aXUCTY, HEJIHIUHICTH AudepeHIiaibii piBHIH-
HS1, METO/IMKA.
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BU3HAYEHH? BIIMBY BUBOPA IIAPAMETPIB ITPOLEAYPHU ITPOPIIZKYBAHHA HA AKICTb HABYAHHA
BATATOIIIAPOBOTIO ITIEPCEIITPOHA (c. 75-83)

O. M. I'nmyonkos, A. 1. Hespes, b. O. IlleBuyk, M. A. bapanos

[TpopiskyBaHH 3B'I3KiB y TIOBHO3B S13HOT HEIPOHHOI MepPesKi 103BOJISIE BUAAIUTH HAJIMIPHICTb Y CTPYKTYPi HEIIPOHHOI Mepeski i Takum
YMHOM 3MEHITUTH 00YNCHIOBAIbHY CKIAAHICTD ii peasizaitii mpu 36epeskeHHi Pesy IbTyiounX XapakTepUcTHK Kiaacudikaiii 300paskeHb, 1o
HaAXOAATH Ha 11 BXig. OjHak nuTaHHS Bm6opy rnapaMeTpiB IpoLeypu IPOPIPKYBaHHS HA JaHUIl MOMEHT HeJO0CTaTHLO BHUBUEHI. Bubip
icrotHo 3azmexkuTh Bifl KoHdirypaiii neiipontoi mepexi. Tum re Menm, y Oyab-skiii kondirypanii HeiipornHoi Mepeski € ogun abo Ginbiie
6aratonapoBux IepcenTpoHis. [t HUX MOKHA PO3POOUTH YHIBEPCATIbHI PEKOMEH/IAIIT 111010 BUOOPY MapaMeTpiB MPOIELYPH MPOPIIKY-
BaHHsL. PO3MISTHYTO OJMH 13 HAWOGIIBIIT TIEPCIIEKTUBHUX JIJIsI TIPAKTUYHOT peastizariii MeTOMIB — iTepariiHuii MeTo [ IPOPIKYBAHHS, IKUI
BUKOPHCTOBYE JIJIsI peryJisipusaliii nmporecy HaByanis HeHpoHHoi Mepexi mepenodpoOKy BXiaHux curnaiis. /[ KoHKpeTHoi komdirypartii
Gararonaposoro nepcentpona i Habopy nanux MNIST (Modified National Institute of Standards and Technology — 6asa nanux 3paskis
PYKONUCHOTO HamucauHsa nudp, 3arnpornonosana Hamionamsanm iHetutyTom crangapriB ta texnosoriit CIIIA gk cranmapT mpu criBcTas-
JIEHHI METOIiB po3Ii3HaBanHa 300paskeHb) OTPUMaHi 3aeKHOCTI TOUHOCTI Kaacudikaiii pykonucHux mudp i HIBUAKOCTI HaBYaHHA Bij
KPOKY HaBYAHHS, IHTEPBAJIY IIPOPI/KYBAHHS Ta KIJIBKOCTI 3B'SI3KiB, 1[0 BUAJSAIOTHCS, HA KOXKHIM iTepaltii mpopimpkyBanns. [lokasano, mo
HalKpanmii Habip mapameTpiB MPOIELyPH HABYAHHS 3 IPOPIKYBaHHIM 3a0e3meuye 36imbienns sskocti kinacudikarii npubausnao Ha 1 %
MIOPIBHAHO 3 HANUTIPIIMM Y JOCJI/KEHOMY Jiara3oni. Bumykinit xapakrep IUX 3a/1e:KHOCTel 103BOJISIE KOHCTPYKTUBHO ITI/IXOAUTHU /10 3HAXO-
JUKeHHS KoH(ITyparii HelpoHHOT Mepeski, 1o 3abesnedye Hailbiablry TOYHICTh Kaacugikaliii mpu MiHiMaJIbHOMY 06CATY 00YHMCITIOBATBHUX
BUTpAT Ha peaJsizallio.

K040Bi cioBa: GaraTomapoBuii IepcenTpoH, HeHPOHHA Mepeska, TIPOPIKyBaHHs, KPUBAa HABYAaHHS, BaroBi KoedilieHTn, Krnacudikarisa
300paskeHb.
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BU3HAYEHHS BILIUBY TPAHC®EPHOTO HABYAHHS ITIPU PO3POBIII IHTETPAJILHOT CUCTEMH
ABTOMATUYHOTI'O PO3IIISBHABAHHS MOBH 3 HU3bKHM PIBHEM JJTAHUX (c. 84-92)

Orken Mamyrbayev, Keylan Alimhan, Dina Oralbekova, Akbayan Bekarystankyzy, Bagashar Zhumazhanov

Ha choroaninmmiii gennb 3abesneders Haiikpaoi SKocTi Ta e(heKTUBHOCTI CydacHUX MOBHUX TEXHOJIOTTH MOKJIMBO Ha OCHOBI IHPOKOTO
3aCTOCYBAHHS METO/IIB MAITMHHOTO HABUAHHS. [71e51 1aHOTO IPOEKTY MOJIATaE Y BUBUEHHI Ta peasrisallil iHnTerpajbHOl CHCTEeMU aBTOMAaTHIHOTO
PO3Mi3HABAHHST MOBU 3 BUKOPHCTAHHSIM METOIIB MAIIMHHOTO HABYAHHSI, & TAKOK ¥ PO3POOI HOBUX MATEMATHYHUX MOJEJEN Ta alTOPUTMIB
BUPIillIEHHs 33/1a4i aBTOMATHYHOTO PO3ITi3HABAHHS MOBH JIJIsI arJIIOTUHATUBHUX (TIOPKCHKUX) MOB.

Barato 1ociHIIBKIX podiT MOKA3AIH, [0 METOAN IIINOGOKOTO HABYAHHSI CIIPOILYIOTh HABYAHHS CHCTEM aBTOMATHYHOTO PO3Mi3HABAHHS
MOBH, 1110 BUKOPUCTOBYIOTb IHTErpaabHUI Mmi/Xix. [{aHuil MeTO/l TaKOX /I03BOJISIE HABYAHHS CUCTEMM aBTOMATUYHOTIO PO3ITi3HABAHHS MOBHU
GesmocepenHbo, T00TO 6e3 pyduHoi poboTH 3 HeoOpoOIeHNMU cUTHaTaMU. HesBakaoun Ha BUCOKY SIKICTh PO3II3HABAHHSA, Y MaHI MOE]
€ gesiki neposiku. 11i Heoikn 3acHoBaHi Ha HEOOXIZAHOCTI BEJIMKOro 00csAry AaHux s HaByanus. Lle € cepiiosznoo mpobaemMoro s MOB
3 HU3bKUM PIiBHEM JIAHUX, 0COOJIMBO /Ui TIOPKCHKUX MOB, TAKUX K Ka3axChbKa Ta asepOaiikatnchka. [t BUpimeHHs fanoi npobaemu HeoO-
Xi/THO 3aCTOCYBAHHS Pi3HUX MeTO/IB. /lesKi MeTo/[i BUKOPHCTOBYIOTHCS 7Tl IHTETPATbHOTO PO3Mi3HABAHHS MOB, TI[0 HaJIEXKaTh /[0 O/J[Hi€l MOB-
HOI ciM'T (arroTHHATHBHI MOBI). [[JIs1 MAJIOPECYPCHUX MOB 3aCTOCOBYEThCS TpaHChePTHE HABYAHHS, /Isi 6araTOPeCyPCHUX MOB — Garatosa-
nadHe HaBdanust. [list nigBuients epeKTHBHOCTI Ta MIBUAKOTO BUPIMIEHHS IPOGIEMH, OB S3aHOT 3 00MEKEHUM PECYPCOM, IS IHTErPaTbHOT
Moziesti 6yJ10 BUKOprCTaHo TpaHcdepHe HaBuarHs. Metos TparchepTHOro HaBYaHHs AOMOMIT MiAIrHaTH MOJe/Ib, HaBYeHy Ha Habopi AaHux
Ka3aXCbhKOIO MOBOIO, /10 Habopy AaHux asepOaiizkaHcbKolo. TAKUM YHHOM, OIHOYACHO HaBYAJIMCs (Ba MOBHI Kopirycu. I[Iposeseni excriepu-
MEHTH 3 JIBOMa KOPITyCaMt TIOKa3yIoTh, 0 B MOpiBHsAHHI 3 Gazosumu mMozessivu (DNN+HMM, WaveNet ta CNC+LM), tpanchepre Has-
YAHHS [I03BOJISIE 3HU3UTH YACTOTY MOSIBU TOMUIKOBIX CUMBOJIIB, YacToTy HosiBu toMusikoBux ounem (PER) na 14,23 %. Orike, peanizoBana
MO/JIETTb 3 METOIOM TPAHCHEPTHOTO HABYAHHS MOKe GYTH BUKOPUCTAHA VTSI PO3ITI3HABAHHS IHIINX MAaJTOPECYPCHUX MOB.

KmoyoBi cioBa: aBromarnyHe po3ni3HaBaHHS MOBHM, TpaHc(epHe HaBYAHHS, iHTErpajbHa, MaJOPEeCyPCHAa MOBA, KOHHEKI[IOHICTChKA Ya-
cosa kiacudikaris, ysara.
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PO3POBKA METO/IY IIEPEBIPKU BPA3JIUBOCTEIT KOPIIOPATUBHOI MEPEJKI 3A JIOIIOMOTOIO TEPETBOPEHB
BEPHINITEIHA (c. 93-101)

P. B. Kupuuok, O. A. Jlantes, P. B. Jlicuescokuii, B. B. Koznogcokuii, B. B. Kno6ykos

PO3IJISIHYTO ONMH 13 TIPOBIAHUX HANPSAMKIB KibepOesnekn KOMyHIKaIiiiHUX MepesK — BIIPOBA/KEHHS] IPEBEHTUBHUX MEXaHI3MIB, cepel
SIKMX HANHOLIBII MEPCTIEKTUBHIME € METO/IM aKTHBHOTO aHamidy Gesmekn. 1li MeToxn 103BOJISIOTH OKPIM CBOEYACHOTO BUSIBJIECHHS BPa3Jii-
BOCTEH 1IbOBOT cucTeME (CHCTEMH, 110 AHAIBYETLC ), TATBEPAKYBATH MOK/IMBICTD IX peasizaiii, ToOTO BaJiyBaTh BPasaMBOCTI ILIIXOM
iMiTyBaHHS peasbHUX Aiil MOTeHMIiitHOTO 3;10BMICHIKA. [ocTpa HeoOXiaHICTD Y Basifanil Bpa3anBoCTeil i3 MHOKIHI BUSIBJEHUX BUKJIMKAHA
THM (DAKTOM, IO JesIKi 3 HUX MOXKYTb OYTHU JIHIlle TEOPETUYHUMH, iHII — eKCILIyaTylOThCsI 3 BUKOPHCTAHHSIM MIKIUTHBUX CKPUTITIB (eKc-
nolitie). BogHouac, mporec Basifanii BpasauBoCTell € pakTuaHo HepocaimkernM. Came Tomy, B pOOOTI TIPOBEICHO EKCIIEPUMEHTATbHE
JOCTIFKEeHHsT (QYHKIIOHYBaHHs Cy4acHOTO IHCTPyMeHTapito ekcruyaTaltii BpasimBocreil. Ha ocHOBI criocTepeskerb Oy10 BUALIEHO 3araabHi
KIJIbKICHI XapaKTepUCTUKK MPOIiecy Basiailii Bpasiusocteil. Po3pobieHo MaTeMaTuuHy MOJeJb aHaI3y BUIIE3a3HAYCHUX XapPAKTEPUCTUK
Ha ocHoBi mominomiB bepnmreitna. Came mosiiHOMiasbHe TPEACTABIEHHS TPOIEIYPH MiATBEPIKEHHS MOKJINBOCTI peasisallii BUSBIEHUX
BPA3JIMBOCTEI I03BOJISIE OIKCATH IMHAMIKY /IAHOTO IIPOIIECY BPAXOBYIOUM CKJIAJIHY Ta MIHJIMBY IPUPO/Y cepenoBuina. OTpUMaHO aHAII THYHI
3JIESKHOCTI JI7IsT KIJTBKOCTI BUTIA/IKIB YCIIIIIHOTO 1 HETaTHBHOTO Mi/ITBEP/UKEHHS BPAa3INBOCTEN. 30KpeMa 10 HeraTHBHUX BHUIA/IKIB ITATBEP-
JUKEHHSI BITHOCSTBCS POCTO HEBJAJi CpoOu Basligallil BpasIuBoOCTed, a TaKoK CIIpoOH, 10 TIPU3BENN 0 KPUTHIHUX TTOMIJIOK Ha IiJIbOBIN
cucTeMi M 4ac paroHaJBHOTO MUKy Bajifanil BUSBIECHUX BPasiIMBOCTEi. 3allPOIIOHOBAHI 3aJI€KHOCTI T0O3BOJISIOTH HOOYAyBaTU 3aKOHU
PO3TOziTy HMOBIpHOCTEI 3a3HAYeHNX BHIIE XapaKTEPUCTHK TIPOIECY TT€PEBIPKI BPA3IMBOCTEI.

KiiouoBi cioBa: akTuBHUI aHastiz Ge3leKn, eKCerryartailis BpasJIuBoCTel, HiboBa cucteMa, Oesreka KOpHopaTuBHOI MepeskKi.



