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This paper considers the improved method for segmenting
complex structured images acquired from space observation systems
based on the particle swarm algorithm. Unlike known ones, the
method for segmenting complex structured images based on the
particle swarm algorithm involves the following:

— highlighting brightness channels in the Red-Green-Blue color
space;

— using a particle swarm method in the image in each channel of
brightness of the RGB color space;

— image segmentation is reduced to calculating the objective
function, moving speed, and a new location for each swarm particle
in the image in each RGB color space brightness channel.

Experimental studies have been conducted on the segmenta-
tion of a complex structured image by a method based on the
particle swarm algorithm. Tt was established that the improved

segmentation method based on the particle swarm algorithm makes
it possible to segment complex structured images acquired from
space surveillance systems.

A comparison of the quality of segmenting a complex structured

image was carried out. The comparative visual analysis of well-
known and improved segmentation methods indicates the following:

— the improved segmentation method based on the particle swarm

algorithm highlights more objects of interest (objects of military
equipment);

— the well-known k-means method assigns some objects of intere

est (especially those partially covered with snow) to the snow cover

(marked in blue);

— the improved segmentation method also associates some obe

jects of interest that are almost completely covered with snow with
the snow cover (marked in blue).

It has been established that the improved segmentation method

based on the particle swarm algorithm reduces segmentation errors
of the first kind by an average of 12 % and reduces segmentation er-
rors of the second kind by an average of 8 %.

Keywords: segmentation, complex structured image, space sur-

veillance system, particle swarm, errors of the first and second kind.
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Deep learning has recently received a lot of attention as a feasible
solution to a variety of artificial intelligence difficulties. Convolutional
neural networks (CNNs) outperform other deep learning architec-
tures in the application of object identification and recognition when
compared to other machine learning methods. Speech recognition,
pattern analysis, and image identification, all benefit from deep neural
networks. When performing image operations on noisy images, such as
fog removal or low light enhancement, image processing methods such
as filtering or image enhancement are required. The study shows the
effect of using Multi-scale deep learning Context Aggregation Net-
work CAN on Bilateral Filtering Approximation (BFA) for de-noising
noisy CCTV images. Data-store is used tomanage our dataset, which
is an object or collection of data that are huge to enter in memory, it
allows to read, manage, and process data located in multiple files as a
single entity. The CAN architecture provides integral deep learning
layers such as input, convolution, back normalization, and Leaky ReLu
layers to construct multi-scale. It is also possible to add custom layers
like adaptor normalization (p) and adaptive normalization (Lambda)
to the network. The performance of the developed CAN approxima-
tion operator on the bilateral filtering noisy image is proven when
improving both the noisy reference image and a CCTV foggy image.
The three image evaluation metrics (SSIM, NIQE, and PSNR) evalu-
ate the developed CAN approximation visually and quantitatively
when comparing the created de-noised image over the reference im-
age.Compared with the input noisy image, these evaluation metrics
for the developed CAN de-noised image were (0.92673/0.76253,
6.18105/12.1865, and 26.786,/20.3254) respectively.

Keywords: convolutional neural network, residual learning,
multi-scale context aggregation, CCTV images.
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Optimal approaches to solving many problems are required in
many areas. One of these areas is the determination of the occurrence of
gravity anomalies in oil and gas fields. In this paper is proposed a new
approach for determining the source of gravity anomalies in an oil and
gas fields by estimating the gravity parameters associated with simple-
shaped bodies such as a homogeneous sphere, a horizontal prism, and
a vertical step. The approach was implemented in the computational
module of the GeoM information system for optimizing the solution of
a series of direct gravimetry problems using a genetic algorithm (GA).
Approach is based on solving the direct gravimetry problem to minimize
the discrepancy of gravity variations by the genetic algorithm. The
method allows to select values simultaneously for several parameters
of the studied environment. The task is realized through successive
approximations based on a given initial approximation of the medium.

The paper indicates the initial calculation parameters and criteria
for finding optimal solutions for models of the geological environment.
The calculations were carried out for such models of the environment
as a homogeneous sphere, a horizontal prism and a vertical ledge. For
calculations, the results of gravimetric monitoring at one of the Kazakh

oil and gas fields were used. The paper demonstrates the operation of
the algorithm and presents the results of modeling for three available
field profiles. The obtained results of the system showed an acceptable
accuracy of the algorithm up to 10!, The genetic algorithm made it
possible to significantly increase the reliability of the model and reduce
the working time for analyzing the measured gravitational field.

Keywords: direct gravimetry problem, genetic algorithm, gravi-

metric monitoring, global optimization methods.
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Wireless Fidelity (Wi-Fi) broadband network technology has
created great influence in the evolution of broadband wireless net-
works that are anticipated to progress regarding broadband speed and
coverage. Several Wi-Fi hotspots are available everywhere, making
it a medium of internet access that is easier to use compared to a lo-
cal area network (LAN). However, the internet being the best effort
network doesn’t provide the required Quality of Service (QoS) and
there is no differentiation of service traffic. The chief aim of the cur-
rent paper is to study the operation of the three organizing mecha-
nisms: First-In, First-Out (FIFO) method — the standard method
of network implementation to process the packets one by one as it

arrives, Priority Queuing (PQ) and Weighted Fair Queuing (WFQ)
whereas PQ and WFQ classify the types of traffic based on service
priority. In addition, WFQ assigns fair weight to each service on
multiple traffic classes like video conferencing, Voice over Internet
Protocol (VoIP), and File Transfer Protocol (FTP), using Telkom
ST3’s Wi-Fi network. This study applies four different scenarios: the
first scenario applies the methods without any queuing discipline;
the second scenario implements the methods with FIFO; the third
scenario carries out the methods with PQ and the last scenario applies
the methods with WFQ, The studies have shown that “end-to-end
packet delay and packet delay variation for VoIP in the WFQ sce-
nario” is good when compared to other queuing mechanisms with val-
ues of 171.717 ms and 0.977 ms, respectively. In the case of videotape
conferencing also, the performance is better in the case of WFQ with
values of 32.495 ms and 7.207 ms, correspondingly, since the WFQ has
a “bandwidth allocation” tailored to the requirements.

Keywords: Wi-Fi, QoS, FIFO, PQ, WFQ, VoIP, FTP, Telkom
ST3’s, end-to-end packet delay.
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The results of developing post-quantum algorithms of McEliece
and Niederreiter crypto-code constructs based on LDPC (Low-
Density Parity-Check) codes are presented. With the rapid growth
of computing capabilities of mobile technologies and the creation of
wireless mesh and sensor networks, Internet of Things technologies,
and smart technologies on their basis, information security is becom-
ing an urgent problem. At the same time, there is a need to consider
security in two circuits, internal (directly within the network infra-
structure) and external (cloud technologies). In such conditions, it
is necessary to integrate threats to both the internal and external
security circuits. This allows you to take into account not only the
hybridity and synergy of modern targeted threats, but also the level of
significance (degree of secrecy) of information flows and information
circulating in both the internal and external security circuits. The con-
cept of building security based on two circuits is proposed. To ensure
the security of wireless mobile channels, it is proposed to use McEliece
and Niederreiter crypto-code constructs based on LDPC codes, which
allows integration into the credibility technology of IEEE 802.15.4,
IEEE 802.16 standards. This approach provides the required level
of security services (confidentiality, integrity, authenticity) in a full-
scale quantum computer. Practical security technologies based on the
proposed crypto-code constructs, online TP telephony and the Smart
Home system based on the use of an internal server are considered.

Keywords: crypto-code constructs, low-density parity-check
codes, security concept.
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This paper proposes the new hash algorithm HBC-256 (Hash
based on Block Cipher) based on the symmetric block cipher of the
CF (Compression Function). The algorithm is based on the wipe-
pipe construct, a modified version of the Merkle-Damgard construct.
To transform the block cipher CF into a one-way compression
function, the Davis-Meyer scheme is used, which, according to the
results of research, is recognized as a strong and secure scheme for
constructing hash functions based on block ciphers. The symmetric
CF block cipher algorithm used consists of three transformations
(Stage-1, Stage-2, and Stage-3), which include modulo two addition,
circular shift, and substitution box (four-bit S-boxes). The four sub-
stitution boxes are selected from the “golden” set of S-boxes, which
have ideal cryptographic properties.

The HBC-256 scheme is designed to strike an effective balance
between computational speed and protection against a preimage
attack. The CF algorithm uses an AES-like primitive as an internal
transformation.

The hash image was tested for randomness using the NIST (Na-
tional Institute of Standards and Technology) statistical test suite, the
results were examined for the presence of an avalanche effect in the
CF encryption algorithm and the HBC-256 hash algorithm itself. The
resistance of HBC-256 to near collisions has been practically tested.

Since the classical block cipher key expansion algorithms slow
down the hash function, the proposed algorithm is adapted for
hardware and software implementation by applying parallel comput-
ing. A hashing algorithm was developed that has a sufficiently large
freedom to select the sizes of the input blocks and the output hash di-
gest. This will make it possible to create an almost universal hashing
algorithm and use it in any cryptographic protocols and electronic
digital signature algorithms.

Keywords: hash function, hash digest, block cipher, hash func-
tion security, collision.
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PO3POBKA METOAY CETMEHTYBAHHS CKJIATHOCTPYKTYPOBAHUX 30BPAYKEHDb 3 KOCMIUYHUX
CHUCTEM CIIOCTEPEKEHHS HA OCHOBI AJITOPUTMY POIO YACTHUHOK (c. 6-13)

I'. B. Xynos, O. M. MaxkoBeiiuyk, I. A. Xmxkusak, O. O. Oxekcenko, 10. A. Xaxanens, I0. C. Coromonenko, 1. 0. IO3o0Ba,
€. €. [lynap, C. B. Creuis, B. I'. XyznoB

VIOCKOHAIEHO METOJI CETMEHTYBAHHSI CKIQTHOCTPYKTYPOBAHIX 300PaKEHD 3 KOCMIYHUX CHCTEM CIIOCTEPEKEHHS HA OCHOBI aJITOPUTMY POIO
yacTHOK. Ha BiZMiHY Bijl BITOMUX, METOJl CErMEHTYBaHHsI CKJIQIHOCTPYKTYPOBAHIX 300PaKEHb HA OCHOBI AJIFOPUTMY POIO YACTUHOK TIePe0adac:

— BUJIIJIEHHST KaHAJIIB sICKPaBOCTI B KOJbopoBoMy Tipoctopi Red-Green-Blue;

— BUKOPHCTAHHS METOJLY POIO YACTHHOK Ha 300pakeHHI B KOXKHOMY KaHaJli ICKPaBOCTi KOJbOpOBOro mpoctopy RGB;

— CErMeHTYBaHHS 300paKeHHs 3BEJIEHO 10 OOUYMCJIEHHS MiMTbOBOI (DYHKIIII, IMBUAKOCTI MePeMINIeHHs Ta HOBOTO MiCIIETIOJOKEHHS ISk
KOKHOT YaCTHHKH POIO Ha 300paskeHi B KOKHOMY KaHaJli SICKpaBOCTi KOJbopoBoro mnpoctopy RGB.

TIpoBeieHi eKCIIepUMEHTATBHI JOCIIKEHHS OO CETMEHTYBAHHS CKJIQIHOCTPYKTYPOBAHOTO 300PasKEHHSI METOIOM HAa OCHOBI aJiro-
PUTMY POIO YaCTHHOK. BcTanosieno, o yzocKoHaaeHnnii MeTo/l CEerMeHTyBAaHHs Ha OCHOBI alITOPUTMY POIO YaCTHHOK JI03BOJISIE TIPOBOIUTI
CErMEHTYBAHHS CKIAIHOCTPYKTYPOBAHUX 300pakeHb 3 KOCMIUHUX CHCTEM CIIOCTEPEKECHHS.

[TpoBeieHo TTOPIBHSIHHS SIKOCTI CETMEHTYBAHHS CKJIQJHOCTPYKTYPOBAHOTO 300paskeHHst. [TopiBHANBHMN Bi3yalbHUI aHaI3 BIZIOMOTO Ta
Y/IOCKOHAJIEHOTO METO/IiB CerMEHTYBaHHS CBI/[YNTD I1PO HACTYIIHE:

— YIOCKOHAJIEHNH METOJl CETMEHTYBAHHS Ha OCHOBI aJITOPUTMY POIO YaCTUHOK BUIISIE Oisibiiie 06'€KTiB inTepecy (00'€KTiB BIIChKOBOI TEXHIKN);

— Biglomuii Metox k-means BiHOCUTS ziestki 00’ekTH iHTepecy (0coOIMBO Ti, SIKi YACTKOBO MOKPUTI CHITOM) /10 CHIFOBOTO OKPOBY (BiAMiueHi
CUHIM KOJIbOPOM);

— VIOCKOHAJIEHHH METOJ] CETMEHTYBAHHS TAKOXK BIHOCHUTD Ie€SIKi 00’€KTH iHTEpeCy, Mo TMPAKTUIHO MOBHICTIO TIOKPUTI CHITOM /[0 CHITO-
BOTO MOKPOBY (Bi/IMiueHi CUHIM KOJIbOPOM).

BeranoBieHo, 10 y0CKOHAJIEHU METO/ CErMEHTYBAHHsI Ha OCHOBI aJITOPUTMY POIO YaCTHHOK 3a0e3Ieuy€ 3HUKEHHST TOMUJIOK CErMeH-
tyBanus I poxy B cepeniibomy Ha 12 % Ta sumskenis oMok cermentysanist 11 poxy B cepennbomy na 8 %.

Km04o0Bi ciioBa: cerMeHTyBaHHs, CKJIAIHOCTPYKTYPOBaHe 300pakeHHsI, KOCMIUHA CUCTEMA CIOCTEPEKEHHs, POil YaCTHHOK, TIOMUJIKU
TIepIIoTo Ta IPYTOTrO POLY.
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IMOKPAIIIEHHA IITYMOBIUX 30BPAJKEHD, IIIO ®LJIbTPYIOTHCS IBOCTOPOHHIM ITPOITECOM, 3
BUKOPUCTAHHSIM BATATOMACIITABHOI MEPEJKI ATPETAIIT KOHTEKCTA (c. 14-20)

Zinah R. Hussein

OcTraHHIM YacoM IITMGMHHOMY HABYAHHIO IPULISIETHCST GAraTo YBar sik MOJKJIMBE BUPIIIEHHS 6€3J1iui POGIeM IITYYHOIO IHTENEKTY. 3TOPTKOBI
Heiiponni Mepesxi (3HM) nepesepiiyiors iHiii apXitekTypy IJIMOMHHOTO HABYAHHsI y 3acTOCyBanHi ienTHdIKalii Ta posiizHaBanus 00'€KTiB y 10-
PIBHSIHHI 3 IHIIMMI METOaMU MALIMHHOrO HaBYaHHs. PosrisHnasaris MOBH, aHasia o6pasis Ta izentudikaliis 300paskerb — yci BOHU BUIPAIOTh Bijl
IJIMOMHHIX HEPOHHNX Mepesk. [Tijl yac BUKOHAHHST OIepaIliil Ha/l 3alryMJIEHUMI 300PasKeHHSIMI, TAKMMU SIK BUQJICHHS TYMaHy a0o TIOKPAIleHHs
€1abKOTO OCBITIIEHHST, OTPIOHI MeTo1 06POOKM 300paskeHb, Taki sk (piisTpaitist abo MoKpareHHst 300paskeHHst. Y J0CIPKEeHH] TIOKa3aHO BILJIUB BU-
KOPHCTaHHsT (GararoMacITaGHOI MepPEsKi arperyBaHHst KOHTEKCTY 3 TiinboknM HasuanHsiM CAN Ha arpoKCHMAILIO IBOCTOPOHHBOI (iisrpartii (A/D)
IS YCYHEHHsT TIYMiB ¥ 300pasKeHHsIX BizeocrocTepeskeHnst. Mn BIKoprcToByeMo Data-store UIst YIIPaBJIiHHS HAIIM HaOOPOM JIAHUX, SIKMIT €
06'exToM 260 HAOOPOM [IAHVIX, SIKi BEJINUYE3HI /s BBEJIEHHST B [TaM’siTh. Ll 1103BOJIsIE HaM YnTaTH, KepyBaTH Ta 00POGJISATH aHi, PO3TAIIIOBAHI B IEKib-
Kox (haiinax, sk eaune 1izne. Apxitekrypa CAN 3abesnedye iHTerpoBaHi piBHI IIMONHHOTO HABYAHHSI, TAKi SIK BXI/HI 1aHi, 3TOPTKA, 3BOPOTHA HOPMa-
sizartist ta piBai Leaky ReLu st mo6yaoBu GaratomaciiraGuux mporiecis. Takosk MOKHa I0aTH B MEPEKY IITapH, Taki sk HopMastizaltis aganrepa (1)
i aganrruBHa HopMmasizartis (JistMOza). Edexrusricts pospobiieHoro omeparopa anpokcumaitii CAN Ha 3anrymieHoMy 300pakeHHi 3 IBOCTOPOHHIM
(himBTpyBaHHAM [0BEIEHA TIPH TIOKPAIIEHH K 3allTyMJIEHOTO eTaJIOHHOTO 300pakeHHs, Tak i TymMantoro 3o6paxkentist CCTV. Tpu MeTprku OIiHKN
so00paskenns (SSIM, NIQE i PSNR) owintoors pospobuere Habmmkernns CAN BisyanbHO i KiJIbKICHO Y TIOPIBHAHHI CTBOPEHOTO OYUIIEHOTO Bijl
IyMy 300pasKEeHHST 3 €TATIOHHNM 300paKeHHSIM — 3armyMuere 3o0paxkenns Oyaio (0,92673/0,76253, 6,18105/12,1865 ta 26,786,/20,3254) BianosiaHo.

Kimo4oBi croBa: 3ropTkoBa HeiipoHHA Mepeska, 3aJIUIIIKOBe HaBYaHHs, GaraToMaciiTabHa arperaitist KOHTEKCTY, 300pakeHHsI BiZle0CIioc-
TEPEKEHHSI.
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ONTUMIBALIA MOAYJIsSI IHOOPMAIINMHOI CUCTEMU /IJISI PIINEHHSA ITPAIMOIO 3ABJAHHA
I'PABIMETPII 3 BUKOPUCTAHHAM I'rEHETTYHOTI'O AJITOPUTMY (c. 21-34)

Assem Nazirova, Maksat Kalimoldayev, Farida Abdoldina, O. I. [ly6osenko
V Garathox 061acTsIX TOTPIOHI ONTUMAIBHI THAXOAM [0 BUPinTeHHs 6araThox 3aBaanb. OXHUM i3 TAKUX HAMPSIMKIB € BUSHAYEHHST BUHUK-

HeHHs aHOMaJIiil CHJIM TSOKIHHS Ha pofoBUINax HadTy Ta rasy. Y 1iil po6oTi IPONOHYEThCA HOBUIL MIXI/l 10 BUSHAYEHHS JKepe/ia aHoMaJIii
CUJIN TSUKIHHST HA HAQTOTa30BUX POOBUINAX HIJISIXOM OIIHKU HAPAMETPIB CUJIH TSUKIHHS, OB SI3aHNUX 3 TiaMK TPOCTOi (hOPMH, TAKIMH STK



oniHOpinHa cdepa, rOPU3OHTAIbHA TIPU3MA Ta BEPTHKaJIbHA cXOauHKA. [Tixin peanizoBaHuii y 06GUMCIIOBATBHOMY MOYJI iHMOPMAIiHOT
cuctemn TeoM st onTmMisarii po3B’sI3anHsT HU3KM TIPSMUX 337124 TPaBiMeTpii 3 BUKopHucTaHHAM reHetnyHoro amroputmy (I'A). Iliaxin
3aCHOBaHMH Ha BUPIIIEHHI TIPAMOTO 3aBAaHHs TpaBiMeTpil s MiHiMizallii po3GiKHOCTI Bapialliii CUIN TSKIHHS TEHETHYHUM aJrOPUTMOM.
Mertoz1 103B0JIsi€ BUOUPATH 3HAYCHHSI OJHOYACHO /IS KIJIBKOX TIapaMeTpiB A0CII/KYBAHOTO CEPEAOBUINA. 3aBAaHHs PEali3y€eThCs IISIXOM
MOCJTiIOBHUX HAGMKEHD 32 3/[AHIM TI0YATKOBIUM HAOJIIKEHHSIM CEPEIOBUIIA.

¥ poboti BkazaHO BUXIi/HI PO3PAXyHKOBI TapaMeTpy Ta KPUTEPii MOLIyKy ONTUMATBHIX PIllleHb JIJIsI MOJIEJIEH Te0IOTTYHOTO CepPeIOBUIIA.
PospaxyHky MpoBOANINCS IS TAKUX MOJETIeH cepeloBUINA, SK OfHOpiAHa cdepa, TOPH30HTAIbHA TPU3Ma Ta BepTHKAIbHUI yerym. [lns
PO3PaxyHKiB BUKOPUCTOBYBAJINCS PE3YJIBTATH IPABIMETPIUYHOTO MOHITOPUHTY OHOMY 3 Ka3aXCTaHCHKUX HahTOra30BHUX POAOBHINL. Y POOOTI
MIPOIEMOHCTPOBAHO POOOTY AATOPUTMY Ta TIPEACTABIEHO Pe3yJbTaTH MOJETIOBAHHSA /Il TPhOX HasgBHUX mpodinis porosuia. OTpumani
PE3YJIBTaTH CUCTEMH MOKa3all NPUIHATHY TOYHICTh anroputMy o 107!, TeneTnunmii anroput™ 103B0IMB 3HAYHO MiZABUIIATH HailiHicTh
MOJIETi Ta CKOPOTHTH POGOUMH Yac HA aHAJT3 BUMIPSIHOTO IPABITAI[IiHOTO TIOJISL.

KiiouoBi cioBa: nipsive 3aBaits rpaBiMeTpii, reHeTHIHIIT aITOPUTM, TPaBiMETPUYHNUI MOHITOPUHT, METOAN II0GANBHOT OTITUMI3artii.
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XAPAKTEPHUCTUYHUIT AHAJII3 TEOPIi YEPT ¥ WI-FI-JIOJJATKAX 3 BUKOPUCTAHHSIM OPNET 14.5
MODELER (c. 35-43)

Ali Hamzah Najim, Hassnen Shakir Mansour, Ali Hashim Abbas

Texuousorist 6e3aporosoro (Wi-Fi) mupoKocMyroBoro I0CTyILy Ay/Ke BIUIMHYJIA Ha PO3BUTOK HINPOKOCMYTOBUX GE3APOTOBIX MEPEK, 5K,
SIK O4iKY€ThCS, OY/yTh PO3BMBATUCS 110 BiIHOIIEHHIO 10 MIBUAKOCTI Ta okpuTTst. Toukn gocrymny Wi-Fi goctyini moBciono, mo poouts Horo
GiJIBII TIPOCTHM Y BUKOPUCTaHHI 3aco060M gocTyny B [HTepHeT y nopisHsauHi 3 okaabHoio Mepeskeio (LAN). Oxnax Inreprer, 1o € Mepekeo
3 MAKCHUMAJIBHOIO eheKTUBHICTIO, He 3abesnedye HeoOXinHoi sikocTi o6cayroyBanns (QoS) i ne Mae Oy/b-s1Koi andepeHiianii cayk60B0ro
Tpadiky. OCHOBHOIO METOIO faHOi POOOTH € BUBYEHHS /Il TPHOX OPraHisalliiiHuX MeXaHi3MiB: METOLY <IIePIIMM MIPUIIIOB — TIEPIIUM TTIIOB»>
(FIFO) — cranmapTHUiT METO MEPEKEBOI peastisalil /it 06pOOKY TAKETIB OJIUH 3a OJHUM Y MIpYy IX HAJXO[KCHHSI, 4epra 3 MPiopUTETOM
(PQ) ra 3Baxena cipasemia yepra (WFQ), PQ i WFQ kiacudikyrors Tummi Tpadiky Ha ocHoBI npioputery obcyroByBanus. Kpim Toro,
WFQ npucBoioe Ko3KHOMY CepBiCy CIIPaBEJINBY Bary JJIsl IEKiIbKOX KiaciB Tpadiky, Takux sk Bineokoundepenttii, IP-renedonis (VolP) ta
mpoTokou nepezadi daitnis (FTP) 3 Buxkopucranusim 6e3nporosoi mepexki Telkom ST3. Y gocaipkenni 3acTOCOBYIOTBCS JOTHPH PISHUX Clie-
Hapil: y Tlepiomy creHapii 3acTocoBYIOThCS MeTo/U 6e3 Oy/ib-sKOT ANCIUIITIHI Oprafizailii yepr; Apyruii cuenapiii peasisye meroau 3 FIFO;
TpeTiii crieHapiii peanizye meroan 3 PQ, B octanHbOMY 3acTocoBytoTbest Metoan 3 WFQ. locuipkenns nokasann eeKTHBHICTb «HACKPI3HOT
3aTPUMKH TTepeiadi makeTiB Ta Bapiarlii 3aTpuMkn nakeTis 171t VoIP y crienapii WFQ» B opiBHANHI 3 iHITIMI MeXaHi3MaMi Opranisaiii yepr
3i snavennsamu 171,717 mc ta 0,977 mc Bianosigno. Y BUNAAKY BifieokoHbePEHI3B 3Ky MPOAYKTUBHICTH TaKOXK Bula y Bunaaky WFQ 3i
sHaveHHsIMI 32,495 mMc Ta 7,207 Mc BianoBiaHo, ockinbkn WEFQ Mae BiITOBIIHIIT BUMOTaM «PO3IO/IT CMYTH IIPOITYCKAHHS».

Kmouosi caosa: Wi-Fi, QoS, FIFO, PQ, WFQ, VoIP, FTP, Telkom ST3, nackpista sarpumka repe/adi nakeris.
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PO3POBKA KPUNTO-KOJOBUX KOHCTPYKIIIN HA LDPC-KOJIAX (c. 44-59)

C. C. Ioraciii, C. II. €scees, O. C. JKyuenko, O. B. Misios, B. I1. Jluceuko, O. B. Kosanenko, M. 0. Kocrsik, A. ®@. Bosokos, O. B. Jlesik,
B. A. Cycyxkaiino

[IpuBeseni pesybraT po3poOKU MOCTKBAHTOBHUX AJTOPUTMIB KPHUITTO-KOJAOBUX KOHCTpyKIiid Mak-Esica ta Hizeppaiitepa Ha komax
LDPC (Low-Density Parity-Check) i3 masoro mizbHicTio TiepeBipok Ha maphictb. B yMoBax cTpiMKOro 3poctanisi 00YNCTIOBATLHUX MOJK-
JIMBOCTEN MOOIILHUX TEXHOJIOTI Ta CTBOPEHHs Ha ixHill 6asi GesaporoBux Mesh-, cencopuux mepesk, Texuosoriii [ntepuer peueii, smart-
TEXHOJIOTIH aKTyabHOIO MPobIeMoro cTae 3abesneuenns Gesnekn indopmarii. IIpn MboMy BUHMKAE HEOOXIAHICTh POSTIIsLY GE3MEKN y TBOX
KOHTYpaX, BHYTpiliHboMY (6e31ocepesinbo BeepeanHi iHhpacTpyKTypu Mepeski) Ta 30BHIIIHBOMY (XMapHUX TEXHOJOTIAX). Y TaKUX yMOBaX
HEOOXITHO KOMILIEKCYBATH 3arPO31 sIK Ha BHYTPIlIHIiT KOHTYp Ge3neku, Tak i Ha 30BHimHii. [le 103B0JIsIE BPaXOBYBaTH He JIHIIE TiOPUAHICT
Ta CUHEPTri3M CYYaCHUX I[iJThOBUX 3aTPO3, aJle i piBeHb 3HAUYIIOCTI (CTYMiHb CEKPeTHOCTI ) indopMaIliiiux moToKiB Ta indopmaitii, o MupKy-
JIOE SIK Y BHYTPIIIHBOMY, TaK i 30BHIIIHLOMY KOHTYPI Gesrexu. IIporoHyeTbest KOHIeNIist 100y 10BH Ge3IeKr Ha OCHOBI IBOX KOHTYPiB. Jlst
3abesnedens Oes3neky Ge3POTOBUX MOOIBHUX KaHAJIB MPOMOHYETHCS BUKOPHCTOBYBATH KPUIITO-KOAOBI KOHCTPYKIHi Mak-Emica Ta Hi-
neppaiitepa va LDPC-Kkozax, 110 103B0OJIS€E iHTErpyBaTCcs y TexHoorii 3abesnedenns siporignocti crangapris IEEE 802.15.4, IEEE 802.16.
Takuil miaxia 103Bosste 3abe3neunTn HeOOXiAHMI piBeHb MocyT Gesnekn (KOHMIAEHIIITHOCTI, IIIICHOCT], aBTEHTHYHOCTI) B yMOBaX IIOBHO-
MacmTaGHOro KBAHTOBOTO KOMITI0Tepa. PO3IIISIAI0THCST PAKTIYHI TEXHOJIOTIT 3abe3eueHHst Ge3MeKn, Ha OCHOBI 3aIPOIIOHOBAHUX KPUIITO-
KOZIOBUX KOHCTPYKIiil, [P-Tesiedonii B onuaitn pexxumi ta cucremn “Po3dymHmil 1iM” Ha OCHOBI BUKOPUCTAHHS BHYTPIllIHBOTO CepBepa.

Kii04oBi cioBa: KpUITo-KOA0BI KOHCTPYKILii, KOAW 3 MAJIOI0 HIJIBHICTIO MePeBipoOK Ha TapHicTh, KOHIIEIIisA Oe3MeKH.
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PO3POBKA TA JOCJIGKEHHA HOBOTO AJITOPUTMY XEIIIYBAHHS, 3ACHOBAHOI'O HA BJIOYHOMY
HINDPI (c. 60-73)

Kairat Sakan, Saule Nyssanbayeva, Nursulu Kapalova, Kunbolat Algazy, Ardabek Khompysh, Dilmukhanbet Dyusenbayev

VY paniii po6oti mpornonyerbes HOBUM anroput™ xemrysanna HBC-256 (xermysannst Ha ocHoBi 6J10koBOro mudpy), 3acHOBaHUii Ha
cumerpraHoMy Gs10k0BoMy 1dpi CF (byHKIist cTicHeH ). ATTopnT™ 3aCHOBaHMIT HAa KOHCTPYKILI wipe-pipe, MoudikoBamiil Bepcil KoH-



crpykiii Mepkaia-/lamrapaa. [las nepersopentst 6okoBoro mmgpy CF y $hyHKIII0 0HOCTOPOHHBOTO CTHCHEHHSI BAKOPHCTOBYETHCS CXEMa
JleBica-Meiiepa, sika, 3a pe3yJisTaTaMu J0CJi/KeHb, BU3HAHA HAAIITHOIO Ta Ge3IeYH0I0 cXeMoIo ToOY10BHU Xel-(hyHKITT Ha 0CHOBI OJI0KOBUX
mudpis. BukopucroByBanuii aroput™ Ha ocHOBI cumerpuytoro 6iokosoro mudpy CF ckiagaerses 3 Tppox nepersopens (Etan 1, Etam 2
T Eram 3), 1110 BKJIIOYAIOTH J0JABAHHS 32 MOJLYJIEM J[BA, IIUKJIIYHUN 3CyB i OJIOK MiACTaHOBKY (YOTUPHOXOiTOBI S-6s10KM). YoTHpH GI0KM TTijI-
cTaHoBKM 00pai i3 "30s10T0r0” Habopy S-6JI0KiB, 1110 MAIOTh ieanbHi Kpunrorpadidni BIacTHBOCTI.

Pospobaeno cxemy HBC-256 muis 3abesnedeHts eheKTUBHOTO OalaHCy MisK 00UNCTIOBATBLHOIO MIBUIKICTIO Ta 3aXUCTOM Bijl aTaKK 3Ha-
XOJKeHHsI Tpoobpasy. B skocti BuyTpinmmboro nepersopenns anropurm CF Bukopucrosye AES-nogiGHuii mpumiTus.

Xemr-o6pas OyB 1epeBipeHuii Ha BUIAIKOBICTh 3 BUKOPHCTAaHHSAM HaGopy ctatuctudnux tectis NIST (HauionanbHuii iHCTUTYT cTaHzap-
TiB i Texnosoriit CIITA), pesyasrati GyJiu J0C/i/KeHI Ha HasiBHICTD JIABUHHOTO edekTy B anroputmi mmdpysanus CF Ta camomy asroputmi
xemysanusg HBC-256. [Ipakruuto nepesipena criiikicrs HBC-256 10 6/M3bKKUX 3ITKHEHD.

OCKIiJIBKM KJTACHYHI aJTOPUTMU PO3UIMPEHHS K092 OJI0KOBOrO mdpy yHOBiIbHIOIOTH Xem-QyHKIIi0, 3aIIPOTOHOBAHII aJITOPUTM
aJlalTOBAaHMIl JIUISl alapaTHol Ta MPOrpaMHOl peasizalliil i3 3aCTOCYBaHHAM MapajeJbHuX oGuncierb. Po3pobaeHo aIropuT™ XenryBaHHs,
0 Ma€ JI0CUTh BEJIUKY CBOOOLY BUOODY PO3MIpiB BXigHUX GJOKIB 1 BuxigHOTO Xem-naiimkecty. Ile 103BOINUTH CTBOPUTHU TIPAKTHYHO YHi-
BepCATbHNUHN aJTOPUTM XENTyBaHHsI Ta BUKOPUCTOBYBATH H0T0 y OyIb-SKNX KpUITOrpahiyHnuxX MPOTOKOIAX Ta ATTOPUTMAX €TEKTPOHHOTO
nudposoro miamnucy.

Kimouosi cioBa: xem-hyHkIiist, Xen-gaiizukect, 6iokosuii mmdp, Gesnexa xem-(yHKILi, 3iTKHEHH.



