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The development of the IT industry and computing
resources allows the formation of cyberphysical social sys-
tems (CPSS), which are the integration of wireless mobile
and Internet technologies and the combination of the Inter-
net of things with the technologies of cyberphysical systems.
To build protection systems, while minimizing both comput-
ing and economic costs, various sets of security profiles are

used, ensuring the continuity of critical business processes.
To assess/compare the level of CPSS security, various assess-
ment methods based on a set of metrics are generally used.
Security metrics are tools for providing up-to-date informa-
tion about the state of the security level, cost characteristics/
parameters from both the defense and attack sides. However,
the choice of such sets is not always the same/understand-
able to the average person. This, firstly, leads to the absence
of a generally accepted and unambiguous definition, which
means that one system is more secure than another. Secondly,
it does not take into account the signs of synergy and hybri-
dity of modern targeted attacks. Without this knowledge, it
is impossible to show that the metric measures the security
level objectively. Thirdly, there is no universal formal model
for all metrics that could be used for rigorous analysis. The
paper explores the possibility of defining a basic formal mo-
del (classifier) for analyzing security metrics. The proposed
security assessment model takes into account not only the
level of secrecy of information resources, the level of pro-
vision of security services, but also allows, based on the re-
quirements put forward, forming the necessary set of security
assessment metrics, taking into account the requirements for
the continuity of business processes. The average value of the
provision of security services to CPSS information resources
is 0.99, with an average value of the security level of informa-
tion resources of 0.8.

Keywords: security metrics, security assessment model,
security metrics classifier, threat synergy.
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The object of the study is decision support systems.
A methodology for evaluating information and analytical
support in decision support systems was developed. The
method consists of the main stages: assessment of the type of
uncertainty about the state of the analysis object, calculation
of criteria and determination of development options, de-
termination of system reaction time, formation of the initial
scenario. The next steps are establishing the target state of
the object, analyzing options for influencing the analysis
object, obtaining intermediate target states of the analysis
object, and determining options for the development of the
analysis object.

The method was developed because of the need to pro-
cess more information and has a moderate computational
complexity.

It was found that the proposed method has a computa-
tional complexity of 10—15 % lower compared to the meth-
ods for evaluating the effectiveness of management decisions.
This method will allow assessing the state of information and
analytical support and determining effective measures to
increase efficiency. The method will allow analyzing possible
options for the development of the assessment object in each
development phase and the moments in time when it is neces-
sary to carry out structural changes that ensure the transition
to the next phase. In this case, subjective factors of choice
are taken into account while searching for solutions, which



are formalized in the form of weights for the components of
the integral efficiency criterion. The maximization of the cri-
teria, calculated taking into account the preferences, makes
it possible to determine the best option for the development
of the assessment object. The method allows increasing the
speed of assessment of the state of information and analytical
support, reducing the use of computing resources of decision
support systems, developing measures aimed at increasing
the efficiency of information and analytical support.

Keywords: information and analytical support, fuzzy

cognitive models, computational complexity, system of indi-
cators, fuzzy models.
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Demonstration on restrictions and accuracy of an esti-
mator is pivotal since the incomplete restrictions will make
the estimator inaccurate that they cannot be used for the
need of decision making. In this study, the demand system’s
three primary requirements-adding up, homogeneity, and
symmetry — are examined. This current research was inten-
ded to demonstrate restrictions and accuracy of Quadratic
Almost Ideal Demand System (QUAIDS) model estimator.
The source of the data was referred to the results of National
Socio-Economic Survey of Indonesia in 2016, involving
291,414 households in total. Iterated Nonlinear Seemingly
Unrelated Regression method was used for the estimation
procedure. Parameter estimation is used to calculate the elas-
ticity of animal protein. The results have indicated that the
three restrictions of the QUAIDS model estimator, i. e. add-
ing up, homogeneity, and symmetry, have been completed.
Further, the estimation made by the QUAIDS model is valid
and efficient; therefore, the estimation is potentially used as
a means of calculating own and cross price elasticity, either
Marshallian or Hicksian. In addition, some other parameters,
such as price, income, and income squared, are also employed
to calculate income elasticity. The findings show that de-
mand is elastic for all animal proteins, except for eggs, which
are inelastic. Beef is most elastic. According to the income
elasticity results, all animal proteins are considered luxury
foods in Indonesia, except for eggs, which have an income
elasticity of less than one. To fulfill Indonesian households’
needs for animal protein, the income policy is more suited
for beef, while the price strategy is more effective for animal
proteins including chicken, milk, fresh fish, and eggs.

Keywords: restrictions, food demand system, adding up,
homogeneity, symmetry protein, QUAIDS, marshallian, hick-
sian, elasticity.
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PO3POBKA KOHIEMNIIT KJIACUMIKAINT METPUK KIBEPBE3MEKU (c. 6-18)

C.II. €gcees, O. B. Minos, I. P. Onipcekuii, O. 1. [lyHaescska, O. M. Iyk, B. B. Iloropenos, K. O. Bonnapeunko, H. B. 3sepuesa,
€. O. Meuenri, b. I1. TomameBchKuit

Possurok IT-inaycrpii Ta o6uncaioBasbHUX pecypeis a03BoJste popmyBaTu comiokiGepdisnuni cucremu (CPSS), gki € inTerpatieio
6e31pOTOBUX MOOITBHUX, [HTEPHET-TEXHOJIOTIH Ta KOMILIeKCYBaHHsIM [HTepHeT-pedeii 3 TexHosoriamu kiGepdisnanux cucrem. [lis mo-
OyOBYM CHCTEM 3aXUCTy y TAaKMX CHCTEMax 3a YMOB MiHiMi3allii sik 06YHCIIOBAIbHUX, TaK | €KOHOMIYHMX BUTPAT BUKOPUCTOBYIOTHCS Pi3Hi
Habopu npodinis Gesnekn, ki MaTh 3abe3nedyBati Ge3MepepBHICTh KPUTHYHUX GizHec-mporecis. /s OMiHKY,/TOPIBHAHHS PiBHs Ge3nexku
CPSS, sik ipaBuJio, BUKOPUCTOBYIOTHCS Pi3Hi METOJAMKHN OIIHKK Ha OCHOBI CYKyTHOCTI Habopy MeTpuk. MeTpuku 6e3nekn € iHCTpyMeHTaMu
HaJ[aHHs aKTyaIbHOI iH(opMallii po cTan piBHA Ge3IeKH, BAaPTICHUX XapaKTEPUCTUK/TTapaMeTpiB K 3 OOKY 3aXHCTy, TakK i 3 GOKY Hallay.
Opnnax BuGip Taknx HabGOPIB He 3aBKIM 30ITA€THCST/3PO3YMIIMI CepeIHbOCTATUCTIYHIN moauHi. [le, mo-nepiue, NPU3BOANTD 0 BiACYTHOCTI
3araJbHOTIPUITHATOrO Ta OJIHO3HAYHOTO BU3HAYEHHS, sIKe 03HAYAE, 1110 OflHA cucTeMa GeanevHinma, Hixk inmra. [To-apyre, He BpaxoBy€e 03HAK
CHHEpriamy riGpUAHOCTI CydyacHUX IITbOBKX aTak. Be3 X 3HaHb HEMOKJINBO MOKA3aTH, 1110 METPHUKA CIPaBAi 00'€KTUBHO BUMIPIOE PiBEHb
6esmexit. [To-TpeTe, HeMae yHiBepcaabHOI GOPMaTbHOT MO TSI BCIX METPHK, SIKY MOKHA 6yJ10 6 BUKOPHCTOBYBATH /IS CYBOPOTO AHAII3Y.
VY po6oTi KOCHIIKYEThCSA MOKIMBICTh BU3HAYEHHs 6a30B0i (hopManbHOi Mozesi (kracudikaTopa) AVt ONUCY Ta aHaJi3y METPHUK Oe3IeKu.
3anporoHoBata MOJIEIb OIIHKK PIBHST 3aXUIIEHOCTI BPAXOBYE He JIWIIE PiBeHb CEKPETHOCTI iH(OpPMAIiiHUX pecypciB, piBeHb 3abe3eueHHs
nocsryr Ge3mneku, a it 103B0JIsIE Ha OCHOBI BUMOT, 110 BUCYBAIOThCs, chopMyBaTu HEOOXiAHUIT HAGIp METPHUK OIHKHK Ge3MeKH, 3 ypaxyBaHHIM
BUMOT 710 Ge31epepBHOCTI Oi3HEC-TIPOTIECiB. YeepeHeHe 3HAUeHHsT HalaHHs TToCayT Oestexn indopmaiitaum pecypcam CPSS ckiramae 0,99,
3a ycepeIHeHoTo 3HaueHHs PiBHs TaeMHOCTI indopmartiitnnx pecypcis 0,8.

Kio4oBi cinoBa: Metpuky Ge3neku, MoJesb OliHKYN Ge3neku, Kaacudikatop MeTpuk 6e3reku, CHHEPri3M 3arpoa.
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PO3POBKA KOMILIEKCHOI METOZMKU OITHIOBAHHSA ITHOOPMAIIIHO-AHAJITUYHOTO 3ABE3IIEYEHHS
B CUCTEMAX MIATPUMKU MPUNHATTA PIMIEHD (c. 19-26)

Qasim Abbood Mahdi, Basem Abdullah Mohammed, O. ®@. CanbnikoBa, O. B. Ckusip, C. II. Ckopoaiz, B. B. Ilanaciok,
A. O. Bepetnos, O. B. IlIknaii, €. M. IIpokonenko, C. A. IIusoBapuyk

OG6’eKTOM 3a3HAYEHOTO MOCTI/IFKEHHsI € CHUCTEeMU MiATPUMKU TIPUHHATTA piteb. Po3po6ieHo METOAUKY OIiHIOBaHHs iH(OpMAaIiiiHO-
AHATITUYHOTO 3a0€3IICUCHHS B CUCTEMAX IATPUMKY IPUIHATTS pitieHb. MeToMKa CKIQ/IAEThCS 3 OCHOBHUX €TAIliB: OI[iHKA TUITY HEBU3HA-
YeHoCTi cTany 00’€KTy aHaJli3y, pO3paXyHOK KPUTEPIiB Ta BU3HAYEHHS BapiaHTIiB PO3BUTKY, BU3HAUEHHS Yacy peakilii cucreMu, (hopMyBaHHS
BUXI/(HOTO crieHapio. HacTymHIMI KPOKaMy € BCTAHOBJICHHSI 1LIbOBOTO CTaHy 00'€KTY, aHAI3 BapiaHTiB BILIMBY Ha 00'€KT aHAII3Y, OTPHMaH-
HsT TIPOMDKHUX I[JIBOBUX CTaHiB 00’€KTy aHali3y Ta BUSHAYEHHST BapiaHTiB PO3BUTKY 00’€KTY aHaJIi3Y.

Pospobka MeTouKK 00yMOBJIeHa HeoOXIAHICTIO BUKOHYBaTH 00poOKY OibiIoi KibKoCTi iHdopMallii, a MeTognKka Mae MoMipHy 004muc-
JIOBAJIBHY CKJIQ/[HICTB.

Beranosiiero, 1110 3aliporioHoBaHa METoANKa Mae 00YNCIIOBAIbHY CKIaaHicTh Ha 10—15 % MeHIue, y MOpiBHSAHHI 3 METOAMKAMH, SIKi BU-
KOPUCTOBYIOTBCS /IS OIHKY e(heKTUBHOCTI IIPUITHATHX PillleHb 3 MNTaHb MEHE/DKMEHTY. 3a3HaueHa MeTO/INKA JI03BOJIUTD IIPOBECTH OIHKY
cTany indopMariiiiHo-aHaIiTHIHOTO 3a6e3edeH st Ta BU3HAYMTH eDEeKTHBHI 3aX0/1 IS MiABUIIEHHS eekTHBHOCTI. MeToMKa 103BOJIUTD
MpoaHasi3yBaTH MOKJINBI BapiaHTH PO3BUTKY 00 €KTY OLIHKK Y KOKHIi (pasi pO3BUTKY, a TAKOK MOMEHTH Yacy, B IKUX HEOOXIIHO IPOBOM-
TH CTPYKTYpHI 3MiHu, siKi 3abe3redyiors nepexia y vactynny dasy. [Ipu npoMy BpaxoByloThest cy0'ekTuBHi hakTopr BUOOPY MpPH MOIIYKY
pitens, 1o (GopMasisyioThest y BUIJISI/II BarOBUX KOeMIl[iEHTIB MPH KOMIIOHEHTAX iHTErpaJbHOro Kputepiio eextuBHOCTi. Makcumizartis
KPUTEPIiB, PO3PAXOBAHNX 3 yPaXyBaHHSM TIEPEBAr, A€ MOKJIMBICTh BUSHAYNTU HANKpAIIMil BapiaHT PO3BUTKY 00’€KTY OIIHKH. 3a3HaueHa
METO/IMKA JI03BOJISIE MIBUIIITH IBUAKICTD OIIHKY CTaHy iH)OPMAaIiiHO-aHATI THIHOTO 3a0e3eueHH s, SMEHIITUTH BUKOPHCTAHHS 0GYNCITIO-
BaJIbHUX PECYPCiB CUCTEM MIATPUMKHI MPUIAHATTS PillleHb, BUPOOUTHU 3aX0/IH, 110 CIPAMOBAHI Ha IiABUIIEHH eheKTUBHOCTI iH(opMaliiHo-
AHATITHYHOTO 320€31TeYCHHSI.

KiouoBi cioBa: indopmaitiiino-anaaitnuse sabesnedens, HediTKi KOTHITUBHI MOJeI, 06GUMCTIOBaIbHA CKIJAHICTh, CUCTEMA TOKA3HMU-
KiB, HEUITKI MO/,
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BIIPOBAJI;KEHHSI CHCTEMHIX OBMEKEHD IIOIIUTY I TOYHICTD OITHKH MOJIEJIT QUAIDS HA ITPOJIYKTH JIJIS
TBAPHH B IHJJOHE3II (c. 27-37)

Atiek Iriany, Jeky Sui, Ratya Anindita, Nikmatul Khoiriyah, Ana Sa’diyah

JlemoncTparist 0OMesKeHb i TOYHOCTI OIIHKU Ma€ BUPINTaibHe 3HAY€HHsI, OCKIJTbKU HETOBHI 0OMesKeHHsI 3pO0JISITh HETOYHOIO OIIHKY, 1 X
He MOKHA Oy/ie BUKOPUCTOBYBATH JIJIsk IPUHHATTS PillleHb. Y 1bOMY JIOCII/UKEHHI PO3IISAAITHCS TPU OCHOBHI BUMOTH /10 CHCTEMH TIOIHTY:
TTICYMOBYBaHHsI, OAHOPiAHICT Ta cuMeTpist. e moToute gocmikentst 6yJI0 MpHU3HAYEHE /IS IeMOHCTpAIlil 0OMeKeHb Ta TOYHOCTI MOJIeTi
OIIHKHU KBaZIPATHYHOI Maiike ifeanbroi cuctemu monuty (QUAAIDS). Sk mkepesro manux BUKOPUCTOBYBAIHCS pe3yibrat HarionaabHoro



COIliaTbHO-eKOHOMIYHOTO ocipkents Innonesii y 2016 poriti, B sskomy B3suin yyacthb 3aranom 291414 nomorocnomapcts. [ls mpouemxypu
OIliHKM BUKOPUCTOBYBABCS METO/] iTEPOBAHOI HeJliHiiTHOT ysiBHOI He3B's13aH0i perpecii. O1iHKa ITapaMeTpa BUKOPUCTOBYEThCS /LISl PO3PAXYHKY
esracTUaHOCTI Gisika TBapuHu. Pesysbratu mokasaiu, 1o oomexents orinioBada Mozesni QUAIDS, to6To, jofaBas, OHOPIAHICTD i cume-
Tpist Bukonani. Kpim Toro, oninka, 3pobiena 3a gonomoroto mozeni QUAIDS, € 1ocToBipHOIO Ta eheKTUBHOI; OT:Ke, ISt OI[IHKA MOTEHIIIITHO
MOJKe BUKOPHCTOBYBATHCS sIK 3aci6 PO3PaxyHKy BJIACHOI Ta IIEPEXPECHOI IIHOBOI e1acTHIHOCTI, K 3a Mapimaziiom, tak i 3a Xikcom. Kpim To-
TO, IesIKi 1HIII TapaMeTpu, TaKi K I[iHa, TOXOJ i KBAPaT J0XO/IY TAKOXK BUKOPUCTOBYIOTHCS JIJISI PO3PAXYHKY €J1aCTUYIHOCTI oxoxy. OTpumani
JlaHi IOKa3yI0Th, 1O MOTUT Ha BCI TBAPUHHI OIIKM eJTACTHYHUHN, KPIM €I, AKUIT € HeeJqacTHIHIM. SITOBMYMHA € HalG1IbIT e1acTUYHOK. 3Tif-
HO 3 pe3yJIkTaTaM1 eIJaCTHYHOCTI JI0XO/LY, BCI TBAPUHHI GIIKKM BBasKAIOThCs B [HI0HE3IT TPOLYKTAMU PO3KOIIT, 32 BUHATKOM SIEIb, €JTACTHYHICTD
SAKUX 32 J0XOJ0M MEHIIA 3a ofAuHuIio. [/ 3a10B0JIeHHs TOTPe6 1HAOHE31HCHKIX TOMOTOCTIOAAPCTB Y TBApUHHOMY 6iJu<y TI0JIITUKA JIOXO/IB
OiJIbIIIE THAXOAUTD IS SUIOBUYMHHY, a I[IHOBA CTpaTeris eeKTUBHIIIA /1T TBAPUHHUX OIJIKIB, BKIIOYAIOUH KYPKY, MOJIOKO, CBIsKY POy Ta stii1is.

KmouoBi cioBa: oOMeskenHsl, cucteMa oTpebu B ki, JogaBas, ogHopianicTs, 6imok cumerpii, QUAIDS, mapinasian, Xikcian, enac-
TUYHICTb.



