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The object of this research is to present IoT WSN-based smart
home monitoring system, which allows users to monitor and manage
all of their appliances and home equipment via the Internet using
established protocols. ToT is described as the connection of equip-
ment and appliances to the Internet in order to monitor, report, and
perform certain tasks. Wireless Sensor Networks (WSN) are consid-
ered as a key component in the ToT model’s implementation. This
research presented the ToT WSN platform using Riverbed Modeler
Simulation Program in order to examine the network performance
for different Wireless Sensor topologies (Star, Tree and Mesh). This
platform consists of a number of scenarios with a number of sensors
in each scenario. Each sensor is represented by the ZigBee end device,
which sensed and collected data about the smart home and sent the
collected data to the controller, which is represented by the ZigBee
coordinator. The controller sends the data to the server to be moni-
tored by the users through any gateway (Wi-Fi) after logging in using
a specific application with three routing topologies on the controller.
The results showed that ToT WSN tree topology is the best topology
if the throughput is considered for improvement at the expense of data
dropped with acceptable delay. Star topology improves the network
performance in terms of data dropped and throughput when the num-
ber of sensors was increased. Mesh topology achieved the smallest data
dropped with low throughput. Due to their features, these results were
effective because they indicated that the selection of suitable routing
topology played an important role in improving the degradation of
ToT WSN performance due to the interference of Wi-Fi and ZigBee
network since they utilized the same frequency band (2.4 GHz).

Keywords: ToT, Riverbed, smart, Star, Tree, Mesh, ZigBee,
throughput, delay, Wi-Fi.
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The object of the research is the development of a method for
ensuring the authenticity and integrity of data in wireless channels
based on post-quantum cryptosystems. The development of modern
digital technologies ensures the transition to smart technologies and
the formation of Next Generation Networks. The formation of smart
technologies, as a rule, uses wireless communication channel stan-
dards TEEE 802.11X, IEEE 802.15.4, IEEE 802.16, which use only
authentication protocols and privacy mechanisms, which are formed
on symmetric algorithms. In the conditions of the post-quantum
period (the advent of a full-scale quantum computer), the stability of
such algorithms is questioned. Such systems, as a rule, are formed on
the basis of the synthesis of socio-cyber-physical systems and cloud
technologies, which simplifies the conduct of Advanced Persistent
Threat attacks, both on the internal circuit of execution systems
and on external control systems. The creation of multi-circuit in-
formation protection systems allows for an objective assessment
of the current state of the system as a whole and the formation of
preventive measures to counter cyber threats. The proposed method
of providing basic security services: confidentiality, integrity and
authenticity based on crypto-code constructions takes into ac-
count the level of secrecy of information transmitted over wire-
less channels and/or stored in databases of socio-cyber-physical
systems. The use of post-quantum algorithms — McEliece/Nie-
derreiter crypto-code constructions on elliptic/modified elliptic/
lossy/Low-density parity-check code provides the necessary level
of stability in the post-quantum cryptoperiod (crypto-stability at
the level of 10%5-10% group operations), speed and probability
of information (P, not lower than 10-107!?). The proposed
method of information exchange using wireless communication
channels ensures their practical implementation on resource-
limited devices (creating of CCC on the GF field (24-2%).

Keywords: crypto-code constructions of McEliece and Nieder-
reiter, smart technologies, security concept, multi-contour protec-
tion systems.
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The development of information independence of the State
requires the introduction of the latest technologies for analyzing,
storing, processing, and transmitting information. The focus of
this work is improving information security systems with limited
access, in particular the development of new methods of designing
such systems, which are characterized by minimal influence of the
subject-designer on the design process. The object of the study is
the methodology and means of designing systems for restricting and
controlling physical access, as well as access to information at objects
of information activity and information and telecommunication
systems of Ukraine.

To exclude the influence of the subject of the designer, it is neces-
sary to improve the design process itself. In this paper, the possibility
of creating an automatic design system based on the representation
of protection objects in the form of objects of a common structure has
been mathematically proved. Such a structure combines both tele-
communication objects and objects of information activity. Changes
in the legislative, regulatory, and technical bases of information
protection necessary for the implementation of the proposed system
have been determined, in particular, granting the State Communica-
tions Committee of Ukraine new powers that ensure the balance of
interests of the customer of protection systems and executors. The
possibility of formalizing the representation of data on arbitrary
objects of protection is shown. This representation makes it possible
to create open library semantic databases with incomplete data on
the object of protection.

A theoretical base has been built that makes it possible to deter-
mine the correspondence between the set of threats to the informa-
tion security of the object and the unambiguous corresponding list of
countermeasures. At the same time, information protection projects
are distinguished by evolution and uniformity of choice of a set of
means of protection to any threats to objects of arbitrary complexity.

Keywords: databases with incomplete information, automatic
designer of information security systems, object of protection of the
general structure.
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Security issues and Internet of Things (IoT) risks in several areas
are growing steadily with the increased usage of IoT. The systems have
developed weaknesses in computer and memory constraints in most IoT
operating systems. [oT devices typically cannot operate complicated
defense measures because of their poor processing capabilities. A short-
age of IoT ecosystems is the most critical impediment to developing a
secured ToT device. In addition, security issues create several problems,
such as data access control, attacks, vulnerabilities, and privacy protec-
tion issues. These security issues lead to affect the originality of the data
that cause to affects the data analysis. This research proposes an Al-
based security method for the ToT environment (AT-SM-I0T) system to
overcome security problems in ToT. This design was based on the edge
of the network of Al-enabled security components for IoT emergency
preparedness. The modules presented detect, identify and continue to
identify the phase of an assault life span based on the concept of the
cyberspace killing chain. It outlines each long-term security in the pro-
posed framework and proves its effectiveness in practical applications
across diverse threats. In addition, each risk in the borders layer is dealt
with by integrating artificial intelligence (AI) safety modules into a
separate layer of AI-SM-ToT delivered by services. It contrasted the sys-
tem framework with the previous designs. It described the architectural
freedom from the base areas of the project and its relatively low latency,
which provides safety as a service rather than an embedded network
edge on the internet-of-things design. It assessed the proposed design
based on the administration score of the IoT platform, throughput,
security, and working time.

Keywords: Internet of things, security, artificial intelligence, fog
computing, wireless sensors, security threats.
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This paper reports the results of experiments and studies involv-
ing different types of devices that can implement a BadUSB sce-
nario, for example, BadUSB, Rubber Ducky, which, when connected
to a computer, impersonate a device with a Human Interface Device,
emulating other devices such as a keyboard and mouse.

Given the problem of the lack of management tools for detecting
preliminary modifications of USB devices against attacks based on the
seizure of computer control, a software and hardware system is proposed
as an object of study. It is implemented programmatically in the Arduino
IDE environment, and physically it is made on the Arduino Mega board
with Shield, which reads the parameters of the devices. It monitors the
startup of USB devices and checks each device for pre-retrofitting by
passing HID descriptors from the connected hardware. Having parsed
the data using Python, the data are represented in the appropriate form
for analysis, on the basis of which a decision is made by the system on
the possible preliminary modification of the USB drive from which
these data came. This is due to the detailed consideration and thorough
analysis of data, data types, temporal characteristics of data transmitted
along different channels. The technical characteristics and functional-
ity of USB devices were investigated; the parameters transmitted at
the moment when they are supplied with power were determined. The
system can draw a conclusion based on the analysis according to its
algorithm and block a suspicious USB device that has been connected
and that can intercept control over the computer.

The results of the study could be used in the field of protection
of information systems from attacks based on the seizure of control
from external media. The designed solution increases the level of
security of the system, making it possible to recognize a possibly pre-
modified device at the connection stage.

Keywords: information protection, USB devices, HID, BadUSB,
USB controllers, modification of USB devices.
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The object of this study is the process of making a management
decision based on the analysis of information from space surveillance
systems.

Unlike the well-known ones, the method of making a manage-
ment decision based on the analysis of information from space sur-
veillance systems involves:

— segmentation of an optoelectronic image;

— determination and prediction of a priori probabilities of pos-
sible environmental states;

— an application for making a management decision of a combi-
nation of Bayes criteria and a minimum of variance.

Experimental studies have been carried out on making a
management decision based on the analysis of information from
space surveillance systems. To conduct experimental research on
making a management decision based on the analysis of informa-
tion from space surveillance systems, a model problem has been
stated. As images from space surveillance systems, images obtained
from the WorldView-2 spacecraft (USA) with a difference of four
days were considered. The vegetation index was calculated, and
the probabilities of degradation dynamics of plant segments were
determined. It was established that the maximum value of the es-
timated functional is achieved when choosing a solution ¢, which
is optimal according to the Bayesian criterion and the criterion of
minimum variance.

The quality of management decision-making was assessed by
the well-known and developed methods. To assess the quality of
management decision-making, the concepts of objectivity of the
decision-making method and the selectivity of the decision-making
method by known and developed method were introduced. It has
been established that both methods are objective, and the improved
method is more selective (the gain is 2.6 times). This becomes pos-
sible through the use of information from space surveillance systems.

Keywords: management decision, space surveillance system, im-
age segmentation, state of the environment, forecasting.
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Deep learning has recently been used for this issue with superior
results in automatic modulation classification. Previous studies state
that it is challenging to categorize a variety of modulation formats
using traditional approaches; however, modulation classification is
a crucial component of non-cooperative communication in wireless
communication. The deep learning network was applied to solve
the issue and get decent outcomes. This work uses a deep learning
convolutional neural network (DLCNN) to classify three analog and
eight digital modulation techniques by generating channel-impaired
and synthetic waveforms as training data. The obtained DLCNN is
tested by over-the-air indicators and a Software Define Radio(SDR)
platform. The trained DLCNN estimates the modulation kind of
each frame by taking 1024 samples of channel-impaired signals. The
method includes generating several frames of 4-arry pulse amplitude
modulation (PAM4) that are impaired with sampling time drift, Ad-
ditive white Gaussian noise (AWGN), center frequency, and Rician
multipath fading. The DLCNN predicts real inputs when receiving a
signal with complex samples of baseband. Before updating the net-
work coefficients and on all iterations, the data store transforms data
from files and records it. This network takes about 50 minutes to
train using in-memory data and 110 minutes to train using disk data.
The evaluation of the trained DLCNN is carried out by obtaining
the classification accuracy for the test frames. The obtained outcome
demonstrates that the developed network can achieve an accuracy
of about 94.3 % in roughly 12 epochs for such types of waveforms,
which elapsed about 26 minutes for training. This will increase the
efficiency of spectrum usage and detect the modulation type of the
wireless communication receivers.

Keywords: wireless communications, digital modulation, deep
learning convolutional neural network classifiers.
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This research is devoted to the development of software to
increase the efficiency of autonomous wind-generating substations
using panel structures, which will allow the use of wind energy to
generate electricity with minimal losses and for the life support
of buildings and structures. In the course of the work, a software
and hardware system with a functional diagram for experimental
measurements was developed. The paper also describes the process
of modeling wind generation, collecting and transmitting real-time
data to a web server via the HTTPS protocol. Due to the intensive
development of wind energy in Kazakhstan, there is a need to apply
methods to improve the energy generation process. In particular,
the use of hardware and software to monitor and make decisions on
optimizing the power generation process will help solve the problem
of limited economic and labor resources. The results of the experi-
ments revealed that the automatic control of the shield structures
allows specialists to increase the effectiveness of the energy genera-
tion process by 25 % and, thus, a non-linear relationship between the
power of the generated energy, the speed and direction of wind has
been revealed. It should also be noted that the results obtained in the
course of this research make it possible to solve the problem of sav-
ing electricity in the cities of Kazakhstan, since so far there are only
large-scale wind farms, which is not always available in simple urban
conditions. Moreover, the software developed during the study will
allow autonomous control and analysis of the behavior of the wind
farm, taking into account various weather conditions. In the future,
the methods of data analysis will be applied to the data obtained via
the process of modeling.

A script for receiving and transmitting real-time data with wind
speed and direction sensors has been developed.

Keywords: wind energy, Internet of Things, software, real time,
Django, process monitoring.
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JOCJIIKEHHA BILIUBY MEPEJKEBUX TOITOJIOTTIA HA BE3JIPOTOBI CEHCOPHI MEPEKI HA OCHOBI
IHTEPHETY PEYEI1 B CUCTEMI MOHITOPUHTY PO3YMHOI'O BYJIUHKY (c. 6-14)

Shayma W. Nourildean, Yousra A. Mohammed, May T. Abdulhadi

MeTo10 TaHOTO TOCI/IKEHHST € TPEICTABIEHHS CUCTEMU MOHITOPHHTY PO3yMHOTO OYAMHKY Ha (asi 6e3pOTOBUX CEHCOPHUX MEPEK Ha
ocHOBI [HTepHETY pedeit, Mo I03BOJSE KOPUCTYBAYAM KOHTPOIIOBATH i YIPABISATH BCiMa CBOIMH MOOYTOBIMI MPIJIAZAMI Ta 00TATHAHHIM
4epe3 [HTEpHET 3a BCTAHOBJIEHUMHU MPOTOKOJAMU. [HTEPHET peueil OMUCYEThCS SIK MIKIIOYEHHs 00JMaHaHHs Ta TOOYTOBOI TEXHIKU /0
[HTepHeTy 3 METOI0 MOHITOPUHIY, 3BITYBaHHs Ta BMKOHAHHS II€BHUX 3aBiaHb. Besaporosi cencopui mepexxi (BCM) posrisigaoTsest sik
KJIIOYOBHI KOMIIOHEHT TpH pearizanii Mozeri [areprety pedeit. ¥ po6orti mpezcrasiena miatdopma BCM IP 3 BUKOPHCTAHHSIM IPOTpamMn
mozemosarnst Riverbed Modeler st BUBYEHHST MTPOAYKTUBHOCTI MEPesKi ISl PIBHUX TOMOJIONIH 6e3/pOTOBUX MaTYuKiB (3ipKa, AepeBo Ta
penritka). /lana matopma CKIaA€ETbCS 3 Psijly CLIEHApiiB 3 JieKiJbKOMa JaTYNKaMU B KOJKHOMY ciieHapii. KoskeH pmaTunk npezcrasieHnit
KiHneBuM npuctpoem ZigBee, sikuii 3unTye Ta 36upae gaHi po3yMHOro OyIMHKY Ta HaJCHJIaE 3i0paHi faHi Ha KOHTPOJIEP, 1O TIPEICTABICHUN
koopauraTopom ZigBee. KonTpoJiep Hajicuiiae ani Ha cepsep /Jist MOHITOPUHTY KOPUCTYBadamMu yepes Oyab-stikuii o3 (Wi-Fi) micsst Bxomy
B CHCTEMY 3a JIOTIOMOTOIO TIEBHOI ITPOTPaMIT 3 TPhOMA TOTIOJIOTISIMU MapIIPyTH3allil Ha KOHTpoJIepi. PesysbraTit mokasasm, o aepeBonoitHa
torosiorist BCM [P € HaiikpaIioro TomoJorieto, SIKIO PO3IJISIIATH MOKIUBICTD MOJIIIIIEHHS TPOITYCKHOI 3/[ATHOCTI 32 PaXyHOK BTPAT JAaHUX
3 IIPUIHATHOKO 3aTPUMKOI0. 3IPKOIOIIGHA TOIIOJIOTIS TBUIILYE TIPOLYKTUBHICTh MEPEXKi 3 TOYKU 30py BTPAT JAAHUX Ta IPOMYCKHOI 3/aTHOCTI
npu 36ibIIEHHI KiJIBKOCTI aTumKiB. Pemituara Tomnosoris 3abesnedye HaliMeHIMiT 00CAT BTPAT JaHUX 32 HU3bKOI TPOIYCKHOI 3/IaTHOCTI.
3aBIKK CBOIM OCOOIMBOCTSIM 11l Pe3yJIbraTi Oy e(heKTUBHIME, OCKIIBKI BOHU MOKA3aJIH, 0 BUOIP BIAMOBIHOI TOMOMOTT MapiipyTHsatii
3irpaB BaskJIMBY PoJib y nosinmierni npoaykrusHocti BCM 1P, 3HnskenHs kol cripuunnene nepernkoaamu 3 6oky mepexi Wi-Fi ta ZigBee,
OCKIJIbKM BOHM BUKOPHCTOBYBAJIM OJIMH 1 TOIT camuii ianaszon yacror (2,4 I'T).

Kmouosi cnosa: TurepHer peueii, Riverbed, posymunii, sipka, nepeso, pemritka, ZigBee, mporyckHa 3naTHicTb, 3arpumka, Wi-Fi.
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PO3POBKA METO/IY 3ABE3NEYEHHS KOH®IJIEHIIITHOCTI TA ABTEHTUYHOCTI ¥V BE3/[POTOBUX
KAHAJIAX (c. 15-27)

C. II. €EBcees, P. B. Kopoasos, M. B. Kosainb, X. H. P3aes, O. B. Boiitko, O. B. Axiezep, A. B. I'pe6eniok, C. B. MijieBcbkuii,
Elnur Baghirov, Musa Mammadov

O6’exToM JrocaiuKeHHsT € po3pobKa MeToxy 3a0e3ledeHHs aBTeHTHYHOCTI Ta IMIICHOCTI MaHuX B GE3[POTOBMX KaHAJMIB Ha OCHOBI
MOCTKBAHTOBUX KPUITOCKCTEM. PO3BUTOK CydacHMX HU(PPOBUX TEXHOJIOIH 3abesnedye Tepexizi Ha cMapT-TeXHOJOTl Ta (hopMyBaHHS
Next Generation Network-mepesx. DopmyBaHHsI cMapT-TEXHOJIOTIH, K MPABUIO BUKOPUCTOBYE OE3APOTOBI CTaHAAPTH KaHAIIB 3B'sI3KY
T1EEE 802.11X, IEEE 802.15.4, IEEE 802.16, B SIKuX BUKOPHCTOBYIOTHCS JIAIIIE TPOTOKOJIM ABTEHTHIHOCT] Ta MEeXaHi3M1 KOH(DIICHIIaIbHOCT],
sIKi HOPMYIOTHCST HA CHMETPHUYHHUX aJITOPUTMAX. B yMOBaxX MOCTKBAHTOBOTO Iepiozy (MOSIBH MOBHOMACIITAOHOTO KBAHTOBOTO KOMITIOTEPA)
CTIHKICTD TAKMX aJTOPUTMIB CTAaBUTBCS 111/l cyMHiB. Taki cucreMu, sik nmpaBuao GopMyIOTHCS Ha OCHOBI CUHTE3Y COMIOKIGephI3nUHIX cucrTeM
Ta XMapHUX TEXHOJOriH, o crpoutye nposenernnsa Advanced Persistent Threat-atak, sk Ha BHYTPIIIHIH KOHYp CHCTEM BUKOHAHHS, TaK i
Ha 30BHIIIHIN cuctemu ynpasiinHsa. CTBOPEHHSI GaraTOKOHTYPHUX CHCTeM 3aXHCTy iH(opMmallii 103B0Jst€ 3a6e31e4nTH 00 €KTUBHY OIIHKY
TIOTOKOBOTO CTAHY CHCTEMH B IIJIOMY Ta (OPMYBAHHS IPEBEHTHBHIX 3aX0/[iB MPOTHIIi Kibep3arpozam. 3ampormoHOBaHIN METO/] 320€3TTeYeHHS
OCHOBHHUX TMOCJAYT Oe3nexu: KOH(IiAeHIIHHOCTI, MiiCHOCTI Ta aBTeHTHYHOCTI Ha OCHOBI KPHUIITO-KOAOBMX KOHCTPYKIIH BpaXOBY€ piBeHb
ceKkpeTHOCTI iHdopMalli sgKka nepeactbest 6e3POTOBUMK KaHajiamu Ta/abo 30epiractbesi B (aszax JaHUX COIIOKIOGep(I3MYHNUX CcHCTEM.
BukopucTanHsl MOCTKBAaHTOBUX aJTOPUTMIB — KPUITO-KOJOBUX KOHCTpPYKIiit Mak-Enica/Hineppaittepa Ha esnintnannx/mMondikoBaHnx
eninTnaanx/36utkoBnx,/ Low-density parity-check code-komax 3abesmedye B MOCTKBAHTOBHH KPHUNTONEPioA HEOOXiMHWUN piBeHD
criiikocti (kpumTocTiiikicTs na pimi 102°—10% rpymoBux omepariit), mBHEAKOCTI Ta Biporigmocti indopmartii (P, e mmkue 1079-10712),
3anpononosanuii MeTo 0OMiHy iHdopMarlii 3 BUKOpUCTaHHsIM 0e3pPOTOBUX KaHaJaxX 3B'A3Ky 3abesliedye IX NpakTHUHY peasisaiiio Ha
pecypcoobmeskennx mpuctposx (modyaosa KKK na monem GF (24-26).

KmouoBi cioBa: xkpunto-koa0Bi kKoHCTpyKIii Mak-Emica ta HineppaiitTepa, cMapT-TexXHOJIOTII, KOHIEMIis Ge3mekn, GaraToKOHTYpHI
CHCTEMHU 3aXHUCTY.
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3ACTOCYBAHHS NPUHIMITY ®OPMAJIIBAIIIT OIIUCY OB’€KTIB IH®OPMALIIHOL AISTIBHOCTI 17151
IIPOEKTYBAHHSI CUCTEM 3AXHUCTY IH®OPMAIIII (c. 28-37)

B. M. Jlyuenxo, /I. O. IIporoxos

Posb6ynoBa indopmartiiinoi HesanesknocTi Jlepskasu motpedye BIPOBaKEHHsT HOBITHIX TeXHOJIOTT aHasisy, 36epirants, 06pobKu Ta
nepejadi ingopmaiii. Ypara ganoi po6oTu cripaMoBaHa Ha BAOCKOHAJEHHsI CUCTEM 3aXUCTy iH(popMallii 3 00MeKeHIM 0CTYTIOM, 30KpeMa



Po3po0Ili HOBITHIX METOAIB NPOEKTYBAaHHSA TaKUX CHCTEM, sKi BiAPI3HAIOTHCS MiHIMAJIbHUM BILUIMBOM Cy0'€KTa-MPOEKTyBaJIbHUKA
Ha mporec npoektyBaHHsa. O6'€KTOM AOCHIIKEHHS € METOAMKA i 3aci6 MPOEKTYBaHHS CUCTeM OOMEKEHHsS Ta KOHTPOJO (Di3MaHOTO
JOCTYIIY, @ TAaKOK AOCTYIy 110 indopmarii Ha o6’exrax indopmariiinol aisapbHocTi Ta iHGOpPMaIiiiHO-TeJeKOMYHIKAIliIHHIX CHCTEMaX
Ykpainu.

Jliist BUKJTIOUEHHS BIUIUBY Cy0’'€KTa MPOEKTaHTa HeOOXiTHO BIOCKOHAJUTU caM TIPOIleC MPOEKTyBaHHS. B maHiil poboTi MareMaTuyHO
JIOBE/ICHO MOJKJIMBICTb CTBOPEHHSI ABTOMATHYHOI CHCTEMM IHPOEKTYBAHHsI, 3aCHOBAHOI Ha IIPEe/CTaBJeHHi 00'€KTIB 3aXUCTy Yy BUIJISAL
00’€KTiB 3ara;bHOI CTPYKTYpH. Taka CTPYKTypa TMOEAHYE B COOi SIK TeJEKOMyHIKaliiiHi 00’€kTr, Tak i 00’€KTH iHPOPMAMiiHOT AiSTBHOCTI.
Busnaueno sMiHu B 3aKOHO/IaBYiil, HOPMAaTUBHIIT Ta TexHiuniil 6azax saxucty iHdopmaliii, HeoOXiAHi I BIPOBALKEHHS 3aPOIOHOBAHOT
CHCTeMI, 30KpeMa HamaHHst [lepKKOM3B' 13Ky YKpaiHi HOBIX TIOBHOBAKEHD, 110 3a0€31euyioTh GalaHC IHTepeciB 3aMOBHIKA CHCTEM 3aXUCTY
i BukoHasIiB. [ToKkazaHa MOKIUBICTH (hOpMaTisallii MPeACTABICHHS JaHUX TIPO A0BUIbHI 06’'€KTH 3axucTy. [laHe MPEACTABICHHS 103BOJISIE
CTBOPIOBATH BiAKpHTi 6ibrioTeyni ceMaHTHYHI 6a3u TaHNUX MIPH HETIOBHUX IAHUX IO/I0 00’ €KTY 3aXUCTY.

CrBopena teopernyna 6asza, sika J0O3BOJISIE BU3HAYATH BIAMOBIAHICTD MiK MHOKHHOIO 3arpo3 indopmariiiiniil Gesmeni o6’ekra i
O/IHO3HAYHUM BiJIOBIHUM TepesikoM mporuaiit. [Ipu 1poMy npoexkT 3axucty indopmailii Bifipi3HSIOTHCS €BOJIOMIINHICTIO 1 €IUHICTIO
BHOOPY MHOXKMHHM 3aC001B 3aXKUCTy Oy/[b-SIKUM 3arpo3am Jyist 00'€KTIB J0BLIBHOI CKIAJHOCTI.

Kimouosi cioBa: 6asu ganux 1pu HeNmoBHii iHdopmalil, aBToMaTHUHUIT TPOEKTYBATBHUK cucTeM Gesnekn indopmaiii, 06'eKT 3axucTy
3araJbHOi CTPYKTYPH.
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VIIPABJIIHHS BE3IEKOIO B IoT I3 3ACTOCYBAHHSIM ®PEIIMBOPKA BE3IEKH HA OCHOBI I'/TUBOKO1
HENPOHHOI MEPEI (c. 38-50)

Nabeel Mahdy Haddad, Hayder Sabah Salih, Ban Salman Shukur, Sura Khalil Abd, Mohammed Hassan Ali, Rami Qais Malik

[Tpo6aemu Gesneku Ta pusuku Inreprery pedeil (IoT) y KiJbKOX 00JacTsAX HEYXUJIBHO 3POCTAIOTH Y MIpy POBUIHPEHHS
Bukopucranns [oT. ¥V 6inbmocti onepaniitnux cucrem IHTepHery pedeil y cucremMax 3'sBUJIMCS HEAOJMIKH, OB’ sI3aHi 3 0OMEKEHHIMU
komm'torepis Ta mam’sti. Ilpuctpoi [oT 3a3Buyaii He MOKYTh BUKOPUCTOBYBATH CKJIA/HI 3aX0/I1 3aXUCTY Yepes iX moraHi 06uuciaoBaibHi
MoskanBocti. Hegocraua exocucrem 1oT € HaiibiabInon0 nepemko/oio s po3pobku 3axuiieroro npuctpoio [oT. Kpim toro, npobiemn
3 0e3MEeK0I0 CTBOPIOIOTh HU3KY MPOOJIEM, TAaKUX SK KOHTPOJb JOCTYNMY IO TaHUX, aTaKW, yPasiIWBOCTI Ta TMPOOIEMU i3 3aXHCTOM
koudineniitnocri. Ii npobaemMu Ge3neky BIUIMBAIOTH Ha OPUTIHAJBHICTD AaHUX, MO BIVIMBAE aHai3 AanuX. Y 1bOMY AOCHiIKEHHI
npononyersesa 3acnoBanuii na 111 metoz 3abesnevenns Gesnexn cepeposuia [oT (AI-SM-10T) ama nogosanus npobaem 6esnexn [oT.
Tleit nusaiin OyB 3acHOBAHUIT Ha MeKi MepesKi KOMIIOHEHTIB Oe3nexu 3a gonomoroto 1T ays 3abe3nedeH st TOTOBHOCTI 10 HAA3BUYAHIX
curyaniii [oT. IIpencrasieni Moy T BUSBISAIOTH, i1eHTH(IKYIOTH Ta TPOAOBXKYIOTH ieHTH(hIKyBaTH (hady TPUBAIOCTI HAMlaay Ha OCHOBI
KOHIIEMIIiT JIaHII0KKa BOUBCTB y KiGeprpocTopi. Bin onucye KoKHY H0BrocTpoKoBY Oe31eKy B 3alPOINOHOBAHI CTPYKTYPi Ta TOBOJAUTD
il ehekTUBHICTD y IPAKTHMYHUX 3aCTOCYBAHHAX 3a Pi3HUX 3arpo3. Kpim TOro, KokeH pU3MK Ha IPUKOPAOHHOMY PiBHI yCyBa€TbCs
nIAXoM iHTerpanii Mogyais 6esnexu mryunoro inrenexty (I1IT) B okpemuii pisers AI-SM-T0T, mo Hagaetbes cayxkbamu. Bin Bupizuse
CTPYKTYPY CHCTEMU Bijl OMEPEAHIX MPOEKTIB. Y HbOMY ONMCyBajgacs apXiTekTypHa cBoOoja Bij 6azoBux objacteil MpoeKkTy Ta Woro
BIJIHOCHO HU3bKa 3aTPUMKa, siKa 3abe3meuye Ge3leKy siK MOCJAYTy, a He BOYIOBaHWUiT MepeRHUIT KOPAOH y Mu3aiini [HTepHeTy peueil.
Bin ouinup 3anpononosanuii Ausailn Ha OCHOBI ollinku aaMminicrpysanus miaatdopmu [0T, MPoOmyCcKHOI CIPOMOKHOCTI, Ge3rnekn Ta
po6oUoro vacy.

Kiouosi cioBa: Inteprer peueii, Gesrieka, MTYIHUI IHTEJIEKT, TYMaHHI 004YKcIeHHs, 6e3POTOBI JaTYNKH, 3arpo3u OesIIelli.
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PO3POBKA MIJXO/1Y 10 AHAJI3Y ITAPAMETPIB BUSHAYEHHA MOKJINBOI ITIONEPEJHLO
MOJIUDIKOBAHOI IIPOIINUBKHA USB-IIPUCTPOIB (c. 51-58)

Yekaterina Zuyeva, Anna Pyrkova, Abdizhapar Saparbayev, Aiymzhan Makulova, Gulzinat Ordabayeva

HaBeneHo pesyJbraTil eKCIIEPHMEHTIB Ta JOCI/KEHb 3 PI3HIMH THIIAMH TIPUCTPOIB, sKi MOXKyTh 3miiiciioBatn Bad USB-criemapiii,
nanpukiaanx: BadUSB, Rubber Ducky, siki nipu migksiouernni 1o koMi'iorepa BugaioTh cebe 3a nprctpiii 3 Human Interface Device, emy mooun
iHIII TPUCTPOI, TaKi 5K KJaBiaTypa Ta MUIIA.

[pu npobsieMi BifCYyTHOCTI iIHCTPYMEHTIB yIIPaBJIiHHS BUABJIECHHS nmonepenanix Moaudikaniit USB-npuctpois Bix atak, 3aCHOBaHUX
Ha 3aXOIUIEHH] YIIPABJIIHHS KOMIT'IOTEPOM, B SIKOCTI 00’ €KTY OCJII/KEHHS TIPOMOHY€ETHCSI IPOrPAMHO-ATapaTHNI KoMIuTekce. IIporpammo
Bin peanizoBanuii cepen Arduino IDE, a ¢isuuno Bin Bukonanuii wa niari Arduino Mega ¢ Shield, mo 3unrye napamerpu npucrpois.
Bin Bizcrexye 3anmyck USB-mpuctpoiB i nepeBipsic KoxkeH mnpuctpiii Ha ¢GakT monepeanboi MOAMdIKOBAHOCTI NIISXOM Iepepadi
neckpunropis HID 3 obuagnanus, mo nijgkimodaerses. Posnapeysasum gani 3a gonomoroo Python, naui nogaiorses y BiamnosigHomy
BUTJISAL /TSI aHaJli3y, Ha TiCTaBi 4OTO NMPUIIMAETBCS PIlIEHHS CHCTEMOIO TIPO MOXKJMBY momepexuio mMoaudikariio USB-nocis, 3
stkoro 1l gani Hagidman. Ile BigOyBaeThest 3aBAAKY eTaTbHOMY PO3TJISY Ta KOMITKOMY aHasi3y MaHWX, THIB AaHUX, THMYACOBUX
XapaKTEePUCTHK JJaHUX, 1[0 IIepe/laloThCs y PI3HUX KaHauaxX. bysio gocripke o TexHiYHi XapakTepuCeTUKY Ta (YHKIIIOHATbHI MOXKIMBOCTI
USB-1upuctpoiB, BUHAUEHO TTapaMeTPH, IO TIEPEAAI0THCA B MOMEHT, KOJIM IM MOJAAI0Th KUBAeHHs. KoMIIeke MoKe poOUTH BUCHOBOK
Ha TMiICTaBi aHAII3Y 3a CBOIM anropuTMOM Ta G6oKyBaTH mixo3pinanit USB-npuctpiil, sskuii 6yB MiAKTIOUEHUIT Ta SKIH MOXKE MEPEXOMUTH
KepyBaHHS KOMIT IOTEPOM.




Pesgynbratu nocipKeHHsT MOYKHA BUKOPUCTOBYBAaTH y cdepi 3axucTy iH(GOpPMANiiHUX CHCTEM BiJi aTak, 3aCHOBAHUX HA 3aXOILICHHI
VIPaBJIiHHA i3 30BHiIIHIX HOCiiB. CTBOpEHE PpillleHHsS MiABUILYE PiBeHb O€3MeKr POOOTH CHCTEMHU, MO3BOJISIOUN PO3IMIZHATUH MOKJIUBO
TIoTIepe/IHbO MO/IM(DIKOBAHNIT TPUCTPIN HA eTarli MiIKII0UeHHS.

Kuouosi caosa: saxuct indopmarii, USB-tipuctpoi, HID, BadUSB, kourpoaepu USB, mogudikariis USB-nipuctpois.
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PO3POBKA METO/Y IPUMHATTA YIIPABJIIHCHKOIO PIIIEHHA HA OCHOBI AHAJII3Y IHOOPMAIII 3
KOCMIYHUX CUCTEM CIIOCTEPEKEHHHA (c. 59-69)

I'. B. Xynos, O. M. Makogeiiuyk, I. M. Byrko, M. II. Bytko, B. I0. Xyznoaxeii, C. B. Kyxrux

OG6’€KTOM JI0CTIIFKEHH ST € TIPOTIEC TPUIHATTS YIIPaBJIIHCHKOTO PillleHHs Ha OCHOBI aHaIi3y iHhopMartii 3 KOCMIYHUX CHCTEM CITOCTEPEKEHHSI.

Ha Bimminy Bij BiToMUX, METOI IPUNHSTTS YIIPABJIiHCHKOTO PillIeHHs HA OCHOBI aHasi3y iHdopmailii 3 KOCMiYHUX CUCTEM CIIOCTEPEKEHHS
nepenbavae:

— CErMEHTYBAHHS OIITHKO-EIEKTPOHHOTO 300pasKeHHST;

— BU3HAYEHHS Ta IIPOTHO3YBAHHS allPiOpPHIX HMOBIPHOCTEl MOKINBUX CTaHIB CEPEIOBHII;

— 3aCTOCYBAHHS JJIsl IPUAHATTS YIIPABJIiHCHKOTO pilieHHs kKoMOiHaIlii kpurtepiis Baiieca Ta minimymy aucrepcii.

[TpoBesieHi eKkcrieprMEHTAJIbHI JIOCHIIKEHHS HI0/I0 TIPHITHSTTS YIIPABJIIHCHKOTrO PillleHHs] HA OCHOBI aHasidy iHdopmarii 3 KocMiuHNX
CHCTEM CIOCTepesKeHHs. [[J1s1 TIpoBeIeHHsT eKCIIePUMEHTAIBHUX JIOCTI/IPKEHD 1I0/I0 TIPUHHSTTSI YIPABJIiHCHKOTO PIillICHHS HA OCHOBI aHAJI3y
inopmallii 3 KOCMiYHUX CUCTEM CIIOCTEPEKEHHS ¢(HOPMYJITHOBAHO MOJIE/IbHA 3a/1ada. Y SIKOCTi 300pakeHb 3 KOCMIYHIX CHCTEM CIIOCTEPEsKEHHSI
POBIJISIHY TO 300paskeHHsl, 10 oTpuMaHi 3 kocmiuroro amapary WorldView-2 (CIIA) 3 pisnuneio y wotupu 1o6u. Pospaxosano Beretaniiinmii
iH/IeKC Ta BU3HAYEHI HMOBIPHOCTI JlerpajiailiitHol AMHAMIKA POCJAMHHUX CerMEHTIB. BCTaHOBIIEHO, 110 MaKCUMaJIbHE 3HAYEHHS OIliHOYHOTO
(yHKIioHATY OCSTAETBCS TPK BUOOPI PIlIEHHS 01, SIKE € ONTUMATBHIM 32 6alleCOBCHKIM KPHTEPIEM Ta KPUTEPIEM MiHIMYMY JHCIIepcil.

[IpoBeeHo OMIHIOBAHHS SIKOCTI MPUHHATTS YIPABIiHCHKOTO PIlleHHS BIIOMUMHU Ta PO3poOJeHrM MeTogoM. JIJist OIliHIOBaHHSI SIKOCTI
NPUIHATTS YIPABIiHCHKOrO PillleHHs BIIOMUMK Ta PO3POOIEHUM METOAOM BBEAEHI TOHATTS 00’€KTUBHOCTI METOY TPUHHATTS PillleHHs
Ta CEJeKTUBHOCTI METOAY IPUNHATTS pilleHHs. BceranosieHo, 1o obuaBa MeToila € 00’€KTUBHUMM Ta VIOCKOHAJTIEHUI MeToJ| € 6is1bIT
cesleKTUBHNUM (BHUTpall ckiaanae 2,6 pasis). Ile crac MOKIMBIM 3aB/SIKM BUKOPUCTAHHIO iH(MOPMAIlil KOCMIYHUX CHCTEM CIIOCTEPESKEHHSI.

Kimo4oBi cioBa: ympaBiiHCbKe PIllIeHHsI, KOCMi9HA CHCTEMA CIOCTEPEKEHHs], CETMEHTYBAHHS 300pasKeHHsl, CTaH CepPelIOBHUIIA,
TIPOTHO3YBAHHSI.
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KJIACHU®IKAIIISI COPTYBAHHS MOJIYJISIIIi CUTHAJIY BE3IIPOBIJITHOTO CEPEJIOBUIIIA 3
BUKOPVCTAHHSIM 3BEPTKOBOI HEIPOHHOI MEPEKI (c. 70-79)

Ekhlas Hamza, Sameir Aziez, Fadia Hummadi, Ahmad Sabry

[nboke HaBYaHHSI HEIIOAABHO BUKOPUCTOBYBAIOCS sl €T MpobJaeMy Ta TI0Ka3aio 4yA0Bi pe3yJibraTh aBTOMATUYHOI Kaacudikaiii
mopyssnii. ITonepeani gocipkeHHS CTBEPAXKYIOTH, 10 CKJIAAHO KiacudikyBaTi pi3HOMaHITHI (opmaty MOJYJIALil, BUKOPUCTOBYIOYU
TpaaMIiiHI miAX0MM; OfHAK KaacudiKalliss MOLYJIAIT € BasKIMBUM KOMIIOHEHTOM HEKOOIIEPATUBHOTO 3B SI3KY ITPU BUKOPHCTaHHI GE3POTOBOTO
3B'13Ky. Mepeka rirboKoro HaByaHHs OyJia 3aCTOCOBaHA /ISl BUPILICHHST TPOOJIEMU Ta OTPUMAHHS TiIHUX pe3yJbraTiB. ¥ Iiiii poGoTi
BUKOPHCTOBYEThCS 3rOPTKOBA HeliporHa Mepeska 3 rmbokum Hapdarniam (3TMTH) aist knacudikaiii TphoX aHaJIOrOBUX Ta BOCBMU METO/IB
1udPoBOi MOMYJIALIT IIJIIXOM CTBOPEHHSI CIIOTBOPEHUX KAHAJIB Ta CHHTETUYHUX CUTHAJIB SIK HaBuasibHux ganux. Otpumana 3TMTH
TECTYEThCS 3a MOMOMOrow edipHux iHankatopis ta miatdopmu Software Define Radio (SDR). Hasuena 3TMTIH ouitioe B MOyl
KOJKHOTO Kajpy, B3sBum 1024 Bubipku curnamis i3 cnorBopenusiMu kanany. Crocih BKIIOYAE TeHEpaliio AeKiJIbKOX KaJpiB aMILIiTyAHOT
MOyl iMITysibeiB 3 wotupma psagamu (PAM4), sxi noripinyiorbest yepes apeiid yacy AMCKpeTHsallii, i THBHOTO GiI0r0 TayciBChbKOTO
mymy (AWGN), nenrpaibioi yactotu i GaratornpoMeneBoro sapmupanis Paiica. 3STMIH nepenbavyae peaibHi BXigHi gaHi mpuiiomy
CUTHAJTY 31 CKJIaIHUMK BUOIpKaMU OCHOBHWUIA JiHii uacToT. Tlepesl OHOBJIECHHAM MepekeBUX Koe(DIlli€HTIB Ta Ha BCiX iTepallisix cXOBHIIE
JaHVX TepeTBOPIOE laHi 3 (ailuris Ta 3anucye ix. s HaBYaHHsT Mepexki 3 BUKOPUCTAHHSIM JaHUX y maM’siti moTpibHo 6/m3bko 50 XBUIHH,
a [Tl HaBYaHHs 3 BUKOPHCTAHHAM ganux 3 aucka — 110 xpummn. Ominka nayanis 3TMIH 3nxificHioeTsest missxoM OTpUMaHHs TOYHOCTI
kaacudikaiii 1 TectoBux KanpiB. OTpUMaHUl Pe3ysbraT MOKa3ye, 10 Po3pobiieHa Mepexka MOKe JOCSIITH TOYHOCTI 6iu3bko 94,3 %
npubaM3HO 3a 12 €noX A TaKUX TUIIB CUTHAJIB, HABYAHHS SIKUX THILI0 613bKo 26 xBusnH. [le nigBumuTh eeKTUBHICT BAKOPUCTAHHS
CIEKTPa Ta BU3HAYMTD THIT MOJLYJIAIT TIPUiiMadiB 6e3/[pOTOBOTO 3B’SI3KY.

KiiouoBi cioBa: 6e3/1poToBHi 3B'130K, UG PoBa MOAYJIsIIs, KiIacudikaTopy HEHPOHHNUX 3TOPTKOBUX MEPEK 3 IIMOOKUM HABYAHHSIM.
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PO3POBKA ITPOTOTUILY ITPOTPAMHOTIO 3ABE3IIEYEHHS /151 HEHIEHTPAJII3BOBAHUX OB’E€KTIB
IIOCMJIEHHA BITPOBOTI'O IIOTOKY (c. 80-88)

Gaukhar Alina, Nurlan Tashatov, Galina Tatkeyeva, Madi Bauyrzhanuly, Dinara Kaibassova, Margulan Nurtay

Jlare [OCTiKeHHST TIPUCBSTIEHE PO3POOII MPOTPAMHOT0 3abe3MeUeH s /715 MTABUIIEHHST eeKTUBHOCTI aBTOHOMHUX BiTPOTEHEPYIOUNX
MICTAHII 3 BUKOPUCTAHHSIM [AHEJIbHUX KOHCTPYKILiiL, 1[0 JI03BOJIUTH BUKOPUCTOBYBATH €HEPTito BiTPY /Uist BUPOOJIEHHS €JIeKTPOeHepril



3 MiHIMaJILHUMM BTpataMu i Jyist xkutresabesnederts OyaiBesb Ta criopya. B xozui pobotu po3pobiieHo nporpaMHo-anapatHiil KOMILIEKC i3
(GYHKI[IOHAIBHOIO CXEMOIO JI7IsI IIPOBE/ICHHST eKCIIePUMEHTATbHIX BUMIPIOBaHb. Y CTATTi TAKOXK OMHICYETHCS IPOIEC MOJIETIOBAHHS BiTpOreHe-
paitii, 36opy Ta mepeaavi [aHuxX y PesKUMi peabHOro yacy Ha BeO-cepsep 3a mporokosom HTTPS. ¥V 38’13Ky 3 iHTEHCUBHUM PO3BUTKOM BiTPO-
ereprerukn y Kazaxcrani icHye HeOOXiIHICTb 3aCTOCYBaHHS METO/IB YA0CKOHAJIEHHST TIPOTIECy BUPOOJIEHHS eHepril. 30KkpeMa, BUKOPHUCTaHHS
TeXHIYHMX Ta MPOrPaMHUX 3acO0IB KOHTPOJIO Ta MPUIHATTS PillleHb MOA0 ONTUMIZaIll Mpollecy BUPOOICHHS eJeKTPOCHEPTil J0IOMOKe
BUPIIIUTH TIPOGJIEMY 0OMEKEHNX EKOHOMIUHUX 1 TPYIOBUX PeCypciB. Pe3ysbrati eKCIepUMEHTIB MOKA3aju, 110 aBTOMATUYHE YIIPABJIIHHSI
MIATOBUMY KOHCTPYKIISIME J03BOJISIE (DaxiBILSIM THABUIIUTH e(heKTUBHICTD TIpoliecy BUPOOIeH s eHeprii Ha 25 % i, TAKMM YMHOM, BUSIBJIEHA
HeJlHiHa 3aIeKHICTh MiXK TTOTYKHICTIO BUPOOIIOBAHOT eHeprii, IMBUAKICTIO Ta HanpsaMKoM BiTpy. CJi TakokK 3a3HaYNTH, 110 Pe3yJIbTaTH,
OTpUMaHi B XOJi JAHOTO JHOCJII/ZKEHHsI, J03BOJISAIOTH BUPIIIUTH TIpodeMy eKoHOMIil ejrexTpoeneprii B Mictax Kasaxcramy, OCKIIbKY MOKH
iCHYIOTH Jiuiie MaciTabHi BITPsIHI eIEKTPOCTAHIL, 0 He 3aBK/AU JOCTYIIHO B MPOCTUX MICBKMX yMOBaX. Bibin TOro, po3pobieHe B Xoji
JOCJIJUKEHHS TIPorpaMHe 3a0e31eueHH s I03BOJIUTh 3/IICHIOBATH aBTOHOMHE YIIPABJIiHHS Ta aHAII3yBaTH TOBEAIHKY BITPOEJIEKTPOCTAHIIT
3 ypaxyBaHHSIM Pi3HUX TOTOAHIX yMOB. Hazmasr Metoan anasmisy ganux GyayTh 3aCTOCOBaHi 10 TaHUX, OTPUMAHUX Y MPOIIECi MOIETIOBAHHSL.
PospobJieno ciienapiii npuitoMmy Ta nepegadi aHuX 3 AaTYUKIB IBUAKOCTI | HAIPSIMKY BITPY B PEsKMMIi PeajbHOIO yacy.

Kiouosi cnoBa: sitpoenepreruka, [HTepHeT peyeil, mporpamue 3abe3neuentst, peaibHuii uac, Django, MOHITOPUHT MPOIIECIB.




