MODELING OF SELECTIVE GALOIS COUNTER
MODE WITH RAPID GENERATION OF GALOIS
MESSAGE AUTHENTICATION CODE (p. 4-12)

Olexander Kuznetsov,
Ievgeniia Kolovanova, Dmytro Ivanenko, Olena Vynokurova

This article discusses the selective Galois counter mode
with rapid generation of Galois message authentication code
(Galois/Counter Mode and GMAC - GCM & GMAC). Speci-
fication of this coding mode is presented in NIST SP 800-38D.
This coding mode is designed for realization of rapid cryp-
totransformation in providing information security services
using different cryptographic primitives, such as polynomial
hashing, counter and other. Using of proposed coding mode
ensures the integrity and confidentiality of information. The
article developed a reduced model of the mode. Reduced model
preserves the algebraic structure of all main cryptotransfor-
mations by their scaling. Developed reduced model will use
for experimental studies of collision properties of generated
message authentication codes using the methods of statistical
testing of hypotheses and mathematical statistics. This article
discusses practical examples of cryptoprimitives and crypto-
transformations.

Keywords: mini-model, message authentication code,
hashing, coding, key, information security, message, block sym-
metric cipher.
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OPTIMIZATION OF ANTENNAS ELEVATION
ANGLES FOR ATMOSPHERIC BOUNDARY LAYER
ACOUSTIC SOUNDING SYSTEM (p. 13-19)

Yaroslav Sydorov, Gennadii Sidorov

Using acoustic locators is effective to solve the problems
of studying wind conditions in the atmospheric boundary
layer. These locators are based on the monostatic and bistatic
principle. In the first case, the wind velocity vector is deter-
mined by the results of sounding in three directions, in the
second — three-channel system with three different receiving
antennas, radiation patterns of which intersect vertically-ori-
ented radiation pattern of the transmitter antenna at a given
point in space is used. In each direction of signal reception by
the measured value of the Doppler frequency shift, the value
of the wind velocity projection at the geometric axis of the
receiving antenna is determined and then using the appropri-
ate matrix transformations, wind velocity projections in the
Cartesian coordinate system are calculated. The most impor-



tant characteristic of any measurement system is the total
standard measurement error, the value of which depends on
the system configuration and total error components, defined
by technical characteristics of the system. The analysis of the
dependence of the measurement error of the most important
for the practice horizontal component of the wind velocity
depending on the antenna elevation angle was carried out, the
nonlinear dependence of this quantity was shown. Its values
are minimized in the certain range of angles that are optimal
for the system construction.

Keywords: acoustic sounding, atmospheric boundary lay-
er, antenna elevation angles, standard error.
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FORECASTING CHANGES OF FRAME ALIGNMENT
LOSS PROBABILITY IN CONVERGENT NETWORKS
(p. 19-24)

Yuriy Babich, Lesia Nikityuk

The paper provides a developed method that allows to
predict a change in the frame alignment loss probability when
using the unstructured circuit emulation services in mobile
backhaul networks based on the bit-error monitoring. This
method allows to determine the moments of exceeding the
threshold value by frame alignment loss probability for any

technically possible number of TDM cycles, encapsulated in
an Ethernet frame.

The fragments of dependences of the frame alignment
loss probability on the bit error value with different values
of the number of TDM cycles, encapsulated in an Ethernet
frame, produced using the developed model were shown. It
was shown that large threshold values of frame alignment
loss probability correspond to the large values of the number
of TDM cycles, encapsulated in an Ethernet frame. With
the increase in the number of TDM cycles, encapsulated
in an Ethernet frame, the probability that frame alignment
loss probability exceeds its threshold value grows, which is
undesirable. The developed method allows to decide on the
possibility to increase the communication channel utilization
by increasing the number of TDM cycles, encapsulated in an
Ethernet frame, based on data of forecasting changes in the
frame alignment loss probability.

Keywords: circuit emulation service, forecasting frame
alignment loss probability, mobile backhaul.
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ANALYSIS OF MODELS AND OPTIMIZATION
OF INFORMATION COLLECTION IN WIRELESS
SENSOR NETWORKS (p. 24-30)

Pavel Galkin

The paper analyzes various models of information collec-
tion from currently existing wireless sensor networks.

The analysis has shown that depending on the collection
model chosen, its application is limited. The model of data
collection on schedule is optimal for tasks of permanent track-
ing of parameters of the investigated environment. Using the
model of data collection on request allows partially obtain the
benefits of the model of collection on schedule and arrange
access to the nodes as to the database. The model of data col-
lection on events is the most effective for monitoring the envi-
ronment in terms of state changes and identifying significant
events. Adaptive information collection models implement
the idea of self-organizing wireless sensor networks.

At the same time, there is no collection model that can be
used with some restrictions for various wireless sensor net-
works. The only model that partially satisfies this condition,
in some approximation, is a hybrid model.

The hybrid information collection model allows to com-
bine several models for solving specific operation problem
of the wireless sensor network. The disadvantages of hybrid
models are very complex network construction algorithms.

Different approaches, which allow to optimize such infor-
mation collection are proposed. Positioning nodes and intro-
ducing network aggregators provides enhanced adequacy and
objectivity of the data obtained at low energy costs.

The optimization problem of existing information flows
in different information collection models in WSN remains
relevant and practically significant.

Keywords: model of information collection, wireless sen-
sor networks, routing, optimization, wave transmission.
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COMPUTER SIMULATION OF POLYNOMIAL
ALGORITHMS OF RADIO SIGNALS DISTINCTION
AND ESTIMATING THEIR PARAMETERS (p. 31-39)

Volodymyr Palahin, Artem Honcharov, Volodymyr Umanets

The use of bifunctional rule of processing input sample
values was proposed in the paper. The first function is a hy-
pothesis distinction function, which is based on using poly-
nomial decision rules (DR) of signals distinction, the optimal
coefficients of which are in accordance with moment quality
criterion of upper limits of error probabilities. The second is
a signals parameters estimation function, which is based on
methods of polynomial maximization and truncated stochastic
polynomial maximization.

Using a generator of pseudorandom sequences, based on
bigaussian model, computer simulation of common algorithms
of signals distinction and evaluating their parameters was per-
formed. Experimentally obtained computer simulation results
in general correspond to theoretical.

It was found that the efficiency of polynomial distinction
and evaluation algorithms increases with the stochastic poly-
nomial degree and as the values of coefficients of asymmetry
and kurtosis approach the tolerance range limit, i.e. the prob-
ability of type I and type II errors and dispersion of the ob-
tained estimates decreases. The results can be used to reduce
the error probability of radio signals distinction and improve
the estimation accuracy of their parameters in radiolocation,
radio navigation and other areas, where the accuracy of signal
processing algorithms plays an important role.

Keywords: truncated stochastic polynomials, moment
quality criterion, signals distinction, non-Gaussian noise.
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DEVELOPMENT OF MATHEMATICAL AND
SOFTWARE MODELS OF THE PERSPECTIVE
ENCRYPTION ALGORITHM FOR
IMPLEMENTATION VERIFICATION (p. 39-45)

Yuri Gorbenko, Ruslan Mordvinov, Olexander Kuznetsov

The structure, basic transformations and application
modes of the perspective encryption algorithm of symmetric
block transformation “Kalina” are considered. Mathematical
and software models of the cryptographic algorithm for the
implementation verification are examined. In particular, veri-
fication method of software implementation of BSC “Kalina”
in the respective operating modes is justified, reference soft-
ware implementation of the basic cipher transformations and
test cases for the implementation verification are designed.
To eliminate sources of common errors in various cipher
components, multi-version development is used, the essence
of which is to create two or more software components to
implement the same function by the methods that eliminate
errors in various cryptographic transformation elements. The
results allow to perform verification of the software, software-
hardware and hardware implementation of BSC “Kalina” and
all relevant application modes, both at the design stage and in
the case of a self-test while the system operation.

Keywords: symmetric block cipher, cryptographic trans-
formation, software implementation correctness, test cases.
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USE OF NON-LINEAR DINAMICS METHODS FOR
RESEARCHING NETWORK TRAFFIC BEHAVIOUR
OF HIGH-SPEED NETWORKS (p. 46-50)

Aleksandr Karpukhin, Dmytro Gritsiv, Aleksander Tkachenko

An approach that allows to assess the behavior of network
traffic of high-speed communication networks, which has self-
similarity properties using the nonlinear dynamics methods is
proposed in the paper. The number of Internet users is grow-
ing every year, which leads to an increase in the load on the
communication channels. The works of many researchers have
shown that network traffic possesses self-similarity property,
caused by the TCP protocol behavior. With the advent of
high-speed data transmission technology, this property of the
network traffic has become particularly evident. Communi-
cation networks of information systems with TCP protocol
are considered in the paper as nonlinear systems that exhibit
chaotic properties under certain computer network param-
eters. Studies have shown that in the model network there
are unwanted chaotic phenomena, which negatively affect its
performance.

The results can be used to modify existing networks and
design new ones. The proposed technique allows to predict
the network traffic behavior under certain values of the
computer network parameters at longer time axis intervals
through its analysis at relatively small segments.

Keywords: self-similarity, network traffic, chaotic phenom-
ena, dynamic system, TCP protocol.
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INCREASING DATA TRANSMISSION QUALITY
INDICATORS UNDER THE INFLUENCE OF THE
“INFORMATION AGING” (p. 51-55)

Mikola Zaharchenko, Matin Magsud-ogli Gadzhyiev,
Volodymyr Korchinsky, Oleksandr Rabuha

The influence of information “aging” on selecting infor-
mation transmission methods with a given reception quality
is considered. The main disadvantages of data transmission
systems with information “aging”, using bit-digital encoding,
which are caused by a necessary code combination length
limitation with a given (desired) communication quality are
analyzed.



It is shown that similar contradictions in terms of the
Shannon’s fundamental coding theorem are also typical for
data transmission systems with feedback (FB).

New, more effective transmission methods, ensuring
both required transmission quality and transmission of large
amounts of information in a given time interval are proposed.
Using timer encoding in transmission systems reduces infor-
mation delivery time by two times compared with BDC.

It is theoretically proved that using the timer signal de-
signs (TSD) when selecting the coding method and signal
type allows to increase the capacity of many allowed signal
designs and the number of code combination realizations in
the interval of elements by hundreds of times. This in turn al-
lows to change information transmission probability for rate,
i.e. transmit more data (code words) in less time.

Keywords: information aging, timer signal designs, bit-
numeric codes, transmission system, decision feedback.
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DEVELOPMENT OF A STRUCTURAL GRAPH
OBJECT APPARATUS AS A MEANS OF
DEVELOPING MODELS FOR STUDYING
COMPUTER NETWORK SURVIVABILITY (p. 56-39)

Victor Bondarenko

The paper introduces a new concept of structural graph
object. The structural graph object is a generalization of the
well-known concept of graph. The generalization is made in
such a way that the connection may be not only between the
graph nodes, but also between nodes and branches, as well as
between subgraphs of the graph. The generalization makes it
possible to form a computer network model that includes all
possible threats (attack, failure or emergency) in the network
operation, both natural and human-related factors. In contrast
to the existing models, this model allows making a comprehen-
sive analysis of the computer network survivability, taking into
account hardware, software, informational and organizational
aspects of survivability. These directions make the contribution
to the concept of computer network survivability and should be
considered together. This will make the operation of computer
networks more reliable and stable.

Keywords: telecommunication systems, computer networks,
survivability, structural graph objects, threats, destructive effect.
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RESEARCH OF STABILITY AND SENSIBILITY
OF THE METHOD OF PRIORITISATION OF KEY
PERFORMANCE INDICATORS OF INFORMATION
SYSTEM (p. 60-65)

Yaroslav Toroshanko, Volodymyr Shmatko, Maxim
Vysochinenko, Anna Bulakovs’ka

The applied multi-criteria optimization problem - select-
ing the optimal structure of key performance indicators in the
information system with heterogeneous data was considered.
Preference relations are based on measurement results, prob-
ability estimates and subjective judgments. A modified ana-
lytic hierarchy process with exact calculations of the prior-
ity matrix eigenvalues was applied. Assessments of accuracy,
stability and asymptotic sensitivity of the solving algorithms
were given.

A mathematical model to assess the distribution of ex-
treme eigenvalues of the pairwise comparison matrix, ana-
lyzed in the presence of errors and perturbations of the matrix
elements using the analytic hierarchy process for decision-
making within the multicriteria problem was developed. Tt
was shown that the benefit from applying the new proposed
methodology for accurate calculation of eigenvalues lies in
ensuring the solution stability to perturbations of the values
of the matrix elements and errors of intermediate calculations.

The obtained results can be used to improve the efficiency
of information systems in two ways. Firstly, evaluation ac-
curacy and detail of priorities of selected key indicators ac-
cording to their relative importance are improved. Secondly,
sustainability of information systems at selected and priority-
arranged KPIs are critically evaluated.

Keywords: key performance indicators, stability, sensi-
tivity, information system, priority level, analytic hierarchy
process.
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