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The object of the study is decision support systems. The subject
of the study is the decision-making process in management problems
using a combined bio-inspired algorithm, consisting of:

— the improved wolf optimization algorithm and the improved
sparrow search algorithm — for solving optimization problems re-
garding the object state;

—an advanced genetic algorithm — for selecting the best agents
in flocks;

—an advanced training method — for deep training of agents to
improve the optimization characteristics of agents.

A solution search method using an improved bio-inspired algo-
rithm is proposed. The method has the following sequence of actions:

— input of initial data;

— initialization of the search for a flock of sparrows and its pa-
rameters;

—ranking and selection of sparrow agents using an advanced
genetic algorithm;

— updating the sparrow location for the discoverer;

— checking the conditions for updating the position of sparrows;

— initialization of additional search parameters;

— running the gray wolf optimization algorithm;

— training agents’ knowledge bases;

— determining the amount of necessary computing resources of
the intelligent decision support system.

The originality of the proposed method lies in the combined
use of bio-inspired algorithms, setting agents taking into account
the uncertainty of the initial data, advanced global and local search
procedures. The method makes it possible to increase the efficiency
of data processing at the level of 19 % using additional improved
procedures. The proposed method should be used to solve the prob-
lems of evaluating complex and dynamic processes in the interest of
solving national security problems.

Keywords: optimization, complex technical systems, sparrow
search algorithm, wolf optimization algorithm.
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The object of the study is organizational and technical systems.
The subject of the study is the decision-making process in the
problems of management of organizational and technical systems.
A method of increasing the efficiency of decision-making in organiza-
tional and technical systems using artificial intelligence is proposed.
The research is based on the giant armadillo swarm algorithm to find
a solution regarding the state of organizational and technical systems.
Giant armadillo agents (GAA) are trained using evolving artificial
neural networks, and an advanced genetic algorithm is used to select
the best GAA. The method has the following sequence of actions:

— input of initial data;

— setting GAA on the search plane;

— numbering GAA in the swarm;

— determining the initial velocity of GAA;

— preliminary evaluation of the GAA search area;

— classification of food sources for GAA;

— sorting the best GAA individuals;

— attack on termite mounds by GAA;

— digging termite mounds by GAA;

— updating GAA positions;

— checking for the presence of a GAA predator;

— escape and fight against GAA predators;

— checking the stop criterion;

— training GAA knowledge bases;

— determining the amount of necessary computing resources of
the intelligent decision support system.

The originality of the proposed method lies in setting GAA tak-
ing into account the uncertainty of the initial data, advanced proce-
dures of global and local search taking into account the noise degree
of data on the state of organizational and technical systems. The
method makes it possible to increase the efficiency of data processing
at the level of 14—19 % using additional advanced procedures. The
proposed method should be used to solve the problems of evaluating
complex and dynamic processes.

Keywords: management efficiency, complex processes, giant
armadillo swarm algorithm, hierarchical systems.
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The object of research is Markov models of network nodes with
UDP (User Datagram Protocol) and TCP (Transmission Control
Protocol) traffic and their differences.

The task solved is the lack of Markov models of network nodes
describing the behavior of TCP traffic from the point of view of pack-
et retransmissions and packet delivery guarantees.

Markov models of network nodes describing traffic behavior
with guaranteed packet delivery have been further advanced. Given
the comparison of the models, the differences from the classic models
serving TCP traffic were shown, for each packet flow, an additional
dimensionally was added to the graph of states and transitions, which
takes into account the retransmission of a lost packet. The compari-
son graph shows similar behavior of queue length and packet loss for
both types of traffic. But the nature of the curves is different. With
TCP traffic, packet loss can exceed 5 percent. In addition, lost packets
must be retransmitted, which increases the load on the network node.

More failures and packet queue lengths at a network node
during peak load typically occur with TCP traffic compared to
UDP traffic. At peak load, the difference in service failures can reach
20-30 percent. The main reason is that TCP uses flow control and
rate-limiting mechanisms to avoid network congestion and ensure
efficient data transfer between nodes.

The Markov model of TCP traffic requires an additional di-
mensionally on the graph of states and transitions, which affects the
behavior of queues and packet failures.

The investigated problem was solved due to the universality and di-
versity of the mathematical apparatus of Markov mass service systems.

The results could be used in network modeling software pro-
ducts for building and reengineering the topology of electronic com-
munications networks at enterprises and organizations.

Keywords: Markov model, network traffic, network node, mass
service system.
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Modern heterogeneous packet networks generate network traf-
fic with a complex structure. In this article, the object of study is
a time series. The total number of User Datagram Protocol (UDP)
packets has reached 250242. According to analysts, the growth
trend of traffic, including real-time applications, will continue and
the volume of data will grow, which may lead to the formation of
packet queues when processed by network devices. In this case, there
may be losses in case of long queues. To solve this problem, a power
spectrum assessment was carried out. The AR maximum entropy
estimator has been shown to be more sensitive than the auxiliary
Fourier estimator.

Accounting for non-stationarity by spectral methods is possible
only through estimation in a sliding time window. Nine diagrams of
spectral-temporal analysis of the original series, its increments, and
the mixed series of increments were obtained: with default parame-
ters, with small and large windows. Diagrams related to the original
series reflect the dynamics of changes in data transmission intensity
in the network; they show higher temporal resolution, indicating the
presence of high-frequency components (noise) and the presence
of low-frequency components (trend). Diagrams with increments
describe signals of periodic components; changing the length of the
window did not reflect the presence of noise or trend signs. Dia-
grams with mixed increments show that frequency components are
uniformly distributed. The uniqueness of this work lies in the real
measured data, and a distinctive feature of the obtained results is the
visual examination of the complex traffic structure, allowing for the
resolution of the investigated problem. Practical application of the
results obtained can be applied in Quality of Service (QoS) man-
agement, resource planning, and network performance optimization.

Keywords: UDP, AR-estimation, moving window, packet inten-
sity, long-term trend, high-frequency component.
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PO3POBKA METOVKH IIOIIYKY PINIEHD 3 BAKOPUCTAHHIM KOMBIHOBAHOTO BIOIHCIIIPOBAHOTO
AJITOPUTMY (c. 6-13)

Khudhair Abed Thamer, O. §. Cosa, O. II. lllanomnikosa, B. K. flmenok, I. I. Cranoscbka, C. B. Illocrak, O.
C. M. Iletpyk, O. b. Manuii, C. O. Kamkesny

Pynenxo,

OO6’€KTOM JIOCIIIZKEHHS € CHCTEMU MHATPUMKHI TIPUITHATTS pittenb. [IpeiMeToM MOCTiKeHHS € TIPOoIeC MPUIAHSTTS PillleHHsI B 3a/[a4aX
YIIPABJIIHHS 3a IOTIOMOTOI0 KOMOIHOBAHOTO Gi0IHCITIPOBAHOTO ANTOPUTMY, IO CKJIATAECTHCS 3:

— YIOCKOHAJIEHOTO aJITOPUTMY 3Ipai BOBKIB Ta YIOCKOHAJIEHOTO aJrOPUTMY 3rpal TOpoOI[iB — AJIsk BUPILICHHS ONTUMI3AIiiHIX 3aB/aHb
MIO/I0 CTaHy 00’€KTy;

— YIOCKOHATEHOTO TEHETHIHOTO JITOPUTMY — /TSI BiZIOOPY HAMKPAIIIX areHTiB y 3Tpasix;

— YIOCKOHAIEHOTO METO/Y HABYUAHHSI — JIJIsI TJIOOKOT0 HABYAHHSI AT€HTIB 3 METOIO MOKPAIIEHHsI ONTUMI3aIiIHIX XapaKTePUCTHK areHTiB.

3arpornoHOBAHO METOJMKY TOIIYKY PillleHb 3 BAKOPUCTAHHAM YIOCKOHAIEHOTO GIOiHCIIPOBAHOTO ajaroputMy. MeTo/iKa Ma€ HaCTYIHY
TOCJIIOBHICTD M1l

— BBEJICHHS BUXI/IHUX /IAHUX;

— inimiazsizanist nouryky srpai ropo0iiis Ta ii mapamerpis;

— paHsKyBaHHs Ta BifIGIp areHTiB ropolILiB 3a I0IIOMOTOI0 YAOCKOHAJIEHOTO TEHETUYHOTO aJITOPUTMY;

— OHOBJIEHHST PO3TAITYBAHHS TOPOOIS TSI TIEPIIOBIAKPIBAYa;

— TIepeBipKa yMOBU OHOBJICHHSI TIO3UILiT TOPOOIIiB;

— inirianisamist 0IaTKOBUX ITapaMeTpPiB IMOIIYKY;

— 3aIlycK aJTOPUTMY 3Tpai CipiX BOBKiB;

— HaBuaHHs (a3 3HAHb ArEHTIB;

— BU3HAYEHHS KiJIbKOCTI HEOOXIZAHIX 06UNCTIOBATLHUX PECYPCiB; IHTENIEKTYaTbHOT CHCTEMHU THATPUMKH MIPUNHSTTS PillleHb.

OpuriHaJbHiCTh 3aIPOIOHOBAHOT METOMKH TIOJIATAE Y KOMOIHOBAHOMY BUKOPHCTAHHI Gi0iHCIIIPOBAHUX aJTOPUTMIB, PO3CTaBJICHHI areH-
TiB 3 ypaxyBaHHsIM HEBU3HAYCHOCTI BUXIHUX JIAHUX, YAOCKOHAJEHUMHE MTPOIEyPaMU IJI0GAIBHOTO Ta JJOKAJIBHOTO MOIIYKY. BUKopucrans
METOJIUKH [I03BOJISIE IOCSITTH T IBUIIIEHHS OTIEPATUBHOCTI 0OPOOKY MaHnX Ha piBHi 19 % 3a paXyHOK BUKOPUCTaHHS IOAATKOBHX YIOCKOHA-
JIEHUX HPOLEeLypP. 3alPOIOHOBAHY METO/UKY JIOIiJIbHO BUKOPUCTOBYBATH! /LISl BUPIIIEHHST 33/1a4 OLIHKN CKJIQJIHUX Ta JAMHAMIYHUX IIPOIECiB
B iHTepecax BUPINIEHHS 3aBIaHb HAIOHAIBHOT Ge3MeKN.

Ki040Bi c10Ba: onruMisaltis, CKJIajiHi TEXHIUHI CHCTEMH, aITOPUTM 3rpai ropobILiB, aITOPUTM 3rpai BOBKIB.
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PO3POBKA METO/IY HNIJIBUIITEHHA EOEKTUBHOCTI IPUMHATTS PIIIEHD B OPTAHI3AIIIMHO-TEXHIYHUX
CUCTEMAX (c. 14-22)

Salman Rasheed Owaid, 0. B. JKypascokuii, O. I. Jlursunenko, A. O. Bepernos, /1. B. Cokoinoscpkuii, I. A. Iltexosa,
B. O. Ipinbkos, T. B. Ilayrina, C. M. Hepouos, O. B. JToB6enko

OG6’eKTOM JIOCTIIKEHHST € OpraHi3aliitHo-TexHiuHi crcTemu. [IpeiMeToM MOCTiIKEHHST € TIPOTIEC IPUITHSTTS PIllICHHST B 3aBJAAHHSIX YITPAB-
JIIHHS OPTaHi3aliifHo-TeXHIYHUX CHCTEM. 3aIPOITOHOBAHO METO/I i IBUTIEHHS OTIEPATUBHOCTI MPUIHSTTS PillleHb B OPraHi3amiiio-TeXHiYHuX
CHCTEMax 3 BUKOPUCTAHHSM IITYYHOTO iHTEJIEKTY. B OCHOBY OCITIKEHHST MOKJIAICHUIT aJITOPUTM 3Tpai TiIraHTChKUX GPOHEHOCIIIB — IS [TO-
HIYKY PillleH st M0JI0 CTaiy OpraHizaiiHo-TexHiynux cucreM. /[Jist HaByanus arentis rirantchbkux 6ponenociis (ATB) BUkoprcToByIOTHCS
HITYYHI HEHPOHHI Mepe:Ki, 10 eBOJIOIIOHYIOTE, a /i Bigbopy Halikpamux ATB BUKOPUCTOBYETHCS YAOCKOHANEHUIT TeHETHYHIH aJlfOPUTM.
Metomnka Ma€ HaCTYTIHY HOCJIZIOBHICTD JIiii:

— BBEJICHHS BUXI/HUX [IAHUX;

— BucrasiieHus AI'D va momusi nomyxky;

— nymepaiisg AI'D B 3rpai;

— BU3HAYEHHH 11049aTKOBOI mBuakocti AI'B;

— TIOTIePEeIHE OTiHIOBAHHA Jimsankn nomyky AI'D;

— knacudikartis mprepet ki st AI'D;

— copryBaHHs Halikparmux ocobun ATB;

— aTtaka na Tepmitnuku AI'b;

— Konauus tepMiTHUKIB AI'D;

— onosJienns no3uiliii AI'b;

— nepesipka HagBHoCTi xiskaka AT'D;

— Breda Ta 60porhda 3 xuKakamu ATB;

— mepeBipKa KPUTEPIIo 3yTIITHKY;

— HaByanHs 6a3 sHanb AI'B;

— BU3HAYEHHS KiJIbKOCTI HEOOXIZAHIX 00UNCTIOBATLHUX PECYPCiB; IHTENEKTYaTbHOT CHCTEMHU THATPUMKH MPUNHSTTS PillleHb.

OpuriHaIbHICTH 3AMPOIIOHOBAHOTO METO/LY ToJisirae y po3ctasyienni AI'D 3 ypaxyBaHHIM HEBU3HAYEHOCTI BUXIJIHUX JaHUX, YIOCKOHAJIE-
HUMH [IPOIIELypaMu TI06aIbHOTO Ta JIOKAJIBHOTO TIONIYKY 3 YPaxXyBaHHsIM CTYTEHIO 3allyMJICHOCT] JAHUX PO CTaH OPraHizalliiHO-TeXHIYHUX
cricteM. BUKOpICTAaHHS METOAY I03BOJISIE IOCSATTH I IBUTIIEHHS OMIEPATHBHOCTI 00pOOKH naHuX Ha piBHi 14—19 % 3a paXyHOK BUKOPUCTAHHS



JOJIATKOBUX YJOCKOHAJIEHUX TIPOLE/yP. 3alpPOIOHOBAHNI METO/ JIOII/IBHO BUKOPUCTOBYBATH [IJIsl BUPIIIEHHsT 33/[a4 OLIHKK CKJIA[HUX Ta
JINHAMIYHUX TPOIIECIB.
Kii04oBi cioBa: orepaTuBHiCTb YIIPABJIiHHsI, CKJIaHI POIECH, aJITOPUTM 3Tpai TiraHTChbKUX OPOHEHOCIIIB, iepapXiyHi cHCTEMH.
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OLIHKA ITIOKA3HUKIB QOS MEPEJKI 3 UDP TA TCP TPA®IKOM ¥ PEKHUMI IITIKOBOT'O HABAHTAYKEHHSI
BY3JIA (c.23-31)

I1. €. IIycroBoiiroB, B. M. Boponenp, O. M. Boponeup, I. B. Coxox, M. I0. Oxpumenko

OG6’exTOM OCTIIFKEHHSI € MapKiBChki Moztesti By3iiB Mepesk 3 UDP (User Datagram Protocol, mpoTokosi KOpueTyBalbKuX geiitarpam) Ta
TCP (Transmission Control Protocol, mporokoJi KepyBanis nepesaueio) Tpahikom Ta ixX BiAMiHHOCT.

TTpobuiema, 110 BupitnyBasacs, — BiICYTHICTh MapKiBCHKUX MOJIeJIeH BY3JIiB Mepex, 1o onucyioTs noseainky TCP tpadiky 3 Touku 30py
MIOBTOPHUX IIepe/iad IaKeTiB Ta rapaHTyBaHHS JOCTaBKH MTaKeTiB.

OTpuMain OB PO3BUTOK MapKiBChKi MOJIEJIi BY3JIiB MEPEK, 1110 OIKCYIOTh HOBEAIHKY TpadiKy 3 rapaHTOBAHOIO JI0CTABKOIO MTAKETIB.
3a paxyHOK MOPIBHIHHS MOJIeJIell MoKasaHi BiIMIHHOCTI Bi/l KIaCHYHUX Mojeleli, mo o6cayroByiorh TCP Tpadik, 11st KOKHOTO TOTOKY Ma-
KeTiB JI0JIaHO JI0/IaTKOBY PO3MipHicTh Ha rpady cTaHiB Ta IIE€PeXojliB, sSIKa BPAaXOBYE ITOBTOPHY Ilepesiady BTpaueHoro naxety. IlopiBHsambHMIT
rpadik mokasye cxoxKy MOBEAIHKY AOBKMHU Yepr Ta BTPAT MAKeTiB Auist 060X BUAIB Tpadiky. Asie xapakrep KpuBKX Biapisuserses. [Ipu TCP
Tpadiky BrpaT makeris Moyke OyTu Gisiblie Ha 5 Bigcorkis. Kpim 1iboro, Brpayeni nakeru Tpeba repegaBarty IIOBTOPHO, 11e MiABUIILY€E HaBaHTa-
SKEHHST Ha BY30J1 MEPEXKi.

Bisbiire BiZIMOB Ta JIOBKUHK YePrit TIAKETIB Ha BY3JI MEPesKi P MIKOBOMY HaBaHTaskeHHi 3a3Bryail BinOyBaerbest ipu TCP Tpadiky mo-
pisusino 3 UDP tpadixom. ITpu nikoBomy HaBaHTaKeHi BiAIMIHHICTD y BiiMOBax B 00cryroByBanHi Moxe jgocsrati 20—-30 Bigcorkis. OcHoBHA
MpIYUHa moJisirae B Tomy, o TCP BUKOPHCTOBYE MeXaHi3MI KePYBAHHS TOTOKOM i BU3HAYEHS IIBUAKOCTI Mepeadi TaHnX, 1mob yHIKHYTH
NepeBaHTaKEHHS MePeKi Ta rapaHTyBaTH e(heKTUBHY Iepejiady JaHuX MixXK By3JIaMu.

Mapkisebka Mozeap TCP tpadiky morpefye m0ofaTKOBY po3MipHICTh Ha Tpadi CTaHIB Ta MEPexoAiB, MO BILIMBAE HA MOBEAHIKY Yepr,
BIJIMOB TIaKeTiB.

JlocuipkyBana podsieMa BUpilieHa 32 PaxyHOK YHIBEPCAJIbHOCTI Ta PI3HOMAHITHOCTI MAaTeMAaTHYHOrO alapaTry MapKiBChbKHX CHCTEM
MacoBOTO 00CTyTOBYBAHHSI.

OtrpumaHi pesyJbraTii MOKYTbh OYTU BUKOPUCTAHI Y MPOTPAMHUX MPOAYKTAX MOJETIOBAHHS MePeK Jist TOOYI0BU Ta PeiHKEHUPUHTA
TOTIOJIOTIT Mepesk eJIeKTPOHHUX KOMYHIKaI[i#l MiIIPUEMCT Ta OpraHisariil.

Kiro4oBi cioBa: MapkiBchbKa MOJIENTb, MepeskeBHil Tpadik, By30JI MEPEK, CICTeMa MaCOBOTO 0GCIyTOBYBAHHSI.
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BI3YAJIbHA INEHTU®IKAIIA TEAKUX 3AKOHOMIPHOCTEN IMTAKETHOTO MEPEJKEBOTO TPA®IKY (c. 32-42)

Sharafat Mirzakulova, Zhanar Ibrayeva, Saule Kuanova, Aisha Mamyrova, Bakyt Japparkulov, Ruslan Kamal

CyuacHi reTeporeHHi MakeTHi Mepexki TeHePYIOTh MePEKEeBHI Tpadik 31 CKIATHOI CTPYKTYPOw. Y HaHiil cTaTTi 00’€KTOM AOCTIIKEHHS
€ yacoBuii psi. 3araabHa KigbkicTs nakeris User Datagram Protocol (UDP) pocsria 250242, Ha jgymKy aHasiTUKIB, TEHAEHITisI 3pOCTaHHS
Tpadiky, B TOMY YUCJI JOIATKIB PEATIBHOTO Yacy, 30epeKeThest, a 00CAT IaHuX Oy/ie POCTH, 1[0 MOKE TIPU3BECTH 10 (DOPMYBAHHS YepPr MAKETIB.
P 06POOIT MEPEKEBIMI TPUCTPOSIMIL Y IIbOMY BUIAIKY MOXKJINBI 30UTKI [PH BeINKKX Yeprax. [t upinrentst miei mpobemu Gyoia mpo-
BejieHa OIiHKa CIIEKTPY MOTYKHOCTI. ByJo nmokasao, 1o ominka MakcuMaabHoi eatporii AR Ginbin uyTimsa, Hisk gomomixkia otinka Dyp’e.

O6utik HeCTAiOHAPHOCTI CIIEKTPATBHIMI METO/IAMI MOJKJIMBHIT JIMIIIE Yepes OIiHKY B KOB3HOMY YacoBoMmy Bikui. Otprmano 9 aiarpam
CIIEKTPATBLHO-YACOBOTO aHAJi3y BUXIi/IHOI cepii, il iHKpeMeHTiB Ta 3MilaHoi cepii iHKpeMeHTiB: i3 mapaMeTpaMi 3a 3aMOBYYBAHHSIM, 3 MATHMU
Ta BeIMKUMU BikHamu. [liarpamu, MoB'si3aHi 3 BUXIHUM PSAZIOM, BiIOOPaKAOTh AMHAMIKY 3MiHKM IHTEHCUBHOCTI Iepeadl JaHuX y MEPEsKi;
BOHM JEMOHCTPYIOTh BHUIIY THMYACOBY PO3MIJIbHY 37aTHICTD, BKA3yl04n Ha HasBHICTh BUCOKOYACTOTHNX KOMIIOHEHTIB (IITyM) i TIPUCYTHICTD
HU3bKOYACTOTHUX KOMIOHEHTIB (TeHzeHIis). /liarpaMu 3 IpupocTaMu OMUCYIOTh CUTHAIH TI€PIOIMYHUX CKJIA/IOBUX; 3MiHA JIOBXKMHU BiKHA
He BizoGpaskasa HassBHICTh IyMy abo 03HaK TeH/eHIi. /liarpamMu 3i 3MilITaHUMHU KPOKaMU TTOKa3ykOTh, IO YaCTOTHI KOMITOHEHTH PO3IIO/IIJIEH]
PIBHOMIPHO. YHIKaJIbHICTD 11i€l pOOOTH TOJISATAE B PeabHUX BUMIPAHKX JaHUX, a BIIMIHHOIO PUCOIO0 OTPUMAHUX PE3YJIKTaTiB € BidyabHe J10-
CJIJIKEHHS CKJIQ/{HOI TPAHCHOPTHOI CTPYKTYPH, 1110 /[03BOJISIE BUPIMIUTHU OCII/PKYBaHy 3aauy. [IpakTiuHe 3acToCyBaHHS OTPUMAHUX PE3YJIb-
TaTiB Moe OYTH 3aCTOCOBAHO B yIPaBJIiHHI sIKicTIO 06cayroByBanis (QoS), manyBarnHi pecypciB Ta ONTUMIZAIT TPOAYKTHBHOCTI MEPEKI.

Kmouogi cioBa: UDP, AR-o1iinka, pyxome BiKHO, iHTEHCUBHICTb MAKETiB, JIOBTOCTPOKOBHII TPEH]I, BACOKOYACTOTHA CKJIA/I0BA.



