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The object of this study is the process of detecting stealth un-
manned aerial vehicles by a network of two small-sized radars with
incoherent signal processing. The main hypothesis of the study as-
sumed that combining two small-sized radars into a network could
improve the quality of detection of stealth unmanned aerial vehicles
with incoherent signal processing.

The improved method for detecting a stealth unmanned aerial
vehicle by a network of two small-sized radars with incoherent signal
processing, unlike the known ones, provides for the following:

— synchronous inspection of the airspace by small-sized radars;

— sounding signal emission by each small-sized radar;

— reception of echo signals from a stealth unmanned aerial ve-
hicle by two small-sized radars;

— coordinated filtering of incoming echo signals (separation of
echo signals);

— quadratic detection of signals at the outputs of matched filters;

—summation of the detected signals at the outputs of the
matched filters;

— summation of the outputs of adders of two small-sized radars.

The scheme of a stealth unmanned aerial vehicle detector is pre-
sented, optimal according to the Neumann-Pearson criterion, with
incoherent signal processing.

The quality of detection of a stealth unmanned aerial vehicle by
a network of two small-sized radars with incoherent signal process-
ing was evaluated. It was found that with incoherent processing, the
gain in the value of the conditional probability of correct detection is
on average from 19 % to 26 %, depending on the value of the signal-
to-noise ratio. The gain in the value of the conditional probability of
correct detection is greater at low values of the signal-to-noise ratio.
At the same time, the gain in signal-to-noise value is more significant
with coherent signal processing than with non-coherent signal pro-
cessing by a network of two small-sized radars.

Keywords: small-sized radar, aerial object detection, incoherent
processing, conditional probability of correct detection.
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This research has a research object, namely the optimization of

the LEACH (Low-Energy Adaptive Clustering Hierarchy) algo-
rithm in the context of wireless sensor networks. The problem in

this research is the imbalance in energy consumption across clusters,

which has an impact on battery life and affects network performance.

Other problems include selecting a cluster head that is not focused so

that it is difficult to balance network performance as well as compu-

tational limitations that require optimization. The results obtained



from this research are in the form of optimizing the leaching algo-

rithm by modifying the clustering-based leaching algorithm that will
be used in wireless sensor networks. In carrying out modifications,
this research uses several stages in the process of selecting sensor
nodes that will become members who function as cluster heads in a
cluster that will be used in a wireless sensor network. In the LEACH
(Low-Energy Adaptive Clustering Hierarchy) algorithm the cluster
head will be selected based on the modified probability value. Modi-
fying the algorithm by considering two factors, namely distance and
remaining energy used in the Cluster Head selection process on the
network and increasing network usage time must be based on the
energy consumption used and then compared with the remaining
energy. When modifying the LEACH (Low-Energy Adaptive Clus-
tering Hierarchy) algorithm, it is necessary to pay attention to the
distance factor between the nodes on a sensor and the selected clus-
ter so that it can result in increased network performance. Network
lifetime is indicated by the average death time of the first Node in
the network. This research is novel in producing a modified leaching
algorithm by improving network performance and extending battery
life so that it can be used for wireless sensor networks in the context
of natural disaster mitigation.

Keywords: cluster head, sensor network, leach algorithm, en-
ergy optimization, battery life.
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The object of the study is the IOT system for monitoring the
state of objects.

The problem being solved is the development of an innovative
method of detecting and correcting data transmission errors in the
networks of Internet of Things systems.

The essence of the results is that a method of detecting and
correcting multiple transmission errors during byte-by-byte trans-
mission of a block of information has been developed. The method
is distinguished by an original coding scheme, which involves the
calculation of control bits, as well as the shuffling of block bits by
performing bit shift operations. The peculiarity of the method is
that any bit can be distorted when transmitting a code word, but it
belongs to different code combinations of the Hamming code. This
allows multiple data transmission errors to be detected and corrected
during decoding, and multiple errors of different bytes belonging to
the same block can be corrected.

Simple algorithms for encoding and decoding procedures have
been developed, and programs for information block encoding
procedures and decoding procedures with error detection and cor-
rection have been developed. A software model of the data transmis-
sion channel was also developed with the possibility of introducing
multiple errors when simulating the data transmission process. All
programs are developed in Python, although other languages are
possible.

An experiment was conducted using the developed software
model of the data transmission channel. The efficiency of the de-
veloped method has been experimentally confirmed and it has been
proven that its use increases the immunity of the data transmission
channel. This is due to the fact that the developed method allows
detecting and correcting all code word transmission errors with a
multiplicity from 1 to 8, which was confirmed experimentally.

The main field of use of the developed method is considered to
be ToT system networks. First of all, systems for monitoring the state
of objects.

Keywords: method of error correction, Hamming codes, Inter-
net of Things, monitoring of the state of objects.
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The constant increase in the number of threats to the security
of critical infrastructure objects, which include socio-cyberphysical
systems, leads to a decrease in the quality of security services and
the level of security of infrastructure elements. The object of re-
search is the process of building a complex system of protection in
socio-cyberphysical systems. The imperfection of the mechanisms
for ensuring the security of critical infrastructure objects, which
include socio-cyberphysical systems, the technological complexity
of identifying new security threats necessitates an urgent need for
a radical revision of the current approaches to its provision. So, it
becomes clear that the development of a new approach to ensuring
the security of information resources in socio-cyberphysical systems
is needed. The article proposes a new approach to the methodologi-
cal foundations of building multi-contour information protection
systems with internal and external circuits on each of the platforms
of socio-cyberphysical systems. This approach is based on a univer-
sal classifier of threats, which takes into account not the technical
aspect of threats, but also their integration with social engineering
methods, their synergy of hybridity. The sociopolitical influence on
the realization of threats is taken into account, and practical mecha-
nisms for providing basic security services based on post-quantum
algorithms are also proposed. To provide basic security services in
the proposed multi-contour protection system, it is proposed to use
post-quantum algorithms — McEliece crypto-code constructions,
which provide Perr=10"9-10"12, safe time Tsec=1025-1035 group
operations. Within the framework of the proposed approach, the
problem of increasing the level of information security has been for-
malized and further ways of solving it have been determined.

Keywords: socio-cyberphysical system, cyber security, informa-
tion security, security of information, critical infrastructure facilities.
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The object of research is digital signatures. The Falcon digital
signature scheme is one of the finalists in the NIST post-quantum
cryptography competition. Its distinctive feature is the use of
floating-point arithmetic. However, floating-point arithmetic has so-
called rounding noise, which accumulates during computations and
in some cases may lead to significant changes in the processed values.
The work considers the problem of using rounding noise to build at-
tacks on implementation. The main result of the study is a novel at-



tack on implementation, which enables the secret key recovery. This
attack differs from existing attacks in using two separately secure
implementations with different computation orders. As a result of
the analysis, the conditions under which secret key recovery is pos-
sible were revealed. The attack requires 300,000 signatures and two
implementations to recover key. The probability of successful attack
ranges from 70 % to 76 %. This probability is explained by the struc-
ture of the Gaussian sampling algorithm used in the Falcon digital
signature. At the same time, a necessary condition for conducting an
attack is identical seed during signature generation. This condition
makes the attack more theoretical than practical since the correct
implementation of the Falcon makes probability of two identical
seeds negligible. However, the possible usage of floating-point noise
shows potential existence of additional attack vectors for the Falcon
that should be covered in security models. The results could be used
in the construction of digital signature security models and their
implementation in existing information and communication systems.
Keywords: quantum-resistant transformations, lattice-based
cryptography, attack on implementation, NIST PQC, NTRU.
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The object of research is the process of load distribution in the
edge environment of the Internet of Things.

The task to improve the efficiency of the functioning of the net-
work of computing devices in the Internet of Things edge environ-
ment has been solved. Free resources of heterogeneous single-board
computers were used to this end.

In the process of conducting research, an approach to the con-
struction of an architecture for a virtual cluster of computers with
limited resources was devised. The design took into account specific
features of the edge environment on the Internet of Things. This has
made it possible to propose a four-layer architecture instead of the



standard seven-layer architecture of ToT sensor information process-

ing device networks.

Stages in the virtual cluster construction in the edge environment
on the Internet of Things were also defined. A three-stage procedure
to form a virtual cluster was justified. This procedure made it possible
to devise a method for the virtual clustering in the Internet of Things
edge environment based on the proposed virtual cluster architecture.

The proposed method for building a virtual cluster in the In-
ternet of Things edge environment was investigated. With a small
network load, a virtual cluster has no advantage over a classic
cluster. But with the growth of the network load, the virtual cluster
prevails over the classic cluster in total performance; the advantage
in total performance can exceed 10 %. It was also proven that for a
heterogeneous environment, performance changes at full network
load significantly depend on the number of virtual node groups. The
research results on the method for building a virtual cluster in the
Internet of Things edge environment can be explained by improving
the balance of the network load at virtual clustering.

Keywords: Internet of Things, virtual cluster, edge environ-
ment, heterogeneity, fuzzy computing, balance.
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This study examines the effectiveness of neural network architec-
tures (multilayer perceptron MLP, convolutional neural network CNN,
recurrent neural network RNN) for human voice recognition, with an
emphasis on the Kazakh language. Problems related to language, the
difference between speakers, and the influence of network architecture
on recognition accuracy are considered. The methodology includes
extensive training and testing, studying the accuracy of recognition
in different languages, and different sets of data on speakers. Using a
comparative analysis, this study evaluates the performance of three
architectures trained exclusively in the Kazakh language. The testing
included statements in Kazakhs and other languages, while the number
of speakers varied to assess its impact on recognition accuracy.

During the study, the results showed that CNN neural networks
are more effective in recognizing human voice than RNN and MLP.
Also, it was found that the CNN has a higher accuracy in recogniz-
ing the human voice in the Kazakh language, both for a small and
for a large number of announcers. For example, for 20 speakers, the
recognition error in Russian was 21.86 %, whereas in Kazakhs it
was 10.6 %. A similar trend was observed for 80 speakers: 16.2 %
Russians and 8.3 % Kazakhs. It can also be argued that learning
one language does not guarantee high recognition accuracy in other
languages. Therefore, the accuracy of human voice recognition by
neural networks depends significantly on the language in which
training is conducted.

In addition, this study highlights the importance of different sets
of speaker data to achieve optimal results. This knowledge is crucial
for advancing the development of reliable human voice recognition
systems that can accurately identify different human voices in differ-
ent language contexts.

Keywords: Artificial intelligence, neural networks, CNN, RNN,
MLP, voice activity detector, human voice recognition, the effective-
ness of training, language specifics, recognition accuracy.
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VIOCKOHAJIEHHSI METO/IY HEKOTEPEHTHOI OBPOBKH CUTHAJIIB MEPEJKEIO IBOX MAJIOTABAPUTHHX
PAJTAPIB ITPH BUABJIEHHI MAJIOIIOMITHOTO IIOBITPAHOI'O OB’€KTA (c. 6-13)

I'. B. Xynos, C. II. fIpom, O. O. Koctups, O. O. Oxexkcenko, M. M. Xomuxk, A. A. 3BoHko, B. A. Jlicoropcekuii, I1. €. Musko,
C. M. Cyxkonsko, T. M. Kpasenp

OO6’eKTOM JIOCTIIKEHHS € TIPOIEC BUSBJIECHHS MAJIOIOMITHUX MOBITPSHUX O0'€KTIB MEPEKEIO JBOX MATIOrabapuTHUX pagapiB mpu He-
KoTepeHTHii 06pobiti currasis. OcHOBHA TiIOTE3a AOCILKEHHS TT0JIsITala B TOMY, 110 00’€/IHAHHS JIBOX MaJorabapiTHUX PAJapiB y MEPEKY
JIO3BOJIUTD MIBUIIUTH SAKICTh BUSBJICHHs MATOIOMITHUX MOBITPSHUX 00’€KTIB IPU HEKOTEPEHTHIIT 06pOOIli CUTHAIIB.

ViockoHaIeHUH METO/l BUABJIEHHST MaJIOIIOMITHOTO MOBITPAHOTO 00'€KTY MEPEKEI0 ABOX MaJoradapuTHUX pajapiB IPH HEKOTepPEeHTHil
06po011i curHaiB, Ha BIIMIHY Bij BitoMux, nepenbayac:

— CHHXPOHHUH OIJIsI/] IOBITPSIHOTO MPOCTOPY MATOrabapUTHUMK PajlapaMu;

— BUTIPOMIHIOBAHHSI 30H/IyBATBHOTO CHTHATY KOKHUM MaJIOTa0apUTHIM PafiapoM;

— NpUIIMaHHSA €X0-CUTHAJIB Bi/l MATOMOMITHOTO TIOBITPSHOTO 00’€KTa IBOMA MAJTOTabapUTHIME PaapaMu;

— y3ro/pkena (igbTpallii BXiJIHUX €X0-CUTHATIB (PO3/IiJICHHS €X0-CUTHAIIB);

— KBa/IpaTHyYHe IeTeKTYBAaHH: CUTHAJIB HA BUXO/aX y3TO/PKEHNX (DiTbTPiB;

— Ii/ICyMOBYBaHHSI IIPOJIETEKTOBAHUX CUTHAJIIB HA BIXO0/1aX Y3TO/UKEHUX (DiJIbTPIB;

— MiICYMOBYBaHHsI BIXOIiB CYMaTOPiB IBOX MaTOrabapuTHUX pajiapis.

Hagesena cxema onrumaibHoro 1o Kpurtepiio Heiimana-Tlipcona BusiBiroBada MaJomoMiTHOTO MOBITPSIHOTO 00’€KTY TIPU HEKOTEPEHTHI
00pOO0IIi cUrHAIIB.

IIpoBesieHO OIIHIOBAHHS SIKOCTI BUSIBJIEHHSI MaJIOTIOMITHOTO MOBITPSIHOTO 06’ €KTY MEPEKEIO IBOX MAJIOTabapUTHUX PAaapiB IPH He-
KOTepPEeHTHIN 06po01li curHamiis. BeTaHOBJIEHO, 1110 TPU HEKOTEPEHTHIiiT 00po0Ili BUTpAll y 3HAYE€HHI YMOBHOT IMOBIPHOCTI MPABUJILHOTO
BUSIBJIEHHS CKJIAJAa€ B cepeiHbomy Bift 19 % 10 26 % B 3aeKHOCTI Biji 3HAYEHHS BeJIMYMHU CUTHAJ/TIyM. Burparmn y 3nadeHui yMoBHOI
WMOBIPHOCTI TIPaBUIBHOTO BUSIBJIEHHS € OLIBIIMM NMPU MaJIMX 3HAUYEHHSAX BiZIHOIIEHHS CUTHAJM/IIyM. B TOH ke 4ac, BUTpann y 3HaUYeHH]
CUTHAJI/UIyM € GiJIbII CYyTTEBUM HPU KOTEPEHTHINH 06poOIi CUTHANIB, HisK IPU HEKOTepeHTHIH 06po0Ili CUrHAIB MepesKeio IBOX Majo-
rabapuTHNX pajgapis.

Kio4oBi cioBa: ManorabaputHuil pajiap, BUSBJICHHS TIOBITPSHOTO 00’€KTY, HEKOTepeHTHA 00POOKa, YMOBHA HMOBIPHICTh MTPABUIBHOTO

BUABJIEHHA.
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OITUMIBAIIIS AJITOPUTMY LEACH Y BUBOPI KJIACTEPHUX I'OJIIB, 3ACHOBAHA HA 3AJIMIIKOBIIA
EHEPTIi B BE3/IPOTOBUX CEHCOPHUX MEPEKAX (c. 14-21)

Ferry Fachrizal, Muhammad Zarlis, Poltak Sihombing, Suherman Suherman

O6’extom nocimskentst € anroputm LEACH (Low-Energy Adaptive Clustering Hierarchy) B konTekcTi 6€31pOTOBHX CEHCOPHUX MEPEIK.
[TpobJiema B 1IbOMY JOCIII/KEHHI MOJIATAE B AUCOATAHCT CIIOKMBAHHSI €HEPTil MisK KJIacTepaMi, IKUi BILIMBA€E Ha yac poOoTu Garapei Ta BILm-
Ba€ Ha MPOAYKTUBHICTb Mepexi. [Hii mpobiaeMu BKIIOYAIOTh BUGIP rOJIOBYM KJiactepa, AKUil He choKycoBaHuii, TOMY BakKo 30ajiaHcyBaTi
MPOAYKTUBHICTD MEPEsKi, a TAKOJK 00UUCITIOBATbHI 0OMEKeHHs, sIKi HOTpeOyIoTh onTuMizanii. OTpuMani pesyasratu npeacrasiei y dhopmi
ONTUMI3aLil aIrOPUTMY BUMUBAHHA HIIAXOM MOAUMIKAIiT aIropuT™My BUMUBAHHA HA OCHOBI KJIacTepusallii, skuii Oyjie BUKOPUCTOBYBATHC
B 6€3/[POTOBUX CEHCOPHUX MEPEKaX.

3iiicHiooun Mo/udikaliii, e A0Ci/KeHHsT BUKOPUCTOBYE KiJIbKa €TAIIiB Y TPOIieci BUGOPY CEHCOPHUX BY3JIiB, sIKi CTAHYTh YJIEHAMHU, 11O
(DyHKIIOHYBaTUMYThH SIK TOJIOBH KJIacTepa B KJIacTepi, Akl BUKOPUCTOBYBATUMEThCA B 6e31poToBili cericopHiii Mmepexi. B anropurmi LEACH
(Low-Energy Adaptive Clustering Hierarchy) romosa xmacrepa 6yze obpana Ha 0cHOBI MOAI(bIKOBAHOTO 3HaUeHHs iMOBipHOCTI. Moandika-
1[is1 AITOPUTMY TIIIXOM BPaxXyBaHH IBOX (haKTOPIB, a caMe BiZICTaHi Ta 3aJIMIIKY eHepril, 1110 BUKOPUCTOBYETHCS B IIPoIieci BUGOPY KepiBHUKA
KJIacTepa B Mepeski, i 301/IbIIIeH s Yacy BUKOPHCTAHHS Mepeski Mae GazyBaTHCs Ha CIIOKUBAHHI eHeprii, a HOTIM TOPIBHIOBATHCH 13 3aJIMITKOM
eneprii. 3minooun arroputm LEACH (Low-Energy Adaptive Clustering Hierarchy), notpi6ro 3BepayTH yBary Ha KoedimieHT BifcTani Mix
BY3JIAMHU JIATYNKA Ta BUOPAHUM KJIaCTePOM, 1100 1€ MOIJIO MPU3BECTH JI0 IiIBUIIEHHS TIPOYKTHBHOCTI Mepeski. TPUBAICTD KUTTS MePexKi
BKa3YETHCS CEPEAHIM YacOM CMEPTI TEPIIOTro By3/a B MEPesKi.

Ile nocuijukeHHsT € HOBUM y CTBOPEHHI MO/M(IKOBAHOrO aJrOPUTMY BUJIYTOBYBAHHS IIJISIXOM IOKPAIEHHS IIPOJYKTUBHOCTI Mepe-
Ki Ta MOMOBKEHHS TepMinHy cryk6u Gatapei, 106 {foro MoxkHa GyJI0 BUKOPUCTOBYBATH ISl GE3POTOBUX CEHCOPHUX MEPEK Y KOHTEKCTI
TTOM'SIKIIIEHHST CTUXIHHIX JIX.

Kio4oBi ciioBa: KiacTepHa roJioBKa, Mepeska JaTYuKiB, aTOPUTM BIJIYTOBYBAHHSI, ONTUMI3aIlist eHeprii, yac poboTu Garapei.
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PO3POBKA METOAY BUABJIEHHS TA BUIIPABJIEHHA IIOMIJIOK ITEPEJAYI JTAHUX YV IoT CUCTEMAX
MOHITOPHUHI'Y CTAHY OB’€KTIB (c. 22-33)

B. B. Cokomnoscskuii, E. B. JKapikos, C. @. Texenuk

O6’exrom pocaimkents € [OT cucreMu MOHITOPUHTY cTaHy 00 €KTIB.

[Tpobsiema, 10 BHUPINIyBaTIach, — Iie Po3poOKa IHHOBAIIITHOTO METOAY BUSIBJIEHHS i BUIPABJIEHHS TIOMUJIOK Tepeadi TaHNX y Mepeskax
CHCTeM iHTepHeTy pedeil.

CyTb pe3yJIbratiB y TOMY, 110 pPo3p0o6JIEHO METO BUSIBJIEHHSI T4 BUTIPABJIEHHsT GaraTOKPaTHIX TIOMUJIOK Tepeiadi mpu moGaiToBiil mepe-
madi 610ka indopmartii. MeTo Bifipi3HAETHCS OPUTTHAIBHOIO CXEMOIO KOJIyBaHHs, sika Tiepeibadae po3paxyHOK KOHTPOJBHUX OiTiB, a TAKOK
nepeMinryBatnHs 6iTiB 6JI0Ka NIJISIXOM BUKOHAHHS OTepalliil 6itoBoro 3cyBy. OcobauBicTh METOY Y TOMY, LIO TIPU TIepeiadi KOJOBOTO CI0Ba
Oyab kit 6iT MOske OyTH CIIOTBOPEHUIA, ajie BiH HAJIEKUTD 0 PI3HUX KOAOBMX KoMOiHaiiii koxy Xeminra. Ile 103BoJisie pu geKoxyBaHHi
BUSIBUTU Ta BUIPABUTH OATATOKPATHI IIOMUJIKU TIepeiadi TaHuX, a TAKOXK A03BOJISIE BUIPABJIATH YUCICHH] TOMUJIKI Pi3HUX OaiiTiB, 1m0 Ha-
JIEXKATH JI0 OJTHOTO GJIOKY.

Po3pobiieni TpoCTi aropuT™Mu IPOIELYp KOMyBaHHS Ta IEKOAyBaHHs, Ta Po3p0OJIeHi IPOTpaMHu IPOIIeyPH KOAYBaHHS iH(OOPMAIiiHOTO
6JIOKY Ta MPOLELypH AEKOMYBaHHS 3 BUSBJIEHHSAM Ta BUIPABJICHHAM MOMIIOK. Takok po3pobiieHa NporpaMHa MOJENb KaHaly Hepeaadi
JaHUX 3 MOXKJIMBICTIO BHECEHHsT 6araTOKPATHUX MOMIJIOK TIPH MOZETIOBAHHI MPOIIECY Tepeadi AaHuX. Yci mporpaMu po3polsieHi Ha MOBi
Python, x04a MOKJIMBO BUKOPUCTAHHS IHIINX MOB.

BukopucToBy0uH po3pobieHy mporpaMHy MOJIeTb KaHAITY Mepeadi 1aHuX OYB IPoBeleHull ekcrepuMeHT. EKcIieprMeHTaIbHO iaATBep-
JUKEHO TIPaIle3laTHICTh PO3POOJIEHOTO METOY Ta JOKA3aHO, IO MPU HOr0 BUKOPUCTAHHI MiIBUIIYETHCS 3aBaJOCTIHKICTh KaHaTy Hepeaadi
nanux. [le 06yMOBJIEHO THM, TIIO PO3POOIEHIIA METOJL I03BOJISIE€ BUSIBJISITU Ta BUIIPABJIATH yCi IOMUJIKU TIepeiadi KOJOBOTO CJI0Ba 3 KPATHICTIO
Bizt 1 10 8-Mu, 1110 i 6yJ10 MATBEPIKEHO EKCIIEPUMEHTAIBHO.

OcHOBHOW ¢(HepPOI0 BUKOPUCTAaHHS PO3p00JIeHOro MeTony BOadaeThess mepesxi 10T cucrem. Hacammepesn cucteM MOHITOPUHTY CTaHy
006’€eKTiB.

Ki04oBi ci10Ba: MeTO/I BUNIPABJICHHS TIOMUJIOK, KOJIM XeMiHTa, iIHTepHeT peveii, MOHITOPUHT cTaHy 06 €KTiB.
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PO3POBKA METOJ[OJIOTTi BATATOKOHTYPHOI CUCTEMU BE3NEKU ¥V COIIOKIBEP®I3MYHUX
CHCTEMAX (c. 34-51)

C. B. MineBcobkuii, O. I. Kopoan, I'. B. Mukurun, 1. JI. JIozosa, C. I'. Connunikosa, L. T. T'ycaposa, A. B. I'peGeniok, A. B. Biacos,
B. M. Cyxorenmuii, /l. C. Baxarypa

TTocriitHo KizbKicTh 3arpos Gesmelti 06’ €KTiB KPUTHYHOI iHOPACTPYKTYPH, 0 SKUX HAJIEKATh 1 COIiokibepdisudHi cucteMu IPU3BOAUTD
IO BHUZKEHHSI SIKOCTI MOCIYT Oe31eKr Ta PiBHS 3aXMINEHOCTI eJieMeHTiB iHppacTpykTypu. O6'€KTOM JOCIIPKEHHS € polec moGyI0BH KOMII-
JIEKCHOT CHCTEMHU 3aXUCTY B COIioKiGepdisnunux cucremax. HemockonamicTs MexaHismiB 3abe3neuentst Ge3neku 00'eKTiB KpUTHUHOI iHdpa-
CTPYKTYPH, 10 AIKUX HAJIEKATH 1 COIiOKiGepdIi3nyHi cucTeMu, TEXHOJIOTIYHA CKIAAHICTh BUABJICHHS HOBHX 3arpo3 Gesrelli 3yMOBJIIOE Harajb-
HY HeOOXiZIHICTh KapIMHAIBHOTO MEPerisily YNHHUX TAXOIIB /10 ii 3abe3neuenHs. OTike, CTaBaTH 3pPO3YMIJIO, IO PO3POOKA HOBOTO M/IXOLY /10
3abesnedents Gesnexy iHGOPMaIiiiHUX pecypciB y comiokibGepdisnunux cucreMax. Y CTaTTi 3allPOIIOHOBAHO HOBHH Ii/IXiZ METOJOJIOTTYHIX
3acaji moOyI0BH HaraTOKOHTYPHUX CHCTEM 3aXHMCTy iH(opMallii i3 BHYTPINTHIM Ta 30BHINTHIM KOHTYpaMK Ha KOKHii i3 T/1aThopM COMioKi-
Gepdismunux cucrem. Takuii miaxiz GopMyeThest Ha yHIBEpCATbHOMY KIacu(iKaTopi 3arpos, SKUi BPaXOBY€E He TEXHIYHHUIN acIeKT 3arpo3, a
i IX KOMILIEKCYBaHHSA 3 METOAMU COIIabHOI iHKeHepil, IXHbOI cuHeprii Ti6puAHOCTI. BpaxoBy€eThes COMioNoIiTHIHUIT BIUIMB Ha peaizalliio
3arpo3, a TAKOK 3aITPOIIOHOBAHO TTPAKTUYHI MEXaHi3MH 3a0e3MeueHHsT OCHOBHUX MOC/TYT Ge3MeKn Ha OCHOBI ITOCTKBAHTOBUX aJTOPUTMIB. J{Jst
3a0e3MeueHHs] OCHOBHUX TIOCAYT GE3MEKH y 3aPOIIOHOBAHOI HaraTOKOHTYPHOI CHCTEMU 3aXUCTY TIPONIOHYEThCsI BUKOPUCTOBYBATU MOCTKBAH-
TOBi a/TOPHTMU — KPHITO-KOOBI KOHCTpyKIfii Maxk-Erica, siki 3a6esmedyiors Piom=10"-10"'2 6eaneuniit vac T6ean =102°—103° rpymopux
onepatliil. Y paMkax 3ampoIOHOBAHOTO TAXO/LY Y 3aTa/IbHOMY BUTJISAI (hOpMaTizoBaHo IpoGJIeMy MiIBUILEHHS PIBHS 3aXUIIEHOCTI iH(OopMa-
11ii Ta BUSHAYEHO MOJAJIBIIN MIJISIXY ii BUPITIEeHHS.

Kmouosi cioBa: coniokiGepdisnuna cucrema, kibepbesneka, indopmariiina 6esneka, Gesneka indopmartii, 06’'ekti KputdHOI iHdpa-

CTPYKTYPH.
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BU3HAYEHHS BILIUBY IIABAIOYOI TOUYKH HA BE3IEKY AJITOPUTMY EJIEKTPOHHOTO MIIIUACY
FALCON (c. 52-59)

0. B. Iloriii, O. I'. Kauko, C. O. Kangiii, €. 10. Kanrpou

OG6’exTOM JOCTIIZKEHH ST € esieKTpoHHi migmiucu. Cxema esextportoro mignucy Falcon € oxrum 3 dinazicris konkypey NIST 3 nocrksan-
ToBoi kpunrorpagii. Oamieio 3 ii KI0YOBUX 0COOIMBOCTEH € BUKOPUCTAHHS 00YKCIICHD 3 TIABAI0Y0I0 Kparkoo. [Ipore, obuncienHs 3 mia-



BAIOYOI0 KPAITKOIO MAIOTh TAK 3BAHUIT IIyM OKPYTJIEHHS, IO HAKOIIMYYEThCA i/ 4ac 0OUMCIEHb 1 y AeSAKUX BUNAAKAX MOXKE TPU3BOAUTH
JI0 CYTTEBUX 3MiH B 06p0OIIOBaHIX 3HaYeHHsAX. Po6oTa mpucssiuena npobiaeMi BUKOPUCTAHHS MIYMY OKDPYTJIEHHS /ISt MOOYIOBH atak
Ha peasizalliio eJeKTPOHHUX MiAnuciB. ToJTOBHUM pe3y ibraToM poOOTH € HOBa aTaka Ha peaisalliio, Mo A03BOJISIE BIATBOPUTH TAEMHUN
ko4, HoBa araka BiPI3HAETHCS Bijl BKe ICHYIOUMX aTak BUKOPHCTAHHIM JBOX OKPEMO Oe3NeuHuX peasisaliil 3 pisHUM MOPSAKOM
o6urcIeHb. Y Pe3yJIbTaTi MPOBeIeHOr0 aHai3y 6yJIo BUSBIEHO YMOBH, 3a SIKMX BiZITBOPEHHSI TAEMHOTO KJII0Ya € MOKJIMBUM. ATaka 10-
tpebye 300000 miAmICiB Ta HASBHOCTI ABOX peamizariiii At BiATBOPEHHs Kiroua. IMOBIPHiCTb BAIOT0 3aBEPIICHHS ATAKN CKIAAE Bij
70 % 10 76 %. Taka iiIMOBIPHICTb MOSICHIOETHCS CTPYKTYPOTO anroputMy Bubipku Tayca, 110 BUKOPUCTOBYETHCS B €JIEKTPOHHOMY IiIuci
Falcon. TIpu 1ipomy HeoOXifHOI0 yMOBOIO ITPOBE/IEHHS aTaku € oHakoBi seed npu BupoOsenni mignucy. Ilsg ymoBa po6uTh aTaky cKopiit
TEOPETUYHOI0, HiXk TPAKTUYHOK, OCKLIBKHU TP TIpaBuibHOMY BripoBaskerni EIT Falcon #iMOBipHiCTh BUKOPUCTAHHS IBOX OJHAKOBUX
seed € Hesnaunoio. [IpoTe, MOKINBICTH BUKOPUCTAHHS IIYMY 0GYNCIEHD 3 MIABAIOYOIO KPANKoto mokaaye, mo ais EII Falcon icuyiors
JOJIATKOBI BEKTOPH aTak, 110 MAOTh BPAXOBYBATHCS B MOJIEJISAX Ge3Mekn Ta moTpebyioTh JeTalbHUX A0CTiKeHb. OTpuMaHi pesyabratu
MOKyYTb OyTH BUKOPHCTaHI Ipu I0OYI0BI Mojieeii Ge3nekn eJIeKTPOHHNX MiJANKUCIB Ta IX BIPOBaJKEeHHI B icHyIOul iHdopMaiiiino-Ko-
MYHIKAI[ililHI CHCTeMH.
Komo4oBi ciioBa: KBaHTOBO-CTiliKi IlepeTBOPEHHs, Kpuiitorpadist Ha perritTkax, araka Ha pearizaiiio, NIST PQC, NTRU.
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PO3POBKA METO/IY BIPTYAJIBHOI KJIACTEPI3AIIIi TPAHIYHOIO CEPE/IOBUILA IHTEPHETY PEYEIL
(c. 60-71)

I'. A. Kyuyk, O. O. Mo:kaes, H. I'. Kyuyk, C. A. Tionenes, M. O. Mozxaes, 10. B. I'nycos, M. B. Ilypanos, T. M. BukoBa,
C. I. KxiBeup, O. B. Kyznemos

OG6’e€KTOM JIOCIIIZKEH TS € POIEC PO3IO/ILIY HaBaHTKEHHS Y IPAHIIHOMY cepefoBulii [Hreprery pedeil.

BupimeHe 3aBaanHs migsuiieHHs eheKTUBHOCTI (DYHKILOHYBAHHS MEPEKi 0GUNCITIOBATLHUX TIPUCTPOIB TPAHMYHOTO cepeoBuia [arep-
HeTy peueil. [[Jst 11boro GyJin 3ajiisiHi BiJIbHI PECYPCH IeTePOreHHIX OHOIIATHIUX KOMIT IOTEPIB.

B nporieci nipoBezieH s ociKeHb po3pobaeHuii miaxia 10 GopMyBaHHs apXiTEeKTypH I BIPTYaJbHOTO KJacTepa KOMITIOTEpiB 3 00-
MeKeHnME pecypcamit. [Ipu po3po0ili BpaxoByBauch creludiudi 0coOMMBOCTI TPAHIMIHOTO cepeorina [nTeprery peueil. Ile mo3Bonnno
3aPONOHYBATH YOTUPUPIBHEBY apXiTEKTYPY 3aMiCTh CTAHAAPTHOI CEMUPIBHEBOI apXiTEKTYPH Mepesk PUCTPOIB 06poOKH iHdopmaltii qaTuu-
kiB [HTepHeTY pedyeii.

Takosk Br3Ha4YeHi eTanu HOPMYBaHHS BiPTyalbHOTO KJIAacTepa y TPAHMYHOMY cepeoBulili [HTepHeTy peueii. O6rpyHTOBaHA TPHOXETAITHA
mporteypa GHopMyBaHHS BipTyaabHOTO Kiactepa. [lama mporeaypa I03BOMIIA PO3POOUTH METOJ BiPTYaTIbHOI KIACTEPU3AIli TPAHHIHOTO
cepezosuiia lurepuery pedeil Ha 6asi 3aPOIOHOBAHOT APXITEKTYPH BiPTYaJIbHOTO KJIacTepa.

Jlocaiapkenuii 3arpooHoBatmii MeTo/| T00Y/I0BU BipTYaJbHOTO KJaacTepa TpaHudHOro cepepoBuiia Inrepuery peveil. Ilpu nesesu-
Kill 3aBaHTAKEHOCTI Mepeki BIpTyaJbHUI KJIACTEp HE MA€ MepeBaru Ha/l KJACHYHUM KJIacTepoM. AJie TIpU 3POCTaHHI 3aBaHTaKEHOCTI
Mepeski BIpTyaJbHUIT KJIacTep IepeBakae KJIaCUYHUI KJIacTep 3a CyMapHOIO IIPO/yKTUBHICTIO, IlepeBara 3a CyMapHO0 MPOAYKTUBHICTIO
Mmoske niepesuiryBatu 10 %. Takox goBesieHo, Mo 7k TETEPOTEHHOTO Cepe/IOBUINA 3MiHN ITPOAYKTUBHOCTI TIPU TTOBHOMY 3aBaHTasKeHHI
MepesxKi CyTTEBO 3a/eKaTh Bi/l KIIbKOCTI BipTyatbHUX rpyn By3ii. OTpuMaHi pesysibraTu JOCHIIKEHHS METO/Ia TT00YA0BU BIPTYaabHO-
rO KJIacTepa TPaHIMYHOTO CepeloBUINa [HTepHETY pedeil MOKHA TTOSICHUTHU ITiIBUIEHHIM 30aIaHCOBAHOCTI HABAaHTaKEHHST MepeXi mpu
BipTyasbHiil KJacTepusarii.

KiiouoBi ciioBa: inTepHer pedeid, BipTyaJbHUi KJIacTep, TpaHUYHE CePEA0BUIIE, TETEPOTreHHICTD, TYMaHHI 004UrCIeHHs, 30aNaHCOBaHICTD.
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3AJIE;KHICTb EOEKTUBHOCTI HEMPOMEPE:K JIJ151 PO3III3HABAHHS JIIOJICBKOTO T'OJIOCY B
3AJIE;KHOCTI BIJT MOBH (c. 72-81)

Aigul Nurlankyzy, Ainur Akhmediyarova, Ainur Zhetpisbayeva, Timur Namazbayev, Asset Yskak, Nurdaulet Yerzhan,
Bekbolat Medetov

VY 1boMy J0CHIKEHHT PO3TIIANAETRCS eDeKTUBHICTh apXiTeKTyp HeliponHux Mepex (Garatomaposuii nepcentpon BIITI, sroprkosa
HeiiponHa Mepeska 3HM, pexypenTha Heiiponna mepexka PHM) 171 posnisHaBaHHs T0JIOCY JIIO/INHM, 3 aKI[EHTOM Ha Ka3axCbKy MOBY. Po3-
TISZAIOTHCS TPOOJIEMH, TTOB’sI3aHi 3 MOBOIO, BIIMIHHICTIO MOBIIiB, BIJIMBOM apXiTeKTypH Mepeski Ha TOYHICTh posnisHaBaHHs. MeTomooris
BKJIIOYAE TPUBAJIC HABYAHHSI TA TECTYBAHH, BABYCHHSI TOYHOCT] PO3ITII3HABAHHS PI3HUMU MOBAMU Ta Pi3Hi HaGopu aHKUX PO HOCITB MoBU. Bu-
KOPUCTOBYIOUH TIOPIBHSAJIBHUIL aHaIi3, 11€ JI0CITI/PKEeHHS OIliHIOE IIPOJIyKTUBHICTh TPHOX apXiTEKTYP, SIKi HABYAIOTHCS BUK/IIOYHO Ka3aXChbKOIO
MOBOI0. TeCTyBaHHsI BKITIOYATO BUCJIOBJIIOBAHHS Ka3aXChKOIO TA IHIIMMU MOBaMH, ¥ TOI 4ac sIK KiTbKiCTh HOCIIB 3MiHIOBaIacs, mo6 OmiHNTH
110r0 BILJIMB HA TOUHICTb PO3IIi3HABAHHS.

[Tix yac MOCTiIKEH s pe3y IsTaT oKasasu, 1o Heidponni Mepeski SHM 6ibin epeKTBHI B po3IisHaBaHHi JIOACHKOTO TOJOCY, HixK
PHM i BIIII. Takox Busisuiocs, mo 3HM mae 6iibiil BUCOKY TOUHICTD PO3MI3HABAHHS JIOJCHKOTO TOJIOCY Ka3aXChKOIO MOBOIO, SIK JUJISI
HEBEJIMKOI, TaK 1 JUIst BeJUKOI KiibKocTi aukropis. Hanpukmiaz, amst 20 MOBIB HOMIJIKA posiiisHaBaHHsT pociiicbkoro ckiana 21,86 %, a




kazaxcbkoio — 10,6 %. Tloaibua Tenaenttist ciocrepiranacs ast 80 wociis Mosu: 16,2 % pocisin i 8,3 % kazaxiB. MosKHa TAaKOXK CTBEP/UKYBATH,
1110 BUBYEHHS OJIHI€T MOBU He TapaHTy€e BUCOKOI TOYHOCTI PO3I1i3HABAHHA HIIUMU MOBaMU. ToMy TOUHICTb PO3I1i3HABAHHS JIOJICHKOTO IOJI0CY
HEHPOHHIMH MePeKaMi iCTOTHO 3aJIeKUTD Bijl MOBH, STKOTO BE/IETHCS HABYAHHS.

Kpim TOr0, 11€ T0CIIZKEHHS M AKPECTIOE BAKIUBICT PIsHUX HAGOPIB IAHUX TIPO CITIKEPIB U1 IOCATHEHHSI ONITUMAIbHIX pe3yabraris. 11i
3HAHHSI MAIOTh BUPIlIaJibHe 3HAYEeHHs /Il IPOCYBaHHs B po3po0ili HafiltHUX cucTeM po3ii3HaBaHHsI JIOACHKOTO TOJIOCY, Ki MOKYTh TOYHO
inenTndikyBaTn pi3Hi JI0ACHKI TOJOCH B PI3HNX MOBHUX KOHTEKCTaX.

Kmouogi ciioBa: mtyunuii intesekt, neiiponti mepexxi, 3HM, PHM, BIIIII, netekTop rosiocoBoi aKTUBHOCTI, PO3ITi3HABAHHSI JIIOJICHKOTO
roJiocy, eeKTUBHICTh HaBYaHHsI, MOBHI 0COOJIMBOCTI, TOUHICTh PO3ITI3HABAHHSI.



