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The object of this study is digital signatures. The Falcon digital
signature scheme is one of the finalists in the NIST post-quantum
cryptography competition. Its distinctive feature is the use of float-
ing-point arithmetic, which leads to the possibility of a key recovery
attack with two non-matching signatures formed under special con-
ditions. The work considers the task to improve the Falcon in order
to prevent such attacks, as well as the use of fixed-point calculations
instead of floating-point calculations in the Falcon scheme. The
main results of the work are proposals for methods on improving
Falcon’s security against attacks based on the use of floating-point
calculations. These methods for improving security differ from oth-
ers in the use of fixed-point calculations with specific experimentally
determined orders of magnitude in one case and proposals for modi-
fying procedures during the execution of which the conditions for
performing an attack on implementation level arise in the second
case. As a result of the analysis, the probability of a successful attack
on the recovery of the secret key for the reference implementation
of the Falcon was clarified. Specific places in the code that make the
attack possible have been localized and code modifications have been
suggested that make the attack impossible. In addition, the neces-
sary scale for fixed-point calculations was determined, at which it
is possible to completely get rid of floating-point calculations. The
results could be used to qualitatively improve the security of existing
digital signatures. This will make it possible to design more reliable
and secure information systems using digital signatures. In addition,
the results could be implemented in existing systems to ensure their
resistance to modern threats.
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The development of data transmission systems based on wireless
radio communication channels allowed the construction of funda-
mentally new networks — mesh networks, which are used not only in
smart technologies, but are the basis for the construction of cyber-
physical and socio-cyber-physical systems (objects of critical infra-
structure). The object is the process of ensuring reliable and secure
data transmission based on the use of wireless radio communication
channels. A mathematical model of information resources protec-
tion system functioning is proposed to ensure the signs of immunity
and security of the automated data transmission system. To identify
threats, a unified classifier and flow state estimation technique are
used, which take into account the hybridity and synergy of targeted
(mixed) attacks on communication channels. The critical points of
the infrastructure elements, as well as the information that circulates
and/or is stored, are determined. The assessment of compliance with

the regulators’ requirements, both international and state regulatory
acts, and the presence and ability of the security system elements to
ensure the required level of infrastructure elements protection is taken
into account. The proposed approach allows to determine: coefficients
of information and internal availability of a wireless radio communi-
cation channel, the vector potential of the lagging magnetic field as
a result of data transmission work. When evaluating the coefficient
of a wireless radio communication channel internal availability, it is
proposed to take into account coherent reception of the signal. At the
same time, the immunity factor of the wireless radio communication
channel is much higher than 1, which provides sufficient protection of
information. A technical solution is proposed that will allow the level
of confidentiality, integrity, authenticity and reliability of a wireless
radio communication channel to approach 100 %.

Keywords: data transmission system, radio signal emitter, mag-
netic field, radio monitoring, socio-cyberphysical system.
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The object of this study is a wireless local Wi-Fi network for
broadcasting biomedical signals, its structure, and principles of con-
struction. The task of minimizing the power consumption of a Wi-Fi
transmitter has been addressed, which provides the possibility of
building a wireless system for long-term monitoring of biomedical
signals. As a result, a functional diagram of a wireless Holter moni-
toring system based on an ESP32 microcontroller was constructed,
which includes a subsystem for setting up and diagnosing system
units using MATLAB software packages, an ECG signal genera-
tor, and a multifunctional PCle board from National Instruments.
Evaluation criteria and methods for minimizing power consumption
by an autonomous Wi-Fi transmitter have been proposed. Methods
for synchronizing the working cycles of the transmitter and receiver
of the Holter monitoring system were determined. A procedure for
determining the optimal biosignal measurement frequency is pre-
sented, at which the distortion of ECG signals would be minimal,
which means that the signal could be transmitted without losses. The
concept of constructing an algorithm for implementing a program

for a Wi-Fi transmitter has been developed, ensuring parallel execu-
tion of ECG signal measurement operations and their transmission
over a local network. The data from semi-naturalistic tests with an
experimental Holter monitoring system with a pre-setup subsystem
and using external measuring devices, a computer, and the MATLAB
software environment are presented. A comparative analysis of the
experimental data with primary ECG signals and ECG signals at
the receiver output showed a fairly stable correspondence between
the input and output ECG signals. The proposed algorithms make
it possible to reduce the average current consumption of the ESP32
microcontroller to 50.5 mA. The results of the study demonstrate
the possibility of constructing an energy-efficient wireless system
for long-term monitoring of biomedical signals based on the Wi-Fi
interface.

Keywords: biomedical signal, Holter monitoring, computer
simulation, MATLAB system, Wi-Fi transmission, algorithm, ESP32
module.

References

1. Patel,S., Park, H., Bonato, P,, Chan, L., Rodgers, M. (2012). A review of
wearable sensors and systems with application in rehabilitation. Jour-
nal of NeuroEngineering and Rehabilitation, 9 (1). https://doi.org/
10.1186,/1743-0003-9-21

2. Bekbay, A. Alimbayeva, Z., Alimbayev, C., Bayanbay, N,
Ozhikenov, K., Mukazhanov, Y. (2022). Development of an atrio-
ventricular block prediction of method for portable heart monitor-
ing system. Eastern-European Journal of Enterprise Technologies,
3(5(117)),15-27.https://doi.org/10.15587 /1729-4061.2022.258791

3. Subramaniam, S., Akay, M., Anastasio, M. A., Bailey, V., Boas, D.,
Bonato, P. et al. (2024). Grand Challenges at the Interface of
Engineering and Medicine. IEEE Open Journal of Engineer-
ing in Medicine and Biology, 5, 1-13. https://doi.org/10.1109/
0jemb.2024.3351717

4. Garudadri, H., Chi, Y,, Baker, S., Majumdar, S., Baheti, P. K,,
Ballard, D. (2011). Diagnostic grade wireless ECG monitoring.
2011 Annual International Conference of the IEEE Engineer-
ing in Medicine and Biology Society. https://doi.org/10.1109/
iembs.2011.6090194

5. Pinho, E, Correia, J. H., Sousa, N. J., Cerqueira, J. J., Dias, N. S.
(2014). Wireless and wearable eeg acquisition platform for ambula-
tory monitoring. 2014 IEEE 3nd International Conference on Seri-
ous Games and Applications for Health (SeGAH). https://doi.org/
10.1109/segah.2014.7067078

6. Barrett, P. M., Komatireddy, R., Haaser, S., Topol, S., Sheard, J., Enci-
nas, J. et al. (2014). Comparison of 24-hour Holter Monitoring with
14-day Novel Adhesive Patch Electrocardiographic Monitoring. The
American Journal of Medicine, 127 (1),95.11-95.¢17.https://doi.org/
10.1016/j.amjmed.2013.10.003

7. Ivel, V. P, Gerasimova, Y. V., Moldakhmetov, S. S., Petrov, P. A., Ger-
asimov, 1. A, Zainchkovskaya, K. V. (2019). Wireless three-channel
Holter monitoring system. IOP Conference Series: Materials Sci-
ence and Engineering, 537 (3), 032090. https://doi.org/10.1088/
1757-899x,/537,/3,/032090

8. Oresko, J. J., Duschl, H., Cheng, A. C. (2010). A Wearable Smart-
phone-Based Platform for Real-Time Cardiovascular Disease De-
tection Via Electrocardiogram Processing. [EEE Transactions on
Information Technology in Biomedicine, 14 (3), 734-740. https://
doi.org/10.1109/titb.2010.2047865

9. Frederix, I, Caiani, E. G., Dendale, P,, Anker, S., Bax, J., Bshm, A.
et al. (2019). ESC e-Cardiology Working Group Position Paper:

Overcoming challenges in digital health implementation in car-



20.

21.

22.

23.

diovascular medicine. European Journal of Preventive Cardiology,
26 (11), 1166—1177. https://doi.org/10.1177,/2047487319832394

. Mukhopadhyay, S. C. (2015). Wearable Sensors for Human Activity
Monitoring: A Review. IEEE Sensors Journal, 15 (3), 1321-1330.
https://doi.org/10.1109 /jsen.2014.2370945

. Saad, C., Mostafa, B., Ahmadi, E., Abderrahmane, H. (2014). Com-
parative Performance Analysis of Wireless Communication Proto-

cols for Intelligent Sensors and Their Applications. International
Journal of Advanced Computer Science and Applications, 5 (4).
https://doi.org/10.14569 /ijacsa.2014.050413

. Franceschinis, M., Pastrone, C., Spirito, M. A., Borean, C. (2013).

On the performance of ZigBee Pro and ZigBee IP in IEEE 802.15.4
networks. 2013 TEEE 9th International Conference on Wireless and
Mobile Computing, Networking and Communications (WiMob).
https://doi.org/10.1109/wimob.2013.6673344

. Al Hadidi, M., Al-Azzeh, J. S., Tkalich, O., Odarchenko, R,

Gnatyuk, S., Khokhlachova, Y. (2017). ZigBee, Bluetooth and Wi-Fi
Complex Wireless Networks Performance Increasing. International
Journal on Communications Antenna and Propagation (IRECAP),
7 (1), 48. https://doi.org/10.15866 /irecap.v7i1.10911

. Weyer, S., Menden, T., Leicht, L., Leonhardt, S., Wartzek, T. (2015).

Development of a wearable multi-frequency impedance cardiogra-
phy device. Journal of Medical Engineering & Technology, 39 (2),
131-137. https://doi.org/10.3109,/03091902.2014.990161

. Igbal, S. M. A., Mahgoub, 1., Du, E., Leavitt, M. A., Asghar, W. (2022).

Development of a wearable belt with integrated sensors for measuring
multiple physiological parameters related to heart failure. Scientific
Reports, 12 (1). https://doi.org/10.1038 /s41598-022-23680-1

. Barylo, H. L., Kuchmii, H. L., Kremer, L. P. (2013). ZigBee wireless

communication system for telemedicine. Eastern-European Journal
of Enterprise Technologies, 6 (12 (66)), 79-82. https://doi.org/
10.15587/1729-4061.2013.19741

. Danbatta, S. J., Varol, A. (2019). Comparison of Zigbee, Z-Wave,

Wi-Fi, and Bluetooth Wireless Technologies Used in Home Auto-
mation. 2019 7th International Symposium on Digital Forensics and
Security (ISDFS). https://doi.org/10.1109/isdfs.2019.8757472

. Filho, P, Schulz, E (2013). Zigbee Network for Biomedical Signal

Monitoring: Preliminary Results. International journal of Engineer-
ing Research and Application, 3 (5), 531-534.

. Fernandez-Lopez, H., Afonso, J. A., Correia, J. H., Simoes, R. (2012).

Towards the design of efficient nonbeacon-enabled ZigBee net-
works. Computer Networks, 56 (11), 2714-2725. https://doi.org/
10.1016/j.comnet.2012.04.013

Yang, Z., Zhou, Q., Lei, L., Zheng, K., Xiang, W. (2016). An IoT-
cloud Based Wearable ECG Monitoring System for Smart Health-
care. Journal of Medical Systems, 40 (12). https://doi.org/10.1007/
$10916-016-0644-9

Kaliaskarov, N., Ivel, V., Gerasimova, Y., Yugay, V., Moldakhmetov, S.
(2020). Development of a distributed wireless Wi-Fi system for mon-
itoring the technical condition of remote objects. Eastern-European
Journalof Enterprise Technologies,5(9(107)),36—48.https://doi.org/
10.15587/1729-4061.2020.212301

Martinez-Suarez, F, Garcia-Limon, J. A., Bafos-Bautista, J. E.,
Alvarado-Serrano, C., Casas, O. (2023). Low-Power Long-Term Am-
bulatory Electrocardiography Monitor of Three Leads with Beat-to-
Beat Heart Rate Measurement in Real Time. Sensors, 23 (19), 8303.
https://doi.org/10.3390,/s23198303

Li, D,, Liu, P, Sun, T, Li, L, Xue, Y. (2024). Real-Time PVC
Recognition System Design Based on Multi-Parameter SE-
ResNet. IEEE Access, 12, 70345-70356. https://doi.org/10.1109/
access.2024.3402359

24,

25.

26.

217.

28.

29.

Ivel, V. P, Gerasimova, Y. V., Moldakhmetov, S. S., Petrov, P. A.,
Gerasimov, I. A. (2020). Wireless Holter monitoring system with a
dual-core processor. IOP Conference Series: Materials Science and
Engineering, 919 (2), 022040. https://doi.org/10.1088,/1757-899x,/
919,/2,/022040

Data Sheet. AD8232. Available at: https://www.micro-semiconduc-
tor.com/datasheet/29-AD8232ACPZ-R7.pdf

Sigit, R. (2014). Mini Wireless ECG for Monitoring Athletes’ ECG
Signal Based on Smartphone. IOSR Journal of Engineering, 4 (6),
13—-18. https://doi.org/10.9790/3021-04611318

Syahmi Md Dzahir, M. A,, Seng Chia, K. (2023). Evaluating the En-
ergy Consumption of ESP32 Microcontroller for Real-Time MQTT
IoT-Based Monitoring System. 2023 International Conference on
Innovation and Intelligence for Informatics, Computing, and Tech-
nologies (31CT). https://doi.org/10.1109/3ict60104.2023.10391358
Jung, J., Shin, S., Kang, M., Kang, K. H., Kim, Y. T. (2021). Develop-
ment of Wearable Wireless Electrocardiogram Detection System
using Bluetooth Low Energy. Electronics, 10 (5), 608. https://
doi.org/10.3390/electronics10050608

Koshekov, K., Kobenko, V., Koshekov, A., Moldakhmetov, S. (2020).
Hand-written character structure recognition technology on the basis
of identification measurements. ARPN Journal of Engineering and
Applied Sciences, 15 (21), 2555-2562. Available at: https://www.
arpnjournals.org/jeas/research_papers/rp_2020/jeas_1120_8390.pdf

DOI: 10.15587/1729-4061.2024.310372
SEGMENTATION OF IMAGE FROM A FIRST-PERSON-
VIEW UNMANNED AERIAL VEHICLE BASED ON A
SIMPLE ANT ALGORITHM(p. 44-55)

Hennadii Khudov

Ivan Kozhedub Kharkiv National Air Force University,
Kharkiv, Ukraine

ORCID: https://orcid.org/0000-0002-3311-2848

Illia Hridasov

Ivan Kozhedub Kharkiv National Air Force University,
Kharkiv, Ukraine

ORCID: https://orcid.org/0000-0003-4886-4468

Irina Khizhnyak

Ivan Kozhedub Kharkiv National Air Force University,
Kharkiv, Ukraine

ORCID: https://orcid.org/0000-0003-3431-7631

Iryna Yuzova
Civil Aviation Institute, Kharkiv, Ukraine
ORCID: https://orcid.org/0000-0002-0013-5808

Yuriy Solomonenko

Ivan Kozhedub Kharkiv National Air Force University,
Kharkiv, Ukraine

ORCID: https://orcid.org/0000-0002-6503-7475

The object of this study is the process of image segmentation

from the First Person View (FPV) of an unmanned aerial ve-
hicle (UAV). The main hypothesis of the study assumes that the use
of a simple ant algorithm could ensure the necessary quality of the

segmented image.

The segmentation method, unlike the known ones, takes into

account the number of ants in the image, weight, initial amount and

evaporation rate of the pheromone, the “greediness” of the algorithm

and provides:

— preliminary selection of individual channels of the Red-Green-

Blue (RGB) color space;



— preliminary placement of ants according to the uniform law;

— determining the routes of ants;

— taking into account the attractiveness of the route for each ant;

— change (adjustment) in the concentration of ant pheromones;

— calculation of the probability of movement (transition) of the
ant on the movement route;

— determination of the objective function at the j-th iteration
and its minimization;

— determining the coordinates of the route of movement (move-
ment) of ants;

— verification of the fulfillment of the stop condition;

— determination of the best routes found by ants;

— calculation of the brightness of the pixels of the segmented
image in each channel of the RGB color space;

— further combining the results of channel segmentation.

An experimental study of image segmentation from UAV FPV
based on a simple ant algorithm was conducted. The specified object
of interest on the segmented image has a certain structure, uneven-
ness of the contours, and can be further used for decoding, categori-
zation, etc. Unlike the object of interest, the background (“garbage”
objects) in the segmented image do not have a stable structure and
can be further filtered out.

Tt has been established that the segmented image by the known
method based on the gradient module has a low contrast value,
there are gaps in the segmented pixels of the object of interest. A
segmented image using a method based on a simple ant algorithm is
free from that drawback.

Keywords: UAV FPV, segmentation, ant movement, pheromone,
route attractiveness, objective function.
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NIABUIIEHHAI 3AXHUIIEHOCTI IIPOTPAMHUX PEAJII3AIIII ETEKTPOHHOTO MIAIHCY FALCON BIJ ATAK
HA OCHOBI LIYMY OBYUCJIEHD 3 IINTABAIOYOIO TOYKOIO (c. 6-17)

0. I. Kauko, IO. I. Top6enko, C. O. Kanziii, €. ¥0. Kanrbon

O06’€eKTOM JOCHIUKEHHS € eNIeKTpoHHI mignuch. Cxema enekrpoHHoro nijamnucy Falcon e onaum 3 ¢inanicris konkypcy NIST 3 kBaHTOBO-CTiHKOT
kpunrorpadii. Oxmiero 3 i KIIOYOBHX OCOOIMBOCTEH € BHKOPHCTAHHS OOYHCICHb 3 IUIABAIOYOIO KPAIKOI0, KOTPE MPH3BOAUTH 0 MOMIHBOCTI
aTaKky BiJJHOBJICHHS KJIIOYIB IPH HASBHOCTI JIBOX HECIIBIAJAIOYMX MiANUCIB, c¢(OPMOBAHUX B 0COOIMBUX yMmoBax. PoOoTa mpucBsdeHa mpoonemi
ynockoraneHHs EIT (enekrporHoro nigmucy) Falcon 3 MeTOK YHEMOKIMBICHHS TAKUX aTaK, a TAKOXX BUKOPUCTAHHS 00YHCIICHD 3 (DIKCOBAHOO TOYKOO
3aMicTh OOYMCIIEHB 3 TIaBarouoro Toukoro B cxemi EIT Falcon. I'onoBHMM pesyibraTtoM poOOTH € MPOMO3HMIIii 00 METOJB MOKpAIIEHHS Oe3IeKn
Falcon Big arak, 3acHOBaHHX Ha OCOOJIMBOCTSIX BHKOPHUCTAHHsS OOYHCIICHB 3 IUIABAIOYOI0 TOYKOKO. 3alpOMOHOBAHI METOAM MOKPALICHHS Oe3MeKH
BIJPI3HSIOTHCS BiJI IHIIMX BUKOPUCTAHHSAM OOYUCIICHB 3 (hiKCOBAHOKO KPAITKOIO 3 KOHKPETHUM E€KCIIEPUMEHTAJIbHO BU3HAYCHUM MaclITaOOM B OTHOMY
BHUIAJIKy. B iHIIOMYy BHIIafKy — IpONO3ULIsIME I0X0 Moaudikauii onepamniii B X0l BUKOHAHHS SKMX BUHHKAIOTH YMOBHW [UIsi BUKOHAHHS aTakd Ha
PpiBHI peamizamii. Y pe3yibTaTi IPOBEASHOTO aHali3y OyJl0 YTOUHEHO HMOBIPHOCTI BJIaJIOr0 IPOBE/ICHHS aTakh Ha BiIHOBJICHHS TAEMHOTO KIJIFOYa JUIs
erasnonnoi peamizauii EI1 Falcon. Bymo nokaizoBaHO KOHKPETHI MiCIis B KO, [0 POOIATH ataky MOJKIIHBOIO Ta 3alIPOINOHOBAHO MOIH(IKALIIO KOIY,
110 POOUTH MPOBEICHHS aTakk HEMOXKIUBHM. J[onaTkoBo Oyino BH3HAYEHO HEOOXiqHMI MaciiTal i 00YHciIeHb 3 (PIKCOBAHOIO TOYKOIO, P SKOMY
MOJKJIBO ITOBHICTIO T030yTHCSI OOYHCIICHD 3 IUIaBAIOYOI0 TOUKO0. OTpHMaHi pe3ynsTaTH MOKYTh OyTH BHKOPHCTaHI JUISl SIKICHOTO NOKpAIeHHs 0e3-
neku icHyrounx EIN. Ie mo3BonmTe cTBOpUTH HailHIIII Ta OinbII 3aXuieHi iHpopMmaiiiHi cuctemu, mo BukopuctoByroTh EIT. Kpim Toro, orpumani
Ppe3yibTaTi MOXKYTh OyTH BIIPOBADKCHI B ICHYIOWI CHCTEMH [UTsl 3a0€3MEUCHHST IXHBOT CTIHKOCTI 10 Cy9JacHHUX 3arpos.

KiiouoBi cioBa: KBaHTOBO-CTiiiKi eperBopents, Falcon, miasatoua Touka, (ikcosana touka, NIST, NTRU.
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PO3POBKA MPUHITUMIB ®YHKIIIOHYBAHHS ABTOMATU30BAHOI CUCTEMU ITEPEJIABAHHS TAHUX
BE3ITPOBIIHUMU KAHAJIAMU 3B’AI3KY JJI1 3BABE3NIEYEHHA 3AXUCTY THOOPMAIIII (c. 18-33)

C. II. €Escees, C. B. Minescobkuii, B. €. Cokou, A. II. BonoGyes, B. B. Emanos, JI. B. /lakosa, M. M. Bpaiioscekuii, 1. P. PariMosa,
B. 1. KpaBuenko, O. 0. YUepuaBcokuii

P03BUTOK cHCTeM IepelaBaHH s IAHUX HA OCHOBI OE3MPOBIHIX KAHAIIB Pajlio3B 3Ky J03BOJINB OyyBaHHS IPUHIIUIIOBO HOBUX MEPEXK —
mesh-mepesk, IKi BAKOPHCTOBYIOTBCS HE TITbKY B CMAPT-TEXHOJIOTISAX, a € OCHOBOK MO0y 0B Kibepdisnunux Ta coriokiGepdisnanmux cucrem
(o6’exriB KpuTHYHOI iHppacTpykTypn). O6’ekTOM € Tporiec 3abe3nedenHs HaAiiiHoi Ta Ge3edHoi nepejadi JaHuX Ha OCHOBI BUKOPUCTaHHS
6e3MPOBIAHIX KaHAMIB paaio3s’a3ky. s 3abe3nedennst 03HaK 3aBa[0CTIIKOCTI Ta Ge3MeKr aBTOMAaTU30BaHOT CUCTEMH Tepeiadi JaHnuX 3a1po-
[IOHOBAaHA MaTeMaTHYHa MOJleJb (DYHKILIOHYBAHHS CHCTEMH 3aXUCTy iHGopMmauiitHux pecypcis. st BU3HAYEHHS 3arPO3 BUKOPUCTOBYETLCS
yHihikoBanuil kiacubikarop Ta METOAMKA OI[IHKK TIOTOKOBOTO CTaHYy, SIKi BPAaXOBYIOTb TiOGPUAHICTD Ta CMHEPTIIO MiTbOBUX (3MillIAHUX) aTaK
Ha KaHaJU 3B’s13Ky. BUsHAYaeThest KpUTHYHI TOUKH eJIeMEHTIB iH(PacTpyKTypH, a TaKoxK iH(hopMallis, sika UPKYJIoe Ta/abo 36epiraeTbest.
BpaxoByerbcs olliHka BUKOHAHHS BUMOT PEryJISITOPIB, SIK Mi>KHAPOIHUX, Tak I /lepkaBHUX HOPMATUBHUX aKTiB, Ta HASBHICTb Ta CHPOMOXK-
HICTB eJIeMeHTIB cructeMu Ge3leKu 3a6e3eunTi HeoOXiHUIT PiBEeHD 3aXUCTY eleMeHTIB iH(pacTpyKTypu. 3anpornoHOBaHUI MAXI/| 103BOJIsIE
BusHavaTh: KoedirienTr indopManiiiHoi Ta BHyTPIlIHBOT 0CTYIHOCTI 6e3MPOBIHOTO KaHALY Pajlio3B’sI3Ky, BEKTOPHUIT IIOTEHIIAl MATHITHO-
TO MOJIsI, 10 3aM3HIOETHCS, SIK Pe3yJIETaT poboTH Ha repefady ganux. [Tpu ominioBanHi KoediieHTy BHYTPIIIHBOI 10CTYTHOCTI 6€31TPOBIAHOTO
KaHaIly pajlio3B’sI3Ky 3alpOTNIOHOBAHO BPaxXOBYBaTH KOrepeHTHe MpuiiMaHHs curaty. [pu 1poMy KoedillieHT 3aBafo3aXuiieHocTi 6e3npo-
BIZIHOTO KaHasy pajioss’sisKy Habarato Ginbiie 1, mo sabesnedye gocraTHiil 3axuct iHdopMariii. 3apoNOHOBAHO TEXHIYHE PillleHHs, Ke
JI03BOJINTH HAOJMM3UTH PiBHI KOHDIAEHIIHHOCTI, I[/IICHOCT], aBTEHTUYHOCTI Ta I0CTOBIPHOCTI GE3MPOBIHOTO KaHaLy paaioss’s3ky 10 100 %.

KiiouoBi ciioBa: cucrema repe/iadi JaHux, BUTIPOMIHIOBAY PaliOCUTHAITY, MATHITHE TT0JIe, PaJiOMOHITOPHHT, COTiOKiGep(isnuHa cucrema.
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ATIITAPATHO-TIPOTPAMMHAS PEAJIU3AIIN A JIOKAJIBHOM WI-FI-CETH JIJI1 IEPEJAUYN
BUOMEIMITMHCKINX CUTHAJIOB (c. 34-43)

Yuliya Gerassimova, Victor Ivel, Sayat Moldakhmetov, Pavel Petrov

O6'exrom pocuikenns € 6esaporosa sokanbha Wi-Fi Mepesxka st Tpancsinii 6ioMeiMuHNX CUrHaiB, 1i CTPYKTYpa Ta HPUHIUIN
noGynosu. Bupimmyersest mpobiema MiniMizaitii eneprocnoxusanis Wi-Fi nepenasadem, 1o 3abesnedye MOKIMBICTb CTBOPEHHs 6e31pOTOBOT
CHCTEMU TPUBAJIOTO MOHITOPUHTY GiOMEIMYHUX CHUTHAJMIB. Y pe3yasraTi po3pobiieHo (GyHKIIOHATIbHY cXeMy O6e3ZpOTOBOI CHCTEMU
XourepiBebKOro MOHITOpuHTY Ha 6a3i MikpokoHTposepa ESP32, sika BKJIOUAE B CBOIO CTPYKTYPY MHACUCTEMY HAJIAIITYBAHHS Ta AIarHOCTUKI
6JIOKIB CHCTEMH 3 BHUKOPHCTAHHSM TporpaMuux makeriB MatLab, remeparopa EKT-curmanis ta Gararodynkiionamsroi PCle mratn
Bin kommanii National Instruments. 3anpornoHoBano KpuTepii OIIHKK Ta crnocoOu MiHiMisalii eHeprocrnokuBanHs aBroHoMHUM Wi-Fi
nepenaBayeM. Bu3HAYeHO MeTOAM CHHXPOHisamii poGovnX IUMKJIB IepefaBadya Ta mpuiiMada cucreMu XOJTEPiBCbKOrO MOHITOPHHTY.



IIpeacraBieHo MeTOAMKY BU3HAYEHHS ONTUMAJIbHOI 4acTOTH BHMIpIoBaHHA OGiocurnaiy, 3a skoi crnotsopenns EKI-curnanis Gyae
MiHIMaJIbHUM, 10 3abe3ledye mepegady CUrHaiay 0e3 BTpaT. Po3pobiieHO KOHIENioo MmoOyaoBU alrOpUTMy peasisaliii mporpamu st
Wi-Fi nepepaBaua, sika 3abesredye mapajeibHiCTh BUKOHaHHsI orepaiiii BumipoBanus EKT-curnanis ta ix mepemadi 1o JIOKaJbHil
Mepeski. [IpencraBieno qani HaMBHATYPHIX BUTIPOOYBAHb 3 €KCIIEPIMEHTATBHOIO CHCTEMOIO XO0JITEPIBCHKOTO MOHITOPUHTY 3 THICHCTEMOTO
MOTEPEIHHOr0 HATAIITYBAaHH Ta 3 BUKOPUCTAHHSM 30BHIIIHIX BUMIPIOBAJIbHUX MPUIA/IiB, KOMII'IOTEpa i mporpamMuoro cepeaosuina MatLab.
[TopiBHsibHMIT aHani3 faHnx excrepuMeHTiB 3 nepsuHHuMu EKI-curnamamun ta EKI-curnanamu Ha BUXOji mpuiiMava 1okasaB JIOCHUTb
cTifixy Bignosianicts BXignux i Buxianux EKI-curnamis. 3ampononosani airopuT™Mi J03BOJISAIOTh 3HU3UTH CEPEAHIH CTPYM CHOKUBAHHS
MmikpokonTposepa ESP32 no 50,5 MA. Pesysbratii TPOBEAEHOrO AOCHTIIKEHHST TOKa3yloTh MOKJIUBICTH TOOYAOBYH eHeproedeKkTHBHOI
6e3/1pOTOBOI CHCTEMU TPUBAJIOTO MOHITOPUHTY GioMeANYHKUX curHasiB Ha ocnosi Wi-Fi intepdeiicy.

Kmouosi ciosa: 6iomennunnii curaasn, XosrepiBebke MOHITOPYBaHHsI, KOMII'IOTEpHE MOJIeT0BaH s, cuctema MatLab, Wi-Fi nepeanaua,
anmroputm, Moxysib ESP32.
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CEIrMEHTYBAHHS 3OBPAKEHH? 3 FIRST-PERSON-VIEW BE3IIIVIOTHOTI'O JIITAJIbBHOI'O AIIAPATY HA
OCHOBI ITPOCTOI'O MYPAIIIMHOT'O AJITOPUTMY (c. 44-55)

I'. B. Xynos, 1. 0. I'pizacos, I. A. Xuwxnsik, 1. 10. I0308a, I0. C. Cosomonenko

OG6’exTOM JIOCII/KEHHS € Tporiec cermenTyBannst 300paxkenns 3 First Person View (FPV) Gesmisiornoro sitansHoro anapary (BILJIA).
OcHOBHa TiMOTe3a JOCTIKEHHSI TOJISITAIa B TOMY, [0 BUKOPHCTAHHS IPOCTOTO MYPAIINHOTO aJITOPUTMY [03BOJIMTH 320€3IeUnTH HEOOXIHY
SIKICTh CETMEHTOBAHOTO 300PaKEHHSI.

MeTo cerMeHTYBaHHsI, Ha BiAIMIHY BiJl BIIOMUX, BPaXOBYE KilbKiCTh Mypax Ha 300paskeHHi, Bary, MOYaTKOBY KiJIbKICTh Ta MIBUAKICTH
BUIAPOBYBaHHsI (PePOMOHY, <KaliGHICTh» aITOPUTMY Ta Hepeadadae:

— TIoTIepeHE BU/IJIEHHST OKPEMUX KaHaliB KobopoBoro mpoctopy Red-Green-Blue (RGB);

— TIOTIEPE/IHE PO3MIII[EHHS Mypax 110 PiBHOMIPHOMY 3aKOHY;

— BU3HAUYCHHS MapIIPYTiB Mypax;

— BpaxXyBaHHSIM PUBAOIMBOCTI MAPIIPYTY JJIs1 KOKHOI Mypaxu;

— 3Miny (KOperyBanis ) KOHIIeHTPaIlii (epoMOHiB Mypax;

— PO3paxyHOK HMOBIPHOCTI pyXy (TI€pexojy) Mypaxy Ha MapIiipyTi pyxy;

— BU3HA4YEHH 111/1b0BOI (yHKIII Ha j-iii iTepauii Ta ii Minimisanis;

— BU3HAYCHHS KOOPAMHAT MApIIPYTY PyXy (IIepeMilieHHsT) MypaXx;

— TepeBipKa BUKOHAHHS yYMOBH 3yTINHKY;

— BU3HAYEHHS KPAIINX 3HAIIEHNX MapUIPyTiB Mypax;

— PO3PaxyHOK SICKPABOCTEN MIKCEJiB CErMEHTOBAHOTO 300PasKEHHs B KOKHOMY KaHaJI KOJIbOpoBOro npoctopy RGB;

— TIOJIAJIBIINM TIO€/IHAHHSAM Pe3YJIbTaTiB HOKAHAIbHOTO CETMEHTYBAHHSI.

TIpoBeeHo ekcriepuMeHTaIbHe J0CTiKeH s cerMenTyBanis 300paxennst 3 FPV BIIJIA na 0CHOBI POCTOTO MYPAIIMHOTO AJITOPUTMY.
Hasezenuii 06’'exT inTepecy Ha cerMEeHTOBaHOMY 300pakeHHI Ma€ MeBHY CTPYKTYPY, HEPO3PIBHICTh KOHTYPIB Ta MOKe OYyTH B TIOAAJIBIIOMY
BUKOPHUCTAHUI J7is1 IpoBeicHHs AenmndpyBanus, kiacudikaiii Tomo. Ha siaminy Bix o6’ekry intepecy, poHoBi («cMiTTEBi» 00’¢KTH) Ha
CEerMEHTOBAHOMY 300pasKCHHI HE MAIOTD CTAJIOl CTPYKTYPH Ta MOXKYTb OYTH B IIOAQJIBIIOMY Bi/CisiHi.

BeranoBieno, 1o cerMenToBane 300paKEHHST BIZIOMIM METOIOM Ha OCHOBI MOJYJISI TPAIEHTY Ma€ HU3bKE 3HAYEHHS KOHTPACTY, €
MIPOITYCKI CETMEHTOBAHNUX MiKcesiB 06’ekry inTepecy. CermMenToBaHe 300paKEHHsST METOAOM Ha OCHOBI TPOCTOTO MYDAIIMHOTO aJTOPUTMY
BiJIbHE Bi/l 3a3HAYEHOTO HE/IOJIIKY.

Kmouosi cinosa: FPV BILJTA, cerMeHTyBaHHS, pyX Mypax, (hepOoMOH, MPUBAOIUBICTh MAPIIPYTY, MiTb0Ba (DyHKITIL.



