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One of the promising directions for improving the quality of
object recognition in images and parallelizing calculations is the
use of ensemble classifiers with stacking. A neural network at the
second level makes it possible to achieve the resulting quality of
classification, which is significantly higher than each of the net-
works of the first level separately. The classification quality of the
entire ensemble classifier with stacking depends on the efficiency of
the neural networks at the first stage, their number, and the qual-
ity of the classification of the neural network of the second stage.
This paper proposes a neural network architecture for the second
stage of the ensemble classifier, which combines the approximating
properties of traditional neurons and learning activation functions.
Gaussian Radial Basis Functions (RBFs) were chosen to imple-
ment the learned activation functions, which are summed with
the learned weights. The experimental studies showed that when
working with the CIFAR-10 data set, the best results are obtained
when six RBFs are used. A comparison with the use of multilayer
perceptron (MLP) in the second stage showed a reduction in clas-
sification errors by 0.45-1.9 % depending on the number of neural
networks in the first stage. At the same time, the proposed neural
network architecture for the second degree had 1.69-3.7 times less
learning coefficients than MLP. This result is explained by the fact
that the use of an output layer with ordinary neurons allowed us
not to enter into the architecture many learning activation func-
tions for each output signal of the first stage, but to limit ourselves
to only one. Since the results were obtained on the CIFAR-10 uni-
versal data set, a similar effect could be obtained on a large number
of similar practical data sets.

Keywords: multilayer perceptron, neural network, ensemble
classifier, weighting coefficients, classification of objects in images.
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This study considers the task to design a data analysis plat-
form with predictive capabilities of neural networks. The object
of research is intelligent decision-making systems built on deep
learning methods. The proposed intelligent platform takes into
account the specificity of working with data in the dynamic and
uncertain environment of the pharmaceutical market. Its main
purpose is the processing of various data formats, such as time
series, regression, classification data sets to create forecasts based
on various indicators. At the core of the platform architecture,
along with technologies for backend and frontend development
(HTML, JS, CSS, C#, NET), MSSQL Server and TSQL for da-
tabase management, are AI Microservices (Python, Flask); they
are responsible for artificial intelligence services, in particular
neural networks.

In order to identify the optimal model, which is able to effec-
tively solve regression problems based on the selected indicators,
the study analyzed several configurations of neural networks on
End-to-end machine learning platforms. Distinctive features of the
architecture of the designed data analysis platform include its ability
to dynamically switch between different machine learning models
based on predefined indicators and criteria such as prediction ac-
curacy and model selection.

Improved interpretation of forecasts through the use of Explain-
able AT enables effective decision-making in the pharmaceutical
industry. The functioning of the proposed instrumental decision-
making base is demonstrated on the examples of forecasting trends in
the consumption of pharmaceuticals by different groups in the phar-
maceutical markets of different countries. Automating the model se-
lection and prediction loss minimization process in a comprehensive
data analysis platform (CDAP) improves forecast accuracy by ap-
proximately 15 % compared to traditional manually selected models.

Keywords: deep learning, artificial neural networks, pharma-
ceutical market, data analysis, predictive tasks.
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The object of this paper is the process of detecting an aerial
object by a radar with active and passive reception channels. The
main hypothesis of the study assumed that the introduction of an ad-
ditional channel of passive reception would increase the conditional
probability of correct detection at a fixed value of the conditional
probability of false alarms.

When detecting an aerial object, it was considered that the signals
from aerial object represent a reflected signal after being emitted by
the active radar channel elemitted own radio signals. A radar with
active and passive reception channels assumes the presence of two
channels. The active location channel provides reception of signals re-
flected from an aerial object, their processing and detection according
to the Neumann-Pearson criterion. The passive location channel func-
tions according to the principle of panoramic spectral analysis based
on windowed Fourier transforms. The information combining device
is intended for the compatible combining of information from active
and passive channels of radar reception. At the output of the passive
location channel, an output signal is formed, and the coordinates of the
aerial object are measured. To ensure the functioning of the radar with
active and passive reception channels, it is necessary to ensure the time
synchronization of the reception channels.

The quality of detection of aerial objects by radar with active
and passive signal reception channels was evaluated. The quality in-
dicator defines the conditional probability of correct detection. The
dependences of the conditional probability of correct detection are
given for a radar with only an active reception channel and a radar
with active and passive reception channels. It was established that
the introduction of an additional channel of passive reception to the
radar increases the conditional probability of correct detection by an
average of (20—40) %, depending on the signal-to-noise ratio.

Keywords: active radar, passive channel, conditional probability
of correct detection, aerial object.
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The object of this study is the monitoring processes of airspace
in the visible and infrared frequency ranges using an infocommunica-
tion network of optoelectronic tracking stations.

The problem addressed is the assessment of accuracy in position-
ing aerial vehicles in airspace, considering random and systematic
errors in video surveillance.

The proposed method allows for the analytical evaluation of
variance in the coordinates of aerial vehicles in airspace at any given
moment, depending on the variance in errors from all components of
the video surveillance process.

The following results are reported:

— mathematical models for both open and covert video surveil-
lance by the infocommunication network of optoelectronic stations
based on the trajectories of aerial vehicles, which enable the estima-
tion of their coordinates for each moment of video surveillance;

— analytical relationships between the variance of geolocation
of aerial vehicles and the variance of errors in all components of the
video surveillance process.

A key feature of the method is its practical independence on the
type and size of aerial vehicles. The method requires the availability
of metrological characteristics of the optoelectronic station instru-
ments and synchronized measurements of azimuth, elevation angle
(for covert), and slant range (for open video surveillance).

The numerical values of the root mean square deviations of the
positioning errors of aerial vehicles under various video surveillance
conditions range from 0.1 to 0.35 meters, confirming the effective-
ness of using the infocommunication network of optoelectronic
stations as an instrumental tool for high-precision trajectory mea-
surements.

Keywords: optoelectronic station, infocommunication network,
airspace monitoring, aerial vehicles.
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Although 5G technology has been in development for a consid-
erable time, significant challenges regarding its effective implemen-
tation still need to be addressed. A key issue lies in using frequency
and ensuring coexistence with previous technologies that continue
to serve existing users because users in many countries’ late adop-
tion of new technologies does not always progress smoothly. This
research paper aims to evaluate 5G Fixed Wireless Access (FWA)
utilizing the 2300 to 2400 MHz spectrum that is usually used in
4G LTE previous technology, positioned as a viable alternative
to traditional fiber optic networks, and its impact on technology
valuation in spectrum usage to solve high-speed alternative tradi-
tional fiber in rural and urban areas. The study focuses on Quality
of Service (QoS) related to user experience with a standard wire-
less access service parameter while analyzing payload growth and
revenue generation improvements compared to LTE technologies.
Through rigorous trials, our results demonstrate that 5G FWA not
only preserves the QoS experienced but significantly enhances it as
a feasibility analysis of network productivity by combining 4G and
5G technology in one service area. The implementation trial of 5G
FWA resulted in notable increases of 50 % in more than 20 Mbps
data throughput, contributing to 27 % substantial growth in pay-
load and revenue in an area using only 4G LTE before 5G FWA
was implemented. By providing detailed performance metrics, the
trials highlighted the potential for 5G FWA to deliver broadband
services more efficiently and cost-effectively, particularly in regions
where geographical or economic factors constrain the expansion of
fiber optics.

Keywords: broadband internet, fixed wireless access, fixed mo-
bile convergence, FMC, rural-urban internet, fiber optic.
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The object of the study is a corporate network with a dynamic
structure and centralized management. The subject of the research is
the processes of ensuring the protection of information resources in
the corporate network. The goal is to develop a method of protect-
ing information in the corporate network. The development is based
on the Zero Trust Security strategy, according to which access to
the network is allowed only after verification and identification of
information. The task is to develop an effective method of protecting
information resources and managing cyber security in the corpo-
rate network, taking into account the complex aspects of malicious
influence. The following results were obtained. It is shown that the
complex, diverse presentation of information in the network requires
a comprehensive approach with the division of mixed content of in-
formation into segments according to the target orientation. Based on
CISA’s (Cybersecurity and Infrastructure Security Agency) Zero Trust
Maturity Model, a method of targeted traffic segmentation is proposed.
Tt allows detailed analysis of the interaction between applications, us-
ers and corporate network infrastructure, which increases the level of
complex threats detection by 15 %. A method of protecting information
resources of a socio-cyber-physical system is proposed, which, based on
the principle of the Zero Trust Security strategy, improves the moni-
toring and management of cyber security of information resources by
taking into account social aspects. This allows to detect and respond to
threats in real time and adapt security policies according to the dynam-
ics of user behavior and general security conditions. Integrating analyti-
cal methods and modern technologies into a security strategy creates a
foundation for adaptive and resilient cyber defense.

Keywords: cybersecurity, protection of information resources,
security policy; semiotic model, socio-cyber-physical system, confi-
dentiality, integrity, authenticity, intelligent analysis, traffic control.
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Most information systems, especially on the Internet, have a
distributed architecture with remote access and an insecure com-
munication channel. In such systems, the tasks of permanent au-
thorization mean implementing time intervals of user work without
re-authentication are especially actual. The problem is that repeat-
edly sending a password increases the likelihood of it corruption.
One solution is to use zero-knowledge protocols. In these protocols,
passwords are not transmitted over the channel but are included in
the algorithms as parameters. However, the computational complex-
ity, as well as the finite number of passwords, limit their use, ensuring
the relevance of further research. Focusing on object of the exchange
protocols security, the use of algebraic fractal sets has been proposed
as a potentially infinite source of data for passwords. In this work,
algorithms were developed, implemented, and tested, which proved
the higher reliability of fractal protocols in comparison with the ref-
erence generator of random bits (with an error probability of 0.5). It
was also noted that the calculation operations have an insignificant
influence on the overall time complexity of the exchange protocol
as a whole. Practical recommendations for the use of fractals with a
Hausdorff dimensionally of about 1.6 on the boundary of the Man-

delbrot set are given. The paper also highlights the advantages of
including color information in fractal sets, which gives about 3 times
improving of confidential security indicators of communication pro-
tocol. The proposed algorithms do not require specialized software
and can be implemented in the majority of network information
systems as an additional module.

Keywords: information security, network technologies, confi-
dence, authentication, zero knowledge protocol, fractal.
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PO3POBKA HEMPOHHOI MEPEJKI 13 IIIAPOM HABUAEMHUX ®YHKIIN AKTUBAIII JIJI IPYTOTO CTYIIEHS
AHCAMBJIbOBOTO KIIACU®DIKATOPA 13 CTEKIHTOM (c. 6-13)

O. M. Tamyonkos, O. M. Bapanos, C. I'. Autonryk, O. B. Macios, M. I. Ba6uy

OHKUM i3 MEPCHEeKTHBHUX HATIPSIMIB 1010 MiABUIEHHS SIKOCTI po3nizHaBanHst 00’€KTiB Ha 300paKEHHSIX Ta PO3IAPAJIeTIOBAHHST 00UMC-
JIeHb € BUKOPHCTaHHsT aHcaMOsieBUX KiracudikaTopis 3i crekinrom. Heliporna Mepeska Ha APyTroMy CTYIEHI 03BOJISIE JOCSATTH PE3yJIBTYI0U0l
sKocTi knacudikaiii, icToTHO GLIBIIOT, HIsK KOKHA 3 Mepesk MepLIoro CTyneHst okpeMo. SIkicTh Kiacuikaliii Beboro ancam6ieBoro kaacudi-
Karopa 3i CTEeKIHroM 3aJIeKUTh Bijl e(heKTUBHOCTI HEPOHHMX MepesK Ha IEepPIIOMY CTYIeHi, iX KijbKocTi Ta skocTi Kiaacudikalii HeiipoHHOT
Mepei IPYroro cryreHs. Y CTaTTi 3armporoHOBaHO apXiTeKTyPy HEIPOHHOI MepeKi [7Ist IPYTOro CTYIeHs aHcaMbIeBOro KiracudikaTopa, 1o
MoEAHYE B coOi aPOKCUMYIOU] BJACTUBOCTI TPaAUIIHHNX HelipoHiB i pyHKuiil akTuBaii, o HaByaoTses. s peanizanii Gynkitiii akTusa-
1, 1o HaByaioThes, Oyan o6pani raycciBebki pagianbhi 6asucui Gynkiii (RBF), ski miacyMoByIoThes 3 Baramu, 110 HaByaioThes. IIposeaeni
EKCIIEPUMEHTANIbHI IOCIPKEHHS oKa3asu, mo npu po6oti 3 Habopom gannx CIFAR-10 Haiikpaiii pe3yibraT BUXOAATh IPY BUKOPUCTAHHI
mecrr RBE TTopiBHSAHHS 3 BUKOPUCTAHHAM Ha APYTroMy cTyiieti Garatomaposoro nepcentpony (MLP) nokasano 3MeHIIeHHSI TTOMUJIOK KJia-
cudikanii na 0,45—1,9 % 3asexHo B KiZIbKOCTI HEHPOHHUX MePeK Ha IIepIIoMy cTyTieHi. [Ipu 1iboMy 3arrporioHoBaHa apxiTekTypa HeiipoHHOT
Mepexi 1711 ipyroro crynens mana B 1,69—-3,7 pasiB mentie koedinieHTiB, mo HaByaoThes, Hixk MLP. Ileit pe3ysibTaT MOsICHIOETBCS THM, TIO
BUKOPHCTAHHST BUXIJIHOTO 1Iapy 3i 3BUYAHUMK HEHPOHAMU [[03BOJIMJIO HEe BBOJIUTH B apxiTekTypy Garato (yHKIiil akTuBarii, mo HaBya-
H0ThCS, 11 KOSKHOTO BUXIIHOTO CUTHAITY TIEPIIOTO CTYTIEHs, a 0OMEKUTUCS TiIbKY ofHie. OCKIIBKN pe3y braTi Oy OTPUMaHi Ha YHIBEp-
campromy Habopi manux CIFAR-10, ananoriunnii eekT MoKHA OTPUMATH Ha BEJUKIH KiJTbKOCTI aHAJOTIYHUX MPAKTHYHUX HAOOPIB MaHKX.

KiouoBi cioBa: GaratoliapoBuii TepcenTpoH, HelipoHHa Mepexka, ancamOieBuil kaacudikartop, Barosi koedirienTn, Kiacudikartist
00’€KTiB Ha 300paKEHHSIX.
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PO3POBKA IHTEJTEKTYAJIbHOI INTAT®OPMH AHAJI3Y JAHUX JIJISI ®APMAIIEBTUYHUX ITPOTHO3IB
(c. 14-27)

3. M. Cokoaoscbka, 1. IO. IBuenko, O. I. IBuenko

Bupinyerbest mpobiema po3poOku miathopMu aHasiisy JaHuX 3 MPOTHOCTUYHUMU MOKJIUBOCTAMU HElipoHHUX Mepexk. O6'e€KToM 110-
CIIJKEHHST € THTEIEKTyaIbHi CUCTEMU TIPUUHSTTS PillleHb, MoOY/I0BaHi HAa METOAaX MIMOOKOr0 HaBYaHHs. 3alPOIIOHOBAHA THTEJIEKTYalbHA
nathopMa BpaxoBye crerudiky pobOTH 3 TaHNMH ANHAMIYHOTO Ta HEBH3HAYEHOTO CepeloBMINA (hapMaleBTHIHOTO PUHKY. [i ocHOBHe
npusHaYeHHs: — 06poOKa pisHoMaHITHUX (POPMATIB TaHKX, TAKUX sIK TaiimMcepii, perpecis, kaacudikaiiitni Habopu JaHUX U1 CTBOPEHHSI TIPO-
rHO3IB 3a pisHUME iHAKMKaTOpaMu. B ocHoBi apxiTekTypu matdhopMu, MOpsi/l 3 TEXHOJIOTIAMMU 11 po3podku Gekenay ta ¢hponrenay (HTML,
JS, CSS, C#, NET), MSSQL Server i TSQL st ynpassiinas 6asamu nanux, gesxkatb Al Microservice (Python, Flask), Boun Bianosinawors
3a cepBicH ITYYHOTO iHTEJIEKTY, 30KpeMa HeHPOHHIX MepexK.

Jlnst igenrndikanii onTUMaabHOT MOJe, siKa 3/aTHa eheKTUBHO PO3B’A3yBaTH 3a/a4i perpecii Ha Gasi 0OpaHUX iHAMKATOPIB, B IOCIi-
JUKEeHHI Oy IpoaHasisoBaHi JAekiabka koHdirypaitiii Heiiponnux mepesx Ha End-to-end machine learning platforms. Biaminui pucu apxi-
TEKTYpH po3pobJieHoT IaTHOPMU aHaIi3y JaHUX BKJIIOYAIOTD il 3/[aTHICTD JAMHAMIYHO HEPEMUKATUCS MiXkK PISHUMHI MOJIEJISIMU MAITTHHOTO
HaBYaHHsI Ha OCHOBI MOMEPE/IHHO BU3HAYECHUX IHIKATOPIB Ta KPIiTepiiB, TAKUX SIK TOYHICTH IIPOTHO3YBAHHS Ta BUOIP MOJIEJI.

[TokpaieHa inTeprpeTaliist IPOrHO3iB 3a paxyHok BukopucTanns Explainable Al mazae MoKIMBICTD e)eKTUBHOTO TIPUUHATTS PillleHb Y
(apmaneBTuuniil tanysi. DyHKIIOHYBaHHS 3alIPOIOHOBAHOI IHCTPYMEHTAILHOT 6a3u IIPUHHATTS PillleHb TPOIEMOHCTPOBAHO HA IPUKJIAIaX
3/iIICHEHHST IPOTHO31B TEH/IEHIIIi CIIOXKIBAaHHS (hapMaleBTUYHUX TIperapaTiB pisHUX rpyir Ha hapMaleBTUYHUX PUHKAX Pi3HUX KpaiH. ABTO-
MaTH3alis mporecy BUOGOpY Mozesi Ta MiHiMisalil BTpaT MPOrHO3YBaHHS Ha KOMILTEKCHOI TraTdopwmi anamisy mannx (CDAP) mokpamntye
TOYHICTH TIPOTHO3YBAHHsT TPUOIN3HO Ha 15 % MOPIBHAHO 3 TPAAUIIIHHIMI MOJIESIMU, BUOPAHUMH BPYYHY.

KiiouoBi caoBa: rimboKe HaBYamHs, MITYYHi HepoHHi Mepexki, (hapMalleBTUYHIii PUHOK, aHaJi3 JaHuX, IIPOTHOCTUYHI 3ajaui.
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PO3POBKA METO/IY BUSIBJIEHHSI IIOBITPSTHOTO OB’EKTY PAJIAPOM 3 JIOJATKOBUM KAHAJIOM
IIACUBHOTO ITIPHUIIOMY (c. 28-35)

I. B. Xyaos, I M. Tpodumos, 10. €. Penino, O. M. Maxogeiiuyk, B. I. Tkauenxko, /I. O. Koros, B. B. I'pigina, M. I. I'epaa,
B. B. Kpusomees, M. M. IlIBeup

OG6’e€KTOM JIOCII/KEHHSI € POLEC BHUSIBJICHHS IOBITPSHOrO 00’€KTY PajlapoM 3 aKTHBHUM i [IACUBHUM KaHaJaMu rpuiiomy. OcHOBHA Ti-
ToTesa AOCKEHHS T0JIATaIa 6 TOMY, 110 BBEJCHHS J[0IATKOBOTO KaHATy MAaCUBHOTO MTPUHOMY /I03BONTD MiZABUIINTH YMOBHY HMOBIpHICTD
MPABUJIBHOTO BUSIBJICHHS MTPU (DiKCOBAHOMY 3HAUEHHI YMOBHOI IMOBIPHOCTI XUOHOT TPUBOTH.



IIpu BusIBJIEHHI TTOBITPSAHOTO 00'€KTa BBAKANOCH, 10 CUIHAIM Bijl TOBITPAHOTO 00’€KTY TPEACTABIAIOT: BIAGUTHI CHIHAI MiCJA BUIIPO-
MiHEHHSI aKTUBHUM KaHAJIOM pajapy, BUIPOMiHeHi BiacHi pagiocurHanu. Pagap 3 akTUBHUM i TACUBHUM KaHAJaMK TpUiiomy repeabadae
HasIBHICTD JIBOX KaHasiB. Kanam akTuBHOI JloKattii 3abe3redye puiMaHHsl CUTHAJIB, BIIOUTHX Bijl MOBITPSIHOTO 00’€KTY, IX 06pOOKY Ta BHU-
sBienns 3a kpurtepiem Hefimana-Ilipconma. Kamasm macusnoi sokaitii hyHKITioNy€e 32 TPUHIUTIOM TTAHOPAMHOTO CIEKTPATBHOTO aHai3y Ha
ocHOBI BikonHux nepersoperb Dyp’e. [puctpiii 06’eananus indopMmaiiii npusHayeHuii 1ist cymicHoro o6’eiHanus iHdopMaiii 3 aKkTHBHOTO
Ta MMACMBHOTO KaHAJIB mpuitomy pazapy. Ha Buxozi kaHamy macuBHOI JoKallii popMy€eThCsT BUXIZIHNI CUTHAJ Ta MPOBOINTHCS] BUMiPIOBAHHS
KOOPJMHAT MOBITPSTHOTO 00’eKTy. [[71s1 3abe3medenns (hyHKIIOHYBaHHs paflapy 3 aKTUBHUM i ITACHBHUM KaHAJIaMK PUHOMY HeOoOXiIHO 3a6e3-
TIEYUTH YACOBY CHHXPOHI3aIliI0 KaHAJIiB IPUHOMY.

[IpoBeeHo OiHKY SIKOCTI BUSIBJIEHHSI MOBITPSIHUX 00’'€KTIB pajapoM 3 aKTUBHUM 1 MACUBHUMMU KaHasaMu npuiiomy curnasis. [Tokasnu-
KOM SIKOCTI BU3HAUEHO YMOBHA HMOBIPHICTb IIPaBUJILHOTO BUABIeHHs. HaBesieHi 3a1e:KHOCTI YMOBHOI IMOBIPHOCTI IIPaBUJILHOTO BUSIBJICHHS
JUTS Pajiapy TiMbKH 3 aKTUBHIM KaHAJIOM IPUHOMY Ta Pajiapy 3 akTHBHUM Ta MACUBHUM KaHaJaMU IpUioMy. BetaHoBieHO, 10 BBEJIEHHS /10
pajiapy 0aTKOBOTO KaHaJIy MACHBHOTO IPUIOMY Mi/[BUIIYE€ YMOBHY HMOBIpHICTb IIPAaBUJIBHOTO BUSIBJIEHHS ¢ cepeniboMy Ha (20—40) % B
3QJI€KHOCTI BiJl Bi[HOIIEHHST CUTHAJ/TITYM.

Ki1040Bi c10Ba: akTUBHUI pajap, MaCUBHUIL KaHAJI, yMOBHA IIMOBIPHICTb IPABUJILHOTO BUSIBJICHHSI, OBITPSAHUIT 00 €KT.
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PO3POBKA AHAJIITUYHOI'O METOAY OLNIHIOBAHHS TOYHOCTI IIOSUIIIOHYBAHHS JIITAJIbHUX
AITAPATIB IH®OOKOMYHIKAIIITHOIO MEPE;KEIO ONITUKO-EJIEKTPOHHUX CTAHIIIA (c. 36-48)

A. 1. Tesimes, O. B. 3emusnuii, 1. C. Illoctro, /1. B. Kocrapes, A. I. Ilapamonos

O06’eKTOM JOCIIIKEHHST € IPOIIECH MOHITOPUHTY HOBITPSIHOTO MPOCTOPY B BUIMMOMY Ta iH(pauepBOHOMY JianaszoHax 4yacToT iHPOKOMY-
HIKaIIIHOI0 MePeKero ONTUKO-eJIEKTPOHHUX CTAHIIII TPAEKTOPHUX BIMiPIOBaHb.

[Ipo6iiema, sika BUPILIYETHCSI, — OI[IHIOBAHHSI TOYHOCTI MO3UIIIOHYBAHHS JHTATBHUX allapaTiB y MOBITPSHOMY MPOCTOPI B 3aJI€KHOCTI Bijt
BUTIAIKOBHX Ta CHCTEMATHYHUX MOXUOOK BiZIEOCTIOCTEPEKEHHSI.

3aIporoHOBaHNIT METOJT IA€ MOJKJINBICTD AHAJIITHYHO OIIHIOBATH JIMCHepCii KOOP/IMHAT MiCIls PO3TalllyBaHHS JITAIbHUX arapaTiB B 110-
BITPSIHOMY TIPOCTOPI HA KOKEH MOMEHT Yacy B 3aJIeKHOCTI BiJl AUCTIEPCiil TOXMOOK yCiX CKIa/0BHX MPOIECIB BiIEOCTIOCTEPEKEHHSI.

OTpuMani pe3yasTaT:

— MaTeMaTHYHi MOJIeJTi BiZIKPUTOTO Ta MPUXOBAHOTO Bi/IEOCTIOCTEPEKEHH 1H(OKOMYHIKAIIIHOIO MePEKEIO OMTUKOETEKTPOHHUX CTAHI I
3a TPAEKTOPLAMU PyXy JITAJbHUX allapaTis, gKi J03BOJISAIOTh OTPUMATH OLIHKU MaTeMaTHUHUX OUiKyBaHb KOOPJAUHAT iX PO3TAlllyBaHHs JJIs
KOKHOTO MOMEHTY 4Yacy BileOCIIOCTEPEKEHHST;

— aHAJITUYHI 3aJI€KHOCTI UCTIEPCiil TEOTO3UITIOHYBAHHS JITATBHUX allapaTiB Bijl Aucepciit moXuOOK yeix CKIa0BHUX MPOIECiB Bifeoc-
TOCTEepeKeHHS.

Ocob6auBicTh METOAY — HI0r0 MPAKTUYHA HE3AJIEKHICTD Bijl TUITY Ta po3MipiB miTanbHux anaparis. OG0B’ I3KOBUMU YMOBAMU 3aCTOCY -
BaHHsI METO/lY € HASIBHICTh METPOJIOTIYHUX XaPAKTEPUCTUK IHCTPYMEHTATIBHUX 3aCO0IB ONTHUKO-EJIEKTPOHHUX CTAHIIIi, @ TAKOK OTPUMAHHS
pe3yJbTaTiB CHHXPOHI30BAaHUX BUMIiPIOBaHb a3MMYTY. KyTa MicIlsl (JI/Is IPUXOBAHOT0) Ta IMOXMJIO] adbHOCTI (/I BIIKPUTOTO Bifeoctioc-
TEPEsKEHHST ).

YucesnbHi 3HAUYCHHS OIIHOK CEPeHbOKBAJAPATUYHUX BiJIXUJIEHDb [TOMUJIOK KOOPJMHAT PO3TAIlyBaHHS JITAJIbHUX arapariB /I Pi3HUX
YMOB Bi/ICOCIIOCTEPEKEHHS 3HAX0/s1Thes B /ianasoni Bix 0.1 10 0.35 M, 1m0 miaTBep/Ky€e eeKTUBHICTh BUKOPUCTaHHS i1H(DOKOMYHIKaIiiHOT
MepesKi ONITHKO-eJTEKTPOHHUX CTAHIIIH SK IHCTPYMEHTATBHOTO 3ac00y /TSI TIPOBEIEHHS] BUCOKOTOYHIX TPAEKTOPHNX BUMiPIOBAHb.

KmouoBi ci0Ba: onTHKO-eIeKTPOHHA CTaHIlis, iHhOKOMYHIKaIliiTHasT Mepeka, MOHITOPUHT TIOBITPSIHOTO MPOCTOPY, JTATbHI arapaTH.
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BI3HAYEHHA BIIJIUBY QOS HA IHTETPAIIIO 4G LTE TA 5G FWA 3 BUKOPHCTAHHAM ITEPEPO3IIOA1TTY
JAUAITA3OHY 2300-2400 MI'TT /1A BUCOKOIIBUJIKICHOTO IHTEPHETY, AIbTEPHATHBHOTI O
TPATULIIHOMY BOJIOKHY (c. 49-62)

I Ketut Gunarta, Nurdianto

Hespaskaouu Ha Te, 1110 TexHOJI0rist 5G PO3POOIAETHCS MPOTITOM TPUBAJIOTO Yacy, 3HAYHI pobieMu Moo ii eheKTUBHOr0 BIPOBAIIKEH-
Hs Bee 1ie moTpedyioTh Bupinients. Kiouosa mpobieMa mossira€ y BAKOPUCTAHHI YacTOTH Ta 3a0€3MeYeHH] CIiBICHYBAaHHS 3 MOTEPEIHIMU
TEXHOJIOTISIMH, SIKi TIPOZIOBXKYIOTh OOCAYTOBYBATH iCHYIOUNX KOPHUCTYBAYiB, OCKIIBKI Mi3HE BIIPOBAKEHHST HOBHX TEXHOJIOTIH y 6araTbox
KpaiHax He 3aBkau BigOyBaeTbest Tiiajako. Lle pocaimpkents cupsamosade Ha oninky 5G dikcoBanoro 6esnporosoro pocryny (FWA) 3 Bu-
kopuctanusMm crektpy Bif 2300 o 2400 MT, skuii 3a3Buvaii BUKOPUCTOBYEThCs B morepenuiii rexnosiorii 4G LTE, nosuitionyerbest sik
SKUTTE3/IaTHA ITePHATBA TPAUIIITHIM BOJIOKOHHO-OIITHYHIM MepeskaM, 1 10ro BILIMB Ha OLIHKY T€XHOJIOTII y BUKOPUCTAHHI CIIEKTPY. /IS
BUPINEHHS BUCOKONIBH/IKICHOTO aIbTePHATUBHOTO TPAUIIIHHOTO BOJTOKHA B CLICHKIH Ta MichKiH MictieBocTi. /lociikenHsa 30cepeKeno Ha
strocTi o6cayroByBanust (QoS), MOB’I3aHOMY 3 KOPUCTYBATBHUIILKIM OCBIZIOM POGOTH 31 CTAHAAPTHIIM TapaMeTPOM MOCTYTH Ge3[POTOBOTO
JIOCTYITY, OJIHOYACHO AaHAII3YIOUH 3POCTAHHSI KOPHCHOTO HABAHTAKEHHSI Ta [ IBUIIIEHHS TPUOYTKY MOpiBHSAHO 3 TexHouorisimu LTE. 3aBusku
PETEIbHIM BUIPOOYBAHHSIM OTPUMAHI PE3yJIbTaTH AeMOHCTPYIOTh, 10 5G FWA He Tinbku 36epirac QoS, ase it 3HaUHO MOKpaIye Horo sk
aHaJIi3 3MIHCHEHHOCTI PO KTUBHOCTI MepeKi IIAX0M noeaHanus texnonoriit 4G i 5G B omniii 3011 06cryroByBants. BunpoOyBaHHs BIpo-
Bapkennst 5G FWA npusBesto /1o 3Hautoro 36ibinenns Ha 50 % mpomyckHoi 3garHocTi ganux monar 20 M6it/c, 1o cnpusiio 3HagHOMY 3pOc-




TAHHIO KOPUCHOTO HABAHTAaKEHHsT Ta I0X0/1y Ha 27 % y perioHi, ne BukopucroBysaiacs jauiie 4G LTE o Buposamkents 5G FWA. Hajaroouu
JIeTaNIbHI MOKA3HUKU MTPOAYKTUBHOCTI, BUIIPOOYBaHHS Mikpecauu noteniian 5G FWA s Gibin eheKTUBHOTO Ta €EKOHOMIYHOTO HAlaHHS
HIMPOKOCMYTOBHX TOCJIYT, 0COOJMBO B perioHax, e reorpadiyni i eKOHOMiuHI (hakTOPHU CTPUMYIOTH PO3ITHUPEHHS BOJIOKOHHOI OTITHKH.

KiouoBi cioBa: mmpoxkocmyrosuii [nteprer, dikcoBanuii 6e31poToBril 10cTyT, (pikcoBana MobiabHa Konseprenitis, FMC, ciibebko-
MicbKUii [HTEpHeT, OIITOBOJIOKHO.
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PO3POBKA METO/IY 3AXHCTY IHOOPMAIIIMHUX PECYPCIB ¥ KOPIIOPATUBHII MEPEXKI IIIJIIXOM
CETMEHTAIII TPA®IKY (c. 63-78)

M. 0. Toaxauos, H. B. /I:keniok, C. II. €scees, 10. M. Jluceupkuii, B. I1. lllyxsra, I. M. I'pox, C. I. @apaow, I. C. IBanyenko,
I. B. ITaceko, [I. C. Baxarypa

O06’eKTOM JIOCIIIZKEHHS € KOPIIOPATUBHA MEPEKaA 3 IMHAMIYHOK CTPYKTYPOIO 1 IIEHTPATi30BaHNM KepyBaHHAM. [IpeIMeTOM MOCIIIZKEHHS
€ mpotiecy 3abe3redeHHst 3axXnucTy iHhopManiitHuX pecypciB y KopropatusHiil Mepexi. MeTta — po3pobka MeTozy 3axucTy iHdopmartii y kop-
MopaTuBHiil Mepeski. B 0cHOBY po3po6KHU MOKJIAIeHo cTpaTeriio HyIboBoi oBipy Zero Trust Security, 3riiHO 3 KO0 IOCTYII Y MepexKi J03B0-
JISIETHCS TIIbKM e/ Bepudikaltii ta izentudikanii ingopmarii. 3agaua — po3poOKka eeKTUBHOIO METOLY 3aXUCTy iHGOPMAIiiHIUX pecypciB
Ta KepyBaHHs KiGepOE3IeKow y KOPIOPATUBHUIT MEPEKI 3 yPaXyBaHHAM KOMILICKCHUX ACIEKTIB IIKIVIMBOrO BILUMBY. OTPUMAHO HACTYITHI
pesyasratu. [Tokazano, 1o ckiagHa, pisHOMaHiTHA Hozava iHdopMallil y Mepeski BUMarae€ KOMIJICKCHOTO TIi/XO/Y i3 PO3/IiJICHHSIM 3MilllaHo-
ro KOHTEHTY iH(opMaIlii Ha cerMeHTH 3riHO HiIboBoi crpsmoBarocti. Ha Gasi momedi spisocti CISA's (Cybersecurity and Infrastructure
Security Agency) Zero Trust Maturity Model sanpononosano mMetoz miziboBoi cermenTatii Tpadiky. Bin 103Bosisie neTaibHO aHaIi3yBaTH
B3aEMOJIII0 MK 3aCTOCYHKaMH, KOPUCTyBaYyaMu Ta iH(QPACTPYKTYPOIO KOPIOPATHBHOI Mepexi, 0 Ii/[BUIIYE PiBEeHb BUSBJICHHS CKJIATHUX
3arpo3 Ha 15 %. 3anporoHoBaHO METOJI 3aXUCTy iH(pOPMALIITHIX pecypciB comiokibepdi3ndHOT cucTeMu, IKMIH Ha OCHOBI TIPUHIIUILY CTpATETil
HYJIb0BOI oBipu Zero Trust Security mokpaiiye MOHITOPUHT Ta KepyBaHHsT KiGepOesekoio iHhopMaIliiiHuX PecypeiB MIJIAXOM ypaxyBaHHsI
cotiabHIX actekTiB. [le /103BoIsIE BUSIBJSTH Ta pearyBaril Ha 3arpo3i B PeasibHOMY Yaci i alanTyBaTH TMOJITHKN Ge3MeKn BiAMOBIAHO 10
JIMHAMIKI KOPUCTYBAI[bKOI OBE/IIHKYU Ta 3araJbHUX YMOB Gesnekn. TnTerpaitis aHaiTHYIHUX METO/IB Ta Cy4YaCHUX TEXHOJIOTIH y cTpaTeriio
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BU3HAYEHHS ONITUMAJIbHUX ITAPAMETPIB AJITEBPATUHUX ®PAKTAJIB ¥V ITIPOTOKOJIAX
ABTEHTU®IKAIIIT 3 HYJIbOBUM PO3TOJIOIIEHHSM (c. 79-87)

1. M. CamoiiieHnko

Bisburicts indopmariiinux cucrem, 0cobauBo B IHTEpHETI, MAIOTH PO3IO/IIEHY apXiTeKTYPy 3 BifIaJeHUM IOCTYIIOM Ta He3aXUIIEHUM
KaHAJIOM 3B'3Ky. Y TakuX cUCTeMax OCOOJMBO aKTyasbHi 3aaui MepMaHEHTHOI aBTOPH3AlLil, 10 PeamidyioTh 4acoBi MPOMIKKH pPoOOTH
KopuctyBaua 6e3 moBTOpHOi aBrenTndikanii. IIpobaeMyu MOMATAIOTH y TOMY, 10 NEPIOANYHE HAJACHIAHHS TAPOJII0 30i1bIy€e iMOBIpHICTD
itoro suckpeanTariii. OHuM 3i cocobiB pillieHHsT € BUKOPUCTAHHST TIPOTOKOJIIB 3 HYJIBOBUM PO3TOJIONICHHSM. B IMX mpoToKoIax naposi ne
MepealoThesl KAHAJIOM, a BXOJSATD JI0 alTOPUTMIB sk TapameTpu. IIpote, o64ncioBaIbHa CKIAIHICTD, a TAKOK CKiIHUYEHHA KiTbKIiCTh mapo-
JiB, 0OMEXKYIOTH X BUKOPUCTAHHS, 3a0e3MeUyI0Un aKTyalbHICTh MOMAJBIINX HOCHIIKeHb, KOHIIEHTPYOUrCh Ha 00'€KTi Ge3rekn 0OMiHHIX
[POTOKOJIIB OYJI0 3aIIPOMOHOBAHO BUKOPUCTAHHS anreGpaidHuX (ppakTajlbHUX MHOKUH SIK TOTEHI[IHHO HECKIHUEHHOTO JUKEpesa TaHuX JJIst
maposiiB. Y poboTi 06rpyHTOBaHI, peaizoBaHi Ta BUPOOYBaHi aJITOPUTMHU, SIKi 3aCBi UK OLIBIIT BUCOKY HaZiiHICTh (DPaKTaSBbHUX TPOTOKO-
JIB Y MOPIBHAHHI 3 €TaJIOHHUM TeHEePaTOPOM BUITAAKOBUX OiT (3 iMoBipHicTIo oMuiku 0,5). Takok BiAzHAYEHO HE3HAYHUIT BIUIMB PO3PaxyH-
KOBMX Ollepalliii Ha 3arajibHy 4acoBY CKJIAJHICTh OOMIHHOIO MPOTOKOJY B Iiisiomy. HaBeseHo npakTuuHi peKoMeHAarii moA0 BUKOPUCTAHHS
(pakranis 3 xaycaopdiBow poamipHicTio 6au3bko 1,6 Ha Mexi MHOKIHE Manaeas6poTa. Takoxk y poOOTi TTOKA3aHO TIepeBarn BKIOUYEHHS
10 (hpakTaTbHUX MHOKIH KOJILOPOBOI iH(OpMAItii, 1o 03BoJIsi€ y 3 pasy MOKPAIIUTH Taki MOKA3HUKK Oe3Neku sk KOH(IIeHIIHHICTD Tpr
06MiHi. 3alpOMOHOBaHi AITOPUTMHU He BIMATAIOTh CIIEI[ali30BAHOTO TPOTPAMHOTO 3a0e3MeTeHHsI i MOKYTh Oy TH BIPOBAKEH] Y EPEBAKHY
GiaIbIIICTD MEpeKeBHX H(MOPMAIIHHIX CHCTEM Y SKOCTI I0AATKOBOTO MOJLYJISL.

Kmouosi cioBa: indopmariiina 6esneka, MepeskeBi TexHosorii, Kondigenuiinicts, aprentudikaiis, mpoTokoa 6e3 PO3roJOIIeHHs,
dpaxrai.



