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The object of the research is the detection of explosive objects
in an image, with a particular focus on the identification of anti-
personnel landmines. The objective of this research is to develop
effective tools for the recognition of landmines.

A mobile application for the recognition of explosive objects,
trained on a deep learning model using landmine replicas, has been
developed. The application was tested on images of actual land-
mines. The model utilized in the application exhibited a recall rate
of 89 % (calculated as the ratio of correctly identified landmines to
the total number of landmines present in the image). The results
indicated that the recall rate for a specific category of landmines was
less than that observed for the others. The average time required for
offline image recognition was 2.1 seconds.

This paper presents the results of the evaluation of the effective-
ness of the mobile application for landmine detection and classifica-
tion. Furthermore, it describes the ways in which the application
allows for the improvement of the model through the collection of
data from users. It also describes the architecture and interface of
the application, as well as an analysis of its potential applications in
landmine recognition.

The efficacy of the mobile application can be attributed to its
intuitive interface, the high accuracy of the deep learning model, and
the capacity to obtain user feedback promptly. The program enables
not only the identification of hazardous objects but also the trans-
mission of data for the enhancement of the model.

The mobile application has the potential to be utilized for a
multitude of tasks pertaining to the detection of explosive objects,
in addition to enhancing the precision of the model. Furthermore,
the app can be utilized in training centers for deminers and in mine-
contaminated areas. The mobile application can be employed to
identify unknown explosive objects and enhance the efficacy of deep
learning models. The resulting models can be leveraged in the future
to automate the demining process.

Keywords: landmine detection, explosive ordnance disposal,
humanitarian demining, mobile demining application.
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This research addresses the critical challenge of recognizing
mutual actions involving multiple individuals, an important task for
applications such as video surveillance, human-computer interac-
tion, autonomous systems, and behavioral analysis. Identifying these
actions from 3D skeleton motion sequences poses significant chal-
lenges due to the necessity of accurately capturing intricate spatial
and temporal patterns in diverse, dynamic, and often unpredictable
environments. To tackle this, a robust neural network framework was
developed that combines Convolutional Neural Networks (CNNs)
for efficient spatial feature extraction with Long Short-Term Memo-
ry (LSTM) networks to model temporal dependencies over extended
sequences. A distinguishing feature of this study is the creation of a
hybrid dataset that which combines real-world skeleton motion data
with synthetically generated samples, produced using Generative
Adversarial Networks (GANs). This dataset enriches variability,
enhances generalization, and mitigates data scarcity challenges. Ex-
perimental findings across three different network architectures
demonstrate that our method significantly enhances recognition ac-
curacy, mainly due to the integration of CNNs and LSTMs alongside
the broadened dataset. Our approach successfully identifies complex
interactions and ensures consistent performance across different per-
spectives and environmental conditions. The improved reliability in
recognition indicates that this framework can be effectively utilized
in practical applications such as security systems, crowd monitoring,
and other areas where precise detection of mutual actions is critical,
particularly in real-time and dynamic environments.
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The object of research is artificial neural networks of adaptive
resonance theory (ART). ART neural networks are classified by
matching input data to one of the existing classes, provided that the
data is sufficiently similar to the Class prototypes. Continuous and
discrete adaptive resonance theory networks ART-1 and ART-2 work
effectively in recognition systems, especially in conditions of high un-
certainty, when it is necessary to identify a large number of different
images.

The main problem that was solved in this study was to optimize
the process of image compression using artificial neural networks,

because image compression is widely used in many scientific and
technical fields and becomes especially relevant when transmitting
over narrow-band communication channels. A way to overcome these
difficulties may be to select basic data for reconstruction from an open
data set (Modified National Institute of Standards and Technology) —
Fashion-MNIST. There are still unresolved issues related to the fact
that lossy compression algorithms with increasing compression ratio
usually generate artifacts that are clearly visible to the human eye.

A compression algorithm based on neural networks is described,
which establishes a correspondence between the input and output
spaces consisting of elements of the codebook and neurons. The pro-
posed method uses a different approach (First Order), rather than a
simple difference coding scheme (zero order), where the new code is
calculated by subtracting the previous encoded block. The peak sig-
nal-to-noise ratio of PSNR and the root-mean-square error (MSE) of
these algorithms is 24.7 DB with a compression ratio of 25.22.

The main area of practical use of the results obtained is improved
image compression for processing large — volume video and photo
materials without significant loss of quality.

Keywords: image compression, image processing, neural net-
work, compression method, compression algorithm.
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The object of this study is a disinformation detection process
based on search algorithms for identifying fake news. The main
task was to define a set of criteria and parameters for detecting
the Ukrainian-language disinformation based on machine learning.
A methodology has been considered for developing and filling a
dataset of fakes for further training of the model and testing it for
the purpose of identifying disinformation and propaganda, as well
as determining the attributes of primary sources and routes of their
distribution. This makes it possible to reasonably approach the
definition of a model for forecasting the development of information
threats in the cyberspace of Ukraine. In particular, the accuracy of
automatic detection of the probability of disinformation in texts can
be increased. For the English-language texts using balanced datasets
for training when applying classical machine learning classifiers, the
accuracy of identification and recognition of fakes is >90 %, and for
the Ukrainian-language texts — >52 % and <90 %. That has made it
possible to devise requirements for the structure and content of a
typical dataset of fakes in the period after the full-scale invasion of
Ukraine. The practical result of this work is the designed decision-
making support system for monitoring, detecting, recognizing, and
forecasting information threats in the cyberspace of Ukraine based
on NLP and machine learning. The implementation of preliminary
processing of the Ukrainian-language news, taking into account the
linguistic features of the language in the text, increases the accuracy
of fake identification by =1.72 times. Approaches to the construction
of models for forecasting the development of information threats in
cyberspace have been developed, which is an urgent task when fake
news and information manipulation can affect public sentiment,
politics, and the economy.

Keywords: information threat, fake news, machine learning,
disinformation detection, dataset, cyber security.
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At the stage of production preparation, there is an urgent need
for an automated system that would timely detect signs of threats
to information security and the emergence of unreliable data. To
solve this problem, an intelligent module capable of detecting such
threats and unreliable and/or anomalous data has been designed.
The proposed intelligent module is the state-of-art, original, and
effective toolkit. It can be recommended for practical use as part of
the well-known information and computer system for automated
modeling of the system of automatic orientation of production
objects at the stage of technological preparation of machine and
instrument-building production. Its application makes it possible to
increase information security and reliability of important produc-
tion data at the stage of technological preparation of production,
in particular, when modeling systems for automatic orientation of
production objects. In addition, the use of the proposed intelligent
module makes it possible to obtain a number of important social and
economic effects. Some of these effects are manifested in the preven-
tion or reduction of material, intellectual and time costs for saving
and restoring information, etc.

Automated analysis of important production data regarding
their reliability and abnormality is carried out by machine learning
methods using a specially designed advanced variational autoen-
coder based on classification algorithms and using wavelet trans-
formation.

The designed intelligent module for detecting signs of a threat to
information security and the emergence of unreliable and /or anoma-
lous data works in real time with a high accuracy of 97.53 %. It meets
the requirements of modern production.

Keywords: information-computer system, automated modeling,
control, artificial intelligence, flexible production system.
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The object of this study is multi-layered cybersecurity systems
for detecting and countering advanced persistent threats through
the integration of machine learning technologies, artificial intel-
ligence, and multi-layered security systems. The task relates to the
need to design adaptive detection systems capable of effectively
responding to new and modified threats while improving accuracy
and minimizing delays. An integrated approach was devised in the
study, which combines conventional detection methods (signature
analysis, correlation rules) with modern technologies such as
machine learning and Artificial Intelligence assistants. Each layer
of the system showed varying levels of effectiveness: for example,
antivirus solutions were most effective at detecting known threats
but failed to cope with modified threats, which were detected
by correlation rules. Machine learning proved most effective at
detecting fileless attacks and anomalous activity that other tools
could not detect. It is through the combination of these methods
that the detection system proved to be effective, providing a high
level of protection. The results are due to the efficiency of com-
bining several layers of defense, in which each subsequent layer

compensates for the shortcomings of the previous one. Antivirus
solutions detected 100 % of known threats, while correlation rules
identified all modified malicious files. Overall, the system was able
to detect 98 % of malicious files and 99 % of tactics, techniques, and
procedures used in advanced persistent threats attacks. A unique
feature of the research is the integration of the Artificial Intelligence
assistant, which automates threat analysis processes and speeds up
response times by leveraging historical data and the context of past
incidents. This reduces the workload on cybersecurity specialists
and improves the overall effectiveness of the detection system, al-
lowing for the quick identification of new threats and a reduction
in false positives. Practical application of the results is possible in
various critical sectors, including financial institutions, government
organizations, and energy companies. The system demonstrates high
flexibility and scalability, making it possible to easily adapt to differ-
ent infrastructures and types of threats.

Keywords: advanced persistent threat, intrusion detection sys-
tems, machine learning, anomaly detection, large language models.
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This study takes a look into the application of the Naive Bayes
machine learning algorithm to enhance the accuracy of Intrusion

Detection Systems (IDS). The primary focus is to assess the algo-
rithm’s performance in detecting various types of network attacks,
particularly Denial of Service (DoS) attacks. This research propos-
es using Naive Bayes to improve intrusion detection systems that
struggle to keep pace with evolving cyber threats. This study evalu-
ated the efficiency scores of the Naive Bayes classifying model for
two different dependency scenarios and identified strong and weak
properties of this model. The Naive Bayes classifier demonstrated
satisfactory results in detecting network intrusions, especially
in binary classification scenarios where the goal is to distinguish
normative and malicious traffic due to its simplicity and efficiency.
However, its performance declined in multi-class classification
tasks, where multiple types of attacks need to be differentiated. The
study also highlighted the importance of data quality and quantity
in training machine learning models because of the impact of those
parameters on the model efficiency. The USB-IDS-1 dataset, while
useful, has limitations in terms of the variety of attacks. Using data-
sets with a wider range of attack types could significantly improve
the accuracy of IDS. The findings of this research can be applied to
such domains as network security, cybersecurity, and data science.
The Naive Bayes classifier can be integrated into IDS systems
to enhance their ability to detect and respond to cyber threats.
However, it is essential to consider the limitations of the algorithm
and the specific conditions of its environment. To maximize the
effectiveness of the Naive Bayes classifier, it could be promising
to optimize and normalize the data to improve the accuracy of the
model and combine Naive Bayes with the other machine learning
algorithms to address its limitations.

Keywords: intrusion detection systems (IDS), Naive Bayes
method, python, machine learning, Denial of Service (DoS) attacks,
USB-IDS-1 dataset.
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The main object of the research is the efficiency of real-time
ozonator control based on sensor networks. The study addressed
the issue of low efficiency in ozonator control systems and the lack
of reliability and speed in real-time data transmission. The research
revealed that changes in pressure and temperature have a direct
impact on ozone concentration. This finding made it possible to
increase the ozonator’s productivity by 15 %, reduce energy con-

sumption by 10 %, and improve system reliability by 20 %. The key
features of the results include the ability to monitor ozone levels in
real-time, maintaining the stability of the ozonator, and optimizing
its performance. Additionally, sensor networks ensured fast and ac-
curate data delivery, enhancing the energy efficiency and reliability
of the system. These results were explained based on experimental
data that demonstrated how changes in pressure and temperature
affect ozone concentration. The use of sensor networks contributed
to increased system stability, reduced energy consumption, and
improved control accuracy. The obtained results can be applied to
ozonator systems and other fields requiring real-time environmen-
tal monitoring and control. The methods proposed in the study
provide opportunities for optimizing industrial processes, reducing
costs, and achieving sustainable development goals.

Keywords: sensor networks, real-time control, ozonator ef-
ficiency, effect of pressure and temperature, ozone concentration,
energy efficiency, system reliability.
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POSIIISBHABAHH MIH 3A /IOIIOMOTI'OI0O MOBIVIBHOTO JTOJATRY (c. 6-13)

0. B. Kyniuix

O06'€KTOM JOCHIKEHHST € PO3ITi3HABAHHS BUOYXOHEOE3IIEUHNX MpeIMeTiB Ha 300paskerHi. OCHOBHA yBara IpuAiIA€eThes inenTudikarii
HPOTHIIXOTHUX MiH. JIOCIIZKEeH S crpsiMoBae Ha po3po0Ky epeKTUBHUX IHCTPYMEHTIB /ISl PO3III3HABAHHS MiH.

Po3pobiiero MOGITbHIIT TOIATOK [UIST PO3ITi3HABAHHS BIHOYXOHEGE3MEYHIX MPEIMETIB 3a AOMOMOTOI0 MOJIEN] TINOOKOTO HABYAHHS, Ha-
BYEHOI Ha pervrikax MiH. /[0/IaTOK MPOTECTOBaHMIT Ha 300pasKEHHSIX CIIPABKHIX MiH. MOJIelb, 110 BUKOPHCTOBYETHCS B IOIATKY, TIPOJIEMOH-
crpyBasa moBHOTY 89 % (BiHONIEHHS KIIBKOCTI IIPABMJIBHO PO3MIZHAHUX MiH /10 3arajbHOI KiIbKOCTI JOCIIIZKYBAHUX MiH Ha 300PasKeHHI ).
3a 101oMOoroIo TTporpamMu GyJ10 BUSBJIEHO, O TSI OTHOTO 3 KJIACiB MiH MOBHOTA OyJIa HUKYOI0, Hixk s iHmnx. CepeHiil yac posmisHaBaHHS
300paskeHHs B o(hraiii peskuMi ckiaB 2.1 cexyHm.

[TpeacraBieHo pesysibrati OMiHKN eheKTHBHOCTI MOOIIBHOTO A0aTKY /Ul po3iisHaBanis 1 kiacugikaiii min. Takox omucano, sk J10-
JIATOK JI03BOJISIE MOKPAILYBATH MOJIC/b 3aBIsKH 300py AaHuX Bif KopucTyBauis. Onuncano apxitextypy Ta intepdeiic mporpaMmu, a Takox
ITPOaHai30BaHO MEPCHEKTUBN i1 3aCTOCYBAHHS /71 PO3ITi3HABAHHS MiH.

Edexrnsricts MOGITHHOTO J0AATKY 3yMOBJIEHA HOTO TPOCTOTOI0 BUKOPHCTAHHS, BICOKOIO TOYHICTIO MOJEJI IIMOOKOTO HABYAHHS Ta
MOJKJIMIBICTIO JIETKOTO OTPHMAHHSI 3BOPOTHOTO 3B's13KY Bil KopucTtyBauis. [Iporpama 03BOJISIE He TIJIBKU PO3ITi3HATH HeGe3neuHi 06'ekTH, a it
3a GasKaHHAM BiIPAaBUTH JaHi /I MOKPAIEHHs MOJEJII.

MobGinbHuitl 1ofaTOK MOXKe OyTH BUKOPUCTAHWUIT T BUPIMIEHHS IIUPOKOTO KOJIA 3aB/IaHb, TIOB'sI3aHNX 3 BUABJICHHAM BHOyXOHebe3meu-
HUX TIPEIMETIB, & TAKOX JUIsT TIOKPAIIEHHsT ToUHOCTi Mozeri. JlofaTkoBo, mporpaMa Moke GyTH BUKOPHCTAHA B HABYAIBHUX MEHTPAX IS
carepiB, a TakoK Oe3rocepeIHbo Ha MicIieBoCTi, 3abpy/aHeniil MinamMu. MoGiIbHUI 101aTOK MOsKe OyTH BUKOPUCTAHU U ienTrdikartii ne-
BifoMuX BIOYXOHEGE3MeUHIX 00'EKTIB Ta MOKpaIleHHs: po6oTH Mozeseil rnbGokoro HapyanHsa. OTprMaHi MOjieJi MOXKYTh OYTH BUKOPHCTaHi
B MailOyTHBOMY JI/ISI aBTOMATH3AII] ITPOIECY PO3MiHYBaHHSI.

KiouoBi ciioBa: BUsIBJICHHS MiH, PO3MI3HABAHHS MiH, MOMIYK BUOYXOHEOE3MeUHUX TIPEAMETIB, 'yMaHiTapHe PO3MiHyBaHHSI.
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MOKPAIIEHHS PO3II3HABAHHS 11 HA OCHOBI CKEJIETA 3A JOIIOMOTOIO I'BPUIHUX PEAJIbHUX TA
3IrEHEPOBAHUX HABOPAMMU JAHHUX (c. 14-22)

Talgat Islamgozhayev, Beibut Amirgaliyev, Zhanibek Kozhirbayev

Ile mociKeH s CTOCYETCS KPUTHYHOI TPOOJIEMHU PO3IT3HABAHHS B3aEMHUX [Iiil 32 yUacTIO KiJIbKOX 0Ci0, BasKJIMBOTO 3aBAAHHS ISt
TaKUX IPOrpaM, SIK BiZleOCHOCTEePesKeHHs, B3AEMO/Lis JIIOIMHN 3 KOMIT'IOTEPOM, aBTOHOMHI CHCTEMH Ta aHaJIi3 MoBeAiHKN. [nenTudikamisa
1UX /{13 TPUBMMIPHUX MOCJAIZOBHOCTEH PYXiB CKesleTa CTBOPIOE 3HAUHI MPpoOIeMU Yepe3 HeOOXIAHICTh TOYHOTO 3aXOIICHHS CKIaAHUX
MPOCTOPOBHUX | YACOBUX MOJIEJICH y PIBHOMAHITHUX, IMHAMIYHUX i 4acTO HenepeabavyBanux cepenosuiax. 11106 supinmmTu 1o npobiemy,
6yJ10 po3pobIIeHO HAIIIHY CTPYKTYPY HEHPOHHOI MEpeKi, sika noeanye 3roptkosi Heitponni Mepeski (CNN) 151 e(heKTUBHOTO BUITYYEHHS
MIPOCTOPOBUX O3HAK i3 MepekaMu OBroTpuBasioi koporkouachoi mam’sti (LSTM) st MoziesrioBaHisT 4acOBUX 3aJI€KHOCTEN Y PO3IITIpe-
HUX HOCJAIZ0BHOCTAX. BiIMIHHOIO PUCOIO 1[LOTO JOCAIKEHHS € CTBOPEHHS MOPUAHOr0 HaGOPY AaHUX, SKUI OEAHYE JaHi PO PyX CKeJeTa
B PeaJIbHOMY CBiTi 3 CHHTETHYHO 3reHePOBAHNUMHU 3Pa3KaMi, CTBOPEHUMH 3a J[OTIOMOTOI0 TeHepaTuBHUX 3MaraibHux Mepex (GAN). Ileit
Habip fanux 36aradye BapiaTHBHICTD, TOKPAIIYE Y3araabHEHHs Ta MOM SIKITY€e TTpobseMit eiruty naunnx. EkcriepuMenTasbHi pesybratn
B TPHOX Pi3HMX MEPEKEBUX apXiTeKTypax JeMOHCTPYIOTD, 110 3aIIPOTIOHOBAHMIT B JAHOMY JIOCTI/KEHHI METO/ 3HAYHO ITi/[BUIIY€E TOYHICTDH
posnizHaBanis, B ocHopHoMYy 3aBigaku inrerpaiii CNN i LSTM pasowm i3 posumpenum Habopom ganux. Takuil miaxia ycminto BusHayae
CKJIA/IHI B3a€MOJIii Ta 3a0e3neuye cTabiabHy IPOAYKTUBHICTD Y PI3HIX TOYKAX 30PY Ta B YMOBaX HABKOJMIIHBOTO cepeloBuia. lifsuiiena
HA/UNHICTD PO3MI3HABAHHS BKAa3y€e HA Te, MO II0 CTPYKTYPY MOKHA e(eKTHBHO BUKOPHUCTOBYBATH B TPAKTHYHUX MPOTPaMax, TAKUX SIK
cricTeMn Ge3TeKH, MOHITOPIHT HATOBITY Ta iHIINX 00JaCTSIX, e TOYHE BUSBJIEHHS B3AEMHUX [ilf € KPUTHIHIM, OCOOINBO B peabHOMY Yaci
Ta IMHAMIYHUX Cepe/lOBUIIAX.

KmiouoBi ciroBa: po3misHaBaHHs Jiiil, 3rOPTKOBA HEIIPOHHA Meperka, reHepaTnBHi 3MaraibHi Mepeski, LSTM.
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ONTHUMI3AIIA CTUCHEHHS 30BPAKEHD 3A IOIIOMOTIOIO IITYYHUX HEMPOHHUX MEPEX (c. 23-35)

0. A. JInuteun, H. M. Kosoc

OG’€KTOM JOC/IDKEHH € MITYYHi HeliporHi Mepesxki aganTuBHoi pesonanctoi teopii (ART). Ityuni neiiponni mepesxi ART kaacudixy-
10Tb, 31CTABJIAI0YN BXIi/IHI JaHi 3 OZIHUM 3 ICHYIOUUX KJIAciB, 32 YMOBH, 1110 JIaHi MAIOTh I0CTATHIO CXOXKICTb 3 IIPOTOTUIIAMU KJlaciB. be3nepepsHi
Ta AMCKPETHI aganTuBHi Mepexi Teopii pesonancy ART-1 ta ART-2 edekTrBHO TPAIIOIOTH B CHCTEMaX PO3MI3HABAHHS, 0COOJINBO B yMOBAX
BUCOKOT HEBUZHAYEHOCTI, KOJIK TOTPIOHO iIeHTU(hIKYBATH BEJIUKY KiJbKICTh PI3HUX 300paskeHb.




OcHoBHa 1pobJieMa, 110 BUPINyBaLacs B TaHOMY [TOCJI/UKEHHI, OJSITaia B ONTUMI3allil POIeCy CTHCHEHHsI 300pakeHb 3a JOIIOMOTO0
IITYYHUX HEPOHHUX MEPEK, a/UKe CTUCHEHHS 300paskeHb IIPOKO BUKOPUCTOBYETHCS B GaraThOX HAYKOBO-TEXHIUHUX TATY35X 1 CTa€ 0co0I1-
BO aKTyaJIbHUM ITPH MIepeziadi Mo By3bKOCMYTOBHX KaHalaX 3B's13Ky. BapianToM 110/10/1aHHs BiZIMOBIIHUX TPY/HOINIB MOKe OyTH MiAGIp 0CHO-
BHUX JIaHKX JUIsl PEKOHCTPYKILT i3 BiakpuToro Habopy manux (Modified National Institute of Standards and Technology) — Fashion MNIST.
3aNIIA0ThCs HEBUPIIIEHUMHU [TUTAHHS, TI0B’sI3aHi 3 THM, [0 AJITOPUTMU CTUCHEHHS 3 BTPAaTaMU NPH 301IbIIEHH] CTYTIEHsI CTUCHEHHS SIK
MPABIIIO OPOIKYIOTH 100PE MOMITHI JIJIsT JIIOICBKOTO OKa apTedaKTH.

Omnmcano ajropuT™M CTUCHEHHS HAa OCHOBI MITYYHNUX HEHPOHHUX Mepesk, SKUI BCTAHOBJIOE BIAOBIAHICTD MiXK BXIZHUM i BUXIIHIM
MPOCTOPAMH, TIIO CKJIAJAI0OThCS 3 eJIEMEHTIB KOJOBOI KHUTH 1 HelpoHiB. BapianTom mogoants BTpaTtu SIKOCTI MpH 301IbIIeHH] CTYTIEHs
CTUCHEHHS MosKe OyTH 00’ eHa s ABOX A00Pe BIIOMUX aJrOPUTMIB: ITYy4HOI Hellponnoi Mepesxi Koxonena i 3ipku Ipoccbepra 3anpo-
IIOHOBAHUII METO/] BUKOPUCTOBYE IHIMNI MiAXiA (IepLIoro NOPsAKY ), a He IPOCTY CXeMy PI3HUIIEBOTO KOAYBaHHs (HYJIbOBOIO IIOPSIKY ),
Jie HOBUIT KOJL 00UKCITIOETHCS IIIAXOM BiJIHIMaHHSI T0MIePeAHbOT0 3aK00BaHoro 6oKy. ITikose criBBigHOIIeH s curHaLy 0 uyMmy (peak
signal-to-noise ratio) PSNR i cepeanbokBagparnunoi moxubku (MSE) nux aaropurmis ctanoButhb 24,7 1B npu koedillieHTi cTucHeH-
Ha 25,22,

TostoBHa chepa MPAKTUYHOTO BUKOPUCTAHHS OTPUMAHUX PE3YJITATIB MOJATAE Y TIOKPAIIEHOMY CTUCHEHHI 300paskeHHs [ist moTpeb 06-
POOKM BETMKHX 3a 00CATOM Bifeo- Ta hoToMaTepiatiB 6e3 3HAYHOI BTPATH SKOCTI.

KirouoBi ciioBa: cricHentst 306paskeib, 00poOKa 306pakeHb, MITYYHA HEIIPOHHA MePEsKa, METO/] CTHCHEHHS], AITOPUTM CTHCHEHHS.

DOI: 10.15587/1729-4061.2024.317456
PO3POBJIEHHS METO/IY BUSABJAEHHSA IHOOPMAIIMHIX 3ATPO3 B KIGEPIIPOCTOPI YKPATHU HA
OCHOBI MAIIMHHOTI'O HABYAHH? (c. 36-48)

B. A. Bucoupka, M. A. Hazapkesuy, C. 1. Branos, O. B. Jlo3unceka, O. O. Mapkis, P. B. Pomanuyk, B. M. /lannmmk

OG’eKTOM JIOCTIKEHHST € TPOIeCH BUSABJEHHS Ae3indopMaliii Ha OCHOBI MOMYKOBUX aJrOPUTMIB igeHTn(ikamii GeiikoBux Ho-
BrH. OCHOBHOIO MPOGJAEMOIO € BUBHAYEHHS MHOKWHKM KPUTEPITB Ta mapaMeTpiB BUABJIEHHS YKPaiHOMOBHOI JAesiHdopmailii Ha 0CHOBI
MANIMHHOTO HaBYaHHs. PO3MIISIHYTO METOAMKY PO3POOJIEHHS Ta HANOBHEHHs AaraceTy (DelKiB /st MOAAIBIIOr0 HABYAHHS MOJEN Ta
MpoBeJIeHH i1 TecTyBaHHs 3 MeTolo ifeHTHdiKaiii gesindopmalii Ta mporaran/am, BU3HAYEHHS 03HAK MEPIIOJKEPe Ta MapIIpyTiB iX
posmosciokennst. [le 103BosIE OOTPYHTOBANO MiIXOANTH 0 BU3HAYEHHS MOJENI MTPOTHO3YBAHS PO3BUTKY iH(OpPMAIiiiHnx 3arpo3 B
kibeprpocropi Yipainu. 3okpema, MoKe OyTH THABUIIEHA TOYHICTH aBTOMATUIHOTO BUSIBJEHHs MOBIpHOCTI fe3indopMaliiil y Tekcrax.
[t aHTJIOMOBHUX TEKCTIB 3 BUKOPUCTAHHAM 30a7aHCOBAHUX [ATACETIB [JisI HABYAHHS TIPH 3aCTOCYBAHHI KJIaCMYHUX KaacudikaTopis
MAIMHHOTO HABYAHHS TOYHICTD igenTHdikalii ta posniznaBanus deiiky =90 %, a i ykpaiHOMOBHUX TeKCTiB — =52 % Ta <90 %. Ile
Ja7I0 MOKJIMBICTH PO3POOUTH BUMOTH [0 CTPYKTYPH Ta HAOBHEHHS THIIOBOTO AaTaceTy (efikiB B mepiof micisi MOBHOMACIITAGHOTO
BTOPrHEHHsT YKpainy. [[pak THYHUM pe3yabraToM poboTH € po3pobiieHa cucTeMa i ATPUMKI TPUITHSTTS PIillleHb [JIst MOHITOPUHTY, BUSIB-
JICHHSI, PO3Ti3HABAHHI Ta IPOrHO3yBaHHs iHGOpMaIiiHUX 3arpo3ax B Kibeprpocropi Ykpainu Ha ocHoBi NLP Ta MallMHHOTO HABYAHHSL.
Peasizaiiis nomepesHboro ONpaIoBaHHsA YKPAaiHOMOBHUX HOBUH 3 BPaXyBaHHIM JIHTBICTUYHUX OCOOIMBOCTEN MOBH TEKCTY 30i/IbIIy€
TouHicTh imenTrdiKamii Geiiky B =1.72 pasu. Pozpobieno migxoaun 10 GopMyBaHHs Moeseil TPOTHO3yBaHHsI PO3BUTKY iH(MOpMaIiiHIX
3arpo3 y KibeprpocTopi, 1o € akTyaJbHUM 3aBAAHHAM, KOJu (elikoBi HOBUHM Ta iH(OpMaIiiini MaHinyasmii MOKYTh BILIMHYTH Ha
CYCHiJIbHI HACTPOI, HOMITUKY Ta EKOHOMIKY.

Kumouosi ciosa: indopmaiiiiina sarposa, (eiikosa HOBUHA, MallMHHE HABYaHHSA, BUABJACHHA Ae3indopmanii, gatacet, Kibepoesneka.
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PO3POBKA IHTEJIEKTY AJIbHOT'O MOJIYJISI BUSIBJIEHHS O3HAK 3ATPO3 IHOOPMAIIIITHIN BE3IIEL TA
MMOABU HEAJOCTOBIPHUX JAHUX (c. 49-63)

I. I0. Yepenanceka, A. 0. Cazonos, 10. B. Kupuuyx, II. II. Mexpnuuyk, /1. I1. Mexsnnuyk, H. M. Hazapenko, B. A. Ilpsaako,
C. O. baxman, /1. B. Xpa6aun

Ha erani nigrotoBku BUpoGHUIITBA BUHUKAE rOCTPa MOTpeba B aBTOMATU30BaHill cuctemi, sika 6 CBOEYACHO BUSIBJISAIA O3HAKH 3a-
rpos imndopmariiiiniii Gesmneni Ta MosBU HeAOCTOBIpHUX AanuX. Jlus Bupimenns 1iei npobaeMu po3pobieHo iHTeaekTyantbHui MOLY b,
3/QTHUI BUABJIATH Taki 3arposu Ta HeAOCTOBIpHI Ta/abo aHOMasbHI JAaHi. 3anponoHOBaHWil iHTEIeKTyaNIbHUI MOAYIb € HOBITHIM,
opuriHajbHUM Ta e(heKTUBHUM iHCTPyMeHTapieM. Bin Moxe OyTH peKOMEHIOBAHMIT 0 MPAKTUYHOTO 3ACTOCYBAHHS Y CKJIAJl BiOMOI
indopmaniiino-KOMI'IOTEPHOT CHCTEMH aBTOMATU30BAHOTO MOJEIIOBAHHS CUCTEMH aBTOMATHYHOTO OPIEHTYBaHHS 00'€KTIB BUPOOHNU-
ITBA HA eTari TeXHOJIOTUHOI MiArOTOBKH MAIIMHO- Ta NPUIazo6yAiBHOro BHpoOHMITRA. Oro BHKOpPHCTAHHS 103BOJISE I ABUIIUTH
indopmartiiiny 6e3reky Ta JO0CTOBIPHICTH BasKJIMBUX BUPOOHUYMX JaHUX Ha eTali TeXHOJOrIYHOI MiATOTOBKYM BUPOOHHUIITBA, 30KpeMa
[PU MOJIEJIOBAHHI CHCTEM aBTOMATHYHOTO OPIEHTYBaHHS 00’€KTiB BUpoOHUITBA. KpiM TOro 3acTocyBaHHsS 3alIPOIIOHOBAHOIO IHTEJIEK-
TyaJbHOTO MOJYJIS 03BOJSAE OTPUMATH HU3KY BAaKJIWBHUX COIIATbHUX Ta eKOHOMIUHUX edekTiB. /ledki 3 mux edekTiB MpoABIAIOTHCS
y 3anobiranui abo 3MeHIIeHHI MaTepiaIbHUX, IHTEJIeKTyaJbHIX Ta YACOBUX BUTPAT Ha 30epesKeHHs Ta BijiHoBAeHHs iH(opMariii Ta iH.

ABTOMATH30BaHNIT AHAJI3 BAKJIMBUX BUPOOHIYUX JAHUX MIOJO 1X JOCTOBIPHOCTI Ta AaHOMAILHOCTI 3IIHCHIOETHCS METOAMU MAITIHHOTO
HABYAHHSI 13 3aCTOCYBAHHSM CIECIIAIBHO PO3POOICHOTO PO3IIMPEHOTO BapialliifHOro aBTOKOyBaJbHUKA 32 aaroputMamu Kiacudikarii ta 3
BUKOPUCTAHHAM BEHBJICT-TIEPETBOPEHHS.



Pospobaenuii inTenexTyaabHIA MOLYJIb BUABJICHHS O3HAK 3arpo3u iH(opMattiifHiil Gesrielti Ta HosABU HeJOCTOBIPHKX Ta,/ab0 aHOMAIbHUX
JIaHUX MPAITIOE B PEKUMI PEAbHOTO Yacy 3 BUCOKOIO TOUHICTIO, sika cTaHoBuTh 97,53 %. Ile BinBinae BUMoram cy4acHOTO BUPOOHUIITBA.

KiouoBi cioBa: iHdopmaliiitHo-KOMITIOTepHA CHCTEMa, aBTOMATH30BaHe MO/ETIOBAHHS, KePYBAHHsI, IITYIHUIT IHTEJIEKT, THYYKa BUPOO-
HIYa CHCTEMA.
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PO3POBKA IHTETPOBAHOI CUCTEMU I''TUBOKOT0O 3AXUCTY 3 HOMIYHUKOM IITYYHOTO IHTEJIEKTY ¥
MPOTU/IIT IKIJIJINBUM ITPOTPAMAM (c. 64-73)

I. 10. Kypasuak, M. I0. Onanosuy, A. I0. Tonkauosa, B. B. [lyauxesuy, A. 3. Ilicko3y6

OO6’ekTOM JOCTIIKEHHS € 6araTopiBHEBI cucTeMU Kibep3axWCTy /Uisl BUSIBJIEHHS Ta MPOTH/Il PO3BUHEHUM CTAJNM 3arpo3aM MIJISIXOM
iHTerpaiii TeXHOIOriii MaIMHHOrO HABYaHHs, HITYYHOTO IHTEJIEKTY Ta GaraTopiBHeBHX cucTeM Oesneku. [Tpobiaema nossrae B HeoOXigHOCTI
PO3POOKH AIAITUBHUX CUCTEM BUSIBJEHHS, 31aTHIX e(eKTUBHO pearyBaTu Ha HOBi Ta MoxndikoBaHi 3arposu. B X0/l T0CHIKEHHST PO3PO-
6JieHo inTerpoBaHuil miaxin. Bin nmoeanye Tpaauiiiini METOAN BUSABJICHHS 3 CyYACHUMH TEXHOJIOTISIME, TAKUMH SIK MAIlIMHHE HABYAHHS Ta
nomiynuky HITyynoro intenexty. Kojken i3 mapis cucreMu 1mokasas pisHuii piBerb eeKTHBHOCTI, HATPUKIIAA, aHTUBIPYCHI pitneHtst Oyin
Hall6ibIl eheKTHBHIMIE Y BUSBJICHH] BiZIOMUX 3arpo3, ajie He 3MOTIJIN BIOPATUCS 3 MOAN(DIKOBAHUMU 3arPO3aMH, sIKi BUSIBUJIN KOPEJAIIHI
npasusia. MaliuHHe HaBYaHHS NPOSBIIO cebe Halikpaiue y BusiBJcHHI Ge3daliioBux aTak Ta aHOMAJIbHOI aKTUBHOCTI, sIKa He MOTJIa OyTH 0=
MiveHa inmumu 3acobamu. OTpuMani pesyJsraTu 3yMoBJieHi epeKTHBHICTIO KOMOIHAILT KiZbKOX PIBHIB 3aXHCTY, /e KOKEH HACTYITHUI PiBCHb
KOMIIEHCY€ He/IOJKU TIotepe/inboro. AntusipycHi pimenns Bussuan 100 % Bizomux 3arpos. Kopessiiiini npasuia BUSBUIN BCi 3I0BMUCHI
(aiimu. 3aramom, cucrema 3moruia BusiBut 98 % mikigmmmBux daitiis ta 99 % TakTuK, TEXHIK i IPOLELYP, 1110 BAKOPUCTOBYIOTHCS I1i/l 4ac aTak
TUITy IOCTIIHOI CTa/IO0l 3arpo3u. OcobIUBICTIO TOCTIKEHHS € IHTerpallis OMiYHUKa [IITyuHoro iHTEJNEKTY, 110 03BOJISIE AaBTOMATU3YBaTH
MIPOIIECH aHATI3Y 3arpo3 i MPUIIBHUIIINTI pearyBaHHs 3aB/SIKM BUKOPHCTAHHIO ICTOPHYHMX JAHUX Ta KOHTEKCTY MUHYJINX iHImAeHTiB. e
CTIPUSIE 3MEHIIIEHHIO HABAHTAKEHHsI Ha (haxiBIIiB i3 KiGepOe3ekn Ta MOKPAIIye 3araibiy eGeKTHBHICTh CHCTEMI BUSIBJIEHHS 3arpo3, T03BO-
JISTIOYM TIBU/IKO BUSIBJISITH HOBI 3aTPO3HM Ta 3HIKYBATH KiNbKICTh XHOHUX CIpaIlioBaHb. [IpakTUuHe 3aCTOCYBAHHST PE3YJILTAaTiB MOKINBE B
PI3HUX KPUTHYHUX CEKTOPAX, 30KpeMa y (hiHAaHCOBUX YCTAHOBAX, YPS/IOBUX OPraHi3allisiX Ta eHepreTHYHNX KOMITaHisIX.

KouoBi ciroBa: mocTiitHa cTajia 3arpo3a, CHCTEMU BUSIBICHHST BTOPTHEHD, MATTIMHHE HABYAHHSI, BUSIBJICHHST AHOMAJTi i, BEJINKI MOBHI MOJIEJT.
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OIIIHKA TA OIITUMI3ALIS HAIBHOI'O AJITOPUTMY BAMECA JIJI1 CHCTEM BUSIBJIEHHSA BTOPKEHD 3A
BUKOPUCTAHHAM HABOPY JTAHUX USB-IDS-1 (c. 74-82)

Nurbek Konyrbaev, Yevheniy Nikitenko, Vadym Shtanko, Valerii Lakhno, Zharasbek Baishemirov, Sabit Ibadulla,
Asem Galymzhankyzy, Erkebulan Myrzabek

Y 1mpomy JocTiKeHH] PO3TIIAAAETHCS 3aCTOCYBAHHS HAiBHOTO alITOPUTMY MAalIMHHOTO HaBYaHH:A Baiteca /s miiBUIenHsa TOYHOCTI CHC-
teM BusiBiiens Bropraens (CBB). OcnoBna yBara mossirae B o1inili eeKTUBHOCTI aJITOPUTMY IIPU BUSBIEHHI PI3HUX TUTIB MEPEKEBIX aTaK,
30KpeMa atak THILY «BiZIMOBA B 0OCJAYTOBYBaHHI». Y IIbOMY AOCIIKEHHI IPOIOHYETHCA BAKOPUCTOBYBATH HAiBHIIA GaeciB Kaacudikatop s
B/IOCKOHAJICHHS CUCTEM BUSBJICHHSI BTOPTHEHb, IKMM BaJKKO HTH B HOTY 3 KiGepaarpo3amu, 110 PO3BUBAIOTHCS. Y IbOMY AOCJIIKEHH] OyJI10
OIIIHEHO MOKa3HUKU e(heKTUBHOCTI MOJIe/Ii HAiBHOTO 6a€coBOTro KJackdikaTopa st IBOX PI3HUX CIIEHAPIiB 3aJIEKHOCTI Ta BUBHAYEHO CHJIbHI
Ta cabki BaacTuBocti miei mogesi. Haiguuii 6aeciB kiacudikaTop MpojaeMOHCTPYBAB 3a/10BLIbHI Pe3yJIbTaTH Y BUSABJIEHHI MEPEKEBUX BTOP-
THEHb, 0COOJINBO B clieHapisgx GiHapHoi kiacugikaiiii, e MeToIo € po3pisHeHH HOPMATUBHOTO Ta K TTHBOTO Tpadiky 3aBASKHU Oro MPOCTOTI
Ta eekrrBHOCTI. OHAK fI0T0 MPOAYKTUBHICTH 3HU3UIACA B 3aBAHHAX OaraTokIacoBoi kiacudikariii, e TOTPIOHO PO3PIBHATH KiJbKa TUITIB
arak. JlocmikenHsa TaKOK MiIKPECTNII0 BAKINBICTD SKOCTI Ta KiTbKOCTI IaHUX y HABYAHHI MO/iesIell MallInHHOTO HaBYaHH: Yepe3 BIINB ITNX
napamerpiB Ha eexTuBHiCTb Mozesi. Habip qanux USB-1DS-1, xo4 i KopucHWMii, ajie Mae 0OMesKeHHsI 00 pisHOMaHiTHOCTI atak. Bukopuc-
TaHHA HaOOPIB JaHNX 13 MIMPIINM Aialla30HOM THIIB aTak MOKe 3HAUHO MmiABuInTH TouicTh CBB. PesysbraTu 11boro A0CHiKeH s MOKHA
3aCTOCYBATH JI0 TAKUX 00JIacTell, Ik Mepeskesa Oesreka, KibepOesreka ta Hayka npo jaui. Haisuuii 6aecis kinacudikatop MOKHA iHTErpyBaTH
B crictemu CBB, 11106 mokpammTy iXHI0 3/aTHICTH BUSIBJISTH Kibep3arposn Ta pearyBatu Ha HuxX. OfHaK BaKJIMBO BPAXOBYBATH OOMEKEHHS
asroput™y Ta creldivni ymosu ioro cepenosuina. 11106 MakcumMizyBaTi eeKTUBHICTD HAIBHOrO GaecoBOro Kiacudikaropa, Moxe OyTh
MepereKTUBHUM ONITUMIZyBaTH Ta HOpMaJIi3yBaTh Aai, o0 MiABUIUTH TOUHICTh MOJE/I Ta HOEAHATH HaiBHII GaeciB KiaacudikaTop 3 iHIIU-
MU QJITOPUTMAMK MANIMHHOTO HABYAHHS, 00 YCYHYTH HOTO OOMEKEHHSI.

Kimo4oBi ciioBa: cucteMy BUSIBJIEHHST BTOPTHEHb, HaiBHMIT 6aeciB MeTox, Python, Manmiine HaBuanHs, aTakn Ha BiIMOBY B 0GCIYTOBY-
BanHi, Habip ganux USB-IDS-1.
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OIITUMI3AIIA ITIEPEJAYI JAHUX B CEHCOPHUX MEPEKAX /1JI4 IIOCUJEHHA KOHTPOJIIO
EDEKTHBHOCTI O30HATOPA (c. 83-94)

Askar Abdykadyrov, Sunggat Marxuly, Gulzhaina Tolen, Ainur Kuttybayeva, Mukhit Abdullayev, Gulnar Sharipova

OcHOBHIM 06’€KTOM JOCTIKEHHST € e(eKTUBHICTh KEPYBAHHS 030HATOPOM Y PEKIMi peabHOTO Yacy Ha OCHOBI CEHCOPHHX Me-
pesk. Jlocaiikenns crocyBaaocsa npobieMu HU3bKOI e(EKTUBHOCTI CHCTEM KepyBaHHs 030HATOPaMU Ta HeAOCTaTHLOI HaAilHOCTI Ta




MIBUAKOCTI Tlepeavi TaHux y peajibHoMy yaci. J[oC/iKeHHsT TOKA3aJl0, 0 3MiHU TUCKY 1 TeMIeparypu 6e3mocepeHbo BILIMBAIOTL Ha
KOHIIEHTpaItiio o30ny. 151 3HaxiKa [03BOJIIIIA MABUIMTH POAYKTUBHICTE 030HaTOpa Ha 15 %, 3MeHmuTH eHeprocnoxuBants Ha 10 %
i migBumunTe HagiinicTs cuctemu Ha 20 %. KioyoBi XapakTepUCTHKN Pe3YJIbTATIB BKIIOYAIOTh MOXKJINBICTD MOHITOPHHTY PiBHS 030HY
B PEKUMI peasibHOro Yacy, miATpUMaHsa cTabiIbHOCTI 030HATOpA Ta ONTUMI3aIliIo fioro npoaykTuBHOCTI. KpiM TOTO, ceHcopHi Mepeski
3abesreuyBajii MIBUAKY Ta TOYHY Hepeaady JaHuX, MABUILYI0UN eHeproedeKTUBHICTD i HagilinicTs cucremu. Ii pesyasratu 6y/u 11o-
SICHEHI Ha OCHOBI €KCIIePUMEHTAJIBHUX JIAHUX, SIKI IPOJIEMOHCTPYBAIN SIK 3MiHU THCKY Ta TeMIIepaTypH BILIMBAIOTb Ha KOHIIEHTPAIil0
030Hy. BUKOpHCTAHHS CEHCOPHUX MEPEsK CIPHUSAIIO MiABUIIEHHIO CTa0IIbHOCTI CHCTEMHU, 3HMKEHHIO CIIOKMBAHHS €HEPrii Ta MiABUIIIEHHIO
TouHOCTI KepyBauHs. OTprMani pe3yabraTi MOXKYTh OyTH 3aCTOCOBAHI 10 030HATOPHUX CHCTEM Ta IHIIUX Taxyseil, Mo MOoTpeGyioTh
MOHITOPHMHTY Ta KOHTPOJIIO HABKOJUIIHBOTO CepeIOBUINA B PEXKUMI peasbHOro yacy. MeTo/n, 3alIpolloOHOBaHI B JIOCJIi/IKeHH], HaJlaloTh
MOKJIMBOCTI /LI ONTUMI3alii TPOMUCIOBUX IIPOIECiB, 3HUKEHHST BUTPAT 1 JOCATHEHHS I[iJIel CTAJIOTO PO3BUTKY.

Kmou4oBi cioBa: ceHcopHi Mepeski, KepyBaHHSI B PEKUMI PeaTbHOTo Yacy, e(eKTUBHICTh 030HATOPA, BILTMB THCKY Ta TeMIIEpaTypH, KOH-

IEHTPAILisT 030HY, eHeproeeKTUBHICTD, HAAINHICTh CUCTEMU.




