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The object of the study is detection and prediction dominant
disaster in coastal areas. The problem being addressed is the lack of
accurate and efficient early warning systems for these disasters, which
can result in significant damage and economic loss. To solve this
problem, this study develops an innovative application and website
designed to predict the most dominant disasters in coastal areas. This
system utilizes real-time data processing to provide early warnings
and risk assessments, assisting communities and emergency response
teams in preparing for potential threats. Testing results indicate that
89 % of the system’s predictions are effective in disaster management.
The research methodology includes observation, data collection,
dataset preprocessing, analysis, and the development of a smart
detection system (SDS) using Geographic Information System (GIS)-
based mapping and clustering techniques. The findings are explained
through the hybrid deep neural network (DNN) method, which
analyzes various environmental factors, including temperature, wind
speed, wave height, weather disturbances, and sea level fluctuations.
Additional features, such as daily weather forecasts, enhance the
system’s predictive capabilities. This intelligent disaster management
system, powered by a neural network, ensures effective disaster
prediction and mitigation. The system is designed to be applied in
coastal areas with limited technology, thereby improving disaster
preparedness. Additionally, the application enables governments
to monitor and respond to disasters more efficiently. By integrating
artificial intelligence (AI)-based solutions, this research significantly
contributes to disaster management, offering innovative strategies to
minimize risks and enhance emergency response efforts.

Keywords: deep neural network (DNN), disaster prediction,
coastal area, mitigation, smart detection system (SDS), geographic
information system (GIS) mapping, early warning system (EWS).
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This study focuses on tomato leaf disease classification using
an optimized deep learning architecture. This study proposes an im-
proved architecture called DenseNet-SEGR, which integrates a novel
Squeeze-and-Excitation (SE) block with a customized growth rate
of 48 to improve feature selection and classification accuracy. Unlike
standard methods, this model replaces Global Average Pooling (GAP)
with an integral-based squeeze method, thus enabling a more con-
tinuous and accurate feature representation. The use of SE blocks
dynamically recalibrates the importance of features such as texture,
color, and tissue patterns, thereby increasing sensitivity to disease
symptoms. The model was trained using the PlantVillage dataset,
which includes 12,246 images spanning 10 tomato leaf disease catego-
ries, such as bacterial spot, early blight, late blight, mosaic virus, and
healthy leaves. Various augmentation techniques, including rotation,
scaling, and contrast adjustment, were employed to strengthen general-
ization and improve robustness against environmental variations. Fur-
thermore, batch normalization and adaptive learning rate scheduling
were integrated to enhance model stability and prevent overfitting. As
a result, the DenseNet-SEGR architecture is able to achieve a classifica-
tion accuracy of 98.22 %, outperforming DenseNet-121, DenseNet-201,
and MobileNetV2. This result is explained by the integration of adap-
tive attention mechanisms, sophisticated data augmentation strategies,
and optimized architecture. The results can be effectively applied in
real-world precision agriculture, especially in edge-based or mobile
disease detection systems for early intervention and crop protection.

Keywords: tomato classification, tomato leaf disease, DenseNet-
SEGR, squeeze-and-excitation, growth rate, deep learning.
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The object of this study is the process of filtering astronomical
frames that contain images of objects in the Solar System. In order
to recognize the image of an object in contrast with the background
of the frame, it is necessary to filter the image. It is proposed to use a
modification of median filtering to reduce the dynamic range of the
background substrate. This will lead to an increase in the signal-to-
noise ratio of the entire image. However, the identified problem area
of each image during filtering is the distortion of the image structure
and artifacts. Therefore, to solve this problem, a fast median filtering
procedure has been proposed to eliminate them.

A new technique for sorting the brightness of pixels in the me-
dian filter window using a histogram has been proposed. For compari-
son, a classic median filter was chosen with a modification, namely,
with the use of quick sorting. The disadvantage of this modification
is the fact that during sorting, all the pixels that fall into the median
filter window are used every time while sorting using a histogram
makes it possible to add and remove from the histogram only those
pixel values that appear when the window is shifted.

The devised procedure of fast median filtering was tested in prac-
tice within the framework of the CoLiTec project. It was implemented
at the stage of in-frame processing of the Lemur software.

This study showed that the application of the fast median filter-
ing procedure makes it possible to remove structural distortions and
image artifacts, which leads to an increase in the signal/noise ratio
by 3-5 times. Also, owing to sorting with the help of a histogram, the
number of comparisons in the median filter window was reduced by
4-30 times, depending on the size of the window. As a result, this led
to a decrease in the calculated time by 3-9 times.

Keywords: fast median filtering, brightness histogram, sorting,
structure distortion, astronomical image.
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The object of this study is Retrieval-Augmented Genera-
tion (RAG) systems used to improve the quality of responses by
large language models (LLMs). The task addressed is to improve the
efficiency of the semantic text segmentation stage in such systems,
which directly affects the accuracy of extracting relevant fragments.

The work reports a method of semantic text segmentation for
RAG systems, based on the sliding window technique with a dy-
namically changing size. The method devised uses embedding mod-
els and makes it possible to take into account the semantic context
of the text. The adjustable value of the cosine similarity threshold
used in semantic splitting makes it possible to additionally increase
the relevance of query formation to LLM. The developed algorithm
for setting this threshold value makes it possible to more fully take
into account the specificity of the query subject. Compared to ad-
vanced methods of semantic text segmentation, the method devised
provides the following gains depending on the maximum document
size parameter: IoU from 0.2 % to 2.8 %, precision from 0.4 % to
3.1 %, omega precision from 1.4 % to 14.8 %. The gains are primarily
associated with text processing at the level of semantically complete
units in the form of sentences, rather than tokens. In addition, the
dynamic sliding window technique allowed for better adaptation
to the text structure. The results are valid within the framework of
the used evaluation, which covers heterogeneous text datasets, and
could be applied in practice when building RAG systems in indus-
tries with high requirements for preserving the semantic integrity of
the text, for example, in law, science, or technology. The algorithms
that implement the proposed method are posted on GitHub as Py-
thon libraries.

Keywords: RAG, sliding-window, semantic, chunking, embed-
dings, binary search, evaluation, tuning, AI, LLM.
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With around 1 % of the population of the Republic of Kazakh-
stan being affected by hearing disabilities, Kazakh Sign Language
holds great importance as a means of communication between
citizens of the state. The limitations of tools for Kazakh Sign Lan-
guage (KSL) create significant challenges for people with hearing
impairments in education, employment, and daily interactions.
This research addresses these challenges through the development
of an automated recognition system for Kazakh Sign Language
gestures, aiming to enhance accessibility and inclusivity of com-
munication using artificial intelligence. The approach employs
advanced machine learning techniques, including Convolutional
Neural Networks (CNNs) for recognizing spatial gesture patterns
and Recurrent Neural Networks (RNNs) for processing temporal
sequences. By combining these methods, the system recognizes
both hand gestures and facial expressions, providing a dual-stream
model that surpasses single-stream gesture recognition systems
focused solely on hand movements. A dedicated dataset was cre-
ated using Mediapipe Holistic, an open-source tool that identifies
543 landmarks across hands, faces, and poses, effectively captur-
ing the multifaceted nature of sign language. The findings showed
that the hybrid model significantly outperformed standalone
CNN and RNN models, achieving up to 96 % accuracy. This dem-
onstrates that integrating facial expressions with hand gestures




greatly enhances the precision of sign language recognition. This

system holds immense potential to improve inclusivity and ac-

cessibility in various settings across the Republic of Kazakhstan

by facilitating communication for hearing-impaired individuals,

paving the way for expanded research and application in other sign

languages.

Keywords: dynamic gesture recognition, hybrid neural network,

Kazakh Sign Language, facial expressions.
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The object of this study is the mechanisms of cache invalida-
tion within a microservice architecture. The research addresses the
challenge of reducing inter-service dependences, enhancing system
performance, and ensuring data consistency in distributed high-load
environments by optimizing cache management strategies. The study’s
findings include the development of a declarative approach to cache in-
validation, which ensures the decoupling of microservice business logic
from cache update mechanisms. The proposed solution is based on a
centralized cache management strategy utilizing YAML configurations
in conjunction with asynchronous message exchange between services.

Optimization of the mechanisms for adding, updating, and delet-
ing cache elements enables efficient management of cached data,
warranting the avoidance of residual entries after deletion, updating
all lists in which the element appeared, as well as maintaining cache
consistency when updating or deleting data.

The proposed approach contributes to increasing the autonomy of
microservices, reducing inter-service dependences, and more efficient
use of the cache. The features and distinctive characteristics of the
results relate to the fact that the proposed approach uses a declarative
cache management model, which differs from conventional imperative
solutions. This enables flexibility in configuring cache update mecha-
nisms without the need to modify the business logic of microservices.

The practical implications of the study extend to high-load dis-
tributed systems where rapid data retrieval, scalability, and resilience
to varying workloads are critical. The proposed approach could be ap-
plied in the design of effective caching strategies within microservice-
based architectures.

Keywords: cache invalidation, Redis, Memcached, declarative
approach, cache management, performance optimization.
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The subject of this study is a tool for automating vulnerability
detection using large language models, developed to reduce the time
spent on conventional penetration testing. In addition, a detailed
analysis has been conducted comparing the effectiveness of the au-
tomated approach with that of conventional manual security testing.
The tool utilizes application programming interface access to LLMs,
enabling the analysis of large volumes of data, the identification of
complex relationships between system components, and the provision
of interactive support to specialists during the testing process. By con-
ducting experiments under actual conditions, the tool demonstrated
the ability to integrate with popular penetration test tools and deal
with real cyber threats, particularly in scenarios involving active at-
tacks on networks and web applications. By automating routine tasks,
such as configuration checks, analysis of tool outputs, and generating
recommendations, the tool significantly reduces the workload on
specialists. On average, the tool shortened the testing time by 54.4 %
compared to a manual approach. Recall reached 94.7 % in network
analysis scenarios but dropped to 66.7 % in web application testing,
while the automated approach’s precision ranged from 80 % to 90 %.
The study results confirmed that the application of large language
models in the penetration testing process significantly reduces the
time required to complete tasks and improves the accuracy of vulner-
ability detection. The tool could be used both independently and in
combination with other automation tools, making it a versatile solu-
tion for organizations of various sizes. Thus, the proposed solution
is a substantial contribution to the development of modern cyber-
security technologies and demonstrates the prospects of integrating
artificial intelligence into automation processes.

Keywords: large language models, vulnerability detection auto-
mation, artificial intelligence, multi-vector testing.
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The object of this study is the linguistic constructions
of queries to chatbots with Large Language Models (LLMs).
The area of research is the emergence of information chaos
during communication between the user and the chatbot,
which leads to errors in forming a response to the query. It is
assumed that the user and the chatbot are separate complex
systems, the events and actions of which are difficult to pre-
dict for a long period. Behavior models of complex systems
are subject to the influence of chaos theory. To demonstrate
this, the work used one of the simple mathematical problems
with a logical component. The Copilot and ChatGPT 40 mini
chatbots that were studied gave erroneous results in response
to a query for the task. The error occurred when generating
a query due to the introduction of a logical component. A
similar process was represented by a system of differential
equations solving which establishes clear rules for obtaining
an accurate answer to the query.

To submit a request from the user, an approach has been
proposed that makes it possible to break down the informa-
tion block of the request by constructing piecewise linear at-
tractors. That is, paired semantic expressions are formed with
the formation of a request cleared of information noise. The
problem is solved by presenting a methodology for controlling
the selection of substitute words, based on the operations of
generating the next substitution and calculating the number
of the given substitution.

According to the devised approach, the best options for
a request to the Copilot chatbot were obtained in 182 char-
acters or 48 words, numbers, and special characters. For
the ChatGPT 40 mini chatbot, such a request consisted of
219 characters.

The proposal could be used in practical activities to im-
prove chatbot technologies and form key data sets in artificial
intelligence systems, which would further make it possible to
avoid errors when solving problems with a logical component.

Keywords: Large Language Model, LLM, Copilot, Chat-
GPT, cyclic class element, attractor.
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The increasing volume of traffic, growing number of connections
in telecommunication networks, and rising number of mobile devices
place significant demands on network providers. These challenges
can lead to congestion, latency issues, and security vulnerabilities.
However, they can be mitigated or even prevented by identifying
network failures in advance. Anomaly detection plays a crucial role
in proactively addressing these issues, enabling network operators to
optimize network performance, enhance security, and improve the
overall user experience.

In this paper, a method for predicting anomalies based on ma-
chine learning has been implemented. The LSTM-SMOTE model,
which was trained and tested on the KDD-NLS dataset, was con-
sidered and the results of the forecasting model were analyzed.
Developing the multi-classification model proved to be a challenging
task, primarily due to the limited number of attack types. SMOTE is
designed to address such difficulties. Imbalanced datasets present a
major challenge in predictive modeling, especially when solving clas-
sification problems. The four main types of attacks include Denial
of service (DoS) attacks, Probe attacks, Privilege attacks, and Access
attacks. In this work, three neural network models were developed,
including: binary classification, four-class classification, multi-class
classification. It is observed that the prediction model retrained again
showed the best results, then the model trained with new anomalous
data. The LSTM-SMOTE multiclass model achieved the highest per-
formance, with its predictive accuracy rising from 75 % to 99 % across
iterations, underscoring its strong dependence on the quality and
quantity of data. Practical application of the results obtained can be
applied for optimizing network performance.

Keywords: Network anomaly, telecommunication traffic, net-
work traffic prediction, long short-term memory (LSTM), semi-
supervised learning.
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JTOMIHYIOYE BUSIBJIEHHS TA IIPOTHO3YBAHHS KATACTPO® V IIPUBEPEXXHUX PAVIOHAX 3
BUKOPHCTAHHSAM CUCTEMHY HEMPOMEPEXI JIJII ONTUMI3ZAIIIT VIIPABJIIHHS KATACTPO®AMMU B
MIPUBEPEJXXHUX PAIOHAX (c. 6-16)

Tengku Henny Febriana harumy, Dewi Sartika Boru Ginting, Fuzy Yustika Manik, Mesra Betty Yel

O6'eKTOM JIOCTi/PKEHHs € BUSBJIEHHS Ta IPOTHO3YBAaHHS JAOMIHAaHTHHUX KaTacTpod y mpubepexxHux paiioHax. IIpo6sieMa, siky BU-
pillyIOTh, ITOJIATAE Y Bi/ICYTHOCTI TOYHUX i e()eKTUBHUX CUCTEM PAHHBOTO IOIEPEPKEHHS IO Iii KaTacTpodH, sKi MOXKYTb IIPU3BECTH
710 3HAaYHUX 30UTKIB i ekoHOMiUYHHUX BTpat. 11lo6 BUPIIUTH 10 MpobaeMy, B IIbOMY AOCIi/PKeHHI po3po6eHO iHHOBaLifiHy mporpamy
Ta Be6-CaiiT, MpU3HAYeHi /I MPOrHO3YBAHHS HAWGLIBII JOMIHYIOUMX KaTacTpod y IpubepeXHUX paiioHax. LIs cucTeMa BUKOPHUCTOBYE
06pOOKY ZaHUX y PEXKMMI peasibHOTO Yacy JijIsl Ha/laHHSl PaHHIX IOTepe/PKeHb Ta OI[iHKM PHU3UKIB, J0IIOMaraloyy rpoMajiaM i rpynam
pearyBaHHs Ha HaJ3BUYaiiHi cuTyanii migrorysaTucs /10 MOTEHIiHHUX 3arpo3. Pe3ybraTy TeCTyBaHHA IOKa3yloTh, 1o 89 % nepesba-
YeHb CUCTEMHU € e(heKTUBHUMHM B G0pOTHOi 3i CTUXIHHUMU JMXaMHU. MeTo/[0JI0Tisl JOCTi/KEeHHST BKJIFOYA€E CIIOCTEPEXKEHHs, 36ip JaHuX,
TorepeHI0 06poOKy Habopy JaHUX, aHaJli3 i po3poOKy CHCTEMU iHTEJIEeKTyaJbHOI'O BUSIBJIEHHS 3 BUKOPUCTAHHSM METOAIB KapTorpa-
(yBaHHS Ta KiIacTepusalii Ha ocHOBI reoiHdopMmaniitHoi cuctemu (GIS). Pe3ynpraTi MOSICHIOIOTHCS 3a ZOIOMOI0I0 METOAY Ii6puaHOI
rn60Koi HelpoHHOT Mepexi, AKUil aHai3ye pi3Hi pakTOpM HABKOJIMIIHBOTO CEPEAOBNUIIA, BKIIOYAIOUN TEMIIEPATypy, HIBUAKICTb BiTpY,
BHICOTY XBWJIi, TIOTO/{HI YMOBH Ta KOJTMBAaHHS PiBHS Mops. [lofaTkoBi GyHKIIT, Taki K IOA€HH] MPOrHO3M ITOTO/U, IIOKPAIYIOTh IIPO-
THO3HI MOXJIMBOCTI cucreMu. L iHTeseKTyaslbHA crcTeMa 60poThOU 3i CTUXiMHUMU JMXaMu Ha 6a3i HelipoHHOI Mepexi 3abe3mneuye
eeKTUBHE MPOTrHO3yBaHHA Ta IIOM SIKIIIEHHS HACTiKiB CTUXiHNX TuX. CUCTeMa IIpU3HavYeHa JJIs 3aCTOCYBaHHS B IPHOEPEXHUX paiio-
Hax 3 00MEeXEHUMU TeXHOJIOT{sIMU, TUM CaMUM ITOKPAIyI0Yl TOTOBHICTh /10 KaTacTpod. Kpim Toro, nporpama fj03BoJisie ypsiiaM Gimbiin
epeKTUBHO BificTe)KyBaTHU Ta pearyBaTu Ha KaTacTpodu. 3aBAsSKYU iHTerpamii pilieHb Ha OCHOBI IITyYHOI'O iHTEJIEKTY Iie TOCJIi/PKeHHS
pOGUTH 3HAUHMIT BHECOK Y 60pOTHOY 3i CTUXIHHMMU JIMXaMU, IPOTIOHYIOYH iHHOBaLiifHI cTparerii aya MmiHiMizanii pusnkis i mocuieHHs
3yCUJIb pearyBaHHsI Ha HaJ3BUYalHI cuTyarii.

KorouoBi croBa: rmm6oka HelipOHHaA Mepe)ka, IPOrHO3YBaHHs KaTacTpod, mpubepexHa 30Ha, IIOM SKIIEHHS HACJiIKiB, po3yMHa
cucTeMa BUSIBJICHHS, KaprorpadyBaHHs reoiHhopMaliiiHOI CUCTeMH, CHCTEMAa PAaHHBOT'O TOIIepe/PKEHHS.
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BHU3HAYEHHS NIJXOAY 10 PO3NI3HABAHHS PAMIY>KHOI OBOJIOHKH OKA ¥ 3AJIEXKHOCTI BIJT YMOB
3MOMKHMH (c. 17-27)

0. I0. BapkoBchKa, 1. B. Py6an, 0. O. PomaHeHKOB, II. /1. BorHap, A. O. l'aBpanieHKo

OG6’eKTOM JIOCTi/PKEHHS € METO/[ 06POOKH Ta aHaslizy 300paXkeHb pali/ly>kHOi 060JI0HKH OKa, sIKi MOXyTb OyTH iMILJIEeMEHTOBaHi y cucTe-
MH B32€EMOZ1 JTIOAWHU 3 MALTMHOIO Ha OCHOBi 6i0OMETPUYHMX JaHUX 260 iHIINX G€3KOHTAKTHUX CIIOCO0IB B3a€MOZI.

3abesnie4eHHs] BUCOKOT TOYHOCTI Ta Ha/liitHOCTI GiOMeTPUYHUX CUCTeM PO3Ii3HABaHHS Paii/ly’>KHOI 060JIOHKHU OKA Y BapiaTUBHUX YMOBaX
3H{OMKH 3aJTMIIAEThCS BiIKPUTOIO HAayKOBOIO Mpo6sieMoro. OfiHie0 3 OCHOBHUX TPY/HOIIIIB € BIJIUB 3MiHHOTO OCBIiT/JIEHHS, HaXWJIy TOJIOBH Ta
YaCTKOBOI BiIKPUTOCTI OKa Ha Pe3yJsIbTaTH ifieHTHdiKarii.

B foctipreHHi TPOBEIEHO OLIiHKY BILIMBY METO/IB ITOIIEpe/{HBO0I 00pOOKU 306paXKeHb paii/iy»xHoi 06010HKH oka (Equalization Histogram,
CLAHE) Ha sKicTh po3Ii3HaBaHHS, 37ilICHEHO TIOPiBHSAHHS aqropuTMivHoro Merogy (Hamming Distance) 3 HeifipoMepeskeBUMU MOZIEISIMI
(CNN, DenseNet) 3a nokasHukaMu TouHocTi, False Match Rate, False Non-Match Rate Ta Equal Error Rate. loAaTKOBO IPOBEZIEHO aHAJI3
BIUIMBY CTPYKTYPH HaBYaJIbHHUX BUOipPOK Ta rirmepriapaMeTpiB HefipoMepexi Ha eeKTHBHICTh Kiacudikariii.

OTpuMaHi pe3y/IbTaTy IMOKa3asH, 1o npu BukopucranHi Hamming Distance (HD=0.35) gocsiraeTbcsi TOYHICTH 95.5 %, 1110 € KOHKY-
PEHTOCIIPOMOXKHUM pe3yIbTaTOM y ITOPiBHSIHHI 3 HelipoMepeskamu. BctanosieHo, 1o noegHanHss CLAHE Tta Equalization Histogram fo-
3BOJIsSIE 3SMEHIIUTH BIUIUB IIyMiB Ta IOKPAIIUTH TOYHICTh cerMeHTallil. BusHaueHo, o HeiipomepexxeBuil migxin (DenseNet 201) gocsirae
TouHOCTI 99.93 % Ipu ONITUMaJIbHOMY po3moAiai garacety (70 %:15 %:15 %). JloBe/ieHO, 1110 BUKOPHUCTAHHS ITONepeAHbOI HopMaJtizaril Ta
aJJalITUBHOTO BHPiBHIOBAHHS KOHTPACTY CYyTTEBO 3MEHINYE TTOXMOKM PO3ITi3HABAHHS ITPU 3MiHHUX yMOBAaX OCBITJICHHS.

3anpornoHoBaHe pillleHHs Mae MOTeH1liasl 3aCTOCYBaHHs y 0€3KOHTaKTHUX CUCTeMax KepyBaHHs, IHK/II03UBHUX TEXHOJIOTIsX J/Is Jitofielt i3
TIOPYIIEHHSIM 30Dy, aBTOMOOITBHII ITPOMHCJIOBOCTI, & TAKOXX y 6€3ITeKOBUX CUCTEMAX.

Kurrouosi coBa: posmisHaBaHHs paiiaykky, Hamming Distance, HMI-cucremu, DenseNet, CLAHE, Equalization Histogram.
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PO3POBKA DENSENET 3 BJIOKOM CTUCKAHHS TA 3BY/DKEHHS I KJIACU®IKAIIT XBOPOB TOMATIB
(c. 28-38)

Pandi Barita Nauli Simangunsong, Poltak Sihombing, Syahril Effendi, Fahmi Fahmi

Lle mocifyKeHHsT 30cepe/pkeHo Ha Kiacuikariii XxBopo6 JIMCTSI TOMATIiB 3a ZOIIOMOIOI0 ONTHMI30BaHOI apXiTeKTypu IIMOOKOr0 HaBYAHHS.
Tle focipKeHHs IPOTIOHYE BAOCKOHAJIEHY apXiTeKTypy izl Ha3Boro DenseNet-SEGR, sika 06’e/jHye HOBHiT GJIOK CTUCKaHH: Ta 30y/pkeHHs (C3) i3



HJIAIITOBAHOIO IIBUAKICTIO 3pOCTaHHS 48 /ISl TOKpalleHHs Bu6opy dyHKIi i TouHocti xiacudikanii. Ha Bigminy Bij crangapTHuX
METO/iB, IIs1 MOJIeJIb 3aMiHIOE IJI00aIbHe ycepeJHeHe 00’ eJHaHHsI MeTOAOM CTUCHEHHS Ha OCHOBI iHTerpasa, 1o 3a6e3neuye 6ijiblr 6e3-
IepepBHE Ta TOYHE IIPe/ICTABICHHS 03HAK. BUkopucTaHHs 6s10KiB C3 JUHAMIYHO IepeKanti6pye BaXKJINBICTh TAKMX XapaKTePUCTHUK, SK
TEKCTypa, KoJIip i Bi3epyHKU TKaHUH, TUM CAMUM IiJBUIYIOUU YyTJIUBICTh 0 CUMIITOMIB 3aXBOpIOBaHHS. Moiesib 6y/I0 HAaBYEHO 3 BU-
KOPHUCTaHHSAM Habopy gaHux PlantVillage, sxmii Bkirogae 12 246 306pakeHb, M0 OXOIUIIOIOTH 10 KaTeropiit XBopo6 JIMCTSI TOMATIB, TAKUX
sIK GakTepiasbHa IUIIMUCTICTB, paHHIN diTodTopos, diTodTopos, Bipyc Mozaiku Ta 370poBe JUCTS. sl IOCUICHHS y3araJlbHEHHS Ta
TTOKPAIeHHS CTIHKOCTI 0 3MiH HABKOJIMITHHOTO CEPEZOBUIIA BUKOPUCTOBYBAIHCS Pi3Hi MeTOAU 301/IbII€HHSI, BKIIOYAIOUN 00epTaHHS,
MacmTabyBaHHS Ta HAJTAIITYBAaHHS KOHTpacTy. KpiM Toro, makeTHa HopMaJizanis Ta aflaliTUBHe IIJIaHyBaHHS IIBU/KOCTi HABYAHHS Oy/IH
iHTerpoBaHi AJIst Mi/IBUILEHHS CTabIIbHOCTI MOJieJTi Ta 3amobiraHHs nepeobiagjHaHHI0. B pesysbrari apxiTekTypa DenseNet-SEGR 37aT1-
Ha JIOCATTH TOYHOCTi Kacudikarii 98,22 %, mepesepurytoun DenseNet-121, DenseNet-201 i MobileNetV2. Ileii pe3y/bTaT HOSCHIOETHCS
iHTerpami€e aJlanTUBHUX MeXaHi3MiB yBaru, CKJIaJHUMH CTPATErisiMU 36iIbIIEHHS JJAHUX i OITUMi30BaHO0 apXiTeKTypor. PesyibpraTi
MOXYTb O6yTH e(eKTUBHO 3aCTOCOBaHi B peaJlbHOMY TOYHOMY 3eMJIEPOOCTBi, 0COOIMBO B KPailoBUX a60 MOGITPHUX CHCTeMaX BUSBJICHHS
XBOPOO /JIs1 PAHHBOTI'O BTPYYaHHS Ta 3aXKMCTy BPOXKAIO0.

KorrouoBi ciroBa: kiacudikariist TomaTiB, XxBopo6a incTs ToMmatiB, DenseNet-SEGR, cTuckaHHS Ta 36yPKeHHSI, IIBUIKICTb POCTY, IJINO0KE
HaBYaHHS.
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PO3POBKA ITPOIIEJIYPU IIIBUAKOI MEIIAHHOI ®LIBTPAIIIL 1JI1 BUPIBHIOBAHHSA IIYMOBOT
HIOJIOXKKHU I ®POBOI'O KAIPY (c. 39-46)

B. II. BiraceHnko, C. B. Xiramos, K. B. [leiinexo, I. B. JleBukiH, I. C. TabakoBa, O. 1. XopomeBckuii, I. O. XopomieBckas

O6’eKTOM ZI0CIIi/PKEHHS € TTpolec (iabTpalii aCTPOHOMIUHUX Ka/piB, sIKi MiCTATB 306paskeHHs 06>eKTiB COHSIYHOI cucTeMu. [IJ1s1 po3Iti3-
HaBaHHS 300payKeHHs 06>€KTa Ha KOHTPACTI 3 POHOBOIO ITiIKJIAIKOI0 Ka/Ipy HEOOXiTHO MpoBOAUTH (ibTpariiro 306pakeHHs. [IpOIOHYEThCS
BUKOPHCTOBYBaTH MoAudikaliito MeiaHHOI (isbTpanii a1 3MeHIIeHHsT AMHAMIYHOTO Aiana3oHy (GoHOBOI migxtaaky. Lle mpusseae 1o mij-
BUIL[EHHSI BiZIHOIIEHHS CUTHAJI/IIYM BChOTO 300pakeHHs1. OJfHAK BUSIBJICHUM IIPOGJIEMHUM MiCIieM KOXKHOTO 300pa)keHHs Iij yac (inbrparii
€ CIIOTBOPEHHS CTPYKTYpU Ta apredakTy 300pakeHHs. ToMy /Il BUpIlIeHHS Ijiel rmpo6ieMu GysI0 3aIIpOIIOHOBAHO IIPOLEAYPY MIBHUJKOL
MeZiiaHHoI dinpTpanii As iX ycyHeHHs.

3anpornoHOBaHO HOBHI CIIOCIO COPTYBaHHS sICKpaBOCTel IiKcesliB y BikHI MefjiaHHOTO (biybTpa 3a AOMOMOTO0 ricTorpamu. Jliis mopis-
HSHHS Oy/I0 00paHO KJIACMYHUI MeZiaHHUN GinbTp 3 Mopudikalliero, a caMe 3 BUKOPUCTAHHAM LIBHJIKOTO COpTyBaHHs. HezosikoM Takoi
mopudikariii € Toit axr, 110 i yac copTyBaHHS 1[Opa3y BUKOPUCTOBYIOTHCS BCi IikceJi, SIKi MOTpanyiIy Zio BikHa MefiaHHOTO (inbTpa. ¥
TOH Yac sIK COPTYBaHHS 32 JIOIIOMOT'OI0 I'iCTOrpaMu JJ03BOJISIE IOAABATH i IPUOUPATH B ricTOrpami TiIBKY 3HAYeHHS IIKCEJiB, SKi 3>SBIISIOTHCS
IIpY 3CyBi BiKHa.

Po3zpo6sieHy mporeaypy MIBHAKOI MefiaHHOI (imbTparii 6ys10 arpo6oBaHO Ha MpaKTHUIi B paMkax mpoekty CoLiTec. BoHa Gysa 3ampoBa-
JDKEHa Ha eTali BHyTpiIIHbOKaZPOBOi 06pO6GKY ITporpaMHoOro 3abesnedeHHs Lemur.

JloctipKeHHs ITOKa3aJIo, 110 3aCTOCYBAHHS IIPOLeypPH IIBUAKOI MeAiaHHOI (ibTpamnii 03BosIsie MPUOPATH CTPYKTYPHi CIIOTBOPEHHS Ta
apredakTy 300pa)KEeHHS, 1110 TPU3BOAUTS 10 30LIBIICHHS BiTHOIIEHHS CUTHAJI/IIyM y 3-5 pa3iB. TaKoxK 3aB/IKH COPTYBAHHIO 3a JOIIOMOTI'0I0
ricrorpaMu CKOpOTHJIACs KiJIbKiCTh MOPiBHAHB y BikHI MeiaHHOTO inbTpa y 4-30 pasiB 3aj1eXXHO Bij, po3mipy BikHa. SIk HaCTiZOK, 1ie TPU-
3BEJIO /10 3MEHIIIeHHs 9acy 00YuCIeHb y 3-9 pasiB.

KirrouoBi cyroBa: 1mBu/Ka MezliaHHa (iIbTpaltis, ricrorpama siCkpaBocTi, COPTYBaHHs], CIIOTBOPEHHSI CTPYKTYPU, ACTPOHOMIUHE 300pa)KeHHSI.
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PO3POBKA CEMAHTHUYHOI'O METOJA IIOALJIY TEKCTY AJI1 RAG CHCTEM, 3 KEPOBAHHUM ITIOPOI'OM TA
PO3MIPOM KOB3HOTI'O BIKHA (c. 47-57))

0. M. T'ar4oHKOB, O. O. TopunHCchKkHi, C. I. AHTOIIYK, B. 10. Hape3Hoit

OG6’exTOM ZoCTi/pKeHHSs € cucTeMu Retrieval-Augmented Generation (RAG), 1110 BUKOPUCTOBYIOThCSI AJIsI TIOKPAIIIEHHST SIKOCTi Bi/roBizieit
BEJIMKMX MOBHUX Mogeseid (LLM). IIpo6siema, 110 BUPIlIyeTbCs B POOOTI, IIOJIATAE Y MiABUIEHH] e()eKTUBHOCTI eTaIy CeMaHTUYHOTO IOy
TEKCTYy B TAKMX CHCTeMaX, 1110 6e3MocepeiHbO BILTMBAE HAa TOUHICTh BUTATYBaHHSA PeJIeBaHTHUX (DparMeHTiB.

VY po6oTi mpezcTaBICHU METOZ, CEMAaHTUYHOTO TOAINY TeKCTy Aysi RAG-crcTeM, 3aCHOBaHHUI Ha TeXHilli KOB3HOTO BiKHA 3 po3-
MipoM, 110 AMHAMIiYHO 3MiHIOEThCS. Po3pobieHunii Metos BUKopucToBye embedding-mozesti Ta /103BoJIslE BpaXOByBaTH CEMaHTHYHMI
KOHTEKCT TEKCTY. Jl0ZaTKOBO 30i/IBIIUTH PeIeBAaHTHICTh (POPMyBaHHS 3aUTiB 0 LLM 703BOJIsIE HACTPOIOBAaHE 3HAYEHHS ITOPOra KOCH-
HYCHOI ITOZ[iGHOCTI, 1IJ0 BUKOPHUCTOBYETHCS IIPU CEMAHTUYHOMY PO3IOZii. Po3po6ieHNiI aJlropUTM HaJIAIITYBaHHS I[bOI'0 IIOPOTOBOTO
3HaYeHHS J03BOJISIE GiIbII TOBHO BpaxyBaTH CIelM(}iKy TEMATUKHU 3aIUTy. Y MOPiBHIHHI 3 TIepeOBUMH METOJaMU CEMaHTUYHOTO I10-
JIiJIy TEKCTY PO3pO06JIEHNI MEeTO/ [Ja€e HACTYITHUM IIPUPICT 3aJIeXKHO Bij MapaMeTpa MaKCMMaJIbHOTO po3Mipy gokyMeHTa: IoU Bix 0.2 %
10 2.8 %, TouHicTb Bif 0.4 % 1o 3.1 %, TouHicTh omera Bix 1.4 % o 14.8 %. IlpupicT nepexyciM moB’3aHO 3 06POOKOIO TEKCTY HA DiBHI
CEMAaHTHUYHO IIOBHUX OAMHMIb y BUIJIAJAI peyeHb, a He TOKeHiB. KpiM Toro, TexHika AMHAMIYHOTO KOB3HOTO BiKHA J03BOJIMJIA JIIIIIE
aJlaliTyBaTUCA [I0 CTPYKTYpH TeKCTy. OTpuUMaHi pe3y/bTaTy € BaJIiIHUMU B MeXXaX BUKOPUCTAHOIO (peliMBOPKY OL[iHKHU, 110 OXOILIIOE
pi3HOPifHI TeKCTOBI JaTaceTH, i MOXKYTh OYTH 3aCTOCOBAHi Ha MpaKTUIi IpH o6y 0Bi RAG-cucTeM y ramyssix 3 BACOKUMHM BUMOTaMU
710 30epe)KeHHS] CEMaHTUYHOI I[IJIiICHOCTI TEKCTy, HAIIPUKJIaJ, Y ITpaBi, HayI[i YM TeXHiIli. AJITTOPUTMH, 1[0 Peasn3yI0T 3alIPOITOHOBAHUN
MeToJ, po3mineHi y GitHub sik 6i61iorexn Ha Python.

Kurrouogi cmoBa: RAG, sliding-window, semantic, chunking, embeddings, binary search, evaluation, tuning, AI, LLM.
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PO3POBKA I'TBPUHOI MOZEJII CNN-RNN /IJIfI IOKPAIITEHOT'O PO3NI3HABAHHA IMHAMIYHUX
JKECTIB Y KABAXCBHKIM JKECTOBIN MOBI (c. 58-67)

Aigerim Aitim, Dariga Sattarkhuzhayeva, Aisulu Khairullayeva

Jlnst 6rmsbro 1 % nacerenns Pecy6uikn Kasaxcraw, sike Mae mopyeHnst cryxy, Kasaxcpka skectoBa MOBa HabyBa€ BETHKOTO 3HAUCHHST
sIK 3acib criiKyBaHHs MisK rpomajstHamu gepskasu. OOMexeHHs iHCTpyMeHTiB st Kasaxcepkoi skectosoi Mosu (KIKM) cTBOpIOOTH 3HAUHI
BUKJIMKK JJIsT JTOJEH 13 TOPYIIEHHSIMU CJIyXy B OCBITi, TPAIEBJIANITYBAHHI Ta MOBCSIKACHHOMY JKUTTI, 0OMEKYIOUM 1X MOKJIUBOCTI JIJIst
MOBHOIIHHOT y4acTi B cycriabHomy skuTTi. Lle gocikenns Bupimiye i npobiiemu yepes po3poOKy aBTOMAaTH30BaHOI CUCTEMH PO3II3HABAHHS
skecTiB Ka3axchKol jKecToBOI MOBHM, CIIPIMOBAHOI Ha Ii/IBUIIEHHS JIOCTYITHOCTI Ta IHKJIIO3MBHOCTI CIIJIKYBAaHHS 32 JIOIIOMOTOIO HITYYHOTO
inremexty. [lizxin BUKOpHICTOBYE TIepeIoBi METOAN MAITMHHOTO HABYAHH:I, 30KpemMa 3ropTKoBi Heliponni Mepesxi (CNN) st posniznaBanus
MIPOCTOPOBUX MoJeNIell KecTiB i pekypenTHi Heiiponni Mepeski (RNN) mis 06pobku wacosux mocsigoBHocteit. O6’eqnasmy i MeToau,
CHCTeMa PO3IT3HAE SIK JKECTH PYyK, TaK i BUpasm oOImydsi, 3a06e3Medyiour ABOTIOTOKOBY MOJIENb, SIKA TIEPEBEPIIYE OIHOMOTOKOBI CHCTEMU
Po3Ii3HABAHH KECTIB, 30Cepe/UKeHi e Ha pyxax pyk. s gocsipkents 6y1o cTBOpeHo creniaabuuii gatacer 3a gonomoroio Mediapipe
Holistic — incTpymeHTa 3 BiAKPUTHM KOJOM, sKUil BU3HAYa€ 543 KJII0YOBI TOYKM Ha pyKaX, 00JnMydi Ta [03aX, TOYHO | HAAIIHO OXOILIIOIYH
GaraTorpaHmy MPUPOLY JKECTOBOI MOBH. PesysibraTu Mmokaszasu, mo ribpuaHa Mojesib 3HauHo nepesepirye okpemi mozesi CNN ta RNN,
pocsaraioun TourocTi 10 96 %. Ile cBigunTh, M0 iHTErpanis BUpasiB oOJUUYs 3 KecTaMu PYK 3HAUHO II/[BUIIYE TOUHICTb PO3Mi3HABAHHS
sKecToBOI MOBH. Ilg cmcrema Mae BeIMde3Hnit MOTEHIAN /IS TIOKPAIeH s iHKII03UBHOCTI, OCTYITHOCTI Ta SIKOCTI CHIJIKyBaHHS B PISHUX
cepax Pecny6uriku Kazaxcran, cripusiioun eheKTHBHOMY CILIKYBAHHIO JIOZEH i3 TIOPYIICHHAME CJYXY Ta BIAKPUBAIOYN MIUPOKI MOKIUBOCTI
JUIST PO3IMINPEHHS IOC/I/KEHb 1 3aCTOCYBAHb B IHINNX JKECTOBUX MOBAX.

KUrrouoBi ciioBa: TrHaMiuHe po3Mi3HABaHHS JKECTIB, TiIOpHHA HEIPOHHA Meperka, aBToMaTr3ariisi Kaszaxchkoi ykecToBOI MOBH, MiMiKa.
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IHBAJIIJADIA KEIITY HA OCHOBI JEKJIAPATUBHOTO IIIAXOAY AJIA BIAOKPEMJIEHHSA BISHEC-JIOT'TKH
MIKPOCEPBICIB BIJI IIPABIJI OHOBJIEHHA KEIIY (c. 68-74)

B. I. ®anbkeBu4, A. O. JlicHAK

O6’eKTOM JIOCJI/PKEHHSI € MexaHi3MM iHBasifanii keury B MikpocepsicHiil apxitexrypi. IIpo61ema, 10 BUpillyBaacs, MoJsArae y 3MeH-
LIeHHi MDKCepBiCHUX 3aJIe)KHOCTeH, MiZIBUIEHHI TPOYKTUBHOCTI Ta 3a0e3MeueHHi y3ro/pKeHOCTi JaHUX Y PO3IO/iIeHUX BUCOKOHABaHTAXKeE-
HUX CHCTEMax IIUIIXOM ONTHMi3anii MexaHi3MiB kemryBaHHs. OTpUMaHi pe3y/IbTaTH BKJIIOYAIOTh PO3POOKY KOHIETITYaJIbHOI MOJEI JeKIa-
PaTHBHOIO MiIXOAY A0 iHBaliaLii Kelry, ika BU3HAUAe CTPYKTYPy Ta MeXaHi3MU BijokpeMJieHHs Gi3Hec-Ioriku MikpocepBiciB Bij npoueciB
OHOBJIEHHsI Kellly. 3alpOIIOHOBaHe pillleHHs I'PyHTYETbCS Ha BUKOPMCTaHHI LIEHTPaJIi30BaHOIO YINPAaBJIiHHS iHCTPYKIiIMU KEIIyBaHHS 3a
Jornomororo YAML-koHirypariiif Ta aCHHXpOHHOT0 06MiHy IOBiZIOMJIEHHSIMU MK cepBicamMM.

OnTumizanis MexaHi3MiB /0JjaBaHHsI, OHOBJIEHHS Ta BHUJAJIEHHS eJIEMEHTIB Kelly 3abe3rneuye edeKTHBHE YIPaBJIiHHS KEeIIOBAHUMH
JIaHUMH, 110 FapaHTye YHUKHEHHS 3a/IMIIKOBUX 3aIUCIB Mic/s BUAAJEHHs, OHOBJIEHHS BCiX CIUCKIB, y SKUX (irypyBaB €JIEMEHT, a TAKOX
MiATPUMKY y3TO/PKEHOCTI Kellly Tp1 OHOBJIEHHi a60 BU/laJIeHHi JaHUX. 3alTporIOHOBaHMUI Ti/IXi/| cripuse Mi/BUIEHHIO aBTOHOMHOCTI MiKpo-
CepBiciB, 3HIYKEHHIO MXKCEPBICHHX 3aJI©KHOCTEH i GiIbII panioHaIbHOMY BUKOPHCTaHHIO Kerry. Oco6IMBOCTI Ta Bif[MiHHI prcy oTpUMaHUX
Ppe3y/IbTaTiB MOJIATaI0Th y TOMY, 1110 3aITPOIIOHOBAHMH MMi/IXi/l BAKOPUCTOBYE AeKJIapaTUBHY MO/IeJb YIIPABJIiHHSA KelleM, 110 Bipi3HAeTbCA Bif
TpafUIifHUX iMITepaTUBHUX pilleHb. 1e 3a6e3medye THYUKiCTh y KOH(Irypailii MexaHi3MiB OHOBJIEHHS Kellly 6e3 IoTpe6r BHECEHHS 3MiH y
6i3Hec-JI0TiKy MikpocepBiciB.

Ccepa Ta yMOBHU IPAKTUYHOTO BHUKOPHUCTAHHS OTPUMAHUX Pe3y/IbTAaTiB OXOIUIIOIOTH BHCOKOHABAaHTA)KeHI pO3MOAineHi cucremwu, e
KPUTHYHO BOXJIMBUMHU € IIBUAKHI ZOCTYII /IO JAHUX, MacIITab0BaHICTh i CTIIKiCTh 0 HABaHTa)KeHb. 3aIPOIIOHOBAHMI TiJXiJ MOXXe GyTH
3aCTOCOBAHUIA ISl pO3pOOKU e(eKTUBHUX CTpaTeTiil KelyBaHHs y MiKpOCepBiCHUX apXiTeKTypax.

Kurrouosgi coBa: igBasifanis xemry, Redis, Memcached, gexsapaTuBHUIL MiXif, KeII CXOBUIIE, ONITUMI3aIisl IIPOYKTUBHOCTI.
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PO3POBKA IHCTPYMEHTY BUSIBJIEHHS BPA3JIMBOCTEH 3A JJOIIOMOT'OI0 BEJIUKHUX MOBHUX
MOJIEJIEH (c. 75-83)

A. 10. )KypaBuak, A. 3. ITicko3y6, B. B. CkopunoBuy, 0. B. JIax, [I. }0. XKypasuak, II. K. I'tymenko, M. B. BopoxoG, I. C. Besses,
II. C. Benrepcbkuii, 1. B. Kosi6acHHCBKH

O6’eKTOM JIOCTiKeHHS € IHCTpyMEeHT JjIs1 aBTOMaTH3allii BUSIBJIEHHS Bpa3IMBOCTEH 3a JOTIOMOIOI0 BeJIMKHUX MOBHUX MOZesel, po3po-
GJICHUIA /1151 CKOPOYEHHS Yacy, BUTPAuYeHOT0 Ha TPaANIIiliHe TeCTyBaHHS Ha IIPOHMKHEHHS. J0laTKOBO GyJI0 3/1ilICHEHO JIeTaTbHUM aHaJIi3, 0
TTOpiBHIOE e)eKTHBHICTh aBTOMAaTH30BaHOTI'O ITiIX0/ly 3 KJIACHYHUM PYYHUM TECTYBaHHSIM Ge3IeKu. [HCTPyMEeHT BUKOPHCTOBYE IIPOrpaMHUI
iHTepdeiic ZoAATKIB /[0 BEJIMKUX MOBHUX MOZIEJIEH, 1110 03BOJISIE aHAJIi3yBaTH BeJIMKi 00CATU AAHUX, BUSBIATU CKJIAZHI B3a€EMO3B’I3KH MiX
KOMIIOHEHTaMH CHCTeM Ta 3abe3IedyBaTy iHT€paKTUBHY IIATPUMKY (axiBLiB I yac TecTyBaHHs. IIIJI5IXOM IPOBeJIeHHS €KCIIEPUMEHTIB
iHCTPYMEHT II0Ka3aB 3[]aTHICTb iHTErpyBaTHCS 3 MOMYISIPHUMH 3ac00aMU TeCTYBaHHSI Ha IIPOHUKHEHHS Ta MPAIIoBaTU 3 peaIbHUMU 3arpo-
3aMH, 30KpeMa y CIIeHapisx 3 aKTHBHUMH aTaKaMH Ha Mepesxi Ta Be6-1oaTKi. ABTOMaTH3allis PyTHHHIX 3aB/IaHb (TiepeBipka KoHDirypariii,
aHaIi3 BUXIJHUX JaHUX IHCTPYMeHTIB, (hOpMyBaHHS peKOMEHZAILii1) lajia 3MOTy CyTTEBO 3HU3UTH HaBAaHTAXKEHHs Ha (axiBIiB. ¥ cepeJHbOMY
iHCTPYMEHT CKOPOTHB 4aC BUKOHAHHs TeCTyBaHHs Ha 54.4 % IOPiBHAHO 3 PYYHUM MigxogoM. [TokasHHUKHM MOBHOTHU cAraau 94.7 % y clieHa-
pisix MeperXxeBOro aHaJIizy ¥ 3HIKYBaJIHCS /10 66.7 % IIiji Yac TeCTyBaHHS BeO-/[0aTKiB, a TOYHICTh aBTOMATH30BaHOTO ITi/IXO/ly KOJIMBAJIACs



B Mekax 80-90 %. PesyspTaTu MiATBepAUIIU, IO 3aCTOCYBaHHS BEJUKUX MOBHUX MOjesIeldl 3HaYHO CKOPOUy€e Yac Ha BUKOHAHHS 3aB/aHb Ta
TTOKpAIIye TOYHICTh BUSIBJIEHHSI BPa3IMBOCTEN. [HCTPYyMEHT MOYKe BUKOPHCTOBYBATHCS SIK CAMOCTIHHO, TaK i y MOejHAHHI 3 iHIIMMU 3aco6amMu
aBTOMATH3allii, 110 POOUTH HOT0 yHiBepCAJIbHUM pillleHHSIM /JIsl OpraHi3aniil pisHoro MacuraGy. TaKMM YMHOM, 3aIIPOITIOHOBAHE PillIeHHS €
BaroMHMM BHECKOM y PO3BUTOK Cy4aCHUX TEXHOJIOTIH KibGep6Ge3reKu Ta JeMOHCTPYe IePCIeKTUBHICTb iHTerpalii ITyYHOro iHTeIeKTy y Ipo-
IIeCH aBTOMAaTH3alIil.

KU1r040Bi cjIoBa: BesIMKi MOBHI MOZieJIi, aBTOMaTH3allisl BUSIBJICHHSI Bpa3/IMBOCTe, INTYYHUI iHTeIeKT, My/IbTUBEKTOPHE TeCTyBaHHSI.
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PO3POBJIEHHA IIJXOAY 10 3AIIOBITAHHA BUHUKHEHHIO THOOPMAIIIMHOI'O XAOCY V YAT-BOTAX 3
BHUKOPUCTAHHAM IIOPO/IPKYBAJIBHOT'O IITYYHOTI'O IHTEJIEKTY (c. 84-95)

0. O. Kpsoxmy, 1. A. IBanoB, K. C. IOmenko, O. M. Kymipin, O. B. Bacenko, B. B. PisHuk, O. C. PIDKKoB

OG6’eKTOM [IOCJTi/PKEHHST POOOTH BHUCTYIIAI0Th MOBHI KOHCTPYKIIii 3anUTiB /10 4aT-60TiB 3 Besnkumu MoBHumMEu Mogensmu (LLM). IIpo-
6JIeMOI0 ZIOCTIi/PKEHHS] € BUHUKHEHHS iH(pOpMAI[iifHOro Xaocy MpH CIIJIKyBaHHI KOPHUCTyBada Ta 4aT-60TY, IO IPU3BOAUTH JI0 TIOMIJIOK ITPH
(opmyBaHHi Bianosizi Ha 3anUT. IIPUHHATO IPHUITYIIEHHS, 110 KOPUCTYBAY Ta YaT-60T € OKPEMUMH CKJIAJHUMU CUCTEMaMH, MOZT Ta Al KUX
Ba)KKO ITPOTHO3YIOThCS Ha JOBrOTPUBAJIMI ITepio. MozeJi MoBeiHKN CKIaJHUX CUCTEM IiANafaloTh i [1ifo Teopii xaocy. i1 feMoHCTpanii
1IbOT'0 B pO6OTi BUKOPHCTaHA OJjHA {3 MPOCTUX MaTeMaTUYHMX 33/1a4 3 JIOTIUHO0 CKIazi0Boto. Yar-60tr Copilot Ta ChatGPT 40 mini, siki focri-
JKYBAJIMCS, y BiZJTIOBi/Ib HA 3aIIMT 32 3a/la4er0 BUaBaIy IOMUJIKOBI pe3ysbTaTh. [IoMUIKa BUHMKAJIA IIPU TeHepallii 3aluTy yepe3 BBeJeHHA
JtoriuHoi ckiiazioBoi. ITopiGHMIT mporjec OyB Ipe/cTaBIeHUI CCTeMOIO ArdepeHIiaIbHUX PiBHSHb, PO3B’I3aHHS SIKOI J{03BOJISIE BCTAHOBIIIO-
BaTH YiTKi IIpaBUJIa JIJIsi OTPUMAHHS TOUHOI BiJJIIOBI/Ii Ha 3aIIUT.

JI1sl TIojaHHA 3aIMTy BiJj KOpHUCTyBada Gy/I0 3aIIpONIOHOBAHO TIi/XiJ, IKUI 103BOJIsI€ pO30UTH iH(hOpPMAaIiifHNIT 610K 3aITUTY IUISIXOM IO-
Gy/I0BM KyCOUHO-JIiHIHUX aTpakTopiB. To6TO, BijOyBaeThcsl (hopMyBaHHS MapHUX CMUCIOBUX BUPa3iB 3 (hOPMYBaHHSIM 3aIIUTY, OYUIIEHOTO
Bij| iHpopMmariiiHoro mymy. 3a1a4ya BUpileHa 3 IpeICTaBIeHHIM METOANKY MeXaHi3My yIIpaBJIiHHS BUOOPOM CJIiB-3aMiHHUKIB, 3aCHOBAHU
Ha OIleparlisx reHepariil HacCTyITHOI IiZICTAHOBKHY i 06YMCIEHHST HOMepa 3a/JaHo] TiZICTAHOBKH.

3a po3po6sIeHUM MigX010M Oy/I0 OTPUMAaHO HalKpallli BapiaHTH 3anuTy 0 4ar-60Ty Copilot y 182 cumBosu a6o 48 ciiB, nudp Ta creri-
aspHUX 3HaKIB. JIo yaT-60Ty ChatGPT 40 mini Takwuii 3anut ckiajaBcs 3 219 CHMBOJIB.

3anpornoHoBaHe MOXKe GyTH BUKOPHCTaHE Y IPAKTHUUHIHN AisJIbHOCTI J/Isi BJJOCKOHAJIEHHST TEXHOJIOTii 4aT-60TiB Ta (hOpMyBaHHS KJIFOYO-
BUX HAOOPIiB JJaHMX Y CHCTeMax IITYYHOTO iHTEJIEKTY, 10 Y IOAAIBIIOMY O3BOIUTh YHUKATH ITOMIJIOK ITPY BUPIIIEHH] 3a7ad 3 JIOT{YHO0
CKJIQJIOBOIO.

Korrouogi cioBa: Besrika MoBHa Mogess, LLM, Copilot, ChatGPT, ejleMeHT IUKJIOBOTO KJIacy, aTPaKTop.
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IIPOTHO3YBAHHSA AHOMAJII MEPEJKEBOT'O TPA®IKY (p. 96-111)

Inkar Zhumay, Kymyssay Tumanbayeva, Katipa Chezimbayeva, Kuat Kalibek

3pocrarounii o6csr Tpadiky, 3pocTaroua KiIbKICTh 3’€/[HAHb Y TeJIEKOMYHIKaI[iiTHMX MepeXkax i 361/IbIIeHHsT KiJIbKOCTI MOGLIBHUX TPH-
CTPOIB BUCYBAIOTh 3HAYHI BUMOTI'H /10 MEPEXXeBHX ITpoBaiiiepiB. 1]i BUKJIMKYA MOXKYTh IIPU3BECTH J0 IIepeBAHTAXKEHHS, IIPOOJIEM i3 3aTPUMKOI0
Ta BpasaMBoCTi 6e3meku. OfHAK iX MOXKHA ITOM’SIKIIMTH a60 HaBiTh 3a1106irTH, 3a3/1aJ1eriib BU3HAYMBILY 3601 Mepexxi. BusiBieHHs aHOMaii
Biflirpae BUpilIaIbHy pPOJIb Y TPOAKTHBHOMY BUPIIIEeHH] I[UX ITPo6JIeM, J03BOJISTIOUN MEPEXXEBHM OIIepaTopaM ONTHUMI3yBaTH MPOAYKTUBHICT
Mepexi, MiABUIIUTY Ge3IeKy Ta MOKPALIUTH 3arajbHy B3aEMOZ{I0 3 KOPUCTYBayeM.

B raHoMy JocipKeHH] peasi3oBaHO MeTOZ TPOrHO3yBaHHS aHOMaJTiil Ha OCHOBI MAIIMHHOT'O HaBYaHHS. Byso po3misiHyTo Mozesib LSTM-
SMOTE, sika Gysla HaBY€Ha Ta IPOTecToBaHA Ha Habopi gaHmx KDD-NLS, i mpoaHasi3oBaHO pe3y/IbTaTH MOAEJI IIPOrHO3yBaHHs. Po3pobka
MyJIbTUKIacHGiKaliitHoOT Mojesti BUsSIBUJIacs CKJIaJHUM 3aBZIaHHSIM, HacaMIlepes; uepe3 oOMe)xXeHy KilbKicTb TumiB atrak. SMOTE po3po6ue-
HO /iIs1 BUPIIIeHHs TaKWX TpyAHoUIiB. HezbamaHcoBaHi HAO0OpH AAHUX € Cepii03HOIO0 MPOOGJIEMOI0 B IIPOTHO3HOMY MOJEJIIOBaHHI, 0COOIMBO
1ijl yac BUpileHHs mpo6seM Kiacudikarii. YoTHpU OCHOBHI THIIM aTaK BIJIIOYAIOTh aTaKU Ha BigMoBY B o6ctyroByBaHHi (DoS), aTaku Ha
30H/yBaHHs, aTaKy Ha MPUBiJIel Ta aTaky Ha JOCTYIL. Y Liil po6oTi 6ys10 po3pobieHo Tpy Mojiesli HeMpOHHHUX MepeXX, Y TOMY YMCJIi: 6iHapHy
KIacudikanio, YOTHPUKIACOBY KIacuikamito, 6araToxiracoBy kiacuikamnito. IToMideHo, 110 3HOBY HaBYeHa MOJie/Ib IIPOIHO3YBaHHS I10-
Kas3aja Hafikpaii pe3yJIbTaTy HDK HaBYeHa MOJiesIb 3 HOBUMM aHOMaJIbHUMU AaHUMU. BaratoxsiacoBa mozesnb LSTM-SMOTE focsria Haii-
BUILOI IPOAYKTUBHOCTI, 11 TOUHICTh IPOrHO3yBaHHSA 3pocya 3 75 % 1o 99 % 4epes iTepalii, 10 MiJKpecstoe 11 CUIbHY 3aJIeXKHICTh BiJ SKOCTI
Ta KiJbKOCTi AaHuX. IIpaKTUYHE 3aCTOCYBaHHS OTPUMAHUX Pe3yJ/IbTaTiB MOXKe OYyTH 3aCTOCOBAHE JJIsl OIITUMi3allil TPOAYKTUBHOCTI Mepexi.

KurrouoBi cyioBa: MepexxeBa aHOMaJIis, TeJleKOMyHiKaIliifHI# Tpadik, MporHo3yBaHHS MepexeBoro Tpadiky, JOBrOTpHBaJa KOPOTKO-
YJacHa I1aM sITh, HaIlliBKEPOBaHE HABYaHHS.



