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This study investigates the process for determining the coordi-
nates of a reconnaissance unmanned aerial vehicle. The task ad-
dressed relates to determining the coordinates of a reconnaissance
unmanned aerial vehicle using a small-scale network of mobile pas-
sive location devices.

A method for determining the coordinates of a reconnaissance
unmanned aerial vehicle has been improved, which, unlike known
ones, involves:

- determining bearings for a reconnaissance unmanned aerial
vehicle;

- using the triangulation method.

The accuracy of determining the coordinates of a reconnaissance
unmanned aerial vehicle by a small-scale network of two Software-

Defined Radio receivers has been assessed. It has been established that

the shape and orientation of the error ellipses depends on the position
of the reconnaissance unmanned aerial vehicle relative to the Software-
Defined Radio receivers. The accuracy of determining the coordinates
significantly deteriorates in cases where the polar angle of observation
from the center of the base approaches 0° or 180°. The highest accuracy
of determining coordinates is achieved when the reconnaissance un-
manned aerial vehicle is located on the traverse to the middle of the base.

It has been established that for small bases there is a more pro-
nounced unevenness of the dependence of accuracy on the position
of the reconnaissance unmanned aerial vehicle compared to larger
bases. At long ranges, errors for small bases increase sharply. It has
been established that with a decrease in the base length, the area of
the error ellipses increases, which indicates a deterioration in the
potential accuracy characteristics of the system and an increase in
the average circular error. At the same time, the geometric features
are preserved, the orientation of the ellipses and the nature of their
location relative to the base line remain constant.

Keywords: unmanned aerial vehicle, small-base network, Soft-
ware-Defined Radio receiver, bearing.
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This study investigates unmanned aerial vehicle (UAV) networks
operating under the influence of destructive and hostile factors. The
study considers, among destructive factors, changes in signal power
at the receiver side caused by distance and battery charge limitations.
Among the hostile factors, cyber-physical threats have been exam-
ined, including those caused by electronic countermeasure (ECM)
systems and malware-based attacks.

Algorithmic and software solutions have been developed to simu-
late the behavior of UAVs under such constraints. A special feature
of the proposed model, in contrast to existing approaches, is that it
integrates factors such as signal degradation caused by ECM systems
and the dynamics of malware propagation within the network.

Scenarios include UAV behavior under jamming, the probabi-
listic spread of malware, and the switching of operational modes in
response to threat exposure. The results were achieved by integrating
a wide range of parameters, including device identifier, signal power,
transmitter radius, transmission frequency, geolocation, task type,
malware sensitivity, message handling queue, propagation delay, as
well as movement speed. These features enable the model to realisti-
cally reproduce system behavior in uncertain and hostile environ-
ments, allowing both defensive and offensive security strategies to be
explored. Devising appropriate operational scenarios is also possible.

The proposed software solution is characterized by the high level
of detail in the simulation and the use of the Rust programming lan-
guage, which ensures performance, modularity, and future extensibil-
ity. The solution reported here supports visualization of the behavior
of up to 100 UAVs and more through both images and animations. It
can be used for analyzing attack scenarios, designing robust UAV ar-
chitectures, and prototyping offensive security tools. The source code
is publicly available at GitHub repository, supporting practical usage
and further research applications.

Keywords: UAV network simulation, cyber-physical security,
malware, electronic countermeasures.
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The object of the study is the processes of formation, transmis-
sion and processing of service and useful traffic in cyber-physical
systems of Smart Manufacturing Ecosystem multi-level architecture
type, vulnerable to cyberattacks aimed at compromising control data,
authentication and coordination. In modern computer networks,
service traffic determines the stability and security of the infrastruc-



ture, since any distortion or interception of service traffic can lead

to disruption of the system as a whole. In smart systems, industrial
Internet of Things and critical infrastructure, the volume of service
messages reaches significant scales, because it is they that support the
synchronism of thousands of systems in real time.

The paper investigates the problem of protecting service traffic
in Smart Manufacturing Ecosystem cyber-physical systems. A math-
ematical model of service and useful traffic segmentation is proposed,
which takes into account the criteria of stability (access segmenta-
tion, integrity and authenticity control) and security (probability of
compromise, channel criticality, level of trust in the transmission me-
dium). To construct an integral risk indicator, the convolution method
is used, which allows combining different types of parameters and
determining the feasibility of dividing traffic for target analysis. The
study was conducted using industrial protocols Modbus, DNP3, OPC
UA, MQTT and HTTP, which are widely used in production networks.
It was shown that the use of the model allows reducing the integral
risk of attacks on service traffic by an average of 15-20% compared
to approaches without segmentation. The developed model forms a
scientific basis for creating methods and practical cyber protection
solutions that ensure increased resilience of the Smart Manufacturing
infrastructure and are able to withstand current and future challenges
in the field of cybersecurity.

Keywords: service traffic, industrial protocols, cyber-physical
system, cybersecurity, production pyramid, IoT networks.
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This study considers the process that protects a video stream
transmitted from the onboard video camera of an unmanned aerial
vehicle (UAV) to a ground station in the front and near-front zones. The
specificity of the task set is predetermined, on the one hand, by the lim-
ited computing resources of onboard equipment, which must encrypt
an intensive data stream in real time, and, on the other hand, by the
relatively short life span of UAV under combat conditions (especially
for FPV kamikaze drones) ranging from 10 minutes to several days.

Most known works in this field consider algorithms focused on
application in other settings, with the main efforts aimed at achieving
maximal cryptographic security. Unlike the technological advance-
ments highlighted in the available literature, this study has managed to
solve the specified problem by taking into account its specific features
and utilizing a certain trade-off between the speed and resource inten-
sity of the algorithm, on the one hand, and its security, on the other.

The result was achieved through a detailed comparative analysis
and categorization of the closest solutions in terms of characteristics,
which is the largest part of the study. Based on its results, the PRES-
ENT algorithm was chosen as the first approximation.

The proposed solution is based on the use of a modification of
this algorithm reduced to 16 rounds in counter mode. Analysis of
the resulting solution reveals that its cryptographic security requires
more than 2 months of computational work when implementing the
best attack, i.e., the security of the algorithm is reasonably acceptable.

For practical application of the theoretical results, it is necessary
to carefully check the properties of the proposed solution implemented
in the equipment under field conditions, as close as possible to combat
operations, and, if necessary, to make the necessary adjustments.

Keywords: UAV, video data encryption, temporal cryptographic
security, lightweight cryptographic algorithms, block ciphers, PRESENT.
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This research focuses on real-time multimedia streaming using
RTP and RTCP protocols. The main issue addressed is that standard
RTP/RTCP congestion control is inadequately adapted to chang-
ing and unstable network conditions, resulting in increased packet
loss, end-to-end latency, unstable bitrates, and poor video quality.
A dynamic bandwidth-adaptive congestion control mechanism was
developed for RTP streaming, which utilizes RTCP feedback to dy-
namically change the bitrate and framerate in real time during the
streaming session. Controlled experiment results show that average
packet loss decreases from 8.2% to 3.4%; end-to-end latency de-
creases from an average of 220 ms to 135 ms; and provides a more
stable average bitrate than standard RTP/RTCP systems. Further-
more, this system also provides a more stable average framerate
than standard RTP/RTCP systems and a higher average framerate
under poor network conditions. This result can be attributed to the
ability of the adaptive mechanism to continuously monitor packet
loss, interference, and delays in addition to reacting immediately
to conditions instead of waiting for RTCP reports to appear at fixed
time intervals. A key point regarding the proposed design is the
integration of bitrate and framerate to ensure smooth playback and
user enjoyment with reduced risk of interruption and improved
stability in dynamic and unpredictable network environments.
This contribution can be practically applied in real-time applica-
tions, such as video conferencing, telemedicine, or live streaming
while traversing mobile or wireless networks where conditions are
always dynamic and unpredictable. The proposed method can be
practically applied under unfavorable internet network conditions,
which is an advantage of this method.

Keywords: adaptive system, multimedia, network congestion,
real-time transport control protocol, video streaming.
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This study considers analog high-frequency (HF) communication
systems that use broadband signals modulated by the Barker code.
The task addressed is to improve the efficiency of analog HF commu-
nication systems when transmitting broadband signals.

Patterns in the formation of a noise-resistant broadband signal
with phase modulation by the Barker code and the operation of the



signal spectrum expansion and restoration unit have been investi-

gated. It was established that phase modulation makes it possible
to achieve such a spectral width, amplitude of the main peak of the
autocorrelation function, and time resolution, which enable effective
correlation separation of the usable signal and increases its noise
immunity.

It has been shown that signal modulation with a five-bit code forms
a spectrum with a width of 1 MHz, the amplitude of the main peak of
the autocorrelation function is 9 units, and a time resolution of 1-2 ys,
which provides an increase in noise immunity to 9 dB at S/N=1dB
compared to the base signal without modulation. The use of a thirteen-
bit code allows this indicator to be increased to 13 dB at S/N=-3 dB.

The effectiveness of the module for expanding and restoring
the spectrum of the modulated signal when transmitting it over
a distance without loss of communication quality has been con-
firmed. Signal modulation with a 5- and 13-bit code, compared
to unmodulated, increased the communication range by 9 and
25 times, respectively. The results are attributed to the optimal auto-
correlation properties of Barker codes and hardware solutions that
form a broadband signal without complicating the circuit. This is
explained by the ability of Barker codes to form a narrow correlation
pulse and expand the signal spectrum, which reduces sensitivity to
narrowband interference.

The results are valuable for applications in analog RF communi-
cation systems as well as power grids, in particular at low S/N ratios.

Keywords: autocorrelation function, analog signal, Barker code,
matched filter, phase modulation.

References

1. Giraneza, M., Abo-Al-Ez, K. (2022). Power line communication: A
review on couplers and channel characterization. AIMS Electronics
and Electrical Engineering, 6 (3), 265-284. https://doi.org/10.3934/
electreng.2022016

2. Del Puerto-Flores, J. A., Naredo, J. L., Pefia-Campos, F., Del-Valle-So-
to, C., Valdivia, L. J., Parra-Michel, R. (2022). Channel Characteriza-
tion and SC-FDM Modulation for PLC in High-Voltage Power Lines.
Future Internet, 14 (5), 139. https://doi.org/10.3390/fi14050139

3. Girotto, M., Tonello, A. M. (2017). EMC Regulations and Spec-
tral Constraints for Multicarrier Modulation in PLC. IEEE Access,
5, 4954-4966. https://doi.org/10.1109/access.2017.2676352

4. Fan, Z., Rudlin, J., Asfis, G., Meng, H. (2019). Convolution of Barker
and Golay Codes for Low Voltage Ultrasonic Testing. Technologies,
7 (4), 72. https://doi.org/10.3390/technologies7040072

5. Ustun Ercan, S., Pena-Quintal, A., Thomas, D. (2023). The Effect of
Spread Spectrum Modulation on Power Line Communications. Ener-
gies, 16 (13), 5197. https://doi.org/10.3390/en16135197

6. Hernandez Fernandez, J., Jarouf, A., Omri, A., Di Pietro, R. (2023).
Inferring Power Grid Information with Power Line Communications:
Review and Insights. arXiv. https://doi.org/10.48550/arXiv.2308.10598

7. Schmidt, K.-U., Willms, J. (2015). Barker sequences of odd length.
Designs, Codes and Cryptography, 80 (2), 409-414. https://doi.org/
10.1007/510623-015-0104-4

8. Maksimov, V., Khrapovitsky, I. (2020). New composite barker codes
in the synchronization system of broadband signals. Information and
Telecommunication Sciences, 2, 24-30. https://doi.org/10.20535/2411-
2976.22020.24-30

9. Maksymov, V., Noskov, V., Khrapovytsky, I. (2022). New Barker’s

composite codes as modulation signals in broadband communication

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

systems. Information and Telecommunication Sciences, 2, 15-20.
https://doi.org/10.20535/2411-2976.22022.15-20

. Maksymov, V., Gatturov, V., Khrapovytsky, I. (2022). New composite

Barker codes, gold codes and kasamisequences in broadband signal
synchronization systems. Information and Telecommunication
Sciences, 1, 14-21. https://doi.org/10.20535/2411-2976.12022.14-21
Abdel-Rahman, M. A. A. (2018). Generation and Digital Correlation
of Barker Code for Radars and Communication Systems. IJIREEICE,
6 (9), 1-6. https://doi.org/10.17148/ijireeice.2018.691

Tsmots, I. G., Riznyk, O. Ya., Balych, B. L., Lvovskij, Ch. Z. (2021).
The method and simulation model for the synthesis of barker-like
code sequences. Ukrainian Journal of Information Technology, 3 (2),
45-50. https://doi.org/10.23939/ujit2021.02.045

Siebert, W. M. (1988). The early history of pulse compression
radar-the development of AN/FPS-17 coded-pulse radar at Lincoln
Laboratory. IEEE Transactions on Aerospace and Electronic Systems,
24 (6), 833-837. https://doi.org/10.1109/7.18655

Blunt, S. D., Mokole, E. L. (2016). Overview of radar waveform
diversity. IEEE Aerospace and Electronic Systems Magazine, 31 (11),
2-42. https://doi.org/10.1109/maes.2016.160071

Zhang, Y.-X., Liu, Q.-F., Hong, R.-J., Pan, P.-P., Deng, Z.-M. (2016).
A Novel Monopulse Angle Estimation Method for Wideband LFM
Radars. Sensors, 16 (6), 817. https://doi.org/10.3390/s16060817
Seleym, A. (2016). Complementary phase coded LFM waveform for
SAR. 2016 Integrated Communications Navigation and Surveillance
(ICNS), 4C3-1-4C3-5. https://doi.org/10.1109/icnsurv.2016.7486346
Levanon, N., Cohen, I., Itkin, P. (2017). Complementary pair radar
waveforms-evaluating and mitigating some drawbacks. IEEE
Aerospace and Electronic Systems Magazine, 32 (3), 40-50. https://
doi.org/10.1109/maes.2017.160113

Azouz, A., Abosekeen, A., Nassar, S., Hanafy, M. (2021). Design
and Implementation of an Enhanced Matched Filter for Sidelobe
Reduction of Pulsed Linear Frequency Modulation Radar. Sensors,
21 (11), 3835. https://doi.org/10.3390/s21113835

Liu, M., Li, Z., Liu, L. (2018). A Novel Sidelobe Reduction Algorithm
Based on Two-Dimensional Sidelobe Correction Using D-SVA for Squint
SAR Images. Sensors, 18 (3), 783. https://doi.org/10.3390/s18030783
Azouz, A. (2020). Novel Sidelobe cancellation for Compound-Barker
Combined with LFM or Polyphase Waveform. 2020 12th International
Conference on Electrical Engineering (ICEENG), 268-276. https://
doi.org/10.1109/iceeng45378.2020.9171777

Saari, V. (2011). Continuous-time low-pass filters for integrated
wideband radio receivers. Aalto University. Available at: https://core.
ac.uk/download/pdf/80703915.pdf

Kiranmai, B., Rajesh Kumar, P. (2015). Performance Evaluation
of Compound Barker Codes using Cascaded Mismatched Filter
Technique. International Journal of Computer Applications, 121 (19),
31-34. https://doi.org/10.5120/21649-4844

El-Tokhy, M. A., Mansour, H. A. K. (2008). A 2.3-mW 16.7-MHZ
Analog Matched Filter Circuit For DS-CDMA Wireless Applications.
Progress In Electromagnetics Research B, 5, 253-264. https://doi.org/
10.2528/pierb08022406

Haji Ali, S. M., Shaker, M. M., Salih, T. (2018). Design and
implementation of a dynamic analog matched filter using
FPAA technology. World Academy of Science, Engineering and
Technology, 206-210. Available at: https://www.researchgate.net/
publication/322683048_Design_and_Implementation_of_a_
Dynamic_Analog_Matched_Filter_Using_FPAA_Technology




25. Lari, M. (2023). Matched-filter design to improve self-interference
cancellation in full-duplex communication systems. Wireless Networks,
29 (7), 3137-3150. https://doi.org/10.1007/s11276-023-03352-2

26. Hahm, M. D., Friedman, E. G., Titlebaum, E. L. (1997). A comparison
of analog and digital circuit implementations of low power matched
filters for use in portable wireless communication terminals. IEEE
Transactions on Circuits and Systems II: Analog and Digital Signal
Processing, 44 (6), 498-506. https://doi.org/10.1109/82.592584

27. Angarita Malaver, E. F., Barrera Lombana, N., Moreno Rubio, J. J.
(2024). Smith Chart-Based Design of High-Frequency Broadband
Power Amplifiers. Electronics, 13 (20), 4096. https://doi.org/10.3390/
electronics13204096

28. Chen, S., Sun, H., Weng, M., Wen, S., Li, L., Liu, B. (2023). Design and
Research of Channel Circuit Based on Broadband Power Line Carrier.
Journal of Physics: Conference Series, 2433 (1),012017. https://doi.org/
10.1088/1742-6596/2433/1/012017

29. Thakur, S., Singh, R., Sharma, S. (2015). Dynamic Capacity Scheduling
in Hadoop. International Journal of Computer Applications, 125 (15),
25-28. https://doi.org/10.5120/ijca2015906178

30. Qian, N., Zhou, D., Shu, H., Zhang, M., Wang, X., Dai, D. et al.
(2025). Analog parallel processor for broadband multifunctional
integrated system based on silicon photonic platform. Light:
Science & Applications, 14 (1). https://doi.org/10.1038/s41377-
025-01753-w

31. Oluwajobi, F., Wasiu, L. (2014). Multisim Design and Simulation of
2.2GHz LNA for Wireless Communication. International Journal of
VLSI Design & Communication Systems, 5 (4), 65-74. https://doi.org/
10.5121/vlsic.2014.5405

32. Li, Z., Li, X,, Jiang, D., Bao, X., He, Y. (2020). Application of Multisim
Simulation Software in Teaching of Analog Electronic Technology.
Journal of Physics: Conference Series, 1544 (1),012063. https://doi.org/
10.1088/1742-6596/1544/1/012063

33. Berkman, L. N., Varfolomeieva, O. H., Hrushevska, V. P. (2015).
Typovi syhnaly ta zavady v elektrozviazku. Kyiv: DUT NNITI, 92.

34. Galli, S., Logvinov, O. (2008). Recent Developments in the
Standardization of Power Line Communications within the IEEE.
IEEE Communications Magazine, 46 (7), 64-71. https://doi.org/
10.1109/mcom.2008.4557044

35. Ndjiongue, A. R., Ferreira, H. C. (2019). Power line communications
(PLC) technology: More than 20 years of intense research. Transactions
on EmergingTelecommunications Technologies, 30(7). https://doi.org/
10.1002/ett.3575

36. Ustun Ercan, S. (2024). Power line Communication: Revolutionizing
data transfer over electrical distribution networks. Engineering Sci-
ence and Technology, an International Journal, 52, 101680. https://
doi.org/10.1016/j.jestch.2024.101680

37. Balashov, V. O., Vorobienko, P. P., Liakhovetskyi, L. M., Pediash, V. V.
(2012). Systemy peredavannia shyrokosmuhovymy syhnalamy. Ode-
sa: Vyd. tsentr ONAZ im. O.S. Popova, 336. Available at: https://
duikt.edu.ua/uploads/l_412_70653078.pdf

DOI: 10.15587/1729-4061.2025.340990

DEVELOPMENT OF A STRATOSPHERIC AIRSHIP-
BASED NETWORK ARCHITECTURE FOR
TELECOMMUNICATION IN REMOTE AREAS (p. 82-92)

Mukhit Abdullayev
Satbayev University, Almaty, Republic of Kazakhstan
ORCID: https://orcid.org/0009-0002-3349-1881

Ainur Kuttybayeva
Satbayev University, Almaty, Republic of Kazakhstan
ORCID: https://orcid.org/0000-0001-7281-3690

Kalmukhamed Tazhen
Satbayev University, Almaty, Republic of Kazakhstan
ORCID: https://orcid.org/0009-0004-5890-5328

Anar Khabay
Satbayev University, Almaty, Republic of Kazakhstan
ORCID: https://orcid.org/0000-0002-0409-1531

Nurzhamal Ospanova
International IT University, Almaty, Republic of Kazakhstan
ORCID: https://orcid.org/0000-0003-1170-4794

Yerlan Tashtay
Satbayev University, Almaty, Republic of Kazakhstan
ORCID: https://orcid.org/0000-0002-0809-537X

Arnur Sabyrbayev
Satbayev University, Almaty, Republic of Kazakhstan
ORCID: https://orcid.org/0009-0007-6768-2412

Iliyas Samat
Satbayev University, Almaty, Republic of Kazakhstan
ORCID: https://orcid.org/0000-0002-9441-3783

Rimma Abdykadyrqyzy

Ministry of Science and Higher Education of the Republic of
Kazakhstan, Almaty, Republic of Kazakhstan

ORCID: https://orcid.org/0009-0009-1935-2536

Daria Zhumakhanova
Shakarim University, Semey, Republic of Kazakhstan
ORCID: https://orcid.org/0000-0002-2459-4822

The object of this study is a stratospheric airship-based tele-
communication platform, employed as a high-altitude platform sta-
tion (HAPS), designed to operate at altitudes of 20-30 km and provide
broadband connectivity in regions with limited terrestrial infrastruc-
ture such as rural and remote areas of the Republic of Kazakhstan. The
key research problem is to ensure stable connectivity of HAPS-based
telecommunication platforms under strong stratospheric winds, with
limited payload capacity and energy resources, while developing a scal-
able network architecture for multi-airship coordination.

This paper proposes a network concept based on modular nano-
airships, which reduces drag, enhances maintainability, and ensures
continuous service. Calculations of lifting capacity, aerodynamic drag
of different envelope shapes, energy balance, and the coverage radius
of a single station were performed. Experimental tests of a prototype
confirmed the feasibility of using the sub-GHz band (433 MHz) to
provide long-range communication under ground test conditions,
where signal attenuation was found to be minimal compared to
higher frequencies.

Due to the obtained characteristics, the hypothesis of employing
a group of smaller airships instead of a single large carrier was con-
firmed. This is explained by their reduced sensitivity to wind loads,
flexibility in network configuration, and lower operational risks.
Unlike traditional satellite systems, which are expensive to launch
and maintain, stratospheric airships can be recovered, repaired, and
redeployed at relatively low cost, offering an economically viable solu-
tion for developing regions.

The results can be applied in the creation of national communica-
tion networks for remote and sparsely populated areas of the Republic
of Kazakhstan, in emergency response operations, and as a comple-



mentary layer to satellite constellations. The proposed concept dem-

onstrates that modular HAPS networks are a realistic and scalable

alternative, capable of providing broadband access under real-world

atmospheric and geographic constraints.

Keywords: high-altitude platform stations (HAPS), stratospheric

airship, telecommunication network, LoRa technology, sub-GHz

frequency.

References

. Abdullaev, M., Esnazarov, E. (2012). Organization of Broadband

Communication Based on Stratospheric High-Altitude Platforms in
the Territory of Kazakhstan. Information and Telecommunication

Technologies: Education, Science, Practice, 232-236.

. Abdykadyrov, A., Abdullayev, M., Kuttybayeva, A., Tazhen, K.,

Kystaubayev, N., Ermekbayev, M. et al. (2025). Development and
evaluation of radio frequency management approaches for strato-
spheric communication systems. Eastern-European Journal of En-
terprise Technologies, 3 (5 (135)), 17-29. https://doi.org/10.15587/
1729-4061.2025.331607

. Widiawan, A. K., Tafazolli, R. (2006). High Altitude Platform Sta-

tion (HAPS): A Review of New Infrastructure Development for Fu-
ture Wireless Communications. Wireless Personal Communications,
42 (3), 387-404. https://doi.org/10.1007/s11277-006-9184-9

. D’Oliveira, F. A, Melo, F. C. L. de, Devezas, T. C. (2016). High-Altitude

Platforms - Present Situation and Technology Trends. Journal of Aero-
space Technology and Management, 8 (3), 249-262. https://doi.org/
10.5028/jatm.v8i3.699

. Karapantazis, S., Pavlidou, F. (2005). Broadband communications via

high-altitude platforms: A survey. IEEE Communications Surveys &
Tutorials, 7 (1), 2-31. https://doi.org/10.1109/comst.2005.1423332

. Alexandre, L. C., Linhares, A., Neto, G., Sodre, A. C. (2021). High-

Altitude Platform Stations as IMT Base Stations: Connectivity from
the Stratosphere. IEEE Communications Magazine, 59 (12), 30-35.
https://doi.org/10.1109/mcom.001.2100477

. Abbasi, O., Yadav, A., Yanikomeroglu, H., Pao, N.-D., Senarath, G.,

Zhu, P. (2024). HAPS for 6G Networks: Potential Use Cases, Open
Challenges, and Possible Solutions. IEEE Wireless Communications,
31 (3), 324-331. https://doi.org/10.1109/mwc.012.2200365

. Lou, Z., Youcef Belmekki, B. E., Alouini, M.-S. (2023). HAPS in the

Non-Terrestrial Network Nexus: Prospective Architectures and Per-
formance Insights. IEEE Wireless Communications, 30 (6), 52-58.
https://doi.org/10.1109/mwc.004.2300198

. Arum, S. C., Grace, D., Mitchell, P. D. (2020). A review of wireless com-

munication using high-altitude platforms for extended coverage and
capacity. Computer Communications, 157, 232-256. https://doi.org/
10.1016/j.comcom.2020.04.020

. Tang, J., Xie, W., Zhou, P, Yang, H., Zhang, T., Wang, Q. (2023).

Multidisciplinary Optimization and Analysis of Stratospheric Air-
ships Powered by Solar Arrays. Aerospace, 10 (1), 43. https://doi.org/
10.3390/aerospace10010043

. Dumas, A., Pancaldi, F., Anzillotti, F., Trancossi, M. (2009).

High Altitude Platforms for Telecommunications: Design Meth-
odology. SAE Technical Paper Series, 1. https://doi.org/10.4271/
2009-01-3159

. Trancossi, M. (2020). High Altitude Platform System Airship for

Telecommunication and Border Monitoring Design and Physi-
cal Model. SAE Technical Paper Series. https://doi.org/10.4271/
2020-01-0044

13.

15.

16.

17.

18.

19.

20.

21,

22.

23.

24,

25.

26.

21.

Gong, W., Zhang, Y., Zhu, M., Chen, T., Zheng, Z. (2025). Dynamic
control of multiple stratospheric airships in time-varying wind fields
for communication coverage missions. Aerospace Science and Tech-
nology, 166, 110514. https://doi.org/10.1016/j.ast.2025.110514

. Luo, Q., Sun, K., Chen, T., Zhang, Y., Zheng, Z. (2024). Trajectory

planning of stratospheric airship for station-keeping mission based
on improved rapidly exploring random tree. Advances in Space Re-
search, 73 (1), 992-1005. https://doi.org/10.1016/j.asr.2023.10.002
Song, K., Li, Z., Zhang, Y., Wang, X., Xu, G., Zhang, X. (2023). Power
Generation Calculation Model and Validation of Solar Array on
Stratospheric Airships. Energies, 16 (20), 7106. https://doi.org/10.3390/
enl6207106

Ning, X., Liu, P., Pan, Z. (2021). The Mechanical Characteristics and
Experimental Study of the Stratospheric Airship. Journal of Applied
Mathematics and Physics, 09 (01), 183-196. https://doi.org/10.4236/
jamp.2021.91013

Ilcev, St. D. (2011). Stratospheric communication platforms as an alter-
native for space program. Aircraft Engineering and Aerospace Tech-
nology, 83 (2), 105-111. https://doi.org/10.1108/00022661111120999
Ilcev, D. S. (2016). Development of Airships Stratospheric Platform
Systems (SPS). 2016 UBT International Conference, 65-75. https://
doi.org/10.33107/ubt-ic.2016.54

Bagari¢, T., Rezo, Z., Steiner, S. (2025). High-Altitude Pseudo-
Satellite platforms as support to air traffic management. Trans-
portation Research Procedia, 83, 593-600. https://doi.org/10.1016/
j-trpro.2025.03.030

Chen, Z., Miao, M., Wu, H. (2025). Operational Effectiveness Eval-
uation of Stratospheric Airship Anti-stealth Penetration. Mechani-
cal Design and Simulation: Exploring Innovations for the Future,
1283-1292. https://doi.org/10.1007/978-981-97-7887-4_113

Chu, Y., Donaldson, R., Kumar, R., Grace, D. (2021). Feasibil-
ity of quantum key distribution from high altitude platforms. Quan-
tum Science and Technology, 6 (3), 035009. https://doi.org/10.1088/
2058-9565/abf9ae

Hokazono, Y., Kishiyama, Y., Asai, T. (2022). Studies toward Practi-
cal Application of HAPS in the Space RAN. NTT Technical Review,
20 (12), 28-35. https://doi.org/10.53829/ntr202212fa3

Zhou, D., Gao, S., Liu, R., Gao, F., Guizani, M. (2020). Overview
of development and regulatory aspects of high altitude platform
system. Intelligent and Converged Networks, 1 (1), 58-78. https://
doi.org/10.23919/icn.2020.0004

Skalski, P. (2021). Design and Energy Systems of Stratospheric Air-
ships. 2021 IEEE 8th International Workshop on Metrology for Aero-
Space (MetroAeroSpace), 13-18. https://doi.org/10.1109/metroaero-
space51421.2021.9511752

Holis, J., Pechac, P. (2008). Elevation Dependent Shadowing Model
for Mobile Communications via High Altitude Platforms in Built-
Up Areas. IEEE Transactions on Antennas and Propagation, 56 (4),
1078-1084. https://doi.org/10.1109/tap.2008.919209

Dovis, F., Lo Presti, L., Mulassano, P. (2005). Support infrastructures
based on high altitude platforms for navigation satellite systems. IEEE
Wireless Communications, 12 (5), 106-112. https://doi.org/10.1109/
mwc.2005.1522113

Taissariyeva, K. N., Ilipbaeva, L., Dzhobalaeva, G. (2016). Research-
ing the method of providing harmonicity to multi-level inverter.
Photonics Applications in Astronomy, Communications, Industry,
and High-Energy Physics Experiments 2016, 10031, 1003123. https://
doi.org/10.1117/12.2249145




DOI: 10.15587/1729-4061.2025.340833

PREDICTING ROBOTIC PLATFORM MISSIONS
USING A KERNEL ACTIVATION NETWORK WITH AN
ASYMMETRIC KERNEL (p. 93-103)

Oleksandr Laktionov

National University “Yuri Kondratyuk Poltava Polytechnic”,
Poltava, Ukraine

ORCID: https://orcid.org/0000-0002-5230-524X

Alina Yanko

National University “Yuri Kondratyuk Poltava Polytechnic”,
Poltava, Ukraine

ORCID: https://orcid.org/0000-0003-2876-9316

Bohdan Boriak

National University “Yuri Kondratyuk Poltava Polytechnic”,
Poltava, Ukraine

ORCID: https://orcid.org/0000-0002-8114-7930

Oleksii Mykhailichenko

National University “Yuri Kondratyuk Poltava Polytechnic”,
Poltava, Ukraine

ORCID: https://orcid.org/0009-0009-3512-0030

This study considers those processes predicting the functional
efficiency of robotic platforms that affect the optimization of their
mission planning. Given the growing demand for autonomous mobile
systems, a critical task is to ensure high efficiency of their dynamics
under different loads, terrains, and speeds, which requires reliable
tools for decision-making even before physical launch.

To solve the task, a method based on a customized Kernel
Activation Network (KAN) was devised and programmatically
implemented to predict the functional efficiency of the platform.
The results demonstrate a significant increase in accuracy: KAN
achieves an MSE of 0.00055727 on synthetic data and 0.00041720
on the experimental sample, while other architectures demonstrate
0.00105989 and higher.

The key innovation of KAN is the use of an asymmetric chi-
square kernel in parallel with the Gaussian kernel, as well as the inte-
gration of input estimates that take into account the triple interaction
of factors. This explains the network’s ability to effectively capture
complex nonlinear dependences between numerous platform param-
eters (rolling resistance, aerodynamic drag, climbing force, etc.) and
environmental conditions. The use of an asymmetric kernel signifi-
cantly simplifies the network architecture, allowing for high accuracy
at lower computational complexity.

In practice, the results serve as an additional tool for optimizing
mission planning of robotic platforms. This makes it possible to opti-
mize equipment selection, construct strategic logistics routes, and in-
crease the safety and reliability of autonomous systems under actual
conditions. The achieved Technology Readiness Level is 4.

Keywords: functional prediction, factor interaction, asymmetric
kernel, neural network, robotic platform.
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The object of the study is streaming payment transactions mod-
eled as directed multigraphs. This study investigates terrorism-fi-
nancing detection in payment transaction networks using disk-based
graph processing and anomaly detection. The key problem addressed
is the high memory consumption of graph-based detectors, which
prevents analysis on systems with limited Random Access Memory,
typical of small and mid-sized financial institutions.

A disk-based graph feature preprocessor (DGFP) was made to get
around this problem. During stream processing, DGFP dynamically la-
bels connected components and identifies eight graph patterns character-
istic of terrorist financing, including fan-in/fan-out stars and multi-hop
chains. The system persists component descriptors to a columnar store
on an SSD and uses an LRU-managed hot cache to serve the features,
enabling real-time transaction scoring with sub-second latency.

On a two-million-transaction AMLSim stream, the system inte-
grates with a lightweight Isolation Forest and achieves an F1-score of
0.76 while reducing peak RAM from 18.3 GB to 9.8 GB and maintain-
ing 410 + 15 ms mean latency for 10 000 transactions. Per-motif com-
putation remains < 28.4 ms (median < 24 ms), supporting real-time
scoring on commodity hardware.

DGFP produces model-agnostic graph features that interoperate
with standard anomaly detectors without retraining GNNs.

Contributions of this research include an external memory archi-
tecture for streaming graph feature extraction; a motif-aware feature
labeling scheme stored on SSD and cached by LRU; and an empirical
evaluation demonstrating real-time performance and memory effi-
ciency improvements on anti-money laundering data.

Keywords: terrorism-financing, graph processing, external-
memory algorithms, anomaly detection, compliance.
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The object of this study is the diagnostic process of patients with
suspected hemodynamically significant arrhythmia in emergency and
telemedicine settings, where rapid and interpretable decision support
is required. The problem addressed is the limited access to echo-
cardiographic assessment in emergency and resource-constrained
environments, where interpretable and computationally efficient
alternatives are urgently needed, particularly for mobile and field-
deployed applications.

The main results show that machine learning models, such as
XGBoost, achieved strong diagnostic performance (F1-score = 0.84,
AUC = 0.91), while rule-based classifiers provided clinically inter-
pretable accuracy. These results enabled partial compensation for
the absence of echocardiography and contributed to reliable triage in
acute and time-sensitive settings.

This effectiveness stems from key features of the method: reliance
on interpretable ECG features (tQRS, tRR, HR, and EF derived from
tQRS/tRR) and low computational complexity, setting it apart from
more opaque deep learning methods. The results are explained by the
strong correlation between these features and both electrical and me-
chanical heart function, enabling hemodynamic assessment without
imaging. This supports clinical trust in the algorithm’s outputs.

The proposed approach is applicable in primary screening, emer-
gency triage, telemedicine, and remote monitoring, combining accu-
racy with explainability and autonomy from imaging tools. Therefore,
research on interpretable ECG-based detection of hemodynamically
significant arrhythmias remains highly relevant, especially in settings
lacking access to specialized diagnostics.

Keywords: ECG-based EF estimation, ejection fraction, machine
learning, ECG classification, tQRS/tRR ratio.
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1. B. PyGaH, I. B. XyzoB, €. B. BepHik, O. M. MakoBeituyk, B. I. Mautora, C. B. SIpoBoii, P. I. Xyznos, B. I. Xyzos,
JI. J1. IloGepexxumii, O. O. ToHYapeHKo

OG6’€KTOM JIOCJIi/KEHHS € ITPOIleC BUSHAUYEHHS KOOP/IMHAT PO3BiZlyBaJIbHOTO GE3IIiJIOTHOTO JIiTaIbHOTO arnapary. IIpo6sema, 1110 BUpilIyBa-
J1ach, TIOJISATasIa Y BU3HAU€HHI KOOPAMHAT PO3BilyBaJbHOTO GE3MiIOTHOTO JTITaIbHOTO allapaTy Mayo6a30BoI0 MePeKer0 MOOITbHUX IIPUCTPOIB
TaCUBHOI JIOKAIIil.

VIOCKOHAJIEHO MEeTO/] BU3HAYeHHsI KOOPAWHAT PO3BiZlyBaJIbHOTO GE3IJIOTHOTO JITaTbHOTO amapary, SIKWif, Ha BifMiHy Bif Bimomux,
nepezbayae:

— BU3HAUEHHS IIeJICHTiB Ha PO3BiyBaIbHUI Ge3MJIOTHU JIiTAJIbHUH arapar;

— BUKOPUCTAHHS TPiaHTY/ISAL[IITHOTO METOZY.

ITpoBe/ieHO OLiHIOBAHHS TOYHOCTI BU3HAUYEHHSI KOOPAMHAT PO3BiyBaJIbHOTO GE3IIiJIOTHOrO JIITaIBHOTO arnapary Majao6a30BoI0 Me-
pexero nBox Software-Defined Radio mpuitmauiB. BctaHOBJIEHO, 10 hopMa Ta Opi€HTAIisT eTiTNCiB MOXUOOK 3aJI€)KUTh Bifl TOJI0XKEHHS
poO3BifyBasbHOrO 6€3MiJIOTHOTrO JIiTaJbHOIO amapaTy BifHocHO Software-Defined Radio mpuiitmauiB. TouHiCTh BU3HAYEHHSI KOOPAMHAT
CYTTEBO IOTiPIIYETHCS Y BUIIAKAX, KOJIH MOJSPHUI KyT CIIOCTepe)XXeHHS 3 IeHTpy 6a3u HabikaeTscs 1o 0° abo 180°. HaiiBua To4-
HiCTh BU3HAUEHHS KOOPAWHAT AOCATAETHCS TOJi, KOJIM PO3BiAyBaTbHUN OE3MiTOTHUI TiTaJbHUI amapaTr 3HaXOAUTHCS Ha Tpasepsi 7o
cepeauHU 6asu.

BcraHoBiieHO, 10 UIsT MauX 0a3 CIIOCTEpIiraeThest GibIl BHpa)KeHA HEPiBHOMIPHICTH 3aJIe)KHOCTI TOYHOCTI BiJf MOJIO)KEHHS PO3Bif-
YBAJIBHOT'O 6€3I{JIOTHOrO JIITAJILHOTO anapary y MOpiBHAHHI 3 6L1bnMu 6a3aMu. Ha BeIMKUX JaIbHOCTSIX IIOXHUOKH IIpU Majux 6a3ax pisko
3pOCTaIOTh. BCTaHOBJIEHO, 110 3i 3MEHIIIEHHSIM JIOBXKUHU 06a3!1 IUIOIIA eJTIICiB TOXUOO0K 3pOCTaE, 110 CBIMUTH ITPO MOTipIIEHHS IOTeHI[iHHNX
XapaKTEePUCTUK TOUHOCTi CCTEMH Ta 36i/IbIIeHHS CepeIHbOI KPyroBoi Moxubku. IIpn 1jboMy reoMeTpHIHi 0COGIMBOCTI 36€piratoThesi, OpieH-
Tallis eJIIICiB Ta XapakTep IXHbOTO PO3TAILYBAHHS BiZIHOCHO JIiHIT 6231 3a/IMIIAIOTHCS CTAIUMHU.

KorrouoBi ciroBa: 6e3ITiIOTHUM JiTaIbHUIM anapar, Mayo6a3oBa Mepexa, Software-Defined Radio mpuiimay, resieHr.
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PO3POBKA CHUMYJISITOPA JJIA MIATPHUMKHU INTAHYBAHHS YCIIIIITHOCTI MICIH BIIJIA B YMOBAX
BOMOBUX 1M (c. 14-26)

A. M. TuieHko, 1. B. CTtbomoukina

O6’eKTOM JIOCJII/PKEHHST € MepeXxi 6e3MiJIOTHUX JliTaabHUX anapatiB (BrJIA), mo ¢GyHKIiOHYIOTh B YMOBaX [ii AeCTPyKTUBHUX Ta
BOpOXXUX (hakTopiB. Cepef IeCTPYKTUBHUX (DAKTOPiB BpaXOBaHO 3MiHU MOTYXKHOCTI CUT'HaJIy Ha 6o1ii IpuiiMaya yepes3 BIUIMB Bi/[CTaHi Ta
obMexxeHHs 3apsany 6arapeil. Cepes; BOpoxKUX (haKTOPiB PO3IVITHYTO KibGepdi3uyuHi 3arpo3u, CIpUYMHEH] cucTeMaMU pajlioeIeKTPOHHOI
nporuzii (PEIT) Ta arakaMu Ha OCHOBI LIKiZIMBOTO IIpOrpaMHOTO 3abe3nedyeHHs. [IJisi po3B’si3aHHs Iiiel mpo6ieMu 6ys0 po3pobIeHO
QJICOPUTMIYHI Ta MPOTpaMHi pillleHHs [/ MOJEII0BaHHs NOBeJiHKM BrJIA B TakuX yMoBax. 3allpOIIOHOBAaHA MOJEJb BifPi3HAETLCS
BiJ| iCHyIOUMX iHTerpamier Takux (PaKTopiB, SIK MOTipIIeHHs CUTHATY BHACTIOK Jii cucteM PEII Ta [UHaMiKa MOUIMPEHHS MIKiZJIMBOTO
IPOrpaMHOro 3abe3neyeHHs! B Mepexi.

CueHapii BKJIIOYAOTh MOBeAIHKY BIJIA 1miJi BIJIMBOM pajionepeliko/, iMOBipHICHE MOIIMPEHHS IUKiJJIXMBOrO IIPOrPpaMHOIO 3a-
Gesmeuenns (III13), a TakoXK IepexiJ MiX pexuMaMu po6OTU y BiAMOBiAb Ha 3arpo3u. Pe3ysbraTul [OCATHYTO LUISIXOM BpaxXyBaHHS
LIMPOKOro CIEKTPy I1apaMeTpiB, B TOMY YMCJi: ifeHTUdikaTOpa IPUCTPOIO, MOTYXKHOCTI cUTrHaTy, pajiycy IepesaBaya, 4aCTOTHU Iiepe-
Jladi, reosIoKarii, TUIy 3aBAaHHS, YyTJIMBOCTI 0 mKigmnBoro I13, yepru o6po6KH MOBiOMIIEHb, 3aTPUMOK ITOIIMPEHHS Ta MBHU/KOCTI
pyxy. 1i XapakTepUCTUKU J03BOJIAIOTL MOJEJIi pealiCTUYHO BiATBOPIOBATH ITOBEAIHKY CUCTEMH B yMOBaxX HEBHM3HAYEHOCTi Ta 3arpos,
3a6€3Mevuyour MOXJIMBICTh aHaJIi3y SIK 3aXUCHUX, TaK i HACTYIAJbHUX CTpaTeriil kibepbesrnexku Ta o6y 0BU BiATIOBIJHUX CIjeHapiiB
omepargii.

3amnpornoHoBaHe IpOorpaMHe pillleHHsI XapaKTepU3yeTbCsl BUCOKMM piBHeM JeTasizallii MOJe/IOBaHHSI Ta BUKOPHUCTAHHSIM MOBHU IIPO-
rpamyBaHH: Rust, 110 3a6e31edye IpoAyKTUBHICTb, MOAY/IBHICTb i MOXKJIMBICTh po3iIMpeHHs. Po3pobiieHe pillleHHs [J03BOJIsIE BidyasTi3yBaTH
ToBeAiHKY 710 100 BIJIA Ta Gisbliie y BUIVIsiZIi 300paykeHb Ta aHiMariiil. [IporpaMHuii makeT i fI0ro BUXiTHNI KOJ| OTIPUJTIOIHEHO Y BiIKPUTOMY
pernto3uTopii GitHub, 1m0 3a6e3mneuye IpakTHYHE 3aCTOCYBAHHS Ta IIOJaJIbllle BUKOPUCTAHHS B JJOCJI/KEHHSIX.

KirouoBi cioBa: MozenoBaHHSI Mepexx BIJIA, ki6epdisznyHa Gesmexa, IIKifJnBe IporpamMHe 3a6e3MeUYeHHs, pajioeJeKTpOHHA

TIPOTUZIs.
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PO3POBKA MOZEJII AHAJII3Y TA PO3AIVIEHHA CIV2KBOBOI'O I KOPUCHOTI'O TPA®IKY ¥V
KIBEP®I3SMYHHX CHICTEMAX (c. 27-40)

M. IO. Tonkauos, H. B. [lxeHrok, C. II. €Bcees, B. II. Illyxnsra, €. O. MesenTi, C. A. Muxkycs, 1. P. Onmipcekuii, A. O. CmipHOB,
M. O. MeapHuk, M. O. JKuraios

O6’eKTOM JOCIIiPKEHHS € TTpoliecy (GopMyBaHHS, Iepemadi i1 06poOKHU CIy»k60BOro Ta KOPUCHOTO Tpadiky B Kibepdi3sMUHMX cHCTeMax
Smart Manufacturing Ecosystem GaratopiBHeBOI apXiTeKTypu, Bpa3/IMBUX JI0 KibepaTak, CIPSIMOBAHUX Ha KOMIIPOMETALl{l0 YIIPABIiHCHKUX
JlaHUX, aBTeHTU(]iKamii i KoopAWHAIil. ¥ CydacHMX KOMITIOTEpHUX Mepexax CIyKO0BUI Tpadik BU3Ha4vae cTabilbHICTD i Ge3nexy iHdpa-
CTPYKTYPH, OCKiJIbKM Oy/ib-sike CIIOTBOPEHHsI ab0 IepexoIUIeHHs CIy»60Boro Tpadiky Moxke MPU3BECTH /0 MOPYIIEeHHS Po6OTU CHUCTEMH
3arajioM. Y cMapT-CHUCTeMaXx, IIPOMUCIOBOMY iHTEpHeTi pedeil Ta KpUTUYHIH iHppacTpyKTypi 06T Ci1y>k60BHX ITOBIJOMJIEHD CATa€ 3HAYHUX
MacmrTabiB, apKke caMme BOHH MiJTPUMYIOTh CHHXPOHHICTb POGOTHU THUCSY CUCTEM y PEXKUMI PeaTbHOr0 Yacy.

¥V po6ori fociipreHo mpobieMy 3aXUcTy cry60Boro Tpagiky B kibepdisnunux cucremax Smart Manufacturing Ecosystem. 3anpomnoHo-
BAaHO MaTeMaTUIHY MOAEJb CErMEHTaIlii CIy>kO0BOTO Ta KOPUCHOTO TpadiKy, iKa BpaxoBye KPHUTepii CTifIKoCTi (CerMeHTallis OCTyITy, KOHTp-
OJIb IUTICHOCT] Ta aBTEHTUYHOCTI) i 6e3rexy (IMOBipHICTh KOMITpOMeTaIllil, KPUTHUYHICTh KaHaJTy, piBeHb JOBipH 0 Cepe/iOBUIIA ITepesiayi).
Jln1s1 ToGy/L0BY iHTETPaIbHOTO ITOKa3HMKA PU3UKY BUKOPHCTAHO METOZ 3TOPTOK, IO ZI03BOJISIE TIOEAHATH Pi3HOTUITHI TapaMeTpH Ta BU3HAYaTH
JIOLUTBHICTD po3AisieHHs Tpadiky I [iboBOro aHauIi3y. JocmipkeHHsT BUKOHAHO Ha MPUKJIa/i IPOMUCIOBUX MpoToKolriB Modbus, DNP3,
OPC UA, MQTT Ta HTTP, 1110 IIMPOKO 3aCTOCOBYIOThCSI y BUPOOHUYMX Mepexkax. [Ioka3aHo, 1110 3aCTOCYyBaHHS MO/ ZJ03BOJIsIE 3HU3UTH iHTe-
IpaJIbHUAM PU3MK aTaK Ha CIy>KO0BHI Tpadik y cepeHpoMy Ha 15-20% NOpPiBHSAHO 3 mifxofaMu 6e3 cerMeHTarlii. Po3po6ieHa Mozess hopmye
HayKOBe MiJIPyHTS JJIsi CTBOPEHHSI METOZIB i MPaKTUYHUX pillleHb KiGep3axXucTy, ki 3a6e31edyroTh MiZiBUIIeHHs CTilKocTi iHdpacTpyKTypu
Smart Manufacturing Ta 37aTHi IPOTUCTOATH Cy4acHUM i MaiibyTHIM BUK/INKaM y cdepi kibepbe3rexu.

KurrouoBi cioBa: cay>x6oBuil Tpadik, MPOMHCIOBI MTPOTOKOIHU, KibepdismuHa crucrema, KibepOesmeka, mipamiga BUpoOHUITBA, 10T-
Mepexi.
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PO3POBKA AJITOPUTMY 3 TUMYACOBOIO KPUIITOIPA®IYHOIO CTIMKICTIO AJIA IIUOPYBAHHA
BIZEOIIOTOKY 3 BE3IIIJIOTHOTO JIITAJTbHOI'O AITAPATA (c. 41-53)

JI. B. KoBasbuyk, A. M. laBugenko, T. M. Kisimmenko, A. B. HegamkiBcbka, C. 5. Fiisrypr

OG’€KTOM JIOCTiZPKEHHS € ITPOIIeC 3aXMCTy BiZIEOIIOTOKY, L0 Iepe/jaeThcst 3 GOPTOBOI BiZieokaMepy Ge3IiJIOTHOrO JITaJbHOrO amapa-
Ty (BIIJTA) Ha Ha3eMHy CTaHII0 y (GPOHTOBIN Ta MPUPOHTOBIii 30HI. Crienndika mpobaeMu, 10 BUpiNTyBasacs, BU3HAYAETHCS, 3 OFTHOTO
60Ky, 0OMEKEHUMHU OGYHMCIIOBAIBHUMU pecypcaMy G0pTOBOi armapaTypy, sika OBUHHA B PEKUMI peaJbHOro yacy 3aun@poByBaTH iHTEH-
CHBHUI TOTIK /JaHUX, 3 iHIIIOTO — Bi/IHOCHO KOPOTKUM ITepiofioM uTTs BIIJIA B ymoBax 60iioBoro 3acrocyBaHHs (0co61BO 1t FPV-poHiB-
Kamikazze) B MeXax Bif 10 XBUJIMH JI0 KijbKOX Zi6. B mepeBakHiit 6inbinocTi BijoMux poG6iT B JaHill rajysi po3misaloThCs aJITOPUTMH,
OpieHTOBaHi Ha 3aCTOCyBaHHs B iHIIMX yMOBaxX, IPUYOMY T'OJIOBHI 3yCHUJUIA CIIPSMOBAHI Ha JOCATHEHHs MaKCUMaJIbHOI KpunocTiiikocti. Ha
BiZIMiHY Bi/] BUCBITJICHUX Y BiIKpUTiit JliTepaTypi po3po6oK, B JAHOMY [OCJIi/PKEHHI BJJaJIOCs] BUPIIINUTH 3a3HavueHy ITpo6JIeMy IIJIsIXOM Bpaxy-
BaHHA 11 crieriyHUX 0cOOIMBOCTE! Ta 3aCTOCYBAHHSI IEBHOTO KOMITPOMICY MK IIBUJIKOZI€I0 Ta PECYPCOEMHICTIO aJITOPHUTMY, 3 OJHOT'O GOKY,
Ta Horo CTilikicTIo, 3 iHmIoro. IocArTy ZaHOro Pe3y/IbTaTy BAAI0Cs 3aBJSKHU IIPOBEe/IeHHIO [ieTaIbHOr0 IIOPiBHSJIBHOIO aHaJIi3y Ta KIacudikamii
HaNOIMDKINX 32 XapaKTepPUCTUKAMHU PillleHb, 110 CKIafiae OGiIbIIiCTh AOCTiKeHHs. 3a H10ro miIcyMKaMU B SIKOCT] IepIIoro HabrKeHHs OyB
o6panuii anroput™ PRESENT. 3anporioHoBaHe pillleHHs1 6a3yeThCsl HA BUKOPUCTAHH] ycideHoi 1o 16 payHAiB Mogudikalii JaHOro aaroputMy
B PEXUMIi JIIYUIBPHUKA. AHATI3 OTPUMAHOTO PillleHHs CBiYUTB, 0 Horo KpunrorpadivyHa cTifikicTe BUMarae 6ibire 2 MicCSI[iB 0GUHCITIO-
BaJIbHOI pOoGOTH NpH 3jiificCHeHH] Halikpalol aTaky, TOOTO CTIHKICTh aITOPUTMY € I[IJIKOM MPUUHATHO. [IJIi MPaKTUYHOTO BUKOPUCTAHHSA
OTPUMAHMX TEOPETUYHUX Pe3y/IbTaTiB HEOOXiZIHO PeTesIbHO IIePEBiPUTH BJIACTUBOCTI peasi3oBaHOro B aniaparypi 3alIpOIIOHOBAHOTO PillleHHS
B IT0JIbOBUX YMOBAX, MaKCUMaJIbHO HAaOIIDKEHUX /10 60I10BHX, Ta 32 HEOOXiZHOCTI BHECTH ITOTPiOHI KOPEKTHUBU.

Kmouogi cioBa: BILJIA, mudpyBaHHA Bi/jleofjaHIX, TAMYACOBA CTIMKiCTb, MaJIOpeCypCHi KPUIITOAITOPUTMHU, 6710K0Bi mdpu, PRESENT.
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PO3POBKA AAIITUBHOI'O MEXAHISMY KEPYBAHHSA IIEPEBAHTAKEHHAM I MYJIBTHUME/IA-
CTPHMIHIY B PEAJIbHOMY YACI 3A 3SMIHHUX YMOBAX MEPEXI (c. 54-63)

Marvin Chandra Wijaya

ITe mocutiiKeHHs 30cepe/KeHO Ha ITOTOKOBI Ilepeziadi My/IbTUMe/[ia B pealbHOMY 4aci 3 BUKOpUCTaHHSIM IpoTokosiiB RTP ta RTCP. OcHoBHA
TIpo6eMa, SIKy po3IVIsi/iae JOCIiPKeHHs, TIoJIirae B TOMY, 1[0 CTaHAAPTHUI KOHTPOJIb IepeBaHTaXkeHHs1 RTP/RTCP HeZoCTaTHRO aflanTOBaHUI /10
3MIHHUX Ta HeCTaGLIbHUX MEPeXKeBUX YMOB, LI0 ITPU3BOAUTD [0 30UIbIIEHHS BTPATH IAKeTiB, HACKPI3HOI 3aTPUMKH, HeCTabLIbHUX GiTpeiTiB Ta
HU3BKOI SKOCTi Bifieo. 1711 moTokoBoi nepeziadi RTP 6yrto po3po6s1eHo AMHAMIYHAI MeXaHi3M KOHTPOJIIO TIePEeBAaHTAKEHHS, /[AIITOBAHUI /10 TIPO-



IYCKHOI 3[,aTHOCTI, SIKUi1 BUKOPUCTOBYE 3BOPOTHUII 3B>s130K RTCP 151 ArHaMivHOI 3MiHM GITpeiTy Ta 4acTOTH KafpiB y peasbHOMY 4aci Iif
Jac CeaHcy IMOTOKOBO] repeziadi. Pe3yibTaTi KOHTPOJILOBAHOTO €KCIIEPMMEHTY TTOKa3yIOTh, [0 CePe/jHs BTpaTa IaKeTiB 3MEHIIYEThCA 3 8,2% /10
3,4%; HaCKpi3Ha 3aTPHUMKa 3MEHIIYETHCSI B CEpeAHBbOMY i3 220 Mc fio 135 Mc; Ta 3a6e3redye CTaOLIbHINIMI cepefHiil 6iTpeiiT, HbK cTaHAapTHI
cucremu RTP/RTCP. Kpim Toro, 1151 chcTeMa Takoyk 3abe311edye CTablIbHilLy cepeiHIo 4acToTy KapiB, Hbk craniapTHi cuctremMu RTP/RTCP, Ta Bty
CepeJIHIO YaCTOTy Ka/[piB 3a TIOraHMX MEPEXKEBUX YMOB. 11eii pe3y/bTaT MOJKHa TIOSICHUTH 3/IaTHICTIO aJaITTUBHOTO MEXaHi3My TIOCTIHHO KOHTPOJIO-
BaTH BTPATy ITAKeTiB, TEPEIIKO/ Ta 3aTPUMKH, a TAKOXK HeraifHO pearyBaTy Ha yMOBH, 3aMiCTb TOTO, 11100 YekaTH 11osiu 3BiTiB RTCP uepes ikcoBa-
Hi poMikku yacy. KIIouoBUM MOMEHTOM 10710 3aIIPOIIOHOBAHOTO U3aiiHy € iHTerpanis 6iTpeiiTy Ta yacToTH KapiB /sl 3a6e3IeueHHs IUTABHOTO
BiZITBOPEHHS Ta 33/{0BOJIEHHST KOPHCTYBaya Bifi Tepervisily 3i 3HIDKEHUM PHU3UKOM IIepepHBaHH Ta ITOKPAIEHO0 CTA0LIBHICTIO B JUHAMITHUX Ta
Herlepe/i6auyBaHIX MepeXeBUX cepeioBUax. Lleit BHeCOK Moyke GyTH ITPAKTHYHO 3aCTOCOBAHMI y 3aCTOCYHKAX PeaIbHOTrO Yacy, TAKUX SIK Bisjeo-
KoH(epeHIji, TesleMeAnIIHA a60 PsSIMi TPAHCIIALLI TTi/] Yac IMPOXO/pKeHHsT MOOLIBHIX 200 Ge3/JpOTOBIX MePex, Jie YMOBU 3aBKAN AUHAMIYHI Ta He-
riepeiGauyBaHi. 3aTIpOIIOHOBaHMI METO/, MOXke OYTH MTPAKTUYHO 3aCTOCOBAHUIA 32 HECIPUAT/IMBUX YMOB iHTEpHET-Mepe:xi, 1110 € H0ro repeBaroro.

Kirro4oBi cy1oBa: a/JanTHBHA CUCTEMa, My/IbTUMe/lia, TepeBaHTa)KEHHs MEPEeXi, IPOTOKOJI KepPyBaHHsS TPAaHCIIOPTOM y PeaJbHOMY 4aci,

TIOTOKOBE Bijieo.
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BU3HAYEHHS BILTUBY ®A30BOI MOIVJIAIII TA OIITUMAJIbHOI OBPOBKU CUTHAJIY HA
3ABAIOCTIMKICTS I JAJIBHICTD 3B’SI3KY (c. 64-81)

10. II. ToH4apeHKao, I'. A. Toxy6, H. M. IluBeHKoBa, I. I. Iloximyxk, A. 0. [lenuciok, 1. C. Omapos, O. M. CykMaHIOK

OG’eKT ZOCTIKEHHSI — aHAJIOTOBI CHCTeMH BHCOKOYacTOTHOTO (BY) 3B’s3Ky 3 BUKOPHCTAHHSIM LIMPOKOCMYTOBUX CUTHAJIIB, MOJY/IbO-
BaHUX KoZIoM Bapkepa. ¥ po6GoTi po3p’si3yeTbcs ImpobiieMa MiiBUIIEHHsT e(h)eKTUBHOCTI aHAJIOTOBUX cHcTeM BU-3B’SI3Ky IIpM ITepefiaBaHHi
LIMPOKOCMYTOBX CUTHAaJIIB. JlOCTi/PKEHO 3aKOHOMipHOCTI (hOpMyBaHHS 3aBa/[OCTIHKOr0 IIMPOKOCMYTOBOTO CHUTHAY 3 (ha30BOI0 MOZYJIALII€0
Bapkep-kozioM i po6oTy 6JI0KY pO3LIMPEHHS Ta Bi/IHOBJIEHHS CIIEKTPY CUTHaJTy. BCTaHOBJIEHO, 1110 (ha3oBa MOAYIISALLis J03BOJISIE JOCSTTH TAKOT
CHEKTPAJIbHOI IIMPUHHY, aMILTITY/[ TOJIOBHOTO IIiKy aBTOKOpeJIsLiiiHoi (pyHKIIT i 9acoBoi po3AiIbHOI 3aTHOCTI, 1110 3a6e3redye eeKTHBHE
KOpeJisiLilfiHe BUZIEHHSI KOPUCHOTO CUI'HAJTY Ta ITiIBUIIYe H0oro 3aBaioCTiHKiCTb. [Ioka3aHo, 110 MOAYJIALS CUTHAY I ITUPO3PSIHUM KOJIOM
¢opmye criektp muprHOI0 1 MI'L], aMILIiTyZly FOJIOBHOIO MiKy aBTOKOpessaiiiHol dyHKIIT 9 of. i 4acoBy po3ziibHY 3[aTHICTh 1-2 MKC, 110
3abe3redye 3pocTaHHA 3aBajocTiiikocTi 1o 9 b mpu C/II=1 AB nopiBHAHO 3 6a30BMM CUT'HAJIOM 6e3 MOAYJIALii. BUKOpUCTaHHSA TPUHALIIA-
TUPO3PSTHOTO KOAY Z03BOJIsIE 30IBIINTH I1ei moka3Huk Ao 13 ab npu C/I1=-3 gb.

TlixTBep/pKEHO ePeKTUBHICTD GJIOKY PO3IIMPEHHS Ta Bi[[HOBJICHHS CIIEKTPY MOJYJIbOBAHOTO CUTHAJTY TIpH F0ro Iepe/jaBaHHi Ha BificTaHi
6e3 BTpaTH SIKOCTi 3B’s13Ky. MOAY/IAIisl CUTHAIY 5 Ta 13-po3psAHUM KOZIOM, ITOPiBHSIHO 3 HEMOJYJIbOBAHUM, 301IbIINIIA JATbHICTD 3B’I3KY Y
9 Ta 25 pasiB BiJIIOBijHO. Pe3y/sbTaTu JOCATalOThCS 3aBASKY ONTUMAIbHUM aBTOKOPEJIALIMHNM BJIACTUBOCTSIM Bapkep-KkofiB Ta anmapaTHUM
pimeHHAM, Ki POPMYIOTH MIMPOKOCMYTOBHII CUTHA 6e3 yCKIaJHEeHHs cxeMH. Lle MOsSICHIOEThCS 3[jaTHICTI0 Bapkep-Ko/iB (hopMyBaTH By3b-
KU KopesAliifHuH iMITy/IbC i pO3LINPIOBATH CIIEKTP CUTHAILY, 1110 3HMIKYE Uy TJIMBICTh /10 By3bKOCMYT'OBHX 3aBajl. Pe3y/bTaTy MaloTh IiHHICTb
3aCTOCYBaHHS B aHAJIOTOBUX cHCTeMax BU-3B’s13Ky, €eHepreTHUYHNX Mepe)kax, 30KpeMa ITpu HU3bKoMy criBBigHomeHHi C/III.

Korro4oBi ciroBa: aBTOKOpesisLiiiHa (GyHKILisI, aHAJIOTOBUII cUTHAJ, KoZ, Bapkepa, y3romkeHuii Ginasrp, pazoBa MOAY/IALi.
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PO3POBKA MEPEJXKEBOI APXITEKTYPU HA OCHOBI CTPATOC®EPHUX JUPYKABJIIB [JIA
TEJIEKOMYHIKAIIT V BIITAJTEHUX PAMOHAX (c. 82-92)

Mukhit Abdullayev, Ainur Kuttybayeva, Kalmukhamed Tazhen, Anar Khabay, Nurzhamal Ospanova, Yerlan Tashtay,
Arnur Sabyrbayev, Ilyas Samat, Rimma Abdykadyrkyzy, Daria Zhumakhanova

OG6’eKTOM IIBOTO JIOCTi/PKEHHS € TeJleKOMyHiKalliiiHa rargopma Ha 6a3i ctparocdepHOro JuprKabiIs, 1[0 BUKOPUCTOBYETHCS SIK BUCO-
THa 1iatdopmHa craHiist (HAPS), mpusHadeHa /ijisi po6oTu Ha BrcoTax 20-30 KM Ta 3a6e3IeyeHHs IIMPOKOCMYTOBOTO 3B’sI3Ky B PerioHax
3 06MEKEHOI0 Ha3eMHOI0 iH(hPaCTPyKTYpOIO, TAKUX SIK CLIbCBKI Ta BipganeHi palionn Pecry6Giixu Kazaxcran. KiaouoBoro mpo6s1emMoro, 1o
JIOCITi/KyBaJIach, € 3a6e31e4eHHs CTabiIbHOTO 3B’s13Ky TeJeKOMYyHiKamiifHuX rmiatdopm Ha 6a3i HAPS 3a yMOB CHUIBHUX cTpaToc(epHUX Bi-
TpiB, 3 OOMEXEHOI BaHTAXKOII{/IIOMHICTIO Ta eHEPreTUYHUMU PECYPCaMU, a TAKOXK PO3pOOKa MACIITab0BAHOI MepeXKeBol apXiTeKTypH AJist
KOOPJIMHAILT KiJTbKOX ANPIDKAGITIB.

3anporoHoBaHa MepeXkeBa KOHIIEMIlis Ha OCHOBI MOAYJIbHUX HAaHOAUPIKAGIIIB, sTka 3MEHIIye OIIip, Mi/IBUIIye PEMOHTONIPHUAATHICTD Ta
3abesnedye Ge3riepepBHE 00CIyroByBaHHs. By/u IpoBe/ieHi po3paxyHKH BaHTAXOIIAHOMHOCTI, aepOANHAMIYHOIO OIIOpy pizHUX GopM 060-
JIOHKH, €HepreTHYHOro GaaHCy Ta pajiyca MOKPUTTS OfiHiel craHMmii. ExcriepuMeHTaIbHI BUIIPOOGYBaHHS ITPOTOTHUILY IiITBEPVIN MOXKJIU-
BicTh BuUKOpHcTaHHs cy6-I'TIy Aiamasony (433 M) 151 3a6e3edeHH s 3B’ 13Ky Ha BEJIMKI BiZIcTaHi B HA3eMHHUX BUIIPOOYBAJIbHUX YMOBAX, Ji€
ocTa6JIeHHS! CUTHAJTy BUSIBIJIOCS MiHIMAJIBHUM ITOPiBHSIHO 3 BUIIIIMH YacTOTaMHU.

3aBAgKN OTPUMAHUM XapaKTePHUCTUKAM Oy/I0 IiITBEp/PKeHO TiloTe3y PO BUKOPUCTAHHS TPYITH MEHIINX AUPIDKAOIIiB 3aMiCTh OIHOTO
BEJIMKOTO Hocid. 1]e MosCHI0eThCs IXHBOI 3HIKEHO0 Yy T/IMBICTIO /10 BITPOBUX HaBaHTaXKeHb, HYUKICTIO KOHDiryparii Mepexi Ta HIDKIUMU
eKCIUTyaTallifHuMu pusnkaMu. Ha BifMiHy Bif TpafiWLifiHUX CYIMYTHMKOBHX CHCTEM, 3aIlyCK Ta OOCJIYrOBYBAaHHS SIKUX € JOPOTMMH, CTpa-



TocdepHi Auprka6IIi MOXKHA BiHOBJIIOBATH, PEMOHTYBAaTH Ta IIepepO3rOpTaTH 3a BiITHOCHO HU3BKOIO I[iHOO, 1[0 € €KOHOMIYHO BUTiIHUM
PpilIeHHAM JJIs1 perioHiB, 1110 PO3BUBAIOThHCS.

PesysibTaTi MOXKYTh OyTH 3aCTOCOBAHi ITPY CTBOPEHHI HAI[iOHAJBHUX MEPEeXX 3B’sI3KY JJIs BiJjJajleHUX Ta MaJIOHACeJIEHNX paiioHiB Pecmy-
6srixy KaszaxcraH, B ollepallisix 3 pearyBaHHsI Ha Ha/[3BUYAiiHi cUTyalii Ta sIK JOAATKOBUI piBeHb /10 CYIyTHUKOBUX Cy3ip’iB. 3aIrporoHOBaHa
KOHIIETIIisl AEMOHCTPYE, 10 MoAy/IbHI Mepexi HAPS e peasicTUYHOIO Ta MacIITA60BAHOIO AJITEPHATUBOIO, 3/IaTHOIO 3a6e3IedyBaTH IHPO-
KOCMYTOBUI ZIOCTYTI 32 pealbHUX aTMoCc(epHUX Ta reorpadiyHIX 0OMeXeHb.

KurrouoBi ciroBa: BucotHi 1wutatdopmHi crannii (HAPS), ctparocdepHuil fuprokabib, TeleKOMyHIKaliiiHa Mepe)xa, TexHosoriss LoRa,
yacTtoTa Hrx4ye I'Tir.
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IIPOrHO3YBAHHA MICIM POBOTOTEXHIYHUX ILIAT®OPM 3 BUKOPYCTAHHAM KERNEL ACTIVATION
NETWORK 3 ACUMETPUYHUM AOPOM (c. 93-103)

0. I. JlakTioHOB, A. C. SIHKo, B. P. Bopsk, O. B. MuxaiuriueHKo

OG6’eKTOM JOCTi/KeHHSI € MPOLIeCH ITPOrHO3yBaHHS (PyHKI[iOHAIBHOI e(eKTUBHOCTI POOOTOTEXHIYHUX IIATGOpM, 1[0 BIUIMBAIOTH Ha
ONTHMI3aIlilo IIJTAaHyBaHHS IXHIX Miciii. B yMOBax 3pOCTar04oro IOIMMUTY Ha aBTOHOMHI MOGLIBHI CHCTEMH KPUTHYHOIO ITPOGIeMOlo € 3a6e3Ie-
YeHHSI BUCOKOI e(peKTUBHOCTI iXHbOI AMHAMIKY 32 Pi3HUX HaBaHTaXXeHb, peIbe(iB Ta MBUAKOCTEH, 1[0 BUMArae HaJiifHUX iHCTPYMEHTIB AJIs
yXBaJIeHHS pillleHb 11ie 10 (Pi3UYHOro 3aILycKy.

Jlist BUpilIeHHsT Tpo6IeMHU po3pobIeHO Ta IIPOrPaMHO peasi3oBaHO MeTof Ha OCHOBi kacTomizoBaHoi Kernel Activation Network (KAN),
10 TPOrHO3ye (PYHKIIOHATBHY e(eKTUBHICTh ILUIaT(GOpMU. Pe3ybraTy A€MOHCTPYIOTh 3HauHe MifgBuIleHHs1 TouHOCTi: KAN gmocsrae MSE
0.00055727 Ha CHHTETHYHUX JaHKX Ta 0.00041720 Ha eKCIIepUMEeHTAJIbHIN BUOGipIli, TOA] K iHII apxiTeKkTypH AeMoHCTpyoTh 0.00105989 i Buie.

KiroyoBa iHHOBanisgs KAN - BUKOPHUCTaHHSI HECUMETPUYHOIO Xi-KBaJpaT s/pa IapajeJbHO 3 I'ayCOBUM SZpOM, a TaKOXK iHTerparis
BXiZIHUX OIIiHOK, 1[0 BPaXOBYIOTh MOTPiliHy B3aemozito dakTopis. Ile moscHIoe 3gaTHiCTh Mepexi eekTUBHO (ikcyBaTu CKIagHiI HemiHifHI
3JISKHOCTI MDK YMCIIEHHUMH ITapaMeTpaMH I1atdopMu (Omip KOYeHHs, aepoAMHAMIYHUI OIip, CHJIa CKeJIeIa3iHHS TOII0) Ta YMOBaMH Ce-
pezoBUILA. 3aCTOCYBaHHST HECUMETPUUHOTO si/ipa 3HAYHO CIIPOLIYE apXiTeKTypy Mepesxi, JO3BOJISAIOUN JOCATTH BUCOKOI TOYHOCTI IIPX MEeHIII i
00YHMCITIOBAIbHIN CKIaHOCTI.

Ha mpakTuIli oTpuMaHi pe3ysibTaTy CAyTyIOTh AOAATKOBUM iHCTPYMEHTOM Il ONTHMI3allil IJIaHyBaHHS Miciit po60TOTeXHIYHMX TITaT-
opm. Lle fo3BOJISIE ONITUMIBYBATH BUOGIp 06J1a/{HAHHS, PO3POGIATH CTpATeriuHi JIOriCTUYHI MapLIPyTH, MiZIBUILYBATH Oe3MeKy Ta HaJiiHiCTh
aBTOHOMHUX CHCTeM y peasJbHUX yMoBax. Jlocarayruii Technology Readiness Level craHOBUTS 4.

Korro4oBi coBa: IporHo3yBaHHs (DyHKI[iOHATY, B3a€EMOZisl (haKTOpiB, HECHMETPUUHE sI/Ipo, HEHPOHHA Meperka, pOOOTOTeXHIYHA IJIaT-

dopma.
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PO3POBKA TA PEAJII3AIIIA ITEPEAITPOITECOPA TPA®OBHX OZHAK HA OCHOBI M CKA VI BUABJIEHHA
®IHAHCYBAHHJ/ TEPOPHU3MY (c. 104-116)

Aigerim Bolshibayeva, Sabina Rakhmetulayeva, Aliya Kulbayeva, Ansar-Ul-Haque Yasar

OG6’€KTOM JIOCITiZPKEHHSI € ITOTOKOBI IUIATDKHI TpaH3aKIIil, 3MO/[e/IbOBaHi SIK CIIPsIMOBaHi MysibTUrpadu. 1 po6oTa gocipKye BUSBICHHS
¢inaHCyBaHHSI TepOPU3MY B Mepe)kax IUIaTDKHUX TPaH3aKIliil 3a 0ITOMOromw o6po6ky rpadiB Ha OCHOBI JUCKIB Ta BUSBJIEHHS aHOMAJTiil.
KJ1t040BOK0 TTPOGJIEMOIO, 10 PO3IVISIAETHCS, € BUCOKE CIIOXKMBAHHS ITaM’SITi A€TEKTOPaMU Ha OCHOBI rpadiB, 1[0 Iepeliko/pKae aHasisy B
CHCTeMax 3 0OMEeXEHOI0 OITePATHUBHOIO MTaM ATTIO, TUIIOBOIO IS MAJIMX Ta cepeHiX (piHaHCOBHUX yCTaHOB.

Jist BupiteHHs 1iel mpo6siemMu Oy/10 CTBOPEHO JUCKOBUH TIperporiecop rpagosux o3Hak (JAIIT'0O). ITix yac 06po6xu notoky IO auHa-
MiYHO MapKye IiJK/II09eHi KOMIIOHEHTH Ta iieHTHdiKye BiciM 1m1a6yoHiB rpadis, xapakTepHUX JyIs (iHAHCYBaHHS TePOPU3MY, BKJIIOUAIOYN
3ipKU THILy «pO3rayy)KeHi/po3raay’keHi» Ta 6araTocTprOKoBi JaHIiord. CrucreMa 36epirae ZeCKpUITOPY KOMIIOHEHTIB Y CTOBITIACTOMY CXO-
By Ha SSD Ta BUKOPHUCTOBYeE rapsauii ke, kepoBaHuil LRU, au1st 06CIyroByBaHHsI O3HAK, 110 J{03BOJISIE OL[{HIOBATH TPAH3aKIil B peskuMi
peasIbHOrO 4acy 3 3aTPUMKOIO MEHIIIe CEKyH/U.

¥V nororii AMLSim 3 BoMa MisbiOHaMU TpaH3aKIIill cUCTeMa iHTerpyeThest 3 JIETKUM i3osiiitHum sticom (Isolation Forest) Ta mocsirae
roxasHuka F1 0,76, 0flHOYaCHO 3MEHIIYIOUH ITiKOBUI 06csr onepaTrBHOI mam’siTi 3 18,3 I'B 710 9,8 T'B Ta MiATPUMYIOUM CepeiHI0 3aTPUMKY
410 =% 15 mc a7t 10 000 TpaH3akmiit. O6YMCIeHHS Ha MOTHB 3aJIHIIAeThe < 28,4 Mc (MeliaHa < 24 MC), IO MiATPUMYE OLIiHIOBaHHS B PeXUMI
peasIbHOTo Yacy Ha CTaHJapTHOMY OOJIaJHAaHHI.

OTIITO cTBOPIOE MOZEJIHHO-arHOCTHYHI O3HAKHU rpadiB, sKi B3aEMOJIIOTH 31 CTAHZAPTHUMU [[€TEKTOPAMU aHOMaJiil 6e3 ImepeHa-
BuaHHsA 'HM.

BHecok 1IbOro JOCIiKeHHsI BKIIOUAE apXiTeKTypy 30BHIIIHBOI aM>ATi JJIsl IOTOKOBOTO BUJIyYE€HHs O3HAaK IrpadiB; cxeMy MapKyBaHHS
03HaK Ha OCHOBi MOTHBIB, 1110 36epiraeTbest Ha SSD Ta KenryeTbesi LRU; Ta eMITipu4Hy OIiHKY, 1110 AEMOHCTpPYE MOKpAIeHHs TPOJYKTUBHOCTI
Ta e(eKTUBHOCTI TaM’SITi B peKUMi peaIbHOTOo Yacy JyIsl JaHUX 60pOTHOU 3 BiIMHUBAHHSIM I'pOLIEH.

KurrouoBgi coBa: piHaHCyBaHHS TepopusMy, 06po6Ka rpadis, aTOPUTMH 30BHIIIHBOI ITaM’SITi, BUSIBJIEHHST aHOMAJIiH, Bi/ITIOBIZHICTS.
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IHTEPIIPETOBAHMM IIIZIXIJ] HA OCHOBI EKT JIJIs1 BUSABJIEHHS TEMOAUHAMIYHO 3HAYYIIIUX
APUTMIM 3 BUKOPUCTAHHAM JIETKUX MOJEJEA MAIIIMHHOT'O HABYAHHH (c. 117-124)

Ainur Bekbay, Lashin Bazarbay, Zhanar Bigaliyeva, Vinera Baiturganova, Akezhan Sabibolda, Yersaiyn Mailybayeyv,
Nurzhigit Smailov

OG6’eKTOM IOTO AOCJIiHKEHHS € AialrHOCTUYHUM ITpoIjec MaIlieHTiB 3 MiZ03p0oI0 Ha reMOANMHAMIUHO 3HAYYILy apUTMilI0 B yMOBaxX HEBifl-
KJIQ/IHOI ZIOTIOMOTH Ta TeJIeMEeINLIMHY, Jie ITOTpiOHA IBHKA Ta iHTepIIpeToBaHa Ii/ITpUMKa pilleHb. IIpobeMa, 0 PO3IVIS/IAEThCS, TIOJIATAE
B 06MEXEHOMY JIOCTYIIi /10 eXoKapziorpadivHoi OI[iHKA B yMOBAX HEBi/[KJIa/[HOI ZOITIOMOTH Ta 0OMEXEeHHX PecypciB, fie TEpMiHOBO MOTPiOHI
iHTepIIpeToBaHi Ta 0GYMCITIOBAIBHO e(peKTUBHI aJIbTePHATUBU, OCOOJIMBO U1l MOOIJIBHUX Ta MOJILOBUX 3aCTOCYBAHb.

OCHOBHI pe3yJIbTaTy MOKAa3yI0Th, 10 MOZE/Ii MAaIlIMHHOTO HaBYaHHS, Taki Ak XGBoost, ZOCATIIM BUCOKOI 1iarHOCTUYHOI e(heKTUBHOCTI
(F1-ouinka = 0,84, AUC = 0,91), Tofi sik K1acugikatopy Ha OCHOBI IpaBUJI 3a0e3MeUMIN KIiHIYHO iHTeprpeToBaHy TOuHicTb. Lli pesysibrati
JI03BOJIMJIM YACTKOBO KOMIIEHCYBATH BiJICyTHICTb exokapziorpadii Ta cipusiin HafiiiHOMy COPTYBaHHIO B TOCTPHUX Ta UyTIMBUX 0 4acy yMOBaX.

1151 eheKTHBHICTD BUTIJIMBAE 3 KJIIFOYOBHUX OCOOIMBOCTEN METO/y: OITOpH Ha iHTeprpeToBaHi o3Haku EKT (tQRS, tRR, HR Ta EF, orpumMasni
3 tQRS/tRR) Ta HU3BKOI 0GUNCIIFOBAIBHOI CKJIQ/IHOCTI, 110 Bifjpi3Hsie H0ro Bij| GL/IbII HEPO30PUX METO/IB ITMOOKOTO HaBYaHHS. Pe3y/braTti
TTOSICHIOIOTBCSI CUJTBHOIO KOPEJISILIIEI0 MiXK IIMIMH XapaKTePUCTUKAMU Ta SIK eJISKTPUYHOIO, TaK i MEXaHIYHOIO (PyHKIII€I0 ceplis, 110 /{03BOJISIE
MIPOBOJUTH TeMOAMHAMIUHY OIiHKY 6e3 Bizyasizariii. Lle migTprMye KIiHIUHY ZOBipy 10 pe3y/IbTaTiB aJIfOPUTMY.

3anpornoHOBaHUi MiJXifi 3aCTOCOBYETbCA B NMEPBUHHOMY CKPUHIHTY, HEBiJIKJIaJHOMY COPTYBaHHi, TeJleMeUIVHI Ta JUCTaHI[iliHOMY
MOHITOPHHTIY, IO€AHYIOUN TOYHICTD i3 MOSCHEHHAM Ta aBTOHOMHICTIO BiJ| iHCTpyMeHTIB Bisyasizanii. ToMy gociifipkeHHsI iHTepIIpeTOBaHOIO
BUSIBJIEHHS] TeMOJMHAMIYHO 3HAUyIMX apUTMill Ha ocHOBI EKT' 3a/MIIaloThCs Ay)ke aKTyaJlbHUMH, OCOOIMBO B yMOBax BiICYTHOCTI OCTYILY
J10 CTIeliali30BaHoI [[iaTHOCTUKU.

KurrouoBgi ciroBa: orminka ¢pakiii Bukugy Ha ocHoBi EKT, dpakiiis BUKHAY, MallMHHE HaBYaHH:A, Kaacudikaris EKI, criBBigHOmEHHS
tQRS/tRR.




