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Determining the best model for measuring object distance, the
appropriate formula for that model, and modifying the YOLOvV3 ar-
chitecture is the focus of this research. This was done to address the
problem of object distance measurement errors using a monocular
camera. In this study, the researchers used a magnification approach
and modified the YOLOv3 architecture, which was then named Hy-
brid Dist - YOLOV3. The proposed distance measurement model does
not use camera height and camera shift distance variables, so it can
still measure objects that are higher than the camera height and the
measurement time is faster. The only variable in the measured dis-
tance formula is the change in object image height. As for modifica-
tions to the YOLOV3 architecture, there are two types of training and
test data: initial measurement data and from KITTI. The training data
from the initial measurements consisted of three classes, namely per-
son, bottle, and jerrycan, with 24, 10, and 10 samples, respectively. The
detection accuracy at mAP, 5 is 0.994, 1.1, with absolute measurement
error values (ga) of —0.274, -0.153, and -0.163. For the training data
from KITTI, there are three object classes, namely pedestrian, car, and
truck, with 1150, 7682, and 318 samples, respectively. From the tests
conducted, the €, values for the pedestrian, car, and truck classes show
an improvement from the previous study, which were originally 1.75,
2.49, and 4.63, to 1.37, 2.25, and 3.74. The results of this research can be
applied in the automotive industry to driver assistance systems (DAS),
soccer robots, or similar systems that require distance measurement.

Keywords: detection object, distance estimation, DAS, monocu-
lar camera, YOLO, Hybrid Dist.
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The object of the study is an autonomous high-altitude airship
platform. This type of high-altitude platform is designed for long-
term telecommunication retransmission at altitudes of 18-25 km. The
main problem lies in the insufficient stability of flight at the height
of the stratosphere and the limited energy capabilities of aircraft. An
integrated intelligent control system and energy management have
been developed to solve the problems. This architecture in portable
form includes a sensor module, an STM32 microcontroller, a LoRa
telemetry channel, a mathematical model of dynamics taking into
account lift, aerodynamic drag, external factors and atmospheric pa-
rameters, and most importantly, a hybrid adaptive PID-fuzzy control-
ler was proposed. Additionally, a model of the energy balance was
proposed, which directly interacts with solar panels, energy consump-
tion of drives and battery operation. The simulation data obtained
shows that the use of the PID-fuzzy controller provides a significant
increase in the stability of the platform. The transition time is re-
duced by 44.4%, the maximum deviation from the set altitude and
flight path is reduced by 56.5%, and the average drive consumption
is reduced by 20-22%. The energy balance model demonstrates that
the developed system is capable of retaining up to 46% of the battery
charge after 24 hours of battery life, which is 18% higher compared to
a system without adaptive energy management.

The practical significance of the project lies in the possibility of us-
ing the developed system as part of autonomous telecommunications
networks, balloons, an emergency communication system, remote
sensing of the earth, as well as in elements of promising 6G and NTN
networks.

Keywords: high-altitude platform systems (HAPS), airships,
PID-fuzzy, LoRa, MatLab, aerodynamic modeling, energy management.
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The object of the study is the clinical decision-making process for
selecting of hepatocellular carcinoma (HCC) treatment method based
on the patient’s medical data. The process of the HCC treatment
method selection remains poorly formalized and is characterized by
multi-criteria and the presence of numerous clinical situations, for
each of which it is necessary to promptly identify the most accurate
therapeutic solution.

This study develops an intelligent medical decision support
system for HCC treatment method selection based on knowledge ap-
plicable in clinical practice.

It offers architectural and functional principles of the intelli-
gent decision support system, classifying clinical situations by HCC
treatment method, consisting of multiple possible combinations
of 44 informative parameters. Based on the current values of these
parameters, expert knowledge is transformed into production rules
identifying HCC treatment methods.

A heuristic procedure treatment selection is developed based on
production rule analysis in accordance with current parameter val-
ues, reproducing the reasoning patterns of participants in a multidis-
ciplinary council during their consensus decision-making process re-
garding HCC treatment appointment. A software implementation of
a decision-making model for HCC treatment selection, implemented
in C# using the Visual Study 2019 platform, enabled the integration
of an intelligent system with web technologies.

The intelligent medical decision support system automates the
unique experience of professionals and helps physicians in a multi-
disciplinary consultation make prompt and informed decisions online
regarding the appointment of personalized therapy. The system was
piloted with expert physicians in several iterations until complete
match between the consensus decision of the multidisciplinary coun-
cil and the decision made by the developed system in accordance with
clinical recommendations was achieved.
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This study is focused on improving the noise robustness of a bio-
metric speaker identification system based on mel-frequency cepstral
coefficients (MFCC) and a convolutional neural network (CNN). The
object of analysis is the acoustic structure of the Kazakh language
under clean and noisy conditions. The experimental database con-
sisted of 16 speakers, each represented by 12 audio recordings with a
duration of approximately 1 s. The speech signals were corrupted by
additive pink noise with different signal-to-noise ratio (SNR) levels.

Under clean signal conditions, the CNN-based classifier achieved
a high recognition accuracy of approximately 96%, as confirmed by
the confusion matrix with strong diagonal dominance. When ex-
posed to noise, the classification accuracy decreased to about 69%,
demonstrating the significant impact of acoustic interference on
speaker identification performance. To improve noise immunity,
noise augmentation was applied during training. After retraining on
the augmented dataset, the classification accuracy under noisy condi-
tions increased to approximately 89-90%.

The heatmaps of precision, recall, and F1-score demonstrate that
after robustness enhancement, most speaker classes achieve stable
metric values in the range of 0.85-1.00, while the averaged perfor-
mance metrics reach accuracy = 0.89-0.90, confirming consistent
recognition across the entire dataset. The results show that MFCC
features retain discriminative speaker-specific spectral characteristics
even under noise and that CNN-based classification significantly out-
performs traditional approaches in terms of robustness.

The proposed MFCC-CNN approach provides high identification
accuracy in clean environments and maintains competitive perfor-
mance under noise after data augmentation. The obtained results
confirm the practical applicability of the developed system for reliable
speaker verification in acoustically unstable environments, including
remote biometric authentication, access control, and intelligent com-
munication systems.

Keywords: speaker identification, voice biometrics, Kazakh
speech, mel-frequency cepstral coefficients, noise.
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The object of this study is the process and analysis of intelligent rec-

ognition and classification of spatiotemporal patterns in large arrays of
streaming data. The problem to be solved is the absence of a deep learning
framework that can guarantee adaptability to rapidly changing concepts,
efficient computation for continuous data streams, and the transparency
of the prediction process when working with heterogeneous and dy-
namically changing sources of big data used to support decision making.

The developed programing framework applies convolutional neu-
ral network- long short — term memory networks with an attention-
gating mechanism that enables detection of spatiotemporal depen-
dencies and exhibits model interpretation of decisions. Extensive
evaluation of the implemented system using multivariate flow-based
data demonstrated the performance capabilities of the system with a
classification accuracy of 0.98, F1 score of 0.97, area under the receiver
operating characteristic curve of 0.99 and Harmonic Score of 0.90. The
interpretation of the results is summarized by the interaction of mul-
tilevel feature extraction followed by an optimization process through
Kullback-Leibler divergence that ensures reliable online drift detection
and automatic models re-training. Additional contributions of the
systematic use of the framework included interpretable decisions using
Shapley Additive explanations and gradient-weighted class activation
mapping visualizations. It has a strong evidence of sustained reliable
model performance in non-stationarity data conditions and streaming
data. The outcome of this study embodies significant practical implica-
tions toward the creation of real-time decision-support systems in do-
mains. Finally, the structured framework can also be utilized for future
investigations into the development of highly scalable, explainable, and
trust-worthy artificial intelligence architectures.

Keywords: spatiotemporal modeling, hybrid architecture, drift
concept, statistical divergence, incremental retraining.
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This work examines the process that determines a phantom area
in an image acquired from a space radar observation system. The
principal hypothesis of the study assumed that improving a method
for defining the phantom area could reduce image processing errors
of the first and second kind.

The operational method for determining the phantom area in
an image acquired from a space radar observation system has been
improved; in it, in contrast to known ones:

—a radar image is represented as a two-dimensional array of
pixels whose intensity is determined by the amplitude of the radar
signal in grayscale;

- the influence of speckle noise is minimized using convolution
with a Gaussian filter;

- the image histogram is aligned to increase contrast;

- the boundaries in the image are selected using a gradient op-
erator;

- the area with the selected boundaries with objects of interest is
defined as the phantom area in the image acquired from a space radar
observation system.

An experimental study was conducted on the operational deter-
mination of the phantom area in an image from a space radar surveil-
lance system. Phantom areas on which objects of interest are located
are highlighted in an image from a space radar surveillance system.
At the final stage of the improved method for boundary selection, the
Sobel, Prewitt, and Roberts operators are considered. The choice of
the Roberts operator at the final stage for boundary selection allowed
for the following:

- a decrease in processing errors of the first kind: by 2.64% com-
pared to the Sobel operator; by 5.66% compared to the Prewitt operator;

- areduction of processing errors of the second kind: by 2.4% com-
pared to the Sobel operator; by 4.26% compared to the Prewitt operator.

Keywords: space radar surveillance system, phantom area, er-
rors of the first and second kind.
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The object of the study is the AES-128 (Advanced Encryption
Standard) - based image-encryption scheme. The problem solved is
the persistence of residual image structure and sub-ideal statistical
security when classical AES is naively applied to visual data. The
generated cipher images yield near-maximal entropy with low pixel
correlations and uniform histograms. Encrypted-image Chi-square
values concentrate around 200-310 (close to a uniform distribution),
the NPCR (Number Of Changing Pixel Rate) consistently 99.623—
99.657% with a best case 99.6547%, and the UACI (Unified Averaged
Changed Intensity) = 33.64% per channel (RGB combined = 22%).
Robustness tests show = 30.7 dB at 50% cropping and = 39.5-39.7 dB
at 0.01 salt-and-pepper noise and 6.25% cropping. These outcomes
are explained by the bit-level, state-dependent permutations intro-
duced by the surjective automaton (boosting diffusion) and by the
nonlinear S-box synthesized under strict criteria (e. g., bounded
differential uniformity, high nonlinearity) that heighten confusion,
and operation in CBC (Cipher Block Chaining) mode supplies se-
mantic security. Other unique features that facilitate the solution
are the substituting of ShiftRows/MixColumns with surjective finite
automata; a custom, criteria-optimized S-box; and a 10-round AES-
128 CBC pipeline with a random. Taking all of this together yield-
ing observed statistical uniformity, a high NPCR/UACI, and stable
robustness under degradation. Lastly, the findings demonstrate the
applicability to secure multimedia transmission and storage in chan-
nels prone to noise or partial data loss, and being data-agnostic, that
the transformations can generalize to text and generic binary data
when carefully managed.

Keywords: image encryption, surjective finite automaton, cus-
tom S-box, AES.
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This study investigates processes of message transmission via the

Internet to a virtual private cloud using Shamir’s scheme.

The evolution of the infocommunication infrastructure has led to

an increase in the role of cloud services. As a result, the requirements

for information protection along the paths of message delivery to the
clouds are increasing.

The task addressed is to reduce the probability of compromising
messages transmitted by a communication system.

The parameters of the information transmission system that
affect the probability of compromise of messages transmitted to the
virtual private cloud have been studied. The most vulnerable elements
in the communication system were found. To practically implement
the Shamir scheme via the Internet, the possibilities of using existing
routing technologies were studied.

For information transmission systems with ideal nodes, the
overall level of compromise significantly depends on the probability
of compromise of one path element, especially for remote clouds. An
increase in the probability of compromise on a single hop from 0.03 to
0.1 for 10 hops in a three-path system leads to an increase in the total
compromise from 0.02 to 0.28.

Protecting intermediate nodes from attacks is critical for remote
clouds. With 10 hops in a three-way communication system, the
overall probability of compromise increases fourfold from 0.02 to 0.08
with the same impact of an individual node and hop.

Protecting end nodes for a communication system is of signifi-
cant importance compared to nodes along the paths. The probability
of compromise of end nodes, equal to 0.1, gives an increase in the
total level of compromise from 0.03 to 0.21.

Keywords: probability of message compromise, Shamir’s secret
distribution method, virtual private cloud.
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The object of this study is the process of ensuring the security
of cyber-physical systems under the influence of external destruc-
tive factors, in particular information, radio-electronic, and physical
attacks aimed at disrupting continuous system operation. The paper
addresses the problem of determining the optimal structure of an air-
borne mobile network within a cyber-physical system, specifically the
ratio between operational and protective elements that ensures maxi-
mum system stability under targeted attacks. The presented model-
ing results are based on a minimax formulation of the interaction
between the system and the external environment, which makes it
possible to determine critical threshold values of stability parameters.



The applied mathematical model describes both the optimal

strategy of the attacking environment and the optimal initial structure
of the system itself. This enables the identification of relationships
between the initial ratio of operational and protective components
and the minimum adversary resources required for complete system
destruction. It is shown that an optimal configuration of protective
elements forces the attacking environment to expend 1.5-2 times
more resources compared to suboptimal structures. A correctly se-
lected ratio of system elements slows down the degradation of the
protective contour. The developed mathematical model confirms the
existence of an optimal strategy for external environment behavior
and an optimal initial structure of the airborne mobile network of the
cyber-physical system. This approach improves the design process of
cyber-physical systems at early stages, enhances their survivability,
and contributes to the development of a methodology for integrated
protection of airborne mobile networks under challenging real-world
conditions.

Keywords: cyber-physical systems, unmanned aerial vehicles,
mobile wireless network, protective elements.
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PO3POBKA MOJEJII BUMIPIOBAHHSA BIICTAHI 3 BUKOPHMCTAHHAM IIIAXOAY 3BIJIBINIEHHSA TA
MOIU®PIKAIIT APXITEKTYPH YOLOVS3 (c. 6-15)

Herdianto Herdianto, Poltak Sihombing, Fahmi Fahmi, Tulus Tulus

BusHavyeHHs Haiikpalrol Mogesti 111 BUMipIOBaHHS BificTaHi 0 06’ekTa, BigIOBiHOI dhopMynu AJis Liel Mozesi Ta Moaudikarii apxiTex-
Typu YOLOV3 € npeiMeToM I1p0ro AoctipkeHHs. Lle 6ys1o 3po6eHo a1t BUpillleHHs Tpo6ieMy MOXUOOK BUMipIOBaHHS BifICTaHi /10 00’€KTa
3a JIOTIOMOT'0I0 MOHOKYJISIPHOI KaMepu. Y IbOMY AOCIIi/HKEHH] ZOCTIAHIKA BUKOPHCTAIH MiZXi/| 3611bIIeHHs Ta MOAU(IKYBaIN apXiTeKTypy
YOLOV3, sika Tozi orpuMasa Ha3By Hybrid Dist - YOLOv3. 3ariporioHoBaHa MOZie/Tb BUMipIOBaHH Bi/ICTaHi He BUKOPUCTOBYE 3MiHHi BUCOTH
KaMepH Ta BifICTaHi 3CyBy KaMepHy, TOMy BOHaA Bce IIfe MO)Ke BUMipIOBAaTH 00 €KTH, sIKi BHIIi 32 BICOTY KaMEpH, a Yac BUMIPIOBaHHS € IIBU/-
myM. EIUHOI0 3MiHHOK0 y dopMy/ti BuMipsiHOI BifictaHi € 3MiHa BucoTH 300paxkeHHs1 06’ekra. Ilo crocyeTbest Moaudikariil apxitexrypu
YOLOV3, icHye /iBa TUIIA HaBYaJbHUX Ta TECTOBUX JAHUX: II0YATKOBI JaHi BUMiproBaHb Ta JaHi 3 KITTI. HaByasibHi JjaHi 3 I04aTKOBUX BU-
MipIOBaHb CKJIAJIAJIVCS 3 TPHOX KJIACiB, a caMe: JIFOIUHA, IUISIIKA Ta KaHicTpa, 3 24, 10 ta 10 BubipkaMu BignoBizHO. TOUHICT BUSBIEHHS IIpU
mAP 5o cTaHOBUTH 0.994, 1.1, 3 aGCOTFOTHUMY 3HAYEHHSIMM TIOXUOKU BUMiproBaHHS (€A) —0.274, —0.153 Ta —0.163. [ly11 HABYAJIbHUX JIaHUX
KITTI € Tpu K1acu 06’€KTiB, a came: MIIIoXi, aBTOMOOIIb Ta BAHTAXKIBKA, 3 1150, 7682 Ta 318 BUGipKaMH BiIIOBiZHO. 3TiZIHO 3 TPOBEAEHUMU
TeCTaMMU, 3HAUEeHHS €4 JJIsI KJIAciB IIIIOXiZl, aBTOMOOIIb Ta BaHTa)KiBKa ITOKa3ylOTh ITOKpAl[eHHsI IIOPiBHSIHO 3 MOTMepeHIM JOCTiPKeHHIM,
sIKe CIIOYaTKy CTaHOBWJIO 1.75, 2.49 Ta 4.63, 1o 1.37, 2.25 Ta 3.74. Pe3y/bTaTy 1bOTO JOCJI/PKEHH MOXKYTb OyTH 3aCTOCOBaHi B aBTOMOOGLIBHIH
TIPOMHUCJIOBOCTI J7TIs1 cucTeM Aoromoru Bojiesi (C/IB), dyT6oapHNX po60TiB a60 MOAiGHMX CHCTEM, 110 TOTPe6y0Th BUMIpIOBaHHS BiJICTaHi.

KU1r04o0Bi cj1oBa: 06’eKT BUSIBJIEHHS], OlliHKa BificTani, CIB, MoHOKyspHa KaMepa, YOLO, Hybrid Dist.
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PO3POBKA IHTEJIEKTYAJIbHOI CUCTEMH KEPYBAHHS TA EHEPTETUYHOTI'O YIIPABJIIHHSA JJIA
CTPATOCO®EPHUX TEJEKOMYHIKAIIIMHUX TUPHIKABJIIB (c. 16-27)

Ainur Kuttybayeva, Samal Zhamalova, Mukhit Abdullayev, Gaziz Zhampeissov, Kalmukhamed Tazhen, Anar Khabay, Aigul
Orazymbetova, Askar Kanzhar, Tatyana Mechsheryakova, Vladimir Domrachev

OG6’eKTOM IOCITi/PKEHHS € aBTOHOMHA BUCOTHA IUTaTdopMa T JUproKa6sis. Llei TUIT BUCOTHOI IU1aTdhopMy IPU3HAYEHHH JI7Is1 TPHUBAJIO]
TeJIeKOMyHiKaliiiHOI peTpaHcALil Ha BUcoTax 18-25 kM. OCHOBHA Ipo6JieMa I10JIsIra€ B HeJOCTaTHIN CTaGiIbHOCT] MOIbOTY Ha BUCOTI CTpa-
TocdepH Ta 06MEKEHUX eHePreTUYHNX MOXKJIMBOCTSX JIITAJIBHUX araparis. {711 BUpillleHHs Tpo6sieM po3po0JIeHO iHTerpoBaHy iHTeIeKTy-
aJIbHY CHCTeMY KepyBaHH: Ta eHeproMeHe/KMeHTy. Llg apXiTekTypa B MOPTaTUBHOMY BUIVIsA/i BKJIFOYa€ CEHCOPHUI MOJIYJb, MiKPOKOHTpOJIED
STM32, TeneMeTpuuHM KaHaI LoRa, MaTeMaTU4YHY MO/Ie/Ib IMHAMIKM 3 ypaxyBaHHsM IiIIOMHOI CHJIH, a€POMHAMIYHOTO OIIOPY, 30BHIIIHIX
daxTopiB Ta aTMOC(epHUX TTapaMeTpiB, a HANTOJOBHIIIE — 3aIIPOIIOHOBAHO TiOpUAHUI aganTuBHUI PID-HeuiTKHT KOHTpOsep. [[0AaTKOBO
3aIPOIIOHOBAHO MOJIE/Ib €HEPIeTUYHOr0 6aaHCy, AKa 6e31ocepe/IHbO B3aeMOZIE i3 COHAUHUMU MTaHeIMU, eHeProCIIOKUBAaHHAM ITPUBO/IiB
Ta po6OTOIO Bif akyMmysisTopa. OTpUMaHi aHi MOZIETIOBAaHHST ITOKA3yI0Th, 1IJ0 BUKOPUCTaHH PID-HediTKOro KOHTposiepa 3abesredye 3HaUHe
MiABUIIEHHS CTablIbHOCTI poboTy IIaTdopmu. Yac mepexoqy CKOpPOUyeThbesl Ha 44,4%, MaKCHMasbHe BiIXWJIEHHS Bif 3a/laHOi BHCOTH Ta
TPAEKTOPII MOJLOTY 3MEHIIYEThCS HA 56,5%, a CepeIHE CIIOKUBAHHSI €HEepril MPHUBOLOM 3MEHINYEThCS Ha 20-22%. Mozesib eHepreTU4HOro
GaylaHCy IEMOHCTpYE, 1[0 PO3p0o6JIeHa CHCcTeMa 3AaTHA 36epiratu 1o 46% 3apsafy aKyMysIsTopa Iicis 24 roguH po6oTH, 1o Ha 18% Bule 110-
PpiBHSIHO 3 cucTeMolo 6e3 aJallTHBHOTO YIIPaBIiHHS eHeprielo.

IIpakTUyHe 3HAYEHHS IIPOEKTY IOJIATa€ B MOXKJIMBOCTI BUKOPHCTAHHSI PO3POOJIEHOI CUCTEMH B CKJIaJ[i aBTOHOMHHUX TeJIeKOMYHIKaIiHHX
MepeXK, aepOCTATIB, CHCTEMU eKCTPEHOT'0 3B’SI3KY, AUCTAHLIIHHOT0 30HAyBaHHS 3eMJIi, @ TAKOXK B €JIeMEHTAX IIePCIIeKTUBHUX Mepexx 6G Ta NTN.

Kirrouogi croBa: BUCOTHI 11aTopMHi cuctemu, auprxka6ii, PID-neuitkuii, LoRa, MatLab, aeposrHamMiuHe MozieTFOBaHHs, yITPaB/IiHHSA
eHepriero.
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PO3POBKA IHTEJIEKTYAJIBHOT CHCTEMH IIATPUMKH JIUISI BUBOPY JIIKYBAHHS
TEIATOIEJTIOJIIPHOT KAPITMHOMH (c. 28-36)

Masuma Mammadova, Nuru Bayramov, Zarifa Jabrayilova, Tetyana Baydyk, Mehriban Huseynova

OG6’€KTOM JIOCJI/PKEHHS € TIPOLieC MPUIHSATTS KIIHIYHUX pillleHb 1110710 BUOOPY METO/Y JTIKyBaHHS TelaToLesIosipHol KapiuHom# (T1IK)
Ha OCHOBi MeJJUUHUX JIaHUX TaljieHTa. [Iporec Bubopy Metoay JiikyBaHHs ['1[K 3amiiaersbes cabo (hopMali3oBaHUM Ta XapaKTePU3YEThCS
6araToKpUTEPiaIbHICTIO Ta HASIBHICTIO YUCIEHHUX KIIHIYHUX CUTYAIiH, IS KOXKHOI 3 IKUX HEOOXiZIHO OITepaTMBHO BU3HAYNTH HAUTOYHIIIIe
TepareBTUYHE pillleHHs.



YV 11pOMy JOCJIPKeHHI po3p006JIeHO iHTeeKTya bHy CHUCTeMy MiATPUMKU MeAWYHUX pillleHb 10710 BUGOpy MeTony JikyBaHHs I'LIK Ha
OCHOBI 3HaHb, 1IJ0 3aCTOCOBYIOTHCS B KJIIHIUHINA MpaKTHUIIi.

YV HbOMY 3aIIPOIIOHOBAHO APXiTEKTYpHi Ta (YHKIIOHAJIBHI IPUHITUIIN iHTEJEeKTyaabHOI CUCTEMHU IMiATPUMKH pillleHb, 110 Kaacudikye
1IiHIYHI cuTyanii 3a MetozoM JtikyBaHHs LK, 110 CK/IafilaeThesl 3 KUIBKOX MOAUIMBUX KOMOGiHa1 i 44 iHdopMaTuBHUX ITapamMeTpiB. Ha ocHOBI
IIOTOYHUX 3HAYeHb [J1X IapaMeTPiB eKCIIePTHI 3HaHH [IePEeTBOPIOIOTHCS Ha IMIPOAYKIIiiHI MpaBuJIa, 1[0 BU3HAYAIOTh MeTOAU JIiKyBaHHs I'IK.

Ha ocHoBi aHas1i3y MpoAyKI[iifHUX ITpaBUJI Bi/IMOBiZHO /10 TOTOYHUX 3HAYEHb ITapaMeTpPiB po3po6sIeHO eBPUCTUYHY ITPOLieAypy BUOODY JIi-
KyBaHHs, sIKa BiITBOPIOE MOZe/Ii MipKyBaHb Y4aCHUKIB MXAUCIUILIIHAPHOL paiy MiJ] 4ac IXHbOTO IIpolLiecy IPUUHATTS KOHCEHCYCHUX pillleHb
1ozi0 pu3HadeHHs JikyBaHHs ['LIK. IIporpamHa peastizariist Moziesi MpUHAHSTTS pillleHb 10710 BUubopy sikyBaHHs ['LIK, peasizoBaHa Ha C# 3
BUKOpUCTAaHHAM Iu1aTdopmu Visual Study 2019, fo3Bosinia iHTerpaito iHTe1eKTyaJIbHOi CUCTeMHU 3 BeO-TeXHOJIOTisSIMU.

IHTeNIeKTyaIbHA cHCTeMa MTiATPUMKY MeINYHHX pillleHb aBTOMATH3Ye YHiKaJIbHUHN /I0CBi/ (axiBIliB Ta JoroMarae JikapsiM y 6araTorpo-
impHi# KOHCY/BTAI] TPUIIMATH ONEepaTUBHI Ta 0OIPyHTOBaHI pillleHHs OHJIAMH IIOA0 MpHU3HAYeHHHA NepcoHasizoBaHoi Tepamii. CucTeMa
Gys1a MMiJIOTOBaHA 3 JIiKapsIMU-eKCIIEPTaMH B KiJIBKOX iTepallisix, oKy He 6y/I0 ZOCATHYTO ITOBHOI Bi/[IIOBIZIHOCTI Mi>K KOHCEHCYCHUM pillleHHSAM
6araTonpodisbHOI pasy Ta pillleHHSIM, IPUHHATIM PO3pO6IEHOI0 CICTEMOIO Bi/IMIOBIIHO /10 KIiHIYHUX peKOMeHAITiil.

KurrouoBi cy1oBa: renarolesosipHa KapIiHoMa, BUGIp JIiKyBaHHS, iHTe/leKTyaIbHa CUCTeMa MiTPUMKH pillleHb, 6a3a 3HaHb.
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PO3POBKA TA BIOCKOHAJIEHHSA IIIYMOBOI IMYHITETHOCTI MO/IEJII BIOMETPUYHOI IJTEHTU®IKAIIIT
TOBOPY HA OCHOBI MFCC TA CNN (c. 37-53)

Muhabbat Khizirova, Katipa Chezhimbayeva, Abdurazhak Kassimov, Muratbek Yermekbaev, Assiya Iskakova, Zhaina Abilkaiyr

Ile fgocui/KeHHsT 30Cepe/PKeHO Ha ITIOKpalleHHi criiffkocti fo mymy GiomeTpuyHOi cucreMH ifeHTH(iKanii MOBII Ha OCHOBI MeJI-
YACTOTHHUX KeTCTpaJbHUX KoedirieHnTiB (MFCC) ta 3ropTkoBoi HelipoHHOI Mepexi (CNN). O6’eKTOM aHasi3y € aKyCTU4Ha CTPYKTypa Ka-
3aXChKOI MOBU B YMCTHX Ta IIYMHHUX yMOBaX. ExcriepyMeHTapHa 6a3a JaHUX CKJIaJjalacs 3 16 MOBIIiB, KO)KEH 3 SIKUX OyB IIpe/icTaBIeHHUI
12 aygmio3amucamMu TPHUBATICTIO MPUOGIN3HO 1 ¢. MOBJIEHHEBI CUTHAIN OY/IM CIIOTBOPEHi aiNTUBHUM POXXEBUM IIYMOM 3 Pi3HUMHU PiBHSAMU
criBBigHOIIEHHST curHau/myM (SNR).

B ymoBax uncroro curHaty kiracudikarop Ha ocHoBi CNN z1ocsir BUCOKOT TOYHOCT] po3Ii3HaBaHHS MPUOIN3HO 96%, 110 MiZTBEPAXKYETHCS
MaTpHUIel0 TTyTAaHUHU 3 CUJIBHUM /[iarOHAJIbHUM JOMiHyBaHHAM. IliZi BIJTMBOM IIyMy TOYHICTh KacHbikarii 3HMU3MIACS MTPUOIN3HO [0
69%, 1110 IeMOHCTpPY€E 3HAUHUH BIUIMB aKyCTUYHUX IT€PeLIKof, Ha e(eKTHUBHICTb ieHTHdikalil MoBIs. [[JIsl OKpalleHHs 3aBaloCTiHKOCTI mif,
Jac HaBYaHHS GyJI0 3aCTOCOBAHO IIyMOBE ITOCHIIEHHSI. ITic/Is MOBTOPHOrO HaBYaHHS Ha JOTIOBHEHOMY Ha60pi JaHUX TOYHICTh K1acu@ikariii B
LIYMHHX YMOBAaXx 3pocja IpUOInu3HO 10 89-90%.

Ter1oBi KapTH TOYHOCTI, TOBHOTHU Ta F1-OI[{HKM J€MOHCTPYIOTb, 110 IIC/IS Ii/IBUIIEHHS poOYCTHOCTI GiIBLIICTh KJIAaCiB MOBIB focsira-
FOTh CTA0IIPHIX 3HAUeHb METPUK y Aiana3oHi 0,85-1,00, Tofi K ycepefHeHi METPUKH ITPOAYKTUBHOCTI AOCATAIOTh TOYHOCTI = 0,89-0,90, 10
TMiATBEp/XKye TOCIiIoBHE PO3Ii3HaBaHHSA 110 BCbOMY Habopy AaHUX. PesyabraTi mokasyroTs, 10 o3Haku MFCC 36epiraroTs crienjudiuHi A
MOBIISI CIIEKTPAJIbHI XapaKTepHUCTUKY HaBITh 3a MIyMy, i 1[0 Ktacudikariist Ha ocHoBi CNN 3HAa4YHO IepeBepIiye TpaJANIiiHi MiX0A1 3 TOIKH
30py po6aCTHOCTI.

3amporioHoBaHui migxis MFCC-CNN 3a6esmedye BUCOKY TOUHICTb ifeHTH(]IKalii B YMCTHX cepe/JOBULIAX Ta MiATPUMYe KOHKYypPEHTO-
CIIPOMOXKHY NPOAYKTHBHICTb 32 IIyMy IIiCJIs JOIOBHEHHS JaHUX. OTpHMMaHi pe3y/lbTaTH IiATBEPPKYIOTh NPAKTUYHY 3aCTOCOBHICTH PO3-
pobsieHoi cucteMu A1 HafliliHOI Bepudikalii MOBI B aKyCTUYHO HECTaOiIbHMX CEPeIOBUIIAX, BKIIOYAIOUM JIMCTAHIIiIiHYy GioMeTpuuHy
aBTeHTH(DIKaI[{10, KOHTPOJIb JJOCTYITY Ta iHTEJIEKTyaIbHi CUCTEMH 3B SI3KY.

KorrouoBi ciroBa: ifjeHTH(iKAaLisT MOBISI, T0JI0COBA 6iOMeTpist, Ka3aXChKe MOBJIEHHSI, MEJI-4aCTOTHI KellcTpaabHi KoeillieHTH, LTyM.
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PO3POBKA METOAY INTMBOKOI'O HABYAHHS JJI51 PO3III3HABAHHS CKUIIAJHUX HIABJIOHIB ¥ BEJIUKUX
JAHHUX (c. 54-66)

Gulzhan Muratova, Ainur Jumagaliyeva, Venera Rystygulova, Elmira Abdykerimova, Asset Turkmenbayev, Bulat Serimbetov,
Zauresh Yersultanova, Gulzada Omarkulova

OG6’€KTOM LIBOTO JIOCJI/KEHHS € IIPOLeC Ta aHATI3 iHTeJIEKTyaIbHOTO PO3IIi3HaBaHHS Ta KIacu(ikallil IpocTOPOBO-4aCOBUX IIAGJIOHIB Y
BEJTMKMX MacCHBax MOTOKOBHUX JJaHUX. [Ipo6siema, sIKy HeoOXiZIHO BUPILINTH, TTOJIATAE y Bi/ICYyTHOCTI CHCTEMH INTMOOKOTO HaBYaHHS, KA MOXKE
rapaHTyBaTH a/IallITUBHICTD /10 MIBHUKO3MiHHUX KOHIENIi, e)eKTUBHE 00UMCIeHHS /JIsl 6e3IlepepBHUX IIOTOKIB JaHUX Ta IIPO30pPicTh IIpo-
IIecy ITPOTHO3YBAHHS IIiJi 4ac poOOTH 3 TeTePOreHHNMH Ta AMHAMIYHO 3MiHHUMU /PKEPeIaMU BEJTMKUX /IaHUX, 1[0 BUKOPUCTOBYIOTHCS JIJIST
MiATPUMKY TPUHHATTS pillleHb.

Pospo6sieHa cucTeMa IIporpaMyBaHHSI BUKOPHCTOBYE 3TOPTKOBY HEHPOHHY MEPEXKY 3 JIOBrOI0 KOPOTKOYACHOIO ITaM SITTIO Ta MEXaHi3MOM
KOHTPOJIIO YBarH, 10 JO3BOJISIE BUABJIATH IIPOCTOPOBO-YaCOBI 3aJIEXKHOCTI Ta IEMOHCTPYE MOJIeJIbHY iHTepIpeTalito pimens. IIIupoka orjiHka
peasti3oBaHOi cCCTeMH 3 BUKOPHUCTAHHSIM 6araTOBUMipHUX IIOTOKOBUX JJAHUX IIPOJeMOHCTPYBaIa MOXKJIMBOCT CUCTEMH 3 TOUHICTIO KJIacudi-
Karii 0,98, mokaszuukoM F1 0,97, TUTOIEIO /T KpUBOIO POGOYO0T XapaKTepUCTUKY mpuiiMaya 0,99 Ta moka3HuKoM rapMmoHiku 0,90. IHTepmpe-



Tallisl pe3y/IbTaTiB MiZIcyMOBaHa B3a€MOZIi€l0 6araTopiBHEBOI0 BUJIy4eHHs 03HaK, a IIOTiM IIPOLiecoM ONTUMi3allii 3a [0IIOMOI0I0 JYBepreHIil
Kynb6aka-Jleiibepa, 1o 3a6e3redye HafiliHe OHJIAH-BUSBJICHHS Apeiidy Ta aBTOMaTHYHE IT€peHaBYaHHS Mogesieil. JI0/[aTKOBUi BHECOK
CHCTEMaTUIHOT'0 BUKOPUCTAHHS (hpeiIMBOPKY BKJIIOUAB iHTEPIIPETOBaHi pillleHHsI 3 BUKOPHUCTaHHSIM aJUTUBHUX NosicHeHb [1lerui Ta Bizyasti-
3amiil KapT aKTUBalLlil KIaciB 3 rpaziieHTHOO Baro. Lle Mae Baromi /{okasu cTiiikol HaziitHOI po60TH MOojiesIi B yMOBaxX HeCTal[iOHapHOCTI /ia-
HMX Ta IIOTOKOBUX JIaHUX. Pe3y/IbTaTy LbOT0 JOCIIiZPKEHH MalOTh 3HAYHI IPAKTUYHI HACJIiZIKY JJI1 CTBOPEHHS CUCTEM I JTPUMKHU IPUHHATTS
pileHsb y peasibHOMY yaci B IIpe/]MeTHUX o6s1acTsiX. HapemTi, cTpykTypoBaHuii ppeiiMBOpK Takox Moxe 6yTH BUKOPUCTAHUM /11 MaliGyTHIX
JIOCJTi/IKeHb PO3POOKH BICOKOMACIITA00BAHUX, IJHIX HaAlii Ta HaA{ITHMX apXiTeKTyp IITyYHOTO iHTEJIEeKTY.

KUrro4oBi cjioBa: IIpocTOpOBO-4acOBe MOZIETIIOBAHHS, Mi6pUiHa apXiTeKTypa, KOHIIEMLis Apelidy, CTaTUCTUYHA AUBEPreHIlis], [IOCTYIIOBE
repeHaBUYaHHS.
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YIOCKOHAJEHHSI METOJY OIIEPATHBHOT'O BU3HAYEHHSI TIITHKA ®AHTOMI3AIII HA 305PAKEHHI 3
KOCMIYHOI CHCTEMMU PAIIOJIOKAIIIMHOTO CIOCTEPEKEHHS (c. 67-76)

I. B. Xygos, O. M. MakoBei4yK, 1. A. XrnkHsK, [I. O. I'yp’es, A. B. ITonios, C. B. Oxiiiauxk, II. II. Maxamrra, 5. /I. Cugopos,
O. B. Porynsa, M. M. AxaMuyyK

OG6’€KTOM JIOCTIi/KEHHST € TpOoIleC BU3HAUYEHHS AUITHKU (paHTOMi3arii Ha 300paykKeHHI 3 KOCMIYHOI CHCTEMH paJioJIOKaliifHOTO CIIO-
crepexkeHHs. OCHOBHa rirnoTesa J0CTiZPKeHHs T0JIAraja B TOMY, 110 YZJOCKOHaJIEeHHs MeTO/ly BU3HAa4eHHs AiIAHKN paHTOMI3a1ii 103BOIUTD
3MEHIINTH IOMUJIKH 00POOKH 306payKeHHS MEPIIOro Ta APYroro pofy.

VaockoHasieHO MeTOZ, ONepaTHBHOIO BU3HAYEHHs AiMAHKH (aHToMizalii Ha 300paXkeHH] 3 KOCMIYHOI CHCTeMHU PaZiooKaI[iiiHOTO CII0-
CTEPEXEHHs, B IKOMY, Ha BiZ]MiHy BiJl BifjoMUX:

- pasiiosoKariiiiHe 306payKeHHs Pe/CTaBIeHO Y BUIVIA/ IBOMiPHOTO MAacHBY ITiKCeJIiB, iIHTEHCUBHICTb SIKUX BU3HAYA€THCS aMIUTITYZ0I0
paziioyiokariifinoro curHajy B rpajialisx ciporo;

— IIPOBOAMTHCS MiHIMi3allist BILIMBY CIEKJI-IITyMYy 32 JOIIOMOT'O0 3TOPTaHHS 3 TayCOBCHKUM (DiTbTPOM;

— IIPOBOAUTHCSI BUPiBHIOBAHHI ricTorpaMu 306paykeHHS 3 METOIO ITi/IBUILIEHHST KOHTPACTY;

— IIPOBOAMTHCS BUJIJIEHHS IPAHUIb HA 300pa)KeHHI I'Pa/lieHTHUM OIIepaTopoM;

- 00671aCTh 3 BUZJIEHUMH I'PaHUIIIMHE 3 00’ €KTaMU iHTepecy BU3HaYaeThCA K AiISHKA (paHTOMI3aIlil Ha 306paXKeHHi 3 KOCMiYHOI CHCTeMU
PpaziioyiokaliiiHOro CriocTepesKeHH .

TIpoBezieHO eKCIepUMeHTaIbHE JOCTIPKEHHS I[O/[0 OIIepaTUBHOIO BU3HAYEHHS JAMSHKN (aHTOoMi3alii Ha 300pakeHHI 3 KOCMiYHOI
CHCTEMHU Pa/lioJIOKAIliifHOrO criocTepe)keHHs. Ha 300pajkeHH] 3 KOCMIUHOI CHCTEMM PafioIOKaI[iiHOTO CIIOCTEepeXKeHHsI BUJIiIeH] AUMSHKYI
(anToMizalil, Ha KUX pO3TalIOBaHi 06’€KTH iHTepecy. Ha 3aK/II04HOMY eTalli y/l0CKOHAJIEHOTO METO/Y /JIst BU/IIJIEHHSI IPaHUIlb PO3IVISTHYTO
omneparopu Co6est, I[IproiTTa Ta Po6epTca. Bubip Ha 3aK/II09HOMY eTarli AJisl BUIZIEHHs TpaHuIlb oriepaTopy PobepTca J03BOJHB:

— 3HU3UTU TIOMMJIKM OOPOGKH IEpIIOro pojy: Ha 2,64% y MOPIBHSHHI 3 3acTOCyBaHHSM orepaTtopy Cobess, Ha 5,66% y NMOpPiBHSIHHI 3
onepaTtopoM IIproiTTa;

— 3HU3UTU IOMUJIKU 0OPOOKY JIPYTOro pofy: Ha 2,4% y opiBHsIHHI 3 oniepatopom Cobersi;,Ha 4,26% y IOpiBHSIHHI 3 oriepaTopoM IIproiTTa.

Krro4ogi coBa: KocMiyHa crcTeMa pa/liosIOKalliifHOTO CIIoCTepe)KeHH, JiITHKa (haHTOMi3allii, TOMUJIKA TIEPLIOTOo, IPyroro Pozy.
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PO3POBKA METOJY IIH®PYBAHHSI 305PAKEHD 3 BAKOPHCTAHHSIM CYP’EKTUBHAX CKIHYEHHHAX
ABTOMATIB TA BUKOPUCTYBAJIBLHOI'O S-BOKCY B PAMKAX PO3IIUPEHOIO CTAHIAPTY
LIN®PYBAHHS (c. 77-99)

Alibek Barlybayev, Zhanat Saukhanova, Gulmira Shakhmetova, Altynbek Sharipbay, Sayat Raykul, Altay Khassenov

OG6’eKTOM JIOCITi/KEHHSI € cxeMa HIH(pyBaHHs 306pakeHb Ha ocHOBI AES-128 (Advanced Encryption Standard). Po3risiiaerbest mpo6iema
30epeXKeHHS 3aJIMIIKOBOI CTPYKTYpH 300paKeHHs Ta Cy6i/ieabHOI CTaTUCTHYHOI/AndepeHIianbHOI Ge3reky, ko kiacuyHe AES HaiBHO 3a-
CTOCOBYETBCS JI0 Bi3yaJIbHUX AAHUX. 3aIIPOITOHOBAHMI METO/ fae 3amundpoBaHi 300paykeHHs 3 Malhke MAKCHMaJIBHOIO €HTPOITi€l0 Ta HU3bKHU-
MM KOpeJsAllisIMU TiKCceJIiB 3 piBHOMipHUMU ricTorpamamu. 3Ha4eHHd Xi-KBaJpaT 3alIM(GPOBAHUX 300paXkKeHb KOHIIEHTPYIOThCA MPHUOIU3HO
B Mexax 200-310 (6;1u3bko 10 piBHOMIpHOTO po3nozginy), NPCR (Number Of Changing Pixel Rate) cra6isbHO cTaHOBUTE 99,623-99,657% 3
HaHKpalyM BUITaAKOM 99,6547%, a UACI (Unified Averaged Changed Intensity) ~ 33,64% Ha xana (RGB pazom ~ 22%). TectTi Ha poGacTHICTh
MOoKa3yoTh ~ 30,7 Ab nipu 50% kazpyBaHHi Ta = 39,5-39,7 nb nipu 0,01 1yMy «Ciib-1ieperb» Ta 6,25% kaapyBaHHi. L1i pe3ysbTaTi M0sSCHIOThCA
6iTOBMMMU, 3aJIEKHUMHU BiJI CTaHy ITlepeCTaHOBKaMHU, BBEZIGHUMH CIOp’€KTUBHUM aBTOMATOM (TiBUINEHHS Andy3ii), Ta HesiHiltHUM S-60KcoM,
CHHTE30BaHUM 3a CYBOPMMU KpUTepisiMU (HAIIPUKIIaZ, o6MeXxeHa AridepeHIiiaabHa OfHOPIHICTh, BUCOKA HEJTIHIMHICTD), 1[0 TIOCUJIIOE TLTY-
TaHUHY, a pobora B pexkxuMi CBC (Cipher Block Chaining) 3a6e3neuye cemaHTH4HY Ge3IeKy. BiiMiHHI 0cO6GJMBOCTI, 1110 3a6€3I1€UyIOTh Iie
pinreHHs, BKI04aoTh: 3aMiHy ShiftRows/MixColumns Ha clop’eKTHBHUI aBTOMAT; KOPHUCTYBAI[bKHU, ONTUMi30BaHUIt 32 KpUTepisiMu S-60Kc;
Ta 10-payHzoBuii koHBeep AES-128 CBC Ha BUIaAKOBUN. Pa30M BOHH 3a0€3I1e4yI0Th CIIOCTEPEKYBAHY CTATUCTUYHY OAHOPIZHICTb, BUCOKUI
NPCR/UACI Ta cTabipHMI pobacTHICTB ITpH Aerpajaniii. 3perToro, pe3y/IbTaTi BKa3yI0Th Ha 3aCTOCOBHICTB /I G€3I1eYHOI Iepezadi Ta 36e-



piraHHs My/IbTHMeE/Iia B KaHaJIaX, CXMJIbHUX JI0 IIyMy a60 YaCTKOBOI BTPATH JaHUX, @ TAKOXK, OCKLIbKY IIEPETBOPEHHST He 3aJIe)KaTh BiJ JaHUX,
y3araJbHEHHsI /10 TEKCTYy Ta 3araJbHUX ABINKOBHX JaHUX 32 YMOBU HAJIE)KHOTO KepyBaHHS.
KorrouoBi ciroBa: mrdpyBaHHS 300pa)keHb, CIOP’€KTUBHMI CKiHUEHHMI aBTOMAT, KOPUCTYBAI[bKUiT S-010K, AES.
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3SMEHIIEHHSI PIBHSI KOMIIPOMETAIIIT MIOBIIOMJIEHb B CHCTEMAX NEPEJAYI IHOOPMAIIII 1O
BIPTYAJIbBHUX ITPUBATHUX XMAP 3 BUKOPUCTAHHAM CXEMM HIAMIPA (c. 100-113)

A. B. Mapuyk, T. M. KoBasienko, C. B. IlItanreii, O. B. JIiHHUK

OG6’eKTOM JOCTI/PKEHHS € MPOIlecH NepeAadi MoBiloMJIeHb Yepe3 Mepexxy IHTepHeT /10 BipTyasbHOI IPMBAaTHOI XMapy 3 BUKOPHCTaHHAM
cxemu Illamipa.

EBosronist inoxomyHikarifiHol iHGpacTpyKTypH Ipu3Besia [0 MiZBUIIEHHS POJIi XMapHUX CepBiciB. | K HACTIJOK, 3pOCTAI0Th BUMOTI'H
JI0 3axucTy iHbopManii Ha IUIAXax JOCTaBKY MOBiJOMJIEHD JI0 XMap. BupilryBanack mpo6iemMa 3MeHIIeHHsI HMOBipHOCTI KOMIIpoMeTaliil 11o-
BiZIOMJIEHB, 1[0 TIEPEAAIOTHCS CUCTEMOIO 3B S3KY.

IocifkeHi mapaMeTpy cUCTeMU Tepezadi iHdopmariil, 1110 BIVIMBAIOTh Ha HMOBIpHiCTh KOMITpOMeTAllii TOBiJOMJIEHb, SIKi Ilepe/JaloThCst
J10 BipTyasibHOI NpUBAaTHOI XMapH. 3HaliZieHi HailGiIbII BPas3/IMBi eJleMEHTH CHUCTeMH 3B’s3Ky. [I1s mpakTudHoI peasisanii cxemu Illamipa
uyepe3 Mepexxy [HTepHeT AOCTi/pKeHi MOXJIMBOCT] 3aCTOCYBaHHS iCHYFOYMX TEXHOJIOTII MapuIpyTU3aii.

Jlnst cucreM nepezadi iHopmarii 3 iieabHUMHU By3/1aMU 3arajJbHUI piBeHb KOMIIPOMETAIlii CyTTEBO 3aJIeXKUTh Bifl IMOBipHOCTI KOMIIpO-
MeTallil O/HOTO eJIeMeHTa IILIAXY, OCOOJIMBO JUIS BififjasleHMX XMap. 3pocTaHHs HMOBIpHOCTI KOMITpoMeTanii Ha ofHOMY xori 3 0,03 mo 0,1 st
10 xo1miB B cUCTeMI 3 TPpOMa LIISIXaMU IIPUBOAUTD IO POCTY 3arajbHOI KoMIipomeTariii 3 0,02 go 0,28.

3axyCT IPOMIDKHUX BY3JIiB Bifi aTaK € KpUTUYHO BOKJIMBUM /IS BifmaneHux xmap. [Ipu 10 Xonax B CHCTeMi 3B’S13Ky 3 TPhOMa LIUISIXaMHU
3arajbHa MMOBipHiCTh KOMITpOMeTallii 36iIbIIyeThCcs B YOTHPH pasu 3 0,02 1o 0,08 mpy ofHaKOBOMY BILIMBi OKPEMOTro By3Ja i xora.

3aXUCT KiHIEBUX BY3JIiB /I CUCTEMU 3B’I3Ky Mae CyTTEBe 3HAUEHHs B MOPIBHAHHI 3 BY3/IaMU B3/[0BXK IUIsIXiB. IMOBIpHicTb KoMIpoMe-
Taril KiHLIeBUX BY3JIiB, 10 f0piBHIOE 0,1, lae 361/IbIIEHHS 3ara/IbHOTO piBHA KommpoMertariii 3 0,03 mo 0,21.

Korro4oBi ciroBa: IMOBipHICTh KOMITpOMeTAIlii TOBiJOMJIEHHS], METOJ|, pO3MOALLY cekpetiB [Ilamipa, BipTyasbHa IpUBaTHA XMapa.

DOI: 10.15587/1729-4061.2025.345894
PO3POBKA MOJIEJII OPTAHI3ALIII CACTEMM BE3NEKH 3 YPAXYBAHHSIM BILTUBY 30BHIILIHLOTO
CEPEJIOBUIIIA (c. 114-124)

H. B. hxeHIoK, B. ®. 3aika, C. II. EBcees, €. B. TapaceHnko, A. O. MockasieHko, B. B. Kpusomiees, C. O. KpaBuenko, C. M. I'osio6iH,

A. 1. Icmariyos, I. O. CuBaueHKO

OG6’eKTOM JIOCTiZPKEHHS € ITpoIiec 3a0e3IedeHHs 6e31eKH Kibepdi3sMuHNX CHCTEeM B YMOBAX BILIMBY 30BHIIIIHIX I€CTPYKTUBHUX (DaKTOPiB,
30KpeMa iHpopMaIiitHUX, palioeJIeKTPOHHUX Ta (Gi3MYHUX aTak, CIIPIMOBAHUX Ha MTOPYILIEHHS 6e3IepepBHOro (PyHKI[IOHYBaHHS CUCTEMU. Y
po6oTi focIipKeHo pobieMy BUSHAYEHHS! ONTUMAJIbHOI CTPYKTYPH TOBITPsTHOT MOGiIbHOT Mepeski KiGepdisnuHol cucteMu, 30KpeMa CIiiB-
BiZTHOIIEHHS MiXX pOOOYMMH Ta 3aXMCHUMH €JIeMEHTaMU, sIKe 3a6e3Iedye MaKCUMAaJIbHY CTilKiCTh CCTEMH 32 YMOB I[LTECTIPIMOBAHUX aTaK.
HaBezieHi pe3y/bTaTy MOZI€TIOBaHHSA I'PYHTYIOThCSA Ha MiHiMaKCHi#l mocTaHOBIIi B3aeMO/il Midk CHCTEMOIO Ta 30BHIIIHIM cepeZloBHILEM, 110
J103BOJIsIE BU3HAYUTU KPUTHUYHI TOPOroBi 3HAYEHHS IapamMeTpiB CTIHKOCTI.

3acTocoBaHa MaTeMaTUYHA MOZEJb OIHUCYE SIK ONTHMMAJbHY CTpATerilo il aTaKylouoro cepe/JOBHINA, TaK i ONTHMAaJIbHYy IEepBUHHY
CTPYKTYypy caMoi cucteMu. Lle jae 3MOry BCTAHOBUTH 3aJIEXKHOCTI MiXK ITOYaTKOBUM CITiBBiJHOIIEHHSIM POOOYMX i 3aXMCHUX KOMIIOHEHTIB Ta
MiHIMaJIBHUM PeCypcoM IIPOTHBHUKA, HEOOXi[HUM JIJIsI TOBHOTO PYITHYBaHHS CHCTEMM.

ITokasaHo, 1110 ONTUMaJIbHAa KOHDIrypalist 3aXUCHUX eJleMeHTIiB 3MyIIIye aTaKylode cepe/oBUILe BUTpadyaTH y 1.5-2 pa3u 6isiblie pecypcy
MOPiBHSHO 3 MiZIONTUMAJIBHUMHU CTPYKTypaMH. IIpaBrIbHO OOpaHe CITiBBiZJHOIICHHS €JIeMEHTIB CUCTEMH YIIOBLIBHIOE pyHHYBaHHS i1 3a-
XHCHOTO KOHTYpY. Po3po6eHa MareMaTH4YHa MOJENb [JOBeJa iCHYBaHHS ONTHUMAJIBHOI CTpaTeTii MOBEeJiHKYU 30BHIIIHBOTO CepeIOBHUINA Ta
OINTUMAJIbHOI NIePBUHHOI CTPYKTYPH HMOBITPsIHOT MOGLIBbHOI Mepexi kibepdiznunoi cucremu. Takuil MiAxis JO3BOJIUTH MOKPALIUTH IIPOLIEC
TIPOEKTYBAHHS Kibep(hi3MIHUX CHCTEM Ha paHHIX CTa/isX, 3a6€3MeYNTH IX ITi/[BUIIEHY KUBYUiCTh,  TAKOXK CIIPUATH (DOPMYBAHHIO METO/[0JI0-
rii iHTerpoBaHOro 3aXMCTYy MOBITPAHUX MOGITBHUX MEPeX y CKJIaJIHUX YMOBaX peasbHOT0 Cepe/JOBHUIIa.

KorrouoBi cioBa: xibepdizuuHi cructemMu, 6€3MIOTHI JTiTaTbHI amapaTyl, MOGLIbHA GE3MPOBiIHA MepeXKa, 3aXUCHI eJIEMEHTH.



