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The object of the study is the processes of automated transaction
classification and Bitcoin address identification for detecting mali-
cious activity in conditions of pseudo-anonymity. The problem is the
insufficient effectiveness of algorithms, such as graph convolutional
networks, in conditions of strong class imbalance. This discovery
is particularly important when less than ten percent of the data is
clearly labelled. However, the main difficulty is excessive feature
smoothing, which complicates the effective detection of anomalies
for dense graphs. The results confirm that the Graph Attention Net-
work v2 (GATv2) model is effective. It achieves an accuracy of 91.19%
and an F1 score of 91.11% in testing. In addition, the stability of the
approach is confirmed when 15% of topological noise is added to the
graph structure. To prove the selectivity of the classifier, the Area
Under the Curve (AUC) value of the approach is 0.889. The results
are explained by the implementation of a dynamic anisotropic aggre-

gation mechanism that adaptively distributes attention weights. This
allows selectively amplifying weak signals of suspicious transactions
while ignoring irrelevant connections and noise. A distinctive feature
is the model of feature unification through logarithmic normalization
of sums and non-linear processing of time intervals. Its uniqueness
lies in the use of weighted loss functions and active learning strategies
on boundary samples. Two-level transfer learning was applied to the
Elliptic and BitcoinHeist datasets. The area of application is integra-
tion into real-time anti-money laundering (AML) systems. The ap-
proach allows overcoming conceptual shifts when new types of cyber
threats emerge. The method detects the activity of CryptoLocker-type
extortionists in the absence of data.

Keywords: blockchain, BitcoinHeist, GATv2, graph neural net-

works, transfer learning, active learning.
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This study examines the set of processes aimed at improving
the efficiency of steganographic methods for information protection,
while ensuring a specified level of integrity and timeliness of trans-
mission in infocommunication systems. The work addresses a scien-
tific and applied task of increasing the level of information security
while maintaining a specified level of integrity and timely delivery of
data from unmanned aerial systems (UASs). It relates to the existence
of a contradiction between ensuring the confidentiality of video infor-
mation and the efficiency of its delivery with a given integrity.

In the process of research, a method for structural steganographic
embedding has been devised, based on changing the values of po-
sitional basis (PB). The difference is the embedding of information
in the process of modifying the PB values, taking into account the
detection of structural dependences in the spectrally modified space
of a video container (VC). Such transformations are carried out under
conditions of reducing the influence of spectral space modifications
on the compression level. The above advantages make it possible to
build a comprehensive method of steganographic transformations in
the process of VC compression.

The method is distinguished by two principal aspects. The first
is the use of a sequence of steganographic transformations in inde-
pendent spaces to detect dependences that are used in the process of
embedding information. The second is that information is embedded
in the structural-spectral space, taking into account its modification by
the youngest bits. This enables increasing the level of steganographic
capacity by an average of 7% without distorting the integrity of the steg-
ano-containers and removing hidden information on the receiving side.

The devised method is intended to be used to improve the confi-
dentiality, efficiency, and integrity of video information delivery from
unmanned systems.

Keywords: unmanned aerial systems, infocommunication sys-
tems, video-container, redundancy, structural dependences, posi-
tional basis.
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This study focuses on the vulnerabilities of classical matrix-
based encryption and asymmetric padding schemes within hy-
brid cryptosystems for securing high-throughput enterprise data
streams. The Hill cipher algorithm is highly vulnerable to known-
plaintext attacks and frequency distribution analysis, whereas the
standard Rivest-Shamir-Adleman (RSA) padding scheme of public-
key cryptography standards (PKCS#1 v1.5) is vulnerable to padding
oracle attacks. To overcome these issues, this study proposes a
hybrid cryptographic model which integrates with the key matrix
probabilistic scheme (KMPS) using multi-prime RSA architecture
and learning with errors (LWE), alongside a modified padding
scheme (PKCS #1 v1.5e) utilizing random noises. The feature of
this method is the construction of a non-deterministic key matrix
combining a random base matrix with a diagonal matrix derived
from multi-prime RSA parameters and interjecting Gaussian proba-
bilistic noise. This is followed by security validation using the Na-
tional Institute of Standards and Technology (NIST) Statistical Test
Suite. Experimental results demonstrate that for a 10 x 10 matrix,
the ciphertext achieves a P-value of 0.788 in the frequency monobit
test, significantly exceeding the NIST threshold of 0.01. This means
that the output is statistically indistinguishable from random noise.
An avalanche effect of 50.13% is observed, demonstrating strong
compliance with the avalanche criterion and indicating substantial
resistance to differential cryptanalytic attacks. The internal key
entropy is enhanced to 6.28 bits. This model provides a robust solu-
tion for securing sensitive database records and transaction logs in
enterprise environments, as well as ensuring confidentiality without
compromising computational efficiency.

Keywords: Hill cipher, multi-prime RSA, learning with errors,
probabilistic encryption.
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The object of this study is the process of filtering images acquired
from a space radar observation system. The task to filter images from
a space radar observation system has been solved by applying the
Kuan algorithm.

The results reported here include the following:

- the defined basic stages of the method for filtering images acquired
from a space radar observation system based on the Kuan algorithm;

- the performed experimental study on filtering images from a
space radar observation system based on the Kuan algorithm.

A method for filtering images from a space radar observation sys-
tem based on the Kuan algorithm has been improved. Special features
of the improved method, in contrast to those in established ones, are:

- selection of a local filtering window;

- calculation of local statistical characteristics;

- calculation of variation coefficients;

- calculation of the Kuan weight coefficient;

- sequential filtering of image pixels using the “sliding” window
method.
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A visual analysis of radar image filtering by an improved method
based on the Kuan algorithm and known methods based on the Li
algorithm and Frost algorithm were carried out. The use of the im-
proved method when filtering an image acquired from a space radar
surveillance system made it possible to increase the signal-to-noise
ratio. That became possible due to the use of the Kuan algorithm. The
choice of the Kuan algorithm has made it possible to achieve a 21%
gain in the maximum signal-to-noise ratio in comparison with the
known method (based on the Li algorithm).

The scope of the improved method application includes filtering
images from space radar surveillance systems. Conditions for practi-
cal implementation of the results are specialized software in software-
hardware systems for processing radar images.

Keywords: space radar surveillance system, image filtering,
Kuan algorithm, signal-to-noise ratio.
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This study examined automated multi-class semantic segmenta-
tion of Pap smear images used for cervical cancer detection. The ef-
fectiveness of existing deep learning methods is often limited due to
alack of labeled data, high morphological variability of cervical cells,
overlapping structures, noise, low contrast, and imaging artifacts
characteristic of cytology specimens.

In this study, the authors propose a cross-domain transfer learn-
ing approach that adapts pre-trained deep neural networks to the task
of multi-class Pap smear segmentation. All networks were pre-trained
on large-scale natural image datasets. In the experiments, both con-
volutional neural networks and Transformer-based models, including
hybrid configurations, were refined and systematically compared.
Network performance was assessed using quantitative metrics (Dice
score, IoU, HD95), as well as qualitative visual assessment of segmen-
tation edges and boundaries.

The results obtained from the experiments showed that Trans-
former-based architectures, in particular SegFormer, significantly
outperform convolutional models when processing noisy and hetero-
geneous cytological data. Using specialized data augmentation strate-
gies developed specifically for medical imaging, SegFormer increased
Dice scores to 0.95 across all classes (healthy, unhealthy, rubbish, both
cells), as well as improved edge accuracy and robustness to artifacts
and cell aliasing.

Multi-scale feature extraction and global context modeling
proved essential for accurately identifying cellular structures in data-
constrained settings. The results obtained in the study can help in the
development of reliable automated diagnostic tools to assist cytopa-
thologists, as well as to improve the overall accuracy and efficiency of
cervical cancer screening programs.

Keywords: transfer learning, Pap smear, cervical cancer, seg-
mentation, deep learning.
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The object of the study is an IEEE 802.15.4 (2.4 GHz) wireless
networked control system (WNCS) closing the loop over a wireless
sensor network. Fading and interference increase packet loss and
delay, reducing stability margins and control quality. The unresolved
problem is the lack of a unified end-to-end (E2E) loss model that links
PHY signal quality, multi-hop routing and medium access to closed-
loop behavior and can be embedded into controller synthesis. An
SINR-based channel model (path loss, lognormal shadowing, mul-
tipath fading) is mapped to BER and packet error probability; E2E loss
for single-hop and multi-hop routes is obtained using Bernoulli and
finite-state Markov (FSMC) processes. For verification, original pack-
et traces are captured with an IEEE 802.15.4 sniffer/logger and stored
before processing (timestamp, node identifier, sequence number,
RSSI/LQI and delivery outcome) to compute PER, latency and bursti-
ness and to parameterize the SINR-to-PER mapping and loss models.
Simulations show that TDMA/TSCH achieves up to 40% lower loss
than CSMA/CA, while E2E loss rises from 3% to 32% as hop count
increases from 1 to 8. An MPC-based co-design jointly adapts transmit
power, sampling period and retransmissions. Compared with a fixed-
parameter LQR baseline, E2E PER is reduced from 4.45% to 3.66%,
average delay from 0.20 s to 0.12 s, and integral absolute error by 50%.
The gains are attributed to reduced contention under TDMA sched-
uling and predictor-driven MPC adaptation. The approach targets
industrial monitoring and control with fixed sampling, slowly varying
interference and static multi-hop topologies, where parameters can be
identified offline and used for online MPC adaptation.

Keywords: wireless sensor network, WNCS, packet loss, SINR,
Bernoulli process, finite-state Markov chain, TDMA, CSMA/CA, MPC.

References

1. Pezzutto, M., Dey, S., Garone, E., Gatsis, K., Johansson, K. H.,
Schenato, L. (2024). Wireless control: Retrospective and open vistas.
Annual Reviews in Control, 58, 100972. https://doi.org/10.1016/
j-arcontrol.2024.100972

2. Hamdan, M. M., Mahmoud, M. M. (2022). Analysis and Challenges
in Wireless Networked Control System: A Survey. International Jour-
nal of Robotics and Control Systems, 2 (3), 492-522. https://doi.org/
10.31763/ijrcs.v2i3.731

3. Huang, K., Liu, W,, Li, Y., Savkin, A., Vucetic, B. (2020). Wireless Feed-
back Control With Variable Packet Length for Industrial IoT. IEEE

10.

11.

12.

13.

14.

15.

16.

17.

iy

8.

Wireless Communications Letters, 9 (9), 1586-1590. https://doi.org/
10.1109/1wc.2020.2998611

. Liu, Y., Wang, J., Gomes, L., Sun, W. (2021). Adaptive Robust Control

for Networked Strict-Feedback Nonlinear Systems with State and In-
put Quantization. Electronics, 10 (22), 2783. https://doi.org/10.3390/
electronics10222783

. Shi, T., Guan, Y., Zheng, Y. (2022). Model predictive control of net-

worked control systems with disturbances and deception attacks
under communication constraints. International Journal of Robust
and Nonlinear Control, 35 (7), 2717-2735. https://doi.org/10.1002/
rne.6363

. Kuatova, M., Tuleshov, A., Baurzhan, A., Jomartov, A., Tuleshov, Y.,

Sayakov, O. (2025). Development and Validation of An Automated
Crank Press System Integrating the Stephenson II Six-Bar Linkage
and Model Predictive Control. ES Materials & Manufacturing. https://
doi.org/10.30919/mm1799

. Lee, M.-F. R,, Chiu, F.-H. S., Huang, H.-C., Ivancsits, C. (2013). Gen-

eralized Predictive Control in a Wireless Networked Control System.
International Journal of Distributed Sensor Networks, 9 (12), 475730.
https://doi.org/10.1155/2013/475730

. Florenzan Reyes, L. F., Smarra, F., Lun, Y. Z., D’Innocenzo, A.

(2021). Learning Markov models of fading channels in wireless con-
trol networks: a regression trees based approach. 2021 29th Mediter-
ranean Conference on Control and Automation (MED), 232-237.
https://doi.org/10.1109/med51440.2021.9480310

. Kim, M.-J,, Lee, H.-L,, Choi, J.-H., Lim, K. J., Mo, C. (2022). Develop-

ment of a Soil Organic Matter Content Prediction Model Based on
Supervised Learning Using Vis-NIR/SWIR Spectroscopy. Sensors,
22 (14), 5129. https://doi.org/10.3390/s22145129

Silva, C. A. G. da, Santos, E. L. dos (2023). A Compensation Model
for Packet Loss Using Kalman Filter in Wireless Network Control
Systems. Energies, 16 (8), 3329. https://doi.org/10.3390/en16083329
Yue, X., Liu, Y. (2022). Performance Analysis of Intelligent Reflect-
ing Surface Assisted NOMA Networks. IEEE Transactions on Wire-
less Communications, 21 (4), 2623-2636. https://doi.org/10.1109/
twc.2021.3114221

Jia, Y., Ye, C., Cui, Y. (2020). Analysis and Optimization of an Intel-
ligent Reflecting Surface-Assisted System With Interference. IEEE
Transactions on Wireless Communications, 19 (12), 8068-8082.
https://doi.org/10.1109/twc.2020.3019088

Orea-Flores, I. Y., Rivero-Angeles, M. E., Gonzalez-Ambriz, S.-J., Ana-
ya, E. A., Saleem, S. (2024). Performance Analysis of Wireless Sensor
Networks Using Damped Oscillation Functions for the Packet Trans-
mission Probability. Computers, 13 (11), 285. https://doi.org/10.3390/
computers13110285

Zila, A., Ouchatti, A., Mouzouna, Y. (2025). Exploring Node Failure
and Packet Loss in Wireless Sensor Networks: A Comprehensive
Simulation Analysis. International Journal of Communication Sys-
tems, 38 (13). https://doi.org/10.1002/dac.70174

Lun, Y. Z., Rinaldi, C., D’Innocenzo, A., Santucci, F. (2024). Co-De-
signing Wireless Networked Control Systems on IEEE 802.15.4-Based
Links Under Wi-Fi Interference. IEEE Access, 12, 71157-71183.
https://doi.org/10.1109/access.2024.3402082

Vayssade, T., Azais, F., Latorre, L., Lefevre, F. (2019). Low-Cost Digital
Test Solution for Symbol Error Detection of RF ZigBee Transmitters.
IEEE Transactions on Device and Materials Reliability, 19 (1), 16-24.
https://doi.org/10.1109/tdmr.2019.2898769

Diez, V., Arriola, A., Val, I, Velez, M. (2020). Reliability evaluation
of point-to-point links based on IEEE 802.15.4 physical layer for
IWSAN applications. AEU - International Journal of Electron-
ics and Communications, 113, 152967. https://doi.org/10.1016/
j-aeue.2019.152967

Barac, F., Gidlund, M., Zhang, T. (2014). Scrutinizing Bit- and Symbol-
Errors of IEEE 802.15.4 Communication in Industrial Environments.


https://doi.org/10.1109/lwc.2020.2998611
https://doi.org/10.1109/lwc.2020.2998611
https://doi.org/10.3390/electronics10222783
https://doi.org/10.3390/electronics10222783
https://doi.org/10.1002/rnc.6363
https://doi.org/10.1002/rnc.6363
https://doi.org/10.30919/mm1799
https://doi.org/10.30919/mm1799
https://doi.org/10.1155/2013/475730
https://doi.org/10.1109/med51440.2021.9480310
https://doi.org/10.3390/s22145129
https://doi.org/10.3390/en16083329
https://doi.org/10.1109/twc.2021.3114221
https://doi.org/10.1109/twc.2021.3114221
https://doi.org/10.1109/twc.2020.3019088
https://doi.org/10.3390/computers13110285
https://doi.org/10.3390/computers13110285
https://doi.org/10.1002/dac.70174
https://doi.org/10.1109/access.2024.3402082
https://doi.org/10.1109/tdmr.2019.2898769
https://doi.org/10.1016/j.aeue.2019.152967
https://doi.org/10.1016/j.aeue.2019.152967
https://doi.org/10.1016/j.arcontrol.2024.100972
https://doi.org/10.1016/j.arcontrol.2024.100972
https://doi.org/10.31763/ijrcs.v2i3.731
https://doi.org/10.31763/ijrcs.v2i3.731

IEEE Transactions on Instrumentation and Measurement, 63 (7),
1783-1794. https://doi.org/10.1109/tim.2013.2293235

19. Chen, D., Zhuang, Y., Huai, J,, Sun, X., Yang, X., Awais Javed, M. et al.
(2021). Coexistence and Interference Mitigation for WPANs and

WLANSs From Traditional Approaches to Deep Learning: A Review.
1EEE Sensors Journal, 21 (22), 25561-25589. https://doi.org/10.1109/
jsen.2021.3117399

20. Yang, D., Xu, Y., Gidlund, M. (2011). Wireless Coexistence between
IEEE 802.11- and IEEE 802.15.4-Based Networks: A Survey. Interna-
tional Journal of Distributed Sensor Networks, 7 (1), 912152. https://
doi.org/10.1155/2011/912152

21. Yu, Y.-S., Chen, Y.-S. (2020). A Measurement-Based Frame-Level
Error Model for Evaluation of Industrial Wireless Sensor Networks.
Sensors, 20 (14), 3978. https://doi.org/10.3390/s20143978

22. Brown, J., Roedig, U., Boano, C. A., Romer, K. (2014). Estimating
packet reception rate in noisy environments. 39th Annual IEEE Con-
ference on Local Computer Networks Workshops, 583-591. https://
doi.org/10.1109/1cnw.2014.6927706

23. Satoh, D., Kobayashi, K., Yamashita, Y. (2018). MPC-based Co-design
of Control and Routing for Wireless Sensor and Actuator Networks.
International Journal of Control, Automation and Systems, 16 (3),
953-960. https://doi.org/10.1007/s12555-017-0170-7

24. Kidane, Z. M., Dargie, W. (2025). Impact of Cross Technology Interfer-
ence on Time Synchronization and Join Time in Low-Power Wireless
Networks. https://doi.org/10.2139/ssrn.5119414

25. Balbi, M., Doherty, L., Watteyne, T. (2025). A comprehensive survey
on channel hopping and scheduling enhancements for TSCH net-
works. Journal of Network and Computer Applications, 238, 104164.
https://doi.org/10.1016/j.jnca.2025.104164

26. Kidane, Z. M., Dargie, W. (2025). Cross-technology interference: de-
tection, avoidance, and coexistence mechanisms in the ISM bands.
CCF Transactions on Pervasive Computing and Interaction, 7 (3),
356-375. https://doi.org/10.1007/s42486-025-00185-0

27. Wen, H., Lin, C., Chen, Z.-J., Yin, H., He, T., Dutkiewicz, E. (2009). An
Improved Markov Model for IEEE 802.15.4 Slotted CSMA/CA Mecha-
nism. Journal of Computer Science and Technology, 24 (3), 495-504.
https://doi.org/10.1007/s11390-009-9240-5

28. Kim, S., Kim, B.-S., Kim, K. H., Kim, K.-I. (2019). Opportunistic
Multipath Routing in Long-Hop Wireless Sensor Networks. Sensors,
19 (19), 4072. https://doi.org/10.3390/s19194072

29. Marelli, D. E., Sui, T., Rohr, E. R, Fu, M. (2019). Stability of Kalman
filtering with a random measurement equation: Application to sensor
scheduling with intermittent observations. Automatica, 99, 390-402.
https://doi.org/10.1016/j.automatica.2018.11.003

30. Li, P, Zhao, Y.-B., Kang, Y. (2022). Integrated Channel-Aware Sched-
uling and Packet-Based Predictive Control for Wireless Cloud Con-
trol Systems. IEEE Transactions on Cybernetics, 52 (5), 2735-2749.
https://doi.org/10.1109/tcyb.2020.3019179

31. Liu, W,, Quevedo, D. E., Li, Y., Johansson, K. H., Vucetic, B. (2022).
Remote State Estimation With Smart Sensors Over Markov Fading
Channels. IEEE Transactions on Automatic Control, 67 (6), 2743—
2757. https://doi.org/10.1109/tac.2021.3090741

32. Girgis, A. M., Park, J., Bennis, M., Debbah, M. (2021). Predictive Control
and Communication Co-Design via Two-Way Gaussian Process Regres-
sion and Aol-Aware Scheduling. IEEE Transactions on Communica-
tions, 69 (10), 7077-7093. https://doi.org/10.1109/tcomm.2021.3099156

DOI: 10.15587/1729-4061.2026.351773
DESIGN OF AUTONOMOUS GAZE-TRACKING SYSTEM
FOR INCLUSIVE EDUCATION (p. 68-77)

Andrii Symkin
Uzhhorod National University, Uzhhorod, Ukraine
ORCID: https://orcid.org/0009-0005-2439-3560

Oleksandr Mitsa

Uzhhorod National University, Uzhhorod, Ukraine

Ferenc Rakoczi 11 Transcarpathian Hungarian University, Berehove,
Transcarpathia, Ukraine

ORCID: https://orcid.org/0000-0002-6958-0870

Yurii Horoshko

T. H. Shevchenko National University «Chernihiv Colehium»,
Chernihiv, Ukraina

ORCID: https://orcid.org/0000-0001-9290-7563

Hanna Tsybko

T. H. Shevchenko National University «Chernihiv Colehium»,
Chernihiv, Ukraina

ORCID: https://orcid.org/0000-0002-1861-3003

Viktor Shakotko

Oleksandr Dovzhenko Hlukhiv National Pedagogical University,
Hlukhiv, Ukraina

ORCID: https://orcid.org/0000-0002-3004-5045

Eye-tracking technology as a means of ensuring the accessibility
of education for people with severe musculoskeletal disorders has
been investigated in this study. A number of assistive technologies
have been devised up to now that possess significant educational
potential, but their autonomous use is mainly associated with such
difficulties as dependence on the instability of wireless networks or
external computing resources. The need to overcome the techno-
logical gap between the capabilities of assistive technologies and their
real autonomy is a task addressed in this work.

The study’s result is the designed fully autonomous architecture
based on virtual reality headsets (Meta Quest), which enables the
execution of all eye image processing activities and provides direct
interface control using the device’s processor. The hardware was
improved (frame miniaturization, transition to a wired USB interface
were carried out); software was developed in the Rust language in
the OpenXR API (Application Programming Interface) layer format.

That has made it possible to get rid of network delays and ensure
the system’s operation, resistant to any conditions. Direct interaction
with the headset hardware is provided by effective optimization of
convolutional neural networks and the use of low-level system calls.
An immersive graphical user interface (GUI) was designed, success-
fully tested for system configuration and calibration. The GUI became
available directly in the virtual space of the headset.

The results could be used for individual learning at home, as well
as at inclusive educational institutions or rehabilitation centers that
organize training for people with severe musculoskeletal disorders.

Keywords: eye-tracking, inclusive education, motor disorders,
VR headset, accessibility of education, adaptive technologies.
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The object of this study is a transformer-based ASR architec-
ture trained using an Indonesian speech dataset consisting of audio
recordings and corresponding transcripts. This study examines the
development of an Automatic Speech Recognition (ASR) system
for Indonesian, which is still classified as a low-resource language,
particularly in terms of dataset availability and model performance.
The problem addressed in this study is the limited performance of
the standard transformer model in accurately recognizing Indone-
sian speech. To overcome this limitation, an encoder modification
integrating convolutional and vision transformer (ViT) blocks was
proposed and compared with the baseline model. The data were pre-
processed through 16 kHz mono audio conversion, silence segmenta-
tion, pre-emphasis filtering, log-Mel spectrogram extraction, normal-
ization, and subword tokenization using SentencePiece with byte pair
encoding (BPE). The dataset was divided into training, validation,
and testing sets with a ratio of 80:10:10, comprising 63,952, 7,994,
and 7,994 samples, respectively. Model generalization was improved
using the SpecAugment data augmentation technique. The experi-
mental results show that the standard model achieves a word error
rate (WER) of 0.162 and a character error rate (CER) of 0.121, while
the modified model reduces the WER to 0.158 and the CER to 0.118.
The significance of this finding lies in the improved feature represen-
tation produced by the modified encoder, where the convolutional
block captures local acoustic patterns and the ViT block enhances
global context modeling on the spectrogram. This complementary
mechanism explains the reduction in errors at the word level, which
is crucial for a reliable speech-to-text system. Therefore, the proposed
model can be applied to real-time two-way communication in service
robot applications.

Keywords: ASR, modified transformer, SentencePiece, Indone-
sian dataset, deep learning.
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PO3POBKA METOY HNIZABUIIEHHA EGEKTUBHOCTI KJIACU®IKAIIII TPAH3AKIIIN Y MEPEXI BITCOIN
3A JOIIOMOT'O0 MEXAHI3MY YBATH B TPA®OBHUX HEMPOHHUX MEPEXXAX (c. 6-18)

0. C. KymiHepboB, B. B. IIpocoJios, B. b. [lyaukesuy, C. II. €scees, C. I, IToBases, €. B. IBandenko, B. I. TopGyuk, O. B. Yeuyii,
A. C. Baiarypa, B. M. Cyxoreruimii

OG6’eKTOM [IOCTTi/PKEHHS € TIPOIeCH aBTOMATH30BaHOi Kiacudikanii Tpansakmiii Ta izeHTHdiKarii agpec Bitcoin /151 BUSBIEHHS 3J10-
BMHCHOI aKTUBHOCTi B YMOBax IIceBAoaHOHIMHOCTi. ITpo6yeMoI0 € HeflocTaTHS e()eKTHBHICTh aJrOPUTMIB, TaKUX SIK I'padoBi 3TrOPTKOBI
Mepexxi, B yMOBaxX CHJIBHOTO AmcbanaHCy KiaciB. Take BiJKPUTTSI € 0COOJMBO Ba)KJIMBUM, KOJM MEHIIE JIeCATH BiZICOTKIB ZaHUX MalOThb
4iTKke MapKyBaHHsS. OJfHAaK OCHOBHOIO CKJIQJHICTIO € HaZIMipHe 3IJIa/PKyBaHHS O3HAK, L0 YCKJIAAHIOE eeKTHUBHE BUSBJIECHHS aHOMAaJIiN
JUIS ITBHUX rpacdikiB. 3 OTPUMaHMX Pe3y/IbTaTiB MiATBEPPKYETHCS, 10 MOAEb Ha 6a3i rpadoBoi Mepexi yBaru Bepcii 2 (Graph Attention
Network v2, GATv2) edextrBHa. BoHa gocsrae TouHocTi 91,19% Ta 3HadeHHs F1- mokasHuk 91,11% npu TectyBaHHi. Kpim Toro, ctabins-
HICTh IiIXOAy MiTBEP/KYETHCS, KOJIH /10 CTPYKTYPH Trpada fofaeTscs 15% TomosoriyHux mrymis. [1106 JoBecTH cesleKTUBHICT Ktacudi-
Karopa, 3Ha4eHHs 1ol mizy kpuBoto (Area Under the Curve, AUC) mizxoay cTaHOBUTH 0,889. Pe3y/ibraTul MOSICHIOIOTHCST BIIPOBA/PKEHHIM
MexaHi3My JMHAMiYHOI aHi30TPOITHOI arperariii, KMl aJlallTUBHO PO3MOZAiIsAe Baru yBaru. lle m03Bosisie BUOGIPKOBO IIi/ICHITIOBATH CIa0Ki
CUTHAJIM MiJJ03piNnX TpaH3aKuil, irHOpyloun HepeseBaHTHI 3B’13kM Ta IryM. OcoGIUBICTIO € Mozesib yHidikalil 03HaK yepes jorapud-
MiYHy HOpMaJi3aI{ifo CyM Ta HeliHiifHy 06poOKy JacOBHUX iHTepBasiB. YHIKaJIbHICTh MOJISATae y BUKOPHUCTAHHI 3BaYKeHUX (PyHKIIii BTpar
Ta CcTpareriii akTUBHOTO HABYaHHS HAa IPAHUYHUX 3pa3Kkax. 3aCTOCOBAaHO JIBOpiBHeBe TpaHChepHe HaBUaHHs Ha jgaracerax Elliptic Ta
BitcoinHeist. Ccheporo BUKOpUCTaHHS € iHTerpallist B CUCTeMH MPOTH/iT BiiMuBaHH!O rpoiieil (Anti-Money Laundering, AML) peaibHOro
qacy. Iifxif £03B0JIs€ AOIATH KOHIETITYaIbHHUI 3CYB ITPH ITOSIBi HOBUX THIIIB KiGep3arpos. MeToy IeTeKTye aKTUBHICTh BUMAaraJiB THITY
CryptoLocker 3a gedinury gaHux.

KirrouoBi cioBa: 6;10k4eiin, BitcoinHeist, GATv2, rpacdoBi HelipoHHI Mepexi, TpaHChepHe HaBYAHHS, aKTUBHE HABYAHHSI.
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PO3POBKA METOAY KOMIUIEKCHOTO CTETAHOT'PA®IYHOI'O BEYIOBYBAHHSA IHO®OPMAIIIL B
CTPYKTYPHO-IICUXOBI3YAJIBHOMY ITPOCTOPI (c. 19-30)

B. B. BapanHik, [I. B. BapanHsik, P. O. IIpoxorieHko, B. M. BaGenko, O. O. Akimos, H. M. Ilerpyxa

O6’eKTOM AOCJI/KEHHS € MPOLEeCH IiJBUIIEeHHs e(eKTUBHOCTI cTeraHorpadivHUX MeTOAIB JJIs 3axuUcTy iHdopmanii 3 3agaHuM
piBHEM ILIiJIiCHOCTI Ta omepaTUBHOCTI Mepesadi B iHPOKOMyHIKailiHUX cucTeMax. B po6OTi ZOCTiIKyeThCcsI HAYKOBO-IIPUKJIaHA TIPO-
6J1eMa CTOCOBHO IiZIBUIIEHHS piBHSA 3axXUCTy iH(popMarii 3 3alaHUM piBHEM LTICHOCTI omlepaTHBHOCTI i JOCTaBKU 3 GE3MiJIOTHUX KOMII-
siexciB (BIIK). Ile 3yMOBJIEHO HasIBHICTIO MPOTUPiYus MiXK 3a6e3rnedeHHsAM KOHdigeHIiitHOCTI BigeoiHdopmanii Ta onepaTuBHicTIO 11
JIOCTaBKM 3 33/IaHOI0 ITiCHICTIO. B mpomeci JociifykeHHs po3po6IsieThCs METOZ, CTPYKTYPHOTO CTeraHorpadivHoro BOyZOBYBaHHS Ha
OCHOBi 3MiHM 3Ha4eHb OCHOBH Io3uliiinoro 6asucy (I1B). BigmiHnHicTio € BOymoByBaHHS iHbopMalii B mpoljeci Moaudikanii BeTuanH
1B 3 BpaxyBaHHSIM BUSIBJIEHHS CTPYKTYPHUX 3aJIE)KHOCTEN B CIIEKTPaJbHO-MOAU(ikoBaHOMY IIpocTopi Bifeo-koHTeitHepy (BKH). Taki
IIepeTBOPEHHS 3/[ilICHIOIOTHCS 32 YMOB 3MEHIIEHHs BIUIMBY MOAMQIKaIiil crieKTpaJIbHOro IPOCTOPY Ha piBeHb cTHCHeHH:. HapeneHi
TepeBary /I03BOJIAI0Th MOOyAyBaTH KOMIUIEKCHUIT MeToj, cTeraHorpadiuHux neperBopeHb B mporieci ctucHeHHda BKH. /o ocHOBHUX
Bif[MiHHOCTe# MeToxy CiIifi BiffHeCTH ABa acreKTH. Ilepiia — Iie BUKOPUCTAHHS ITOCJIiZJOBHOCTI cTeraHOTpadiYHNX ITepeTBOPEeHb B He3a-
JIeXXHUX IIPOCTOpax 00 BUSBJIEHHS 3aJIeKHOCTeH, sIki BUKOPUCTOBYIOThCS B Ipolieci BOyZoByBaHHs iHdopMmalii. [pyra — 1e Te, 1[0
BOyZOBYBaHHS iH(popMariii 37iliCHIOETECSI B CTPYKTYpPHO-CIIEKTPATILHOMY IIPOCTOpi 3 BpaxyBaHHSIM IOro MozaM@ikalii 3a HalMOJI0f-
mumu 6iTamu. Ile 103BoJIs€ 36iMbIINTH piBeHb cTeraHorpadiyHol eMHOCTI B cepeiHBOMY Ha 7 % 6e3 BHECEHHS CIIOTBOPEHb IIiJ1iCHOCTI
CTeraHO-KOHTelHepiB Ta BUIydeHOi Ha MpUiiMaIbHill cTOpoHi mpuxoBaHoi iHdopmManii. Po3pobienuit MmeTos nepez6ayaeThbcsi BUKOPHC-
TOBYBATH /IJIs1 MiABUIIEHHS KOHDIeHI[iITHOCTI, OTIepaTMBHOCTI Ta LiJiCHOCTI O0CTAaBKH BificoiH(popManii 3 6e3ImiJIOTHIX KOMIIEKCIB.

KirrouoBi cioBa: 6e3MisoTHI KOMILIEKCH, iHboKkoMyHiKaliiiHi cucTeMu, Bifleo-KoHTelHep, HaJMIipHICTb, CTPYKTYPHi 3aJI€XKHOCTI,
TMO3UIiHUU 6a3uc.
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PO3POBKA I'NBPUTHOI'O IMOBIPHICHOI'O METO/Y I'EHEPAIIIT KJIFOUIB 3 BUKOPUCTAHHIM
BATATOIITAPOBOTO NN ®PY PIBECTA-IMAMIPA-AIVTEMAHA TA HABYAHHA 3 IIOMHWJIKAMM JJIA
HIABUINEHHS BE3IIEKU HINU®PY I'IJIJIA (c. 31-39)

Mahdianta Pandia, Poltak Sihombing, Mohammad Andri Budiman, Erna Budhiarti Nababan

Ile fmociifykeHHsI 30Cepe/PKeHO Ha BPA3JIMBOCTIX KJIACUYHOTO MATPUYHOTO IIH(PYBaHHS Ta aCUMETPUYHHX CXeM JIOIOBHEHHS B
ri6puHUX KPUITOCUCTEMAX /ISl 3AXUCTY BUCOKOIIPOAYKTUBHUX ITOTOKIB KOPIIOPATUBHUX JaHUX. AsnroputM mudpy Iina e gyxe Bpasin-
BUM /IO aTaK 3 Bi/IOMUM BiIKPUTHUM TEKCTOM Ta aHaJIi3y PO3IOZIIY 4acTOT, TOAI AK CTaHJApTHA cxeMa JJONIOBHeHHd PiBecra-Illamipa-Aze-
maHa (RSA) crangapriB kpunrorpadii 3 Bigkputum xitodeM (PKCS#1 v1.5) e Bpa3IMBOIO 10 aTaK OpaKyJia 3 ZONOBHEHHM. 11]06 rmogorati



1i mpo6JieMy, 1ie JOCiPKeHHs IIPOIIOHYe ri6puaHy KpunrorpadiyHy Mofesb, Ska iHTerpyeThbest 3i CXeMor0 UMOBipHICHOI cxeMU MaTpuIi
xrrouiB (KMPS) 3 BUKOPUCTaHHSIM GaraTomapoBoi apxitektypu RSA ta HaBuaHHs 3 noMuikamu (LWE), mopsiz 3 Moar$ikoBaHOI CXeEMOIO
noroBHeHHs (PKCS #1 v1.5e) 3 BUKOPHUCTaHHIM BUIAIKOBUX IIyMiB. OcOGJINBICTIO 1IIbOTO METO/Y € TI0OYy/I0Ba HeleTepMiHOBaHOI MaTPHIIi
KJIIOUB, 1110 MOEJHY€E BUMAJKOBY 6a30BY MAaTPUIIO 3 iarOHaJIbHOIO0 MAaTPHUIEI0, OTPUMAHOIO 3 GaraTolapoBux napamerpis RSA, Ta Bcras-
JIsie TaycciBChKUAM MMOBipHiCHMI 1IyM. ITic/Is IbOro MpOBOAUTRCS TepeBipka 6e3IeKH 3a JOITOMOTO0 Habopy CTAaTUCTUIHUX TecTiB Hari-
OHAJILHOTO iHCTUTYTY CTaHAAPTIB i TexHosoriit (NIST). EkcriepyuMeHTaIbHi pe3y/IbTaTH M0Ka3yloTh, 10 AJis MaTpuLi 10 X 10 mudporexct
nocsirae P-3nadeHHs 0,788 y TecTi 4aCTOTHOTO MOHOOITY, 110 3HaYHO nepeBullye nopir NIST 0,01. Ile o3Hauae, 110 BUXIJHUI pe3ysIbTaT
CTaTUCTUYHO He BiJpi3HSAEThCS Bifi BUMazKoBoro mymy. Crioctepiraerscst edexr sapuHu 50,13%, 10 IEMOHCTPYE CUJIBHY Bi/ITIOBi/IHICTB
KpHUTePilo JIJABUHM Ta BKa3ye Ha 3HAUHy CTiMKiCTh /10 AUdepeHIiaTbHUX KPUIITOAHATITUYHNX aTaK. BHYTpillIHA eHTpomis Kioua 36iblie-
Ha 70 6,28 Gita. LIt Mozmesp 3abe3neuye HajjifiHe pillleHHs /IS 3aXUCTy KOH(iAeHI[iHHNX 3anuciB 6a3M JaHUX Ta JKypHAJIiB TPaH3aKILiN y
KOPIIOPAaTHUBHUX CEPEZOBUINAX, & TAKOXK IrapaHTye KOHDiJeHIiIIHICTh 6e3 KO /I 00YMCIII0BATBHOI e(eKTUBHOCTI.
KirouoBi cioBa: mudp lisa, 6araTourcioBruil RSA, HaBUaHHS 3 TOMWJIKaMU, HMOBipHiCHe MK pyBaHHS.
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VAOCKOHAJIEHHS METOY ®LIBTPAIIIL 30BPAXKEHHA 3 KOCMIYHOI CUCTEMM PAJIOJIOKAIIIITHOTO
CIIOCTEPEXXEHHSA HA OCHOBI AJITOPUTMY KYAHA (c. 40-46)

I. B. Xynos, O. M. MakoBeifuyk, C. A. Tokapes, A. O. AHapromeHko, O. B. ITyxosuii, O. B. Poryss, O. B. Bitoyc, M. B. BepoBok,
B. M. CamoiireHko, B. I. XyzoB

O6’eKTOM JIOCTi/IXKEHHH € Ipoliec (inbTparii 306paXkeHHs 3 KOCMiYHOI CCTeMH paJiioyioKalliifHOTo criocTepe)xeHHs. BupilieHa mpo6iemMa
(ismprparii 306paXkeHHs 3 KOCMIYHOI CCTeMH Pa/lioIOKAI[iFTHOTO CITOCTEPE)XXEHHS IIUTSIXOM 3aCTOCYBaHHS aaroputMy KyaHa.

OTpuMaHi HaCTYIIHi OCHOBHI pe3yJIbTaT:

— OCHOBHI eTarii MeTozy (isbTparii 306paXkeHHsI 3 KOCMIYHOI CCTEMH PaZiioIOKaI[iiiHOTO CIIOCTEpe)XeHHST Ha OCHOBI asiroputMy KyaHa;

— MIPOBEJIEHO €KCIIEPUMEHTATbHE IOCTI/HKEHHS Moo (GisbTparii 300pajkeHHs 3 KOCMIYHOI CUCTEMH PaZioIOKAI[iiHOTO CITOCTEPEIKEHHS
Ha OCHOBI asiroputMy KyaHa.

VrockoHaseHo MeTox, (inbTpariii 300paXkeHHs 3 KOCMIYHOI CHCTEMHM PaJiioJIOKAIiifHOrO CIIOCTepeXKeHHsT Ha OCHOBi aqroputMmy KyaHa.
Oco6IMBOCTSIMH YZIOCKOHAJIEHOTO METO/y, Ha BiIMiHy Bifi BifoMUX, €:

— BUOip JIOKaIBHOTO BiKHA (ibTparii;

— 064MCIIEHHS JIOKAJIBHUX CTATUCTUYHUX XapaKTEePUCTUK;

- obuncieHHs KoedillieHTiB Bapiariii;

- o6uncIeHHs BaroBoro koedinienTy Kyana;

- TOCJIiIOBHY (isIbTpaliito mikcesiiB 306payKeHHSI METOJIOM «KOB3aI0UOTr0» BiKHA.

ITpoBefeHO BizyanpHUU aHAi3 (isbTparii pagiosokaniiiHOro 306pajkeHHs YJJOCKOHAJIEHUM METOZOM Ha OCHOBI airoputmy KyaHa Ta
BiZJOMMMH MeTOZIlaMH Ha OCHOBi asiroputMy Jli Ta anropurmy ®pocra. BUKOpHCTAaHHS YJOCKOHAJIEHOTO METO/Y IpH (ibTpanii 306parkeHHs
3 KOCMiYHO{ cCCTeMH PazioIoKaI[iiiHOTO CIIOCTePe)XEeHHS JO3BOIMJIO MiBULIUTY BeJMIMHY BiIHOIIEHHSI CUTHAJI/IIYM. 1le cTaso MOXKJIMBUM
3aB/IK BUKOPHUCTAaHHIO anroputmy Kyana. Bubip asroputMy KyaHa 103Bo/IMB 3a6€3MEYUTH BUTPAIl Y MAKCUMAJIbHOMY BiIHOIIEHHI CUTHA/
LIyM y ITOPiBHSIHHI 3 BifJoMUM MeTO/[0M Ha 21% (MeTof Ha OCHOBI anroputmy JIi).

Ccpepa 3acTocyBaHHS YIOCKOHAJIEHOTO METOAY — (ibTpariist 306pajkeHb 3 KOCMIYHUX CUCTEM PaJi0I0KaIlilfHOTO CIIOCTEPEXKEHHS. YMOBHU
MIPaKTUYHOTO BUKOPHUCTAHHS OTPUMAHUX pe3y/IbTaTiB: CIelliaTi3oBaHe IIporpamMHe 3a6e3MeyeHHs IPOrpaMHO-TeXHIYHIX KOMILJIeKcax 00po6-
KM pajiiooKaniiiHuX 300pakeHb.

KurrouoBi cyroBa: KOCMidHa cUCTeMa PafioIOKAIiifHOTO CIIOCTepe)KeHHs, (hibTparis 306paykeHHs, aropuT™ KyaHa, BiJHOIIEHHS CHT-
HaJI/IIyM.
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VIOCKOHAJIEHHA METO/TY BATATOKJIACOBOI CETMEHTAIIIT 30BPAJKEHB MA3KIB ITATIA HA OCHOBI
MDKIOMEHCBKOI'O IIEPEHECEHHS 3A OBMEXXEHHUMU JAHHUMUMU (c. 47-55)

Margulan Nurtay, Gaukhar Alina, Ardak Tau

VY 1poMy Z0CITi/KEHHI PO3IVISTHYTO aBTOMATH30BaHy 0AaraTOKJIACOBY CEMAaHTHYHY CerMEHTaIlifo0 300pakeHb Ma3KiB IlamaHikosay, mo Bu-
KOPHICTOBYIOTBCS /IJIs1 BUSIBJICHHSI PaKy IIUHUKKU MaTKU. EQeKTUBHICTD iCHYIOUMX METOZiB IMIMOOKOTr0 HaBYaHHS 4acTo 0OMeXKeHa yepe3 Gpak
MapKOBaHUX JaHHUX, BUCOKY MOP(OJIOTiYHy MiHJINBICTh KJIITUH WK MaTKU, IEPEKPUTTS CTPYKTYP, LITyM, HU3bKy KOHTPAaCTHICTb Ta apTe-
axTu 300parKeHHST, XapaKTePHi JIJIsT ITUTOJIOTIYHUX 3Pa3KiB.

VY npoMy JocaipKeHH] 3aIIpoIIoHOBAHO MiAXiJ MiPKZOMEHHOT0 IepeHeceHHsI HaBYaHHs, sIKa aJjalTye IoIepefiHbo HaBueHi IMINOOKi He-
MpoHHI Mepexi /10 3aBAaHHs 6araTokJacoBoi cerMeHTanii Maskis [Tanmanikosay. Bei Mepexxi Gysm rmorepeiHbO HaBUY€Hi Ha BEJTMKOMAcCIITab-
HHX Habopax JaHUX IIPUPOJHUX 300paXKeHb. B eKCIIeprMeHTaX Y/[0CKOHAIIOBAIMCS Ta CUCTEMATHYHO ITOPiBHIOBAJIMCS SIK 3TOPTKOBI HEHIPOHHI
Mepexi, Tak i Moziesri Ha ocHOBi Transformer, BkItodaroun TiopuaHi KoHirypamii. [IpoAyKTUBHICTS MepeXKi OLiHIOBAaIACS 32 JJOIIOMOT'OI0
KispkicHMX MeTpuK (Dice score, IoU, HD95), a TakoXX sIKiCHOI Bi3yasIbHOI OIJ{HKH KpaiB Ta MEX CerMeHTaIlil.

Pe3ynbTaTH, OTpUMaHi B eKCIIepUMeHTaX, II0Ka3aJlH, o apXiTeKTypHu Ha ocHoBi Transformer, 30kpema SegFormer, 3Ha4YHO IepeBePIIYIOTh
3TOPTKOBI MOZieJTi TIpH 06pOOIIi IIyMHUX Ta HEOJHOPIJHUX IIUTOJIOTIYHMX JaHUX. BUKOPHCTOBYIOUM CIIelfiasli3oBaHi cTpaTerii [OITOBHEHHS
JTaHUX, po3pobIIeHi crieliayIbHO 111 MeANYHOI Bisyasizanii, SegFormer 36ii1b1nB mokasHuku Dice 10 0,95 /17151 BCixX Ki1aciB, a TAKOXK IOKPAIIUB
TOYHICTh BU3HAUEHHS KpaiB Ta CTIHKiCTh 710 apTedakTiB Ta ayliaCHHTy KJIITHH.



BararomaciiTabHe BHJIy4eHHSI O3HAK Ta MOJIEIFOBAHHS IVIOGAJIBHOTO KOHTEKCTY BUSIBUJIMCSI BOXKJIMBUMHU JJIs1 TOYHOI ifteHTHiKaii
KJIITUHHHUX CTPYKTYp B YMOBaxX 0OMEXeHOro OoOCATy JaHMX. Pe3ynpTaTy, OTpUMaHi B JOCIiKeHHi, MOXXYThb JOIIOMOITH B PO3poOI]i Ha-
JiHUX aBTOMaTU30BaHUX /[iarHOCTUYHMX iHCTPYMEHTIB /IJISI IOTIOMOTH IIUTOIIATOJIOTaM, a TAKOJXK JIJIS ITi/IBUIIIeHHS 3araJlbHOI TOYHOCTI Ta
e(eKTUBHOCTI porpaM CKpUHIHTY paKy IHUUKNA MaTKU.

Kurrouogi coBa: TpaHchepHe HaBYaHHS, Ma30K IlamaHikosay, pak MNWHKY MaTKH, CeTMEeHTaIlisl, ITTH00Ke HaBYaHHS.
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OIITUMIBAIIIS BTPAT ITAKETIB KAHAJIY B BE3/IPOTOBHUX CUCTEMAX JATYHNKOBOTI'O 3B’sI3KY 3
BUKOPHCTAHHSIM MOJEJIBHOI'O ITPOTHO3YIOUYOI'O KEPYBAHHH (c. 56-67)

Ainur Ormanbekova, Anar Khabay, Yerkebulan Tuleshov, Nurlan Sarsenbayev, Zhazira Julayeva, Serikbek Ibekeyev,
Maral Abulkhanova Askhat Tlegenov, Magzhan Igen

O6>eKTOM JloCTTi/PKeHHsT € 6e3/[poToBa MepekeBa cructema KepyBaHHs (WNCS) cranzpapry [EEE 802.15.4 (2,4 I'Try), sika 3aMHUKae
MeTTIO Yepe3 6e37pOTOBY CEHCOPHY MepexXy. 3aBMHUPAHHS Ta MePeIIKoAX 36iIbIIyIOTh BTPATH Ta 3aTPUMKH IAKETiB, 3HIDKYIOYH 3aI1acu
crifikocTi Ta sikicTh KepyBaHHs. HeBupimeHoto mpo6semMolo € BificyTHicTh efuHOi Mogesi HackpizHuux BTpat (E2E), sika 6 rmop>sizyBaja
sikicTe curHany PHY, 6aratocTpru6KoBY MapuIpyTH3aIlifo Ta JOCTYI /10 CEPEeJOBUINA i3 ITOBEAIHKOIO 3aMKHYTOTO IIUKJIy Ta MoIJa 6 6yTh
BOy/[0BaHA B CMHTe3 KOHTpoJiepa. Mojiesb kaHay Ha ocHOBi SINR (BTpaTu Ha HLISXY, JorapudMiuHO HOpMaJsIbHe 3aTiHeHHs, 6araTo-
LIUISIXOBi 3aBMUpaHHs) BioOpakaeTbcsi Ha BER Ta iiMOBipHICTh TOMMIIKH TaKeTiB; BTpatu E2E /i1 OHOCTPUOKOBHX Ta 6aratocTput-
KOBMX MapUIPYTiB OTPHMYIOTHCS 3a AOIOMOTOI0 IporeciB BepHy/uti Ta MapkoBa 3i ckindyeHHuMu cranamu (FSMC). [l nepeBipku
opuriHaJbHI Tpacu makeTiB ¢ikcylThCs 3a goromorolo cHidepa/peectparopa IEEE 802.15.4 Ta 36epirarothcsi nepes, 06po6Koro (1o3Ha-
4Ka Jacy, iieHTudikatop Byssa, mopsiakosuit Homep, RSSI/LQI Ta pe3ynpTat JocTaBKM) As o6unciaeHHs PER, 3aTpUMKH Ta MaKeTHOCTI,
a TakoX /I mapamerpusaiiii Bijo6pakenHss SINR-PER Ta mMogeseil Brpar. MogesntoBaHHs nokasye, o TDMA/TSCH pocsirae o 40%
MeHIHUX BTpat, HiXK CSMA/CA, Toai sik BTpatu E2E 3pocTaioTs 3 3% 10 32% 3i 36inblIeHHSIM KiJbKOCTi CTpUOKIB Bix 1 fo 8. CroinbHe
NIpoeKTyBaHHSI Ha ocHOBi MPC cmijibHO aflanTye MOTYXKHIiCThb Ilepejadi, Iepiof AUCKpeTU3alii Ta MOBTOpHI nepejadi. [TopiBHAHO 3
6a3oBuM piBHeM LQR 3 ikcoBanumMu napamerpamu, PER E2E 3meHuyeTses 3 4,45% 10 3,66%, cepefHs 3aTpuMka 3 0,20 ¢ 1o 0,12 ¢, a
iHTerpajbHa abCOMIOTHA MOXMOKA - Ha 50%. IlepeBaru MOSCHIOIOTHCS 3MEHIIEHHSIM KOHKYpeHIIil mpu miaaHyBaHHi TDMA Ta ajanrarii
MPC Ha ocHOBi npeguxTopiB. el miaxis copssMOBaHUN Ha TPOMUCJIOBUII MOHITOPUHT Ta KepyBaHHS 3 (hiKCOBAHOIO JUCKpeTHU3alli€lo,
TIOBIJIBHO 3MiHHUMH II€PEIIKOZaMU Ta CTATUYHHUMU 6araTocTpuOKOBUMU TOIIOJIOTISIMY, Jle TapaMeTpy MOXKHa izeHTHdiKyBaTH odraiin
Ta BUKOPUCTOBYBATH JIs1 OHJIalH-afanranii MPC.

KarouoBi croBa: 6e3poToBa ceHCcopHa Mepexka, WNCS, BTpaTta nmakeTis, SINR, npouec BepHyuii, 1anior Mapkosa 3i ckiHueHHU-
mu cranamu, TDMA, CSMA/CA, MPC.
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PO3POBKA ABTOHOMHOI CUCTEMMU BIJICTEXXEHHSA ITOIJIAAY OJIA IHKJIFO3UBHOI OCBITH (c. 68-77)

A. A. CumkiH, O. B. Mina, 0. B. Topouiko, I. 0. ITu6ko, B. B. IllakoTbK0

OG6’€KTOM JIOCITiZIPKEHHS € TEXHOJIOTIs BificTe)XXKeHHS oAy (eye-tracking) sik 3aci6 3a6e3neyeHHs JOCTYITHOCTI OCBITH /JIs1 0Ci6 i3 TSHKKU-
MM HOPYILLIEHHSIMU OITIOPHO-PYXOBOTO arapary. Haterep po3po61eHo HU3KY aCHCTUBHUX T€XHOJIOTiH, 1110 MaloTh 3HAYHUI OCBiTHIl MOTeHIia,
ajie iX aBTOHOMHE 3aCTOCYBaHHsI ITI€PEBaYKHO IT0B’3aHE 3 TAKUMU TPY/HOIIAMU, SIK 3aJIeXKHICTh BiJj HeCTabGiIbHOCTI 6e3APOTOBUX MEPEX Un
30BHIIIHIX 06UNC/IIOBAIBHUX pecypciB. HeoOXi{HICTh TO/J0TaHHS TEXHOJIOTIYHOTO PO3PUBY MK MOXJIMBOCTSIMHU aCHCTUBHMX TEXHOJIOTIH Ta
IXHBOIO PeajIbHOI0 aBTOHOMHICTIO CTAHOBUTD ITpo6IeMy, Ha PO3B’sI3aHHS SIKOI CIIPSIMOBaHa Iis1 po6oTa.

B pesysbrarti focTipkeHHS CTBOPEHA ITOBHICTIO aBTOHOMHA apXiTekTypa Ha 6a3i VR (virtual reality) mosomis (Meta Quest), 1110 3a6e3medye
BUKOHAHHS BCiX mporieciB 06po6Ky 306paXkeHb 04eil Ta KepyBaHHS iHTepdeiicoM Ge3rnocepefHbO 3 BUKOPUCTAHHSIM IIPOIecopa IIPUCTPOIO.
Bysi0 BAOCKOHAIEHO anapaTHy 4acTUHY (3AificHeHi MiHiaTiopr3allis paMok, mepexifi Ha gporosuii USB-iHTepdeiic), po3po6aeHo mporpaMHe
3a6e3ne4eHHs MOBOI0 Rust y dhopmari OpenXR API (Application Programming Interface) mapy. Ile a10 MOXXJIMBICTB ITO30YTHCS MEPEKEBUX
3aTPUMOK i 3a6e3MeYnuTH pOOOTY CHCTEMH, CTIiiKY /10 OyAb-sIKMX YMOB. [IpsiMa B3aeMOZis 3 arapaTHUM 3abe3MeYeHHsIM 1I0I0Ma 3a6e31edy-
€ThCsl e(heKTUBHOIO OITHMIi3allief0 3TOPTKOBUX HEHPOHHMX MEPEX Ta BUKOPHCTAHHSIM HU3BKOPIBHEBUX CUCTEMHUX BUKJIMKIB. CTBOPEHO
iMepcuBHMit rpadiunumii inTepdeiic kopucryBada (GUI), skuii yCIIilIHO POTECTOBAHUI /ISl HAJIAIITYBAHHS Ta Kayni6pyBaHHs cuctemMu. GUI
CTaB JIOCTYITHUM 6e3I0CepeIHbO Y BipTyaJIbHOMY ITPOCTOPi II0IOMa.

OpeprkaHi pe3ysIbTaTh MOXKYTh 3HANTH 3aCTOCYBaHHS B iH/IUBi/lya/IbHOMY HaBYaHHI B/IOMa, IHKJIIO3MBHUX 3aKJIa/laX OCBiTH, peabimiTamiii-
HUX LIEHTpax, sIKi OpraHi3oByIOTh HaBYaHHS 0Ci0 i3 TSHKKUMU MOPYIIEHHSIMH OIIOPHO-PYXOBOT'O arapary.

KurrouoBgi coBa: eye-tracking, iHK/IF03MBHA OCBiTa, PyXOBi ITOpyIIeHHs, VR-III0IOM, /IOCTYITHICTb OCBITH, aJalITHUBHI TEXHOJIOT1].
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IIOKPAIIEHHS IIEPETBOPEHHA MOBJIEHHS HA TEKCT JJI IHAOHE3IMChKOI MOBH 3A IOIIOMOI'OIO
MOOUPIKOBAHOI'O TPAHC®OPMATOPA (c. 78-90)

Ratna Atika, Suci Dwijayanti, Bhakti Yudho Suprapto

OG6’eKTOM IIBOTO AOCJI/KEHHS € apXiTeKTypa aBTOMAaTHYHOrO PO3Ii3HaBaHHS MoBJeHHsI (APM) Ha ocHOBI TpaHcdhopmaropa, Ha-
BUYEHA 3 BUKOPHUCTAHHAM HA0O0py AAHUX iHAOHE31fIChKOI MOBH, 1[0 CKJIAAAETHCS 3 ay/li03aINCiB Ta BifTIOBIJHUX TPAHCKPHUNTIB. Y I[bOMY



JIOCJTi/PKeHH] po3I/IsiiaeThesl po3pobka cucremMu APM zist iHfoHesiiicbkol MOBH, siKa foci k1acUdiKyeThCs SIK MOBA 3 HU3bKUM PiBHEM
pecypciB, 0COGJUBO 3 TOUKH 30py JOCTYITHOCTI HabOpy AaHUX Ta MPOAYKTUBHOCTI Mogesi. ITpo6ieMa, 10 pO3IISAAETHCS B I[bOMY J10-
CJTi/KeHHI, MoJArae B 0OMeXXeHill MPOAYKTUBHOCTI cTaHAAapTHOI Mozesi TpaHchopMaropa B TOYHOMY pO3Ii3HaBaHHI iHIO0He3ilCchKOI
moBU. IIl06 mofoaTH 1je 0OMeXKeHHs], 6yJI0 3aIIPOIIOHOBAHO MoAMbiKallifo Kojepa, 10 iHTerpye 6JI0KH 3TOPTKOBOTO Ta Bi3yaJbHOTO
TpaHchopmaropa (BT), Ta mopiBHAHO 3 6a30BOX0 MojesUI0. [laHi 6ysn ronepeAHbO 06PO6IeH] MISXOM ITepeTBOPEHHS MOHO(OHIYHOTO
aygio 16 kT, cermenTanii naysu, dinsrpanii nepeiBH60pYOro akIeHTy, BUJIy4YeHHs JorapudmiyHoi criekrporpamMu Mel, Hopmasizanii
Ta TOKeHi3arlii mizcsaiB 3a gomomMoroio SentencePiece 3 6afiToBUM napHUM KoAyBaHHSIM. Habip maHux OyB po3jiieHuil Ha HaBYAJIbHUI,
BaJTiZjal[ilHUl Ta TecTOBMII HabopH y criBBifgHOMmMEeHH] 80:10:10, mo cxraganucs 3 63 952, 7 994 ta 7 994 3paskiB BiATIOBiHO. Y3ararb-
HEHHs MojieJli GyJI0 ITOKpallleHo 3a JOIIOMOT0I0 METO/Y JOIIOBHEHHs JaHUX SpecAugment. EXCliepiMeHTaIbHI pe3yJIbTaTH M0Ka3yloTh,
0 CTaHJAapTHA MOJEJb Jjocsarae koedinieHTa moMuaok ciaiB 0,162 Ta xoedilieHTa TOMUIOK cUMBOJIIB 0,121, ToAi K MoxudiKkoBaHA
MOZieJIb 3MeHIIlye KoedillieHT TOMUJIOK CIiB 710 0,158, a koedilieHT TOMUIOK CUMBOJIIB 10 0,118. 3HaueHHS 1IbOr0 BiJKPUTTS I10JIATAE B
TIOKpAIeHOMY IIpeZCTaBIeHHI 03HaK, 10 CTBOPIOETHCS MOAM(DIKOBAHUM KOZEPOM, Jie 3TOPTKOBUI 610K (iKCcye JIOKaIbHi aKyCTUYH] Ma-
TepHU, a 6;10k BT mokpalye MozieII0BaHHS IM106aIbHOTO KOHTEKCTY Ha CrieKTporpami. Ileit fo/jaTKoBUi MeXaHi3M IOSICHIOE 3SMEHIICHHS
TIOMWJIOK Ha piBHI CiIiB, 1110 € BUpIlIaIbHUM /I HaJilfHOI CCTeMU ITepeTBOPEeHHsI MOBJIEHHS B TeKCT. OT)Ke, 3aIIPOIIOHOBAHY MOZeJIb
MOJXXHA 3aCTOCOBYBAaTH /IJIsI JBOCTOPOHHBOT'O 3B’I3Ky B peaJIbHOMY Jaci B CepPBiCHUX po6OTax.
Kirrouogi cioBa: APM, mopudikoBanuil Tpancdopmarop, SentencePiece, iHgoHesilicbkuil Habip JaHUX, ITTMO0Ke HABYAHHS.





