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Present study provides detailed analysis of the theoretical 
and experimental complexity of methods for canonical lift of 
elliptic curves that are defined over the binary field. The SST, 
MSST and Harley methods were used in the research. Results of 
theoretical studies revealed that the fastest (by execution time) 
algorithm for computing the order of the curve is the Harley 
method. Present work gives the substantiation (approximately 
10 seconds for 1024 bits) of this method and the possibility of 
its application for binary fields. By the data obtained, we con-
structed a program model of the examined methods for canoni-
cal lift of elliptic curves and computing the norm. The software 
model allowed us to conduct experimental analysis of the algo-
rithms for canonical lift of elliptic curves. In present article we 
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The issues of improving the effectiveness of information 
systems by means of serial information redundancy due to an 
increase in the reliability of control of dangerous flight situations 
on board aircrafts are considered. The use of microprocessor 
equipment taking into account the physical principles of connec-
tion of sensors to determine dangerous situations on board air-
crafts is proposed. The method for serial switching of detectors 
(with memory), considering a priori information according to 
the Bayes’ method is proposed. The mathematical and graphical 
dependencies of the a priori probability of fire detection on the 
sensor quality with the given values of a posteriori probability 
and the number of repeated requests α=f(P1, γ, k) are obtained.

It is found that, in order to implement serial information 
redundancy, the following requirements shall be taken into 
account: high technical reliability of a particular information 
source; relatively large permissible information aging time; short 
correlation time of random technical faults, transient failures, 
fluctuation noise, etc.

If the a priori probability α of a controlled phenomenon is 
low, the probabilities p1 and p2 change slowly with increasing k, 
and the probability p3 (false alarm) can be quite high, in com-
parison with the probability of non-detection p2.

If the probability α is sufficiently high, the probability p1 ef-
fectively increases with increasing k, and the probability of non-
detection p2 will be greater than the probability of false alarm p3.

Keywords: alarm system efficiency, information reliability, 
serial redundancy, information source, fire.
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We established the need for comparative analysis and 
evaluation of the possibility to use asymmetric post-quantum 
cryptographic mechanisms. In order to compare, a procedure 
for evaluation was selected based on integral assessments 
of unconditional and conditional criteria. An analysis was 
conducted among the algorithms that fulfilled general uncon-
ditional criteria. As conditional criteria, we chose numerical 
characteristics of algorithms. In addition, additional uncon-
ditional criteria were put forward that differed depending 
on the conditions of use. The relevance of present research 
is associated with the emergence of a quantum computer. 
Previous studies have already proved that the existing crypto-
graphic algorithms are vulnerable to the methods of quantum 
cryptanalysis. That is why, at present, leading organizations 
in the standardization of crypto algorithms conduct research 
and comparisons for selecting the post-quantum standard of 
cryptography.

As a result of present research, we found a lack of a uni-
versal post-quantum cryptographic algorithm. In addition, 
not all algorithms can be employed under different conditions. 
It is proposed to separate three variants in the application of 
post-quantum algorithms: for lightweight cryptography, for the 
use by standard automated systems and use in a cloud-based 
environment. For all conditions of use, a separate evaluation of 
benefits in the cryptographic algorithms was carried out. We 
detected shortcomings in the leading candidate in that it may 
possible have a reduced resistance for the specialized quantum 
attack. That is why the recommendations were given to employ 
these algorithms as the basic ones in the transition period. And, 
if the suspicion is confirmed, then we proposed alternatives 
for each variant of application. Results of present research 
allow us to understand current state in the development of 
post-quantum crypto algorithms and to predict their possible 
further development. 

experimentally confirmed a quasi quadratic dependence of the 
field size, over which curve is defined, and the time required for 
its canonical lift. Based on the results received, it is possible to 
argue that at present the fastest method for canonical lift is the 
Harley method. Our work demonstrated that the given method 
might be employed to modify the Ukrainian standard of elec-
tronic digital signature.

The relevance of research is related to the emergence of 
threats to the protection of information from the quantum 
cryptoanalysis for most modern asymmetric cryptosystems. 
However, modern cryptosystems should exist over the time 
that is necessary to find the candidates to replace them from 
the post-quantum cryptosystems. During such “transition pe-
riod”, classical cryptosystems should provide for the necessary 
level of stability, even under condition of constant extension 
of size in the system-wide parameters. The Ukrainian standard 
DSTU 4145–2002 has limitations on the size of system-wide 
parameters (up to 431 bits) and may not be able to account for a 
large reserve of stability. In addition, given the adoption of new 
standards for encryption and hash functions, in order to ensure 
the same level of security with the apparatus of elliptic curves, 
the latter must have parameters of size to 1024 bits. 

Keywords: Satoh method, Harley method, order of elliptic 
curves, binary field, trace of Frobenius.
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We conducted a theoretical analysis of the known method for 
improving performance speed of a maximal thermal fire detector 
under the action of temperature perturbation in the environment 
during fire in the interval of defining the temperature. It is dem-
onstrated that the main shortcoming of this method is that the 
improvement in performance of a fire detector under complicated 
conditions is achieved by reducing the time constant of a detector. 
This leads to the growth in fluctuations of the output signal, reduces 
accuracy in determining the temperature and increases the number 
of false triggering in such detectors.

Theoretical substantiation of the proposed method to improve 
performance speed of MTFD is based on the dynamic correction 
of output signal from a thermal sensor in fire detector by the 
inertial-forced link with a transfer function whose inertial part’s 
time constant is changed by time in the interval of temperature 
measurement. We proposed a rule for changing the time constant.

A comparative analysis of the known and the proposed 
methods revealed that the new method provides for an increase 
in performance speed of a fire detector without increasing the 
fluctuations in the output signal. Increasing the speed of action 
relative to the mathematical expectation and dispersion of fluc-
tuations in the output signal is achieved at different moments 
of time, which are much less than the time of actuation of the 
maximal thermal detector – 20 s. The method proposed allows 
us to increase performance speed of a fire detector relative to 
the mathematical expectation of the output signal larger than by  
5 times, and relative to the dispersion of fluctuations in the out-
put signal – by 1.5 times.

The method we devised is recommended to improve the perfor-
mance speed of maximal thermal fire detectors under complicated 
conditions for operation, specific to industrial enterprises of metal-
lurgy and petrochemical sector, for the purpose of their efficient fire 
protection. 

Keywords: maximal thermal fire detector, performance 
speed, environment, complicated temperature conditions.
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This forecast is important in that the post-quantum 
cryptographic mechanisms represent a new stage in the de-
velopment and use of cryptography. In addition, the practical 
value of the research consists in obtaining the evaluation for 
post-quantum algorithms, depending on the conditions of 
their application.
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The infrastructure of packet transfer offers great possibilities 
for organizing the universal transport networks using the LTE 
technology, which is linked to a wide variety of standards with 
many applications, as well as applying different protocols of in-
teraction, management and service by contemporary networks.

In order to organize a broadband access, it is proposed to em-
ploy the rational approach to the mobile transport infrastructure, 
which is based on the model of network in line with the Unified 
MPLS Mobile Transport concept, at all levels of which a protocol 
is configured of multi-protocol commutation by the markers for a 
simultaneous support of several generations of mobile communi-
cation in the unified network flat-oriented architecture. 

We analyzed the throughput and reliability of a backhaul 
network. The topology is selected for the optimal construction 
of a backhaul network using a star-shaped configuration, which 
will make it possible to create a dynamic fully connected network 
based on IP.

The throughput and transport efficiency of network are de-
termined. It is established that the channel band, the modulation 
method and the type of morphology exert essential effect on ob-
taining the best results with a guarantee of data packet transfer 
without loss of frames. The indicators obtained contribute to an 
increase in the network capacity and throughput with higher 
speeds and less delays in the packet transfer. 

Keywords: backhaul network, wireless technology, control-
ler, topology, packet architecture, throughput.
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It was determined that when the 64-element linear array 
is used, the resolution of the direction finder depends on the 
signal frequency. It varies between 6–15 degrees in the range 
of the direction finder operating frequencies at a signal/inter-
ference ratio of 0 dB. The resolution of the direction finder 
which was found to be high compared to the annular antenna 
array is an important advantage in conditions of a complex 
electromagnetic situation.

Keywords: analysis of noise immunity, searchless digital 
method, correlation-interferometric direction finding, spatial 
analytical signal.
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An analysis of noise immunity of the searchless digital 
method of correlation-interferometric direction finding with 
reconstruction of the spatial analytical signal has been car-
ried out. An analytical estimate of the direction finding error 
variance consisting of the noise and interference components 
was obtained. It was shown that the main controllable factors 
affecting the noise component of the direction finding error 
variance are as follows: the number of direction-finding chan-
nels, the amount of separation between the selected elements 
of the antenna array, the type of the weight function in spatial 
spectral analysis and the time of emission analysis. The in-
terference component of the direction finding error variance, 
unlike the noise component, does not depend on the analysis 
time but is determined, first of all, by the quality of frequency-
spatial selection.

In simulation, a family of dependencies of the root mean 
square deviation of the bearing estimate on the signal-to-
noise ratio and the type of the weight function of the spectral 
analysis window was obtained. Possibility of direction finding 
with a value of the root mean square deviation of the bearing 
estimate of 0.03 degrees at an input signal-to-noise ratio of 
0 dB has been shown. The estimates of the direction finding 
error variance obtained analytically and by software simula-
tion practically coincided which confirms the analysis cor-
rectness. As a result of simulation, a family of dependences of 
root-mean square deviation of the bearing estimation on the 
separation of direction to the signal and interference sources 
at different signal frequencies was also obtained.
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We proposed an architecture for a protection control sys-
tem of the object of informatization (OBI) with the subsystem 
of intelligent support for making decisions on the operational 
management of cyberprotection. The proposed architecture, in 
particular, can be used under conditions of the incompleteness 
of knowledge about the state of OBI protection. We developed 
a model for the operational management of cyberprotection at 
OBI and formed a rational complex of protection means. The 
model is based on the morphological approach. The model al-
lows, taking into account morphological matrices for each of the 
five proposed perimeters prepared by the intelligent decision-
making support system (IDMSS), generation of variants of sets 
that consider the compatibility of software and hardware tools 
of information protection. It is proposed to make the choice on 
the optimal variant of a set for the perimeter using an objective 
function that maximizes the ratio of the summary indicator 
“protection of information” to the summary indicator “expendi-
tures”. The software is realized and tested under real conditions 
of IDMSS in the contours for the organizational-technical and 
operational management of the OBI protection. An improved 
architecture of IPCS is different from the existing solutions in 
the possibility of simultaneous optimization of sets of software 
and hardware tools for the examined perimeters of OBI, for both 
centralized and decentralized variants for processing the infor-
mation. In this case, an analysis of the level of protection of OBI 
is performed in real time. It is proven that the use of the devel-
oped IDMSS makes it posible to significantly reduce the planned 
spending on an information protection system, as well as reduce 
the time it takes to inform decision-makers about information 
security incidents.

Keywords: information security, management of information 
protection, morphological approach, decision support system.
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