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In the paper, a descriptive model of system dynamics for bi-
nary data is presented. Binary or dichotomous data are widely
spread across various fields of research — in decision making
and data mining, marketing, solving of many natural, social
and technical problems. The initial data for building the model
is a set of states of an autonomous dynamical system with
components taking binary values. At the same time, the time
order of the states is permissible. The following objectives were
stated: to identify the relationships between the components
of the system defining its dynamics; on the basis of the identi-
fied dynamics, to recover the true order of the system states; to
apply the developed model to the problem of visual identifica-
tion of cyanobacteria in water areas using digital photography.

To solve the problem, we used a mathematical model that
enables to describe the relationships between components
and transitions between the system states at a simple-for-
understanding level. The principle of parsimony underlies
the model. According to this principle, the most appropriate
model is described by the simplest relations in the sense de-
fined in the work.

As the case study, the problem of recognizing clumps of
cyanobacteria from digital satellite imagery was considered.
This is a complex, practically important problem that does
not have a satisfactory experimental and theoretical solution
at the moment. Applying system approaches to the measured

colorimetric parameters of digital photography, we developed
the index for identification of such clumps. This index uses
the parameters of the digital RGB model of (various parts
of) an image and allows us to reveal clumps of cyanobacteria
on digital images obtained by aerospace methods. Addition-
ally, digital photography can be performed in the conditions
of insufficient visibility (due to precipitation, fog, and other
factors), for imitation of which in the case study the original
image was distorted by the digital noise.

The studied model can find useful applications in the
areas requiring binary dynamical data insights.

Keywords: descriptive models, dynamical systems, bi-
nary data, parsimony, data mining, clumps of toxic cyano-
bacteria.
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The paper considers the problem of regression analysis
with indeterminate explanatory and explained variables. A
quality criterion for estimating the regression coefficients
is formulated and justified, taking into account possible
significant differences in the accuracy of assigning differ-
ent variables. The study considers a method of calculating
the regression coefficients in accordance with the concept
of least squares. The proposed approach provides a reason-
able compromise between the conflicting requirements: the
maximum compactness of the fuzzy value function of the
explained variable and the minimal deviation of the solution
from the modal one. The problem is solved by minimizing
the complex criterion, the terms of which determine the
level of satisfaction of these requirements. An additional
advantage of the approach is that the original problem, fuzzy
by the nature of the initial data, is reduced to solving two
usual problems of mathematical programming. The problem
of fuzzy comparator identification is considered when the
values of the explained variable are not defined but can be
ranked by the descending of any chosen indicator. To solve
this problem, the study proposes a method for estimating re-
gression coefficients based on solving a fuzzy system of linear
algebraic equations.

Keywords: fuzzy regression analysis, fuzzy initial data,
fuzzy comparator identification.
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An interpolation numerical method is developed in or-
der to solve the Cauchy’s problem for ordinary first order
differential equations using the apparatus of non-classical
minorants and diagrams of Newton’s functions, assigned in
a tabular form. We have proven computational stability of
the method, that is, an error of the initial data is not piled
up. It is also shown that the method possesses a second order
of accuracy and in the case of a convex function produces
more accurate results than the Euler’s method. The advan-
tages also include simplicity and visual clarity of the method.
Given this, it could gain widespread use in many areas, in
particular mathematics, physics and mechanics. We also
give an example of solving the Cauchy’s problem applying
the new method, the Euler’s method, and the Runge-Kutta
fourth order method, with the results compared. The pro-
posed method does not require solving the systems of linear
algebraic equations because we do not employ the Bernstein
polynomials, and it is not required to superimpose additional
conditions, in contrast to the method that applies the Haar
functions.
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Trends in the development of symmetric cryptography
are constantly associated with the increasing of the sizes
of keys and blocks. Block ciphers, which are used today in
hashing algorithms, usually have a block size of 512 or
1024 bits. One of the main requirements for symmetric cryp-
to algorithms is to provide resistance to known cryptanalyti-
cal attacks. Known methods of security estimation against
impossible differential attack have too high complexity for
such block sizes.

The proposed approach for proving the absence of impos-
sible differentials is applicable to some types of block ciphers
and allows proving theoretically the resistance to impossible
differentials attack.

Rijndael-like SPN ciphers and Feistel ciphers are ana-
lyzed. For the group of Rijndael-like ciphers, the absence of
byte impossible differentials for 4 or more rounds is proved.
For the group of Feistel ciphers, the absence of byte impos-
sible differentials for 6 or more rounds is proved. The first
statement made it possible to prove the absence of byte
impossible differentials for 4 or more rounds of the cipher
Kalyna (DSTU 7624: 2014) with all block sizes, for 512-bit
block ciphers that are used in the hash functions Whirl-
pool, Groestl and Kupyna (DSTU 7564: 2014). The second
statement was used to prove the absence of byte impossible
differentials for 6 or more rounds of Tornado and Labyrinth
ciphers with a block size of 128 bits.

Computational experiments on the impossible differen-
tials search for these reduced models confirmed the validity
of the obtained theoretical conclusions.

Keywords: block cipher, impossible differentials attack,
impossible differential, Rijndael-like transformations.

References

1. Biham, E., Keller, N. (2000). Cryptanalysis of Reduced
Variant of Rijndael. The Third Advanced Encryption
Standard Candidate Conference. New York.

2. Cheon, J. H., Kim, M., Kim, K., Jung-Yeun, L., Kang, S.
(2002). Improved Impossible Differential Cryptanalysis
of Rijndael and Crypton. Lecture Notes in Computer Sci-
ence, 39-49. doi: 10.1007/3-540-45861-1 4

3. Lu, J., Dunkelman, O., Keller, N., Kim, J. (2008). New
Impossible Differential Attacks on AES. Lecture Notes
in Computer Science, 279-293. doi: 10.1007 /978-3-540-
89754-5 22

4. Biham, E., Biryukov, A., Shamir, A. (1998). Cryptanalysis
of Skipjack Reduced to 31 Rounds using Impossible Dif-
ferentials. Technion, CS Dept, Tech Report CS0947.

5. Biham, E., Biryukov, A., Shamir, A. (1999). Miss in the
Middle Attacks on IDEA and Khufu. Lecture Notes
in Computer Science, 124-138. doi: 10.1007/3-540-
48519-8 10

6. J Lu, J., Kim, J., Keller, N., Dunkelman, O. (2008). Im-
proving the Efficiency of Impossible Differential Crypt-
analysis of Reduced Camellia and MISTY1. Lecture
Notes in Computer Science, 370—386. doi: 10.1007 /978-
3-540-79263-5_24

7. Wu, W.-L,, Zhang, W.-T,, Feng, D.-G. (2007). Impossible
Differential Cryptanalysis of Reduced-Round ARIA and
Camellia. Journal of Computer Science and Technology,
22 (3), 449-456. doi: 10.1007 /s11390-007-9056-0

8. Kim, J., Hong, S., Sung, J., Lee, S., Lim, J., Sung, S.
(2003). Impossible Differential Cryptanalysis for Block
Cipher Structures. Lecture Notes in Computer Science,
82-96. doi: 10.1007 /978-3-540-24582-7 6



9. Luo, Y, Wu, Z, Lai, X.,, Gong, G. (2009). A Unified
Method for Finding Impossible Differentials of Block
Cipher Structures. IACR Cryptology ePrint Archive.

10. Li, R., Sun, B, Li, C. (2010). Impossible Differential
Cryptanalysis of SPN Ciphers. IACR Cryptology ePrint
Archive.

11. Yap, H. (2009). Impossible Differential Characteristics
of Extended Feistel Networks with Provable Secu-
rity against Differential Cryptanalysis. Advances in
Security Technology, 103—121. doi: 10.1007 /978-3-642-
10240-0 9

12. Daemen, J., Rijmen, V. (1998). AES proposal: Rijndael.
First Advanced Encryption Standard (AES) Conference.
Ventura, CA.

13. Gorbenko, 1. D., Dolgov, V. L., Oliynykov, R. V., Ruzhent-
sev, V. I et. al. (2007). The perspective block symmetrical
cipher “Kalyna” — a main positions and specification. Ap-
plied radioelektroniks, 6 (2), 195-208.

14. V Ruzhentseyv, V. I. (2003). About method of the security
estimation to truncated differential attack. Radioelec-
troniks and informatics, 4, 130—133.

15. Gorbenko, 1. D., Golovashich, S. A. (2003). The Algo-
rithm of the block symmetrical enciphering “Tornado”.
The specification of the transformation. Radiotechnics,
134, 60-80.

16. Golovashich, S. A. (2007). Specification of the algorithm
of the block symmetrical enciphering “Labyrinth”. Ap-
plied Radioelectroniks, 6 (2), 230—240.

DOI: 10.15587/1729-4061.2017.108395

FEATURES OF MODELING FAILURES OF
RECOVERABLE COMPLEX TECHNICAL OBJECTS
WITH A HIERARCHICAL CONSTRUCTIVE
STRUCTUREe (p. 34-42)

Sergey Lenkov

Military Institute of Taras Shevchenko National University
of Kyiv, Kyiv, Ukraine

ORCID: http://orcid.org/0000-0001-7689-239X

Genadiy Zhyrov

Military Institute of Taras Shevchenko National University
of Kyiv, Kyiv, Ukraine

ORCID: http://orcid.org/0000-0001-7648-7992

Dmytro Zaitsev

Military Institute of Taras Shevchenko National University
of Kyiv, Kyiv, Ukraine

ORCID: http://orcid.org/0000-0002-3784-5790

Igor Tolok

Military Institute of Taras Shevchenko National University
of Kyiv, Kyiv, Ukraine

ORCID: http://orcid.org/0000-0001-6309-9608

Evgen Lenkov

Military Institute of telecommunications and
Informatization, Kyiv, Ukraine

ORCID: http://orcid.org/0000-0001-5819-2656

Tetiana Bondarenko

Military Institute of telecommunications and
Informatization, Kyiv, Ukraine

ORCID: http://orcid.org/0000-0002-2879-2041

Yurii Gunchenko
Odessa I. I. Mechnikov National University, Odessa, Ukraine
ORCID: http://orcid.org/0000-0003-4423-8267

Viktor Zagrebnyuk
Odessa National Maritime University, Odessa, Ukraine
ORCID: http://orcid.org/0000-0002-8630-1976

Oleksandr Antonenko

Odessa 1. I. Mechnikov National University,
Odessa, Ukraine

ORCID: http://orcid.org/0000-0001-9680-3446

We developed a methodology and algorithms of forming
the optimal sets of elements, which take part in the failure-
recovery modeling process of complex technical objects.
The methodology is based on the hierarchical constructive
structure of the object, takes into account the redundancy of
failing elements, as well as the maintainability of the product
elements and their cost, which distinguishes this methodol-
ogy from the known ones. Structurally, the methodology
is implemented as a set of three algorithms. The generated
optimal sets of elements are used to calculate the predictive
reliability characteristics and operating costs of the object.
The constructive structure of the object in the model is
represented by a graph (tree). The optimality of the sets is
understood in the sense of their correspondence to the object
maintainability parameters.

With the improvement of maintainability properties, the
forecasted values of the mean time between failures and the
recovery time are correspondingly improved. Improvement
of the operating cost index is not mandatory; provided differ-
ent input data, there may not be such an improvement. Each
variant of the values of object maintainability parameters
is conformed to its optimal sets of failing and recoverable
elements, under which adequate predictive estimates of reli-
ability indicators and the object operating cost are provided.

The paper provides some examples of modeling, which
demonstrate how the optimal sets of failing and recoverable
elements are determined, and how the predictive estimates
of reliability and object operating cost depend on the choice
of these sets.

Keywords: complex technical object, hierarchical con-
structive structure, mean time between failures, unit operat-
ing costs, statistical simulation modeling.
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A growth of harmonic functions in the whole space R”
is examined. We found the estimate for a uniform norm of
spherical harmonics in terms of the best approximation of
harmonic function in the ball by harmonic polynomials.
An approximation error of harmonic function in the ball is
estimated by the maximum modulus of an entire harmonic
function in space, as well as the maximum modulus of an
entire harmonic function in space in terms of the maximum
modulus of some entire function of one complex variable or
the maximal term of its power series. These results allowed
us to obtain the necessary and sufficient conditions under
which a harmonic function in the ball of an n-dimensional
space, 7>3, can be continued to the entire harmonic one. This
result is formulated in terms of the best approximation of the
given function by harmonic polynomials. In order to char-
acterize growth of an entire harmonic function, we used the
generalized and the lower generalized orders. Formulae for
the generalized and the lower generalized orders of an entire
harmonic function in space are expressed in terms of the ap-
proximation error by harmonic polynomials of the function
that continues. We also investigated the growth of functions
of slow increase. The obtained results are analogues to clas-
sical results, which are known for the entire functions of one
complex variable.

The conducted research is important due to the fact that
the harmonic functions occupy a special place not only in ma-
ny mathematical studies, but also when applying mathemati-
cal analysis to physics and mechanics, where these functions
are often employed to describe various stationary processes.

Keywords: spherical harmonics, entire harmonic func-
tion, generalized order, lower generalized order.
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Application of neuromorphic structures in various
spheres of human activity on the basis of generalized neural
elements will become possible if effective methods for veri-
fying realizability of the logic algebra functions by one neu-
ron element with a generalized threshold activation func-
tion and synthesis of such elements with a large number of
edntries are developed. A notion of nucleus of Boolean func-
tions in relation to a given system of characters was intro-
duced and algebraic structure of nuclei and reduced nuclei
of Boolean functions was investigated. Relation between
the nuclei of the logic algebra functions which are realized
by one generalized neural element and matrices of tolerance
was established. It was shown that the Boolean function is
realized by one generalized neuron element if and only if
the nucleus of this function admits representation by the
matrices of tolerance. If there is no nucleus relative to a
specified system of characters for a Boolean function, then
such a function is not realized by one generalized neural ele-
ment in relation to a specified system of characters. On the
basis of the properties of the matrices of tolerance, a number
of necessary and sufficient conditions for realization of the
logic algebra functions by one generalized neural element
were obtained. Based on the sufficient conditions, an al-
gorithm for synthesis of integer-valued generalized neural
elements with a large number of entries was constructed. In
the synthesis of integer-valued generic neural elements for
realization of the logic algebra functions, a block represen-
tation of the Boolean function nucleus was used and based
on the properties of the matrices of tolerance, coordinates of
the integer vector of the structure of the generalized neural
element were sequentially found.

Keywords: matrix of tolerance, nucleus of the Boolean
function, group character, spectrum of the Boolean function.
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The aim of the paper was to develop a universal clas-
sifier in the form of a radial basis function network (RBF
network) based on the Gaussian function and the CART
Solution Tree. The examples of diseases diagnostics clas-
sifier were considered. It is noted that during the classifier
development, it is necessary to determine the number of
RBF neurons and the values of parameters of these neurons
(centre, dispersion). For this purpose, a method that allows
splitting the space of features into relatively homogeneous
domains in the form of hyperparallelepipeds, each of which
is associated with one of the RBF neurons, is proposed. The
number of RBF neurons and parameters of these neurons
are determined automatically directly based on the CART
Solution Tree.

As a result of the research, it was found that the pro-
posed classifiers show the highest efficiency on the learning
set with a minimal Solution Tree reduction (accuracy from
80 % to 95 %). It was shown that for two and more classes the
accuracy of these classifiers on the test set makes 79 % and
more, however, provided that the appropriate data sample for
the learning set is selected. The possibility of using the RBF
network based on the Gaussian function and the CART Solu-
tion Tree in the healthcare system for the diseases diagnostics
and medical systems (or devices) assistance during decision-
making support was proved.

The obtained results could be further applied to improve
the universal classifier development method based on the
RBF network.
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