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A technique is proposed to improve reliability of data from the
remote RGB measurements in order to shorten the time needed for
determining local leakages in the main pipelines during monitoring.
To improve spatial resolution and geometrical accuracy in the RGB
measurements, it is proposed to use the IR and panchromatic measure-
ments in combination, using controlled liquid crystal filters. In this
case, visualizing the IR data (employing conditional colors) and com-
paring them with the data of actual colors in the RGB measurements
is used to improve accuracy of data from the remote measurements.

We also developed a technique for the remote and locally syn-
chronous ground-based measurements to validate and correct their
results with a certain error, which allows rapid assessment of the
condition of examined area based on data from the remote measure-
ments taking into account a validation by possible ground-based
measurements.

In this case, the designed structure of an automated system
simultaneously monitors main production processes and assesses
ecological condition of the corresponding sites, thus addressing the
set task in a comprehensive manner.

The results obtained improve efficiency of determining local
leakages and the boundaries of plots, polluted in varying degree as
a consequence of manufacturing processes, and facilitate making a
correct decision while monitoring the environment.

Keywords: ecological monitoring, synchronous measurements,
infrared and visible range, relaibility, visualization.
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The comparative analysis of the results of the RMO internation-
al supplementary comparison of national standards of the units of
inductance is conducted with the aim of evaluation of convergence.
For the comparison, the reference values with the expanded uncer-
tainties are calculated and the degrees of equivalence of standards
of participants and expanded uncertainties for the nominal values
of measures of 10 mH and 100 mH on a frequency of 1 kHz are de-
termined. Metrological traceability of the national standard of every
participant of comparisons to the units of the International system
of units ST is determined.

For verification of consistency of the results of comparisons, the
values of the y? criterion for the results of comparisons of standards
of participants taking into account the measurement uncertainty are
calculated. The obtained values of the criterion of consistency for
the participants can be considered consistent, which is the objec-
tive confirmation of the measurement uncertainties declared by the
participants.

The evaluation of calibration and measurement capabilities of
Ukraine for the unit of inductance is realized. The methodology of
evaluation of measurement uncertainty in a wide range of induc-
tance values (from 10 pH to 100 H) is proposed. The results of the
calculations of the values of measurement uncertainties according to
the proposed methodology revealed that the results correspond to
the data published in the international key comparison database for



Ukraine in the range of capacitance values from 10 uH to 10 H on a
frequency of 1 kHz.

Keywords: comparison of standards, metrological traceability,
inductance, national metrology institute.
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The proposed security mechanisms in hybrid-crypto-code systems,
based on Niederreiter and McEliece modified asymmetric crypto-code
systems on flawed codes allow further use of the methods of strict two-
factor authentication on OTP passwords (OTP based 2FA). To ensure
the required security and efficiency in the multi-factor authentication
protocol, the McEliece and Niederreiter modified asymmetric crypto-
code systems, allowing integrated reliability provision in information
transmission on the basis of error-correction coding on elliptic codes
are used. The use of the MV2 algorithm ensures an increase in the total
entropy of the key and the physical separation of the transmission of
the authenticator parts by various mobile/Internet communication
channels based on multi-channel cryptography systems on flawed
codes. The proposed mathematical models and algorithms for the
practical implementation of the Niederreiter and McEliece HCCSFC
make it possible to significantly reduce the energy capacity of group
operations by reducing the power of the Galois field to GF 24-26 by
additional transformations based on the MV2 algorithm, ensuring the
required cryptographic strength.

Keywords: McEliece and Niederreiter hybrid crypto-code sys-
tems on flawed codes, multi-factor authentication.
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We developed the method and the model for managing protec-
tion of objects of informatization, based on the integrated implemen-
tation of decision support systems for the tasks on cybersecurity. The
proposed solutions differ from the existing ones by the possibility
to automate the procedure of generating variants for controlling
actions using the decision support system, designed as a web applica-
tion. The described model for the coordination of experts’ opinions
is based on the Delphi method. The approach proposed makes it pos-
sible to coordinate expert opinions, including to take into account
different interval estimates of the degree of protection and informa-
tion security metrics of the objects of informatization.

Results are presented of testing under actual conditions at the
enterprises of Ukraine the software complex “Decision support sys-
tem for managing cyber security of an enterprise - DMSSCSE”. The
DSS is adapted for the on-line work of experts. It was established
that the DSS “DMSSCSE” makes it possible to improve effective-
ness of the applied organizational and technical measures to protect
objects of informatization. The proposed solutions enabled bringing
down the cost of organizing comprehensive information protection
systems by 12—15 % compared to the existing methods.
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A general analysis of self-adjustment algorithm of fire detectors
for early guaranteed ignition detection was carried out. It was shown
that step magnitude in the algorithm of self-adjustment of fire detec-
tors can be a fixed or a selected variable, depending on the level of
registered actual data about the factor of ignition of combustible
material. Specific features of fire detectors, self-adjusting by igni-
tion, relate to a non-linear nature of the algorithm and conditions
for providing guaranteed ignition detection. In this case, for effec-
tive self-adjustment of fire detectors, it is expedient to set the initial
threshold value by registered actual data in the absence of ignition
and to regulate the adaptation step size in a special way. It was shown
that the fact of an increase in self-adjusted threshold relative to its
original value can be a sign of ignition detection. For probabilistic
assessment of the fact of ignition detection, it was proposed to use
exponential smoothing of characteristic function, which allows gen-
eration of dynamic assessment of probability of ignition detection.

A study of dynamics of self-adjusting threshold and probability
of ignition detection indicate capability of self-adjusting fire detec-
tors to provide early guaranteed detection of different sources of ig-
nition of flammable materials under conditions unknown in advance.

Keywords: self-adjusting fire detector, self-adjusting threshold,
guaranteed ignition detection, combustible material.

References

1. Acclimate intelligent multi-criteria sensor MIX-2251TMB. Mircom.
Available at: http://www.mircom.com/media/datasheets/CAT-
5919 MIX-2251TMB_ACCLIMATE Intelligent Multi-Criteria_
Sensor.pdf

2. Andronov, V., Pospelov, B., Rybka, E. (2017). Development of a
method to improve the performance speed of maximal fire detectors.
Eastern-European Journal of Enterprise Technologies, 2 (9 (86)),
32-37. doi: 10.15587/1729-4061.2017.96694

3. Oppelt, U. (2006). Improvement on fire detectors by using multiple
sensors. Fire & Safety. Available at: http://www.securitysa.com/
regular.aspx?pklregularid=2502

4. Andronov, V, Pospelov, B, Rybka, E. (2016). Increase of accuracy of
definition of temperature by sensors of fire alarms in real conditions
of fire on objects. Eastern-European Journal of Enterprise Technolo-
gies, 4 (5 (82)), 38—44. doi: 10.15587/1729-4061.2016.75063

5. Andronov, V., Pospelov, B., Rybka, E., Skliarov, S. (2017). Examin-
ing the learning fire detectors under real conditions of application.
Eastern-European Journal of Enterprise Technologies, 3 (9 (87)),
53-59. doi: 10.15587,/1729-4061.2017.101985

6. Tian, E Q., Luo, R. (2012). A Novel Variable Step Size LMS Algo-
rithm Based on Modified Hyperbolic Tangent and Its Simulation.
Advanced Materials Research, 490-495, 1426-1430. doi: 10.4028/
www.scientific.net/amr.490-495.1426

7. Bismor, D., Czyz, K., Ogonowski, Z. (2016). Review and Comparison
of Variable Step-Size LMS Algorithms. The International Journal of
Acoustics and Vibration, 21 (1). doi: 10.20855/ijav.2016.21.1392

8. Kun, Z., Xiubing, Z. (2009). A new modified robust variable step size
LMS algorithm. 2009 4th IEEE Conference on Industrial Electron-
ics and Applications. doi: 10.1109/iciea.2009.5138654

9. Wang, P, Kam, P. Y, Chia, M. W. (2009). A novel automatic step-size
adjustment approach in the LMS algorithm. 2009 1st International
Conference on Wireless Communication, Vehicular Technology, In-
formation Theory and Aerospace & Electronic Systems Technology.
doi: 10.1109/wirelessvitae.2009.5172563

10. Mazur, K., Pawelczyk, M. (2013). Hammerstein Nonlinear Active
Noise Control with the Filtered-Error LMS Algorithm. Archives of
Acoustics, 38 (2). doi: 10.2478 /a0a-2013-0023

11. Bismor, D. (2014). Extension of LMS stability condition over a wide
set of signals. International Journal of Adaptive Control and Signal
Processing, 29 (5), 653-670. doi: 10.1002/acs.2500

12. Lawrynczuk, M. (2015). Nonlinear State—Space Predictive Control
with On-Line Linearisation and State Estimation. International
Journal of Applied Mathematics and Computer Science, 25 (4).
doi: 10.1515/amcs-2015-0060

13. Latos, M., Pawetczyk, M. (2010). Adaptive Algorithms for Enhance-
ment of Speech Subject to a High-Level Noise. Archives of Acoustics,
35 (2). doi: 10.2478/v10168-010-0019-z

14. Pospelov, B., Andronov, V., Rybka, E., Skliarov, S. (2017). Design
of fire detectors capable of self-adjusting by ignition. Eastern-
European Journal of Enterprise Technologies, 4 (9 (88)), 53-59.
doi: 10.15587/1729-4061.2017.108448

DOI: 10.15587/1729-4061.2017.109904

SEGMENTATION OF THE IMAGES OBTAINED FROM
ONBOARD OPTOELECTRONIC SURVEILLANCE
SYSTEMS BY THE EVOLUTIONARY METHOD (p. 49-57)

Igor Ruban

Kharkiv National University of Radio Electronics,
Kharkiv, Ukraine

ORCID: http://orcid.org/0000-0002-4738-3286

Hennadii Khudov
Kharkiv National University of Air Force, Kharkiv, Ukraine
ORCID: http://orcid.org/0000-0002-3311-2848

Vladyslav Khudov

Kharkiv National University of Radio Electronics,
Kharkiv, Ukraine

ORCID: http://orcid.org/0000-0002-9863-4743

Irina Khizhnyak
Kharkiv National University of Air Force, Kharkiv, Ukraine
ORCID: http://orcid.org/0000-0003-3431-7631

Oleksandr Makoveichuk
Lviv Polytechnic National University, Lviv, Ukraine
ORCID: http://orcid.org/0000-0003-4425-016X

The essence of the simpler evolutionary method of image seg-
mentation which relates to ant methods was set forth. The image
segmentation process was presented as a set of areas in which agents
(ants) move. Probability of transition from one turning point of the
route to another was determined taking into account attractive-
ness of the route and concentration of pheromones on it. A timely
convergence of decisions (choice of the same route by the agents)
is processed by the use of feedback, i. e. evaporation of pheromones.
The parameters setting pheromone weight and attractiveness of the
area were calculated. The routes which are the most attractive ac-
cording to the selected criteria (with the maximum concentration
of pheromone) were determined. Unattractive routes disappear with
a gradual “drying” of pheromone on such routes. When checking



function ability of the simpler evolutionary segmentation method,
it was found that implementations of this method with obviously
unsuccessful results are possible.

Essence of the advanced evolutionary method of image segmen-
tation as improvement of the simpler evolutionary method was out-
lined. In the improved method, only the best agents increase the level
of pheromone on their routes. The level of pheromone on the routes
is limited. An expression has been obtained for renewal of pheromone
levels. The best route may be either the iteration best or the best-so-
far (found since the start of the method) route.

In contrast to the simpler evolutionary method, an optimal route
of agent movement was found during segmentation of images in all
implementations with the use of the advanced evolutionary method.

Experimental studies of segmentation of the images obtained
from the onboard systems of optoelectronic surveillance using the
evolutionary method have been carried out. As an example, possible
objects of interest were defined in the segmented image and it was
established that the outlined contours of the main objects of interest
coincide with the boundaries of the objects in the original image.
Presence of a large number of outlined contours of small-sized ob-
jects in the segmented image was pointed out and an example of such
area was given. Visual estimation of efficiency of application of the
evolutionary method was made.

Keywords: image segmentation, evolutionary method, onboard
system, optoelectronic surveillance, object of interest.
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Features of estimation and normalization of random components
of the errors occurring in measurements with the help of goniometric
systems were considered. A general procedure has been formulated
that makes it possible to soundly determine the necessary and suf-
ficient number of measurement repetitions to ensure accuracy
and reliability of the obtained results. The procedure is based on
application of mathematical apparatus of the probability theory,
mathematical analysis and statistics, as well as the assumption that
random errors obey the normal law of distribution of random quan-
tities. Operatioability of the proposed procedure and effectiveness
of its use have been experimentally confirmed. In particular, when
comparing the obtained results with those in a similar work [7], the
time taken to carry out measurements decreased by 1.3 times. That
is, the effect of applying the proposed procedure is greater than the
measurement costs while a high accuracy of 0.01> and reliability of
0.95 are maintained. The obtained results indicate the possibility of
further extensive laboratory and industrial applications.

Keywords: artificial intelligence, goniometric system, random
component of the measurement error, mathematical statistics, math-
ematical analysis, probability theory.
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The stratified approach to software defined networks simula-
tion has been proposed. It is based on Discrete Event System
Specification formalism, atomic and coupled models concepts usage.
The approach is aimed at simulation within the Windows environ-
ment, with an accent on the easiness of model reconfiguration. The
proposed approach is also devoted to simulation-related overheads
decrease. The atomic models of active (controller, switch, host) and
passive (link) network components have been proposed. The coupled
model of a software defined network comprising atomic models of ac-
tive and passive components has been proposed. The estimations of
the resulting coupled model complexity, with respect to the number
of components basic atomic models, have been given. During experi-
mentation, the pingall command usage scenario has been considered.
For this purpose, the emulation via Mininet environment and the
simulation on a basis of the proposed approach have been conducted.
It has been shown that discrete-event simulation on a basis of the
proposed approach is significantly less time-consuming. During the
approach usage within the Windows environment, the absence of
the need to utilize the Xming X Server and PuTTY utility for the
purpose of visualization has been faced. The validity of the approach
has been proven on a basis of the obtained experimental data. The
adequacy of the resulting coupled simulation model of the network

has been proven with t-criterion. The proposed approach can be used
for the purpose of software defined networks validation with an ac-
cent on non-functional properties.

Keywords: Software Defined Network, Simulation, Discrete
Event System Specification, Big Data.
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