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The comparative analysis of the results of the RMO internation-
al supplementary comparison of national standards of the units of 
inductance is conducted with the aim of evaluation of convergence. 
For the comparison, the reference values with the expanded uncer-
tainties are calculated and the degrees of equivalence of standards 
of participants and expanded uncertainties for the nominal values 
of measures of 10 mH and 100 mH on a frequency of 1 kHz are de-
termined. Metrological traceability of the national standard of every 
participant of comparisons to the units of the International system 
of units SI is determined.

For verification of consistency of the results of comparisons, the 
values of the χ2 criterion for the results of comparisons of standards 
of participants taking into account the measurement uncertainty are 
calculated. The obtained values of the criterion of consistency for 
the participants can be considered consistent, which is the objec-
tive confirmation of the measurement uncertainties declared by the 
participants.

The evaluation of calibration and measurement capabilities of 
Ukraine for the unit of inductance is realized. The methodology of 
evaluation of measurement uncertainty in a wide range of induc-
tance values (from 10 µH to 100 H) is proposed. The results of the 
calculations of the values of measurement uncertainties according to 
the proposed methodology revealed that the results correspond to 
the data published in the international key comparison database for 
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A technique is proposed to improve reliability of data from the 
remote RGB measurements in order to shorten the time needed for 
determining local leakages in the main pipelines during monitoring. 
To improve spatial resolution and geometrical accuracy in the RGB 
measurements, it is proposed to use the IR and panchromatic measure-
ments in combination, using controlled liquid crystal filters. In this 
case, visualizing the IR data (employing conditional colors) and com-
paring them with the data of actual colors in the RGB measurements 
is used to improve accuracy of data from the remote measurements.

We also developed a technique for the remote and locally syn-
chronous ground-based measurements to validate and correct their 
results with a certain error, which allows rapid assessment of the 
condition of examined area based on data from the remote measure-
ments taking into account a validation by possible ground-based 
measurements. 

In this case, the designed structure of an automated system 
simultaneously monitors main production processes and assesses 
ecological condition of the corresponding sites, thus addressing the 
set task in a comprehensive manner.

The results obtained improve efficiency of determining local 
leakages and the boundaries of plots, polluted in varying degree as 
a consequence of manufacturing processes, and facilitate making a 
correct decision while monitoring the environment. 

Keywords: ecological monitoring, synchronous measurements, 
infrared and visible range, relaibility, visualization.
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The proposed security mechanisms in hybrid-crypto-code systems, 
based on Niederreiter and McEliece modified asymmetric crypto-code 
systems on flawed codes allow further use of the methods of strict two-
factor authentication on OTP passwords (OTP based 2FA). To ensure 
the required security and efficiency in the multi-factor authentication 
protocol, the McEliece and Niederreiter modified asymmetric crypto-
code systems, allowing integrated reliability provision in information 
transmission on the basis of error-correction coding on elliptic codes 
are used. The use of the MV2 algorithm ensures an increase in the total 
entropy of the key and the physical separation of the transmission of 
the authenticator parts by various mobile/Internet communication 
channels based on multi-channel cryptography systems on flawed 
codes. The proposed mathematical models and algorithms for the 
practical implementation of the Niederreiter and McEliece HCCSFC 
make it possible to significantly reduce the energy capacity of group 
operations by reducing the power of the Galois field to GF 24–26 by 
additional transformations based on the MV2 algorithm, ensuring the 
required cryptographic strength.

Keywords: McEliece and Niederreiter hybrid crypto-code sys-
tems on flawed codes, multi-factor authentication.

Ukraine in the range of capacitance values from 10 µH to 10 H on a 
frequency of 1 kHz.

Keywords: comparison of standards, metrological traceability, 
inductance, national metrology institute.
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We developed the method and the model for managing protec-
tion of objects of informatization, based on the integrated implemen-
tation of decision support systems for the tasks on cybersecurity. The 
proposed solutions differ from the existing ones by the possibility 
to automate the procedure of generating variants for controlling 
actions using the decision support system, designed as a web applica-
tion. The described model for the coordination of experts’ opinions 
is based on the Delphi method. The approach proposed makes it pos-
sible to coordinate expert opinions, including to take into account 
different interval estimates of the degree of protection and informa-
tion security metrics of the objects of informatization.

Results are presented of testing under actual conditions at the 
enterprises of Ukraine the software complex “Decision support sys-
tem for managing cyber security of an enterprise ‒ DMSSCSE”. The 
DSS is adapted for the on-line work of experts. It was established 
that the DSS “DMSSCSE” makes it possible to improve effective-
ness of the applied organizational and technical measures to protect 
objects of informatization. The proposed solutions enabled bringing 
down the cost of organizing comprehensive information protection 
systems by 12−15 % compared to the existing methods. 
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The essence of the simpler evolutionary method of image seg-
mentation which relates to ant methods was set forth. The image 
segmentation process was presented as a set of areas in which agents 
(ants) move. Probability of transition from one turning point of the 
route to another was determined taking into account attractive-
ness of the route and concentration of pheromones on it. A timely 
convergence of decisions (choice of the same route by the agents) 
is processed by the use of feedback, i. e. evaporation of pheromones. 
The parameters setting pheromone weight and attractiveness of the 
area were calculated. The routes which are the most attractive ac-
cording to the selected criteria (with the maximum concentration 
of pheromone) were determined. Unattractive routes disappear with 
a gradual “drying” of pheromone on such routes. When checking 
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A general analysis of self-adjustment algorithm of fire detectors 
for early guaranteed ignition detection was carried out. It was shown 
that step magnitude in the algorithm of self-adjustment of fire detec-
tors can be a fixed or a selected variable, depending on the level of 
registered actual data about the factor of ignition of combustible 
material. Specific features of fire detectors, self-adjusting by igni-
tion, relate to a non-linear nature of the algorithm and conditions 
for providing guaranteed ignition detection. In this case, for effec-
tive self-adjustment of fire detectors, it is expedient to set the initial 
threshold value by registered actual data in the absence of ignition 
and to regulate the adaptation step size in a special way. It was shown 
that the fact of an increase in self-adjusted threshold relative to its 
original value can be a sign of ignition detection. For probabilistic 
assessment of the fact of ignition detection, it was proposed to use 
exponential smoothing of characteristic function, which allows gen-
eration of dynamic assessment of probability of ignition detection.

A study of dynamics of self-adjusting threshold and probability 
of ignition detection indicate capability of self-adjusting fire detec-
tors to provide early guaranteed detection of different sources of ig-
nition of flammable materials under conditions unknown in advance. 

Keywords: self-adjusting fire detector, self-adjusting threshold, 
guaranteed ignition detection, combustible material.
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function ability of the simpler evolutionary segmentation method, 
it was found that implementations of this method with obviously 
unsuccessful results are possible.

Essence of the advanced evolutionary method of image segmen-
tation as improvement of the simpler evolutionary method was out-
lined. In the improved method, only the best agents increase the level 
of pheromone on their routes. The level of pheromone on the routes 
is limited. An expression has been obtained for renewal of pheromone 
levels. The best route may be either the iteration best or the best-so-
far (found since the start of the method) route.

In contrast to the simpler evolutionary method, an optimal route 
of agent movement was found during segmentation of images in all 
implementations with the use of the advanced evolutionary method.

Experimental studies of segmentation of the images obtained 
from the onboard systems of optoelectronic surveillance using the 
evolutionary method have been carried out. As an example, possible 
objects of interest were defined in the segmented image and it was 
established that the outlined contours of the main objects of interest 
coincide with the boundaries of the objects in the original image. 
Presence of a large number of outlined contours of small-sized ob-
jects in the segmented image was pointed out and an example of such 
area was given. Visual estimation of efficiency of application of the 
evolutionary method was made.

Keywords: image segmentation, evolutionary method, onboard 
system, optoelectronic surveillance, object of interest.
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Features of estimation and normalization of random components 
of the errors occurring in measurements with the help of goniometric 
systems were considered. A general procedure has been formulated 
that makes it possible to soundly determine the necessary and suf-
ficient number of measurement repetitions to ensure accuracy 
and reliability of the obtained results. The procedure is based on 
application of mathematical apparatus of the probability theory, 
mathematical analysis and statistics, as well as the assumption that 
random errors obey the normal law of distribution of random quan-
tities. Operatioability of the proposed procedure and effectiveness 
of its use have been experimentally confirmed. In particular, when 
comparing the obtained results with those in a similar work [7], the 
time taken to carry out measurements decreased by 1.3 times. That 
is, the effect of applying the proposed procedure is greater than the 
measurement costs while a high accuracy of 0.01² and reliability of 
0.95 are maintained. The obtained results indicate the possibility of 
further extensive laboratory and industrial applications.

Keywords: artificial intelligence, goniometric system, random 
component of the measurement error, mathematical statistics, math-
ematical analysis, probability theory.

References 

1.	 Cherepanska, I., Bezvesilna, E., Sazonov, A. (2016). Artificial Neu-

ral Network as a Basic Element of the Automated Goniometric 

System. Advances in Intelligent Systems and Computing, 43–51.  

doi: 10.1007/978-3-319-48923-0_6 

2.	 Cherepanska, I. Yu., Bezvesilna, O. M., Sazonov, A. Yu. (2016). Do 

pytannia pidvyshchennia tochnosti kutovykh vymiriuvan honiom-

etrychnymy systemamy. Visnyk Zhytomyrskoho derzhavnoho tekh-

nolohichnoho universytetu. Seriya: Tekhnichni nauky, 1 (76), 92–99.

3.	 Ivashchenko, E. M., Ivashchenko, E. M., Pavlov, P. A. (2010). 

Rezul’taty issledovaniya pogreshnosti goniometricheskoy sistemy. 

Izvestiya SPbGETU «LETI», 5, 98–103.

4.	 Efremov, L. V. (2012). Problemy ucheta sluchaynyh i siste-

maticheskih pogreshnostey v pryamyh mnogokratnyh izmereniyah. 

Mir izmereniy, 10, 52–57.

5.	 Gvozdev, V. D. (2012). Izmereniya odnokratnye i mnogokratnye: 

kriteriy nichtozhnoy pogreshnosti. Zakonodatel’naya i prikladnaya 

metrologiya, 2.

6.	 Pavlov, P. A. (2008). Metod umen’sheniya sluchaynoy pogreshnosti 

lazernogo dinamicheskogo goniometra. Izmeritel’naya tekhnika, 7, 

25–28.

7.	 Bezvesilna, O. M. (2010). Avtomatyzovanyi pretsyziynyi prystriy 

dlia vymiriuvannia kutiv. Zhytomyr: ZhDTU, 258.

8.	 Akizuki, K., Yamaguchi, K., Morita, Y., Ohashi, Y. (2016). The effect 

of proficiency level on measurement error of range of motion. Jour-

nal of Physical Therapy Science, 28 (9), 2644–2651. doi: 10.1589/

jpts.28.2644 

9.	 Nussbaumer, S., Leunig, M., Glatthorn, J. F., Stauffacher, S., Ger- 

ber, H., Maffiuletti, N. A. (2010). Validity and test-retest reliability 

of manual goniometers for measuring passive hip range of motion 

33.	 Binarizaciya izobrazheniy: algoritm Bredli. Habrahabr. Available at: 

https://habrahabr.ru/post/278435

34.	 Zuev, V. E. (1970). Rasprostranenie vidimyh i infrakrasnyh voln v 

atmosfere. Moscow: Sovetskoe radio, 496.

35.	 Zuev, V. E., Kabanov, M. V. (1977). Perenos opticheskih signalov 

v zemnoy atmosfere (v usloviyah pomekh). Moscow: Sovetskoe 

radio, 368.

36.	 Badiger, S., Akkasaligar, P. T. (2014). Medical imaging techniques in 

clinical medicine. International journal of medical, health, pharma-

ceutical and biomedical engineering, 8 (11), 797–800.

37.	 Mahno, T. A. (2015). Avtomatizirovannaya sistema obrabotki 

ul’trazvukovyh izobrazheniy sonnyh arteriy na osnove evolyu-

cionnyh algoritmov. Elektrotekhnicheskie i komp’yuternye sistemy, 

18 (94), 92–99.

38.	 Mahno, T. A. (2015). Parametrizaciya skhem obrabotki UZI sonnyh 

arteriy pri pomoshchi evolyucionnyh algoritmov. Informacionno-up-

ravlyayushchie sistemy na zheleznodorozhnom transporte, 5 (114), 

57–60.

39.	 Bilynskyi, Y. Y., Ratushnyi, P. M. (2012). Metod vydilennia konturu 

na slabokontransnykh rozmytykh zobrazhenniakh. Visnyk Vinnyts-

koho politekhnichnoho instytutu, 3, 164–169.

40.	 Skobcov, Yu. A., El’-Hatib, S. A., El’-Hatib, A. I. (2013). Segmentaci-

ya izobrazheniy metodom murav’inyh koloniy. Vestnik Hersonskogo 

Nacional’nogo Tekhnicheskogo Universiteta, 1 (46), 204–211.

41.	 El-Baz, A., Jiang, X., Jasjit, S. (2016). Biomedical image segmentation: 

advances and trends. US: CRC Press. doi: 10.4324/9781315372273 

42.	 Dorigo, M., Maniezzo, V., Colorni, A. (1996). Ant system: optimi-

zation by a colony of cooperating agents. IEEE Transactions on 

Systems, Man and Cybernetics, Part B (Cybernetics), 26 (1), 29–41. 

doi: 10.1109/3477.484436 

43.	 Dorigo, M. (1992). Optimization, learning and natural algorithms. 

Politecnico di Milano. 

44.	 Dorigo, M., Stzle, T. (2004). Ant Colony Optimization. Cambridge: 

MIT Press, 35.

45.	 El-Khatib, S. A., Skobtsov, Y. A. (2015). The computer system of 

medical image segmentation by ant colony optimization. Radio Elec-

tronics, Computer Science, Control, 3, 49–57. doi: 10.15588/1607-

3274-2015-3-6 

46.	 Shtovba, S. D. (2003). Murav’inye algoritmy. Exponenta Pro. 

Matematika v prilozheniyah, 4, 70–75. 

47.	 Shtovba, S. D. (2005). Murav’inye algoritmy: teoriya i primenenie. 

Programmirovanie, 4, 1–16.

48.	 Rotshteyn, A. P., Shtovba, S. D., Kozachko, A. N. (2007). Mode-

lirovanie i optimizaciya nadezhnosti mnogomernyh algoritmicheskih 

processov. Vinnica: UNІVERSUM-Vіnnicya, 215.

49.	 IKONOS Satellite Images Gallery, Satellite Map. Satellite Imaging 

Corporation. Available at: http://www.satimagingcorp.com/gallery/

ikonos

DOI: 10.15587/1729-4061.2017.109957
THE PROCEDURE FOR DETERMINING THE NUMBER 
OF MEASUREMENTS IN THE NORMALIZATION OF 
RANDOM ERROR OF AN INFORMATIONMEASURING 
SYSTEM WITH ELEMENTS OF ARTIFICIAL 
INTELLIGENCE (p. 58-67)

Iryna Cherepanska
Zhytomyr State Technological University, Zhуtomуr, Ukraine

ORCID: http://orcid.org/0000-0003-0741-7194

Olena Bezvesilna
National Technical University of Ukraine «Igor Sikorsky Kyiv 

Polytechnic Institute», Kyiv, Ukraine
ORCID: http://orcid.org/0000-0002-6951-1242



81

Abstract and References. Information and controlling system

has been proven with t-criterion. The proposed approach can be used 
for the purpose of software defined networks validation with an ac-
cent on non-functional properties.

Keywords: Software Defined Network, Simulation, Discrete 
Event System Specification, Big Data.

Referenсes

1.	 Feamster, N., Rexford, J., Zegura, E. (2014). The road to SDN. ACM 

SIGCOMM Computer Communication Review, 44 (2), 87–98.  

doi: 10.1145/2602204.2602219 

2.	 Barrett, R., Facey, A., Nxumalo, W., Rogers, J., Vatcher, P., St-Hilai- 

re, M. (2017). Dynamic Traffic Diversion in SDN: testbed vs Mini-

net. 2017 International Conference on Computing, Networking and 

Communications (ICNC). doi: 10.1109/iccnc.2017.7876121 

3.	 Larman, C. (2004). Applying UML and Patterns: An Introduction 

to Object-Oriented Analysis and Design and Iterative Development. 

New Jersey: Prentice Hall, 736.

4.	 Govindarajan, K., Meng, K. C., Ong, H., Tat, W. M., Sivanand, S., 

Leong, L. S. (2014). Realizing the Quality of Service (QoS) in Soft-

ware-Defined Networking (SDN) based Cloud infrastructure. 2014 

2nd International Conference on Information and Communication 

Technology (ICoICT). doi: 10.1109/icoict.2014.6914113 

5.	 Kolpakova, T., Lovkin, V. (2016). Tender Participants Selection 

Based on Artificial Neural Network Model for Alternatives Clas-

sification. Advances in Intelligent Systems and Computing, 3–10.  

doi: 10.1007/978-3-319-48923-0_1 

6.	 Oliinyk, A. O., Skrupsky, S. Y., Subbotin, S. A. (2014). Using 

parallel random search to train fuzzy neural networks. Automatic 

Control and Computer Sciences, 48 (6), 313–323. doi: 10.3103/

s0146411614060078 

7.	 Oliinyk, A. O., Skrupsky, S. Y., Subbotin, S. A. (2015). Experimental 

investigation with analyzing the training method complexity of 

neuro-fuzzy networks based on parallel random search. Automatic 

Control and Computer Sciences, 49 (1), 11–20. doi: 10.3103/s01464 

11615010071 

8.	 Oliinyk, A. A., Skrupsky, S. Yu., Shkarupylo, V. V., Subbotin, S. A.  

(2017). The model for estimation of computer system used re-

sources while extracting production rules based on parallel compu-

tations. Radio Electronics, Computer Science, Control, 1, 142–152.  

doi: 10.15588/1607-3274-2017-1-16 

9.	 Subbotin, S., Oliinyk, A., Skrupsky, S. (2015). Individual prediction 

of the hypertensive patient condition based on computational intel-

ligence. 2015 International Conference on Information and Digital 

Technologies. doi: 10.1109/dt.2015.7222996 

10.	 Silva, J. S., Zhang, P., Pering, T., Boavida, F., Hara, T., Liebau, N. C. 

(2017). People-Centric Internet of Things. IEEE Communications 

Magazine, 55 (2), 18–19. doi: 10.1109/mcom.2017.7841465 

11.	 Oliinyk, A., Skrupsky, S., Subbotin, S. A. (2016). Parallel Com-

puter System Resource Planning for Synthesis of Neuro-Fuzzy 

Networks. Advances in Intelligent Systems and Computing, 88–96.  

doi: 10.1007/978-3-319-48923-0_12 

12.	 Oliinyk, A. A., Subbotin, S. A. (2015). The decision tree construction 

based on a stochastic search for the neuro-fuzzy network synthesis. 

Optical Memory and Neural Networks, 24 (1), 18–27. doi: 10.3103/

s1060992x15010038 

13.	 Kobo, H. I., Abu-Mahfouz, A. M., Hancke, G. P. (2017). A Survey 

on Software-Defined Wireless Sensor Networks: Challenges and 

Design Requirements. IEEE Access, 5, 1872–1899. doi: 10.1109/

access.2017.2666200 

14.	 Sun, S., Kadoch, M., Gong, L., Rong, B. (2015). Integrating 

network function virtualization with SDR and SDN for 4G/5G 

networks. IEEE Network, 29 (3), 54–59. doi: 10.1109/mnet.2015. 

7113226 

in femoroacetabular impingement patients. BMC Musculoskeletal 

Disorders, 11 (1). doi: 10.1186/1471-2474-11-194 

10.	 Pavlov, P. A. (2008). A method of reducing the random error of a dy-

namic laser goniometer. Measurement Techniques, 51 (7), 734–739. 

doi: 10.1007/s11018-008-9109-y 

11.	 Koychubekov, B. K., Sorokina, M. A., Mhitaryan, K. E. (2014). Opre-

delenie razmera vyborki pri planirovanii nauchnogo issledovaniya. 

Mezhdunarodnyy zhurnal prikladnyh i fundamental’nyh issledo-

vaniy, 4, 71–74. 

12.	 Rusupov, V. L. (2015). Metody opredeleniya kolichestva ekspertov. 

Vestnik IrGTU, 3 (98), 286–292.

13.	 Shevchuk, V. P., Kaplya, V. I., Zheltonogov, A. P., Lyasin, D. N. 

(2005). Metrologiya intellektual’nyh izmeritel’nyh sistem. Volgo-

grad, 210.

14.	 Cherepanska, I. Yu., Kyryllovych, V. A., Sazonov, A. Yu., Samoto- 

kin, B. B. (2015). Planuvannia, modeliuvannia ta veryfikatsiya 

protsesiv u hnuchkykh vyrobnychykh systemakh. Praktykum. Zhy-

tomyr: ZhDTU, 285. 

15.	 Kolker, Ya. D. (1976). Matematicheskiy analiz tochnosti me-

khanicheskoy obrabotki detaley. Kyiv: Tekhnika, 200.

16.	 Tomashevs’kiy, V. M. (2005). Modelyuvannya sistem. Kyiv: Vidavni-

cha grupa BHV, 352.

DOI: 10.15587/1729-4061.2017.110142
DEVELOPMENT OF STRATIFIED APPROACH TO 
SOFTWARE DEFINED NETWORKS SIMULATION  
(p. 67-73)

Vadym Shkarupylo
Zaporizhzhya National Technical University, Zaporizhzhya, Ukraine

ORCID: http://orcid.org/0000-0002-0523-8910

Stepan Skrupsky
Zaporizhzhya National Technical University, Zaporizhzhya, Ukraine

ORCID: http://orcid.org/0000-0002-9437-9095

Andrii Oliinyk
Zaporizhzhya National Technical University, Zaporizhzhya, Ukraine

ORCID: http://orcid.org/0000-0002-6740-6078

Tetiana Kolpakova
Zaporizhzhya National Technical University, Zaporizhzhya, Ukraine

ORCID: http://orcid.org/0000-0001-8307-8134

The stratified approach to software defined networks simula-
tion has been proposed. It is based on Discrete Event System 
Specification formalism, atomic and coupled models concepts usage. 
The approach is aimed at simulation within the Windows environ-
ment, with an accent on the easiness of model reconfiguration. The 
proposed approach is also devoted to simulation-related overheads 
decrease. The atomic models of active (controller, switch, host) and 
passive (link) network components have been proposed. The coupled 
model of a software defined network comprising atomic models of ac-
tive and passive components has been proposed. The estimations of 
the resulting coupled model complexity, with respect to the number 
of components basic atomic models, have been given. During experi-
mentation, the pingall command usage scenario has been considered. 
For this purpose, the emulation via Mininet environment and the 
simulation on a basis of the proposed approach have been conducted. 
It has been shown that discrete-event simulation on a basis of the 
proposed approach is significantly less time-consuming. During the 
approach usage within the Windows environment, the absence of 
the need to utilize the Xming X Server and PuTTY utility for the 
purpose of visualization has been faced. The validity of the approach 
has been proven on a basis of the obtained experimental data. The 
adequacy of the resulting coupled simulation model of the network 
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