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One of the urgent present-day tasks consists in ensuring an auto-
mated analysis of specifications of software requirements for sufficiency 
of information on nonfunctional component characteristics of software 
quality. Analysis of known intelligent agents based on the ontologi-
cal approach has shown that these agents do not solve the problem of 
quantifying sufficiency of information in the specification of software 
requirements for determining nonfunctional characteristics of software.

The objective of this study was to implement the intelligent agent 
based on the ontological approach for analyzing information on non-
functional characteristics in specifications of software requirements.

A model of intelligent agent activity has been developed based 
on the ontological approach for evaluating specifications of software 
requirements. It reflects features of assessing information sufficiency 
for determining nonfunctional component characteristics of software 
quality. The developed model is a theoretical basis for implementing 
the intelligent agent based on the ontological approach for evaluat-
ing specifications of software requirements.

The intelligent agent based on the ontological approach has been 
implemented for evaluating information on nonfunctional character-
istics in the specifications of software requirements. The implemented 
agent forms conclusions on sufficiency or insufficiency of information 
about nonfunctional component characteristics of software quality 
in the specification of requirements to actual software. In addition, 
it quantifies the level of information sufficiency in the specification 
of requirements to actual software for determining each of nonfunc-
tional characteristics of software and determining all nonfunctional 
component characteristics of software quality in aggregate. The agent 
provides a list of attributes that should supplement the specification 
of requirements for increasing the level of sufficiency of its informa-
tion as well as visualization of gaps in knowledge of all nonfunctional 
component characteristics of software quality.

The results of functioning of the implemented agent have shown 
an increase in the level of information sufficiency in the specification 
of software requirements. The developed intelligent agent makes it 
possible to partially eliminate human participation in information 
processing, avoid loss of essential information and minimize occur-
rence of errors at the early stages of the software life cycle.

Keywords: specification of software requirements, nonfunctional 
characteristics of software, intelligent agent based on the ontological 
approach.
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We have investigated processes of analysis, integration, and 
content generation, taking into consideration the needs of the user 
in cryptocurrency. By using the developed formal model and the 
performed critical analysis of methods and technologies for predict-
ing the exchange rate of cryptocurrency, we have built a general 
architecture of the content processing system that acquires data from 
different cryptocurrency Internet stock exchanges. General functional 
requirements to the intelligent cryptocurrency system that target 
the Internet users have been stated. We have investigated methods, 
models, and tools to improve the effective support for developing 
structural elements in the model of a decision support system that 
manages content according to the user’s needs. general architectures 
of the backend and frontend parts of an intelligent cryptocurrency sys-
tem have been devised. We also developed software for the system of 
integration and generation of content considering the cryptocurrency 
needs of users. An analysis of results of experimental verification of the 
proposed method for content integration and generation taking into 
consideration the cryptocurrency needs of users has been performed. A 
special feature of the system is that it analyzes information from social 
media and builds a forecast of currency rates based on the acquired 
information. A given system makes it possible to guess the trend in an 
exchange rate fluctuation. Conferences of a particular cryptocurrency, 
new implementations, government decrees from different countries, 
affect a trend as well, so it too must be taken into consideration. In or-
der to account for most cases, it is necessary to constantly accumulate 
information on the subject and to assign it to Tables in a database. A 
given process takes place using a specialized software bot that collects 
and indexes information. The system is characterized by the follow-
ing features that favorably distinguish it from analogs: the speed of 
page generation; the presence of SSL certificate and TLS encryption; 
content of better quality as it is updated every minute; there are no 
inactive sections of the service; the mobile web-site layout does not 
copy content at subdomain; automated checks against e-mail spam 
messages on the exchange rate. The focus of the system is on the fre-
quency of updates at the speed of data aggregation from the Internet 
stock exchanges and social networks.

Keywords: cryptocurrency, forecasting, Internet stock ex-
change, data mining, Internet marketing, Web Mining, Data-Mining, 
Machine Learning, bitcoin, token.
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Complexity of integrating color control systems into a workflow 
for obtaining digital half-tone images results in appearance of color 
rendering imperfections in photographic images as exposure condi-
tions constantly vary in power and spectral composition of radiation. 
A wide range of corrective means in graphic editors does not ensure 
full elimination of color rendering imperfections in photographic im-
ages because of imperfect technical approaches to realization of the 
corrective effect.

The process of correcting color rendering imperfections is com-
plicated by the lack of methods for objective quantitative assessment 
of qualitative characteristics of digital color halftone images.

The developed method of quantitative assessment of color char-
acteristics of digital images by conversion of actinicity in values of 
effective densities provides optimal and comprehensive analysis of 
color rendering accuracy. The procedure consists in representation of 
color separation characteristics in a form of dependence of effective 
densities of the photographic image on grey-equivalent densities of 
the recorded object. It becomes possible to numerically evaluate im-
perfections of color rendering in a digital color photographic image.

The developed assessment procedure has become the basis for 
implementation of a new method for correcting color rendering 
imperfections with the help of compensatory corrective images 
ensuring elimination of the imperfection of insufficient color. The 
correction effect is provided by the physical content of compensa-
tory images which contain effective densities for the separated colors 
which are absent in digital photographic images because of non-
isoactinism of isochrome colors.

The new technology for correcting color rendering is imple-
mented in the developed Image Redactor specialized software. 
Effectiveness of the described method was proved on the basis of 
analysis of images processed in the created software product accord-
ing to the method of graphical representation of color separation 
characteristics described in the paper. Color separation matrices in-
dicate a significant increase in useful contrasts of separated colors in 
comparison with similar characteristics of color rendering in images 
before their processing. This provides for the possibility of applying 
the developed method of correcting color rendering imperfections in 
the digital work flow of processing photographic images.

Keywords: digital photography, photosensitivity, Bayer array, 
color rendering assessment, specific effective density.
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necessary to view a large number of design variants in a search for an 
optimal solution. Having the object equation, one can easily obtain 
equation of any of its sections which is useful for numerical calcula-
tions, namely, when building computational meshes.

This can have a great effect on reducing complexity in construc-
tion of computational models for determining aero-gas-dynamic and 
strength characteristics. Characterization is also often associated with 
the need to account for changes in the aircraft shape. This leads to the 
fact that establishment of aerodynamic characteristics just because of 
the need to build a large number of computational models to account for 
this factor increases work duration by months. When specifying param-
eters, change of the rated operating conditions is made almost instantly.

Keywords: drone, R-functions, 3D printer, standard primitive, 
blending on a frame.
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Based on the R-functions theory, new approaches to analytical 
identification of drone surfaces for realization of 3D printing tech-
nology have been developed.

The R-functions theory allows one to describe geometric objects 
of a complex shape with a single analytical expression, that is, obtain 
a mathematical model of the object in a form of an equation. To 
derive such equations, we used both the well-known standard primi-
tive (sphere, ellipsoid, cylinder, cone, pyramid, etc.) procedure and 
a new approach, blending on a frame, which enables derivation of 
multiparameter equations with specified properties. Multiparameter 
equations of surfaces of drones of various types and purposes have 
been derived and visualized. Adequacy of the results to the designed 
objects was confirmed by visualization, both in conditions of opera-
tion of the RFPreview program and by realization on a 3D printer. 
The use of literal parameters when specifying geometric information 
in an analytical form makes it possible to promptly change size and 
shape of the designed objects which helps reduce time required to 
build computational models. The proposed method can reduce labor 
input in operation of CAD systems by months in cases when it is 
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The study has developed a new image filtering method based on 
Ateb-Gabor. The method involves the well-known Gabor filter that 
helps convert images with clear contours. Therefore, this method is 
applicable to biometric images where the creation of clear contours is 
particularly relevant. During Gabor filtration, the image is transformed 
by multiplying the harmonic function by the Gaussian function. Ateb-
functions are a generalization of elementary trigonometry and, accord-
ingly, have greater functionality for known harmonic functions. 

Ateb-Gabor filtering makes it possible to change the intensity of 
the whole image as well as intensity in certain ranges and thus gives 
more contrast to certain areas of an image. Ateb-functions are changed 
by two rational parameters, and this provides flexible control of the 
filtering. Research has been made on the properties of Ateb-functions 
as well as the possibility of changing the amplitude and the frequency 
of alternations when filtering by the Ateb-Gabor. The development of 
filtration is based on a two-dimensional Ateb-Gabor; its dependencies 
have been analyzed and appropriate experiments have been performed. 
The relationship between the frequency and the width of the Ateb-Ga-
bor filter has been determined, which has made it possible to produce 
filters for finding edges of objects with different frequencies and sizes.

Appropriate software has been developed for python filtering 
without the use of third-party libraries that are associated with im-
age processing. Fingerprints were filtered using the developed Ateb-
Gabor filter. The effectiveness of its use is shown to consist in form-
ing more combinations of processed images. The results of numerous 
experiments demonstrate a successful selection of edges in an image 
based on the parameters of the Ateb-Gabor filter.

Keywords: Gabor filter, Ateb functions, biometric system, image 
processing, deflection of the Gaussian kernel.
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ones, uses all available data regardless of their types, dimensions, 
and discrepancies and converts such data into homogeneous coef-
ficients based on the proposed scaling method. This approach al-
lows one to improve accuracy of task solution and build an open 
to expansion knowledge base with characteristics of fraudsters and 
rules of detecting fraudulent users. A system of scales for convert-
ing heterogeneous data into homogeneous coefficients has been 
developed which has enabled construction of a mathematical model 
of the scaling process. The algorithm of scaling heterogeneous data 
sets based on the proposed scales and the mathematical model of 
the process of scaling large arrays of heterogeneous data has been 
developed which has made it possible to reduce the whole data set to 
two homogeneous groups. The algorithms of processing the resulting 
groups of homogeneous data and detection of fraudulent users were 
offered. The developed algorithms using coefficients of similarity be-
tween user characteristics form fingerprints of fraudsters, determine 
characteristics and dependences of fraudsters which allows one to 
increase efficiency and speed of the process of fraudster detection. A 
scheme of the fraud detection process which was used in the intel-
ligent system of automatic detection of fraudsters for carrying out 
of experimental studies was proposed. According to the results of 
experimental study, accuracy of fraudster detection was 99.14 % for 
a given representative sample. The results of experimental studies 
have shown effectiveness of automatic detection of fraudsters and 
the possibility of expanding formats and characteristics of fraudsters 
based on intelligent analysis and knowledge bases.

Keywords: fraud detection, heterogeneous data, installation of 
mobile applications, data abnormalities, data scaling.

References 

1.	 Chandola, V., Banerjee, A., Kumar, V. (2009). Anomaly detec-
tion. ACM Computing Surveys, 41(3), 1–58. doi: https://doi.org/ 
10.1145/1541880.1541882 

2.	 Song, X., Wu, M., Jermaine, C., Ranka, S. (2007). Conditional Anom-
aly Detection. IEEE Transactions on Knowledge and Data Engineer-
ing, 19 (5), 631–645. doi: https://doi.org/10.1109/tkde.2007.1009 

3.	 Gricenko, A. V. (2012). Tipy anomaliy v videoizobrazheniyah. Tekh-
nicheskie nauki – ot teorii k praktike: sbornik statey po materialam 
VII mezhdunarodnoy nauchno-prakticheskoy konferencii. Chast’ I.  
Novosibirsk: SibAK. Available at: https://sibac.info/conf/tech/
vii/26730

4.	 Prado-Romero, M. A., Gago-Alonso, A. (2016). Detecting contextual 
collective anomalies at a Glance. 2016 23rd International Confer-
ence on Pattern Recognition (ICPR). doi: https://doi.org/10.1109/
icpr.2016.7900017 

5.	 Géron, A. (2017). Hands-On Machine Learning with Scikit-Learn 
and TensorFlow: Concepts, Tools, and Techniques to Build Intel-
ligent Systems. Aurélien Géron, O’Reilly Media, 574. 

6.	 Cielen, D., Meysman, A. D. B., Ali, M. (2016). Introducing Data 
Science: Big data, machine learning, and more, using Python tools. 
Manning, 320.

7.	 Guido, S., Müller, A. (2016). Introduction to Machine Learning with 
Python: A Guide for Data Scientists. O’Reilly Media, 400. 

8.	 Chollet, F. (2017). Deep Learning with Python. Manning, 384.
9.	 Agrawal, R., Srikant, R. (1995). Mining sequential patterns. Pro-

ceedings of the Eleventh International Conference on Data Engi-
neering. doi: https://doi.org/10.1109/icde.1995.380415 

10.	 Agarwal, D. (2005). An Empirical Bayes Approach to Detect 
Anomalies in Dynamic Multidimensional Arrays. Fifth IEEE In-
ternational Conference on Data Mining (ICDM’05). doi: https:// 
doi.org/10.1109/icdm.2005.22 

11.	 Siaterlis, C., Maglaris, B. (2004). Towards multisensor data fusion for 
DoS detection. Proceedings of the 2004 ACM symposium on Applied 
computing – SAC ‘04. doi: https://doi.org/10.1145/967900.967992 

cortex. Journal of Neurophysiology, 58 (6), 1233–1258. doi: https://
doi.org/10.1152/jn.1987.58.6.1233 

19.	 Grigorescu, S. E., Petkov, N., Kruizinga, P. (2002). Comparison of 
texture features based on Gabor filters. IEEE Transactions on Im-
age Processing, 11 (10), 1160–1167. doi: https://doi.org/10.1109/
tip.2002.804262 

20.	 Ali, M. A. M., Tahir, N. M. (2014). Half iris Gabor based iris recogni-
tion. 2014 IEEE 10th International Colloquium on Signal Processing 
and Its Applications. doi: https://doi.org/10.1109/cspa.2014.6805765 

21.	 Bazen, A. M., Gerez, S. H. (2003). Fingerprint matching by thin-plate 
spline modelling of elastic deformations. Pattern Recognition, 36 (8), 
1859–1867. doi: https://doi.org/10.1016/s0031-3203(03)00036-0 

22.	 Petrovic, V. S., Xydeas, C. S. (2004). Gradient-Based Multiresolu-
tion Image Fusion. IEEE Transactions on Image Processing, 13 (2), 
228–237. di: https://doi.org/10.1109/tip.2004.823821 

23.	 Struble, R. A. (2018). Nonlinear differential equations. Courier Do-
ver Publications, 288.

24.	 Senik, P. M., Vozniy, A. M. (1973). Chislennoe obrashchenie odnogo 
klassa nepolnoy Beta-funkcii. Matematicheskaya fizika, 14, 160–164. 

25.	 Gricik, V. V., Nazarkevich, M. A. (2007). Mathematical models algo-
rythms and computation of Ateb-functions. Dopovidi NAN Ukraini 
Seriji A, 12, 37–43.

26.	 Nazarkevych, M., Hladets, A. (2009). Development of software 
package for the encryption of electronic documents means Ateb-
functions. Bulletin of the Lviv Polytechnic National University, 
Computer Science and Information Technology, 638, 55–61.

27.	 Nazarkevych, M., Oliiarnyk, R., Nazarkevych, H., Kramarenko, O.,  
Onyshschenko, I. (2016). The method of encryption based on 
Ateb-functions. 2016 IEEE First International Conference on Da-
ta Stream Mining & Processing (DSMP). doi: https://doi.org/ 
10.1109/dsmp.2016.7583523 

28.	 Maltoni, D., Maio, D., Jain, A. K., Prabhakar, S. (2009). Handbook of 
fingerprint recognition. Springer. doi: https://doi.org/10.1007/978-
1-84882-254-2 

29.	 Maltoni, D., Maio, D., Jain, A. K., Prabhakar, S. (2003). Handbook of 
Fingerprint Recognition. Springer.

30.	 Fingerprint matching using minutiae and texture features (2002). 
Proceedings 2001 International Conference on Image Processing  
(Cat. No.01CH37205). doi: https://doi.org/10.1109/icip.2001.958106 

31.	 Matsumoto, T., Matsumoto, H., Yamada, K., Hoshino, S. (2002). 
Impact of artificial «gummy» fingers on fingerprint systems. Optical 
Security and Counterfeit Deterrence Techniques IV. doi: https:// 
doi.org/10.1117/12.462719 

32.	 Riznik, O., Yurchak, I., Vdovenko, E., Korchagina, A. (2010). Model 
of stegosystem images on the basis of pseudonoise codes. In Perspec-
tive Technologies and Methods in MEMS Design (MEMSTECH), 
2010 Proceedings of VIth International Conference. 

33.	 Fries, M., Fischbach, R., Houdeau, D. (2002). U.S. Pat. No. 6.347.040. 
Washington, DC: U.S. Patent and Trademark Office.

DOI: 10.15587/1729-4061.2019.155060
DEVELOPMENT OF A METHOD FOR FRAUD 
DETECTION IN HETEROGENEOUS DATA DURING 
INSTALLATION OF MOBILE APPLICATIONS (p. 65-75)

Tetiana Polhul
Vinnytsia National Technical University, Vinnytsia, Ukraine

ORCID: http://orcid.org/0000-0002-0379-1392

Andrii Yarovy 
Vinnytsia National Technical University, Vinnytsia, Ukraine

ORCID: http://orcid.org/0000-0002-6668-2425

A method for fraud detection when installing mobile applica-
tions was proposed. The developed method, in contrast to existing 



84

Eastern-European Journal of Enterprise Technologies ISSN 1729-3774	 1/2 ( 97 ) 2019

21.	 Hodge, V. J., Austin, J. (2004). A Survey of Outlier Detection 
Methodologies. Artificial Intelligence Review, 22 (2), 85–126.  
doi: https://doi.org/10.1007/s10462-004-4304-y 

22.	 Agyemang, M., Barker, K., Alhajj, R. (2006). A comprehensive sur-
vey of numeric and symbolic outlier mining techniques. Intelligent 
Data Analysis, 10 (6), 521–538. doi: https://doi.org/10.3233/ida-
2006-10604 

23.	 Keogh, E., Lin, J., Fu, A. (2005). HOT SAX: Efficiently Finding 
the Most Unusual Time Series Subsequence. Fifth IEEE Interna-
tional Conference on Data Mining (ICDM’05). doi: https://doi.org/ 
10.1109/icdm.2005.79 

24.	 Keogh, E., Lin, J., Lee, S.-H., Herle, H. V. (2006). Finding the 
most unusual time series subsequence: algorithms and applications. 
Knowledge and Information Systems, 11 (1), 1–27. doi: https:// 
doi.org/10.1007/s10115-006-0034-6 

25.	 Donoho, S. (2004). Early detection of insider trading in option 
markets. Proceedings of the 2004 ACM SIGKDD International 
Conference on Knowledge Discovery and Data Mining – KDD ’04. 
doi: https://doi.org/10.1145/1014052.1014100 

26.	 Fu, A. W., Leung, O. T.-W., Keogh, E., Lin, J. (2006). Finding Time 
Series Discords Based on Haar Transform. Lecture Notes in Com-
puter Science, 31–41. doi: https://doi.org/10.1007/11811305_3 

27.	 Yarovyi, A. A., Polhul, T. D. (2015). Pidvyshchennia produktyvnosti 
obchysliuvalnykh protsesiv v paralelno-ierarkhichniy merezhi za 
dopomohoiu Framework Benchmark Akka. Zbirnyk tez dopovidi 
VII Mizhnarodnoi naukovo-tekhnichnoi konferentsiyi «Fotonika 
ODS-2015». Vinnytsia, 9.

28.	 Baudat, G., Anouar, F. (2000). Generalized Discriminant Analysis 
Using a Kernel Approach. Neural Computation, 12 (10), 2385–2404. 
doi: https://doi.org/10.1162/089976600300014980 

29.	 Yarovyi, A. A., Polhul, T. D. (2018). Kompiuterna prohrama 
«Prohramnyi modul zboru danykh informatsiynoi tekhnolo-
hiyi» vyiavlennia shakhraistva pry instaliuvanni prohramnykh 
dodatkiv. Cvidotstvo pro reiestratsiu avtorskoho prava na tvir  
No. 76348. Kyiv: Ministerstvo ekonomichnoho rozvytku i torhivli 
Ukrainy.

30.	 Yarovyi, A. A., Polhul, T. D. (2018). Kompiuterna prohrama «Proh-
ramnyi modul vyznachennia skhozhosti korystuvachiv informatsi-
ynoi tekhnolohiyi vyiavlennia shakhraistva pry instaliuvanni proh-
ramnykh dodatkiv». Cvidotstvo pro reiestratsiu avtorskoho prava 
na tvir No. 76347. Kyiv: Ministerstvo ekonomichnoho rozvytku i 
torhivli Ukrainy.

12.	 Agarwal, D. (2006). Detecting anomalies in cross-classified streams: 
a Bayesian approach. Knowledge and Information Systems, 11 (1), 
29–44. doi: https://doi.org/10.1007/s10115-006-0036-4 

13.	 MachineLearning.ru. Professional’nyy informacionno-analiticheskiy 
resurs, posvyashchennyy mashinnomu obucheniyu, raspoznavaniyu 
obrazov i intellektual’nomu analizu dannyah. Available at: http://
www.machinelearning.ru

14.	 Polhul, T. D., Yarovyi, A. A. (2016). Vyznachennia shakhraiskykh 
operatsiy pry vstanovlenni mobilnykh dodatkiv z vykorystanniam 
intelektualnoho analizu danykh. Suchasni tendentsiyi rozvytku sys-
temnoho prohramuvannia. Tezy dopovidei. Kyiv, 55–56. Available at: 
http://ccs.nau.edu.ua/wp-content/uploads/2017/12/%D0%A1%D
0%A2%D0%A0%D0%A1%D0%9F_2016_07.pdf

15.	 Polhul, T. D., Yarovyi, A. A. (2017). Vyznachennia shakhraiskykh 
operatsiy pry instaliatsiyi mobilnykh dodatkiv z vykorystanniam 
intelektualnoho analizu danykh. Materialy XLVI naukovo-tekhnich-
noi konferentsiyi pidrozdiliv VNTU. Vinnytsia. Available at: http://
ir.lib.vntu.edu.ua/bitstream/handle/123456789/17200/2158.
pdf?sequence=3

16.	 Yarovyі, A. A., Romanyuk, O. N., Arsenyuk, I. R., Polhul, T. D. 
(2017). Program applications install fraud detection using data min-
ing. Naukovi pratsi Donetskoho natsionalnoho tekhnichnoho uni-
versytetu. Seriya: “Informatyka, kibernetyka ta obchysliuvalna tekh-
nika”, 2 (25), 126–131. Available at: http://science.donntu.edu.ua/ 
wp-content/uploads/2018/03/ikvt_2017_2_site-1.pdf

17.	 Yarovyi, A., Polhul, T., Krylyk, L. (2018). Rozrobka metodu vy-
iavlennia shakhraistva pry instaliuvanni mobilnykh dodatkiv z 
vykorystanniam intelektualnoho analizu danykh. Materialy kon-
ferentsiyi «XLVII Naukovo-tekhnichna konferentsiya pidrozdiliv 
Vinnytskoho natsionalnoho tekhnichnoho universytetu (2018)». 
Vinnytsia. Available at: http://ir.lib.vntu.edu.ua/bitstream/handle/ 
123456789/22722/079.pdf?sequence=1

18.	 Kiulian, A. H., Polhul, T. D., Khazin, M. B. (2012). Matematychna 
model rekomendatsiynoho servisu na osnovi metodu kolaboratyvnoi 
filtratsiyi. Kompiuterni tekhnolohiyi ta Internet v informatsiynomu 
suspilstvi, 226–227. Available at: http://ir.lib.vntu.edu.ua/bitstream/
handle/123456789/7911/226-227.pdf?sequence=1&isAllowed=y

19.	 Segaran, T. (2008). Programming Collective Intelligence. Building 
Smart Web 2.0 Applications. O’Reilly Media, 368.

20.	 Yeung, D.-Y., Chow, C. (2002). Parzen-window network intrusion 
detectors. Object recognition supported by user interaction for ser-
vice robots. doi: https://doi.org/10.1109/icpr.2002.1047476 


