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ABSTRACT

The purpose of the article is to study the psychological and neuro-psycho-
logical nature and strategies of cognitive and information warfare in the Ukrai-
nian context in 2024, as well as the formation of a theoretical basis for individu-
al, personal changes, transformations of personality, as a negative consequence
of destructive influence of the methods of propaganda, misinformation and
methods of manipulation on the individual’s self-consciousness, brain, cognitive
functions, emotional and volitional sphere of a personality during extreme and
risky combat operations.

Methods of the research. The theoretical and methodological base of the
research consists of a set of theoretical and empirical methods: theoretical-
methodological analysis, generalization, systematization, surveys, interviews,
test methods, project method, Rorschach projective technique, genetic-creative
approach (5.D. Maksymenko) and principles of its construction: development;
experiencing freedom; technologies, methods of disinformation and propa-
ganda; self-regulation of behavior; interactions; uncertainty and indeterminism;
therapeutic action through the prism of digital technologies; basic philosophical,
psychological, sociological principles of understanding the problem of cognitive
and information warfare.

The results of the research. For Ukraine, countermeasures against cogni-
tive and informational warfare are of crucial importance for ensuring national
security and protecting democratic values. Effective countermeasures require
cooperation between government structures, civil society and international
partners.

Conclusions. The cognitive-informational war (CIW) in 2023-2024 is an
important aspect of the modern world order, especially in the context of the
Russian-Ukrainian war. This is a complex mechanism of manipulating the con-
sciousness of Ukrainians, which uses various methods and tools to achieve its
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invasive goals, leading to the transformation of cognitive and behavioral trans-
formations of a personality.

It has been established that the influence of the cognitive and informational
warfare on Ukrainian society is manifested through the division and polariza-
tion, undermining trust in the authorities, destabilizing the political situation,
and reducing the fighting spirit of the Ukrainian army. However, according to
the mentioned plan, there are measures that can reduce the negative impact of
CIW, such as the development of critical thinking and media literacy, detection
and countering of disinformation, protection of cyber security and support of
freedom of speech and pluralism of opinion.

The future prospects of the development of cognitive and informational
warfare will be reflected in the constant growth of technologies and changes in
the strategies of conducting information warfare. Therefore, it is important to
constantly update and adapt countermeasures to new challenges. It has been
found in order to counteract effectively against CIW, it is necessary to combine
technological and psychological approaches, develop critical thinking and media
literacy of population, and create effective mechanisms to counter disinforma-
tion and manipulation.

Key words: cognitive and informational warfare, disinformation, manipula-
tion, critical thinking, media literacy, personality transformation, consciousness.
Introduction

The problem of modern cognitive warfare in Ukraine in
2022-2024 is closely related with various discourses of psycho-
logical science, in particular, cognitive psychology, psychology
of decision-making under conditions of uncertainty, psychology
of risk, neuropsychology, and psychology of personality operat-
ing in extreme conditions.

The evolution and transformation of cognitive warfare in the
Ukrainian context is directly related to the scientific understan-
ding of the mechanisms and regularities of the cognitive func-
tioning of an individual as a subject-participant in hostilities or
civilian representatives of the population of Ukraine. The psy-
chological essence of the cognitive and informational warfare in
2024, the war in the global dimension, and its psychological and
neuro-psychological impact on the personality of Ukrainians,
under the influence of propaganda and manipulation of the con-
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sciousness during intensive military operations in Ukraine, is an
understudied theoretical and methodological problem, despite
the intensive growth of research devoted to the studied phenom-
enon (Bizik, Kosarova, Potochnak, & Stojar, 2022).

The individual psychological characteristics of the manifes-
tation of stress, panic, irrational statements, resources of stress
resistance as a result of manipulation of the consciousness of
military personnel and the civilian population of the country,
which protects its national identity, dignity and borders as a
Ukrainian nation, remain undefined.

The purpose of the research is to study and define the cogni-
tive and information warfare at the current stage of its evolu-
tion in Ukraine, its historical context of transformation in our
time, the general methodology of researching the phenomenon
of Russian propaganda, methods and techniques of manipula-
ting the consciousness of Ukrainians by means of propaganda .

Methods of the research

The theoretical-methodological base of the research consists
of a set of theoretical-empirical methods: theoretical-metho-
dological analysis, generalization, systematization, surveys,
interviews, test methods, project method, projective Rorschach
technique, Genetic-Creative Approach (S.D. Maksymenko) and
principles of its construction: development; the experience of
freedom; technologies, methods and methods of disinforma-
tion and propaganda; self-regulation of behavior; interactions;
uncertainty and indeterminism; therapeutic action through the
prism of digital technologies; basic philosophical, psychological,
sociological principles of understanding the problem of cogni-
tive and information warfare.

Results and their discussion
The problematic horizon of the psychological dimension of
the cognitive-informational war regarding the influence of Rus-
sian propaganda and technologies, means, methods of manipu-
lating the consciousness of Ukrainians in the domestic literature
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is very extensive. This indicates, in our opinion, the preserva-
tion of the relevance of the problem field of the understudied
problem of both cognitive and military psychology. Therefore,
different approaches since 2014 emphasize different conditions,
determinants, propaganda and manipulation technologies used
by the enemy.

In the literature analyzing the Russian-Ukrainian warfare,
the scientific Western and domestic communities define it dif-
ferently: cognitive (Pradhan, 2022; Reczkowski, 2022; Maksy-
menko, Derkach, & Kirichevska, 2022), hybrid war (Bizik, Ko-
sarova, Potochnak, & Stojar, 2022), conflict (Waltzman, 2022),
cyber warfare (Shapiro, & Spaulding, 2021; Feiner, 2022), in-
formational (Kalakoski, Selinheimo, & Valtonen, 2020). Such
specificity of analysis and its evolution since 2022, by research-
ers of different paradigmatic schools and directions, suggests,
from our position, the need to use a systemic, genetic-creative
approach — the author — S.D. Maksymenko (Maksymenko, &
Derkach, 2023; Maksymenko, & Derkach, 2024). Therefore, in
our scientific research, we define the Russian-Ukrainian war-
fare as cognitive-informational, taking into account how Rus-
sian propaganda distorts the facts about the war (Sivak, 2023).

The war in Ukraine changed not only history in the global di-
mension, but also in the Ukrainian context. According to experts
of the State Service of Special Communications and Information
Protection of Ukraine (State Service of Special Communications
and Information Protection of Ukraine. 17.01.2023), “Only un-
derstanding the interaction of these dimensions allows us to ad-
equately assess the actions of the aggressor state.”

Having endured the first three days, the Ukrainian people
are hardened, and this leads to significant personal changes,
transformations, as well as transformations in society, etc. re-
lated to the cognitive functioning of an individual, that is, the
mental processes of those involved in processing information
and making operational decisions in the modern digital environ-
ment.
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From the position of the famous military expert Rand
Waltzman (Waltzman, 2022) “Patterns of changes in Ukrainian
society during the cognitive war had a significant impact on the
development and transformation of national identity, in par-
ticular military identity. This problem is extremely important
from the theoretical and methodological issues of the Russian-
Ukrainian lessons of cognitive and information warfare, as it
concerns cognitive science and the cognitive processes of waging
modern warfare aimed at manipulating and destroying human
consciousness and the human brain” (Zaika, 2014).

The psychology of warfare as a phenomenon, its conceptual
and paradigmatic diversity in the study of the specifics of cogni-
tive and information warfare at the current stage of its evolu-
tion is of vital importance both for our country, as well as for the
world community.

An important role in our research was attached to the ex-
perimental results obtained by the authors, which we rely on
in the current work. As well as innovative research and project
activities of Ukrainian scientific youth — students of 3-4 years
of Bachelor’s, Master’s and Postgraduate studies of the Uni-
versity of Customs and Finance of Dnipro (320 people) in a lon-
gitudinal study of changes in behavioral reactions and behav-
ioral strategies in the minds of young people aged 18 to 20 years
using the neuro-psychological interface (Maksymenko, Derkach,
Kirichevska, 2022), surveys, questionnaires and analysis of case
situations.

In this work, we limit ourselves to the analysis and under-
standing of the tools of cognitive and information warfare in
Ukraine in 2022-2024.

Our working definition of cognitive and information war-
fare at the current stage of its development, in accordance with
the topic and general methodology of our research, has the fol-
lowing content. Cognitive-informational warfare is a concept of
the systematic use of information media, such as: mass commu-
nication media, social networks, and the Internet to manipulate
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opinions, distort facts, and influence the beliefs and behavior
of groups of individuals or nations in order to achieve political,
economic, or military goals.

The historical context of the cognitive and information
warfare. Based on the classic military theories of war of the in-
fluential military strategists Sun Tzu (Sun Tzu, 1963) and Karl
von Clausewitz (Clausewitz, 1976), comparing their military-
psychological heritage with the Ukrainian realities of today, we
singled out eight criteria for a methodological analysis of the
psychology of modern cognitive and informational warfare in
Ukraine, in particular :

1) the fundamental goal of cognitive warfare;

2) logic (in the terminology of Clausewitz — principles ) of
war;

3) the potential of cognitive warfare;

4) indicators of cognitive warfare;

5) factors of cognitive dominance;

6) means (proven and innovative strategies) of military ac-
tions in multi-domain military operations of cognitive warfare;

7) correspondence of generalizations and conclusions of fo-
reign and domestic military experts to the psychological context
of cognitive warfare at its strategic and operational levels;

8) the negative impact of the consequences of the cognitive
war on the psychological and neuro-psychological state of per-
sonality functioning, typical transformations.

Conceptualization of the concept of «cognitive warfare»
took place in 2021-2023 , during the discussion of scientific re-
ports presented at the First Symposium on cognitive warfare in
France in June 2021 and psychological warfare (Claveri, Prebot,
Buechler, & Kluzel, 2021). Psychological warfare is abbrevia-
ted as (PSYWAR) — and is a commonly used term to describe the
main aspects of modern psychological operations ( PsyOp ) ac-
companied by military information support operations (MISO).

The logic (principles) of psychological warfare are:

- Target audiences

© Maksymenko Serhii, & Derkach Lidiia
DOI (article): https://doi.org/10.32626/2227-6246.2024-64.157-181
http://journals.uran.ua/index.php/2227-6246 163




ISSN 2227-6246 (Print) 3BIPHUK HAYKOBUX MPALb
ISSN 2663-6956 (Online) «MPOBJIEMMW CYYACHOI NCUXO10r1i»

DOI: https://doi.org/10.32626/2227-6246.2024-64 2024. BUITYCK 64

* Messages ( fake , false)

» Means of delivery (Howard, 2001).

The well-known military expert S. Pradhan convincingly
substantiated the thesis that «the Russian-Ukrainian conflict is
a witness to the intensive use of influence operations that form
a cognitive war. Although the use of propaganda and influence
operations were common in warfare, they have now assumed the
form of warfare with their strategic use on a scale never seen
before. Increasingly wide and well-planned use of social media,
digital and other means of communication made it possible to
quickly reach a larger audience with individual and targeted
content» (Pradhan, 2022).

Such a definition of cognitive war acquires special impor-
tance in the modern conditions of the escalation of cognitive war
regarding cognitive attacks on the human mind, which becomes
a BATTLEFIELD. The use of manipulations in the cognitive
sphere of the individual is aimed at changing the perception of
goals.

In addition to the above, according to S. Pradhan, «Cognitive
warfare is more than the sum of different dimensions of infor-
mation warfare (IW), because it integrates all elements available
in the information, cyber and psychological spheres, and takes
them to a new level not only by manipulating perception of the
target population, but also ensuring that the desired response is
achieved. And that is why the war was called “cognitive”, knowl-
edge, which includes the acquisition, comparison, interpreta-
tion, analysis of information. They make up the “inner part of
the action” (Pradhan, 2022).

The mind of an individual in a cognitive warfare (as its own
essence), in contrast to mentality (the ability to be brought un-
der a rule), is destroyed thanks to three strategies of psychologi-
cal influence, in particular:

+ Well-planned and conducted psychological operations

- Engaging Neuroscience (Brain Armament)

- Implementation of social engineering
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What is ,then, the potential of cognitive and information
warfare in 20242

Based on the above, and based on the professional conside-
rations of the influential military strategist S. Pradhan, prelim-
inary conclusions can be drawn regarding the probable potential
of cognitive warfare to:

1. Split society in the perception, analysis and evaluation of
vital information;

2. Split in opinions, ideas, evaluation of fake information is
oriented towards the main goal of the war:

a) loss of collective will to resist the enemy;

b) to protect its independence, Freedom.

3. Split in the thoughts and cognitive processes of the rep-
resentatives of society creates disagreements in probable beha
vioral strategies, decisions made or decisions that are predic-
ted to be correct, true in a situation of uncertainty and risk.
The combination of these factors pushes the weaker side to
CONTINUE to face a stronger opponent in terms of weapons,
but much weaker in terms of personal characteristics of will, na-
tional and military identity, psychological elasticity (resilience),
morale of soldiers (Ivanov, 2023; Semenov, 2022).

In this context, it is worth noting that the modernization of
the Armed Forces of Ukraine, which began in 2014, provided the
Ukrainian Army and Ukrainian society with a number of advan-
tages in terms of means of cognitive warfare:

« The military-technical assistance of NATO, the United
States, and partner countries, information from intelligence
services regarding the timing of the Russian large-scale invasion
of Ukraine, Turkish drones (UAVs), as well as military training
and training of operators of complex anti-missile systems of the
Armed Forces made it possible to highlight real, not manipu-
lated, events in international media channels, social networks:
Facebook, Twitter, Microsoft and others;

« Well-known NATO diplomats, analysts, military strate-
gists, Analytical Centers, journalists, thanks to the Internet,
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quickly amplify the true information about the escalation of the
cognitive warfare in Ukraine, the courage and determination of
Ukrainians to resist the Russians, the world treats them as he-
roes;

* The extremely high internet literacy of ordinary Ukrai-
nians who use the social media platform (“Minister Fedorov’s
400,000-strong Army”’) helped and continues to help the soldiers
of the Armed Forces of Ukraine to quickly receive information
about the deployment of enemy units, to enter corrective infor-
mation about changes on the battlefield, quickly and efficiently,
which deprived of the enemy’s troops.

* Volunteer movement, National Defense, crowdfunding,
i.e., collection of material funds for the purchase, for example,
of drones for operational units of the Armed Forces, for the pur-
pose of mapping the area and deploying the enemy’s troops.

Thus, the above factors were decisive in the provision of mi-
litary assistance by NATO and the USA to Ukraine and its Armed
Forces at various stages of the escalation of hostilities.

The historical context of wars and new forms of conducting
cognitive and informational warfare (for example, land, sea, air
drones and drones with artificial intelligence) include in itself
various events that demonstrate the use of innovative informa-
tional and cognitive means to achieve political or military goals.
We will supply the following examples that directly took place
during the two most recent wars: the Second World War and the
Cold War in relation to propaganda methods and information
campaigns that have proven to be highly effective, in particular :

1. Wartime Propaganda: during both wars, information
campaigns and propaganda played a key role in shaping opinion
and sustaining national mobilization. In these cases, govern-
ments used a variety of mass media to manipulate public senti-
ment and attract support (Propaganda used during World War
I1.).

2. Cold War: the period of competition between the United
States and the Soviet Union was accompanied by intense infor-

© Maksymenko Serhii, & Derkach Lidiia
DOI (article): https://doi.org/10.32626/2227-6246.2024-64.157-181

166 http://journals.uran.ua/index.php/2227-6246




ISSN 2227-6246 (Print) COLLECTION OF RESEARCH PAPERS
ISSN 2663-6956 (Online) “PROBLEMS OF MODERN PSYCHOLOGY”

DOI: https://doi.org/10.32626/2227-6246.2024-64 2024. ISSUE 64

mation warfare. Both rivals used propaganda, disinformation
and psychological operations to undermine trust and influence
the opinion of the international community and their own citi-
zens (Cultural diplomacy and propaganda during the Cold War).

3. Modern conflicts and geopolitical confrontations: In the
modern world, cognitive and information warfare has become
even more important due to the development of the Internet,
social networks and digital technologies. States and non-terri-
torial groups use these means to spread propaganda, conduct
cyberattacks, manipulate public opinion, and influence political
processes in other countries (Petrov, 2019; Kovalenko, 2020).

Thus, the given above historical context shows that cog-
nitive and informational warfare has always been an integral
part of military conflicts and geopolitical confrontations, but
its meaning and methods have changed over time in accordance
with the development of technologies.

In the aspect of the problem being analyzed, we will consider
in greater detail the specifics and methods, tools of cognitive
and informational warfare (CIW).

Methods and tools of CIW.

1. Disinformation and propaganda. Disinformation and
propaganda are among the most common methods of cognitive
information warfare (CIW) used to manipulate public opinion,
sow discord, and destabilize society. Disinformation is the dis-
semination of false or misleading information with the purpose
of misleading people.

2. Undermining trust in institutions. Disinformation can be
used to undermine trust in governments, media and other insti-
tutions. This can lead to people losing trust in official informa-
tion and becoming more susceptible to propaganda. For example:
«Russia is ready for peace talks, but Ukraine is not».

3. Inflaming discord. Misinformation can be used to incite
discord between different ethnic groups of people. And this,
in turn, can lead to social unrest, violence and even armed con-
flicts. For example: “To sow discord between Ukrainians of Wes-
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tern and Eastern Ukraine, proclaiming that some Ukrainians re-
mained and some left the state in trouble”.

4. Influencing elections. Disinformation can be used to in-
fluence election results. This may include spreading fake news
about candidates or manipulating voting results. Let us turn to
the analysis of examples of case situations that illustrate Rus-
sian propaganda methods of manipulating the consciousness of
ordinary Ukrainians.

CASE SITUATION #1

Allegation that the Ukrainian government is Nazi. Thisis a
common Russian propaganda claim used to justify the invasion
of Ukraine. There is no evidence to support this claim, and it has
been refuted by numerous independent sources.

CASE SITUATION #2

Allegations that the Ukrainian military is shelling civi-
lians. Russia accuses the Ukrainian military of shelling civilians
in cities such as Mariupol. These allegations have been widely
denied, and there is evidence that Russian forces are responsible
for these crimes.

CASE SITUATION #3

Alleging that there are NATO bases or their specialists, bio-
laboratories at every step in Ukraine. This is another common
conspiracy theory that Russia uses to justify its invasion. There
is no evidence to support this claim, and it has been debunked by
experts in various fields.

So, propaganda is a form of communication aimed at sprea-
ding among society of certain ideas, beliefs, or attitudes, often
with the goal of manipulating people’s thoughts and behavior.
As we noted above, it is used by both governments and non-state
actors, and can be disseminated through sources such as the me-
dia, social media, education systems, and even the arts.

Propaganda is usually repeated and disseminated through
various mass media to shape a chosen outcome of public opinion
(Kovalevich, 2014). The importance of the propaganda of va-
rious parties increases especially during the election campaign.
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In contrast to the objective presentation of information, mali-
cious propaganda presents information selectively to encourage
certain generalizations, or uses an emotional coloring of the mes-
sage to provoke an emotional rather than a rational reaction to
what is said. The end result of propaganda is a change in attitude
towards its subject. Propaganda and its malicious version can be
used as a form of political struggle (Smith, 2020; Petrov, 2019).
It is worth noting that the term «propaganda» acquired a vividly
negative emotional color only thanks to the unprofessional ac-
tivities of some journalists. Propaganda in its initial emotional
meaning had a neutral color. So, the following are examples of
the types of Russian propaganda that are accompanied by tan-
trums and blackmail: nuclear, cold, hunger, terrorist attacks on
civilian infrastructure, massive missile attacks aimed at making
the lives of Ukrainians unbearable.

Let’s move on to consider another Russian propaganda tool
of negative influence on the consciousness of the individual,
first of all, young people — cyber attacks and hacking as the most
powerful modern means of disinformation and manipulation.

Cyberattacks and hacking as a propaganda tool for acces-
sing electronic resources. The legislation of Ukraine defines: Cy-
berattack is directed (intentional) actions in cyberspace, which
are carried out using electronic communications (including in-
formation and communication technologies, software, software
and hardware, other technical and technological means and
equipment) and are aimed at achieving one or a combination of
the following goals: breach of privacy, integrity, availability of
electronic information resources processed (transmitted, stored)
in communication and/or technological systems, obtaining un-
authorized access to such resources; violation of the security,
stable, reliable and regular mode of functioning of communica-
tion and/or technological systems; use of the communication
system, its resources and means of electronic communications
to carry out cyber attacks on other objects of cyber protection.
Therefore, various types of cyberattacks used by the enemy in
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Ukraine can have serious consequences for individuals, organi-
zations, and even entire countries.

Hacking is the process of breaking into a specific system us-
ing methods not intended by the person who created that system.
The term «system» refers to any website, database, computer
network — anything with a clear structure and specific protec-
tion mechanisms. Hackers try to gain access to this network or
database — to get valuable information, sabotage or just for fun.

Hacking tools are software and hardware devices used by
hackers to gain access to computer systems, networks, and data.
They can be used for both legitimate and illegitimate purposes.

Types of hacking tools in the Russian-Ukrainian cognitive
and information war :

Scanners: used to detect vulnerabilities in computer sys-
tems and networks.

Exploits: used to exploit vulnerabilities in computer systems
and networks to gain access to them.

Sniffers: used to intercept network traffic such as emails,
passwords and other data.

Malware: used to infect computer systems with malicious soft-
ware that can steal data, spy on user activity, or cause other harm.

Social engineering tools: used to manipulate people into re-
vealing personal information or taking actions that could harm
them or their organizations.

The use of social networks as a powerful tool of CIW.

Social networks have become one of the most important tools
of KIV, because they make it possible to quickly and easily spread
information to millions of people around the world. Social net-
works are unprecedented opportunities for:

1. Rapid and mass dissemination of information: posts and
visual content on social media can reach millions of people in se-
conds.

2. Targeted impact on the audience: thanks to algorithms
and targeting tools can clearly define and reach exactly the
audience that is most receptive to certain content.
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3. Creation and manipulation of public opinion: using fake
news, propaganda and disinformation, you can influence peo-
ple’s thoughts and beliefs, sow discord and destabilize society.

4. Recruitment and coordination of actions: social networks
give the ability to mobilize people, organize protests and other
actions, and coordinate actions between different groups.

A wide range of tools, both free and paid, are used to conduct
CIW in social networks. The main tool among which are social
networks. The most popular social networks at the moment are
Facebook, Twitter, Instagram, YouTube, TikTok and Telegram.

In addition to the tools of social networks, it is also necessary
to note the methods used for cognitive and information warfare
in social networks. The most common of them include:

1. Fake news and propaganda.

2. Creation and dissemination of fake news, which is often
based on fabricated facts or distorted data, with the aim of mis-
leading people and manipulating their opinion.

3. Misinformation: spreading false or misleading informa-
tion to mislead people or hide the truth.

4. Hate speech and hate speech: use of offensive and provo-
cative language with the aim of inciting enmity and hatred be-
tween different groups of people.

So, the specifics of using social networks in the cognitive and
information war in Ukraine in 2022-2024 indicates that social
networks have become one of the most important tools of CIW,
because they allow quick and easy dissemination of information
to millions of people around the world. Using fake news, propa-
ganda and disinformation, you can influence people’s thoughts
and beliefs, sow discord and destabilize society.

Thus, cognitive and information warfare (CIW) is a new type
of warfare that uses information and propaganda to manipulate
people’s thoughts and behavior. There are various tools and
methods used to spread misinformation and propaganda such as
social media, news sites, television and radio. These tools can be
very effective in influencing people’s thoughts and behavior, so
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it’s important to be aware of the latest IP threats and take steps
to protect against them.

The impact of the cognitive and informational war on the
Ukrainian language society.

Cognitive information warfare, which consists of manipu-
lation, misinformation and the use of information technology
to achieve political, economic or social goals, can make society
vulnerable to manipulation and contribute to the growth of con-
flicts.

Ukraine as a country is experiencing a difficult political and
social situation, faces an intense informational struggle both
internally and externally. This can lead to the separation of so-
ciety into different ideological and political camps, increasing
conflicts and mistrust between groups of people.

Disinformation and propaganda are spread on the Internet
and social networks to undermine trust in the authorities and
sow discord among Ukrainians. This can lead to social unrest,
violence and even civil war.

Since the beginning of Russia’s full-scale invasion of
Ukraine, cognitive and information warfare has become an inte-
gral part of the conflict. Russia is conducting a large-scale dis-
information and propaganda campaign aimed at undermining
confidence in the Ukrainian authorities both inside the country
and abroad.

Methods used to undermine trust in authorities and insti-
tutions, such as propaganda, manipulation, cyber attacks, etc.,
can have serious consequences for Ukraine. This can lead to: po-
litical instability, decrease in economic growth, increased vul-
nerability to Russian aggression. This could make Ukraine more
vulnerable to further attacks by Russia.

How to resist undermining trust? The Ukrainian govern-
ment is taking a number of measures to counter this. These mea-
sures include:

+ Fact-checking: identifying and disproving disinformation
spread by Russia.
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- Increasing transparency: the government is trying to be
more transparent in its work to increase trust in itself.

- Combating cybercrime: taking measures to protect web-
sites and infrastructure from cyberattacks.

- Citizen involvement: the government works to involve citi-
zens in the decision-making process so that they feel more in-
volved in their government.

Therefore, cognitive and informational warfare is a serious
threat to Ukrainian society. It is important that people are aware
of this threat and take steps to counter it. It is also important to
maintain openness and transparency in governance in order to
increase trust in authorities and institutions.

The destabilization of the political situation in Ukraine in
the context of cognitive and information warfare is a complex
and multifaceted phenomenon that manifests itself through va-
rious dimensions and aspects. One of the most important aspects
is the use of disinformation and fake news to cause confusion
and confusion among citizens. This happens due to the spread
of denial of facts, manipulative distortion of events and general
mixing of true and false information flows.

It is important to note that the cognitive and information
warfare in Ukraine not only causes political instability, but also
has serious social and economic consequences. For example, it
can lead to an increase in economic instability due to the loss of
investments and a general decrease in confidence in economic
processes in the country (Yaroslav, 2023).

That is why, the destabilization of the political situation in
Ukraine due to cognitive and information warfare has a wide
range of consequences that affect the level of trust of citizens
in their own state, the effectiveness of state institutions, and
the overall stability of the country. To overcome this war, it is
necessary to strengthen cyber security measures, increase media
education and critical thinking among the population, as well as
joint efforts of the state and the public to identify and counter
disinformation and manipulation. Only through joint efforts
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can the stability and security of the country be preserved in the
conditions of cognitive and information warfare.

The decrease in the morale of the Ukrainian army in the con-
text of cognitive and informational warfare (CIW) in Ukraine is
a serious challenge to the country’s defense capability and na-
tional security. This process can be caused by various factors,
which include the level of stress resistance, types of stress, fa-
tigue from a long war, underestimation of risks and threats,
lack of feeling of support from the authorities. One of the main
factors leading to a decrease in morale is fatigue from the long
war with the Russian aggressor. Constant tension and danger on
the front line can deplete the morale and mental state of mili-
tary personnel, which can affect their combat readiness and ef-
fectiveness.

The main tasks of protection against cognitive and informa-
tion warfare include:

1. Media literacy and critical thinking. It involves develop-
ing the skills of analysis and critical perception of information.
People must be able to distinguish true information from fake
news, manipulative messages and propaganda.

2. Technical protection of information systems, networks,
data and communications is an important task. This includes the
use of anti-virus programs, data encryption, protection against
phishing and other attacks.

3. Cooperation between state institutions, mass media and
the public.

4. Raising awareness: informing the public about the met-
hods of cognitive and information warfare, its consequences and
methods of protection is an important task.

In general, protection against cognitive and information
warfare is a necessary element of modern security. It helps pre-
serve the independence, democracy and stability of society. It is
necessary to constantly improve our knowledge and skills in or-
der to be confident in the information we perceive.
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Conclusions

The cognitive-informational war (CIW) of 2023-2024 is an
important aspect of the modern world order, especially in the
context of the Russian-Ukrainian warfare. This is a complex
mechanism of manipulating the consciousness of Ukrainians,
which uses various methods and tools to achieve its aggressive
goals, which leads to the cognitive and behavioral transforma-
tions of the individual.

The influence of the CIW on Ukrainian society is manifested
through psychological and neuro-psychological negative impact
on brain and cognitive functions of a person attributed to the
division and polarization, undermining trust in the authorities,
destabilizing the political situation, and reducing the fighting
spirit of the Ukrainian army.

For Ukraine, the counteraction of CIW is of crucial impor-
tance for ensuring national security and protecting democratic
values. Effective countermeasures require cooperation between
government structures, civil society and international partners.

The future prospects of the development of information
technology will be reflected in the constant growth of techno-
logies and changes in the strategies of conducting information
warfare. Therefore, it is important to constantly update and
adapt countermeasures to new challenges.

In general, for effective countermeasures against CIW, it is
necessary to combine technological and psychological approac-
hes, develop critical thinking and media literacy of the popula-
tion, and create effective mechanisms to counter disinformation
and manipulation.
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MakcumeHKo Cepeiti, flepkay Jlidis. CyyacHa Ko2HimueHo-iHgpopmauyiii-
Ha eiliHa: ponb maHinyaayili ceidomicmio ykpaiHyie y mpaHcgopmayii
ocobucmocmi.

Mema Hawo20 702HIMOOH020, MIHOUCUUNAIHAPHO20 OOCNIOHEHHSA
€ PO3YMIHHA i 8UBYEHHSA MCUX0s02i4HOI ma Helipo-ricuxonoeiyHoi npupodu i
cmpameeili KoeHimusHo-iHghopmayiliHoi 8iliHu 8 YKpaiHCbKOMYy KOHMeKcmi
y 2024 poui, a makox opmMysaHHs meopemuyHoi 6a3u iHOUBIOyanbHUX,
ocobucmicHux 3MiH, mpaHcgopmauili i nepemesopeHb ocobucmocmi
AK HeazamueHuli Hacnidok pyliHiBHo2o0 eraugy memodie nponazaHou,
desiHpopmayii ma npuliomie maHinyasauii Ha camocsidomicme [HOusIOa,
MO30K, KO2HImu8HiI ¢yHKUii, emoyiliHo-80a1b08y cghepy ocobucmocmi nid yac
ekcmpemasibHUX ma pu3ukosaHux 6oliosux Oiti.

Memoou docnioxceHHA. TeopemuKo-memooosnoziyHy 6a3y 0ocnioueHHs
CKNadarome KOMIMAEKC MeopemuKo-eMnipu4dHux memodis: meopemukro-
memooonoeidHull aHAnI3, y3a20abHEeHHdA, cucmemamu3ayis, OnuUMyBaHHS,
iHmeps’to, mecmosi MemoOuKu, MemoOd MPOEKMIB, MPOEKMUBHA MemOoOUKa
Popwaxa, 2eHemuKko-kpeamusHuli nioxio (C.4. MakcumeHKo) ma npuHyunu
lioeo nobydosu: po3sUMKY; NepexusaHHs ceobodu; mexHosoezii, memoou
ma npuliomu OesiHgpopmauii ma npornazaHou; camopeaynayii nosediHKuU;
830€EMOO0ii; HesusHavyeHocmi i iHOemepMiHi3my, mepanesmuyHoi Oii 4Yepe3
npusmy 0idxuciman mexHosoeill; 6a308i hinocohcoKi, MCUXon02i4Hi, coyionoaivyHi
MPUHYUNU OCA2HEHHSA npobaemu Ko2HimusHo-iHghopmay,itiHoi giliHu.

Pesynomamu  0docnioxceHHA. [lpomudias KIB 0na YkpaiHu Mae
supiwaneHe 3Ha4eHHA 017 3abe3nevyeHHA HayioHanbHoi 6e3neku ma 3axucmy
deMoKpamuy4Hux uiHHocmel. [nasa egekmusHozo npomudii HeobxiOHa
cnisnpaya Mix< aAAOHUMU CMPYKMypamu, 2pOMadCbKUM Cycrinbcmaom ma
MIiXCHAPOOHUMU NApmMHepamu.

BucHoeKu. KozHimueHo-iHhopmauiliHa eiliHa (KIB) 2023-2024 pokis €
8AX(/IUBUM OCMIEKMOM Cy4YaCHO20 C8iM080o20 NopAdKY, 0cobauso 8 KOHMeKcMi
pocilicbKo-yKkpaiHcoKoi 8iliHU. Lle cknadHul mexaHiam marinynayii ceidomicmro
YKpaiHyie, Wo 8uKopucmosye piaHi Memoou ma iHcmpymeHmu 014 00CA2HEHHA
C80ix 3a2apbHUUbKUX Yinel, wo npu3zeodums 00 MpaHCHOpMayii KO2HIMUBHUX
ma rnosediHKosuUx mpaHcgopmay,iti ocobucmocmi.

BcmaHoeneHo, wo enaus KIB Ha yKkpaiHCbKe CycninbCcmeo 8uAsnfaemMoscsa
Yyepe3z po3Koa ma noaapusayito, niopus 0osipu 0o enadu, decmabinizauyiro
nonimuyHoi cumyayii ma 3HuUXeHHs 6o0lioso2o Oyxy yKpaiHCbKOI apmi.
lpome, 8i0nogi0HO G0 3a3HAYEHO20 M/AHY, € 3aX00U, AKi MOXYMb 3MeHWUmMu
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HezamusHul ennue KIB, maki AK PO3BUMOK KPUMUYHO20 MUCAEHHA ma
medigepamomHocmi, 8useneHHa ma npomudia O0e3iHgopmauii, 3axucm
Kibepbeznexku ma niompumka ceoboou cs108a Ma naoPaAniamy OYMOK.

MalibymHi  nepcnekmusu  po3sumky KIB  sidobpaxcamumymecs
8 rnocmiliHoMy 3pocmaHHi mexHonoeili ma 3miHi cmpameezili eedeHHs
iHpopmauyitiHoi 8iliHu. Tomy 8axcugo nocmiliHo oHosAKB8AMU Ma adanmysamu
3ax00u npomudii 00 HOBUX BUK/UKI8. 3’Ac08AHO, W0 014 edhekmusHoi mpomudii
KIBHeobxiOHO noedHy8amu mexHos02iYHi ma ncuxosoz2ivyHi nioxoou, podsusamu
Kpumu4He MuUcCqieHHA | mediaepamomHicme HaceneHHA ma cmeoprosamu
ethekmusHi mexaHiamu npomuoii deziHpopmayii i Marinyaayism.

Knaw4voei cnoea: KozHimusHo-iHghopmauyiliHa eiliHa, Oe3iHgopmayis,
MQHINyAayis, Kpumu4yHe MUCAeHHs, MmediaepamomHicme, mpaHcghopmauii
ocobucmocmi, caioomicme.
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