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ITPAKTUKA 3ABAHTAKEHHA OHEPAHIﬁHOi CUCTEMM,
O MICTUTBHCs HA TUPPOBOMY HOCII IHOGOPMALIL
B CEPEJIOBUIIII BIPTYAJBHOI MAILIMHU

IIpasunvHicme 8UCHOBKY NPOBEOEH020 O0CHI0NHCEHHS HAUKpauje nepesipsacmvbcs No8MOPHUM 00-
CLIOJNCEHHAM MA NOPIGHAHHAM OMPUMAHUX Pe3YTbmamis. Y KpuMiHATICMUYHUX 6UO0AX eKcnepmus
Oyoice 8eUKUll 8iI0COMOK BUOIE QOCTIONCEHb, 8 SIKUX 3ACMOCYB8AHHS PYUHYIOUUX MemOodi8 € HeoOXio-
Hum. Komn’romepno-mexuiuna excnepmu3sa iOPI3HAEMbCs 610 6a2amvox iHUUX 8uUdié 00CaiddlCceHb
HAABHICIO MIHIMANbHOI KiIbKOCME Memo0is, Wo npu3eo0sams 00 PYUHYE8AHHA ab0 3MIHU IHhopmayii-
HO20 MICmYy peyo6o2o 00Ka3y NiCis npogedeH02o 0ocaiodcenus. Ilpu docriocenni nociie ingpopmayii
BUKOHABYIO (eKcnepmy) HAOAEMbCA VHIKANbHA MOXNCIUGICIb CKONII08AmMuU yeecb iHpopmayitiHul
emicm Haxkonudysaua iHgopmayii Ha ceoro pobouy cmanyito 018 N00AabLUO020 00crioxcenus. Tum ca-
MUM BIOKPUBAEMbCL MONCIUBICIb NPOBEOEHHST CAMOKOHMPOIO — KORIIOBAHHS IHQOPMAYIUHO20 éMic-
My ma 3acmocy8anHs 00 Hb020 NPOSPAMHUX 3AC00I6 MOJNCHA NPOGECMU OEKINbKA PA3i8, YUM MONCIUBO
niomeepoumu nPasuIbHiCMb 3p0OIEH020 BUCHOBKY.

Cyooei excnepmu 6 npaxmuyi SUKOHAHHS KOMN TOMEPHO-MEXHIUHOI excnepmusu Qi3uyHo He
CIMUKAIOMbCA 3 GIACHUKOM HAOAHO20 HA QOCTIONCEHHSL HOCIS, anle 8 X0 Q0CIONCEHHS IHpOpMayiiHo20
BMICIY MUMOBOJ CKAA0AEMbCA 0esiKe VAGNeHHSA NPOo JIOOUHY (RCUXON0LIYHUL nopmpem), wo 3auma-
J1acs HANOBHEHHAM Yb020 THHOPMAYiliHo20 eMicmy, 0cOOIUBO, KOAU HA HOCIT IH(hopmayii micmumbcs
onepayiina cucmema. B onepayitiniti cucmemi ma 6 npuxiaoHoMy NpPOSPAMHOMY 3a0e3neyenti, uo
Modice 6 Hill Micmumucs, 30epicacmuvcs dydice bazamo iHopmayii npo ceozo xKopucmysaua. Ilpuxnao-
He npozpamHe 3a0e3neueHus Moxce 30epicamu 8 cobi 0coOUCMI HALAWMYBAHHS KOPUCMY8aud, i npu
11020 QOCTIONCEHHT «3308Hi», MOOMO 3 IHWOT OnepayiiHol cucmemu, yi 0COOUCMI HALAWMYBAHHS HAI-
yacmiute He 8UOHO ab0O 00CTINHCY8aHE NPOSPAMHE 3a0e3NeYeH s 63a2alli He 3M0dce 3A8AHMANCUMUCD
6 cepedosuyi inwioi onepayiinoi cucmemu.

Knrouoei cnosa: sipmyanvna mawuna, Virtual Box, naxonuuyeau inghopmayii, onepayitina cu-
cmema, KOMN 10mepHO-MexXHIYHa eKcnepmusd.

Beryn. 3 HIPaKTUKHU BUKOHAaHHS  ILIOTO PO3CIiAyBaHHSA [2], sika MOYKE HEBUIIPABHO
KOMIT IOTEpHO-TEXHIYHHX €KCIIEPTH3 BapTO 3a-  BIUIMHYTH Ha JOJIO JIFOJUHH, Oyab TO 0OBHHYBa-
YB&KUTH, IO caM Mo coOi 1udpoBuil HOCIH iH-  YEHH YM NOTEPIUINH.
¢dopmatii — OBOJI KpUXKa pid, a 0cOOIMBO, K- 3a3Buuail nporpamHi 3acobu, 10 BUKOPH-
IO BiH € PeYOBHM J0oKa3oM. Ha mudpoBuii HO-  CTOBYIOTbCS B KOMIT IOTEPHO-TEXHIUHIN ekcrep-
Cii, mo OyB BWIIyYCHHUH SIK pedyoBWi joka3 [1], Tu3i, nependadarOTh MPOBEACHHS IOCIIKSHHS
I1e 10 MPOBEACHHS Oe3mocepenHixX mpouecyaib- 03 3aBaHTaXEHHsS caMmol OIepauiiHOi CHCTEMH,
HUX TPOIeyp MOXYTh BIUTHHYTH Pi3HI akTop  TOOTO 330BHI. J[si pO3yMiHHS NPUYMH I[HOTO
pyHHIBHOTO XapakTtepy. ToMmy mpHu MpoBeAeHHI mpoliecy Tpeba 3HaTH, 10 Ha mpodeciiiHoMy pi-
mporecyanbHoi il (orisimi abo KOMIT'FOTEpHO-  BHI JOCTI/DKEHHS B KOMIT FOTEpHIH KpUMiHAIIC-
TEeXHIUHIH excnepTu3si) nudpoBuii HOCIH iHQOP- THII BHUKOPUCTOBYIOTHCS MPHUCTPOI armapaTHOTO
Marii SK pedoBHWH JT0Ka3 Oyae MiNKIIOYEeHO o  OJOKyBaHHS 3amucy (MpHCTpoi, 1o 3abe3neuy-
po0oUoi cTaHIlii eKCriepTa, BAKOHABIIO CIIIJl 0- FOTh YMTaHHSA, Y TOH K€ Yac IMEPElIKOIKAIOTh
TPUMYBaTUCh OOEPEXKHOCTI TNPH TMPOBODKEHHI  BHECEHHIO JKOJIHHUX 3MiH B iHQOpMaUiiHUN BMiCT
BCIX MaHIIyJIALIN Ta MPOLEAYP. Hocis iH(dopmarlii). B excnepTHuX ycraHoBax

Cyuacui nupposi Hocii iHQopmanii xoua MBC Ykpainu B po3nopsi/pKeHHI eKcriepTa € Ha-
¢bi3u4HO 1 HEBeNWKi 32 PO3MipaMu, ajie MOXKYTb  Oip MpHCTPOiB amapaTHOro OJIOKYBAaHHS 3alluCy
MICTUTH JayXe LiHHY iH(OpMaIlilo Ui mojaib-  (pUCyHOK 1).
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Pucynok 1 — ExcnieprHa BaJjiza 3 Habopom
NPHUCTPOIB ANAPATHOIO 0JIOKYBAHHA 3aIIUCy

HeoOXxigHiCTh BUKOPHUCTaHHS IPHUCTPOIB
amapaTtHoro OJIOKyBaHHA 3amucy OOyMOBIIEHa
THM, IO MICJs MiKIYCHHS 10 PO00Y0i CTaHIIii
eKcrepTa Hocis iHpopMalii, akuil mimisrae goc-
JPKEHHIO, OTlepailiifHa cuctemMa pooodoi cTaHIIii
NpY TepIIii iHiniamizanii HOBOro MPHUCTPOIO aB-
TOMAaTHYHO BHOCHUTH €Ki 3MiHHU (CTATUCTHYHOTO
xapaktepy) B iH(GOpMAIiiHWA BMICT ITiKITFOYE-
Horo Hocis iHdopmarii [3].

[ToBepTatounch 0 MUTAHHS KPUXKOCTI HO-
ciiB indopmartii, mis 3abe3rneueHHs MOBHOTO Ta
BCEOIYHOrO JIOCII/PKCHHS, Ha SKE BUTPAYAEThHCS
YMMaJo TOJWH, a TaKOX 3 METO 30epekeHHs
00’exkTa 1 3a0e3meYeHHs MOXKJIMBOCTI, 3a HE00-
XIZJHOCTI, TIOBTOPHOT'O JOCIIJIKEHHS BUKOPHUCTO-
BY€ETBCSI HE Oe3mocepeIHh0 MPUCTPiil HAKONTY-
Baya iH(opMariii, a Horo BUTOTOBIIEHA IH(PpOBa
nobitoBa komis (Raw (dd) (mami —daiin-o0pa3).
RAW (anri. raw — cupuii, HeoOpoOJieHu) — BUJ
JTAHUX, SIKAH MICTUTh HeoOpoOieHi (abo 00poo-
JIeHI MiHIMaJbHOIO MIpOIO) JlaHi, IO Ja€ 3MOTy
YHUKHYTH BTpaT iHpopMallii, i He Ma€ 4iTKOi cre-
miikamii. ¥ Takux aitnax micturecs iHpopma-
11is1, 1[0 HE 1HTEePIPETOBaHA IiJ] )KOAHMI popmar,
TOOTO y «II€PBO3AAHHOMY» BUIIAI. Y BUIAIKY 3
HocisiMU iHpopMaLii cTBopeHuii Raw o0pas — ne
noBHa Mo0iTOBa KoIisi Horo iHQopMariitHoro
BMicTy. [lommpeHrMH B KOMIT'IOTEpHIH KpHMi-
HANICTUIIl TPOTPaMHUMH 3aco0aMu Ui CTBO-
penHst (aiin-oOpa3dy HakomuvyBauda iHopmarii
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Ta HOro MOAANBLIOrO AOCHiIKEHHI € Access
Data FTK Imager [4], X-Ways Forensic. B ome-
pamifHuX cucTeMax cimeiicTBa Linux s moOiT-
HOTO KOIIOBAaHHS BHKOPHCTOBYETBHCSI YTHIIITa
«dd» [5]. Y mporeci mocImimKEHHST BUTOTOBIICHUN
(haiim-o6pa3 Hocis iH(opmarii 30epiraeTbes Ha
JMICKOBOMY ITPOCTOPi poO0Uoi CTaHLil ekcrepra.

AHaJi3 ocTaHHIX AocCHiTKeHb Ta mMyO.i-
Kkauiil. HaykoBo-TeopeTHdHUM MIATPYHTSM Ha-
MUCaHHSI CTAaTTi CTadM Tpalli HAayKOBIIIB:
H. H. ®enorosa, O. K. I'ynerseBa, Aragpe Jleii-
6osuua, Pobepra Komminca, Toni Pobeprcona ta
IHIINX, SIKI B CBOIX MpalsX TOPKaJIHCh MpobieM
BipTyaJi3arii 3 MoJaIbIIUM JOCITIKEHHSIM HOCI-
iB iH(opMarIii Ta onepaIiftHIX CHCTEM.

MeTo10 cTATTi € BUPILLICHHS MUTaHHS Mij-
TOTOBKH Ta 3aBaHTAXXECHHS OTIEPAIiifHOI CHCTEMH,
0 MICTHUTHCS Ha HOCIii iHpopMarlii, 3a Jomomo-
rolo porpamHoro 3abe3neuenns Virtual Box.

HaykoBa HoBH3HA pOOOTH IOJIATAE B PO3-
mUpeHHI 007acTi BHKOPHCTAHHS BipTyalbHOI
MallliHU TpPH TPOBEACHHI KPHUMiHAIICTHYHHX
JOCITiDKEHB.

Ha mpaxTumi nmpoBeneHHS KpUMiHATICTHY-
HOTO JIOCII/DKEHHSI KOMII' FOTePHOI TEXHIKH €KC-
MepTy IUII HAOYHOCTI Ta PO3yMIiHHS HAmpsAMy, B
SIKOMY TIPOBOJIUTH TOJAIbINE TOCHIIKEHHS, SKi
MporpaMHi 3ac00M BUKOPUCTOBYBATH, IKHMH Me-
TOaMH KOPHUCTYBATHCS, HEOOXiTHO MoOavuTH,
SIK OmepalfiiiHa cucreMa JOCHIKYBaHOTO HOCIs
iHpOpMaIlil BUTTISIAE «3CEPEIHNY, TOOTO BUHU-
Ka€ HeOOXIiTHICTh Yy 3aBaHTaKEHHI 11 y BipTyalb-
HOMY CEpEeIOBUII — BipTyabHill MallHHI.

Bukian ocHoBHOro marepiainy. Bipryaib-
Ha MaIlllMHa — MOJIENIb OOYUCITIOBAIBHOI MAIlIHY,
CTBOPEHOI ILIAXOM BipTyasizalii 00YHCIoBalb-
HUX pECypciB: MpoIlecopa, ONepaTHBHOI Mam’ATi,
MIPUCTPOIB 30epiraHHs Ta BBOAY i BUBOIY iH(OP-
marii [6].

BipTyaneHi MammHH BHUKOPHCTOBYIOTHCH,
HacamIiepes, JJIsl TECTyBaHHs OINEpalliifHuX CHC-
TEM Ta IHIIUX MPOTpPaMHUX MPOAYKTIB. B xpumi-
HAJIICTHIIl 3alyCK ONEpaIlifiHOlI CHUCTeMHU JOCITi-
JOKyBaHOTO HoCis iH(opMmamii B cepenoBHII
orepariiHol CUCTEMH Ja€ MOXKIIUBICTh JETallb-
HIIIE JTOCIIIUTH ONepalliiHy CUCTEMY 1 JIaTH SIKi-
CHMH BHCHOBOK 3 TIIOCTAaBJICHHUX IHUTaHb.
Ha mpaktuii HalnonyssipHimIi mporpamHi 3aco-
O0u — BipryansHi Mammuu: Oracle Virtual Box;
VMware Workstation; Microsoft Virtual PC
TOIIIO.
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VY crarri moBa mige came mpo Oracle
Virtual Box (mami — Virtual Box).

Virtual Box — me mporpama Bipryaizarrii
JUI OTIepaliifHuX CUCTEM, po3polieHa Himelb-
koro ¢ipmoro Innotek, HuHI Hamexwuth Oracle
Corporation. Virtual Box BcTaHOBIIOETHCS Ha
HasBHY OIepaliiiHy CHCTEMY, SKa Ha3HUBA€THCS
«XOCTOBOIO», BCEPEANHY Li€i MPOrpaMy BCTAHOB-
JIOETHCS 1HIIA OmepariifHa CUCTeMa, SKy HasH-
BAaIOTh «T'OCTHOBOIOY OMNEPALIITHOI0 CHCTEMOIO.

[lepeBaroto mporpamMHOro 3abe3medeHHs
Virtual Box € kpocmiaropMeHicTh, HiATpUMKa
pi3HuX (opmartiB 00pa3iB i BilbHE BUKOPUCTAHHS,
TOOTO TIe TIpOrpaMHe 3a0e3MeUeHHS € OC3KOIITOR-
M [7].

ba3oBi HanamTyBaHHs Ta iHCTaNSLIS HOBOT
oTIeparliifHoi CHCTEMH Y BipTyalbHE CepeIOBHIIE
VirtualBox He BUMararoTh BiJf KOPHCTyBada CIIe-
iaJBHOI MiJITOTOBKYU Ta CICLiajJbHUX 3HaHb (pU-
CYHOK 2).

- e ¥ D)
. — - — e
\J Cozaate enpryansriyo Mawmry
P S S
YKaxuTe umMa 1 Tun OC
[CEH
ManKka MalwmHb!: C:\Users\Slavon\VirtualBox VMs »:
Tun: | Microsoft Windows 3 %"
f (7
Bepars: |Windows 7 (64-bit) Z, ‘
YkakuTe 06bEM namsiTH
% 2048 2] M5
4MbB 8192 MB
HKecTrmit anck
He NOAKMIOaTE BUPTyanbHBIM KECTKM ANCK
©) CospaTb HOBLIN BUPTYANEHLIN KECTKUIT ANCK
Mcnonb308aTh CYWECTBYIOWMNI BUPTYanbHBIN KECTKMA AMCK
‘I‘Ionpoﬁnblﬁ peXUM 0303 OTMeHa

PucyHnok 2 — BikHO CTBOpeHHSI HOBOI BipTyaJibHOL
Mamuny y Virtual Box

[IpobneMy BHHHUKAIOTH CaMe 3 MpPOLEIY-
POIO 3amyCKy BXKE ICHYIYOI OrepaliiiHoi cucre-
MH, IO 1HCTaJbOBaHa Ha Hocii iH(opMarrii. Bee
Olnbllle yCKJIaJHEHb BHHHMKAE 3 3aBaHTAKCHHSIM
OTepallifHUX CHCTEM OCTaHHIX peni3iB. OCHOB-
HOIO MPUYHMHOIO TOMY € Jesika OCOOJHMBICTBH Cy-
YacHUX OIEpaliiHUX CHUCTEM, OCOOJIMBO oOIepa-
idHux cucreM cimelictea Windows. Y mporieci
3aBaHT@KEHHS CyYacHI omepauiiHi cucTeMHu
000B’13KOBO TIOTPEOYIOTh MOYKJIMBOCTI BHECEHHS
CTaTUCTHYHHX 3MiH B iH(pOpMAaIliiHUN BMICT Ha-
KonuyyBada iHdopmaii, 3 skoro BigOyBaeTbCs
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3aBaHTa)XCHHS, 10 € HENPUUHATHUM Y KpUMiHa-
JIICTUYHOMY JOCHTI/DKEHHI. 3a BIICYTHOCTI i€l
MOXUIMBOCTI OTleparliifHa CHCTeMa BHBEAE IIOBi-
JOMJICHHS TIPO TIOMIJIKY, TIPOLEC 3aBaHTAKECHHSI
oreparliitHoi cucremu Oyie mepepBaHo.

Sk Bke Oyio 3a3Ha4YeHO, VIS MOJAJIBIIOTO
JOCTTIDKEHHS. ONTUMAITLHUM (popMaToM Jutst 30e-
piranHs (aitniB-o0pa3iB HoOCIiB iHpOpMaIii €
Raw [8]. 3a 3amoBuyBaHHSIM, BipTyalbHI MaIlIH-
HU HE PO3Mi3HaIoTh (ailtiB-o0pa3iB Raw, y Tomy
yucni # Virtual Box.

IIporpamue 3abesmedenHs Virtual Box
po3mi3Hae Taki popmaTu:

VMDK (*.vmdk) Virtual Machine Disk —
(hopmart, ciogatky po3poOneHuid mis Qaii-
7iB-00pa3iB  mporpamMHOro  3abe3medyeHHs
VMware. Criertidikamist Oyna 3aKpuTUM BU-
XiTHAM KOZOM, alle HUHI cTaja BiIKpUTUM
(dbopmarom, SKAH TOBHICTIO MiATPHUMYETHCS
VirtualBox. VMDK nae MOXIHUBICTH pO3-
OouBaru cebe Ha KinmbKka ¢aitmis mo 2 ['6. La
(hyHKIIisT 0COOIMBO KOPUCHA, KOJIA HEOOXi-
HO 30epertu BipTyallbHy MallWHYy Ha
KOMIT IOTepax, sKi HE MITPUMYIOTh IyXKe
BEJIMKi (aiiny;

VDI (*.vdi) Virtual Disk Image — dopmar,
SIKUM € BIIACHUM cTaHmapToMm VirtualBox.
Hogi BipTyalibHi MalllMHU, 10 CTBOPIOIOTHCS
B mporpamMHOMYy 3a0esmedeHi VirtualBox,
30epiratoTees y popmati .vdi;

VHD (*.vhd) Virtual Hard Disk — ¢opmar
Uit (haiiriB-oOpasiB mporpaMHOro 3abesre-
yenns Virtual PC;

Parallels (*.hdd) Hard Disk File — ¢popmar
Uit (haiiitiB-oOpasiB mporpaMHOro 3abesre-
yenHst Parallels Desktop;

QED (*.ged) QEMU enhanced disk — dop-
MaT Ui aiiniB-o0pasiB mporpamMHOro 3a-
oe3neuenns QEMU;

QCOW (*.qcow *.qcow2) QEMU Copy-
On-Write — dopmar s daiiniB-o06pasis
nporpaMHoro 3abesnedeHdst QEMU;

VHDX (*.vhdx) Virtual Hard Drive File —
CIeIiaJIbHO PpO3pobIeHNIt thopmar
(aitniB-oOpa3ziB i1 ONEpPaAIliiHUX CHCTEM
Windows [9].

Jns npuknagy, Bi3eMemo (aiiin-o0Opas,
KU OyJIO CTBOPEHO 3 HakomuuyBada iH(opma-
mii Ha J>KOPCTKMX MarHiTHUX auckax (Seagate
ST380815AS) (pucyHok 3).
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Pucynok 3 — Burasa HakonuuyBayda ingopmanii
HA KOPCTKHX MAarHiTHUX JHCKAX

Hns cTtBopenHs (aitmy-o0pa3y Oyino 3a-
CTOCOBAaHO IIporpaMHe 3abe3neueHHs Access
Data FTK Imager. Ananoriuyao no iHpopmariii-
HOTO BMICTy Hakomu4yBada iHdopmarlii, oTpu-
MaHU#l (ain-o6pa3z mae posmip 74,5 I'6 (pucy-
HOK 4).

@ Csoiicrsa: BE14.001 o
Obuwwe | b MoapoGHo | I Bepcun
BE14.001
Twngaina: 001 Archive (.001)
MpvnoxeHme: 7-Zip File Manager | [TE——
Pacrionoxerne: DNMAGE
Pasmep: 74,5 T'6 (80 000 000 000 Gai)
Ha micke: 74,5 T'6 (30 000 000 000 Gaii)
Cosaan: 15 ssap 2020, 16:38:54
Wsverer 15 arsapa 2020, 15:50:19
OmpaiT, 15 srisapa 20201, 16:38:54
Ampuyer: [7] Tonsko wrerme [ Crpormoit | Dpyrwe...
oK ] [ Omena | [ Mpmersims

Pucynok 4 — BracTuBOCTi cTBOpEeHOro
(daiiny-o6pa3y HakonuuyBaua ingopmauii

Sk mokasye BIacHHWH JOCBiA, KOHBEPTY-
Batu ¢opmatr Raw y ¢opmat, mo migxoauTtsb
VirtualBox, BizoMuMu 3aco0amMu 4acToO HE BHU-
JA€THCSI MOKIIMBUM Ta W IMOBIPHICTH OTpHUMaH-
HS HeTpane3laTHOro o0pa3dy € Haa3BUYaliHO
BEJIUKOIO.

s mpobaema BUPIMIYETHCS 3a TOTIOMOTOI0
yrunitd V Box Manage, 1110 BXOAUTH y mporpa-
MHHUH nakeT Virtual Box. 3a gqomomororwo V Box
Manage MoOXXHa CTBOPWUTH MJOAATKOBHNA (aiin
koH(irypamii 1o 0obpa3y Hocist Raw y ¢opmarax
vdi a6o vmdk. Takum yunrOoM, Virtual Box uepes
CTBOpeHUi aiin koHpiryparii Moxxe 3BepTaTHCS
Ta YUTATHU HEOOXiaHMIA (haitn-o0pa3 Hocis iH OP-
Mmarii. B rpadiuHomy iHTepdeiici mporpamMHOTO
3abesmeyenns Virtual Box BHKIWMKaTH YTHIITY
V Box Manage s CTBOpEeHHS HboTO (hailimy
KOH}irypaii HeMOXIUBO. 3BepHYTHCS 10 V BOX
Manage MOXIJIMBO JUIIE Yepe3 KOMaHIHUH psi-
JIOK oneparntirinoi cuctemu [10].

[lepmoyeproBo B mpomeci CTBOPEHHS
(haiimy xoH(iryparii moTpiOHO B KOMaHIHOMY
PAAKY 3a JOMOMOTOI KOMaHAw «cd» 3mificHUTH
nepexiJi A0 KOPEHEBOro KaTaiory, B SKOMY iH-
cranboBanuii VirtualBox (3a 3amMoBuyBaHHIM —
cd c:\Program Files\Oracle\VirtualBox).

VY KOpeHeBOMY Karasio3i 3BEpTaEMOCH [0
tdaiimy «VBoxManage.exe» KOMaHAOI IS
cTBopeHHs (aitny dopmary vmdk Ta 3a3HaueH-
HSM MICIS 3HaXOMKeHHs1 (aiiiny-oOpa3y Hocis
(VBoxManage.exe internalcommands
createrawvmdk -filename "mwisix pos3rtarryBaH-
us\uaszBa (aitmy.vmdk" -rawdisk "muisx posrta-
nryBanHs\Ha3Ba (aitry.001").

BigMiHHICTS 11i€] KOMaHIX U1 BUKOHAHHS
il B pi3HMX ciMeiicTBaX oOmepamiiHuX CUCTEM
(Windows, Linux, Mac OS X) moinsirae B puH-
[T 3a3HA4YeHHS PO3TalllyBaHHS NUISXIB JI0 MOT-
piOHUX daiimiB.

[ToBizomieHHs TIPO BIaje BUKOHAHHS KO-
MaH/IM BUTJISIIA€ HACTYITHUM YnHOM: «RAW host
disk access VMDK file muisix po3ramryBas-
mn\HasBa Qaitny .vmdk created successfully»
(pucyHox 5).

r

C:\Windows\system32\cmd.exe
Microsoft Windows [Uersion 6.1.76011]

{c)> Kopnopauus Mavikpocoor (Microsoft Corp.>. 2009.

-_—‘ =8

Bce npaBa 3awMueHb .

C:\Users\Slavon>cd c:\Program Files\Oracle\UirtualBox

c :\Program Files\Oracle\UirtualBox>UBoxManage.exe internalcommands createrawvmdk
—filename "“D:\IMAGE\1.umdk" —rawdisk "“D:\IMAGE\hel14.001"
RAY host disk access UMDK file D:\IMAGE\1.umdk created successfully.

c :\Program Files\Oracle\UirtualBox>

T —— ==

Pucynok 5 — Burism KoMaHIHOTO PS/IKA Mic/s BAAJIOT0 BUKOHAHHS KOMAaHIN
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ITicns Bmamoro BWKOHAHHS KOMaHAW 3a
BKa3aHUM y KOMaHJi IUIIXOM OyJie CTBOPEHO
(haiin xondirypamii 3 posmmpenusm vmdk (pu-
CYHKH 6, 7).

W Ceoiictsa: Lvmdk @
OBuwwve | BesonacHocTs | Mogpotio | Mpeasiayuve sepcm[
-
v 1vmdk
Tun eaiina: Virtual Machine Disk Format {.vmdk)
Mpunoxerve: Ng VitualBox Manager WameHnTs...
Pacnonoxenmne: D:\IMAGE
Pasmep: 630 Ganr (630 Gant)
Ha m1cke: 4,00 Kb (4 096 6airt)
Coszgan: 15 snBaps 2020r., 17:27:54
Wameten: 15 ansaps 2020r., 16:17:29
OTKpbIT: 15 snsaps 2020r., 16:50:41
AtpubyTel: [] Tonsko uterme [ | Cxpbimoiit Dpyrve...
[ 0K J \ Otmera J [ MpumernTs |

Pucynok 6 — Bnactusocrti ¢aiiny konpirypamii
1.vmdk

I# Disk DescriptorFile
version=1

CID=cdca3e2d
parentCID=ffffffff
createType="fullDevice"

# Extent description

RW 156250000 FLAT "BE14.001" O
# The disk Data Base

#DDB

ddb.virtualHWVersion =
ddb.adapterType="ide"
ddb.geometry.cylinders="16383"

ddb.geometry.heads="16"

ddb.geometry.sectors="63"
ddb.uuid.image="5993a01f-f7da-490a-a7b7-a4413a55d711"
ddb.uuid.parent="00000000-0000-0000-0000-000000000000"
ddb.uuid.modification="clbb8ael-33b8-44b 2f2-4c7a553deSdf"
ddb.uuid.parentmodification="00000000-0000-0000-0000-000000000000"
ddb.geometry.biosCylinders="1024"

ddb.geometry.biosHeads="255"

ddb.geometry.biosSectors="63"

nwgn

Pucynok 7 — Indgopmauniiinuii Bmict paiiiny 1.vindk

BkazaBmm mnei ¢aiin y VirtualBox sk
(haiin-oOpa3 Hocis iH(opMaIlii, OTPUMYEMO MOXK-
JUBICTh MIJKIIOYATH 3poONeHwi paHime haii-
o0pa3 Ta 3aBaHTaXXyBaTH HAsSBHY Ha HHOMY OIle-
pariiiHy cucremy.

3BepTaeMo yBary, o caMm ¢aiin KoHpiry-
paiiii mae po3mip 1o 1 K6, ane micis miakiodeH-
Hs Horo y Virtual Box ¢akTuuHuii po3mip BKasy-
eTbest (paitmy-o6pasy (74,51 I'6) (pucyHok 8).
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1/2020
VirtualBox
Medium
@

Lobasute OBHOBUTL

-

Wma

4 Not Attached
1.vmdk

Bupr. pasmep ®akT. pasmep

745176 745176

Pucynok 8 — Burasn nigk/ioueHoro gaiiry-odpasy
4yepe3 (aiis koHpirypamii

BucnoBku. PosrisHyro meron 3aBaHTa-
JKEHHsSI OTIepaIlifHOl CHUCTEMH, IO MICTHTBCS Ha
nuppoBoMy HOCIT iHpOpMALii B cepeoBHILi Bip-
TyaJbHOI MAIlIMHU 3a JOMOMOIOK MpPOrpamMHOIO
3abe3neuyenns Oracle VirtualBox.

3anponoHOBaHUN METOJ] Ma€ TakKi IepeBa-
TH: TO-TIepIIe, EKOHOMIsI Yacy; Micisi CTBOPEHHS
(haiimy-o0pazy MOBTOpHE CTBOpEHHS (haiy-
o0Opa3y Oe3nocepeqHbo Mif Ty YH IHIIY BipTya-
JIbHY MallliHy MOK€ 3aliMaTH KiJbKa T'OMH, TOJI
SIK TIPOIIEC CTBOPEHHS (haitmy koHpiryparii vmdk
3aiiMae mideHi xBuinuHH. l[lo-mpyre, exoHOMis
JUCKOBOTO TIpOocTOpy, daitn-kordiryparii vmdk
3aiiMae Juire Kinbka KO JHCKOBOro mpocTopy,
TONI SIK CTBOPEHHS JOAATKOBOTO (haiimy-o0pasy
Hakonmu4dyBada iH(opmarii 3aiimae mocuth Oara-
to micus. [To Tpere, ¢aiin-o6pa3 MokHa CTBOpHU-
TH Maike CTOCOBHO KOXXHOTO HOCis iHpopMaii,
a BIJNOBIIHO BXE O HBOTO MOXKHA CTBOPUTH
(hbaiin koHirypariii Ta MPOBECTH 3aBaHTAXKCHHS Y
BipTyaJIbHOMY CEepEIOBHIIL.
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PRACTICE OF DOWNLOADING THE OPERATING SYSTEM
ON DIGITAL MEDIA IN VIRTUAL MACHINE ENVIRONMENT

The correctness of the conclusion of the conducted research is best verified by repeated re-
search and comparison of the obtained results. In forensic research, there is a very large percentage
of research types in which the use of destructive research methods is necessary. Computer-based
expertise differs from many other types of research by having a minimal number of methods that lead
to the destruction or alteration of the information content of the material evidence after the study.
When researching information carriers, the performer (expert) is given a unique opportunity to copy
all information content of the information storage to his workstation for further research. This opens
up the possibility of self-control — copying information content and applying software to it can be done
several times, which can confirm the correctness of the conclusion.

Forensic experts do not physically encounter the owner of the media provided for the research
in the practice of computer-technical expertise, but in the course of the research of the information
content, unintentionally they get some idea about the person (psychological portrait) who has been
engaged in filling this information content, especially when a storage medium contains an operating
system. A lot of information about its user is stored in the operating system and in the application
software that may be contained therein. The application software can store the personal settings of the
user, and when examined from the outside, that is, from another operating system, these personal
settings are often not visible or the software under study will not be able to download at all in another
operating system environment.

Keywords: virtual machine, VirtualBox, information storage, operating system, computer

technical expertise.
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