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Abstract. Cybersecurity enhancement in the field of eHealth system development in Ukraine. Parfonoval.,
Zinchenko O. Today, more than ever, cybersecurity issues are crucial in all industries and sectors, yet healthcare
remains the most vulnerable. This work aims to analyze the state of cybersecurity in the most successful European
countries and to outline the main steps for strengthening cybersecurity in Ukraine's electronic healthcare system. A review
of literature on electronic healthcare and cybersecurity in Europe and Ukraine was conducted using Web of Science,
SCOPUS, Google Scholar, and legislative databases from each of the analyzed European countries, covering a total of
49 sources from 2020 to 2024. The search was conducted using scientific terms such as “eHealth system”, “cyberattack”,
“cybersecurity”, “medical information systems”, “EU4 Health”, “electronic healthcare”, “digital healthcare services”,
“Ministry of Health”, “confidential information”, “legislative framework”. A total of 83 sources were initially selected
and reviewed. After systematizing the gathered information, 55 of the most relevant sources were retained. Exclusion
criteria included publications that did not align with the purpose of this review. The methods used included bibliographic,
analytical, and forecasting. The analytical method was applied to compare Ukraine’s approach to ensuring cybersecurity
in electronic healthcare with those of countries such as Estonia, Germany, France, and the United Kingdom, allowing
the identification of key differences and potential improvements for Ukraine's system. Additionally, the forecasting method
was used to assess future initiatives and plans in eHealth cybersecurity that should be implemented to further develop
Ukraine’s protective systems. First, a clear concept of “cybersecurity of electronic healthcare” was formulated, identi-
fving its key components. Second, the establishment of a regulatory framework was proposed to detail the aspects of
cybersecurity in electronic healthcare, including guidelines and methods for supporting and improving protection systems
in medical institutions. It is recommended to incorporate these provisions into the laws “On Cybersecurity” and “Fun-
damentals of Ukrainian Legislation on Healthcare” to enhance the effectiveness of cybersecurity measures in healthcare.
Thirdly, we analyze the effectiveness of the most common cybersecurity tools and provide recommendations for their use
in Ukraine: introducing regular backups for all medical systems, setting up firewalls, centralized IDS/IPS systems, man-
datory data encryption, enhanced VPN authentication, automated threat monitoring systems, and engaging experts to
ensure comprehensive cybersecurity of medical institutions. This will help to preserve significant amounts of confidential
information and ensure the possibility of recovering lost data. The need to adapt the best European practices to the
special conditions in Ukraine to work confidently in the face of potential and real threats was emphasized, which will
allow timely response to new challenges and ensure cybersecurity.

Pegepar. IMocunenns kiGepde3mexku y cdepi po3BUTKY CHCTEeMH €JEKTPOHHOI OXOPOHH 310pPOB’S B YKpaiHi.
Mapgnonosa L., 3inuenko O. Cb0200Hi, K HIKOIU, CMAIOMb AKMYATLHUMU NUMANHS Kibepbe3neKu 6 yCix eany3sax ma
cghepax, ane HAUOLILUWL BPA3IUBOIO € OXOPOHA 300p08 5. Memoro yiei pobomu Oyno npoananizysamu cman Kibepoesnexku
6 HauycniwHiwux Kpainax €eponu i cghopmynosamu OCHOBHI KPOKU O/l NOCUNIEHHs Kibepbe3neKu 6 eieKmpoHHIl
cucmemi oxoporu 300pog’s Ykpainu. O2na0 aimepamyprux odxcepen 3 NUMAHb e1eKMPOHHOI OXOPOHU 300p08’s ma
Kibepbesneku 6 €eponi ma Ykpaini nposooduscs 3a donomozoro Web of Science, SCOPUS, Google Scholar, a maxooic
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COIITAJIFHA MEULIIHA

3aKOH00asuux 6a3 KoXcHoI 3 onucanux €eponeticbkux oepacas 3a2aivHoto Kinbkicmio 49 oaxcepen 3a nepioo 3 2020 poxy
0o 2024 poky. Tlowyxku npogoounucsi 3 SUKOPUCIAHHIM MAKUX Haykosux mepminis: «eHealthy, «xibepamaxay,
«xibepbesnexay, «meduuni ingopmayitni cucmemuy, «EU4 Healthy, «enexmponna oxopona 300po8's», «yugposi
meouuni nocyeuy, « MO3y, «kongidenyiiina inpopmayisny, «3aKoH00asua 6asay. Ycvo2o npu nepeuHHOMY aHaizi 6yno
6i0ibpano ma onpayvosano 83 docepena aimepamypu. Ilicns cucmemamusayii i0ibpanoi ingopmayii 3arumunrocs
55 Haubinvw penesanmuux Odxcepen. Kpumepiamu euxnouenus Oyau nyonikayii, axki He 8i0nogioanu memi ybo2o 0210Y.
Bukopucmani memoou: 6ioniocpaghiunuil, anarimuyHuil ma mMemoo npocHo3y8aHHs. Ananimuynuil Memoo 6y8 3acmo-
Co8aHull 0151 NOPIGHAHHA Ni0X00i8 YKpainu 00 3abe3neyenHs KibepbesneKku enekmpoHHOi 0XOPOHU 300P08 5 3 NiOX00dMU
maxux kpaiu, Ak Ecmonia, Himeuuuna, @panyia ma Cnoayuene Koponiecmeo. Ile 003601un0 6usgumu Kirouosi
BIOMIHHOCII Ma MONCIUBOCMI 00 BOOCKOHANIEHHs YKpaincvkoi cucmemu. Kpim moeco, memoo npocnozyeanisi 6y
sUKOpUcmaHuil 0 OYiHKU MaAuOYmMHIX iniyiamue ma niawnie y cgpepi kibepbesnexu enekmpoHHOI 0XOpOoHU 300p08 "5, W0
maroms oymu 6npoeadiceni 0Jis NOOAIbUO20 PO3GUMKY cucmemu 3axucmy 6 Yxpaini. Ilo-nepwe, Oyna cghpopmynivosana
uimka Konyenyis «kibepoesnexu e1ekmponHoi OXOPOHU 300P08'» 3 BUSHAUEHHAM iT OCHO8HUX Komnonenmis. 11o-Opyee,
3anPONOHOBAHO CIMBOPEHHSL HOPMAMUBHO-NPABOBOT OA3U, AKA 0eMAIbHO Oy0e penamennyeamuy acnekmu Kioepoesnexu
eIeKMPOHHOI OXOPOHU 300p08's, npasuna ma memoou NIOMPUMKU Ul 600CKOHANIEHHS CUCHEM 3aXUCHY 8 MeOUYHUX
yemanoeax. Lli nonodicenns pexomenoosano exmodumu 00 3axonie «Ilpo xibepbesnexy» ma « OcHO8U 3aKOHO0ABCMEA
Yxpainu npo oxopony 300pos's», wo 0o3eonume niosuwumu egpexmugnicms 3ax00ig 3 Kibepbesnexku 6 0OXOpoHi 300p06's.
Ilo-mpeme, nposedeno ananiz egheKMugHOCMi HAUNOWUPEHTWUX THCIMPYMeHMi8 Kibepbe3neKu ma Ha0aHi pekomeHoayii
w000 IXHbO2O 3aCMOCY8ants 8 YKpaini: 3anpoeaddicents pe2yisipHo20 CMEOPEHHs Pe3ePEHUX KON OJisi 8CIX MEOUUHUX
cucmem, HAIAUWIMYBAHHA MidCMepedcesux exkpawis, yenmpanizosanux cucmem IDS/IPS, 00086 ’a3x08020 wiugpysanus
odanux, nocunernoi asmenmugpikayii VPN, asmomamuz06anux cucmem MOHIMopUHey 3a2po3 ma 3aly4erns eKCnepmie 0Jisi
3abe3neyents KOMIIEKCHO20 Kibep3axucmy medudnux ycmanos. Le cnpusmume 30epesicentio sHaunux 06¢s2ie Kongi-
OeHYItiHOI iHhopmayii ma 3abe3neuums MONCIUBICIG GIOHOGIEHHs smpayeHux danux. Haeonoweno na nompebi adan-
MYBAHHA HAUKPAWUX EEPONEUCHKUX NPAKIMUK 00 0COONUBUX YMO8 6 YKpaini Oisi 6nesnenoi pobomu 6 ymoeax nomem-
YITIHUX | peanbHUX 3a2po3, Wo 0dCmb 3MO2Y CBOEHACHO peazysamu Ha HOBL GUKIUKY Ma 3a6e3neyyeamu Kibepoesnexy.

Nowadays, technologies are rapidly developing
and influencing many aspects of our lives. People
today cannot imagine their lives without the Internet,
which is explained by the using various service
convenience. However high technologies used in
various spheres provoke ease of strikes through the
global network, this demands for the reliability of
data storage, speed and economy of data transmis-
sion, minimization of risks of their loss and confi-
dentiality violation etc...

Cybersecurity of the eHealth system has become
an important issue. The electronic healthcare de-
velopment has undergone a rapid transition to digital
transformation. Issues related to the functioning of
electronic healthcare are predominantly discussed by
experts such as O.A. Muzika-Stefanchuk with co-
authors, elucidated legal aspects of providing public
administrative services in the healthcare sector in the
article “Public administrative services in healthcare”
[1]; I.V. Venediktova’s article “Public services in the
medical sphere” examined the specifics of providing
public services in the medical field [2]; O.M. Shev-
chuk and co-authors clarified the peculiarities of legal
regulation of providing medical services in the article
“Aspects of legal regulation of the provision of
medical services” [3], A. Velikanov in the article
“Content of public electronic services in healthcare”
[4] explored the essence and content of providing
public electronic services in healthcare in the context
of the development of administrative law science and
public administration theory, etc. Analysis of
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domestic and foreign works on the research topic
indicates that the issue of implementing electronic
healthcare has been attracting the attention of scholars
for many years. For instance, N.O. Vasyuk, A. Ge-
nova, D.O.Homon, H.V.Mulyar, V. Tuziyn, and
many others studied some aspects of this topic. Today
healthcare organizations possess large volumes of
confidential data and critically important medical
information, such as medical histories, test results,
diagnoses and treatments, as well as information
about insurance, payment details, electronic medical
records, and medical equipment that is managed and
serviced using network technologies. Lately it can be
observed that computerized hospital equipment is
becoming increasingly vulnerable to cyberattacks.
The cyberattacks can damage equipment for moni-
toring, treatment, and patient support, sometimes
leading devices to be temporarily disabled, which can
significantly affect the treatment, cause significant
harm to patients' lives and health, and in some
situations even lead to fatalities.

On this basis, the purpose of the article was to
analyze the state of cybersecurity in the most
successful European countries and to formulate the
main steps to strengthen cybersecurity in the
Ukrainian eHealth system.

MATERIALS AND METHODS OF RESEARCH

The comprehensive analysis of eHealth systems
and cybersecurity issues presented in this article is
supported by a number of methods. The review of
literature on cybersecurity in electronic healthcare
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was conducted using a variety of academic and
regulatory resources to gain a comprehensive under-
standing of contemporary approaches and challenges
in this field, taking into account the experiences of
European countries and Ukraine.

The tools for gathering sources included the
scientific databases Web of Science Core Collection
(https://www.webofscience.com/wos/woscc/basicsea
rch), Scopus (https://www.scopus.com) and Google
Scholar (https://scholar.google.com.ua), along with
legislative databases providing access to regulatory
documents from various European states. A total of 49
selected sources were analyzed, encompassing mate-
rials published from 2009 to 2024. No. restrictions were
placed on publication date or language, allowing for the
inclusion of a broad range of available materials.

To efficiently filter relevant literature, specialized
search terms were employed, covering key aspects of
electronic healthcare and cybersecurity, such as
“eHealth”, “cyberattack”, “cybersecurity”, “medical
information systems”, “EU4 Health”, “electronic
healthcare”, “digital healthcare services”, “Ministry
of Health”. During the initial selection phase,
83 sources were identified, from which, after syste-
matization and assessment for alignment with the
review's objectives, 55 of the most relevant sources
were retained for analysis. An essential criterion in
this selection process was the alignment of each
material with the specific goals of the review, leading
to the exclusion of publications that did not meet the
defined criteria and focus of the study.

However, the issue of implementing eHealth in
wartime, as well as ensuring cybersecurity of eHealth
in Ukraine, has hardly been studied by scholars,
which underlines the relevance and practical signi-
ficance of this work. The research method used was
to analyze peer-reviewed articles published over the
past decade that focus on the intersection of techno-
logy, healthcare and cybersecurity. This method of
analysis allows conducting a thorough study of
existing research in the field, identifying trends, gaps
and emerging topics. In addition, Ukraine's approach
to eHealth cybersecurity was benchmarked against
that of other European countries such as Estonia, the
United Kingdom, Germany and France. This method
helps to identify best practices, potential solutions
and areas for improvement in different health sys-
tems. By comparing approaches, the article aims to
highlight the unique challenges Ukraine faces and
potential lessons learnt from other countries. For
these purposes electronic legal bases of all the
mentioned countries were used.

Based on the results of this article, a foresight
approach was applied, namely, future initiatives and
plans to improve cybersecurity measures of the
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eHealth system in Ukraine. This forward-looking
approach helps to identify potential solutions and
areas for future research. By exploring the proposed
policies and methods, the article contributes to the
development of effective strategies for improving
cybersecurity in healthcare systems. Together, these
methods provide a comprehensive analysis of the
complex relationship between technological advan-
ces, healthcare delivery, and cybersecurity issues,
especially in the current situation in Ukraine.

The research was conducted in accordance with
the principles of bioethics set out in “Universal Dec-
laration on Bioethics and Human Rights” (UNESCO)
and was approved by the Bioethics Commission
of the Kharkiv National Medical University
(dated Nov. 11, 2024).

RESULTS AND DISCUSSION

According to Article 3 of the “Fundamentals of
the Legislation of Ukraine on Healthcare”, an elec-
tronic healthcare is an information and communi-
cation system that facilitates the automation of
medical service accounting and management of
healthcare information, including medical informa-
tion, through the creation, hosting, publication, and
exchange of information, data, and documents
electronically. This system includes a central data-
base and electronic medical information systems,
between which automated information exchange is
ensured via an open application-programming
interface (API) [5].

The European Commission prioritizes digital
healthcare within the single digital market, supported
by EU legislation on medical devices, data protection,
and digital identity. Rapidly adopted eHealth strate-
gies in the EU, along with the “European Health
Strategy 2020” and WHO-aligned “Health 20207,
promote innovation to address public health chal-
lenges and improve population health. [6]. Achieving
the outlined goals accelerates the resolution of key
challenges in electronic healthcare. Strategic innova-
tions streamline processes at all levels, introducing
tools like electronic prescriptions, medical histories,
online forms, and digital medical records, simplifying
treatment procedures. By 2025, 25 EU countries will
gradually implement these eHealth services.

The EU4 Health program, launched during the
COVID-19 pandemic for 2021-2027, addresses
healthcare system vulnerabilities exposed by the
crisis. It focuses on strengthening response capabi-
lities and creating more resilient and accessible
healthcare systems. Ukraine participates in this
program as an associated country under the “Agree-
ment between Ukraine and the European Union on
the participation of Ukraine in the EU4 Health
program”. As part of this, Ukraine makes annual
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financial contributions proportional to the Union’s
budget allocations for the program [7].

A significant milestone was reached at the
seventy-second session of the WHO Regional Com-
mittee for Europe in Tel Aviv in 2022 with the
adoption of the Regional Action Plan for Digital
Health for 2023-2030. This plan outlines four stra-
tegic priorities to advance digital transformation in
healthcare, including establishing standards, deve-
loping technical guidance, and enhancing countries'
capacity for effective strategic leadership in digital
healthcare transformation [8]. The regional plan is
also based on the Global Strategy on Digital Health
for 2020-2025, the Thirteenth General Programme of
Work for 2019-2025, and the European Work Prog-
ramme for 2020-2025 [9].

In recent years, Ukraine has undergone significant
digital transformations in healthcare, with legislation
recognizing eHealth as fundamental to the sector's
development. The 2016 Health Care Financing Re-
form Concept introduced the “money follows the
patient” [10] principle via an electronic system. In
June 2017, primary care facilities in Kyiv, Cherkasy,
and Dnipro joined eHealth in its pilot phase [11]. By
February 2018, intellectual property rights for the
system were transferred to the Ministry of Health,
which now oversees its development through the
State Enterprise “Electronic Health” [12], established
in December 2017.

State Enterprise Electronic Health serves as the
primary developer of Ukraine's eHealth technical
infrastructure. The system includes a central medical
data component managed by SE eHealth, alongside
medical information systems. The Ministry of Health
oversees eHealth implementation through regulatory
measures, while the National Health Service of
Ukraine (NHSU) reimburses medical institutions for
the services they provide [13, 14]. In 2019, Ukraine
expanded eHealth with pharmacy registration under
the NHSU reimbursement program. By 2020, elec-
tronic and paper referrals coexisted due to partial
adoption of the system. Cybersecurity experts, inclu-
ding a “Big Four”, ensured system reliability through
comprehensive audits during development [15].

On April 1, 2020, a new stage of healthcare reform
began, impacting secondary healthcare. During the
“DigitalMed 2020 sessions in October 2020 [16,
17], Denis Tsvaig, president of the National Cyber-
security Association, warned of the risks in electronic
systems, highlighting that critical devices could be
remotely disabled. He stressed the need for a state-
level cybersecurity strategy with clear protocols to
prevent and address cyberattacks. These concerns are
valid, as rapid automation in healthcare has often
sidelined cybersecurity, increasing vulnerabilities.
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On December 28, the Cabinet of Ministers of Ukraine
approved the Concept for the Development of the
Electronic Healthcare System. The implementation of
the Concept is envisaged for the period until 2025 and
involves addressing existing problems and challenges
by ensuring the implementation of comprehensive
measures in the following directions: regulatory sup-
port for the development of the electronic healthcare
system; organization, management, and technical
support for the development of the electronic health-
care system; resource provision; ensuring the quality,
safety, and accessibility of the electronic healthcare
system [18]. Throughout 2023, Ukraine successfully
implemented a number of innovative digital projects in
the field of electronic healthcare (electronic pres-
criptions, reimbursement program, COVID -certifi-
cates, electronic record of rehabilitation interventions,
electronic inventory management system for medi-
cines and medical products “e-Stock”, “MedData”
system expansion, digitization of military medical
commissions, telemedicine development [19]. So, we
can generalize that Ukraine has developed a healthcare
electronic monitoring system in a fairly short time and
under difficult conditions of martial law. Considering
the advanced state of this sector in many EU countries,
Ukraine is striving to take all possible measures to
improve this system, bring it to a high level of
operation, and learn from the experience of leading
European countries not only in organizing electronic
healthcare systems but also in addressing one of the
urgent problems hindering the successful operation of
the system, namely its cybersecurity.

Estonia's electronic healthcare project, launched
in 2008 [20], began with online patient data access
and later expanded to include digital prescriptions,
referrals, and medical history tracking. Patients and
doctors benefit from seamless access to medical
records, improving care and reducing state costs.
Estonia’s innovative approach has made it a global
leader in eHealth.

The United Kingdom exemplifies the complexity
of constructing a healthcare system, with each of its
four countries operating its own healthcare service,
all funded by the National Health Service (NHS) [21].
Despite their independence, these services collabo-
rate closely to ensure uniform care quality for all
citizens. In Wales, the NHS is accountable to the
Welsh Assembly Government, a decentralized admi-
nistration with powers derived from the UK Par-
liament. In 2010, the NHS in Wales launched a
program to develop new methods, tools, and techno-
logies to improve medical services. Its eHealth stra-
tegy for 2016-2026 [22] focuses on delivering ex-
cellent healthcare services. In Scotland [23], the NHS
is overseen by the Scottish Government and operates
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under its own electronic healthcare strategy, managed
by the Scottish Department of Health. The first health
and social care data strategy, published in Feb-
ruary 2023, outlines plans to optimize data use for
service development and provision. Northern Ireland
combines healthcare and social care under the
jurisdiction of the Department of Health, Social
Services, and Public Safety within the Northern
Ireland Executive. It has its own eHealth strategy,
complemented by the Digital Health Strategy for
2022-2026 and a Cybersecurity Strategy for Health-
care and Social Services for 2022-2026. These
strategies focus on innovative products, enhanced
security management, and new structures to stren-
gthen cybersecurity [24, 25].

In Germany, in the light of rapid technological
advancements the IT Security Act has been adopted.
The BSI (Federal Office for Information Security)
develops standards and recommendations for cyber-
security. In collaboration with healthcare, it provides
guidance and supports the development of secure
information systems [26]. The GDPR (General Data
Protection Regulation) ensures the protection of
personal data, including medical information, and re-
quires medical institutions to implement appropriate
security measures for processing such data [27].

France's Dossier Medical Partagé (DMP) system,
launched in 2004 to enhance patient care and coor-
dination among medical professionals, faced signi-
ficant challenges. By 2008 and 2013, government
reviews highlighted its shortcomings, leading to a
reorientation of the program. To address these issues,
the National Agency for the Security of Information
Systems (ANS) introduced two key frameworks in
2012: a general security policy for healthcare infor-
mation systems to establish security standards and a
compatibility framework for technical and semantic
interoperability [28, 29]. These measures aimed to
strengthen the DMP and improve digital healthcare
infrastructure. In June 2023, ANS launched the
Priority Research and Infrastructure Program for
Digital Healthcare (PEPR) to position France as a
leader in digital health innovation. The 2023-2027
Digital Healthcare Roadmap, introduced in May 2023,
fosters collaboration among government agencies,
healthcare professionals, companies, and citizens to
advance France's digital health initiatives [30].

Therefore, the example of France is of great
significance for Ukraine, as the creation of an
electronic healthcare system is one of Ukraine's main
state priorities.

Cybersecurity is essential in healthcare digitiza-
tion, as cyberattacks increasingly jeopardize opera-
tions, patient data, and lives. Dependency on digital
systems has exposed vulnerabilities, with ransom-
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ware posing significant threats. The WannaCry
ransomware attack on May 12,2017 [31], became the
largest cyberattack in the UK, severely disrupting the
National Health Service (NHS). Though not the
primary target, it affected 603 primary care facilities
and 8% of GP practices, compromising critical
systems like clinical information access and test
results. Third-party services, such as DocMan42 [32],
which manages clinical data flow, were also im-
pacted. This incident highlighted the NHS’s suscepti-
bility to ransomware and the urgent need for stronger
cybersecurity defenses. Another significant attack
occurred in 2020 when Germany's University Hospi-
tal of Diisseldorf experienced a ransomware attack
that infiltrated 30 hospital servers. This incident
caused system failures, forcing the hospital to redirect
emergency patients to other facilities. The attack,
linked to the Ryuk ransomware [33, 34, 35], led to
severe operational disruptions and indirectly con-
tributed to the death of a woman when emergency
care was delayed. This tragic event highlighted the
potentially fatal consequences of cyberattacks on
healthcare systems, which are becoming increasingly
common as hospitals are often targeted due to their
reliance on uninterrupted access to patient data and
computer systems. In May 2021, Ireland's Health
Service Executive (HSE) faced a devastating ran-
somware attack [36], described as the most signi-
ficant cyberattack on the Irish state. Around 40
hospitals were affected, requiring weeks to restore
electronic systems. The attack disrupted operations
and highlighted vulnerabilities in healthcare infra-
structure, underscoring the need for preparedness and
coordinated response strategies to mitigate such risks.

France, too, faced a wave of cyberattacks during
the COVID-19 pandemic, which created fertile
ground for cybercriminals targeting overstretched
healthcare systems. In February 2021, 500,000 medi-
cal records stolen from laboratories in Brittany and
Normandy were put up for sale, exposing sensitive
patient data [37]. Hospitals in France also suffered
direct attacks on their IT systems, causing operational
disruptions. For instance, a hospital near Paris had to
suspend emergency admissions due to a cyberattack
targeting its infrastructure. Similarly, Villefranche-
sur-Sadne Hospital Hospital experienced a cyber-
attack [38] that forced the redirection of emergency
patients to other facilities until operations could be
restored. In 2022, hospitals in France reported
730 cyber incidents [39], highlighting the scale and
frequency of such attacks. The most notable was the
Corbeil-Essonne Hospital attack by the Lockbit 3.0
hacker group [40,41], which resulted in a massive
data breach of over 11 gigabytes of sensitive infor-
mation, later distributed on the dark web. This breach
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included personal and medical data, demonstrating
the high stakes of cyberattacks in healthcare.

Healthcare systems across Europe remain highly
vulnerable to cyber threats, with hospitals often tar-
geted by ransomware due to their critical operations
and urgent need to restore services. Despite existing
countermeasures, threats to medical infrastructure
persist, as demonstrated by cases in the UK, Ger-
many, Ireland, and France. These incidents under-
score the urgent need for robust cybersecurity strate-
gies to protect healthcare systems and safeguard lives.
Strengthening security frameworks, fostering interna-
tional cooperation, and implementing proactive
measures are essential to mitigate these risks
effectively. European healthcare systems remain
vulnerable to cyber threats, with hospitals frequently
targeted by ransomware due to their critical
operations. Incidents in the UK, Germany, Ireland,
and France underscore the urgent need for robust
cybersecurity strategies to protect systems and save
lives. Strengthening security frameworks, interna-
tional cooperation, and proactive measures is
essential to mitigate these risks.

In Ukraine, the full-scale war has sharply
escalated cyberattacks on critical infrastructure,
including healthcare. The eHealth system remains
inadequately protected, with cybercriminals attemp-
ting to destabilize its operations and exploit personal
medical data. However, the war and the forced
displacement of millions of people have become a
catalyst for the development of innovative cyber-
security solutions for the healthcare industry.

In response to the new threats, Ukraine has
launched a number of measures aimed at improving
cybersecurity in the healthcare sector, including
eHealth. The Ministry of Health of Ukraine (MOH)
issued an Order dated 15 June 2022 “On the Estab-
lishment of the Working Group on the Development
and Implementation of the Concept of Strategic
Directions for the Development of Cybersecurity in
the Field of Electronic Healthcare” [42]. This body
was established to develop strategic solutions to
improve cybersecurity in the healthcare sector. Thus,
the development of strategic decisions by this body
will allow not only to respond to current challenges,
but also to proactively prevent future cyber incidents,
which is critical in today's realities. In addition, the
Ministry of Health has developed a plan to restore
medical infrastructure after the war [43]. This plan
envisages not only the restoration of destroyed
medical facilities, but also the improvement of
accessibility and quality of medical services for
Ukrainian citizens.

Describing the practice tools for combating
cyberthreats, firewalls are considered to be one of the
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main means of protection against cyberattacks [44],
providing protection against unauthorised access to
internal networks. However, their effectiveness can be
low if they are not properly configured and updated. In
Ukraine, these systems are mainly used in the
commercial sector, while medical institutions often
ignore them due to lack of funding. It is important to
note that the problem of funding needs to be addressed
at the state level. Supporting medical institutions in
implementing and maintaining cybersecurity systems is
an investment in protecting the nation's health.

Intrusion detection and prevention systems
(IDS/IPS) [45] are critical for real-time anomaly
detection and are widely used in European state
healthcare platforms, ensuring centralized threat
management. Countries like the UK and Estonia have
successfully integrated these mechanisms, but
Ukraine lacks a centralized IDS/IPS for its state
healthcare platforms. This gap poses significant risks,
especially during wartime, as cyberattacks could
disrupt medical care and endanger lives. Addressing
this requires amending Ukraine’s eHealth cyber-
security strategy to include IDS/IPS implementation,
allocating funding, engaging experts, and streng-
thening data protection through virtual private net-
works (VPNs). These measures are vital for safe-
guarding healthcare and citizen safety [46]. These
networks encrypt data, which is especially important
for medical institutions where confidential patient
data is transmitted. However, European experience
shows that weak passwords and lack of updates can
lead to security breaches. In Ukraine, VPN imple-
mentation requires strict authentication requirements
and regular checks. Data encryption [47] is one of the
most effective ways to protect confidential infor-
mation. However, it requires careful management of
cryptographic keys, and their loss can lead to irre-
versible data loss. Encryption is only partially used in
Ukrainian medical institutions, which increases the
risk of information leaks. Therefore, state regulations
should be developed to require mandatory encryption
of medical records.

However, technical protections are not sufficient.
The human factor is one of the biggest vulnerabilities.
Insufficient training of medical staff is often the cause
of successful cyberattacks. In Europe, there are man-
datory training programs for healthcare professionals
that raise their awareness of cyber threats. In Ukraine,
such programs are just beginning to be developed,
which creates significant cybersecurity risks. In ad-
dition, the legal regulation of cybersecurity in health-
care facilities is important. The Law of Ukraine “On
Personal Data Protection” [48] establishes general
provisions on confidentiality, but does not take into
account the specifics of medical information. The
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Law “On the Basic Principles of Cybersecurity in
Ukraine” [49] such as The Law of Ukraine “On
Protection of Personal Data: [S0] The Law of Ukraine
“On State Secrets” [51], The Law of Ukraine “On
Information” [52] also don't detail the cyber protec-
tion of medical institutions, which is a significant gap
in the legislative control mechanism. In the EU, there
are NIS2 and GDPR directives that create clear rules
for data protection, including a significant focus on
eHealth. This year, the European Union Agency for
Cybersecurity (ENISA) is organising the 9th eHealth
Cybersecurity Conference [53], which confirms the
urgency of this issue. Currently, Ukraine has serious
problems with responding to cyberattacks, usually
detected only after the damage has already been done.
This underscores the need to introduce automated
monitoring systems to detect threats at an early stage.
International organizations like USAID play a key role
in enhancing Ukraine’s healthcare cybersecurity. From
March 2023 to September 2024, USAID [54, 55] col-
laborates with the government to improve healthcare
quality, equip professionals, and expand digital ex-
pertise. To address cybersecurity risks, Ukraine must
adopt European practices, strengthen legal frameworks,
and ensure comprehensive staff training, building a
secure and resilient eHealth system.

CONCLUSIONS

Healthcare cybersecurity is one of the most
important aspects of ensuring national cybersecurity.
Understanding the significance of these threats and
implementing robust protection measures, as well as
fostering awareness of cyber threats, healthcare or-
ganizations can safeguard patient data and ensure the
continuity of quality care. We believe that a step-by-
step mechanism for enhancing cybersecurity in
electronic healthcare should be developed, including
the following steps:

1. Explanation of the essence of the concept of
“cybersecurity of eHealth” and its components. We
consider the following working definition acceptable:
“Cybersecurity of eHealth is ensuring the organi-
zation of timely, accessible, and quality medical
services while using cyberspace, which is guaranteed
by fulfilling specific requirements such as safe-

guarding life-critical information and patient data
(medical histories, test results, diagnoses, and treat-
ment plans), proper functioning of medical systems
and equipment, maintaining security and continuity
of operations in emergency situations, and adherence
to rules that include necessary protection methods
against external and internal cyber threats”.

2. Development of a law that explain the features of
cybersecurity of eHealth, rules and methods for ensu-
ring, maintaining and improving the work of protection
systems. These proposals can also be included in one of
the laws regulating the security of the state, as well as
especially be highlighted in certain provisions of the
laws of Ukraine “On Cybersecurity” and “Fun-
damentals of Ukrainian legislation on Healthcare”.

3. Enhancing cybersecurity in medical institutions
requires regular firewall updates and the imple-
mentation of intrusion detection and prevention
systems (IDS/IPS) at the state medical platform level
to improve centralized control. Ensuring mandatory
encryption of medical data and stricter VPN authen-
tication protocols is critical to safeguarding confi-
dential information. Additionally, the state cyber-
security strategy should be updated to include these
measures, while automated monitoring systems must
be introduced to detect threats early. The involvement
of leading cybersecurity specialists is essential to
create a robust, comprehensive framework for
protecting eHealth systems against evolving threats.

4. Utilization of cutting-edge global expertise: All
personnel involved in the healthcare system must
undergo training for confident and uninterrupted
operation in the event of potential or actual threats.
They should familiarize themselves with examples of
attacks and global response methodologies.
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