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IMPROVING THE ACCURACY OF MACHINE LEARNING MODEL
FOR FRAUD TRANSACTIONS WITH COMBINED METHODS
FOR TRANSACTION ANALYSIS

Subject matter: The study focuses on the methods for detection fraud transactions. Goal: Improve the accuracy of machine
learning models for fraud transactions with combined methods for transaction analysis. Tasks: Investigate methods of detection
fraud transactions and suggest methods that improve accuracy. Methods: artificial intelligence methods, machine learning.
Results: Methods for detecting fraudulent transactions are investigated. Methods based on data classification technology are
considered: XGBoost, SVC, Logistic Regression, Logistic Regression, AdaBoostClassifier, K-Nearest Neighbors, Isolation Forest
and their software models are built. The dataset used is "creditcard.csv", which contains transactions made by European cardholders
over two days and contains 492 fraud cases out of 284,807 transactions. The best result is obtained with the model based on gradient
boosting, which allows to process unbalanced data. It is obtained that the fl-score, due to the use of the weight parameter
of the minority class, is 86% for the minority class. To improve the accuracy of fraud detection, the labeled data was clustered into
subclasses using the k -means method. The number of clusters equal to twelve was determined by the elbow method. This made
it possible to improve the accuracy of multiclassification. F1-score ranges from 96 to 100% for different subclasses. The feature
importance within each subclass is evaluated by the gradient boosting algorithm. The results of the experiment showed
a different influence of features on subclass belonging, which allows for a more detailed analysis of the data to identify hidden
structures in the data. Conclusions: The scientific novelty of the results obtained is the combined use of data classification
and clustering methods to detect fraudulent transactions, which reduced the number of type 11 errors. Assessing the informative value
of features within different types (subclasses) of fraudulent transactions allows us to evaluate which features have the greatest
impact on the object’s belonging to a particular subclass.
Keywords: machine learning; fraud transactions; classification; clustering; feature importance.

Introduction

Payment fraud is currently one of the most popular
criminal activities aimed at unlawfully obtaining
confidential information for the purpose of stealing
and misappropriating other people’s money. There are
a variety of fraud scenarios, including: cash assistance
fraud scenarios, online trading, telephone fraud, hacking
of social media and messenger accounts, and the creation
of fake mobile applications.

Fraud has increased during russia’s military
aggression [1]. For example, under the guise of the social
platform eDopomoha, the public service portal Diia,
international organisations, and well-known Ukrainian
brands, fraudsters offer citizens affected by the war
to receive a cash payment on social media and
messengers [2]. Later on, they lure out payment card
details or online banking accounts and steal the funds.
In addition, the scammers create fake mobile applications
and place them on Google Play and the App Store,
where the victim enters their payment card details.
Fraudsters also hack into users’ Instagram, Facebook,
Telegram, Viber accounts and send disinformation,

malware, messages asking for money, spreading, etc. [3].
Increased fraud is also dangerous in the real estate
sector [4].

Detecting payment fraud is a critical task for
financial institutions and e-commerce and requires
continuous improvement of security systems.

To train a model effectively, large amounts of
high-quality data are required. This is very difficult
to obtain due to privacy regulations, fragmented data
sources, or incomplete records. In addition, striking
a balance between accuracy and minimising false
positives is a significant challenge. False positives
mark legitimate transactions as fraud, leading to customer
dissatisfaction. In addition, many machine learning
models, especially deep learning algorithms, function
as black boxes. In this case, it is difficult to understand
how they make decisions, which can be problematic,
especially in the financial sector. In addition, fraudsters
are constantly developing new and more sophisticated
tactics, which makes them difficult to identify [5].
This requires constant updating of models, as the current
level of development of fraud detection tools cannot
guarantee effective information protection.
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Problem statement
and review of scientific publications

A wide range of machine learning methods are
used to detect payment fraud, based on classification,
clustering, association analysis, and data anomaly
detection models [6].

Classification models use supervised learning based
on labelled data to train and subsequently separate
transactions into fraud and legitimate ones [7]. Neural
network models also help to identify nonlinear
relationships between variables [8]. Decision tree
models make decisions based on a sequence of checks.
Ensemble classifiers improve classification accuracy [9].
The key disadvantage of such models is that if a specific
case of fraud is not presented in the training data,
the model may not detect it. In addition, due to
insufficient detail of transaction data, real and fraud
transactions overlap, which leads to a decrease in the
quality of the model. Another disadvantage of such
models may be their retraining, which requires
regularisation of their parameters.

Models based on unsupervised learning continuously
process and analyse unlabeled data to detect patterns and
build models that can identify unusual behaviour [10].
However, due to the lack of detail in transaction data,
real and fraud transactions overlap, which leads to
a decrease in model quality.

Expert systems create a profile of normal user
behaviour for further comparison with new transactions.
They are aimed at tracking changes in user behaviour
that may indicate fraud activities [11]. The disadvantage
of such systems is the problem of determining
thresholds that balance the probability of the first
and second type of error.

Associative analysis algorithms are used to find
transaction patterns that are common and may be
associated with fraud. An example is the following
factors that are taken into account in the process of fraud
detection: amount, time, place, type of product, payment
method, user’s location, etc. [12]. The disadvantage
of the algorithm is the assumption that associative
rules should be searched only on the set of patterns
that are often used in fraud, which leads to the exclusion
of important patterns that are rarely used.

Anomaly detection involves identifying transactions
that deviate from normal user behaviour (unusual
amounts, timeframes, geolocation, etc.). In addition,
the relationships between different transaction variables

are analysed (for example, between the type of product
and the place of purchase) [13]. Such methods can have
a significant level of first-order errors.

One way to solve this problem is to use a combined
approach that combines different methods and allows
for the detection of a wider range of fraud schemes and is
more adaptable to new types of fraud. The combination
of methods also helps to reduce the number of false
classifications of legitimate transactions as fraud
(first type errors) [14].

The aim of this paper is to improve the quality of
payment fraud detection by implementing a combined
approach to transaction analysis.

Developing a model
for detecting fraud transactions

In this paper, the dataset used for the study is
creditcard.csv, which contains transactions made with
credit cards in September 2013 by European cardholders.

This dataset is transactions that occurred over
a two-day period and contains 492 fraud cases out of
284,807 transactions. The dataset is highly unbalanced,
with the positive class (fraud) accounting for 0.172% of
all transactions. It contains only numeric input variables,
which are the result of the PCA transformation. Due to
confidentiality issues, the original names of the features
and background information about the data are not
available. The features V,, V,, ... V,; are the principal

components obtained by PCA; the only features not
transformed by PCA are "time" and "amount".
The "time" feature contains the seconds elapsed between
each transaction and the first transaction in the dataset.
The "amount" feature is the amount of the transaction,
which can be used for training and cost consideration.
The "class" function is a response variable that takes
the value "1" if fraud is detected and "0" otherwise.

Preliminary analysis of the data showed no missing
values and highly correlated features (over 90%).
In addition, the data is unbalanced and requires
balancing [15] or certain adjustments to the model
parameters. After dividing the data into training and
education sets, they were standardized and normalized.

In order to detect fraud transactions, the possibility
of using classification models based on ensemble
methods was investigated. To study their effectiveness,
their software models were developed in the Colab
Python environment. The models used as basic
classifiers are XGBoost, SVC, Logistic Regression,
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AdaBoostClassifier, K-Nearest Neighbors, and Isolation
Forest. Gradient boosting algorithm (XGBoost) builds
a model as an ensemble of decision trees. Each new tree
adds information that was not taken into account by the
previous trees. The Support Vector Classifier (SVC)
builds a hyperplane that optimally divides the data into
classes. Logistic Regression is a statistical method for
predicting binary outcomes that calculates the probability
that an object belongs to a certain class. The Adaptive
Boosting algorithm is also an ensemble classifier that
sequentially combines weak classifiers and combines
them into a strong classifier. In this case, each new
classifier is trained on data that was misclassified by
previous classifiers. The misclassified objects receive
more weight in subsequent iterations, and the final
prediction is calculated as a weighted sum of the
predictions of all weak classifiers. The K-Nearest
Neighbors (KNN) algorithm classifies based on
similarity. It assigns a new object to the class that is the
most common among the k nearest neighbors of this
object in the training set. The Isolation Forest algorithm
is commonly used for anomaly detection. It builds
isolation trees that recursively partition the data until
each object is isolated. Each of these algorithms has
its own advantages, which depend on the specific task
and the source information. For example, the use of
XGBoost and AdaBoost algorithms is effective for large
datasets with complex relationships between features.
SVC is productive when processing data with a nonlinear
separation boundary. Logistic regression is easy to
interpret and effective for binary classification. KNN
does not require explicit model training, is easy to apply,
but can be sensitive to noise. Isolation Forest is one of the
most effective algorithms for anomaly detection.

Fig. 1 shows the results of binary classification
quality for class "0" and class "1". To determine the
quality of the model, we used the f1-score, which provides
a balanced assessment of the model’s performance,
taking into account false positives and false negatives.
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Fig. 1. Quality results of binary classification

As can be seen from fig. 1, the best results were
achieved when using a model based on the gradient
boosting algorithm. XGBoost belongs to the category of
ensemble learning, in particular to the gradient boosting
structure, uses decision trees as basic learning methods,
and is known for its computational efficiency [16].
The model based on the gradient boosting algorithm
also uses regularization methods to improve model
generalization and is particularly effective in dealing
with  imbalanced data. For this purpose, the
scale _ pos_ weight, tuning parameter is implemented
to help balance the positive and negative classes by
giving more weight to the minority class:

Number of Positive Class Instances
Number of Negative Class Instanses -

scale_ pos_ weight=

The quality assessment of the model is shown
in Fig. 2. As can be seen from the report, the model is
biased towards the majority class, as the quality
indicators for the majority class "0" are 100%.
At the same time, the fl-score for the minority class is
sufficient due to the increased weight of the minority
class and amounts to 86%.

Classificaticn Repeort for XGEBoost:

precision
2 1.88
1 2.88

accuracy
macro ave 8.94
weighted ave 1.88

Fig. 2. Classification Report
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To improve the quality of fraud detection,
we further clustered the labeled data. This approach
is non-standard, but can be promising, providing
new knowledge. In some cases, clustering divides the
original classes into smaller subclasses. This can be
useful for a more detailed analysis of the data, as the
labeled data may contain hidden structures that were not
taken into account during the labeling. Clustering can
help to identify these structures and gain a deeper
understanding of the data. It also helps to assess
which features have the greatest impact on an object’s
belonging to a particular cluster.

The (k-means) method is used for clustering.

This method requires a predefined parameter k, the
number of clusters. In the process of clustering by the
k-means method, the number of clusters is most often
estimated using the elbow method. It involves repeatedly
cycling through the algorithm, increasing the number
of clusters to be selected, and then plotting the
distortion score, defined as the sum of the squares

of the intra-cluster distances to the cluster center
(WCSS, within-cluster sum of squares)

C, dy
wess =3 > distance(d;,C, )’
C, d;inC;
where C - are the cluster centroids; d — are the data
values in each cluster.

To select the optimal number of clusters, we used
the KElbowVisualizer model of the Colab Python library
with the distortion metric, which calculates the sum
of the squares of the distances from each point to its
designated center. The estimate of the optimal number of
clusters is shown in fig. 3. The abscissa axis corresponds
to the number of clusters, the ordinate axis to the
distortion score and the model training time. In this case,
the optimal number of clusters is the one that corresponds
to the inflection point of the graph and minimizes
the model training time. As can be seen from fig. 3,
the optimal number of clusters is 12. That is, the original
data can be divided into 12 subclasses.

1e6 Distortion Score Elbow for KMeans Clustering
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Fig. 3. Estimation of the optimal number of clusters

To build a multiclassification model for the newly
labeled data, we used a model based on gradient
boosting. Since the newly labeled data are also
unbalanced, the scale_pos_weight parameter was reused
in the process of model tuning. The results of
multiclassification are shown in fig. 4.

The report shows that the quality of classification
is excellent. The F1-score ranges from 96 to 100%
for different subclasses.

The results are also confirmed by the ROC curve (fig. 5).

125 15.0 175 200

The next advantage of using gradient boosting
is the ability to relatively easily obtain an information
content score for each attribute. Features with high
informativeness allow you to more accurately divide
objects into classes and draw clearer boundaries between
classes, which helps to improve classification accuracy.
Selecting informative features helps to reduce data
dimensionality, reduce noise, and increase model
accuracy. Attribute informativeness also shows how
useful or valuable each attribute was in building the
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ensemble decision trees, which allows you to rank
attributes and compare them with each other. In addition,
attributes with low informativeness can be removed
from the dataset, which is likely to speed up the speed
of model training and testing.

Classification Report for XeBoost:

precision recall fi1-score support
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Fig. 4. Results of multiclassification of source data
by the XGBoost method

Multi-class ROC Curve for XGBoost
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Fig. 5. ROC curve value as a result of multiclassification
of the output data

The next advantage of using gradient boosting
is the ability to relatively easily obtain an information
content score for each attribute. Features with high
informativeness allow you to more accurately divide
objects into classes and draw clearer boundaries between
classes, which helps to improve classification accuracy.
Selecting informative features helps to reduce data
dimensionality, reduce noise, and increase model
accuracy. Attribute informativeness also shows how

useful or valuable each attribute was in building the
ensemble decision trees, which allows you to rank
attributes and compare them with each other. In addition,
attributes with low informativeness can be removed
from the dataset, which is likely to speed up the speed
of model training and testing.

Feature information is evaluated by the
feature_importances attribute of the XGBClassifier
model. In this case, for each tree, it is estimated
how much all the features contribute to reducing the
degree of chaos due to the distribution of data in the
nodes of the decision tree. This evaluation criterion
can be, for example, information entropy:

: Ni Ni
H _—;WIogz[Wj,
where n is the number of classes in the original
subset; N, is the number of objects of the i -th subclass;

N is the total number of objects.

Subsequently, the importance of each feature for all
trees is averaged to obtain the final indicator of its
informativeness for the entire model.

First, we investigated the informativeness of the
features before their clustering (Fig. 6). As can be seen
from Fig. 6, the following features have the greatest
impact on decision making: V,,, V¢, Time, V,,, V,,, Vg,

V., Amount, V,, V,,.
the V,, feature is 11.61 %. That is, the value of this

Thus, the informativeness of

feature has the greatest impact on the object’s belonging
to the class of legitimate or fraud transactions.
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Fig. 6. Evaluation of the features informativeness before
their clustering
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Further research is related to the evaluation of the
most informative features within each cluster (Figs. 7-9).
To do this, the data is recursively divided into two
classes — objects of the current cluster and other objects —
and their informativeness is evaluated.

As can be seen from fig. 7, the following features
are the most informative for the second cluster: V,, V,,,

V4 , V7 , Amount , etc.
Cluster 2 - Class 1 (%)
vi [ o~
V7 - 353%
Amount - 345%
V25 - 3.24%
Vs . 205%
vao B 178%

VB 1.72%

o
=
=
3]
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V2F | 142%
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Fig. 7. Evaluation of the features informativeness
for the second cluster

For the third cluster (fig. 8), the greatest influence
on decision-making is provided by the features V,,, V,,,

V,, V., Time, V, etc.

Cluster 3 - Class 1 (%)

V14 B.53%
Time - 432%

VB - 423%
viz [

Amount . 245%

W7 230%

Feature

W11 167%

0 5 10 15 20 25 30 35 40
Importance

Fig. 8. Evaluation of the features informativeness
for the third cluster

The analysis of fig. 9 shows that belonging to this
cluster is determined by the Amount feature by 96.62%.
That is, it can be assumed that the sequence of attributes
by which objects were added to the eighth subclass
allows you to access a bank account and withdraw all
funds from the account at once in one transaction.

Cluster & - Class 1 (%)
ancunt. | -
V16 Izs:m
vio |oson
V3 010%
V17 | 009%
VT | 0.04%
V4 | 0.04%
V18  0.04%
V1 0.02%
V15 001%
0 20 40 60 80 100
Importance
Fig. 9. Evaluation of the informativeness of features
for the eighth cluster

Conclusions

The study analyzes various approaches to detecting
fraud transactions. Methods based on data classification
technology are considered and their software models
are built in the Google Colab Python environment.
The classifiers based on XGBoost, SVC, Logistic
Regression, Logistic Regression, AdaBoostClassifier,
K-Nearest Neighbors, Isolation Forest are investigated.
The dataset used is creditcard.csv, which contains
transactions made by European cardholders with
credit cards in September 2013. This dataset is
a two-day transaction and contains 492 fraud cases out
of 284,807 transactions. Due to privacy concerns, the
dataset is the result of a PCA transformation. There is no
original feature name or background information about
the data. The dataset is unbalanced. The best results are
achieved by using a model based on gradient boosting.
This model is particularly effective in dealing with
unbalanced data because it contains a scale_pos_weight
setting that helps to balance positive and negative
classes by giving more weight to the minority class.
It is determined that the f1-score due to the increase in the
weight of the minority class is 86% for the minority class.

In order to improve the quality of fraud detection,
we further cluster the labeled data. The k-means method
was used for clustering. The number of clusters equal to
12 was determined by the elbow method. A model
based on gradient boosting was used to build
a multiclassification model for the newly labeled data.
It was found that the quality of the model has improved
significantly. TheF1-score ranges from 96 to 100% for
different subclasses.
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Further, the informativeness of the features before
and after their clustering was evaluated. To do this, we
used the feature importances attribute of the
XGBClassifier model. The data are recursively divided
into two classes — objects of the current cluster and
other objects — and evaluated. It was found that within
each subclass, the informativeness of the features
is different. For example, belonging to the eighth
cluster is 96.62% determined by the "amount" feature.
That is, it is possible to assume that the sequence
of attributes by which objects were added to the

eighth subclass allows access to a bank account
and withdraw all funds from the account simultaneously
in one transaction.

Thus, the approach of combined use of data
classification and clustering methods improves the
quality of fraud transaction detection. The approach is
useful for more detailed data analysis and identification
of hidden structures that were not taken into account
during the markup. It also helps to assess which features
have the greatest impact on an object’s belonging to
a particular subclass.
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NIIBUIIEHHA SIKOCTI BUSIBJEHHS IUIATIXDKHOT'O ITAXPAMCTBA
BHACJIIJIOK BUKOPUCTAHHS KOMBIHOBAHOT' O MIJIXOAY
AHAJII3Y TPAH3AKIIIA

IIpenMeT AocCTifiKeHHI — METOAM BUSIBICHHS IIaXpaHChKHUX TpaH3akdiil. MeTo pPoOOTH € MiIBHINECHHS SKOCTI BHSBICHHS
IUTaTDKHOTO IaXpalcTBa 3a JOMOMOTOI0 BUKOPHCTAaHHA KOMOIHOBAHOTO MiAXOLy aHaJi3y TpaH3akuUiil. 3aBAaHHsA: JOCIIAUTH METOIH
BUSIBJICHHS IIaXPaiChKUX TPaH3aKLiil Ta 3aMpONOHYBATH ITiAXi/ JUIs MiABUIICHHS SKOCTI 1X BUSBICHHS. MeTOMM: IITYYHUH IHTENEKT,
ManiuHHe HaB4yaHHA. JlocATrHyTi pe3yabTaTH. JOCHi/XKEHO METOAM BUSBICHHS MIaXpalChbKUX TPaH3aKILiil; pO3IISTHYTO METO.H,
OCHOBaHI Ha TexHouorii kinacudikarii qanux, 3okpema XGBoost, SVC, Logistic Regression, Logistic Regression, AdaBoostClassifier,
K-Nearest Neighbors, Isolation Forest, Ta moGynoBaHo ix mporpamui Mozemni. SIk BuXifiHUX IaHi 3actocoBano Habip creditcard.csv,
[0 MICTHUTh TpaH3aKiii, 3AiiCHEHI €BPONEHCHKUMHU BIACHMKAMH KapTOK, sKi BinOyimcs 3a JBa IHi, Ta MicTuTh 492 BHNAIKH
nraxpaiictea 3 284807 Tpanzakiuiit. Haiikpamuii pe3ynbpTaT HOCATHYTHH YHACIIIOK BUKOPHCTAHHS MOJEi Ha OCHOBI IpajlieHTHOTO
OyCTHHTY, siKa 1a€ 3MOTy 0oOpoOisITH He3banaHcoBaHi AaHi. BusiBineno, mo fl1-Score 3a momomMororo 3acTocyBaHHS mapameTpa Bard
KJIacy MEHIIOCTi CTAaHOBHTH 86% IJIsi MiHOPHTApPHOTO Kiacy. 3 METOI0 IMiJBHINEHHS SKOCTI BHSBIEHHS IIaxpaiicTBa BHKOHAHO
KJIACTEPHU3AI[I0 PO3MIYEHHX JAHUX Ha MiJKJIACH i3 BUKOPHCTaHHAM MeTony K-cepennix. KimbkicTh kiacTepis, 10 IOpiBHIOE 12,
BU3HaueHO MetojmoM "mikTs'. Ile mano 3Mory MiIBUINUTH SKICTh MyJbTHKIacuQikaliii. 3’sCOBaHO, IO SKiCTh MOJENI 3HAYHO
nokparmunack. F1-score cranoButh Bix 96 mo 100% s pizHEX migknaciB. OLiHEHO iHPOPMATHBHOCTI O3HAK y MeXax KOKHOTO
MiAKIacy alrOpUTMOM TpaXi€HTHOTO OYCTHHTY. Pe3ynbTaTH eKCIIEepUMEHTY IIOKa3ajld pI3HWH BIUIMB O3HaK HAa HAJEXHICTb
0 TMiAKIacy, IO Ja€ 3MOry OiblI JeTalbHO MpOAHANi3yBaTH JaHi 3 METOI0 BUSBICHHS B HHX IPUXOBAaHHX CTPYKTYP.
BucnoBkn. HaykoBa HOBU3Ha JOCATHYTHX pe3yJbTaTiB MOJNArac B KOMOIHOBAHOMY BHKOPHUCTAHHI METOZIB Kiachikarii
Ta KJIACTepH3allil JaHWUX IS BUSABICHHS MIAXpalChKUX TPAH3AKILH, IO a0 3MOTY 3MEHIINTH KiUTBKICTh MOMMIIOK JIPYTOTO POJY.
OninroBaHHs 1H(OPMATUBHOCTI O3HAK y MeXKaxX pI3HMX THUMIB (MiIKIAciB) MIaxXpaiCbKUX TpaH3aKIiil JomomMarae BH3HAYWTH,
sIKi O3HAKU HaiO1IbIIe BINTMBAIOTH HA HAJISKHICTH 00 €KTa 10 TOTO YH iHIIOTO MiIKIacy.
KonrouoBi ci1oBa: MarmHHEe HaBYaHHS; IIAXPaiChKi TpaH3aKIil;, Ki1acudikalis; KiacTepu3alis; iHhOpMaTHBHICT O3HAK.
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