ISSN 2522-9818 (print)

CyuacHuii cman HayKko8ux 00caiodceHb ma mexHonoeitl 6 npomuciosocmi. 2021. Ne 3 (17) ISSN 2524-2296 (online)

UDC 004.9 DOI: https://doi.org/10.30837/1TSS1.2021.17.023

YE. MELESHKO, M. YAKYMENKO, V. BOSKO

A METHOD OF COMPUTER SIMULATION MODELING OF USER AND BOT
BEHAVIOR IN A RECOMMENDATION SYSTEM USING THE GRAPH DATABASE
NEOA4J

The subject matter of the article is the process of computer simulation modeling of complex networks. The goal is to develop a
method of computer simulation modeling of ordinary user and bot behavior in a recommendation system based on the theory of
complex networks to test the accuracy and robustness of various algorithms for generating recommendations. The tasks to be solved
are: to develop a computer simulation model of user and bot behavior in a recommendation system with the ability to generate
datasets for testing recommendation generation algorithms. The methods used are: graph theory, theory of complex networks,
statistics theory, probability theory, methods of object-oriented programming and methods of working with graph databases. Results.
A method of computer simulation modeling of users and objects in a recommender system was proposed, which consists of
generating the structure of the social graph of a recommender system and simulating user and bot behavior in it. A series of
experiments to test the performance of the developed computer simulation model was carried out. During the experiments, working
and testing datasets were generated. Based on the working datasets, the preferences of users by the method of collaborative filtering
were predicted. Based on testing datasets, the accuracy of prediction predictions was checked. The results of the experiments showed
that the jitter of the investigated values of the Precision, Recall and RMSE of prediction predictions in most practical cases
confidently fits within the allowable fluctuation limits, and therefore the users' behavior in computer simulation model was not
random and it real users' behavior with certain preferences was simulated. This confirms the reliability of the developed computer
simulation model of a recommendation system. Conclusions. A method of computer simulation modeling of user and bot behavior in
a recommendation system, which allows generating datasets for testing the algorithms for generating recommendations, was
proposed. The developed method makes it possible to simulate the behavior of both ordinary users and bots, which makes it possible
to create datasets for testing the robustness of recommender systems to information attacks, as well as for testing the effectiveness of
methods for detecting and neutralizing botnets. The structure of relations between users and objects of the recommender system was
modeled using the theory of complex networks. Information attacks of bots were modeled on the basis of known models of profile-

injection attacks on recommender systems.
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Introduction

To conduct research in the field of recommendation
systems, it is necessary to have a set of data on the actions
of users and objects of a system to create and test the
quality of recommendation lists. Such data sets can be
obtained in the following ways: 1) have access to a
database of a real web resource or application; 2) use one
of the existing open datasets; 3) create an application for
automatic collection of open data from web resources; 4)
create a software model of the recommendation system to
generate data about its users and objects.

The easiest way to do this is to use an open data set.
At the same time, the most complete information for
creating and testing the quality of recommendation lists is
available to administrators and website owners. They also
have the ability to track users' reactions to generated
recommendations in real time. But the vast majority of
researchers do not have access to such data. In this case, if
the information from open datasets is insufficient, there
are two ways - par-sing open data from websites or create
a software simulation model of the recommendation
system based on known information about a system
(website or application).

The collection of open data from web resources can
be done in two ways - either using API-functions [1, 2], or
by developing and using the own web crawler [2, 3]. API
functions are easy to use, but not all sites provide the
opportunity to gather the necessary information thanks to
API functions - such functions may be completely absent

or have truncated functionality and a number of
restrictions and conditions for use. Also, the interface of
API functions changes from time to time, and their new
versions may contain fewer features [4].

By using your own web crawler, you can collect any
publicly available information from the website. But
writing a web crawler is a much more difficult task, you
need to understand the html-layout of someone else's
website, develop your own functions for collecting data
from html-code, make changes or completely rewrite the
web crawler every time on the website html-layout
changes. Also, large websites block automatic data
collection if you notice it. One of the promising ways to
parsing websites is to use the library to automate the
actions of the web browser and its testing Selenium (for
Java, C #, Ruby, Python, Javascript) [5]. This library
creates time delays between its actions typical of human
behavior, which bypasses the protection of websites from
automatic data collection, but it also makes its work rather
slow and unsuitable for collecting large amounts of data.

The use of open datasets, as well as the collection of
data using API-functions or web-crawler from websites do
not allow to study the reaction of users to the proposed
recommendations and the impact of botnets.

When developing methods to increase the resilience
of the recommendation system to information attacks,
there is a problem of lack of open data sets to test the
quality of their work. There is no bot profile information
in the available datasets. Also, such information cannot be
collected by parsing open data from websites. And even
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system administrators who have access to all the
information and can record data on bot attacks are not able
to collect such data when it is necessary to test certain
algorithms in the right quantity and quality in a given
period of time. Therefore, there is a need to create a
software simulation model of users and objects of the
recommendation system to generate data sets that will also
contain bot profiles.

Based on the research conducted in this paper, it was
decided to create a software simulation model of user and
bot behavior in such systems for the analysis of
recommendation systems.

A referral system is a network of connections
between users and web resource objects. It can be
considered as a kind of social graph. A social graph is a
graph whose nodes are social objects (for example, users,
user communities, content objects, etc.) and whose edges
are social connections between them. It is convenient to
present the data of the recommendation system in the form
of a graph, where users and objects are the vertices of the
graph, and user actions (views, evaluations, etc.) and
results of the recommendation system (recommendations,
similarities, etc.) are edges.

A review of publications on various methods of
modeling social graphs and networks was conducted.

There are several approaches to modeling social
networks and social graphs, in particular, the following
are most often used [6-20]: models of random graphs [6-
11], game-theoretic models [7, 11-14], models of complex
networks [7 , 15-20] and so on.

It was decided to use the theory of complex
(complex) networks to model the relationships between
users and objects of the recommendation system, because
it allows, compared to other approaches, to model more
properties of social graphs [7, 15-25]. A study of the
properties of complex networks and methods of their
modeling was conducted. Complex networks are
stochastic networks with non-trivial topology, in
particular, they differ from classical stochastic networks
by the presence of a small number of nodes with a large
number of connections (such vertices are called hubs) [7,
15-20].

The components of networks that reflect social
connections have the following main properties, which are
indicated in the studied works by approximately the same
list [15-24]: scalelessness, distribution of degrees of nodes
(number of connections in nodes) by power distribution,
small network diameter, high clustering coefficient and
high transitivity coefficient, giant connected component
(more than 80% of nodes are interconnected), hierarchical
connections are present, complex cluster formations are
present (clicks, clans, etc.), assortivity (occurrence
connections between vertices that are somewhat similar to
each other).

The main known models of generation of stochastic
and complex networks: Barabasi-Albert model [15, 16,
24, 26], Erdés-Renyi model [24, 26, 27], Bollobas-
Riordan model [26, 28, 29].

The aim of this work is to build a software
simulation model of user and bot behavior in the
recommendation system of a social network or content-

oriented website based on the theory of complex networks
and using the Neodj graph database to study and test
methods of creating lists of recommendations.

The proposed method of software simulation of users
and objects of the recommendation system consists of two
parts:

- Generation of the structure of the social graph of
the recommendation system, which has already been
proposed in [30].

- And the simulation of the behavior of users and
bots of the recommendation system, which will be
considered in this paper.

The main material

In this paper, a software simulation model of the
behavior of users of the recommendation system was
created to test the methods of generating lists of
recommendations, in particular, in order to determine and
compare the accuracy and stability of different methods.

To model the structure of relations in the social
graph of the recommendation system, it was decided to
take as a basis, but modify taking into account the
specifics of the problem, the principles on which the
Barabashi-Albert model is based (hamely, "growth" and
"desirable accession™). easy to implement and allows you
to create a stochastic graph with the properties of social
networks. The structure of the social graph was modeled
using the graph database Neo4j [31] and the Python
programming language. The stages of the proposed
method of generating the structure of the social graph of
the recommendation system are considered in [30]. The
developed model of the social graph of the
recommendation network was tested to check the
similarity of the properties of the structure of its
connections to the structure of real social graphs. The
average values of the parameters generated in the
proposed software simulation model of social graphs of
the recommendation system, which were calculated using
Gephi: the average degree of nodes: 5.7, network
diameter: 4.0, graph density: 0.22, average clustering
factor: 0.61, average path length: 1.98 , which corresponds
to the parameters of real social networks.

The next step was to model the behavior of users and
bots of the recommendation system. It was decided to
develop the model in such a way as to obtain a data set
similar to MovielLens datasets [32] in structure and
statistical properties.

Stages of the proposed method of software
simulation of ordinary wusers and bots in the
recommendation system:

Stage 1. Initialize system parameters, including the
choice of the number of users and objects, the number of
possible properties in them, the percentage of active users,
the percentage of popular objects, the number of time
iterations after which the model will complete its work,
and so on. If it is necessary to simulate an information
attack, the type of attack, the number of bots and the
number of attack targets are selected. A set of possible
properties for system elements implemented in the model
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by hidden factors is created, and element cluster templates
are generated based on these properties.

Stage 2. Creating a "Grain" of the social graph of the
recommendation system - the initial number of users and
objects is added to the graph, some number of objects are
evaluated. Initial number of users, initial number of
objects, and graph density are customizable parameters.
Each new user and system object is assigned an offset
value, a specific cluster, and a corresponding vector of
hidden factor values, which determines the degree to
which it belongs to each of the possible properties for the
system elements. Estimates in the system are set based on
the degree of coincidence of the hidden factors of the user
and the object, as well as indicators of their displacements.
The probability of viewing an object inside the Grain
depends on the specified density of the graph. The
probability of rating the viewed object for authentic users
depends on the hidden factors of the user (determining his
preferences), hidden factors of the object (determining its
properties), user offset (which indicates a characteristic
systemic understatement of the user or overestimation of
estimates), the displacement of the object (which indicates
the quality of the object, which always causes the receipt
of estimates higher / lower than similar properties of
objects), as well as random displacement (which occurs
with a probability of 0-3 % and is a customizable
parameter). In "Grain" bot profiles are absent; they begin
to join the network at the 3rd stage.

Stage 3. Each time iteration of the model, a certain
number of users and objects are added to the graph. This
number is determined randomly and lies in the range from
0 to N, where N is less than the total number of system
elements of the corresponding type. Also, at each iteration
of the model time, a number of pairs of users and objects
are selected for evaluation. The probability of viewing an
object can be determined based on the principle of
"desired connection” (1) from the Barabashi-Albert model
or its modifications, for example (2):

k
P=c— 1)
2K
i
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]

where q; — the number of views in the i-th object, q,; —
the number of estimates in the i-th object, g; — the

number of comments in the i-th object.

The probability of rating a viewed object for
authentic users depends on hidden user factors, hidden
object factors, user offset, object offset, and random
offset. The probability of viewing an object and rating it
for bots is determined by the attack model used to create
them.

Stage 4. Stopping the simulation model, saving the
generated data set to a file for further use in methods of
forming and testing lists of recommendations.

The software simulation model consists of the

following elements: "System user model”, "System object

model" and “Information model in the
recommendation system".

The system user model has the following parameters:

- Id - user identification number containing a digit;

- Active - takes True - if the user is active (puts more
ratings than others) and False — if the activity level is
normal;

- Bot - takes True — if the user is a bot (profile is
involved in an attack on the referral system) and False -
otherwise;

- Type - takes the value "Normal", if the user is not a
bot, otherwise it contains the name of the attack applied to
the re-recommendation system;

- Character - contains the type of character of the
user in relation to the style of grading: "Normal", "Often
gives good grades", "Gives only good grades";

- Registration time — contains the time of user
registration in the system;

- Time of last activity — contains the time of the last
activity of the user;

- Activity stop time - the time when the user stopped
using the system;

- Hidden factors - a list of random variables that take
values from -1 to 1, length K, which simulates the
influence of certain characteristics of the object on the
user's judgment about it;

- User offset - a random variable in the range from -
1.0 to 1.0, which simulates the user's tendency to
underestimate or overestimate the values of objects;

- Time of last preference change - used when
necessary to simulate changes in user preferences over
time, contains the time of the last overwrite of the list of
hidden user factors.

The system object model
parameters:

- Id - identification number of the object, containing
a digit;

- Popular - takes True - if the object is popular (gets
more ratings than others) and False - if the popularity
level is normal;

- Type for bots - takes the value "Target" - if the bots
need to change the rating of the object in a certain
direction and False - otherwise;

- Attack type - takes the value "None" if the object is
not targeted, or indicates the type of attack "To decrease
the rating", "To increase the rating™;

- Add time - contains the time to add the object to the
database of the recommendation system;

- Hidden factors - a list of random variables that take
values from -1 to 1, length K, which simulates the
expression of certain characteristics in the object, which
affect the level of interest in the user;

- Object offset - a random variable in the range from
-1.0 to 1.0, which simulates the overall quality of the
object, which affects user ratings and leads to more low
ratings due to low quality or more often high scores due to
high quality. project.

The parameters of users and system objects are set
during the creation and initialization of the corresponding
instances of objects, and some of them may change during
the operation of the program.

process

has the following
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The model of information processes in the system
has the following parameters:

- Rating matrix — contains a matrix of adjacency of
the graph, in which the vertices are users and objects, and
the evaluation edges are set by users to objects.

- Time matrix — contains a matrix of adjacency of the
graph, in which the vertices are users and objects, and the
edges are the time of evaluation of user-supplied
objects.

- Set of possible estimates — contains a set of
estimates that users can expose to objects, in the
developed model the set of estimates is represented by the
following list [0.5, 1.0, 1.5, 2.0, 2.5, 3.0, 3.5, 4.0, 4.5, 5.0],
which means the ability to rate in the form of the number
of stars, a maximum of 5 stars, you can choose
half a star.

- User list - contains a list of system users, instances
of the User class.

- Object list — contains a list of system objects,
instances of the Object class.

- Start time of the model — contains time in Unix
time stamp format.

- Current model run time — contains the time in Unix
time stamp format, which indicates the time of the last
action in the system.

- List of bots — contains a list of bots in the
developed model.

- Target list — contains a list of bot attack targets in
the developed model.

- Number of clusters - contains a specified number of
clusters, which can be divided into elements of the system
based on data about their hidden factors.

- Cluster templates — contains a list of templates for
modeling hidden factors of users / objects. In total, 19
random templates were created in the model to generate
elements that may belong to 19 different clusters. Also in
the model you can choose the option of modeling a certain
percentage of elements that do not belong to the generated
clusters.

The following functions were implemented to model
the behavior of users and objects and information
processes of the recommendation system:

- Model launch — starts the process of modeling users
and objects of the recommendation system.

- Save model data to a file — saves all data and
parameters of the developed software simulation model of
users, objects and processes of the recommendation
system to a file.

- Generating system elements — creating a given
number of users and system objects and assigning them
parameters.

- Generation of elements of clusters of elements —
allows to generate templates of the hidden factors of
elements for creation in the subsequent set of the elements
relating to certain clusters.

- Generation of hidden factors of elements on the
basis of cluster templates — at the input receives a cluster
template, at the output provides a list of hidden factors
that randomly differ from the data in the template, so as
not to go beyond the cluster, but have their own unique
values of factors.

- Generation of hidden factors of elements outside of
clusters - generation of the list of hidden factors of an
element randomly without use of templates.

- Grain generation of a social graph — creates an
initial social graph of the recommendation system based
on a given initial number of users, objects and graph
density.

- lterative model construction — allows you to
simulate the change of time.

- One iteration of the model — within this function
are called all the functions that implement the behavior of
users and the work of the recommendation system at the
current time.

- Generation of the current operating time of the
model - the generation of the time interval between two
events in the system — a random variable that lies in a
given range.

- Adding a user to the system — modeling the process
of user registration in the recommendation system, the
user gets the time of registration and the opportunity to
view objects and give them ratings.

- Adding an object to the system — modeling the
process of adding an object to the database of the
recommendation system, the object gets the time of
adding to the database and the ability to receive views and
ratings.

- Determining the probability of viewing an object —
based on the principle of "Preferred connection” is
determined by the probability of viewing a particular
object by a particular user.

- Determining the probability of occurrence of the
assessment - based on the principle of "Desired accession"
is determined by the probability of assessment of a
particular object by a particular user.

- Generation of an estimate based on the hidden
factors of the respective object and user. The score for a
user-object pair is determined by the following formulas:

du,m :IZO—’\ (3)

o =P (50, +by +by), (4)

where d, ., — the distance between user u and object m in

the multidimensional space of hidden factors, can take
values from 0 to 1; n — the number of hidden factors in the
system; f,; — i-th hidden user u factor; f_; — the i-th

hidden factor of the object m; b, — user offset in object
evaluation (content level); b,, — object offset in obtaining
assessments (content quality level); y() — a function that

converts the resulting fractional number into a discrete
number from a set of estimates [0.5, 1.0, 1.5, 2.0, 2.5, 3.0,
3.5, 4.0, 4.5, 5.0], for example, if the number is in the
range from (4.000 - k) to (4.500 - k), where k is a small
number (in the model was taken k = 0.05), it is converted
to a score of 4.0.

- The decision to make an assessment and its
adjustment. After the user "viewed" the object, and based

u,i m,i
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on hidden factors, it was determined which rating for the
object corresponds to his preferences, this function is
used, which determines the fact that the user will decide to
put the viewed object evaluation. Also in this function, a
slight adjustment of the assessment based on random
factors is possible. With the help of this function, the
probability of occurrence of estimates can be
approximated to the frequencies of occurrence of
estimates in the data set MovieLens datasets.

The model also developed bot rating generators for
different types of attacks. Three known models of attacks
on the recommendation system by injection of profiles
[33-37] were used to generate bot estimates: random,
medium and popular attacks.

- Random attack estimate generation — creates
estimates for bot object pairs, where the bot randomly
attacks the referral network. Generating a score for a
random attack to increase the rating is as follows:

randomPattern(), if an objectis" random"
um = . o ; » (5)
5.0, if an objectis"target
where randomPattern() is a function that generates

random estimates with given values of the probability of
occurrence.

- Estimation for average attack — creates estimates
for bot object pairs, where the bot performs an average
attack on the referral network. The generation of the score
for the average attack on the rating upgrade is as follows:

1 (6)

[ Javerage Pattern(), if an objectis" random"
UM~ 150,if an objectis" target"

where averagePattern() is a function that generates an
average estimate for a randomly selected object.

- Generate a rating for a popular attack — creates
ratings for bot object pairs, where the bot performs a
popular attack on the referral network. The rating for a
popular rating upgrade attack is generated as follows:

— popular Pattern(), if an objectis" random" )
UM~ 15.0,if an objectis” target" ’

where popular Pattern() — function that generates for a

randomly selected object from a set of popular objects its
average rating.

- Determining the probability of changing
preferences - used when necessary to simulate changes in
preferences of system users over time, determines the
probability that at the current time the specified user will
change their preferences, if the time is known when he last
changed preferences.

- Change user preferences — replaces the hidden
factors of the specified user.

Therefore, based on the proposed method of
modeling the structure of the links between the elements
and the behavior of users of the recommendation system
of the content-oriented website, a software simulation
model of the recommendation system was developed.

The software simulation model of user and bot
behavior in the recommendation system was developed in
the Python programming language using the principles of
object-oriented programming. All data of the software
simulation model were written to the graph database
Neo4j, and also at the end of work of model were stored in
a file of own format.

The Neo4j database has the following structural
elements that allow you to build a social graph:

- node - node of the graph, the number of nodes is
limited to 235, ie ~ 34 billion.

- node label - node label, labels can be used to filter
data.

- relation - an edge, a connection between two nodes.
The number of edges is also limited to 235.

- relation identifier — connection type (edges),
maximum number of connection types 32767.

- properties - properties of nodes and edges, allow to
add information fields to them.

- node ID - a unique node identifier, analogous to the
key field in relational databases.

The advantages of the Neo4j database are a flexible
data model, real-time analysis, easy data retrieval and
filtering capabilities, scalability and reliability, the
presence of a visual interface, as well as the existence of
the Neo4j Aura application for use as a cloud service.

Thus, the Neo4j database provides all the necessary
tools to create a software simulation model of the social
graph, which can be further used to model and study the
behavior of users and bots in referral systems.

The social graph of the recommendation system in
the software simulation model had the following format:
vertices - users and objects, edges — connections such as
"rated”, "like", "recommended"”, etc. Both vertices and
edges contain sets of parameters that correspond to the
available information about them. For example, the
"rated" edge contains the evaluation value and timestamp,
and the user type vertex contains all the data fields that
correspond to the parameters of the user model in the
system.

A series of experiments was performed to verify the
operability of the developed software simulation model.
Many datasets were generated during the experiments.
Each data set was divided into a working and a test
sample. Based on the test sample, the accuracy of
prediction of preferences was checked. The results of the
experiments showed that the jitter of the studied values of
accuracy, completeness and RMSE prediction of
preferences in most practical cases confidently fits into the
allowable limits of fluctuations, and therefore user
behavior in the software model was not random, but
simulated the behavior of real users with certain
preferences. This confirms the reliability of the developed
software simulation model of the recommendation system.

The results of the experiments are shown in fig. 1-3.
During the experiments, the values of the following

indicators were calculated: P( )

prec
(1)
preferences, P

preference recognition error.

— precision prediction of

— recall completeness and RMSE
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Fig. 3. Graph of changes in random frequency characteristics of RMSE preference recognition

Fig. 1-3 shows graphs of changes in random
Pt ) and RMSE

frequency characteristics Py, P

preference recognition, respectively. Also, these figures
show the allowable limits of oscillation of these random
variables, obtained as a result of the simulation.

As can be seen from the figures, jitter studied the

ine pli) p(i)
random characteristics Pj oo, P

recognition in most practical cases confidently fits within
acceptable limits. This confirms the reliability of the
developed  software simulation model of the
recommendation system.

and RMSE preference

Conclusions

This paper proposes a method of software simulation
of users and objects of the recommendation system for a

social network or for a content-oriented website, which
allows you to generate data sets for testing algorithms for
generating recommendations. The developed method
allows modeling the behavior of both regular users and
bots, which makes it possible to create data sets to test the
resilience of recommendation systems to information
attacks, as well as the effectiveness of methods for
detecting and neutralizing botnets. The structure of
relationships between users and objects of the
recommendation system was modeled using the theory of
complex networks. Information attacks of bots were
modeled on the basis of known models of attacks by
injection of profiles on recommendation systems.

Further research in this area may be aimed at
building software simulations of social graphs based on
the theory of complex networks and using the graph
database Neo4j to study not only the recommendation
systems of social networks and content-oriented websites,
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but also other applications and processes. occurring in  of information and information influences, applications
social media, in particular, the processes of dissemination  with reputational systems, etc.
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METO/I IPOT'PAMHOTI'O IMITAIIIMHOI'O MOJEJ/JTIIOBAHHS ITIOBEJTHKA
KOPUCTYBAYIB TA BOTIB Y PEKOMEHJAIINHIN CUCTEMI 3
BUKOPUCTAHHSAM I'PA®OBOI BA3U JTAHUX NEO4J

O6’€KTOM IOCITIIKEHHS € IPOIeC MPOrPaMHOrO IMITAI[IHOTO MOJETIOBaHHS CKJIAJHHX Mepex. MeToro maHoi poboTtH €
po3po0ka METOJy MNPOrpamMHOrO IMITAIiIHHOrO MOJICNIIOBaHHS TIOBEAIHKM 3BHYAaWHHMX KOPHUCTYBadiB Ta OOTIB Yy
pPEeKOMEHAIIHIA CHCTeMi Ha OCHOBI TeOpii CKIATHHX MEpex ISl MOKIMBOCTI TECTYBaHHS TOYHOCTI Ta CTIHKOCTI Pi3HUX
anropuT™MiB QGopMmyBaHHS pekoMmeHAanid. 3agaya: po3poOUTH MPOrpaMHy IMITaliifiHy MOJAENb MOBEIIHKH KOPUCTYBadiB Ta
0OTiB y peKOMEHIamidHii CHCTeMi 3 MOXIIMBICTIO T'eHepallii HaOOpiB JaHHWX Il TECTYBaHHS alTOPUTMIB (opMyBaHHS
pexomeHzanii. MeToau AOCHiIKeHHS: Teopis TpadiB, TEOPis CKIATHUX MEPEXK, T€Opis CTAaTHUCTHKHU, TEOpis HMOBIpHOCTEH,
MeToan 00’€KTHO-OpPIEHTOBAaHOTO MPOTPaMyBaHHA Ta MeToaM pobotu 3 rpadoBuMH 0Oazamu naHuX. PesyabTaTh.
3amponoHOBaHO METOX NMPOTPAMHOTO IMITallifHOTO MOAENIOBAaHHS KOPUCTYBadiB Ta 00 €KTiB PEKOMEHAALIIMHOI CHCTEMH, 110
CKJIQIAETHCSI 3 TeHEepallii CTPYKTYpPH COLIaJbHOTO rpady peKOMEHIAIIHHOT CUCTEMH Ta CUMYJIALIi MTOBEIIHKA KOPUCTYBaviB i
00TiB y Hiil. Byso mpoBeIeHO cepilo eKCIEPUMEHTIB Ul ePEeBIpKH MPAale3IaTHOCTI Po3po0IIeHoT IPOrpaMHoOl iMITaIiiHOT
Mozeni. Y XOli eKCHepUMEHTIB OyJio 3reHepOBaHO MHOXXHMHY pOOOYMX Ta TECTOBUX HaOopiB naHux. Ha ocHOBiI poOouoi
BUOIPKH 3/IHCHIOBAIOCS IPOTHO3YBAHHS BIIOJ00aHb KOPUCTYBaYiB METOIOM KoJabopaTHBHOI (inbTpanii. Ha ocHOBI TecToBOi
BUOIpKK HepeBipsIacs TOUHICTh IPOTHO3YBAaHHS BIIOJ00aHb. Pe3ynbTaTi MPOBEICHNX €KCIIEPUMEHTIB ITOKa3aly, 0 JKUTTEp
JOCIIDKYBAaHUX 3HAYeHb TOYHOCTi, MOBHOTH Ta RMSE mporHo3yBaHHs BIOXOOAaHb Yy OLIBIIOCTI NMPAaKTUYHHX BUIAJIKIB
BIIEBHCHO BKJIQJA€ThCA B JOMYCTHMI MEXI KOJMBaHb, a OTXKE IMOBEIIHKA KOPHCTYBadiB y MpOrpamMHii Moneni He Oyna
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BHIIA/IKOBOIO, a IMITyBaJia MOBEIIHKY pealbHUX KOPUCTYBauiB 3 IMEBHUMH BHOJ0OaHHsAMH. lle miATBEpKy€e AOCTOBIPHICTB
PO3pobiIeHOl IporpaMHoi imMiTaniitHOI MoJeli pekoMeHaaliiHoi cucreMu. BUCHOBKH. 3alpoloOHOBAHO METOJ NPOIPaMHOIO
IMITalliIfHOrO MOJICITIOBAaHHS KOPHUCTYBAuiB y PEKOMCHIALINHIA CHCTEMi, IO JO3BOJISE TCHEPYBaTH HAOOpH MaHUX IS
TECTYBaHHS alrOpUTMIiB (OPMYBaHHS peKOMeHaliid. Po3po0ieHuii METo TO3BOJISIE MOICTIOBATH MOBEIIHKY K 3BHYalHUX
KOPHCTYBayiB, Tak i OOTiB, 110 Ja€ MOXJIMBICTh CTBOPIOBATH HaOOpH IAaHUX JJISl TECTYBaHHS CTIHKOCTI peKOMEHAallidHUX
cucTeM 0 iHPOpMAIiiHUX aTak, a TaKOX JUIS TECTyBaHHS €()EKTHMBHOCTI METOJIB BHUSBJICHHS Ta HEHTpaizallii 00T-Mepex.
CrpyKTypa 3B’s3KiB MK KOpPHCTyBauaMu Ta 00’€KTaMU PEKOMEHJaliiiHoi cucreMu MopenoBaiacs 3a JOIOMOIOI Teopii
CKJIaTHUX Mepexk. [HpopmaliiiiHi araku OOTIB MOJENIOBAIKMCS HAa OCHOBI BIJOMHX MOJeNeH aTak iH’eKIiero mpodiniB Ha
peKOMeH/1alliiiHI CUCTEMHU.

KawuoBi cioBa: pexoMeHIaIiiiHi CUCTEMH; MPOrpaMHE MOJICIIOBAHHS; IMITaIlliiHE MOJETIOBAHHS; CKJIaJHI MEpexi;
colianbHi Mepexi; collianbHui rpad; Mepexxa 00TiB; aTaku iH’ekuieto NpodiniB; BeO-caiity; 6a3u naHUX.

METOJ IPOI'PAMMHOI'O HMUTAIMOHHOT'O MOJAEJTUPOBAHUSL
INOBEJAEHMUA I10JIB30OBATEJIEM U BOTOB B PEKOMEHJATEJIBbHOU
CUCTEME C UCIIOJIb30BAHUEM I'PA®OBOM BA3bI JIAHHBIX NEO4J

O0beKTOM HuCCIEIOBaHUS SBIAETCA IPOLECC NMPOrpaMMHOTO MMHMTAIMOHHOTO MOJENUPOBaHMA CIOKHBIX ceTed. llebio
JIaHHO! paboTHI sABIsAETCA pa3paboTKa MeToja IMPOrPAMMHOTO HMHUTAIMOHHOTO MOIENHPOBAHUS MOBENEHHS OOBIYHBIX
noJIb30BaTene 1 60TOB B PEKOMEHAATENbHON CUCTEME HAa OCHOBE TEOPUH CJIOKHBIX CeTell AJs1 BO3MOXKHOCTH TECTHUPOBAHUS
TOYHOCTH U CTOMKOCTH Pa3IMYHBIX AITOPHTMOB (OPMHPOBAHMS peKoMeHIanui. 3amaua: pa3paboTaTh MPOTPAMMHYIO
MMUTALUOHHYIO MOJENb MOBEAEHUs I0JIb30BaTeNed M OOTOB B PEKOMEHAATENbHONH CHCTEME C BO3MOXKHOCTBIO I'€HEpallu
HabOPOB JAHHBIX JUIS TECTHPOBAHHS aNTOPHUTMOB (pOPMUPOBAHHS pPeKOMEHAAnuH. MeToAbl HCCIeTOBaHU: TEOPHS Tpados,
TEOpUsl CIOXKHBIX CETeH, Teopus CTAaTHUCTUKU, TEOPUS BEPOSTHOCTEH, METOObl OOBEKTHO-OPHEHTHPOBAHHOIO
IpOTPaMMHUPOBAHUA U METOABI PaboTel ¢ rpadoBeIMH 0a3zaMu JaHHBIX. PesyabTarsl. IlpennoskeH MeTox MpPOrPaMMHOTO
MMMTALMOHHOTO MOJEIUPOBAHMS I0Jb30BaTeNell U OOBEKTOB PEKOMEHJATENbHOH CHCTEMBl, COCTOAIIEH U3 TIeHepaluu
CTPYKTYpPHI COIMANBHOTO Tpada peKOMEHIATEIbHON CHCTEMBI B CHMYJIAINN ITOBEICHHS 0Ib30BaTeNel H 00TOB B Hell. brina
IIPOBEJIEHa Cepusl SKCIEPUMEHTOB I IPOBEPKU PabOTOCIIOCOOHOCTH pa3pabOTaHHO MPOrpaMMHON UMUTAIMOHHON MOJEIH.
B Xojme 3KCIEpUMEHTOB OBLIO CTEHEPHPOBAHO MHOXKECTBO pabOYMX M TECTOBBIX HA0OpOB MaHHBIX. Ha ocHOBe paboueit
BBIOOPKU OCYILECTBIUIOCH IIPOTHO3UPOBAHME IIPEANOYTEHUH IMOoJb30BaTenel MeTonoM KojuiabopaTuBHOH ¢uinbTpanuu. Ha
OCHOBE TECTOBOM BBIOOPKH MPOBEPSIIaCh TOYHOCTh IPOTHO3HPOBAHHSA IIPEANOYTEHHH. Pe3ymbTaThl TPOBEIEHHBIX
JKCIIEPUMEHTOB IOKa3ajM, YTO JDKUTTEP MCCIELyeMbIX 3HA4eHUH TOYHOCTH, MOJAHOTEI M RMSE mpornosupoBaHus
IOpEeIIOYTeHHH B OONBIMMHCTBE MPAKTHIECKHX CIydaeB yBEPeHHO YKIAABIBAaeTCA B  JIOMyCTHMBIE — IIPEIEITBI
KonebaHuil, a cieqoBaTeNbHO IOBEJCHUE IOJb30BaTeNe B IMPOrpaMMHOM Mojenu He ObUIO CilydalHBIM, a MMHTHPOBAJIO
[OBEICHUE pEalbHBIX II0JIb30BATENEH C  ONpPEIENICHHBIMU IPEANOYTEHUAMH. OTO MOATBEPKIAECT JIOCTOBEPHOCTh
pa3paboTaHHOW NPOTPaMMHOM HMMHUTALMOHHOW MOJIETIM PEKOMEHIATeNbHOH cucTeMbl. BbIBoabl. IlpemiokeH MeToxn
IPOrpaMMHOIO MMUTALHOHHOIO MOJEIMPOBAHUS IOJb30BAaTENIE B PEKOMEHIATENbHOM CHCTEME, II03BOJISAIOIIMM
reHepHpOoBaTh HAOOPHI JAHHBIX JUIl TECTHUPOBAHUS alrOpUTMOB (OPMHUPOBAHMS peKOMeHauui. Pa3paboTaHHBIH MeTOX
MO3BOJIIET MOJCIHPOBATH TIOBEICHHE KaK OOBITHBIX ITOTB30BATENEeH, TaK U OOTOB, YTO JAaeT BOSMOXKHOCTh CO3/aBaTh HAOOPHI
JAaHHBIX JUIi TECTUPOBAHMA CTOMKOCTH PEKOMEHIATeNbHBIX CHCTeM K HHQOPMAIMOHHBIM aTakaM, a Takke
UL TecTUpoBaHUS A(P(PEKTUBHOCTH METONOB BBIABICHUS U HeHTpanusauuu OoT-cereil. CTpykTypa CBs3ed Mexmy
TONTB30BATEISIMH M OOBEKTAMH PEKOMEHIATENbHOW CHCTEMBl MOJEIMPOBAaCh C IOMOINBI0 TEOPHH CIOXKHBIX CETeH.
Wudopmarionnele atakd OOTOB MOJCIMPOBAINCH Ha OCHOBE W3BECTHBIX MOJENEH aTak uHBeKuued npodmied Ha
PEKOMEH/IATENbHBIE CHCTEMBIL.

KiroueBble cii0Ba: peKOMEHIATENIbHbIE CHUCTEMBI; IPOrPaMMHOE MOJEIHMPOBAaHHME; UMMUTALMOHHOE MOJEIUPOBAHHUE;
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