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HARDWARE SUPPORT PROCEDURES FOR ASYMMETRIC AUTHENTICATION
OF THE INTERNET OF THINGS

Subject of research: procedures of asymmetric authentication of Internet of Things nodes to ensure the highest level of security using
cryptographic chips. The aim of the article is to study the ways of potential use of cryptographic chips to ensure secure authentication
of Internet of Things sites using asymmetric cryptography procedures. The article solves the following tasks: analysis of hardware
support technologies for asymmetric cryptography of the Internet of Things; definition of secure procedures for asymmetric
authentication of Internet of Things sites and their constituent elements: creation of certificates, verification of public and private
keys. Research methods: method of structural and functional analysis and design of complex systems, methods of identification and
authentication of information objects, cryptographic methods of information protection, methods of security analysis of distributed
information systems. The novelty of the study is the analysis of hardware support technologies for asymmetric cryptography of
Internet of Things with cryptographic chips and the definition of structural and functional schemes for the implementation of
procedures for asymmetric authentication of Internet of Things. Distinctive features of the provided asymmetric authentication
schemes and procedures are: ensuring an increased level of information security through secure storage of cryptographic keys, digital
signatures, certificates, confidential data in a novelty security environment protected from external attacks and no need to store
private keys on the host side. The results of the work are procedures and schemes of application of cryptomicrops of asymmetric
authentication to ensure the protection of Internet of Things. Analysis of the functioning of the presented schemes allowed to draw the
following conclusions. The proposed structural and functional schemes for the implementation of procedures for asymmetric
authentication of Internet of Things using cryptographic chips give the user an easy opportunity to implement cryptography without
expertise in this field. These chips use the ECDSA digital signature computing and verification hardware with elliptical curve
advantages, as a proven and reliable authentication algorithm, and the ECDH symmetric encryption session key generation unit. The
provided schemes and procedures support three components of information security, namely: confidentiality, integrity and
authenticity of data. Examples of potential applications of the provided schemes and procedures can be implemented using any
asymmetric authentication chip, but it is recommended that they be used to generate encryption session keys and where digital

signatures are required to verify data and code for integrity and authenticity.
Keywords: Internet of Things; asymmetric authentication; encryption algorithms; cryptographic keys; electronic certificates;

digital signatures; cryptographic chips.
Introduction

The Internet of Things (1oT) contributes to the
challenges of humanity in areas such as public safety,
process management, human life services, health services,
productivity and business competitiveness.

The security of the Internet is based on the
identification and authentication of its elements, i.e. on the
identification of the subjects of connection to the network.
Identification provides a unique name to the entity — user,
process or hardware and software component, and
authentication is associated with the actions of entities on
the other side of the network, which determines that the
entity of the first party is really the one for whom he
pretends to be. That is, a synonym for the word
"authentication™ is the phrase "validation" of the subject.

The operation of the Internet of Things is based on
personalization of entities using unique IDs, MAC
addresses, keys and certificates. The use of a certain
scheme of personalization has its difficulties in the
process of connecting the Internet of Things, because its
implementation determines the specified level of security
and costs. Therefore, this article is devoted to the study of
technical ~ solutions for the implementation of
identification and authentication procedures to ensure the
highest level of security of the Internet of Things at
minimal cost.

Literature analysis

Implementing identification and authentication

procedures to ensure the Internet of Things is an urgent
task in many environments, such as public order, energy
efficiency, health, residential and office space, industry,
transportation, agriculture, and more.

The following developments are important in these
areas: multifactor and continuous loT authentication [1],
development of mutual authentication protocols [2], loT
authentication based on block chain technology [3, 4], etc.

Much attention in the 10T network is paid to the
security of stored, processed and transmitted data,
protection against cloning of end loT devices [5, 6], as
well as protection against copying of intellectual property
and digital content. A critical factor in protecting the
Internet of Things is the authentication of the site when
accessing it. Here is a new network paradigm, which is
based on interaction without human participation, based
on the following features of the loT: compactness, limited
energy and computing resources.

The solution to the problem of providing access to
10T objects in the new paradigm is possible with the use
of modern microcontrollers and additional cryptographic
accelerators with hardware support for protocols and
cryptographic algorithms.

The aim of the article is to investigate the ways of
potential use of cryptographic chips of the
CryptoAuthentication family for secure authentication of
Internet of Things sites using asymmetric cryptography
procedures.

It should be noted that in accordance with this goal,
this article is a continuation of the study [7], which was
devoted to the potential use of cryptographic chips of the
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CryptoAuthentication family using symmetric
cryptography procedures, but this study focuses on chips
of the CryptoAuthentication family of asymmetric

cryptography.

1. Hardware support for Internet of Things security
technologies.

The Internet of Things is a network of physical
objects that interact with the local or global computing
environment according to possible models of interaction:
1) " Thing-Thing"; 2) "Thing-User"; 3) "Thing-Web
Object"” [8, 9].

Physical objects are 10T nodes and have built-in
control microcontrollers that provide interaction with the
environment through wired and wireless lines.

The loT network is based on fog computing and
cloud computing models, in which data is computed and
stored by loT nodes (fog nodes) and cloud computing
centers.

Computing centers are called "hosts", which include:
1) a computer system or computing device connected to
the Internet or a local area network; 2) a server that
operates in a client-server format; 3) a computer program
that provides services to other programs and applications.
Hosts interact with 10T endpoints (called “clients") to
solve their functional tasks.

IoT security includes three main components
(Confidentiality, Integrity, Authenticity — CIA) [5]:
Authenticity — validation of the 0T node; Integrity —
verification of the invariability of the message during
transportation to the destination; Confidentiality —
availability of data only to designated objects or
authorized persons.

Network security is provided by network
technologies at different levels, sets of protocols used in
the network. It should be remembered that the level of
security of the entire network is determined by the level of
security of the weakest link [7, 10].

The main threats to the security of 10T nodes are:
violation of security at the transport layer of cryptographic
protocols SSL / TLS; updating the original software with
malicious code; non-qualitative generation of random
numbers in cryptographic algorithms; violation of access
to cryptographic keys; weak protection of IoT ports;
physical penetration to the contents of the built-in
memory.

Integrated security of 10T nodes must protect evenly
from all these threats. Keep in mind that the consequences
of a successful attack can put the network as a whole at
risk, that is, everything connected to it.

Support for important components of the CIA is
achieved in a number of ways [11]: Authenticity —
identification and authentication of network nodes;
Integrity — formation of the message authentication code
(MAC) of the transmitting and receiving parties, followed
by their comparison by coincidence to confirm the
invariability of the message along the route;
Confidentiality — encryption and decryption of messages.

In addition, to protect against contactless attacks use
practical measures: storage of cryptographic keys in

secure memory chips without the possibility of electrical
access to them; shielding 10T nodes or their individual
elements to limit electromagnetic radiation; introduction
of special power supply circuits to prevent attempts to
control voltage or other signals; encryption of key
information in the repository; reducing the number of
external ports.

It is extremely important to use the tested
methodology — to store and use cryptographic keys
throughout their life cycle in encrypted form and in secure
equipment, i.e. Hardware Security Module (HSM). HSM
hardware modules provide all data encryption and
decryption  operations inside the module, i.e.
cryptographic keys do not leave a secure perimeter of the
module.

The method of protection of the highest level of
information is the use of cryptographic protocols using
digital signatures (DS). They are the main mechanisms for
authentication, management and certification of keys, as
well as for the direct protection of information in the loT
network.

Cryptographic protocols have a number of complex
requirements to ensure the required level of security.
Recent research has confirmed the fact that authentication
mechanisms need to be used for reliable authentication,
primarily using DS.

As a rule, cryptographic protocols are implemented
based on the use of symmetric and asymmetric
cryptocurrencies. The difference between them is the use
of secret keys. If the same key is used on both sides
(receiving and transmitting), the authentication is
symmetric. If a mathematically related pair of public and
secret keys is used, the authentication is asymmetric.

Asymmetric authentication method does not
distribute all the information that requires protection
between the parties to the interaction, so you need reliable
protection on one side, which saves hardware and other
resources in the authentication process. In addition, the
use of asymmetric methods provides the creation of secure
DS algorithms, and DS is one of the important
cryptographic transformations used to ensure the integrity,
authenticity (authenticity), authentication, irrefutability of
messages.

The main advantages of the symmetric block
encryption algorithm (Advanced Encryption Standard —
AES) include: 1) scattering of ciphertext characters; 2)
mixing statistical dependencies between open and closed
text; 3) byte-oriented structure; 4) high speed on different
platforms; 5) resistance to many types of cryptanalytic
attacks.

There are three ways to implement encryption
according to the AES algorithm [12]: 1) software
implementation — focused on the bit rate of the platform
and uses mathematical optimizations and calculated
substitution tables; 2) hardware implementation — uses an
extension of the instruction system and special
instructions for modern microprocessors, which allow you
to perform some hardware operations, which significantly
speeds up the process; 3) implementation with the use of
video cards — the resources of graphics accelerators are
used to perform parallel encryption or decryption.
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Asymmetric cryptography is implemented on the
basis of public-key cryptographic algorithms built on
elliptical curves over finite fields. These algorithms are a
powerful tool, but require more computing resources to
implement compared to symmetric algorithms. Therefore,
the use of asymmetric cryptography algorithms is limited
to the exchange and calculation of symmetric session keys
in the 10T network [13].

The construction of cryptographic systems of the 10T
network is based on the generation of random sequences
that are used to generate cryptographic keys, key
information and system parameters of the cryptographic
system. The cryptographic stability of the system as a
whole significantly depends on the quality of these
sequences.

There are two classes of random sequence
generation: 1) hardware (physical), which provides the
formation of sequences with high-quality randomness; 2)
software (algorithmic), which allows you to form pseudo-
random sequences with a certain period of repetition. That
is, the creation of efficient hardware random sequence
generators is an important and separate area of
cryptography research.

Thus, hardware protection of information using
cryptochips is much more expensive than similar
software, but they allow you to achieve the highest level
of information protection and are now increasingly used in
the 10T network. The advantages of hardware protection
of the loT network are: hardware method of forming
random sequences; methodology of HSM security
hardware modules — execution of cryptographic
operations in the environment of protected cryptographic
chips (security on the chip); delimitation and unloading of
the CPU functions of the 10T node using a specialized
cryptoprocessor to perform cryptographic transformations;
guaranteeing the integrity of cryptographic data
transformations; increasing the speed of cryptographic
data transformations.

These advantages have determined the development
of hardware for the protection of the Internet of Things:
built-in random sequence generators, cryptographic
accelerators and cryptographic modules in general-
purpose microprocessor kits [9, 15].

It should be noted that the trend towards integrated
security solutions is observed in 32-bit microcontrollers
with additional cryptographic information protection
features that provide secure key generation and storage,

support  for electronic certificates and electronic
signatures, secure download and update
applications.

The procedures of asymmetric cryptography with the
use of cryptographic chips of the CryptoAuthentication
family in the security of the Internet of Things should
include: pairing (public and private) of asymmetric
encryption keys; calculation of digital signature
and its verification; generating session (secret) keys of
symmetric encryption; creation of client and enterprise
certificates; verification of public keys of the client and
the enterprise; verification of the private key of
the client and the enterprise; secure download of updated
software.

2. Asymmetric cryptography procedures in the
Internet of Things

The advantage of public key cryptosystems is the
ability to use digital signatures. A digital signature is a
means of authenticating the author of a message and
controlling the integrity of the data. In addition, the DS
carries the principle of "non-disclaimer”, i.e. the author of
the message cannot deny the fact of his authorship of the
information signed by him.

A digital signature of a message is a sequence of
fixed-length bits generated for a message using the
author's private key. The identification of the author of the
signature is verified using a public key. The DS is sent
with the message and becomes an integral part of it. The
recipient of the message must have the sender's public
key. Public key distribution schemes can vary from simple
personal key exchange to a complex multi-level public
key infrastructure (PKI).

The Elliptic Curve Digital Signature Algorithm
(ECDSA) based on elliptic curves, adopted as an ISO
standard, contains two separate procedures (fig. 1):
1) digital signature calculation algorithm; 2) digital
signature verification algorithm. The digital signature
calculation algorithm uses a private key, and the
verification algorithm uses a public key. Digital signature
calculation / verification is an authentication procedure
that involves creating a data digest that is then encrypted
with the sender's private key. The result is a digital
signature. To verify the digital signature, the recipient
independently hashes the received source data using the
hash algorithm SHA (Secure Hash Algorithm), decrypts
the digital signature with the sender's public key,
retrieving the sent digest, and compares it with the
calculated one. If there is a match, the digital signature is
considered valid.

Hardware cryptographic chips of asymmetric
authentication have: 1) built-in random sequence
generator; 2)  protected Electrically  Erasable
Programmable Read-Only Memory (EEPROM) for
storing cryptographic keys, digital signatures, certificate
data on public keys, confidential data. These chips support
full 256-bit cryptography on elliptical curves: they
perform ECDSA algorithms for digital signature
calculation and verification algorithms and the Diffie-
Hellman Session key (Elliptic Curve Diffie-Hellman
ECDH) encryption algorithm for encryption.

Cryptographic chips support three components of
information security, namely: confidentiality, integrity and
authenticity of data to protect 10T network nodes, so there
is no need to organize secure storage of confidential data
on the host side. This is achieved by the fact that the
cryptographic chip of asymmetric authentication stores
keys, signatures, certificates, confidential data on the chip
in a hardware environment protected from external
attacks. It is a great addition to any microcontroller
capable of performing symmetric encryption (such as
AES), thanks to the built-in ECDH algorithm. The
asymmetric authentication cryptographic chip implements
secure firmware download during the initial download or
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update (including remote) stages, using the ECDSA
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Fig. 1. Scheme of interaction of cryptographic chip and host microcontroller

A useful option for cryptographic chips of
asymmetric authentication is a flexible number of usage
functionality based on secure final counters. The main
application of this feature is to count or limit the number
of uses of the final product, such as a printer cartridge or
smartphone battery. The current value of the counter can
also be associated with the cryptographic key by hashing.
Since the meter is monotonous, i.e. works only in one
direction and is never reset, the calculated digest (MAC)
will always be different.

Another application of total counters is to limit the
amount of work in the pair system (one server — one
client). This enhances information security: if a client is
already working with a particular host, it cannot be used
by another host.

In asymmetric cryptography compared to symmetric
cryptography in the authentication of users and end
devices there is a problem of public key ownership, i.e.
secure distribution of public keys. Since the public key
can be exchanged during the transfer process, it is very
important to convince users that, firstly, the key is genuine
and, secondly, it was obtained from the party from whom
it was intended. To secure the distribution of public keys
among a large number of users, a special mechanism has
been developed, which is based on public key certificates.

The interaction between the client and the host in
general is carried out according to the scheme: 1) the
client requests a connection; 2) the host sends its
certificate with a public key; 3) the client sends his
certificate with a public key; 4) calculation of the session
key of the closed session; 5) exchange of messages that
are protected by a shared secret key (encryption —
integrity). As you can see from the diagram, the client and
host do not send their public keys in their pure form, they
send certificates that contain public keys.

This is done so that the client must be able to
distinguish a real host from a fake one. In order to carry
out such inspections, Certificate Authorities (CAs) have
been established as independent corporations that issue
digital certificates certifying the public key of the
organization whose name is indicated in the certificate.
Upon receipt, the client will verify the signature of the
certificate using the public key of the certification
authority, which allows you to ensure the security of
Internet connections.

To simplify the description of the process of
asymmetric authentication with ECDSA for chips of the
CryptoAuthentication family, on the example of the
potential use of cryptographic chips APESSxX08A, it can
be divided into two successive stages [6, 15].

At the first stage the client's public key is checked.
This is done by the host-side digital signature verification
algorithm, obtaining the necessary information from the
certificate provided by the client. Only if the verification
result is successful does the authentication process
continue.

In the second stage, the already private key of the
client is checked. To do this, the host sends a request
(random number) to the client, which he signs with his
private key. The generated digital signature is
sent back to the host, which starts the algorithm
to verify it. If successful, the client is considered
genuine.

Distinctive features of the asymmetric authentication
process are: providing an increased level of information
security, as it does not require secure storage of the private
key on the host side (only on the client side);
CryptoAuthentication chips have an ECDSA hardware
unit, which makes them very light and easy to use.
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3. Creating client and host certificates

The creation of the client's certificate takes place on
the host, which produces the final products (hereinafter
referred to as the enterprise). The client certificate consists
of two components (fig. 2): 1) Certificate data and 2)
Digital signature of the enterprise. The process of its
creation begins in a special tester (programmer), which
personalizes the cryptographic chip. The data of the future
certificate is transferred to the tester. Certificate data
consists of three blocks: 1) statistical data — is basic

1
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Certificate data

Dynamic data

Public key Digital signature

Certificate

Fig. 2. Creating a client certificate

The second half of the client's certificate — digital
signature of the company — is used in two ways: in open
unencrypted form as part of the certificate and in the form
of digital signature, which is created by hashing (Hash
function) certificate data followed by a digest in the
signature module module) of the enterprise through the
algorithm for calculating the digital signature (Create
digital signature). This uses the Private key (Private key)
of the enterprise, stored in the signature module. The
generated digital signature is sent to the tester, where it is
combined with the original (i.e. non-hashed) data, thus
completing the process of creating the Certificate of the
client (final product) and the finished certificate can now
be downloaded to the cryptographic chip.

To confirm the authenticity of the company that
produces the finished product, you may also need a
certificate. It is issued by one of the CA certification
centers that certify the keys of the enterprise.

The procedure for creating an enterprise certificate is
similar to the procedure for creating a client certificate.
Initially, static and dynamic data and the public key of the
enterprise come to the tester. In the tester, all three
components are combined to form certificate data, hashed
in the tester. The received digest is sent to the certification
center, where it is signed with a private key certifying.
The received digital signature is sent back to the
enterprise, where in the tester it is combined with the data
of the enterprise  certificate, thus  forming
a completed certificate. The public key of the certification
authority is also sent to the enterprise and programmed
into the control microcontroller of the system (on the
host).

information about the product, such as the name and
composition of the product, the name and address of the
company, etc.; 2) Dynamic data — is variable information:
for example, serial number, date and time of

programming, expiration date, etc.; 3) Public key of the
client (generated together with the private key in
advance). The private key is securely kept secret and
programmed into a protected area of the cryptographic
chip memory at the enterprise during the production of
finished products.

Message digest
(Hash sum)

digital
signature

Private key

Public key

Signature module

Finally, both the finished product certificate and the
enterprise are loaded by the tester into the protected
independent programmable memory of the cryptographic
chip.

4. Verification of public keys of the client and the
enterprise

At this stage, the host requests from the client
information about its authenticity, which is part of the
certificates of the client (Certificate Client) and the
enterprise (Certificate Enterprises) (fig. 3). After receiving
both documents, the host reads from the client's certificate
his data (Certificate data) and public key (Public key
Client), as well as a digital signature (Digital signature),
made in the signature module at the enterprise.

The host also retrieves its data and the public key
Enterprises from the Certificate Enterprises, as well as the
CA's signature. The host then separately hashes the
certificate dataset, creating two digests — the Message
digest Client and the Message digest Enterprises. The
public key removed from the enterprise certificate is fed to
the input of the ECDSA digital signature verification
algorithm together with the client certificate data digest
and the enterprise digital signature. The task of these
calculations is to verify the client's public key.

If successful, the host proceeds to the next step of
verifying the authenticity of the enterprise (fig. 3).
Without such verification, the client's public key cannot
be considered genuine. This is done by verifying the
signature of the CA certification authority, which certifies
the keys of the enterprise, which is part of the enterprise
certificate.
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Fig. 3. Verification of the public key of the client and the enterprise

The digital signature of the CA certificate is
submitted to the input of the second cycle of the ECDSA
digital signature verification algorithm together with the
enterprise certificate data digest (calculated in the
previous step) and the public key CA, which was
preloaded into the host microcontroller memory.

If both successive ECDSA verification cycles are
performed without errors, then the client's public key is

v

Verifying Verification
digital —>|  Public key
signature Enterprises

considered valid and verified all the way from the product
(through the enterprise) to the CA certifying center.

5. Private key verification. After successful
completion of the first stage of ECDSA calculations, the
second stage begins — verification of the client's private
key (fig. 4). It will be recalled that the ultimate goal of the
entire asymmetric authentication process is mathematical
proof that the client's public and private keys are indeed a
real key pair.

Fig. 4. Private key verification scheme

Conclusions

The main threats to the security of 10T nodes are:
violation of the protection of cryptographic protocols
SSL / TLS at the transport level; updating the original
software with malicious code; non-qualitative generation
of random numbers in cryptographic algorithms; violation
of access to cryptographic keys; weak protection of l1oT
ports; physical penetration to the contents of the built-in
memory.

The level of complex security of the Internet of
Things on the route “client-host" solves the following
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tasks: symmetric or asymmetric authentication of
interacting system devices; creation and exchange of
session encryption keys; storage of encryption keys; data
integrity; data confidentiality; software and data download
protection.

With the asymmetric authentication method, all the
information that requires protection is not distributed
between the subjects of interaction, and therefore requires
reliable protection on one side, which saves hardware and
other resources in the authentication process. In addition,
the use of asymmetric methods provides the creation of
secure DS algorithms, and DS is one of the important
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cryptographic transformations used to ensure the integrity,
authenticity (authenticityConclusions), authentication and
irrefutability of messages. But this method requires much
more computing power to encrypt and decrypt data
compared to symmetric block encryption algorithms.

It is extremely important to use the tested
methodology — to store and use cryptographic keys
throughout their life cycle in encrypted form and in secure
equipment, i.e. hardware security modules HSM. These
modules provide all encryption and decryption operations
within the module, i.e. cryptographic keys do not leave the
protected perimeter of the module.

To protect against contactless attacks, use practical
measures: storage of cryptographic keys in secure memory
chips without the possibility of electrical access to them;
shielding 10T nodes or their individual elements to limit
electromagnetic radiation; introduction of special power
supply circuits to prevent attempts to control voltage or
other signals; encryption of key information in the
repository; reducing the number of external ports.

Algorithms of asymmetric cryptography have been
thoroughly studied by cryptanalysts for vulnerabilities,
and it is often assumed a priori that the systems that use
these algorithms are secure by default. But this
assumption is not always true.

First, like all cryptographic systems and algorithms,
the cryptographic stability of cryptographic algorithms
depends on the keys. If an attacker can get the key, he is
able to pretend to be authentic, decrypt all network
messages and, in general, destroy the security of the
system. That is, the key to Internet security is key security.
The problem is that not all systems have a really secure
place to store keys, protected from attacks.

Secondly, like all cryptographic algorithms,
asymmetric algorithms can be used in many variants and
ways, as a result, the security system can be broken
through the wrong or ill-conceived interface, organization
of the device, data exchange procedures and more. This is
obvious in theory, but not always easy to put into practice.

Third, when something needs to be encrypted using
cryptographic algorithms, most modes require an initial
sequence. This sequence should never be repeated and in
many modes must be a random number. The problem is
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AIIAPATHA HIITPUMKA IPOLEAYP ACUMETPUYHOI ABTEHTU®IKAILIII
IHTEPHET PEUEN

[peamer mocmiKeHHS: MPOLEIYpH aCUMETPUYIHOI aBTEHTH]IKamii By3IiB iHTEpHET peueil i 3a0e3leueHHs] HANBHIIOTO PiBHS
0e3neKr 3 BUKOPUCTaHHIM KpuUOTOrpadiyHuxX MikpocxeM. MeTol0 CTaTTi € JOCHiMKEHHs CIOoco0iB MOTEHI[IHHOIO 3aCTOCYBaHHS
KpunrorpadivHuX MikpocxeM ajs 3abe3neueHHs 6e3rmeuHol aBTeHTeHTHDIKallii By3/IiB iHTEpHET peyell 3 BUKOPUCTaHHIM MPOLEAYp
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acuMmerpudHOi Kpunrorpadii. Y crarti BUpIUIyIOTBCS HACTYIHI 3aBHAHHS: aHAJi3 amapaTHUX 3aco0iB MiATPUMKH TEXHOJIOTiH
acHMeTpuYHOi Kpunrorpadii iHTepHeT pedel; BU3Ha4YeHHsS Oe3NMEeYHHX IPOIENyp acCHMETpHUYHOI aBTeHTH(iKamii By3iliB iHTEpHET
pedeii Ta iX CKJIQJOBUX €JIEMEHTIB: CTBOPEHHs cepTU(IKaTiB, Bepu(ikamis BiIKPUTUX Ta 3aKPUTHX KIIOYiB. MeToau JOCITiIKEeHHS:
METOJ CTPYKTYPHO-(QYHKI[IOHAIBHOTO aHANi3y 1 MPOEKTYBaHHS CKIATHHUX CHCTEM, METONW iJeHTH(IKaIii Ta aBTeHTU(IKaIii
iHopmariifHuX 00’€KTiB, KpunTOrpadidHi METOIM 3axXHUCTy iHpOpMamii, METOAN aHaTi3y Oe3NeKH PO3MOoiIeHHX iH(opMariiHIX
cucreM. HOBH3HOI0 MPOBEIEHOTO AOCTI/KCHHS € aHalli3 amapaTHUX 3aco0iB MIATPUMKU TEXHOJIOTiH acuMeTpu4yHOi KpunTorpadii
iHTEpHEeT pedeil 3 JOMOMOror0 KpHNTOrpadiuHUX MIKPOCXEM Ta BH3HAUCHHS CTPYKTYpHO-(DYHKI[IOHANBHHX CXEM Ul peasizamii
MpoLenyp acHMeTpu4HOi aBTeHTHIKalil By3JiB iHTepHET pedeil. BiAMIHHUMH XapaKTEpPUCTUKAMH HaJaHHX CXEM Ta IMPOLEAyp
acHMeTpUYHOI aBTeHTU]IKaIl] €: 3a0e3nedeH s MiABUIICHOTO PiBHs iH(popMauiiiHol Ge3meKy 3a paxyHOK 3aXHIICHOTO 30epiraHHs
KpunTorpagiyHuX KIIOYiB, NU(QPOBUX IINUCIB, cepTH(IKaTiB, KOH(QIASHIIHHNX MAaHMX B 3axXHWIIEHOMY BiJ 30BHIIIHIX arak
arapaTHOMY OTOYCHHI Ta HE IMOTPIOHOCTI 30epiraHHs 3aKpUTHUX KIIOYIB KII€HTIB Ha CTOPOHI Xxocta. PesyabTatamm poboTtH €
TIPOLEYPH Ta CXEMH 3aCTOCYBAHHS KPUITOMIKPOCXEM aCHMETPUYHOI aBTeHTH(iKamii 1y 3a0e3reueHHs 3aXUCTy BY3JiB iHTEpHET
pedeil. AHani3 QyHKIIOHYBaHHS IPEICTaBICHUX CXEM I03BOJIMB C(OPMyBAaTH HACTYIHI BHCHOBKH. 3alpONOHOBaHI CTPYKTYpPHO-
(YHKLUIOHANBHI CXeMHU Ul peaizalii Mpoueayp acHMeTpUYHOi aBTeHTH(ikalii BY3JiB IHTEpHET pededl 3 BHUKOPUCTAHHIM
KpunTorpadpiyHIX MiKpOCXeM HaJaloTh KOPUCTYBaueBi JIETKY MOXIUBICTh pealti3yBatu Kpunrorpadito 6e3 eKCHepTHHX 3HAaHb B Liit
ramysi. Y Iux MIKpocXeMax 3acTOCOBYETHCS amapaTHUil 0yok oOuncieHHs i mepeBipku nudposoro migmucy ECDSA 3 mepeBaramu
kpunrorpadil Ha eNiNTHYHUX KPHUBUX, K MEPeBipeHHi 1 HagifiHUN anropuTM aBTeHTH(IKallii, Ta OJOK reHepyBaHHS CEaHCOBHX
kimodiB cuMerpuaHoro mudpysanas ECDH. Hamani cxemu Ta mporenypu miATpUMYIOTh TPU CKIIamoBi iH(popMariiiHoi Oe3nexH, a
came: KOH(DIICHIIHICTD, IUTICHICTh Ta aBTCHTHYHICTh JaHUX. [IpHKIamy MOTCHIIWHUX 3aCTOCYBaHb HAJaHUX CXEM Ta MPOICIYDP
MOXYTb OYyTH peaji30BaHi 3a JONOMOIOI0 Oyab-IKOI MIKPOCXEMH acCHMETpPHYHOi aBTeHTH(ikamii, ame iX peKOMEeHIyeThCs
3aCTOCOBYBATH JUISl TeHEpallii CeaHCOBHX KIIOUIB IH(PYBaHHS i TaM, Jie JUIs NepeBipKy JaHHX 1 KOXy Ha LTICHICTH i aBTEHTUYHICTh
NOTPiOHI IUQPOBI MiAIHCH.

KurouoBi cjioBa: iHTEpHET pedi; aCHMETpUYHA aBTCHTU(IKALIIS; aNTOPUTMH MIH(PYBaHHS; KpUNTOrpadiuHi KItoYi; eIeKTPOHHL
ceprudikary; nuppoBi miaNuci; KpUnTorpadidHi MiKpOCXEMH.

AIIITAPATHASA HOJAEPKKA ITPOLHEAYP ACHMM]%TPH‘IHOFI
AYTEHTUOUKAIIMUU UHTEPHET BEILIEN

IIpeameT uccne0BaHUS: IPOLEAYPHI ACCUMETPUIHOM ayTeHTH(HKAIIMHY Y3JI0B HHTEPHET BEIIeH I 0OecrieueHust BRICOKOTO YPOBHS
6e30IacCHOCTH C HCHONb30BaHMEM Kpunrorpadudecknx wmukpocxem. Ilenblo cTaTbu SBISETCS HCCIENOBAaHHE CIIOCOOOB
MIOTEHIMAIIBHOTO TIPUMEHEHUsI KpUNTOrpaduuecknX MUKPOCXeM sl obecrieueHus] 6e30macHOi ayTeHTH(HKAIUMN y3JI0B HHTEPHET
BeIlleH C MCTIOJIb30BaHUEM IIPOLEYp aCHMMETPHIHON Kpunrorpaduu. B cratbe pemraroTces cieayronye 3a1adu: aHaiIn3 anmnapaTHbIX
CPEJICTB MOJICPIKKU TEXHOJIOTHH aCHMMETPHYHON KpHnTorpaduu BeO Beleil; onpenenaeHne 0e30MacHbIX MPOLEAYp aCCHMETPHIHON
ayTeHTH(UKAIMK y3JI0B MHTEPHET BElIeHl M MX COCTABIAIOIIMX 3JIEMEHTOB: CO3/IaHHE CepTU(HMKATOB, BepHU(UKALMSI OTKPBITBHIX U
3aKpHITHIX KII0Uei. MeTobl HCCIeJOBaHUS: METO]] CTPYKTYPHO-(DyHKIIHOHAIFHOTO aHAIN3a H MPOEKTUPOBAHHS CIOXKHBIX CHCTEM,
METOAbI MACHTU(PHUKANA U AyTCHTU(PHUKAIUK HHPOPMAMUOHHBIX OOBEKTOB, KPUNTOTpapHUECKHe METOMBI 3alIUTHl MH(pOpMAaIny,
METOJBI aHaIHM3a 0e30IaCHOCTH PACIpPEAENIeHHBIX HH(OPMAIMOHHBIX cucTeM. HOBH3HON NPOBEIEHHOTO HCCIEIOBAHUS SBISAETCS
aHaIM3 aNMapaTHBIX CPEACTB MOAJECPKKH TEXHOJIOTHH acHMMETPHYHOM Kpunrorpaduu WHTEpHET BeIled C HCIIOIb30BaHUEM
KpHUITOrpadMYeCKMX MUKPOCXEM ¥ ONPEACNCHHUS CTPYKTYPHO-(YHKIMOHANBHBIX CXEeM Ul pealn3aliy NpOoLeayp aCHMMETPHIHON
ayTeHTH(QUKAIMKM Y3JI0B HWHTepHET Bemled. OTIMYUTETBHBIMH XapaKTEPUCTHKAMH CXeM M IpOLEAyp aCHMMMETPHYHOU
ayTeHTH(UKALMHN SBISIOTCS: oOecriedeH e OBBIIIEHHOTO YPOBHs HH(OPMAIMOHHO 6€301MacHOCTH 3 CYET 3alUIIEHHOTO XPaHEeHHs
KpHUnTOrpadMYecKux KitoueH, In(poBbIX MOAMHICEH, cepTH(HKATOB, KOH(PHUICHIMATBHBIX JaHHBIX B 3alIMIIECHHOM OT BHELTHUX aTak
amnmapaTHOM OKPY)KeHHH M HE MOTPeOHOCTh XPaHEHHs 3aKPBITHIX KIIOUEH KIMEHTOB HAa CTOPOHE XOcTa. Pe3yabTaThl paboTHI:
TIPOLIEYPHI M CXEMBI IPUMEHEHHS KPUIITO MHKPOCXEM aCHMMETPHUIHON ayTeHTU(HUKAIINH ISl 0OeCTIeUeHNs 3aIUThl Y37I0B HHTEPHET
Bemed. AHamm3 (QYHKIHOHHPOBAHHS IIPEACTABICHHBIX CXEM IIO3BOIMWI CHOPMHUPOBATH CIEAyIONHE BbIBOALI. [IpemnokeHHbIE
CTPYKTYPHO-(DyHKITHOHAIBHEIE CXEMBI ISl pealn3aliy IPOLEAyp ACHMMETPHUYHOHN ayTeHTH(HKAIMM Y3JIO0B HHTEPHET-pedei ¢
HCTIOJIb30BAHMEM  KPHUNTOTPaUIECKHX MHKPOCXEM IPEAOCTAaBIAIOT — IOJB30BATENIO JIETKYI0 BO3MOXKHOCTH —pealn30BaTh
kpuntorpapuio 6e3 IKCHEPTHBIX 3HAaHWM B 3TOi obyacTH. B 3THX MHKpocXeMax NMPUMEHSETCS almapaTHBIA OJOK BBIYMCICHHS U
npoBepku nudposoii moxmucu ECDSA ¢ npenmyrnecTBaMu KpunTorpaduy Ha SJUIMOTUYECKHX KPHBBIX, KaK HPOBEPEHHBIH U
HaJEKHBIH aNTOPUTM ayTeHTH(UKAIUH, ¥ OJOK TeHEepHUPOBAHWS CEAHCOBBIX Kirodyel cummerpuyHoro mmdpposanus ECDH.
VYka3aHHBIE CXE€MBI W MPOLEAYPHl TOJAEPKMUBAIOT TPU COCTaBISIONMe WH(YOPMANMOHHOI 0e30macHOCTH, a WMEHHO:
KOH(HUICHIINAIFHOCTD, IEMOCTHOCTh M ayTeHTHYHOCTh JAHHBIX. [IprMeps! MOTeHINATbHBIX TPUMEHEHHH CXeM U MPOIEIyp MOTyT
OBITH peann30BaHBl C MOMOINBIO JTI000H MHKPOCXEMBI aCHMMETPHUYHOHM ayTeHTH(HKAIMH, HO UX PEKOMEHIYETCS NMPHMEHSTH Il
TeHepaliy CeaHCOBBIX KIfodel MHI(poBaHUS U TaM, I€ UL IPOBEPKH JAHHBIX M KOJA Ha LEJIOCTHOCTh M ayTeHTHIHOCTH HY)KHBI
M (pOBbIE TOIIHCH.

KiioueBble cJIOBa: HMHTEpHET BEIIM; AaCHMMETPUYHAs ayTCHTH(HKAIMS; alrOpUTMbl MIH(POBAHMSA; KpHUITOTpadHuIecKHe
KJTIOYH; QIEKTPOHHBIE CepTH(HHUKATHI; HU(PPOBBIE MOAKCH; KPUOTOrPaQHUIECKHE MUKPOCXEMBI.
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