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PRINCIPLES AND STRUCTURE OF THE METHODOLOGY OF RISK-ADAPTIVE
MANAGEMENT OF PARAMETERS OF INFORMATION AND
TELECOMMUNICATION NETWORKS OF CRITICAL APPLICATION SYSTEMS

The subject matter of the article is the processes of structural synthesis and parametric analysis of information and
telecommunication networks (ITN). The aim is to develop the methodological apparatus which will enable obtaining ITN structural
and technical parameters in order to ensure the operation of safety-critical systems (SCS), adaptive to external conditions and resistant
to risks. The tasks to be solved are: to formulate principles and definition of the structure of the risk-adaptive management
methodology of ITN SCS parameters; to determine the composition of the methodical apparatus and the applied means of the
suggested methodology. General scientific methods used are: system analysis, structural and parametric synthesis, methods of
decomposition and aggregation, methods of risk-adaptive management. The following results are obtained. The diagram of the main
stages of ITN analysis is presented. In this case, the elements of the distributed architecture of ITN SCS are defined. The requirements
for calculating the characteristics of the information and technical structures of the network are listed. The ways of fixing SCS
applications at the functional nodes of the network are considered. The steps that are performed at the stage of solving the task of
network setting are defined. The stage of matching task settings and operational management is a part of adaptive control. The above
steps of analysis, synthesis and management of ITN are the basis of the structure of the risk-adaptive ITN SCS management
methodology, which includes the following elements: principles, models, methods, and applied means. The methodology is based on
the principles of decomposition, matching of goals and coordination of management, stream analysis and modeling of processes,
adaptive and risk-based management. The composition and peculiarities of models (mathematical and systemic) and methods which
are the basis of the methodical apparatus are determined. The applied part of the methodology is implemented by the information
technology of adaptive management of distribution of network traffic. On ITN basis, the problem of interaction of technical and
software means in the management of traffic distribution and organization of collecting, processing and transmitting information in
the management system is solved. Adaptive management is provided by solving the tasks of setting the mode. Risk orientation is
represented by two contours of feedback, which involves assessment and risk management at the stages of structural and parametric
synthesis and distribution of network traffic. Conclusions. The implementation of the suggested methodology for ITN synthesis and
management will enable the operation of SCS that is adaptive to external conditions and risk-resistant, which contributes to the
improvement of the system safety.

Keywords: information-telecommunication network,
methodology.

risks, adaptive management, information structure, parameters,

Introduction

Problem setting

The development of high technology results in the
enhancement of high-risk facilities that belong to safety-
critical systems (SCS), for example, thermal, nuclear and
hydroelectric power plants in the energy sector, high-
speed ground and air transport as well as defense and
space systems.

Safety-critical systems are characterized by high
intensity of information streams; the requirements for
efficiency management, and timely making decisions and
bringing them to actors are rather high. SCS operation is
impossible without the use of high-speed multiservice
information and telecommunication networks (ITN).
However, SCS have very high demands on both network
performance and the reliability of service.

The above factors are connected with the task of
SCS functional safety. To solve this problem systematic
analysis and risk assessment of information and
telecommunication networks (ITN) should be conducted
for further assessment of the damage and making
decisions on risk parry.

Fulfilling  these  requirements is  closely
linked with the necessity of generalization of the
accumulated global experience in the sphere of
information communication and depends on the use of
advanced information technologies related to data
processing.

Despite the rapid development of technology of
physical and channel level, ITN potential can be fully
implemented only with the help of effective management
of available network resources amid increasing efficiency
requirements for information exchange. These factors
determine the necessity of new approaches to determining
physical and functional network architecture.

A lot of publications [1-5] are devoted to the
problems of ITN analysis and synthesis. However,
considering the network structure just as a set of nodes
and connections among them do not enable examining
data streams.

Classical mathematical models based on the results
of using graph theory and queuing theory [2, 3], do not
consider the dependence of network structure
characteristics on the parameters of applied problems
solved in the network environment, which leads to the loss
of accuracy of simulation results.

One of the promising areas of ITN development is
the service-oriented approach that enables examining the
exchange of information among network nodes that are
involved in solving various problems and provide various
information services. However, formalizing data streams
is insufficient in the context of this approach and is
limited by specific simulation tasks and aspects of ITN
operation [4, 5].
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The information safety of telecommunication
systems is affected by various threats from viral infection
to the legal conflicts. Hence, there are risks that can create
a negative impact on the characteristics of ITN operation.

Today the problem of ITN protection is governed by
the standards of Information Technical Laboratory (ITL)
at the National Institute of Standards and Technology
(NIST). Some literature sources deal with the problems of
vulnerability analysis and ITN risk assessment,
information safety and protection [6]. The classification of
network attacks, threats to information safety is carried
out and the ways of their detection are determined [7]. The
problems of making decisions on the management of
networks information safety are considered [8, 9].
However, most scientific researches in the field of the
assessment of information risk (IR) have not carried out
the systematic consideration of IR causes, factors and
interactions with the other types of ITN risks; the
classification of the causes and risk factors at the stage of
ITN synthesis and analysis as well as while planning
network traffic has not been performed.

The above aspects and challenges, existing
mathematical means of analysis and synthesis in ITN SCS
require developing appropriate methodological apparatus,
the use of which will enable receiving ITN structural and

technical parameters for the operation of SCS adaptive to
external conditions and resistant to risks. Thus, the
purpose of this paper is to formulate principles and
determine the methodology of risk-adaptive management
of ITN SCS parameters.

Principles and the structure of the methodology of ITN
risk - adapted management

Information and technical support of SCS contains a
number of hardware, software and other means that are
combined structurally and functionally to provide one or
more types of information processes. Modern SCS are
characterized by hierarchical, functional and resource
distribution  (servicing, software and hardware,
telecommunications), by a great number of interacting
components, blocks, subsystems, complex management
system. Thus, SCS are complex technical systems that
operate amid random factors, in the context of active
interaction with the environment, negative impacts and
under high cost of consequences of probable failures or
errors in the system operation [10].

Let us consider the diagram of ITN SCS analysis

(fig. 1) [11].
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Fig. 1. Diagram of analyzing SCS information and telecommunications network

The first step is to analyze the object, i.e. SCS,
where it is necessary to determine:

- the composition and parameters of applied tasks in
order to ensure system operation,

- a number of ITN users,

- a set of applications installed in the network and
hardware requirements in order to implement applications.

The next stage is to develop ITN structure. Let us
consider the basic structural elements of the network.

The elements of the distributed architecture of ITN
SCS are:

- data center, which is responsible for storing and
processing all the data of the information system and
implements a part of software applied logic at the central
level,

- backup data center that provides fault tolerance by
storing data of the entire system,

- custom (client) software for implementing a part of
applied logic, data visualization and users’ interaction
with the system;

- database server and application servers at the nodes
that are responsible for storing, processing all the data at a




ISSN 2522-9818 (print)

Innovative technologies and scientific solutions for industries. 2017. No. 1 (1)

particular node and implement a part of software applied
logic at the node level, and additionally provide data
sharing with other levels.

The necessary elements of ITN centralized
architecture are: a telecommunication network, a system
of information protection, servers for data exchange.

Both information and technical characteristics
should be determined for these elements; to do that it is
necessary:

- to analyze the information network structure;

- to determine indicators and quality criteria for
solving applied problems;

- to determine the composition of the network
parameters that will be used for network management and
development of network state space.

ITN structure is the main factor affecting the quality
of data exchange among software applications and,
consequently, the quality of solving applied tasks.
Therefore, the analysis of the structure is a prerequisite in
selecting variants of information and telecommunications
network development and ITN management.

The main purpose of the structure analysis is to
determine the parameters of data streams that pass through
the communication network and enter ITN nodes. These
data make it possible to assess the load of communication
channels and network equipment. Besides, for the network
analysis information about the net structure should be
supplemented with the information about software
applications, their interaction and assignment to the nodes.

In distributed SCS applications can be assigned to
functional nodes in different ways:

- one application is broken down into components
that are run at several nodes (vertical distribution), while
data processing is distributed hierarchically;

- one application is duplicated at several nodes
(horizontal distribution);

- different applications are distributed among several
nodes.

The results of analysis of ITN parameters are
quantitative values of such characteristics, loading at the
communication channels and structuring equipment,
intensity of data streams and data requests that enter the
network nodes. In this case the mentioned characteristics
should be calculated taking into account the specific
characteristics of the network structure.

When the above procedures are completed the task
of traffic distribution management can be solved. At the
stage of solving the problem of network settings, the
following steps should be made:

- defining specific indicators of quality of network
settings;

- developing and calculating parameters of data
streams of hierarchical information structure of the
network;

- determining  the
equipment;

- developing technical structure of the network.

When this stage is over there appears a variant of
network structure. The level of ITN operation risk which
is necessary for assessment of parameters of SCS safety
should be assessed for the obtained structure taking into
account the calculated parameters. If the risk level is too

composition  of  network

high due to internal factors, the methods of ITN
reengineering are used. Otherwise, the next stage is to be
completed, that is solving the tasks of operational
management of ITN SCS subsystems.

The stage of correcting setting tasks and operational
management is a part of adaptive management, it takes
place when basic network settings are changed and can
hinder reconfiguring the network and developing new
approaches to solving problems of operational
management. It includes the correction of:

- the composition of network parameters,

- the composition of basic parameters and the
parameters of management,

- quality requirements for solving applied problems.

These steps are necessary as a way to parry external
risks that affect the network operability and respectively
the system safety.

The above steps of analysis, synthesis and ITN
management are the basis of the structure of the
methodology of risk-adaptive management of ITN SCS.

The general structure of the methodology includes
the following elements (Fig. 2):

- principles;

- models;

- methods;

- applied means.

The basis for formulating general principles of the
methodology are the features of the object (SCS) and the
methods of ITN analysis and management. The
methodology is based on the following principles:

- decomposition,

- matching tasks and coordination of management,

- stream analysis and process modeling,

- adaptive management,

- risk-based management.

The principle of decomposition is caused by the
distributed structure of SCS and the tasks of traffic
distribution, which leads to splitting the system into a
number of subnets.

The principle of matching tasks and management
coordination is carried out when the distribution of traffic
for each subnet is made taking into account the state of
other subnets. Besides, it is necessary to match the goals
of subnet management, when local goals of traffic
distribution management objectives in separate subnets
should ensure achieving global goals of network
management.

The principles of stream analysis and simulation are
fulfilled while solving the tasks of measuring, modeling,
traffic parameters description in order to obtain necessary
network performance.

The principle of adaptive management ensures the
efficient use of network resources.

To increase the safety of information resources the
approach to the development of adaptive safety systems is
used, which focuses on the active opposition to safety
threats [14, 15]. Implementing this approach requires risk
analysis, developing safety policies, using traditional
protection means, and implementing counter measures to
meet threats, ongoing safety auditing and monitoring the
state of the system that should enable quick respond to
ITN risks. Therefore, the principle of risk-based
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management is used; this principle reflects the problem of
analysis and risk assessment in order to make decisions on
their parrying (both at the level of structural synthesis and

are used to parry risks in adaptive systems of management
are active agents: intrusion detection sensors, abnormal
behavior recognition algorithms, adaptive algorithms of

at the level of operational management), thereby recovery.
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Fig. 2. The methodology of ITN risk-based management

The mathematical apparatus for analyzing ITN
structure is the complex of models that includes:

1) mathematical model of information network
structure,

2) mathematical model of technical structure of the
network in order to determine the parameters of hardware
and software components of ITN,

3) mathematical model of information interrelations
among network elements which takes into account the
intensity of requests to system applications; the model

describes the relationship between the informational and
technical structures of the network;

4) model of the main factors and the criterion of the
efficient use of network resources for using in the methods
of ITN adaptive management;

5) system model of ITN risks.

The methodological apparatus of the suggested
technique comprises the following methods:

1) the method of unification of software and
hardware-based applications which is based on the use of
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repetition-free algorithmic structures and is used while
technical analysis of the network structure;

2) the method of assessing stream deflection for the
alternative procedure of route selection in order to
determine optimal streams and the most efficient routes in
ITN,

3) the method of distributing the resources of multi-
server node of data processing which is based on the
model of the network structure and information as for
bandwidth distribution among the used channels;

4) the method of adaptive management of traffic
distribution, which helps solve the problems of
configuration and operational management, management
of distributing the communication channel bandwidth,
distributing the resources of multi-server node of data
processing;

5) the method of assessing ITN risks and their
impact on SCS safety performance.

Applied means of the methodology are implemented
by the information technology of adaptive management of
traffic distribution. On ITN basis the problem of hardware
and software interaction while using different methods
and algorithms of traffic management and development of
the diagram of organizing, collecting, processing and
transmitting in the management system is solved. Besides,
the assessment of ITN parameters that were obtained with
the help of the methods that take into account the features
of data streams is carried out. In the information
technology algorithmic means of the control of ITN
technical state are implemented.

To parry the risks and to ensure SCS safety the
following mechanisms should be available [12, 14]:
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IMPUHIMUIIN I CTPYKTYPA METOI{OJIOl:Ii PU3UK-AJAIITUBHOI'O
YHPABJIIHHA TAPAMETPAMU IHOOPMAHIMHO-TEJIEKOMYHIKAIIMHUX
MEPEK CUCTEM KPUTHYHOI'O 3ACTOCYBAHHA

IIpeqMeToM JOCHIDKEHHST B CTAaTTi € TMPOLECH CTPYKTYpHOTO CHHTE3y Ta IapaMeTPUYHOTo aHamizy iH(popMamiiiHo-
TenekoMmyHikanitaux Mepex (ITM). Mera — po3poOka METOIOJNOTIYHOTO amapary, 3aCTOCYBaHHS SKOTO JO3BOJNUTH OTPHMYBATH
CTPYKTYpHI Ta TexHiuHi mapamerpu [TM s 3a0esneueHHs (YHKIIOHYBaHHS cHCTeM KputuaHoro mpusHaueHHs (CKII),
aJanTHBHOTO IO 30BHIIIHIX YMOB Ta CTIHKOTO 10 PH3WKIB. 3aBaaHHsi: (OPMYITIOBaHHS MPHUHIMUIIB Ta BU3HAYCHHS CTPYKTYPH
METOOJIOTI pU3HK-aganTUuBHOro yupasmiaas napamerpamu ITM CKII; BusHaueHHs CKIIagy METOJUYHOrO amapaTry Ta MPUKIaIHHX
3ac00iB MPOTIOHOBAHOT METO/0JIOTiI. BUKOPHCTOBYIOThCS 3arabHOHAYKOBI MeTOM: CHCTEMHHMI aHaMi3, CTPYKTypHO-TTapaMeTPpUIHIN
CHHTE3, METOJU ICKOMIIO3HINi Ta arperamii, METOAN PH3HUK-adalNTOBAHOTO ympamimiHHA. OTpuMaHo Taki pe3yJbTaTu. HaBeneHo
CXeMy OCHOBHHMX eTamiB mpoBeaeHHs aHanmizy ITM. Ilpu mpoMmy Bu3HaueHO eneMeHTH posnoxinenoi apxitextypu ITM CKII.
[epeniyeHo BUMOTHM JUId PO3pPaxyHKY XapaKTepHCTHK iH(MOpPMAIiHHOT i TEXHIUHI CTPYKTYp Mepexi. Po3rmisiHyro crocoOn
3akpitutenHst nozaatkis CKII 3a ¢yHKIiOHAIBPHUMH By3/1aMH Mepexi. Bu3HaueHO KpOKH, sIKi BHKOHYIOTHCS Ha €Talll BUPIIICHHS
3aBJIaHHs HAacTpoiku Mepexi. ETan kopekuii 3aBjaHb HACTPOWKY 1 ONEPATHBHOTO YHPABIIHHS € YaCTHHOIO aJIaITHBHOT'O YIPABIIiHHSI.
BkasaHi BuIe KpoKd aHami3y, CHHTe3y Ta ympaBliHHsA [TM € 0CHOBOIO CTPYKTYpH METOMOJIOTI] PU3HK-adalTOBAHOTO YIPABIiHHS
ITM CKII, sixa BKJIrOYa€ Taki eIEeMEHTH: MPUHIMITN, MOJIEI, METOIH, PUKIAIHI 3acodbu . Metomooris 6a3yeThess Ha MPUHIHAIIAX
JIEKOMIIO3HIIi1, Y3TO/DKCHHS IIiJIed Ta KOOpAMHAIII yIpaBIiHHSA, OTOKOBOTO aHANi3y 1 MOJENIOBAHHS IPOIECiB, aJalTHBHOTO Ta
PHU3UK-OPIEHTOBAHOTO YIPaBIiHHA. BU3HAa4eHO cKiam Ta 0coONMMBOCTI Mozenel (MaTeMaTHYHHX Ta CHCTEMHHX) 1 METOMIB, SIKi €
OCHOBOIO METOAWYHOTO amapary. lIpukiagHa 9acTHHAa METOAOJIOTI  pearni3oBaHa iH(GOPMAIIWHOIO TEXHOJOTIEI aTaNTHBHOTO
YIpaBIiHHSA po3nojinoM Tpadiky Mepexi. Ha 11 ocHOBI BHpILIyeThCs MUTAaHHS B3Aa€MOJil TEXHIYHUX i MPOrpaMHMX 3acO0IB NpH
yIpaBiHHI po3nofinoM Tpadiky Ta opranizamii 300py, oOpoOku Ta mepenadi iHopmarii B cuCTeMi ympaBiiHHS. AJanTHBHICTH
yIpaBiiHHs 3a0e3MedyeThesl BHUPILICHHSM 3aBJaHb HACTPOWKH Mepexi. PU3MK-opieHTOBaHICTH BiToOpakeHO JBOMa KOHTYpamu
3BOPOTHOTO 3B’5I3KY, B SIKHMX Iepea0avyacThCs OI[IHKA Ta YNPABIIHHSI PH3MKaMHU Ha eTarax CTPYKTYPHO-IIapaMeTPUYHOrO CHHTE3y Ta
posnoniny Tpadika mepexi. BucHoBku. Peanizaiis 3ampornoHOBaHOI METOAOIIOTIT Ui CHHTEe3y Ta ympasiiHHA [TM mo3BonuTh
3abe3neuntu ¢yHkuionyBanHs CKII, aganTuBHE 10 30BHINIHIX YMOB Ta CTIHKOTO JO PHU3HKIB, IO CIPHSIE IMiABHIICHHIO OE3MEKH
CHCTEMH.

Knarwuosi cioBa: iHpopMaIiifHO-TeIeKOMYHIKaIliifHa Mepeka, PU3MKH, aJaNTHBHE YIpaBIiHHS, iHQOpMamiliHa CTPYKTypa,
napameTpH, METOO0JIOTs.

IMPUHIOMUIIBI 1 CTPYKTYPA METOJOJIOI'NU PUCK-AJAIITUBHOT'O
YIIPABJIEHUS ITAPAMETPAMU UTH®OPMAILIMOHHO-
TEJJEKOMMYHUKAIIMOHHBIX CETE CUCTEM KPUTHYECKOI'O
IHPUMEHEHUA

IIpeqvMeToM HCCIEOBAHUS B CTaThe SBIIOTCSA MPOIECCH CTPYKTYPHOTO CHHTE3a M IAapaMeTPHUYECKON aHaM3a WH()OPMAIHOHHO-
TelneKOMMYHUKaMOoHHbIX ceteid (MTM). Lleab — pa3paboTka METOAOJOTHMYECKOTO ammapara, MPUMEHEHHE KOTOPOro IO3BOJIUT
TOJTy4YaTh CTPYKTYpHBIE U TexHu4Ieckue napamerpsl UTM s obecniedennst hyHKIIMOHUPOBAHUS CHCTEM KPUTHUSCKOTO Ha3HAUCHUS
(CKH), amanTuBHOTO K BHEIIHHM YCIOBHSAM M YCTOWYMBOTO K pHCKaM. 3agava: (OpMyIHpOBAaHME NPHUHIUIIOB M OIPEIEIICHUS
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CTPYKTYPBI METOJIOJIOTHU PUCK-aJaNTHBHOTO yrpasieHus mapamerpamu UTM CKH; onpenenenne cocraBa METOJHYHOTO ariapara i
MPUKJIAJHBIX CPEACTB IpeaiaraeMoil meromosoruu. Mcmonb3yrorcs oOIeHaydHbIE MeTOAbI: CHCTEMHBIN aHaiM3, CTPYKTYpHO-
napaMeTpU4YecKuil CUHTE3, METOAbI ICKOMIIO3UIUK U arperalyy, METOAbl PUCK-aJalTUBHOIO ynpasieHus. [lomxydens! cienyromiue
pe3yabTaThl. [IpuBeeHa cxeMa OCHOBHBIX ATanoB NpoBeAeHUs a”Hanuza MTM. IIpu 3ToM onpeneneHsl 2JIeMEHTbl pacupeeIeHHO i
apxutekTypsl UTM CKH. Ilepeuncnensl TpeOoBaHus Ul pacueTa XapakKTepUCTUK HH(POPMAIIMOHHON M TEXHUYECKHE CTPYKTYP CETH.
PaccmoTpensl criocoOsl 3akperuienust npuiaokennit CKH 3a ¢GyHkunoHanmpHbIME y3mamu ceTd. OTpeneneHbl Iard, KOTOpbie
BBIMOJTHSIOTCS HA 3TAIe PEIICHUS 3aJa4ll HACTPOUKHU CEeTH. DTar KOPPEKLUUH 3a7a4 HACTPOHKH U ONEPATUBHOTO YIPABICHUS SBIACTCS
YyacThlO a/IalITUBHOIO YIpaBieHUs. BpllieykasaHHble aru aHaiausa, cuHTe3a u ynpasieHus MTM sBisioTcs OCHOBON CTPYKTYpPBI
METOJIOJIOTHH puUcK-agantiuBHOro yrpaeieHuss UTM CKH, koTopas BKIIFOYAaET TaKWE AJICMEHTBI: TPHHIUIBI, MOJICTH, METOIbI,
MIPUKJIaHEBIE cpefcTBa. MeTomoorus 6a3upyercs Ha IPHHIMIAX JEKOMIIO3UIINH, COTIIAaCOBAHUS IeJield 1 KOOPANHAIIMY YIIPABIICHHS,
[IOTOKOBOI'O aHaJIM3a M MOJEIUPOBAHUS MPOLECCOB, aJallTUBHOIO M PUCK-OPHEHTHPOBAHHOIO ympasieHus. ONpenencH coCTaB U
0COOCHHOCTH Mojienell (MaTeMaTHYeCKnX M CHCTEMHBIX) M METOJIOB, KOTOpHIE SIBISIIOTCS OCHOBOW METOJMYECKOIo arapaTta.
[puknagHas 9acTh METOIOJOTHH peaTi30BaHa HHPOPMAIIHOHHOW TEXHOJIOTHEH aIJallTUBHOTO YIIPABJICHHS pacrpeielicHHeM Tpaduka
cetu. Ha e€ ocHOBe pemraeTcss BOMPOC B3aUMOJACHCTBUS TEXHUUECKHX M MPOTPAMMHBIX CPEICTB IPU YIPABICHUH pacHpeaciIeHueM
Tpaduka M opraHuzanuu cbObopa, oOpabOTKHM | mepenayu HHOOPMAIMKM B CHCTEME YIpPABICHHS. AANTHBHOCTH YIPABJICHUS
obecreunBaeTcsl pelICHUEM 3a/ad HACTPOHKH CEeTH. PHCK-OpHEHTHPOBAHHOCTH OTpakeHa ABYMsS KOHTypamu OOpaTHOH CBs3H, B
KOTODPBIX MpelrojiaraeTcs OIEeHKa M yNpaBiICHHE PHCKaMH Ha 3Talax CTPYKTYpHO-NApaMETPUYECKOTO CHHTE3a M paclpeleieHUst
Tpaduka cetH. BpiBoabl. Peammsamus mpeuioKeHHOM METONONIOTHMH Ul CHHTe3a W ympaienne MTM mo3Bosmr obecrednTsb
¢ynxumonupoBanne CKH, aganTuBHON K BHENIHUM YCIOBHSM M YCTOMYMBOW K pHCKaM, 4YTO CHOCOOCTBYET IIOBBINICHHIO
0€30I1aCHOCTH CHCTEMBL.

KnioueBbie ciioBa: HMH()OPMALMOHHO-TEIEKOMMYHUKAMOHHAsT CETh, PHCKH, aJalTHBHOE YIpaBieHHe, HH(OpPMAIMOHHAS
CTPYKTYypa, HapaMeTpbl, METOJOTIOTUSI.
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