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BUILDING THE AIR DEFENSE COVERT INFORMATION AND MEASURING
SYSTEM BASED ON ORTHOGONAL CHAOTIC SIGNALS

The subject matter of the paper is a covert information and measuring system based on orthogonal chaatic signals. The
goal of the work is to synthesize a covert information measuring system built on the basis of orthogonal chaotic signals.
The tasks to be solved included assessing the potential for organizing multi-channel capacity using chaotic carriers;
studying the ways of application of chaotic signals in the wireless systems of data transmission; synthesizing the general
structure of MIMO radar system based on the orthogonality of chaotic signals. General scientific and special research
methods were used while conducting the research, in particular, the system analysis and mathematic modelling. The
following results were obtained. The concept of building a net-centric multi-radar information measuring system
(MIMS) on the basis of the specific properties of chaotic signals (processes) is proposed in the paper. It is shown that the
use of orthogonal chaotic signals for detecting air targets and transmitting information about them increases noise
immunity, resolution characteristics and transmission capacity; enables providing electromagnetic compatibility and
separating information-detecting and transmitting channels. MIMS block diagram is synthesized. Conclusions. Specific
properties of chaotic signals make it possible to apply them to build data transmissions systems according to the MIMO
principle and multichannel radars. Based on chaotic signals, a multiradar information measuring system can be built.
The above techniques can be implemented to build a network of unattended radars as well as in multichannel
communication systems. They can be applied to control air traffic and can be used in the air defence net-centered

systems to create common covert information and telecommunication space.
Keywords: chaotic signals; signal-code sequence; MIMO-technology; information-measuring system.

Introduction

The transition from a top-down vertical control
system to global net-centric control systems on the basis
of information measuring systems enable comprising the
networks of control, reconnaissance and
telecommunication, the combat networks of high-
precision weapons, that operate on a real time, which
allows the troops to act much faster and more efficiently
[1].

Such nets can be built using new types of complex
signals [2, 3], on the basis of new technologies of signal
and data digital processing [4] as well as on
unconventional ways of coordinate-time support and
synchronization while interchanging among these nets at
the signal and information levels.

Signals applied in such nets should ensure high noise
immunity and resolution characteristics, sufficient
transmission capacity, the capability of organizing
multiple data transmitting channels and electromagnetic
compatibility. The shape of these signals determines the
operational security of the information measuring system.

The analysis of recent studies and publications

dynamic systems since chaotic signals, as information
carriers, have a number of unique properties that
distinguish them from traditional information carriers, and
offer wvarious approaches to the transmission of
information on a chaotic carrier. The possibility of
organizing covert (confidential) communications is of
particular interest in systems with a chaotic carrier.
However, the use of chaotic signals to build a covert
information-measuring system for air defense purposes
has a number of specific features.

Thorough attention to the specified issues has
determined the goal of this paper that is to synthesize a
covert information measuring system built on the basis of
orthogonal chaotic signals.

The discussion of the results of the study

The discovery on the possibility of synchronizing
two sources of chaotic oscillations made by L.Pecora and
T. Carrol resulted in the use of chaotic signals for
telecommunication  systems.  The  possibility  of
synchronizing irregular oscillations became the basis for
the assumption that chaotic oscillations can be used as
carriers of information messages (chaotic carriers). The
properties of chaotic carriers are rather well described in
the literature [5-19], etc., where the authors show that
chaotic oscillations can be found in various nonlinear

Assessing the multi-channel
chaotic signals

The quantitative assessment of the multi-channel
potentiality using chaotic signals will be carried out by
mathematical modelling of the correlation reception of a
chaotic signal that is in the group signal which includes
N chaotic implementations:

potentiality using

5= %0, &

where S is a mixture of chaotic oscillations being
observed; x; is the implementation of a chaotic signal that
corresponds to the i -th channel of data transmission from
N probable ones.

To generate chaotic processes, Chebyshev mapping
of the 1% type of 3" order is used:
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Xn+1 = 4(Xn )3 - 3Xn " (2)

Initial conditions x, y in mapping (2) were given
within the interval x, € (0;1) . The initial conditions were
selected sequentially by the following expressions:

X =0.1-i i=1.9; (3)
X, =0.01-i i=1...99; 4)
x =0.001-i i=1..999 (5)

For the quantitative comparison of the correlation
functions obtained under different initial conditions, the
concept of the coefficient is introduced

K, = M{CFf ©)

CF_,
where CF_, is the readout of the correlation function of

chaotic processes that are compared when one
implementation is shifted relative to the other one at

r=0; max{CF_,} is the maximum value of the readout
of the correlation function at z = 0 (fig. 1).

+ ACF
. 4dCF_,

=0 =0
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A

Fig. 1. Autocorrelation function of chaotic oscillations for
Chebyshev mapping of the 1% type of 3" order

The correlation function given in fig. 1 can be
presented as follows (fig. 2).

CF
CF.,
...‘é—'_'_._'_.—J i
max {CF_;}
min {CF_}

Fig. 2. The correlation function of two chaotic oscillations after
conversion

It looks like this after all readouts CF., have been

ranked in the descending order from max{CF_,} to
min{CF_,}. The coefficient K. will lie within the
interval K. e(-o0;0) is  max{CF_,}#0. The

correlation function is considered as satisfactory if
K. <05, that is if the value max{CF_,} is not greater

720
than half of the value CF__;.

Then, a group chaotic signal consisting of a mixture
of chaotic implementations was modelled according to the
expression (1) where there was no additive noise. A
number of chaotic implementations N in the mixture
changed from 1 to 179.

7
A

A
\
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Fig. 3. A fragment of the matrix of correlation reception
coefficients

The elements of the matrix are the values of
correlation reception coefficients K., , where i is the

reference value of the chaotic implementation, j is a

number of chaotic implementations in a group signal
(j=1.N).

The results of the correlation reception of the
separate chaotic process n in a group signal that consists
of N chaotic implementations ( N channels) with a fixed
number of discrete readouts of a signal are represented as
a matrix of correlation reception coefficients K.. (fig. 3).

Since the order of the chaotic implementations in a group
signal does not matter, the matrix has a triangular shape.
To make the visual analysis of the coefficient matrix
Keeqj €asier in general, especially when the dimension

of the matrix is large, it should be presented graphically,
where the elements of the matrix whose values are greater
than 0.5 are presented in black, if the values are less than
0.5 —in while, zero elements (which are not analyzed) are
presented in grey.

When a number of implementations in a group signal
(N =15) but a number of readouts remain the same
(1024), there appear black colour in the matrix (fig. 5),
that means that satisfactory correlation reception, in this
case, becomes impossible.

Fig. 4 shows the results of correlation reception of
separate chaotic oscillations in the group signal with 14
chaotic implementations with 1024 discrete readouts
(N =14).
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Fig. 4. The graphical matrix of the quality of the correlation
reception of separate chaotic oscillations in the group signal with
14 chaotic implementations with 1024 discrete readouts
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Fig. 5. The graphical matrix of the quality of the correlation
reception of individual chaotic implementations from the group
signal (N =15) for 1024 discrete readouts

-

When a number of implementations j in a group

signal continues to increase, the quality of the matrix
becomes worse. Fig. 5 shows such a matrix when N = 21
and N = 26.

S N

Fig. 6. The graphical matrix of the quality of the correlation
reception of separate chaotic implementations from the group
signal at N =21, N =26 for 1024 discrete readouts

For further increasing a number of implementations
N >14 in a group signal and a number of channels
respectively, a number of discrete readouts of chaotic
implementations  should be increased  (greater
than 1024).

It should be noted that the increase of a number of
readouts of chaotic implementations is limited by the
capabilities of digital analogue transducers. Therefore,
additional methods for increasing a number of data
transmission channels should be found. For this purpose,
the orthogonal properties of chaotic realizations in vector
space are considered in details. Two vectors in
multidimensional space are known to be orthogonal if
scalar product is zero [20].

X eX ,=0 @)

Let the orthogonality of the obtained group of
chaotic realizations be checked. To do this, the scalar
products among all probable combinations of pairs of
vectors (chaotic realizations) are calculated. The obtained
results are presented graphically in fig. 7, where the scalar
product X; X, =0 is presented in black, X; X,  =0-

in white, cipum — results that are not analyzed are
presented in grey.

Fig. 7. The graphical matrix of scalar products between pairs of
vectors of chaotic implementations

The analysis of fig. 7 shows that chaotic signals are
not orthogonal, that is, the value of angles between the
pairs of vectors (chaotic implementations) is not 900.

The values of angles among all probable pairs of
vectors (chaotic implementations) for a group signal
(N =179) was calculated by the expression:

¢ = arccos

a-b
— (8)
41}
where b is vector X;, a isvector X,,,
Fig. 8 shows the angle dispersion graph o among all

pairs of vectors for various numbers of readouts of chaotic
implementations (K ).

-

oo

Fig. 8. The dispersion of angles between pairs of chaotic
realizations for different numbers of readouts K

The graph shows that when a number of discrete
readouts of chaotic implementations increases, the
dispersion decreases.

Fig. 9 shows the average values of angles between
the pairs of vectors for various numbers of discrete
readouts.
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Fig. 9. The value of the average value of the angles between
pairs of chaotic implementations for various numbers of readouts
K

It is seen that the angles between vectors are not 90°
although are close to this value. That means that chaotic
implementations are quaziorthogonal.

To increase a humber of chaotic implementations in
a group signal, they should be orthogonalized by one of
the known methods. Work [20] suggests using Gram-
Schmidt algorithm, which points that on the basis of a set
of linear independent vectors a, a, , a set of orthogonal

vectors b b, is built, where each vector b, can be
represented by the linear combinations of vectors a,_a; .
To perform this operation, the project operator is
introduced:

(a)
Prog,a= (b.b) b, ©)

~

where (a,b)is the scalar product of vectors a and b.
The procedure of orthogonalization is as follows:

a,=h; (10)

N-1
b, =a, — Prog, a,. (11)
=1

Fig. 10 shows the results of the use of the Gram-
Schmidt orthogonalization of a group of chaotic
implementations obtained by the expression (4) at
N =179.

Fig. 10. The graphical matrix of scalar products between pairs of
vectors of chaotic implementations after orthogonalization

After that, the correlation reception of the separate
chaotic process n from the mixture N of orthogonal
chaotic implementations was modelled. oproronanbHUX
XaoTHYHUX peamisauiit. The correlation reception of 14

chaotic implementations in a group signal, where there are
1024 readouts, was modelled at first. It was found that
satisfactory reception of 15 chaotic implementations
without increasing a number of readouts is impossible.
After that, the procedure of orthogonalization was
performed, which enabled increasing a number of
received chaotic implementations up to 21. Later, discrete
readouts increased up to 1024 every time when the
procedure of orthogonalization became inefficient. The
maximal number of discrete readouts when modelling was
limited by PC computing capabilities was 13312; this
enabled the correlation reception of 120 chaotic
implementations in a signal  without
orthogonalization.

group

N,

Fig. 11. The dependence of a number of chaotic implementations
in a group signal on a number of discrete readouts to S, (t) and

after S,(t) orthogonalization

Orthogonalization enabled ensuring the satisfactory
correlation reception of 153 chaotic implementations.

Fig. 11 shows the curves that represent the changes
of the maximal number of chaotic implementations in a
group signal to (S, (t)) and after (S, (t) ) orthogonalization

for the various number of signal discrete readouts. Graphs
show that orthogonalization enables increasing a number
of chaotic implementations in a group signal, in other
words — increasing a number of data transmission
channels.

Further studies should be carried out to increase the
bandwidth capacity of data transmission systems by
creating chaotic signal constellations.

The formation of chaotic signal-code constructions

In particular, their quasiorthogonal properties enable
organizing the code division of chaotic sequences in a
group signal. But the task of designing signal
constellations and signal — code constructions, using
chaotic signals, is not sufficiently investigated [21]. The
traditional approach to the transmission of chaotic signals
involves the formation of two chaotic sequences x (t) —
"0", x,(t)— "1" for the sequential transfer of bit streams.
The property of the quasiorthogonality of chaotic signals
enables making a transition from sequential transmission
to parallel transmission. This enables reducing the time of
the message transmission in m times.
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Fig. 12. Transition from sequential to parallel bit transmission

To do this, each bit is transmitted by a separate
sequence of the chaotic process, orthogonal to one from
the set m. Thanks to the parallel transmission, all bits are
received at the same time, therefore the order of their
follow-up cannot be distinguished. To eliminate this
disadvantage, it is proposed to generate separate chaotic
sequences specific to "0" and "1" in the corresponding
position in the message. The initial value X; of the

formation of the chaotic sequences (fig. 13) is a code that
uniquely indicates the direct value of the bit ("0" or "1")
and simultaneously indicates the "location" of each bit in
the sequence (its serial number).

The informational message, formed in this way, is a
superposition of chaotic sequences, duration T, (1).
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Fig. 13. The coding scheme of bit sequence using the initial
values of chaotic sequences

The rule for selecting the initial values for generating
chaotic sequences is given in table 1.

Table 1. The rule for selecting the initial values

Initial values Xij (code) to generate chaotic sequences in

Bit accordance with the order of binary symbols
1 2 3 4 5 e m
0" x X X X X X X

01 02 03 04 05 ot om

Tl x| X | X | X | X | X | X

where x; is the initial value, i is the value of a binary

symbol ("0" or "1"), j is a serial number in the sequence.
In the receiving side, to make a decision about the
value of the bit for each position of the received message

two hypotheses should be checked: HOj — the presence of

"0" and H,,

message. The presence of other m—1 bits in the message
leads to errors in making a decision in the general case of
non-orthogonality of chaotic sequences.

To separate each of the m signals on the receiving
side, m decision devices (fig. 14) are necessary.

— the presence of "1" on the position in the

decision device Ne 1

x, (2) '
s o i
| "1 0 HG] i
I = ) bi
1 1T
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! 1 Hl ! bit
L] o : ! o
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3 .
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e Rty | .
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1
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Fig. 14. The scheme of signal separation on the receiving side

The decision is made by calculating the Pearson
correlation coefficient between the sequence from the
receiver input S(t) (1) and each of the standard chaotic

sequences with the code X and X, for the m-s decision

device. The Pearson correlation criterion is a statistical
parametric method for determining the degree of
correlation between two variables.

The obtained correlation coefficients are compared
with each other. Depending on which value the coefficient
is greater, the hypothesis HOj is accepted — the presence

of "0" on the j -s position or Hlj — the presence of "1" on

the j-s position. As a result of the selected hypotheses,

the parallel sequence of bits of the received message in the
m outputs of the decision devices is obtained.

Mathematical modeling of the data transmission
system using the proposed method was carried out in the
work. As a carrier, chaotic sequences, obtained by the
modified Chebyshev mapping (2) is considered.

The chaotic mode for the modified Chebishev
mapping is observed at an alpha value:

-1.00<a <-0.78 (14)
0.78 < <1.00 (15)

and at the initial value
0.78<a <1.00 (16)

It should be noted that the general disadvantage of
chaotic signals obtained with any kind of mappings is
their low structural secrecy. The reason for this is




ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

Innovative technologies and scientific solutions for industries. 2019. No. 4 (10)

structured phase portraits or attractors that are images of
chaotic signals in the pseudophase space. Traditional
methods for determining energy and structural secrecy
usually do not use the specific properties of attractors.

The messages transmission in a parallel way enables
providing the structural secrecy of the chaotic signals that
are used for transmission. A group chaotic signal,
represented by a sum of 5 or more chaotic signals, has a
phase portrait similar to the white noise portrait.
Nonparametric methods (BDS-statistics) [19-22] do not
determine the ordering and regularities between the points
of the attractor of such signal.

The specific values of the control parameter and the
initial values for generating chaotic sequences are
conveniently graphically represented as the points of the
signal constellation (fig. 15), where the axis of the
abscissa denotes x, , the axis of the ordinate denotes « .

o
1
e ¢ % e e | e e s e e
|*__s__* & & | __'__'___‘___'__L__!
0.78
T0.3

4-0.5
____________ ers
[ * * * * * * * * . |
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Fig. 15. Chaotic signal constellation

The group chaotic signal m bits long corresponds to
a code combination of m points of a chaotic signal
constellation, in accordance with Table 1 of the initial
values.

Fig. 16 shows bit error ratio for the parallel
transmission of messages using a chaotic sequences
obtained by a modified Chebyshev mapping, at K = 50,
100, 150 discrete signal samples.

BER

SNR, 4B

Fig. 16. Bit error ratio for the parallel transmission of messages
using chaotic sequences obtained by a modified Chebyshev
mapping at K= 50, 100, 150 discrete signal samples

In order to increase bit error ratio, an
orthogonalization of chaotic sequences that were part of a
group signal was carried out. For these purposes, the

Gram-Schmidt orthogonalization procedure [23] was
carried out.

Fig. 17 shows bit error ratio for the parallel
transmission of messages for orthogonal chaotic
sequences based on the modified Chebyshev mapping at
K= 50, 100, 150 discrete samples.

BER

SNE.
dB

Fig. 17. Bit error ratio for the parallel transmission of messages
using orthogonal chaotic sequences obtained by a modified
Chebyshev mapping and the Gram-Schmidt orthogonalization
procedure at K= 50, 100, 150 discrete signal samples

The use of noiseless coding is one of the most
efficient ways to increase the reliability of receiving
messages and reduce the probability of errors to some
acceptable level. To do this, it is proposed to add control
bits to the parallel bit packet. Additional orthogonal
chaotic sequences are formed for their transmission in
accordance with table 1.

Applied the Gram-Schmidt orthogonalization
procedure can increase the reliability of receiving
messages and provide a gain of about 1.5-2 dB for
P, =10°, compared to the use of chaotic sequences

without the orthogonalization procedure. In order to
increase the structural secrecy of the formed group chaotic
signal, which consists of more than 5 chaotic sequences, it
is impractical to apply the methods of destroying the
phase portrait, since the phase portrait of such a signal
looks like a phase portrait of the white noise. The rejection
of these methods will simplify algorithms for processing
the group chaotic signal

Chaotic signals in wireless data transmission systems

At the moment, a large number of ways to use
chaotic signals for data transmission have been proposed.
However, chaotic signals (processes) used in such systems
have structured (ordered) attractors (phase portraits) that
distinguish them from noise.

In turn, the degree of the structuring of the attractor
of a chaotic process determines its covertness.

When a third-party observer applies modern methods
of nonlinear analysis [19], the probability of correct
classification of observation (white noise or chaotic
process) increases and the potential covertness of a
chaotic signal decreases to the level caused by the noise of
its observation. Therefore, to increase the covertness of a
chaotic process, its attractor should be complicated, i.e.
the degree of its structuring should be reduced.
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Among the various possibilities of complicating the
attractor of a chaotic process, the method of signal
complexity by frequency filtering the chaotic carrier
proposed in [24] can be distinguished. The analysis of the
work shows that the attractor of a filtered chaotic signal is
similar to the white noise attractor, which increases its
covertness.

It should also be noted that the use of chaotic signals
(processes) leads to the expansion of the spectrum of a
transmitted signal and, as a result, to a decrease in the
speed of information transfer when the bandwidth of the
communication signal is limited. However, this problem is
solved by applying the MIMO technology to a chaotic
carrier [25] due to the implementation of a set of chaotic
signals with various initial formation values.

Chaotic signals in radar systems

One of the promising ways of radar systems (RS)
development is RS MIMO that have a number of
advantages [26—28]. However, one of the problematic
issues in building RS MIMO is channel division.
Nowadays in RS MIMO, like in communication systems,
frequency code and phase-shift signals. It is known that
the diversity of code signals is limited, which, in the
nearest future, will not enable ensuring the channel
division of numerous radio electronic means (REM)
within the limited frequency range. The above studies

show that chaotic signals are high sensitive to initial
values while being formed; this feature enables forming a
set of orthogonal chaotic signals in measuring systems.
Due to this, when building an RS MIMO for channel
division, orthogonal chaotic signals can be used, which
also enables ensuring the electromagnetic compatibility
(EMC) of different REMs on neighboring positions.

Based on the above feature of the orthogonality of
chaotic signals, the general structure of such an RS MIMO
is synthesized below; its diagram is given in fig. 18.

A setup unit (signal processor) is designed to form a

set of chaotic radio pulses X (x!*") with various initial

values x". Signals formed by the set up unit are

amplified to the required power and fed to the pattern-
forming circuit (PFC) as sounding signal and to the multi-
channel information processing circuit (IPC) as expected
signals. PFS implements the necessary variant of the space
scanning. Signals in each bean are processed by multi-
channel correlation filtering IPC.

The algorithm of radar information processing is
synthesized in one channel, which corresponds to the
given direction either in azimuth or elevation. In general,

signals will be considered at the NMinput, that is,
elemental, flat, equally spaced phased array antenna
(PAA) (N is a number of elementary emitters horizontally,
M is a number of elementary emitters vertically (fig. 18).

H4< N1
. —fN-11
..
Setup unit X(X‘,;.I:Q..XS.M}..XS.}::M)] —1.1
—<12
M P P
F A
X(XS\LD) N I\ A :
J B . .
XM :
+4< NM-1
To the detect- Multi-channel 11 k1 MM ’_< -
ingand measur- 7 | correlation filtering IPC Y< }Y< | }Y( M) . < NM
8 (t. & P) o
unit
1M
Fig. 18. The block diagram of the radar MIMO with the use of orthogonal chaotic carriers
Let signal vy, . received by the elemental emitter general case kel..N, lel.M.
(nel..N is the number of the emitter in the line, e LM "
mel..M is the number of the emitter in the column) be Y=, R (12)

represented as discrete values of a continuous signal taken

through the sampling period At:%, where f . is
the maximum frequency in the signal spectrum. Complex
oscillation amplitudes y, . received by n,m elements of

PAA are subject to weighted summation in PFS, where at

the output complex oscillation amplitudes Y®" are
formed in Kk, st spatial channel (partial beam) in the

n=1 m=1

where R*"is the k,| elements of the weight matrix R .

The specific values of the weight matrix are determined on
the basis of a given width of the directional pattern of
partial rays and their orientation in space with an
acceptable level of side lobes. Thus, spatial signal
processing is carried out in PFC, which is built on the basis
of the known orthogonal Hadamard, Fourier
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transformations, and so on. There is a set of time readouts

Y at the output of every beam (12).

Later, the processing in each receiving channel is the
same, only the expected signal X (x’.t ,F,) differs.
That meant that a bidirectional PAA emits and receives an
orthogonal chaotic signal with its initial value x*"in the

given direction.
The indicators k, | that determine the number of a

spatial channel (Y®" —Y ) are omitted for the sake of
simplicity. Thus, further processing is not different from
the traditional correlation processing of a chaotic signal,
which is considered in [3] amid the reception under the
white noise.

(13).

1
Z(t}, FD) :E

J.Y'(t)X*(xo,t—t?,FD)dt

For the discrete values of complex oscillation
amplitudes Y at the PFS output, when a discrete values is
I, t=iAt, t, = jAt and when the integral is changed for
the sum in (2), the below expression is obtained:

zj(Fﬂ)% (14).

I - -
ZYix;—j(XO’ FD)
i=1

The formed values of the module of the weighted
sum (14) on the detection device (comparison with the
threshold) and measurement are presented in fig. 18.

Since the flat PAA enables proving parallel scanning
of the space only in the specified sector in azimuth,
several such PAA or a cylindrical one should be applied to
scan the space simultaneously in all azimuth directions.

The variant of scanning the space with the use of a
cylindrical PAA is given in fig. 19.

b)

Fig. 19. The directional pattern of the cylindrical phased array antenna a) in the azimuth plane; b) in the elevation plane

Fig. 19 a) shows the antenna directional pattern
(ADP) F(p) in the azimuth plane (f) and fig. 19 b)

shows the ADP F(¢) in the elevation plane (&), where a

chaotic signal with its xék"> is emitted in corresponding

directions. This approach enables implementing
simultaneous multichannel scanning of space.

Thus, the above analysis enables synthesizing a
multiradar  information-measuring  system  (MIMS)
(fig. 20).

MIMS consists of RS MIMO positions that generate
chaotic signals with various initial values x,, y,, z,, &,

S,- This enables developing the necessary number of

measuring and information channels. The RS MIMO
creates detection areas by multi-channel space scanning
(fig. 20). The radar information received from radar
positions is fed to the server through wireless channels of
communication using data transmitting equipment at a set

of chaotic carriers x{, y§, z¥, &, si. The radar

information is processed with the help of the server which
is a part of a more global information network. Users can
obtain information using both wireless and wire
communication channel.

Conclusions

Thus, the above properties of chaotic signals enable
applying them to build data transmissions systems on the
MIMO principle and multichannel radars. This enables
building a multiradar information measuring system based
on chaotic signals. The above techniques can be
implemented to build a network of unattended radars, can
be used in multichannel communication systems and to
control air traffic, can be used in the air defence net-
centered systems to create the common covert information
and telecommunication space.
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Fig. 20. Multiradar information measuring network (a variant of deployment)
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KOHIIENIA MOBYJI0OBU MIPUXOBAHOI IHOOPMAIIMHO-BUMIPIOBAJILHOI
CUCTEMMH IMMPOTHUIOBITPSIHOI OFOPOHU HA OCHOBI 3ACTOCYBAHHSA
OPTOI'OHAJIbHUX XAOTHYHUX CUT'HAJIIB

IIpeqvMeToM moCHiIKEHHS B CTATTi € MPUXOBaHa iH(OpMaNiifHO-BUMIpIOBAIbHA CHCTEMa, 3aCHOBaHA Ha OPTOTOHATBHUX XaOTHYHUX
curHanax. Mera poOOTH — CHHTE3yBaTH IIPUXOBaHy 1H(GOpPMaNifHO-BUMIPIOBAIBHY CHCTEMY, OOYIOBaHY HAa OCHOBI OPTOTOHAJIBHUX
XaOTHYHUAX CUTHANIB. 3aBAaHHs, BUpINICHI B XOJi JOCH/DKCHHS, — OI[HEHO TMOTCHIIWHI MOXIHBOCTEH opraHizaiii
0araToKaHAIFHOCTI 3 BHKOPHCTaHHSIM XaOTHYHHX HECYYHX; BHBUEHI CIIOCOOM 3aCTOCYBAaHHS XaOTHYHMX CHTHANIB B 0E3IPOTOBHX
cUCTeMax IMepefadi JaHUX; CHHTE30BaHA 3arajbHa CTPYKTypa paaionokauiiiHoi cucremu MIMO Ha OCHOBI OPTOTOHAIBHOCTI
XaOTHYHUX CHTHANiB. IIpu mpoBedeHHI NOCTIMKEHb OYylNO BHKOPHUCTAHO 3arallbHOHAYKOBI Ta CIEIiajibHi MeTOIM IOCIiIKCHHS,
30KpeMa, CHCTEMHHH aHali3 1 MaTeMaTHYHe MOJCIIOBaHHSA. bynu oTprMaHi Taki pe3y/abTaTH: 3alIPOIIOHOBAHO KOHIIEIIIO TOOYI0BH
MepexeneTpuyHoi OaraTopagapHoi iH(opMmaniitHO-BuMiproBanbHOI cuctemu (MIMS). Tloka3aHo, o0 3acTOCYBaHHS OPTOTOHATBHUAX
XaOTHYHHMX CHUTHAJTIB JUIA BHUSBIICHHS IOBITPSHUX Iiled Ta mepemadi iHpopMmanii mpo HUX, IiJBHUILYE MEPENIKOA03aXUIICHICTb,
PO3MiTBHY 1 MPOMYCKHY 3[AaTHICTh; MO3BOJIAE 3a0C3MCUUTH CICKTPOMATHITHY CYMICHICTH 1 MOMIN KaHATIB BHUSBICHHSA ¥ mepemadi
indopmarii. CuHTe30BaHO CTPYKTYypHY cxemy MIMS. BucHoBkm. Crerm¢ivHi BIaCTHBOCTI XaOTHYHHX CHTHAIIB JO3BOJSIOTH
3aCTOCOBYBATH 1X JJIsl MOOYIOBU CHCTEM Tepenadi JanuX 3a npunipmnomM MIMO Tta OaraTokaHanbHUX panapis. Ha 0CHOBI XaOTHYHHX
CUTHAJIB MOXxe OyTH moOynoBaHO OararopajapHy CHCTEMY BHUMIpIOBaHHS iH(popmarii. BumieBkazaHi MeToOu MOXYyTh OyTH
peamizoBaHi A MOOYIOBH MepeXi HEOOCITYroBYBaHHX palapiB, a TaKOXK B OaraTOKaHaJIbHUX CHCTeMaxX 3B’S3Ky. BoHH MOXyTh
3aCTOCOBYBATHUCS [UIsl YIPABIIHHA MOBITPSIHAM PYXOM 1 MOXKYTh BUKOPHCTOBYBAaTHCS B CHCTEMaX, Opi€HTOBaHHX Ha Mepexy I1I10
JUISL CTBOPEHHS 3aTabHOTO MIPHXOBAHOTO 1H)OPMALIIHOTO 1 TEIEKOMYHIKaIiiHOTO IIPOCTOPY.

KniouoBi cjioBa: XaoTHYHI CHTHAQIM; CHTHAJIBHO-KOJOBI KOHCTpykuii; MIMO-texnomoris; iHdopMariifHo-BUMipIoOBaIbHA
cucTeMa.

KOHIENIUA HIOCTPOEHUSI CKPBITHOM HHP®OPMAIIMOHHO-
N3MEPUTEJBbHOU CUCTEMBI ITPOTUBOBO31YIIHOU OOPOHbI HA
OCHOBE ITIPUMEHEHUSA OPTOI'OHAJIBHBIX XAOTHYECKUX CUT'HAJIOB

IIpeavMeToM mccIeOBaHUS B CTAaThe ABISETCS CKPBITas HHOOPMAIIMOHHO-U3MEPHUTENbHAS CHCTEMA, OCHOBaHHAs HA OPTOTOHAIBHBIX
xaoTndeckux curHanax. Lleb paGoTBl — CHHTE3MpPOBATh CKPBITYI0O MH()OPMAIMOHHO-W3MEPHTEIBbHYIO CHCTEMY, ITIOCTPOSHHYIO Ha
OCHOBE OpTOTOHAJBHBIX XAOTHMYECKUX CUTHAJIOB. 3ajdayM, pEIICHHbIE B XOJAE HCCIEJOBaHUs, —OLCHEHa MOTEHLIUAIbHbIE
BO3MOJKHOCTEH OpraHM3alliyl MHOTOKAaHAIBHOCTH C HCIIOJIB30BAaHUEM XaOTHUECKUX HECYLIMX; HM3YYeHBI CHOCOOBI NPHUMEHEHUs
Xa0THYECKUX CHUTHAJIOB B OECIPOBOIHBIX CHUCTEMax IIepeAayd JaHHBIX; CHHTE3MpOBaHa O0MLIas CTPYKTypa pPajnOJIOKAllMOHHOM
cucreMbl MIMO Ha oOCHOBE OpTOrOHAJIBHOCTH XAOTHUYECKMX CHUTHaloB. I[Ipu mnpoBeieHMM HCCIEOBaHUM HCIONb30BAUChH
oOIIeHayYHBIE U CIIELHAIbHbIe MEeTOABI MCCIIEIOBAaHNs, B YACTHOCTH, CHCTEMHBIN aHAJIM3 1 MaTeMaTHYeCKOe MOJIeIMpoBaHe. brutn
TIOTy4YEHBI CIEAYIONHEe Pe3yJIbTAThl MPEIOKeHa KOHIIEIIHS ITOCTPOSHHS CETEHeTPHIECKOH MyIbTHpPAJapHOH HH(POPMAIHOHHO-
n3MeputenbHoit cuctemsl (MIMS). TlokazaHo, 9TO TpPUMEHEHHE OPTOTOHAIBHBIX XAOTHYECKHX CHTHAIOB M OOHApYKEHHS
BO3IYIIHBIX IIeNel W mepenadn MHOOPMAIMH O HHX, IOBBIIAET ITOMEXO3AIUIICHHOCTh, Pa3pelIaonlyl0 M IPOIYCKHYIO
CIOCOOHOCTB; TO3BOJIAET OOECTIEUUTh AIIEKTPOMATHUTHYIO COBMECTHMOCTh M pa3/elICHHE KaHAIOB OOHAPYKEHUS H IIepefadn
nHdopmarmn. CuHTe3upoBana cTpykrypHas cxema MIMS. BoiBoasl. Criennduyeckre CBOMCTBa XaOTHUECKUX CHTHAJIOB MO3BOJISIIOT
MPUMEHATh UX AT HOCTPOEHHs CHCTeM Iepefaud AaHHbIX 1o mnpuHiuny MIMO u MHorokaHanbHbIX pagapoB. Ha ocHose
Xa0THYECKUX CHIHAJOB MOJXKET OBITh IOCTpOEHAa MYyJIbTHpagapHas CHCTeMa H3MepeHHs HMH(popMaluu. Brllieyka3saHHbIE METOJbI
MOTYT OBITh peajn30BaHbI Il MOCTPOCHUS CETH HEOOCTy)KHBAEMBIX Pa/JapoB, a TAKKE B MHOTOKAHAIBHBIX CHCTeMaX CBsi3H. OHH
MOTYT HMPUMEHSTHCS [UIS YIPaBICHUS BO3MYIIHBIM JBIDKCHHEM U MOTYT HCIIOIB30BAThCSA B CHCTEMaX, OPUEHTHPOBAHHBIX HA CETh
IMBO a5 co3mganust 00IIero CKpHITOro HHYOPMAIMOHHOTO U TEIEKOMMYHHKAIHOHHOTO TPOCTPAHCTBA.

KnioueBble c10Ba: XaOTHYECKWE CHUTHAJBI, CHUTHAIBHO-KOAOBBIE KOHCTpykiuw; MIMO-texnonorns; MH(OpPMAaIMOHHO-
HN3MepHTEbHAas CHCTEMA.

Fibnioepaghiuni onucu / Bibliographic descriptions
Bacrora K. C., 3om @. ®@., 3axapuenko . B. Konnenmis mnoGymnoBu mnpuxoBaHOi iH(OpMamiiHO-BUMIPIOBAIBFHOI CHCTEMH

MPOTHIOBITPSIHOI 0OOPOHH Ha OCHOBI 3aCTOCYBAHHSI OPTOTOHAIBHUX XaOTHYHHUX CUTHANIB. CYuacHUll CMAaH HAYKOBUX 00CTIONCEHb ma
mexnonoeitl 6 npomuciosocmi.2019. Ne 4 (10). C. 33-43. DOI: https://doi.org/10.30837/2522-9818.2019.10.033.

Vasyuta, K., Zots, F., Zakharchenko, I. (2019), "Building the air defense covert information and measuring system based on
orthogonal chaotic signals”, Innovative Technologies and Scientific Solutions for Industries, No. 4 (10), P.33-43.
DOI: https://doi.org/10.30837/2522-9818.2019.10.033.




