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MODEL FOR FORMING AN INFORMATION SYSTEM OF PROJECT TEAMS IN A
SECURITY-ORIENTED SYSTEM

The subject of the study is the personnel management information system. Infrastructure design processes of the framework model of
complex socio-technical systems for project management and human resource management programs, formation of a database of
members of project BOS teams and their evaluation using the index method to optimize the selection of project team members in a
security-oriented system were studied. Purpose: to develop a model of an automated personnel management information system for
implementation in the projects of security-oriented system using the index method of team members’ evaluation. New models should
be designed with the features of a complex socio-technical system and a sequence of implementation and adaptation stages in the
project environment. This model should not be expensive to implement and take into account the life cycle processes of the
organization from the selection of personnel to their management. Task: the information system of human resource management in
projects of the security-oriented system is modeled. A set of software and hardware, telecommunications and organizational tools
needed by a security-oriented organization for the functioning and interaction of communication and information flows has been
worked out. Automation of selection and formation of project teams in complex socio-technical organizations is being developed due
to the index assessment of candidates. The following methods are used: human resource management using automated HRM systems,
expert information systems and index numerical indicators. The following results were obtained: a model of information expert
system was developed and the process of knowledge accumulation due to software was described, an index method was proposed on
the example of military formations in security-oriented systems. Conclusions: a generalized model-scheme of expert information

system for personnel selection in security-oriented systems based on the index method has been developed.
Keywords: information system; security-oriented system; index method; human resource management; database; project teams.

Introduction

Human resource management is an important
component for planning projects and programs, achieving
the goals of the organization, its strategy, and mission. In
the context of digitalization and turbulent changes, project
and program management tools are very important.
Modern methods of effective organization management
are used to combine the main management objects, such
as recruiting, team building, training, reporting and
analysis, and other important processes in a single
information  environment. The  development of
management models in organizations requires new and
individual approaches to the implementation and
development of information systems in organizations. In a
unified organization management system, it is the
information system of human resources management that
can provide high-quality and effective strategic planning
and forecasting in the need to select and form competent
teams, possible risks of internal and external project
environment. These methods and models should be
implemented in mega projects on civil protection of the
population for automation and optimization of personnel
processes.

In world practice, the most common information
systems are: Oracle HCP cloud, SAP, ADP, Personality
and others. However, the cost of implementing these
systems is high, and the testing and optimization period
can be years. In state-level projects, these systems are
difficult to implement, they require an individual approach
and taking into account the characteristics of all processes.

These methods and models should be implemented
in mega projects for civil protection of the population
where the number of employees is more than a thousand,
in order to automate and optimize personnel processes.
Socio-technical teams of complex security-oriented
systems (SOS) provide services to support vital social

functions that are important for industry, the economy, the
functioning of society, public safety, the well-being of
citizens and the environment. The information system
includes the whole range of providing the necessary
resources from the stakeholders of the state and private
institutions and organizations for their preparation,
development and support of the "product” of the life
cycle, namely the formation of SOS teams and civil
defense personnel.

Analysis of research and publications

The scientific works of the following domestic and
foreign scientists are devoted to the study of methods and
models of implementation of information systems in
personnel management: Lysenko D.E. [9],
Chumachenko 1.V. [3], Bushuyev S.D. [1],
Mikhnova A.V. [5], Mikhnov D.K. [5], Leli Yu. G. [6],
Gogot M.M. [7], Chuprina M.O. [7], Golovan D.V. [8],
Zachko O.B. [12], Makarova M.V. [13], Ruchka T.I. [13],
Tesla Yu. M. [4], Biloshitsky A.O. [4], Tesla N. Yu. [4],
Okhrimenko V.M. [10], Voronkova T.B. [10] and others.

Lysenko D.E. in his works [9] developed methods
and models for selection into project team members, using
the theory of precedents as a basis for experience to
implement new tasks. The developed structure of the
qualimetric model allows to mathematically calculate and
display the relationships between the input tasks, the base
of precedents and their evaluation, candidates for the role
in the project and other actors for the formation of the
project team. This model should be considered for
recruitment and integration of decision support system
(DSS) with the information system of human resources
management.

Bushuyev S.D. in his works [1] studied the processes
of project knowledge management and developed a
conceptual model that allows you to structure data,
information and turn them into knowledge. These
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developments should be taken into account when
developing new models of human resource management
information systems in the field of security - oriented
system for data presentation in the information
environment.

In the monograph of Chumachenko 1.V. [3] special
attention is paid to multi-projects, which are relevant in a
complex socio-technical system where projects are
constantly growing and require effective tools for
selecting and forming teams in a dynamic environment, as
well as interaction between stakeholders, distribution of
tasks and project resource management.

The scientific works of Tesla A.V. [4] reflect the
formalization of project management tools using an
information system based on the goals and strategies of
the organization, as well as on the means of project
administration. When analyzing software tools for
automation of project resource planning, the company
operates more efficiently and for implementation in a
particular area should analyze the features of the system,
which will be improved by the information system.

In his work Gogot M.M. [7] explored the use of
modern information technology in the context of human
resource management. To achieve success in the
organization, HR management must provide real-time
management of the ranks of strategy, tactics and
operational activities, which requires the development of
new information system models for megaprojects.

The article by Golovan D.V. [8] considerable
attention focuses on the improvement of automated
personnel management systems through the methodical
implementation of multifunctional expert systems for
career guidance, selection and certification of employees.

In his work Zachko O.B. [12] paid considerable
attention to the study of safety principles, security
management, as well as the management of information
systems in civil defense. A model of the information
system should be developed using the data of experience
and research.

Presentation of the main material

The choice of a human resources management
information system depends on a number of criteria, such
as the cost of implementing the system, the strategy and
specifics of the organizations, the implementation period,
the number of employees, operational features and the
need for additional modules, such as recruitment.

Outdated human resource management methods lead
to deteriorating performance and efficiency in general,
due to the difficulty of coordination, monitoring and
control of the accumulated organizational structure, as a
result: low feedback speed, inefficient performance of
tasks and lack of data analysis to manage and pursue the
chosen mission, strategy, achieving goals. Below is a
comparative table 1 of human resource management by
new and standard methods.

Table 1. Comparative analysis of human resource management between standard and new methods

1 | (HR standards): standard methods of human resource
management

(HRIS): implementation of a human resources management
information system

2 | Definition of system and document management
requirements

Project management tools are adapted to the goals, mission and
strategy of the system in the conceptual core

3 | Human resources for the management of the stages of
selection, adaptation, training are allocated to
individual projects

Management of human resources, recruitment and the main stages of
the life cycle of project team members is carried out in a single
information environment, which allows you to free up resources,
direct them to other tasks, quick feedback and more efficient
organization of work compared to manual administrative
management HR standards

4 | Salary, staff turnover, control and monitoring
management is entrusted to individual managers,
whose interaction slows down the speed of information
transfer

Remuneration management, staff turnover, monitoring and control
are interrelated in the information system, which allows you to
comprehensively evaluate and analyze the results and effectiveness
of management.

5 | Risk management is difficult to operate and analyze
the potential consequences on the basis of data that do
not reflect reality

Thanks to a single module of reporting and analysis of the
information space, it is possible to compare the planned indicators
with the planned ones, which allows to achieve the goals of projects
in complex socio-technical systems.

In complex socio-technical systems, such as civil
protection against emergencies, the management of
available resources is an important component that
influences the success of projects. Inefficient
management leads to disastrous consequences, for this
purpose it is necessary to analyze the current situation in
order to be able to automate and optimize personnel
processes through the introduction of an information
system. Rational redirection of human resources will
allow for more effective coordination with a security-

oriented system. Below here is fig. 1, which analyzes the
priority tasks for project implementation and monitoring
of the main tasks carried out through standard
management methods and HRIS information systems.

The implementation of the information system is
possible through five phases:

1. Planning (transition from the usual management
methods to the need for an information system);

2. Analysis (current situation — "bottlenecks" for
process optimization;
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3. Development of an information system based on

the selected model;
4. Implementation of HRIS with databases, selection

module based on the index method;
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5. System maintenance and testing.
HRIS actors need to be identified to develop an
information system. The prototype is shown in fig. 2.

Organizations with information system

system human resource management
Hﬁl | | HRIS 2
O X axis Resource management (R)

Fig. 1. Model of optimization of human resources management in SOS
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Fig. 2. Model-scheme of interaction of information system users in SOS

The input data should be information about the
candidates: name, surname, date of birth and other items

that with the flow of data will form the relationship of
databases (fig. 3) for the information system.
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Fig. 3. Model of database integration with information system processes
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Fig. 4. Database model for integration

The effectiveness of human resource management is
represented by formula 1

(E) = recruiting (R) + formation (F) + training (D) +

management (M) + control (C); 1)
HR=R+F+D+M+C=5; 2
HRIS=MC=2.5 (process optimization by 50%). (3)

The integration of the information system should

take into account the external and internal
design environment of the security-oriented system
(fig. 5).

An important factor in the functioning of the
information system is its constant adaptation to change
through cyclic testing (fig. 6).
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Fig. 5. Model of information system implementation in SOS environment
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Index method

Thanks to index methods, it is possible to measure
the observed indicators and factors for further expert
evaluation. Index method (popular and powerful
informative toolkit), which is aimed at a general
quantitative study of the degree of influence of individual
factors on the overall result using relative values. This
method should be used for systematic analysis of the
performance of individual team members, which is the
amount of work performed per unit time (in our case — the
results of the competition, which will be taken into
account in evaluating participants) with a relative
comparison of the portrait of the "ideal candidate", that is:

Table 2. Index evaluation of candidates for SOS projects

Wn=Qn/ Qo,

where Wn is a relative indicator of the rating of the
candidate of the competition-selection to the project team
of the security-oriented system. The value of performance
Whn allows to expertly analyze and compare the evaluation
results with the selection criteria, which will be used in the
automated program of the optimized selection process and
the formation of a project team in a security-oriented
system; Qn is the result of the points scored at the stages of
the competition-selection by the n-th participant; Qo is the
relative quantitative value of the "ideal portrait of the
candidate" for the successful outcome of the project of
selection in the security-oriented system of the serviceman.

Rating-selection Number (ID) of the candidate for participation in the project on Qo wn
No. "'security-oriented system"'
1 1 <0,9 1 0,1-0,9
2 2 <0,9 1 0,1-0,9
3 3 <0,9 1 0,1-0,9
4 4 <0,9 1 0,1-0,9
0,6 1 0,1-0,9
n n 0,4 1 0,1-0,9

Table of initial and calculated data for expert
assessment of the rating of candidates in the information
system for decision support of DSS.

Conclusions

In this paper, we have analyzed information systems
for human resource management and selection criteria for
complex socio-technical systems. A model of information
system formation for its implementation in security —

oriented systems for automation and optimization of
personnel processes for human resources management has
been developed. A module for selection of candidates for
project teams of security-oriented systems based on the
index method for further formation of the project team has
been introduced into the information system. A model for
testing new information systems, as well as system
integration with databases that improve the efficiency of
process management at all levels of the life cycle of
employees and the organization.
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MOJEJIb ®OPMYBAHHS IH®OPMAIIIHHOI CAUCTEMH IPOEKTHHUX
KOMAH/I B BE3IIEKO-OPIEHTOBAHIN CUCTEMI

IIpenmerom nociipkeHHs € iHdopMalliiiHa cHCTeMa YIpaBIiHHS MepcoHaioM. IIpoliecH HpPOEKTyBaHHS iHOPACTPYKTypH MOAENi
(GpeiiMBOPKY CKJIQMHHMX COLIIOTEXHIYHHX CHUCTEM 3 YINPABIiHHSA NPOEKTAMU Ta IPOrpaMaMd MEHEDKMEHTY JIOJCBKHX pecypciB,
¢dopmyBaHHS 6a3u maHWX WieHiB NpoekTHHX BOC komaHA Ta iX ONIHKM BHKOPHCTOBYIOYM IHIEKCHHH METOX Ul ONTHMi3amil
IporeciB  BiOOpYy WIEHIB IPOEKTHUX KOMaHX B Oe3leKo-opieHTOBaHii cucremi. Merta poOoTH: pO3poOIEHHS Mopei
aBTOMAaTH30BaHOI iH(pOpPMAaIIHHOT CHCTEMH YIPABIiHHS [IEPCOHAIOM ISl BIIPOBAPKCHHS B IIPOEKTaX 0€3MEeK0-Opi€HTOBAHOI CHCTEMH
3 BUKOPHCTaHHSAM 1HIEKCHOI'O METOHy OIIHKHM 4JeHIB KoMaHid. HoBi Mopmermi ciif HpOEKTYBaTH 3 OCOONUBOCTSAMH CKJIQJHOL
COLIIOTEXHIYHOI CHCTEMH Ta MOCIIZOBHICTIO €TalliB BIPOBAKCHHS 1 afanTalii B IPOEKTHOMY cepenoBuili. /laHa Mozenb MOBUHHA
OyTH HE AOPOTOI0 ISl BIPOBAPKEHHS 1 BPaXOBYBATH MPOLIECH JKUTTEBOTO LUKITY OpraHizalii MOYMHAI0YH 3 BiIOOpPY MEepCOHAIy 110 iX
yIpaBiiHHs. 3aBJaHHsI: MOACTIOEThCS iH(pOpMaNiiiHa cucTeMa YIPaBIiHH JIFOJACHKAM PECYPCOM B MPOEKTaX Oe3MeK0-0Opi€HTOBAHOT
cucremu. Kommiekc nmporpaMHo-TeXHIYHUX, TEITEKOMYHIKaTHBHUX Ta OpraHi3allifHUX 3aco0iB, HEOOXIMHMX 0e3neKko-opieHTOBaHIN
opranizamii a1 (GyHKIIOHYBaHHS W B3aeMOJil KOMYyHIKaTUBHO-iH(GOpPMAIIHHIX MOTOKIB. Po3pobiseThess aBTOMaTH3amisi Impouecis
BimOOpy Ta (OpMyBaHHS NMPOEKTHHX KOMaHJ B CKJIAJHUX COI[OTEXHIYHHX OpPTaHi3allisX 3aBISIKH IHAEKCHIN OIIHII KaHAWAATIB.
BuKOpHCTOBYIOTECS Taki MeTOAM: YIPABIIHHS JTIOJCEKAMHI peCypcaMy 3 BUKOPHCTaHHAIM aBToMaTH3oBaHNX HRM cncrem, ekcriepTHi
iH(pOpMaLiiiHI CHCTEMH Ta 1HACKCHI YMCIOBI MOKa3HUKH. OTPUMAaHO HACTYINHI Pe3yJbTAaTH: po3poOIEHO MOAeNb iHpopMamiitHol
EKCHEepTHOI CHCTEMM Ta OIMCAHO MPOIEC HAKONMYCHHS 3HaHb 3aBISKH MPOrpaMHOMY 3a0e3NeYEHHIO, 3alPOIIOHOBAHO IHJICKCHUH
METOJ Ha TPHKIali BiiiCEKOBHX (OpPMYyBaHb y O€3IEKO—OpIEHTOBAHHX CHCTeMaX. BHCHOBKM: PO3pOOJICHO y3aralbHEHYy MOJENb-
cXeMy eKCIepTHOI iHpOpMaIiifHOl ccTeMH AT BinOOpy KaapiB y Oe3meKo-OpieHTOBaHI CHCTEMH Ha OCHOBI iHAEKCHOTO METOY.

Karwuori cioBa: iHdopmariiiHa cucTeMa; O€3lEKO—OpIEHTOBaHA CHUCTEMa; I1HICKCHHI METOJ; YNpPAaBIiHHS JOJCHKUMHU
pecypcamu; 6a3a JaHHUX; IPOEKTHI KOMaHJIH.

MOJIEJIb ®OPMUPOBAHHU A HH®OPMAIIMOHHON CUCTEMBI ITPOEKTHBIX
KOMAH/ B BE3OITACHOCTHU-OPUEHTUPOBAHHOMN CUCTEME

IIpenmeToM wccrnenoBaHus sBisieTcsl WH(OPMAIMOHHAs CHUCTEMa YIpaBieHWs HepcoHamoM. Ilporecchl HpOeKTHPOBaHHS
HHQPacTpyKTypsl Mozpenu (GpelMBOpKa CIOXXHBIX COLHOTEXHHYECKHX CHCTEM II0 YNPAaBJICHHIO IPOSKTaMH U IIPOrpaMMaMH
MEHE/DKMEHTA YelIOBEUECKUX PecypcoB, (popMupoBaHHe 0a3bl JaHHBIX WIEHOB IPOeKTHBIX BOC KOMaHI M WX OLEHKH HCIIOJb3YS
MHJEKCHBIH METOJ| [Tl ONTHMU3ALUH IPOIECCOB 0TOOpA WICHOB MPOEKTHBIX KOMaHJ B 0€30IMaCHOCTH-OPHEHTHPOBAHHON CHCTEME.
Henpb pabGoTsl: pa3paboTka MOIENN aBTOMATH3HPOBAHHOM MH(OPMAIIMOHHON CHCTEMBI yNPaBICHUS IEPCOHATIOM ISl BHEAPEHHS B
MPOEKTaXx Oe30IIaCHOCTh-OPUEHTHPOBAHHON CHCTEMBI C HCIIOIB30BAHHEM HHAEKCHOTO METO/A OLEHKHM WiIeHOB KoMmaHAa. Hosbre
MOJIETTH CIEAyeT IPOEKTUPOBATH C OCOOCHHOCTSMH CIIOKHOM COIMOTEXHHYECKONH CHCTEMBI M IIOCIIENOBATENFHOCTHIO ITAIOB
BHEJIPCHUS M aJIaNTallii B MPOEKTHOM cpene. JlaHHas MOJEb J0JDKHA OBITH HE JOPOTOil Ul BHEAPEHHS U YUHUTHIBATH MPOLIECCHI
JKM3HEHHOTO IIMKJA OpraHM3allik HauuHas ¢ OTOOpa NepcoHaja K MX YIpaBlIeHHI0. 3agadyd: Mojenupyercs HH(pOpMaIlMoHHas
CHCTeMa YIpaBJICHHs YEIOBEYECKHM DPECypcOM B NMPOEKTax Oe30MacHOCTh-OPHUEHTHPOBAHHOW cHCTeMbl. KoMIulekc mporpamMMHO-
TEXHUYECKHX, TEJIEKOMMYHHKATUBHOW M OpPraHH3al[IOHHBIX CPEJCTB, HEOOXOIMMBIX 0€30I1aCHOCTh-OPHEHTUPOBAHHOMN OpraHNU3alny
Uit (QyHKIIMOHMPOBAHMS W B3aUMOJACHCTBHS KOMMYHHKATHBHO-MH(OPMAIMOHHBIX IIOTOKOB. VICHONB3YIOTCA Takue MeTolbl:
YIpaBIeHHEe YEITOBEYECKIMHI PEeCcypcaMi C HCHONb30BaHMEM aBToMarm3mpoBaHHBIX HRM cucrem, skcriepTHbIe MH(DOpPMAIOHHBIE
CHCTEMBI M HHJICKCHBIE UHCIIOBBIE TOKa3aTend. IlomydeHBl ciemyromue pe3ynbTaThl: pa3paboTaHa MOJENb HH(POPMAIMOHHOH
9KCIIEPTHON CHCTEMBI M ONHUCAH INPOIECC HAKOIUICHHS 3HAHWH Olaromaps MporpaMMHOMY OOECHEdYEHHIO, MPEUIORKEHO MHICKCHBIN
METOJ] Ha NpHUMepe BOCHHBIX (OPMHUPOBAHMH B O€30I1aCHOCTH-OPUEHTHPOBAHHBIX CHCTeMax. BBIBOABI: pa3paboTaHa o0o0OIIeHHAs
MOJIEJb-CXeMY IKCIEPTHON MH(POPMAMOHHON CHCTEMBI Tl 0TOOpa KaJpoB B OE30MaCHOCTH OPHEHTUPOBAHHBIE CUCTEMbI HA OCHOBE
HH/IEKCHOTO METOoJa.

KnroueBbie cioBa: nHdopMalMoHHas cUcTeMa; 0€30IacCHOCTh-OPUEHTHPOBAHHAsI CUCTEMa; WHIEKCHBIH METOX; YIpaBieHHs
9YeJTOBEYECKHMH pecypcaMu; 0a3a JaHHBIX; TPOESKTHBIE KOMAH/IBL.
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