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Subject of research: crypto-resistant methods and tools of generating random sequences and hardware support of cryptographic
transformations in 10T devices. The aim of the article is to study crypto-resistant methods and tools for generating and testing random
sequences suitable for use in 10T devices with limited resources; determination of circuit implementations of random sequences
hardware generators; formation of conclusions on the use of random number generators (RNG) in cryptographic protection systems of
the 10T network. The article solves the following tasks: analysis of methods and hardware for generating random sequences to protect
10T solutions with limited resources; identification of safe and effective technologies for the implementation of RNG; classification of
RNG attacks; analysis of the shortcomings of the practical use of statistical test packages to assess the quality of random sequences of
RNG; evaluation of the speed of cryptoaccelerators of hardware support for cryptographic transformations; providing practical
guidance on RNG for use in resource-constrained 10T devices. Research methods: method of structural and functional analysis of
RNG and 10T devices, cryptographic methods of information protection, methods of random sequence generation, method of stability
analysis of systems, methods of construction of autonomous Boolean networks and Boolean chaos analysis, methods of quality
assessment of random sequences. Results of work: the analysis of technologies and circuit decisions of hardware RNG on
characteristics: quality of numbers’ randomness and unpredictability of sequences, speed, power consumption, miniaturization,
possibility of integral execution; providing practical recommendations for the use of RNG in cryptographic protection systems of the
10T network. The novelty of the study is the analysis of methods and hardware to support technologies for generating random
sequences in the system of cryptographic protection of 10T solutions; classification of attacks on RNG and features of protection
against them; identification of effective RNG technologies and circuit solutions for use in low-power 10T devices with limited
computing resources; providing practical recommendations for the use of RNG in cryptographic protection systems of the loT
network. The analysis of technologies and circuit solutions allowed to draw the following conclusions: protection of 10T solutions
includes: security of 10T network nodes and their connection to the cloud using secure protocols, ensuring confidentiality, authenticity
and integrity of loT data by cryptographic methods, attack analysis and network cryptographic stability; the initial basis for the
protection of loT solutions is the true randomness of the formed RNG sequences and used in algorithms for cryptographic
transformation of information to protect it; feature of 10T devices is their heterogeneity and geographical distribution, limited
computing resources and power supply, small size; The most effective (reduce power consumption and increase the generation rate)
for use in loT devices are RNG exclusively on a digital basis, which implements a three-stage process: the initial digital circuit,
normalizer and random number flow generator; Autonomous Boolean networks (ABN) allow to create RNG with unique
characteristics: the received numbers are really random, high speed — the number can be received in one measure, the minimum power
consumption, miniature, high (up to 3 GHz) throughput of Boolean chaos; a promising area of ABN development is the use of optical
logic valves for the construction of optical ABN with a bandwidth of up to 14 GHz; the classification of known classes of RNG
attacks includes: direct cryptanalytic attacks, attacks based on input data, attacks based on the disclosure of the internal state of RNG,
correlation attacks and special attacks; statistical test packages to evaluate RNG sequences have some limitations or shortcomings and
do not replace cryptanalysis; Comparison of cryptoaccelerators with cryptographic transformation software shows their significant
advantages: for AES block encryption algorithm, speeds increase by 10-20 times in 8/16-bit cryptoaccelerators and 150 times in 32-
bit, growth hashing of SHA-256 in 32-bit cryptoaccelerators more than 100 times, and for the NMAS algorithm - up to 500 times.
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Introduction

The Internet of Things (loT) is a major IT
development trend that contributes to societal
development in the areas of human life services, public
safety, medical services, industrial process management,
transportation, competitiveness and business productivity.
The interconnection of 10T nodes connected to the
network negatively affects the overall level of security and
crypto-resistance of the system. This problem is
exacerbated by factors of mass, heterogeneity in the
structure of the devices involved, limited computing and
energy resources, the automation of connecting 10T nodes
to the network, gullibility from the users and protection of
their personal data and privacy. Problems of security are a
major restraining factor in the use of 10T technologies.

Protecting 10T solutions includes securing loT
network nodes and their connection to the cloud using
secure protocols, confidentiality, authenticity and integrity
of data during transmission, processing and storage on the

10T network, as well as resistance to physical and virtual
attacks. Main properties of information (confidentiality,
authenticity and integrity) are preserved by cryptographic
methods, such as data encryption and data hashing using
cryptographic keys.

High-performance  information  systems  are
manufactured on general-purpose microprocessors with
significant processing power, large memory capacity and
power-intensive supply. Along with this, for embedded
loT systems the computing power, power consumption,
size and price are limited. There is a problem of
implementation of widespread cryptographic algorithms
(AES, SHA, HMAC, RSA, DH, ECC, etc.) in embedded
10T devices.

In turn, the generation of cryptographic keys is based
on the unpredictability of random sequences of numbers
generated by LFO. That is, the initial basis for the
protection of 10T solutions is the true randomness of LFO
number sequences. Therefore, the problem of information
protection in 10T devices is related to the simultaneous
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optimization of the level of security of HFSCs, their
productivity and price under the above-mentioned
constraints. In addition, a characteristic of loT devices is
their heterogeneity and geographical distribution.
Consequently, the generation of random sequences by
software using a deterministic algorithm in high-
performance microprocessor systems does not ensure the
proper quality of these sequences. Such sequences are
pseudorandom, which means that the possibility of their
predictability grows, and, as a result, the crypto resistance
of the systems decreases.

To overcome the above-mentioned problems, a wide
range of technical solutions for generating truly random
sequences using hardware HFOs using physical sources of
unexpected noise, including quantum processes or
Boolean chaos in digital circuits is implemented.
Specialized hardware components (cryptoaccelerators) are
created in general-purpose microcontrollers of different
families, significantly accelerating random sequence
generation and execution of existing cryptoalgorithms.
Such specialized modules are effective for securing loT
solutions and are a critical trend in loT deployments in
resource-constrained environments.

Analysis of the literature. Analysis of scientific and
technical literature shows that in recent decades a large
number of elementary pseudorandom number generators,
which include linear congruent generators, Fibonacci
generators with delay [1], was developed and investigated.
Many years of research led to the conclusion that all of
them are not crypto-resistant and can be part of the
shapers of pseudorandom sequences. The most successful
such generators in terms of cryptography are considered in
detail in the work of Bruce Schneier [2]. Over time,
algorithms that seemed previously reliable find new
weaknesses. For this reason, in the process of
development of cryptographic protocols there is a question
of finding new engineering solutions to build effective
crypto-resistant generators, free of the identified
weaknesses.

In contrast to other engineering problems, the
development of a new random number generation
algorithm is different in that a reliable answer to the
question about the effectiveness of the found solution may
appear some time later, when an individual cryptanalysis
method is developed for it. The developer can be satisfied
only with results of preliminary testing of the solution by
existing test packages [3-5].

The crypto resistance of generators is a key factor for
the whole system of information protection by means of
cryptographic transformations. The impact of this factor
on the cryptocurrency of the protection system
is studied in a large number of works, in particular [6, 7],
etc.

The best choice for forming truly random sequences
is hardware implementation of generators. These include
generators using physical processes in electronic elements
[8, 9], quantum generators [10-12], digital generators
based on autonomous Boolean networks [13-16]. A
general trend in the development of hardware generators
is the creation of specialized modules in integral design

[9]. Implementation of such modules is effective for low-
power 0T devices.

Thus, the analysis of scientific sources showed a
huge range of means of generating random sequences. 10T
network security requires crypto-resistant, low-power,
miniaturized RNGs.

The purpose of this article is to study crypto-
resistant methods and means of generating and testing
random sequences suitable for 10T devices with limited
resources; definition of schematic implementations of the
hardware random sequence generators; formation of
conclusions for the use of RNG in cryptographic network
protection systems of 10T devices.

1. Crypto-resistant methods of random number
generation

Random number sequences are used for:

- generation of session, public and secret
cryptographic keys in symmetric and asymmetric
encryption systems, electronic signature systems;

- random data sets in loT identification and
authentication protocols.

The quality of cryptographic key formation and
random datasets determines the cryptographic stability of
the entire 10T network as a whole.

Methods of generating keys and cryptographic data
are divided into two classes: random (based on physical
processes using hardware) and pseudorandom (based on
software, mathematical software). The tools that generate
pseudorandom  number  sequences are  called
pseudorandom number generators (PRNG) [17].

In hardware RNG, each bit of raw data is based on
an unanticipated physical process, that is, it is produced
from the noise signal of the internal source of physical
analog noise. The value of a random number obtained
directly by discretizing the analog noise signal.

PRNGs are implemented programmatically
according to the algorithm, starting from an initial value
that can be generated by a hardware entropy source. Due
to the deterministic nature of the processing, it is assumed
that PRNGs produce pseudorandom, not random bits. The
initial number used to implement PRNG must contain
sufficient entropy to guarantee randomness [18]. For
them, the generation of new random numbers does not
increase the entropy of the initial number.

Nowadays RNG based on different
processes, such as electric current noise
elements (resistors, diodes, transistors), radioactive
decay, atmospheric turbulence, cosmic radiation,
photoelectric effect, quantum phenomena have been
developed.

Disadvantage of the most typical random number
generators based on physical processes is the emergence
in the process of generation of so-called shifted sequences
(in such sequences a certain combination of numbers or
bits is most often repeated). Offset occurs because of the
difficulty in designing and implementing precisely
balanced physical schemes of number generation. To
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remove such a disadvantage there are algorithms for
further processing.

2. Effective technologies for implementing hardware
random number generators

Modern RNG in IoT devices are based on physical
principles and implemented on electronic components.
They use, for example, such physical processes as thermal
noise in electronic elements or avalanche breakdown of p-
n junction with reverse bias in Zenner diode [8]. The
disadvantage of such generators is the need to
manufacture a special analog circuit, which greatly
complicates the manufacture of integrated circuits and
makes it impossible to implement in a programmable
logic integrated circuit (PLIC).

In addition, RNG are known which use the
difference in frequency of two generators, caused by
thermal drift. For example, the chip Intel 82802 has two
generators (fast and slow), which are located in different
parts of the chip and measure the difference in their
frequency. Such RNG can be implemented entirely by
means of digital logic, because as a rule, inverters with
feedback and a chain of buffer elements as a delay line are
used as generators. The disadvantages of such generators
are:

- the need to place generators at a distance from each
other in the chip topology (to reduce the thermal
correlation between them);

- low performance (since it is necessary to
accumulate the drift for some time of operation);

-not high quality (unpredictability) of random
numbers.

In addition, this generator is difficult to implement in
FPGA, because automatic development tools do not allow
to control the physical placement of generators from each
other at a safe distance to reduce the frequency correlation
between them.

One of the most crypto-resistant methods of
obtaining random numbers in nature are quantum RNGs.
In quantum solutions, the entropy of a bit is considered a
priori equal to one, taking the position of absolute
unpredictability of the value of that bit. Decreasing of
quantum bit entropy results from an admixture of classical
deterministic chaos. Absolute randomness of a finite
sequence may be compromised by a faulty source.

The principle of quantum RNG is based on
generating single photons by a light source and directing
them to a translucent mirror. The photon may reflect, or it
may pass through the translucent mirror with equal
probability fates. The choice a photon makes is
completely random. At the output of the system are
counters that record the number of photons passed and
repelled [12].

Most light sources emit photons at random points in
time and the number of photons released per unit time is
quite random. This fact is the basis of quantum RNGs,
built on the basis of a light-sensitive matrix based on
CMOS technology of an ordinary camera by a group of
scientists from the University of Geneva under the
leadership of Bruno Sanguinetti. Each pixel of the matrix

counts the number of photons falling on its surface during
a certain period of time. These photons are converted into
electrons by the corresponding multiplier of the light-
sensitive matrix. The number of electrons during the same
period will differ by a completely random number [10].

The problem with generators using physical
processes is that their analog circuit wastes energy. In
addition, it is difficult to keep this analog circuit working
because of improvements in the technical process to
produce the chips and to miniaturize them. Therefore, it is
important to have a fully digital circuit that allows the
microprocessor to generate a rich stream of random values
without these problems.

The first such RNG solution was proposed in [12],
consisting of a circuit with undefined states, which can be
in a certain state of logical zero or one. Of course, a digital
circuit can detect short periods of time in an undefined
state by switching between these two logical values.
However, it must work clearly and must never generate
between them; otherwise, it would cause delays or even
failure in the system [11].

This digitized approach to random discharge
generation would work fine if all inverter circuits were
absolutely identical. However, the chaos of the physical
world never permits this. In fact, no two inverters are
exactly alike. The presence of slight differences in the
speed or strength of their responses can become a
nuisance and jeopardize the randomness of the bit
sequence. To keep the inverters in equilibrium, a feedback
mechanism is built in. This helps to satisfy one of the
rules of statistical randomness: a long stream of numbers
must have approximately the same number of all possible
digits. By tuning the internal operation of each inverter,
you can guard against predictability.

Simultaneously with the development of a robust
digital random number source, other Intel engineers
developed the additional logic needed to efficiently
process and deliver these bit sequences. The unclean
bitstream coming from the underlying hardware,
regardless of quality, can have bias and correlation.

To guarantee the quality of random numbers, a three-
step process is developed that involves an initial digital
circuit, a normalizer, and an initial sequence shaper [11].
This three-step random number generation process
prevents any predictability variations.

This generator generates a stream of random
numbers at a rate of 3 Gb/s. That is, it allows to get rid of
the inconvenience of analog components, which are used
in physical generators to measure random physical
processes, significantly reduce power consumption and
increase the rate of generation by more than 30 thousand
times. [11].

For the last few years the so-called "autonomous
Boolean networks" (ABN) have been actively studied.
Such a network is a topologically connected graph of
logical elements, to which no control or tact signals are
submitted from outside [13; 16].

At the same time, such a network is subject to
obvious additional requirements:

- no element can have "hanging" (not connected to
any output) inputs;
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- no two outputs must be connected to each other.

These requirements are due to the certainty of the
state of the logical elements of the network and the safety
of its operation. Depending on the topology, the ABN may
exhibit different behavior:

- to be in a stable or quasi-stable state;

- generate with a certain frequency and waveform;

- to be in a state of so-called "Boolean chaos".

An example of the simplest ABN is a repeater with
the output connected to the input. Such a network is in a
quasi-stable state: depending on the initial state (0 or 1) it
will stay in it indefinitely. Another example is one or more
inverters connected to each other in a ring. Depending on
the number of inverters in the ring, their behavior will be
stable, quasi-stable or oscillating.

One inverter is likely to be in a stable state between
0 and 1. This is due to the physical implementation of the
inverter as a high gain amplifier with negative feedback
equal to 1. For the same reason the lack of generation in
very small networks with elements with low output slew
rate is possible. With an odd number of inverters, the
network will generate with a period proportional to the
number of inverters. With an even number of inverters the
network is in a quasi-stable state. Obviously, the random
number generator implemented in the chip Intel 82802 on
two generators and measuring the frequency drift between
them, in fact, is a special case of ABN - it uses two rings
with a different odd number of inverters. More complex
networks can often produce chaotic behavior.

There is a direct physical analogy in content that
helps to clearly understand the behavior of the ABN in
various situations. It is a pendulum. A simple pendulum,
when deflected and released, begins to generate with a
stable period - generator behavior. If we flip the pendulum
upward, the upper point is a quasi-stable state: at any
small deflection, the pendulum will fall to the left or right.
If we divide the arm of a pendulum into two parts
connected by a hinge, we get a so-called chaotic
pendulum whose evolution over time cannot be accurately
predicted because any infinitesimal change in the initial
state (up to the quantum level) increases with time and
leads to quite large changes in the behavior of the
pendulum. By this analogy, it is possible to measure
random deviations in the frequency of two pendulums
arising due to chaotic external influences, but this requires
a long analysis, while it is possible to deflect a chaotic
pendulum and obtain a random value in the shortest time.

Thus, oscillating ABNs can indeed be used to
generate random numbers, but ABNSs that initially exhibit
chaotic behavior are much more promising. The rate of
onset of Boolean chaos and its qualitative characteristics
are determined by a number of factors. The most
important characteristic is the Lyapunov exponent. If its
exponent is negative, the deviations fade with time. If it is
greater than zero, the random deviations are exacerbated
by the system. If it is zero, the deviations do not fade or
intensify, but accumulate if they enter the system from the
outside. For rapid physical generation of random numbers,
the index must be positive. A simple pendulum has a
negative Lyapunov exponent. This is expressed in the fact

that the frequency of oscillation is momentarily stabilized
due to the absence of external influences.

A chaotic pendulum is a separate example of a
system with a positive exponent, so that any small
influence leads to a completely different dynamic in a
short time. In binary logic, there are no logic functions
that amplify small deviations, but there are functions that
allow the changes to disappear. For the case with two
arguments these are the XOR (exclusive OR) and XNOR
(equivalence) functions. Any change in any input signal in
them causes a change in the output signal, so these
functions are mostly used in RNG.

In binary logic, there are no logical functions that
amplify small deviations, but there are functions that do
not allow changes to disappear. For the case with two
arguments these are the functions XOR (excluding "or")
and XNOR (equivalence). Any change in any input signal
in them causes a change in the output signal, so these
functions are mostly used in RNG.

In modern science, ABN circuits are known to
exhibit chaotic behavior. Chaos occurs when the operation
of the network is determined by the smallest deviations in
the supply voltage, the landslide fronts through thermal
fluctuations, surges and other factors that destabilize the
network. In the literature [13] two and three input XOR or
XNOR logic elements are considered, in which the output
is brought back to the inputs via two (or three) delay lines.

In such networks, chaotic behavior can be observed
with a certain ratio of delay line lengths. The problem of
the network is the strong dependence of the behavior not
only on the ratio of delay line lengths, but also on their
physical implementation. In this case, instead of chaos,
oscillations may occur. In addition, despite the apparent
schematic simplicity of the device, it requires a large
number of logic elements, because each delay line is a
chain of inverters. As a result, a seemingly simple circuit
can contain several dozen elements. Moreover, three out
of four variants of such an generator have a fundamental
disadvantage - the disappearance of the generation after
some time. The XOR element comes to a stable state with
zero at the output regardless of the number of inputs, and
the XNOR element with two inputs comes to
a stable state with one at the output. An XOR element
with three inputs has an additional stable state with one at
the output.

In [16] it is shown that the construction of a true
random number generator, containing a digital chaotically
oscillating autonomous Boolean network as a source of
entropy, should be focused on providing an increase in the
rate of number generation while reducing the energy
consumption by constructing such partially controlled
ABN, which at minimum size is guaranteed and with
maximum possible speed enters the Boolean chaos state.
The most important requirement should be the
impossibility of stable, quasi-stable or oscillating state of
the network.

The rate of chaos growth depends directly on the size
of the cyclic signal propagation paths available in the
network. The larger the path size, the longer it takes for
the signal to propagate through it in order to return to the
starting point. This means that the network must have a
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minimum size. This is obvious from the point of view of
an generator consisting of an odd number of inverters: the
period of oscillation is directly proportional to the length
of the ring.

To address these issues, it is better to consider a
synchronous network. In fact, the difference between the
synchronous Boolean network and ABN is that the signal
at the outputs of all logical elements changes
simultaneously, so we can assume that the network goes
through a series of states.

It was shown in [13] that mutual influence of
different network fragments can lead to their forced
synchronization. This is a very important effect, which
must be excluded or minimized. Since it is necessary to
find the minimum possible network, network variants can
be analyzed in order of increasing number of logical
elements. A network of at least three elements is needed
for chaotic behavior. In general, these must be two or
three input elements, since the presence of an element

with one input turns the network into a network with two
elements. To find the necessary network, you can
immediately discard all networks with the presence of a
stable state. Also immediately excluded are all networks
in which the cycle has less than eight states, since in such
networks oscillations and cross-effects are possible.

This leaves only the networks evolving through all
eight states. A total of 7! = 5040 different cycles is
possible, starting at state 000, going through all possible
states and through eight iterations back to state 000. These
networks simultaneously have a record low level of
complexity. For only eight of them, it is possible to
modify the nature of the generation so that they satisfy all
of the above requirements and have circuit options. They
all consist of three logic elements: two XOR elements
(block 4) or XNOR elements (block 5) and one initial
three-input element with a more complex, special function

L L out & L

called "unit count - block 3" (figures 1., 2., 3.
accordingly)[16].
3 Out out

L B

Fig. 1. Functional scheme of the
autonomous Boolean network

Each of the described Boolean networks is a basic
unit, on which the random number generator is built. Let's
call this basic block "chaotic generator”. It has output and
modulation input. To reduce the mutual correlation of the
signal, the chaotic signal must be removed from the unit
count element.

ABN is always in a state of chaotic oscillation and
consumes energy in the process. To stop the generation, it
is necessary to change the network so that at any initial
state it is guaranteed to come to a single possible
deterministic state. For the specified networks this cannot
be achieved by turning off only one logical element. You
need to turn off at least two elements and in the best case
these are the same input elements XOR or XNOR.
Network can be turned off by forcing the outputs of these
elements either to the value 0 or to the value 1. In this
case, if the outputs of the XOR/XNOR elements are set to
0, the network output will be set to the value 1, and vice
versa.

The chaotic generator itself cannot be used as a
random number generator, because it has only an
asynchronous output, on which there is a broadband
chaotic analog signal. function. On the one hand, it
provides a stable initial logic signal, on the other hand, it
preserves the previous state, which, if desired, can be used
via modulation inputs to produce the next random number.

It should be noted that in spite of mutual modulation,
the units of a synchronous chaotic generator can have a
shift in the distribution between the number of zeros and
ones at the output, i.e. the appearance of one type of
quantity at the output is more likely than the other. This is

Fig. 2. Logic scheme of an autonomous
Boolean network using XOR elements

Fig. 3. Logic scheme of an autonomous
Boolean network using XNOR elements

also due to the peculiarities of the physical operation of
the logical parts of the circuit. To eliminate this landslide,
a procedure called "whitening” of the obtained random
numbers may be required.

Thus, ABNs allow you to create RNGs with unique
characteristics:

1. The resulting numbers are truly random, which
allows them to be used for cryptographic purposes.

2. The rate of random number generation is so high
that the network behavior is unpredictable already for the
time of signal propagation through several logical
elements. That is, when implemented in microprocessor
systems, a random number can be obtained in one clock
cycle. Such a generation speed actually satisfies any
possible needs.

3. the modulation input allows to further improve the
characteristics, because another random number can be
fed to it. This forces the network to start from a new state
each time.

4. The same input allows cross modulation of the
discharges of the proposed generator, thereby increasing
the rate of chaos buildup.

5. The minimum size of the network makes the
proposed generator the most economical in terms of
power consumption.

6. The considered generator can be implemented
equally effectively on discrete elements, as well as in an
integrated design.

7. The generator design is simple and the cost of its
implementation is low, which allows it to be used to
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support cryptography in devices of low resource and
energy-saving devices of the Internet of Things.

It should be noted that ABNs require external
synchronization to update the device state, and their state
spaces are finite and discrete. Meanwhile, ABNs have
continuous state spaces, fast time scales, and complex
dynamics. ABNs are systems whose future behavior is
determined by past times and transient states. Thus, they
can be used in various applications such as random
number generation [19], genetic schemes [20], etc. In
addition, current systems generating Boolean chaos are
usually based on discrete logic elements and have a
Boolean chaos bandwidth up to 1.4 GHz [15], and in
integrated designs up to 3 GHz [11]. Therefore, due to not
the fastest electronic signal processing speed, the
bandwidth of Boolean chaos remains limited, which has a
direct impact on the prospects of ABN applications.

A promising direction of ABN development is the
use of optical logic gates to build optical ABNs. Various
groups of manufacturers have already proposed a solution
to build optical logic gates based on semiconductor optical
amplifiers. Such circuits offer the key advantages of high
nonlinear coefficients and easy integration. However, so
far they have been used only for information processing in
optical communication systems, and not for broadband
chaos and complex signals.

In [21] we propose an optical ABN device based on
optical logic gates, consisting of an optical logic gate
XNOR with two feedback links. By adjusting the delay
difference between the two channels the system outputs an
optical logic chaotic signal. Such logical chaotic signals
with high bandwidths solve the problem of Boolean chaos,
which can significantly expand the application area of

ABM. The paper [21] describes in detail the physical
mechanism of optical Boolean chaos and discusses the
effects of feedback delay time, carrier optical amplifier
recovery time, and power detection. Embedded integration
of the optical Boolean chaotic system can be realized
through a combination of optical logic gate integration
technology and optical delay line integration technology.
Simulation results show that this structure can generate
not only periodic, controlled rectangular signals, but also
chaotic optical Boolean signals with bandwidths up to 14
GHz.

3. Classification of attacks on random number
generators

To strengthen security systems and effectively
protect cryptosystems, an important scientific and
technical task is to analyze various methods of RNG
attack and determine countermeasures to eliminate the
consequences of such attacks.

An RNG attack aims to reveal generator parameters
for further random number prediction. A successful RNG
attack can compromise the cryptographic security of the
entire 10T network. Therefore, the use of poor quality
RNGs simplifies the complexity of attacks. RNGs in

cryptographic  systems must meet the following
requirements:  effective  hardware and  software
implementation; true random statistical sequence,

cryptographic attack resistance.

Based on the analysis performed in fig. 4. the most
common classification of known classes and types of
attacks on RNG [22].

/| Random nu

mber generator \

Direct Attacks based on Attacks on the basis of Correlation Special attacks
cryptoanalytic input data the disclosure of the attacks
attacks internal state

Fig. 4. Classification of attacks on random number generators

The direct cryptanalytic attacks are connected with
tracing the initial RNG data and investigating the patterns
of its occurrence. These include partial precalculation and
temporal attacks. The partial precalculation attack is used
based on the analysis of the internal states of the generator
and the observation of consistent raw data. The temporal
attack is implemented through tracking the pattern of
different amount of time in the change of generator states
[23].

Input-based attacks are divided into reproducible
input attacks, known input attacks and selected input
attacks. Known input attacks are implemented by
observing input devices or by input entropy number.
Attacks with selected inputs are based on the manipulation
of generator inputs. Attacks with reproducible input data
are based on the same data as the types of this class are
considered [24].

Attacks based on internal state disclosure are
possible in four variants: permanent compromise attack

(based on the disclosure of RNG state at a point in time),
return attack (performed in order to restore the RNG
states), iterative guessing attack (uses knowledge of RNG
state at a point in time and its intermediate) outputs in
order to know the state at the next point in time) and
"meet in the middle" attack (is essentially a combination
of iterative guessing attack and return attack). This class
of attack is successful when the initial state of the RNG is
known or provided [23].

Correlation attacks are based on the detection of
correlation relationships in the original generator
sequence. These attacks are the most common attacks
[24]. They include the following attacks: fast correlation
attack; basic correlation attacks; attacks based on the use
of convolutional and turbo codes; attacks based on the
recovery of linear polynomials.

The fast correlation attack based on the parity-check
decoding method is the most complex. The basic
correlation attack requires high computational complexity.
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Convolutional and turbo code attacks ask for huge
memory overheads. An attack based on linear polynomial
reconstruction is considered the most common.

The class of special attacks includes: algebraic
attacks, analytical attacks, statistical attacks and repetitive
attacks. Algebraic attacks analyze vulnerabilities in the
internal algebraic structure. Analytical attacks are based
on the detection of structural weaknesses in generators.
Statistical attacks are based on comparing the number of 0
and 1 values in a sequence. When performing a repetition
attack, the attacker intercepts certain data and then sends it
out again, blowing it out as legitimate information. The
defense against repetition attacks is the use of sequence
numbers and time stamps.

Thus, the analysis of attacks on RNG shows that the
attacks have different complexity of their implementation,
and therefore require different length of time, computing
and other capabilities. At the same time, the details of
attack protection should be considered depending on their
types, schemes of attack implementation and algorithms
of RNG functioning. Here are possible variants of
protection against attacks by hashing the initial values of
the generator and the initial values of entropy source,
periodically changing the internal state of RNG.

4. Testing and evaluating the characteristics of random
number generators

RNGs play an important role in the generation of
cryptographic keys, initial values in 10T network node
authentication schemes, etc. The quality of RNG
performance determines the cryptographic strength of the
data transmitted in the network [6]. Hence the problem of
assessing the quality of random bit sequences RNG, the
choice and formation of a system of tools for such
verification. Today there is a variety of such tools. In
recent decades, the most widely used sets of statistical test
packages: D. Knuth, Crypt-X, Diehard, U01; NIST[5].

The first set of statistical tests was the one proposed
by D. Knuth. It is based on calculating the value of a
statistical criterion and comparing it with tabulated
statistical results. The conclusion about the quality of a
random sequence is probabilistic. The advantage of tests is
their small number and the existence of fast execution
algorithms, and the disadvantage is the probabilistic
nature in interpreting the results.

Crypt-X statistical tests were developed by
researchers at the Australian Security Research Center
under a commercial license. The tests support key
generators, stream ciphers, and block ciphers. They
provide tests for frequency characteristics, sequences of
equal bits, linear complexity, sequence complexity, binary
derivative, and variable point.

Diehard tests were developed by George Magsaglia
to measure the quality of a random number set and are
considered one of the most rigorous test sets. This set
includes 13 tests. The basis of the tests is to compare the
characteristics of the random number sequence of the
generator according to the provided specification with the
expected values. The disadvantage of the tests is the lack
of methods for interpreting their results, heuristic and

formation of the evaluation result on a two-point "yes" or
"no" scale.

Large library of statistical tests set UO1l s
implemented in C language. It includes classical tests and
some original tests.

The specification and library of the NIST test suite
were developed by the US Institute of Standards and
Technology in the C language and is considered as a
standard [4], which includes 15 tests for the analysis of
RNG bit sequences. The feature of the tests is the
openness of algorithms and unambiguous interpretation of
test results. NIST standard includes requirements and
methods of a technological nature and is aimed at solving
the problem of statistical quality control of pseudorandom
sequences.

Thus, certain statistical test packages have a ready-
made software implementation. Their use to evaluate
random RNG sequences gives an appropriate level of
confidence in their quality. Along with this, the following
trends can be noted: the existing number of tests does not
provide the solution to the RNG estimation problems from
all sides; there are no tests that can be recommended to
solve most problems; it is impossible to get a clear
conclusion about the randomness of a sequence; all test
packages have some limitations or drawbacks.
Consequently, the problems of assessing the randomness
of RNG sequences are far from being complete and
require additional research and improvement of existing
approaches. The following issues remain problematic:
large length of sequences is required for evaluation; it is
impossible to change the parameters of existing test
implementations; two-point evaluation ("yes"/"'no") of the
test result; different language of software packages for
testing.

It should be noted that any of the suggested tests, or
even the whole package of tests, does not replace
cryptanalysis. In this case, preliminary testing is
mandatory. A generator, which does not satisfy
the testing conditions, is unsuitable. Each of the tests
included in the package is focused on searching for a
certain type of anomalies in the stream of generated
symbols.

The use of application test packages faces a number
of serious obstacles. The first one is that they are designed
to evaluate already ready generators. In practical work,
such devices are developed in stages, gradually bringing
them to the level of compliance. The second problem is
that each of the tests, which are included in the proposed

package, is based on a rather complex theoretical
justification, requiring from developers a serious
mathematical training and knowledge of various

incompatible sections of mathematics. Unfortunately,
developers, as a rule, do not give such justification in the
instructions attached to the tests. Finally, the third
problem is that, although the software provides free
access, it is difficult to use it. Most tests involve pre-
creation of a file into which a tested pseudorandom
sequence is written in the form of 32-bit words, and then
the test procedure is run. This is not always convenient
and not suitable for all tests, as it requires significant
hardware and software resources. In addition, the
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proposed tests are designed for a particular hardware and
software platform.

The listed problems force developers if not to
develop their own tests, then to create their own software
to implement them. It is convenient to work and can be
effectively used in the process of searching for the
developed design solution of the generator. Of particular
interest are studies on short sequences to obtain adequate
results, which is typical for RNG of low-power resources
of 10T network nodes [5].

To improve the designed circuits of generators, a
method for estimating the number of clock cycles to
perform certain operations is used. Let us consider the
results of such RNG estimation combined with hardware
support of basic cryptographic operations (hashing -
MD5/SHA-1/HMAC, encryption - AES/DES/TDES) for
major microcontroller companies.

Companies manufacturers have begun to introduce
hardware RNGs into microcontrollers. The construction of
such generators can be divided into four logical levels: 1)
the source of entropy of random bits of hardware noise; 2)
the level of processing random bits to eliminate statistical
defects; 3) block of random number generation with high-
speed high capacity; 4) output buffer to read the sequences
in accordance with the generator instructions.

RNG_CLK

For example, STMicroelectronics corporation on the
basis of universal core ARM  Cortex-M4F
(microcontrollers of STM32F4xx family) has integrated
RNG module. That is, a microcontroller with hardware
support performs basic cryptographic  operations
(encryption - AES/DES/TDES, geshing - MD5/SHA-
1/HMAC), which significantly increases the cryptographic
stability of cryptographic transformations. Evaluation of
embedded generator shows, that general level of
passability of FIPS-140-2 (Federal Information Processing
Standard) tests is 85% [3].

This generator (fig. 5.) is implemented on the basis
of analog noise source circuit of two independent
generators, over the outputs of which is performed the
addition operation modulo 2 (XOR). According to this
scheme, generation of 32-bit random number is performed
by 40 clock cycles of synchronization signal
(RNG_CLK). The scheme provides fault control (clocking
and entropy) for random value generation with interrupt
signal [25]. More detailed test results of cryptographic
quality of embedded RNG are given in [26], where
positive results on all 15 randomness tests according to
FIPS 140-2 requirements in four initial sequence
generation modes are given.

_________________________
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Fig. 5. STM32F2xx/FAxx/F7xx/H7xx RNG microcontroller scheme

In the world of 10T technologies there is a significant
security and privacy protection through the development
and implementation of general purpose microcontrollers
with specialized hardware modules of cryptographic
protection of information (cryptoaccelerators). Hardware
support for cryptography in loT devices with
cryptoaccelerators allows [26, 28]:

- generate high-quality random number sequences
and cryptographic keys;

- store and use cryptographic keys throughout their
lifecycle in encrypted form and in secure hardware;

- provide secure personalization (authentication) of
loT devices;

- speed up (tens, hundreds or even thousands of
times) the execution of certain crypto-algorithms;

- relieve the CPU from the cryptographic
transformation of information;

- provide greater crypto resistance, energy efficiency,
and miniaturization of 10T devices.

The core of crypto acceleration engines may include:
1) gas pedals of symmetric encryption based on
TDES/AES algorithms, gas pedals of asymmetric
cryptography based on RSA and DSA algorithms; 2) gas
pedals of hashing based on MD5, SHA-1, SHA-224,

SHA-256, HASH algorithms; 3) random number
generators based on a physical noise source.
Table 1 shows data from the technical

documentation on the number of clock cycles to process
one encryption block for the corresponding algorithms:
TDES in ECB, CBC modes and AES-128/192/256 in
ECB, CBC, CTR, GCM, XTS, GCTR modes. Also in the
table to compare performance of cryptoaccelerators for
different block sizes with listing by number of clock
cycles per byte (cycles per byte - CPB). Besides in the
table there is an estimation of performance of
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cryptoaccelerators in the form of NB parameter as a
number of processing bytes for 1 ms at the maximum
clock frequency NB = FCPU/(1000xNB).

Comparison of performance of cryptoaccelerators
with reproduced means of cryptographic transformations
[26] shows their significant advantages. For example, for
block AES encryption algorithm performance increases by
10-20 times for 8/16-bit cryptoaccelerators and by 150
times for 32-bit cryptoaccelerators correspondingly. With
respect to hash calculation, the performance gain for the

Table 1. Crypto-accelerators speed estimation

SHA-1, SHA-256 algorithms is over 100 times for 32-bit
cryptoaccelerators and up to 500 times for NMAS.

In general, there is a trend of hardware support for
cryptography in loT devices with the introduction of
comprehensive security solutions, such as identification
and authentication of network nodes [27; 28], symmetric
and asymmetric encryption, cryptographic protocols,
secure key storage and generation, secure application
firmware loading and updating, support for digital
signatures and certificates, high crypto-resistance and
energy efficiency.

Operation CPU Family/model FCPU, Modes Tact/ CPB, NB,
MC MHz block tacts/bytes byte
Evaluation of crypto-accelerator speed performance of 8-bit microcontrollers
Enc./Dec. AES-128 AVR XMega 32 ECB, CBC 375 234 1365
Enc./Dec. AES-128 STM8 STMB8L16 16 ECB 892 55,8 287
STM8AL
Enc./Dec. AES-128 18051 C8051F96x 25 ECB, CBC, 218 13,6 1835
Enc./Dec. AES-256 CTR 298 18,6 1342
Speed estimation of crypto-accelerators for 16-bit microcontrollers

Enc./Dec. AES-128 MSP430 MSP430F6xx 25 ECB, CBC, 167 10,4 2395

Enc./Dec. AES-128 MSP430FR5x 16 OFB, CFB 168 10,5 1524

Enc./Dec. AES-256 MSP430FR6x 234 14,6 1094

Enc./Dec. TDES PIC24 PIC24FJ64 32 ECB, CBC, 26 33 9 846

Enc./Dec. AES-128 PI1C24FJ128 OF%’T%FB' 219 13,7 2338

Enc./Dec. AES-256 PIC24FJ256 299 18,7 1712

Evaluation of crypto-accelerator speeds of 32-bit microcontrollers
Enc./Dec. TDES ARM7TDMI SAM 7XC 55 ECB, CBC, 50 6,3 8800
OFB, CFB

Enc./Dec. AES-128 ECB, CBC, 12 0,8 73333
Enc./Dec. AES-256 OFE’TCI:{FB’ 14 0,9 62 857
Enc./Dec. AES-128 ARM SAM E5x 120 ECB, CBC, 57 3,6 33 684
Enc/Dec. AES256 | CorexMaF SAM D5x 8;5: gg';[ 77 48 24 935
Hash SHA-1 85 1,3 90 353
Hash SHA-256 72 11 106 667

TRNG-32 84 21,0 5714
Enc./Dec. AES-128 ARM SAM E70 300 ECB, CBC, 10 0,6 480 000
Enc./Dec. AES-256 Cortex-M7 SAA:\\AA \s/;g STFE” (C}E?/l 14 0.9 342 857
Hash SHA-1 SAM V71 85 1,3 225 882
Hash SHA-256 72 11 266 667
TRNG-32 84 21,0 14 286
Enc./Dec. TDES ARM STM32H7xx 400 ECB, CBC 64 8,0 50 000
Enc./Dec. AES-128 | CoMexM7F ECB, 14 09 457 143
Enc./Dec. AES-256 CE;\(/[:,,(é'Iéi/,[(,BC 18 11 355555
Hash SHA-1 GMAC 82 1,3 312195
Hash SHA-256 66 1,0 387879
TRNG-32 54 135 29630
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Conclusions

Protection of 10T solutions includes security of loT
network nodes and their connection to the cloud using
secure protocols, confidentiality, authenticity and integrity
of data during transmission, processing and storage in the
0T network, as well as resistance to physical and virtual
attacks. Information is protected by cryptographic
methods (encryption and hashing) using cryptographic
keys. The initial basis for the crypto resistance of loT
solutions is the true randomness of the sequences formed
by the RNG and used in cryptographic transformation
algorithms of information for its protection. The
peculiarities of 10T devices are their heterogeneity and
territorial distribution, limited computing resources and
power supply, miniaturization. Due to the above features
of 10T, generation of random sequences by software in a
deterministic algorithm in high-performance
microprocessor systems is unacceptable. Such sequences
are of pseudorandom nature, which means that the
possibility of their predictability increases, and, as a result,
the crypto resistance of the systems decreases.

The problem of generators that use physical
processes is that their analog circuit wastes energy. In
addition, it is difficult to maintain the performance of this
analog circuit due to improvements in the technical
process for the production of chips and their
miniaturization. Generators on digital circuits can
significantly reduce power consumption and increase the
rate of generation by more than 30 thousand times. To
guarantee the quality of random numbers, they implement
a three-step process, which involves an initial digital
circuit, a normalizer and a shaper of the initial flow of
random numbers.

Autonomous Boolean networks allow to create RNG
with unique characteristics: 1) obtained numbers are really
random, which allows to use them for cryptographic
purposes; 2) speed of random number generation is so
high, that when implemented in microprocessor systems
random number can be obtained in one clock cycle; 3)
modulation input allows to further improve characteristics,
that is allows cross modulation of generator bits, thus
increasing speed of chaos increase; 4) minimal network
size makes the proposed generator the most economical in
terms of power consumption; 5) the generator can be
implemented equally effectively on discrete elements, as
well as in integrated design; 6) the generator design is
simple and the cost of its implementation is low, which
allows to use it to support cryptography in low-resource
and energy-saving 10T devices with a huge bandwidth of
Boolean chaos to 3 GHz.
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KPUINTOCTIAKI METOJHU TA TEHEPATOPH BUIIAIKOBHUX YU CE.T
Y HPUCTPOAX IHTEPHET PEYEU (10T)

IIpenmMeT mociiPKEHHs: KPHUOTOCTIKI METOIM Ta 3aCO0M TeHepYBaHHS BHMIIAJKOBHX IOCTIZOBHOCTEH Ta amapaTHa MiATPUMKA
KpunrorpadidHUX IepeTBOpeHb y MpUcTposix [oT. MeTolo CTaTTi € MOCHiPKEHHST KPUIITOCTIMKUX METO/IB Ta 3ac00iB TeHEPYBaHHS Ta
TECTYBAHHS BUINAJIKOBUX IMOCIITOBHOCTEH, MPUAATHUX AJISI BUKOPHUCTAHHS y MPpHCTPosix [oT 3 oOmexeHnMH pecypcamur; BU3HAYCHHS
CXEMHHX peaji3aliii amapaTHHX TeHEpaTopiB BHIIAJKOBHX IOCTITOBHOCTEH; (OPMYBaHHS BHCHOBKIB INOJO BHKOPHUCTAHHSI
rerepatopie BumaakoBux uucen (I'BU) B cucremax kpunrorpadigaoro saxucty Mmepexi loT. Y craTri BHpIIIyrOTBCS HacTyIHI
3aBIaHHSI: aHali3 METONIB Ta amapaTHUX 3aco0iB (OpMyBaHHS BHIIQJKOBHX IOCHIIOBHOCTEHl [y 3axucty pimens loT 3
0o0MeXeHHMH pecypcaMy; BU3HauYeHHs Oe3reuHuX Ta eekTHBHHUX TexHouorii peanizauii 'BY; knacudikanis arak Ha ['BY; anamni3
MEPEIIKO/l TPAKTUYHOTO BUKOPHUCTAHHS MAKETiB CTATUCTUYHMX TECTIB JUIS OL[IHIOBaHHS SKOCTI BHIIAJKOBUX rociigoBHocted ['BY;
OLIIHIOBAaHHS IIBHUAKOIII KPHITOAKCEIepaTopiB amapaTtHol MiATPHUMKH KpunTorpadidyHuX IepeTBOPEHb; HAJAHHS MPAKTHYHHX
pexomMennamiii momo RNG mns 3actocyBanHs B mpuctposx loT 3 oOmexeHmMu pecypcamu. MeToaM TOCHIIKEHHS: METON
CTPYKTypHO-yHKIIOHaMBHOTO aHamizy RNG ta mpuctpoiB loT, kpunrorpadidai MeToam 3axucTy iHpOpMaIlii, METOM TeHEPYBaHHS
BUMAJIKOBHUX IIOCIIIOBHOCTEH, METOJ aHami3y CTIMKOCTI CHCTEM, METOOM MOOYIOBH aBTOHOMHHX OYJIOBHX MEpEeX Ta aHali3y
OyJIBOBOTO XAa0Cy, METOIM OIHIOBAHHS SKOCTI BHUITQAKOBHX MOCHIZOBHOCTEH. Pe3yabTaramum poOOTH € aHaNi3 TEXHOJNOTIH Ta
CXeMHHX pilieHs amapatHux ['BY 3a xapakTepHCTHKaMHU: SKiCTh BHIIAJKOBOCTI YHCEN Ta HeEMepena0dadeHIiCTh IMOCIITOBHOCTEH,
HIBUIKOIisI, CHEPTrOCIIOKUBAHHS, MiHIaTIOPHICTh, MOJIMBICTh IHTETPATHHOTO BUKOHAHHS; HATAHHS MPAKTHYHUX PEKOMEH/IAIIIH 111010
qust 3actocyBanHs ['BU B cucremax kpunrtorpadiunoro 3axucty mepexi [0T. HoBH3HOI0 MpOBEIEHOro IOCHIMIKEHHS € aHali3
METOJIiB Ta amapaTHUX 3aco0iB MiATPUMKH TEXHOJOTii IeHepyBaHHsS BHIAJKOBUX IOCIIJOBHOCTEH B cucTeMi KpumnrorpadidHoro
3axucty pimenp [oT; mpoBeneHHs kinacudikamii atak Ha ['BU Ta ocoOmmBoCTel 3aXWCTy BiJl HUX; BH3HAUYeHHA €()EKTHBHUX
TeXHOJIOTIH Ta cxeMHuX pimens ['BU moxo BEKOpHCTaHHS B MAJONOTYXHUX NpUCTposx [oT 3 oOMexeHMMH O0OYHCITIOBANEHUME
pecypcamu; HaJaHHS NMPAaKTHIHUX pPeKOMeHAarii moxo BukopucranHs ['BY B cuctemax kpunrorpadignoro 3axucty mepexi loT.
AHai3 TEXHOJOTIH Ta CXeMHHUX PillleHb JJO3BOJIUB C(HOPMYBATH HACTYIIHI BUCHOBKM: 3axHCT pimeHb [oT Bkirouae: Oe3nexy By3iiB
Mepexi [oT Ta iX migKIroYeHHs 1O XMapH 3a JOTIOMOTOI0 3aXUIIEHHX MPOTOKOJIB, 3a0e3neueHHsT KOH(1IeHIIHHOCTI, aBTEHTUYIHOCT1
Ta LiTicHOCTI AaHMX B Mepexi loT kpunrorpadgiyHMMM MeTONaMH, aHaji3 aTak Ta MOHITOPHHI KpHUNTOCTiHKOCTi Mepexi [oT;
HEePBICHOIO OCHOBOIO 3aXHCTy pitieHb 10T € icTHHHA BUMAIKOBICTh MOCTIJOBHOCTEH, sKi GopmytoTbest [BU i BUKOPHUCTOBYIOThCS Y
anropuTMax KpunrorpadidHoro mepeTBopeHHs iHdopmauii 1 11 3axucty; ocoOnuBicTio mpuctpoiB loT € 1X rereporeHHicTsb i
reorpadiqHui po3Moaiy, 0OMEKEHICTh OOYHCIIOBATIBHIX PECYpPCIB Ta €IEKTPOXKHUBICHHS, MiHIaTIOPHICTh; HAWOIIbII e(eKTHBHUMU
(3MEHIIYIOTh €HeproCIOoKUBAHHS Ta 30UIBIIYIOTH HIBHIKICTh TeHepallii) s 3acTocyBanHs B npucTposix IoT € RNG BHKIIOUHO Ha
OUQPOBIH OCHOBI, B IKUX PeaNi3yeThCs TPUCTYMIHYACTHH MPOIIEC: MOYaTKOBa MU(pPOBa cxeMa, HopMalizaTop Ta (opMyBad MOTOKY
BUITQJIKOBHX YHCEN; aBTOHOMHI Oyib0Bi Mepexi (ABM) no3Bostiors ctBoputH RNG 3 yHIKaIbHUMH XapaKTepUCTHKaMU: OTPHUMaHi
4yHuclla € AIHCHO BMIAJKOBHMH, BHCOKA MIBHAKICTH — YMCIO MOXKHA OTPUMATH 3a OJWH TAaKT, MIHIMaJIbHE ESHEPrOCHOXXMBAHHS,
MiHiaTIOpHICTh, BHCOKa (0 3 I'Tm) mpomyckHa 3maTHICTE OyJIBOBOTO XaocCy; NMEPCIEKTHBHHM HampsMoM po3BuUTKy ABM e
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BUKOPHUCTAHHS ONTHUYHUX JIOTIYHUX BEHTWIIB Ul MoOynoBH onTuyHUX ABM 3 mpomyckHoro 3natHicTio 10 14 I'T'm; xnacudikamist
BiJoMHUX KiaciB atak Ha ['BY BriIoYae: mpsMmi KpUNTOAHANITHYHI aTakKW, aTakd, 3aCHOBaHI Ha BXIJHUX JaHUX, aTaKM Ha OCHOBI
PO3KpHTTS BHyTpimHbOrOo crany ['BU, xopemsmiiHi aTtaku Ta CHemianbHi aTakd; MAaKeTH CTATHCTUYHHUX TECTiB IUIS OIHIOBaHHS
mociigoBHOcTei RNG MaroTh Jesiki oOMeKeHHs abo HEHONIKM Ta HE 3aMIiHIOITh KPHUIITOAHANTI3; MOPIBHSHHS MIBUAKOMIT
KPHIITOAKCeIepaTopiB 3 MPOrpaMHUMH 3aco0aMH KpunrorpadidHiX HepeTBOpEHb ITOKa3ye iX 3HA4HI IepeBaru: IUisi OJIOKOBOTO
anroputmy wmudpysanas AES migsumyersest mBuakonis B 10-20 pasis y 8/16-6itoBux kpunroakceneparopax i B 150 pasis y 32-
6iTOBHUX, XEIIyBaHHs 3pOCTaHHs WBUAKOAIT st anroputmiB SHA-1, SHA-256 y 32-6iToBux kpumroakceaepaTopis 6 Hixk B 100
paszis, a g anroputmy HMAC — no 500 pasis.

KurouoBi ciioBa: iHTepHET pedeil; reHepaTop BHMAKOBHX YHCEN; KPUNTOCTIHKICTh; KPUITOAHANI3; KpunrorpadidHi Kiodi;
mdpyBaHHS; XEIIyBaHHS; aBTOHOMHI OyJIbOBi Mepexi; OyJeBUil XaoC; CTATUCTUYHI TECTH; KPUITOAKCEIEPATOPH.

KPUINITOCTOMKUE METO/bI M TEHEPATOPBI CJIYYANHBIX UNCEJI
B YCTPOMCTBAX MHTEPHET BEIIEN (I0T)

IIpeameT uccnenoBaHMs: KPUNTOCTOMKHME METOABI U CIIOCOOBI TE€HEPHPOBAHUS CIyYaiHBIX IMOCIIEIOBATENbHOCTEH M ammaparHas
MoJIepkKa KpUnTorpadpuueckux npeodpazoBanuii B ycrpoiictBax [oT. Lleiblo craTe sSBISETCS HCCIENOBAaHUE KPUITOCTOMKHX
METOZOB M CPEICTB ICHEPUPOBAHUSA U TECTHUPOBAHMS CIy4alHBIX IMOCJIEAOBATENbHOCTEH, NMPUIOAHBIX A HcHojib30BaHusA B [oT
YCTPONCTBAaX C OrPaHUYEHHBIMH pECypcaMy; OIpENelICHUEe CXEMHBIX pealM3alyil anmapaTHbIX T'€HEpaTOpOB CilydailHbIX
TIOCJIeIOBATEIFHOCTEH; (OPMUpPOBaHHE BBIBOJOB II0 HCHOJNB30BaHHIO TeHepaTtopoB ciydaiiHeix umcen (I'CU) B cucremax
kpunrorpadpudeckoi 3ammutel cetd [oT. B crartee permmaroTcs cieyromue 3aJadyd: aHaId3 METOJOB W allapaTHBIX CPEICTB
(opMHpOBaHMS CITyYailHBIX MOCIIENOBATEIFHOCTEH I 3amuThl pemeHHd [oT ¢ orpaHMYEHHBIMH pecypcaMu; ONpeAeiIeHHE
Oe3omacHBIX U 3QPEeKTUBHBIX TexHoNorui peammzanuu ['CY; kmaccupukanus arak Ha ['CU; aHanu3 HEZOCTATKOB MPAKTHYECKOTO
HCTIONB30BAHMS MTAKETOB CTATHCTHYECKHX TECTOB AT OIEHMBAHUS KadecTBa CIIydalHBIX mociemoBarenbHocTed I'CY; oneHuBaHne
OBICTPOJCHCTBUSL KPUIITOAKCENIEPATOPOB  aNNapaTHONW MHOANEPKKH KpUNTOrpadUueckux IpeoOpa3oBaHUi; IpesocTaBiIeHHe
npakTuueckux pexoMmenaanuii no I'CU g npumenenus B ycrpoiictax loT ¢ orpannueHHsIMu pecypcamu. MeToabl HCCIIEI0BAHUS:
METOJ] CTPYKTypHO-(pyHKIMOoHaiIpHOoTro ananuza I'CY u ycrpoiicts 0T, kpunrorpadguyeckre METOABI 3aIIUTH HHYOPMAIMU, METOIBI
TeHEpUPOBaHUA CIy4allHbIX IIOCIEJOBaTEIbHOCTEH, METOJ aHauu3a yCTOMYMBOCTU CHUCTEM, METOJbl IOCTPOEHHS ABTOHOMHBIX
OyJIeBBIX ceTel U aHanu3a OyJIEeBOTro Xaoca, METO/bI OIIEHUBAHUS Ka4eCTBa CIy4aiHBIX ITOCIeN0BaTeNbHOCTEH. Pe3yIbTaThl paboThL:
aHaM3 TEXHOJIOTHH U CXEMHBIX perneHui ammapatHeix ['CY mo crieayromuM xapakTepHUCTHKAMU: Ka4eCTBO CIyYaiHOCTH YHCET H
HETIPeACKa3yeMOCTh MOCIIEeI0BAaTEIbHOCTEH, OBICTPOICHCTBIE, SHEPrONOTpeOIeHIe, MUHAATIOPHOCTh, BO3MOXHOCTh WHTETPAILHOTO
BBIMIOJTHEHUST; TIPEJJOCTaBICHUE TPAKTHIECKUX peKoMeHaanuii no npuMeneHnto I'CY B cuctemax kKpunrorpaduueckoi 3aiuThl CeTH
10T. HoBHM3HOH IpOBEJCHHOTO WCCIECIOBAaHUS SBISIETCS aHAIW3 METOJOB M alNapaTHBIX CPEJICTB MOIJEPKKH TEXHOJIOTHH
TeHePUPOBAaHUs CIIyYalHBIX MOCIEeOBaTeIbHOCTEH B cHcTeMe Kpunrorpaduueckoit 3amumtel pemienuii 1oT; mpoBeneHne
kiaccudukauy atak Ha ['CU 1 ocoGeHHOCTeH 3alUThl OT HUX; onpereneHne 3G QeKTHBHBIX TEXHOJIOT Ul N cXxeMHbIX pemenuit ['CY
[0 HCIOJb30BaHUIO B MAJIOMONIHBIX ycTpoicTBax loT ¢ orpaHuueHHBIMH BBIYHUCIUTEIBHBIMU peCypcaMy; IpeJoCTaBICHUE
MPaKTUYECKUX peKoMeHanuii mo ucroib3oBaHuio ['CY B cucremax kpunrorpadudeckoit 3ammutsl cetn [0T. AHamu3 TexHoMOTHi 1
CXEMHBIX PEUICHUH MO3BOJHI C(POpMHUPOBATH CIENYIONINE BHIBOAbI: 3amuTa pemennii [oT Bkirouaer: 6e3omacHoCTh y3710B cetr [oT
U UX TOAKTIOYEHHe K OOJIaKy C ITOMOIIBIO 3aIUIIEHHBIX IPOTOKOJIOB, OOecredeHrne KOHQHICHIMAIFHOCTH, MOIIMHHOCTH H
LEJIOCTHOCTH JaHHBIX B ceTH loT KpunrorpadudecKMMH METOAaMHM, aHAIN3 aTak M MOHHTOPUHT KPUITOCTOMKOCTH CEeTH;
MepBOHAYANBHOI OCHOBOW 3amuThl pemennit 10T sBnsercss uctuHHas ciydaiiHocTh Gopmupyembeix I'CU mocnenoBatenbHOCTEH U
HCTIOJIb3YEMBIX B aITOPUTMax Kpunrorpaduyeckoro npeodpazoBanusi HHGOpMaIMu Ui ee 3aIlIUThl; 0COOEHHOCThIO ycTpoiicT [oT
SIBIIICTCSl MX T€TePOreHHOCTh M reorpaduueckoe pacrpesielieHue, OrpaHHYeHHOCTh BBIYMCINTENBHBIX PECYPCOB U AJIEKTPOIHMTAHUS,
MHUHHUATIOPHOCTh, Hanboiee 3(QEeKTHBHBIMH (YMEHBIIAIOT DHEPronoTpedieHne M YBEINYUBAIOT CKOPOCTH TE€HEpalHu) Uit
npumeHenus B ycrpoiictBax loT sBistoress ['CYU nckimrounTeIbHO Ha HU(GPOBOH OCHOBE, B KOTOPBIX PeaM3yeTcs TPEXCTYNeHYaThIH
Iporecc: HadaiubHas IU(pPOBas cXeMa, HOPMAIM3aTop M (OPMHPOBATENh MOTOKA CIIyYaWHBIX UHCEN; aBTOHOMHBIE OyJeBbIE CETH
(ABC) mo3Bomsitor cozgate ['CY ¢ yHHKAIPHBIMH XapaKTEPHCTHUKAMU: MOJTYyYEHHbBIE YHCIa NEWCTBHTENHHO CITydaifHbIe, BBICOKAs
CKOPOCTh — YHCJIO MOKHO TOJYYUTh 32 OAWH TaKT, MHHUMAILHOE SHEPronoTpebieHre, MUHHATIOPHOCTH, BBICOKas (1o 3 I'Tm)
MIPOITyCKHAsl CIIOCOOHOCTH OyNeBOTO Xaoca; MEPCHEKTHBHBIM HaNpaBieHHeM pa3BHTHS ABM ecTb HCHONB30BaHHME ONTHYECKUX
JIOTHYECKHX BEHTWIeH 1t moctpoeHns ontudeckux ABC ¢ mpomycknolt cmoco6HOCTRIO 0 14 T kimaccuukarys H3BeCTHBIX
kitaccoB atak Ha ['CY BxirouaeT: NPAMBIC KPUNITOAHAJIMTUYCCKUE aTaKU, aTaKu, OCHOBAHHBIC Ha BXOAHBIX JaHHBIX; aTaKU Ha OCHOBE
PACKpBITUSA BHYTPEHHETO COCTOSTHUA FCI‘I, KOPPEIMLIMOHHBIC aTaKu U CICHUAJIBHBIC aTaKU, IMaKETbl CTATUCTUYCCKUX TECTOB IJIA
OLICHUBAaHUA HOCHe)lOBaTeHbHOCTeI\/’I I'CU wmmeror HCKOTOPBIE OrpaHUYCHUA WIM HEAOCTAaTKU M HE 3aMCHAIOT KPUITOAHAIU3,
CpaBHEHHE OBICTPOJCUCTBUS KPHUITOAKCEICPATOPOB C MPOTPAMMHBIMH CPEICTBAMH KPHUNTOTpadHUYEcKUX Mpeodpa3oBaHHi
MOKAa3bIBAET MX 3HAUMTEIbHBIC IPEUMYIIECTBA: Ul O09HOro anroputMa mudpoBanus AES nossimraercs 6sicTponeticteue B 10-20
pa3 B 8/16-OmToBBIX KpumTOakcenepatopax m B 150 pa3 — B 32-OumrtoBbIX, XemmpoBaHus pocta SHA-256 y 32-OuTHBIX
KpunToakceneparopos 6onee ueM B 100 pa3, a s anropurma HMAC — 1o 500 pas.

KnioueBble cjI0Ba: MHTEPHET BEIel; TeHEpaToOp CIyJaHHBIX YHCENl; KPUITOCTOHKOCTh; KPUNTOAHAIHN3; KPHIITOTpaddecKie
KITI04H; MM poBaHKe; XCIINPOBaHNe; aBTOHOMHBIE OyJIeBbIE CETH; OYJIEBbIi Xa0C; CTATUCTUYECKHE TECThI; KPHIITOAKCEIEPaTOPhI.
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