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IMPLEMENTATION OF A METHOD FOR SYNTHESIZING GROUPS OF
SYMMETRIC DOUBLE-OPERAND OPERATIONS OF CRYPTOGRAPHIC
INFORMATION CODING FOR BLOCK ENCRYPTION SYSTEMS

The object of the study is the processes of building groups of symmetric double-operand operations of cryptographic coding of
information. The subject of the study are features of the implementation of a generalized method of synthesis groups of symmetric
two-operand operations of cryptographic coding information for "lightweight cryptography”. The purpose of this work is to
investigate the process of building and implementing a method of synthesis of groups of symmetric multibit double-operand
operations of information cryptographic coding to provide automation for finding ways to increase the variability, and stability of
lightweight cryptoalgorithms. The following tasks are solved in the article: to determine the mathematical group of single-operand
operations, on the basis of which the realization of the method of synthesis of groups of symmetric double-operand operations of
cryptographic coding will be presented; to offer the search technology of symmetric double-operand operations; to evaluate power of
synthesized groups of operations, and their influence on variability and stability of " lightweight cryptography" algorithms. The
following results were obtained: the technology for determining symmetric double-operand operations, which will be the basis for the
synthesis of a group of symmetric double-operand operations, was proposed. A method for synthesizing groups of symmetric double-
operand cryptographic information coding operations for block encryption systems was proposed and implemented. On the example
of module-two addition with correction and the use of three-digit single-operand operations, the practical implementation of this
method was shown. Based on the synthesized operations and the given quantitative characteristics of the set of single-operand
operations, the power of synthesized groups of operations and their influence on the variability and stability of "lightweight
cryptography" algorithms were evaluated. Conclusions: the proposed and implemented method of synthesis of groups of symmetric
double-operand operations of cryptographic coding information allows to provide the possibility of increasing the variability of
lightweight crypto-algorithms. Synthesis of symmetric cryptographic coding operations belonging to different mathematical groups
provides increase of algorithm's crypto stability. Application of synthesized cryptographic coding operations leads to significant
increase of variability of cryptoalgorithms and their complexity.
Keywords: cryptographic encoding; lightweight cryptography; synthesis of symmetric operation groups.

Introduction nonlinear information transformations [11, 12].

Among cryptographic coding operations, a special
which

Statement of the problem. The development of
information technology and the digitalization of society
have led to the need to process large amounts of data in
real time. However, there are a number of applications of
information technology related to the need to process
sensitive information with limited resources. To solve
these problems traditional crypto-algorithms were not
effective enough [1 - 3]. Their solution is the use of
"lightweight cryptography™ using cryptographic coding
operations. This approach provides both theoretical and
practical solution to the important scientific and technical
problem of providing protection of personal information
resources and secure functioning of personal information
management systems under existing hardware limitations.

Analysis of recent research and publications

The development of lightweight cryptoalgorithms is
conducted mainly in the direction of using special
restrictions of traditional algorithms on the block size,
number of internal states, simplification of rounds
algorithms and their number [3, 5 - 7]. However, it should

be noted that the development of lightweight
cryptoalgorithms  focuses on  block-based crypto
algorithms [8].

The second way of developing "lightweight

cryptography” is to build crypto-algorithms based on
cryptographic coding operations [9, 10]. Synthesized
cryptographic coding operations based on discrete
substitution table models implement both linear and

place belongs to double-operand operations,
provide a random implementation of substitution tables.
[13, 14]. Among a variety of double-operand operations it
is reasonable to allocate symmetric double-operand
operations [15, 16], which can find wide application both
in block and stream encryptions.

However, at present multi-digit double-operand
operations  of  cryptographic  conversion  remain
insufficiently investigated. It should be noted that the digit
capacity of double-operand operations means the
minimum amount of information to be converted [13]; the
units of the minimum amount of information can be bits,
bytes, words, etc.

The aim of the article. To study the process of
construction and implementation of the method of
synthesis of groups of symmetric multi-digit double-
operand operations of cryptographic coding of
information to provide automation of finding ways to
increase the variability of lightweight cryptoalgorithms.

Main part

A double-operand cryptographic encoding operation
is an operation, which converts the value of the first
operand based on one of several single-operand
operations, depending on the value of the second operand.
In other words, a double-operand operation is a formalized
tuple of single-operand operations from which only the
single-operand operation whose ordinal number is
determined by the second operand will be implemented
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for information conversion.

If at identical values of the second operand the two-
operand operation realizes both direct and reverse
cryptographic transformation, this operation will be
symmetric.

Let us consider synthesis of symmetric three-digit
two-operand cryptographic coding operations.

The number of single-operand cryptographic
encoding operations is defined [10].

Ki(n)=2"1, 1)

),

where n - K,(n), K,(n)-n!,
K, (n)=2" the number of basic operations, transposition
operations, and inversion operations, respectively.

Based on expressions (1) and (2) the number of two-
digit single-operand cryptographic coding operations is
defined [9]:

K, (n) =K,;(n) K, (n)-K,, (n) = K ;(n)-n!-2"

on ou

operation  digit,

K'(2)=41=24.

K'(2)=K,(2)-21-2° =3-6-4 =24

Since, according to the results of the experiment,
there are 96 symmetric two-digit double-operand
operations, and they make up 4 groups of 24 operations,

we can assume that: K’ (2) =96=4-2%1. So,
K2(n)=k-2"! ©)

where k — number of groups of symmetric n -digit
double-operand cryptographic coding operations.

The number of operations in each group of
symmetric three-digit two-order operations according to
(3) is defined: K?(3)=k-2°1=k-8! and is 40 320
operations [17].

In practice, it is currently impossible to synthesize a
group of such a number of operations. This is due to the
lack of a single mathematical apparatus allowing to
simulate the whole set of three-digit single-operand
operations [10]. Therefore, in the process of synthesis of
symmetric three-digit two-operand operations we will
limit ourselves only to synthesis of basic double-operand
operations based on matrix single-operand operations.

According to [17], the number of basic three-digit
single-operand matrix operations is 28 operations. These
operations are presented in table 1.

Table 1. Basic group of three-digit single-operand matrix cryptographic coding operations

X ®X, DX, X, @ X,
Flg =| X, ®Xx szz =%
X, X, X, DX X @ X
E=F'= Fr=F'= o 3 .
1 =R =% 8 =g =| %
X, X3 X, DX, X DX,
Flg =X, ®X in =1 X
%, X, @ X, DX,
X O X, © X X DX,
Flz =1 % DX Fzg =1 % @Xs
X @ X, X X3 X5
F =F =|x Fr=F =|x®x,®x,
X, X X, ® X, X @ X, @ X,
Flg = % ®X, szs =X, ®X
X3 X3
X
X, X, F1§= % X, Xl@X
K _d _ K _ d X, DX K K ’
F3 _Fa = X1®X2 Fo=Fo =| % X; Fu=Fu=|%®X
DX, DX ' X
X5 X 2 3 Flg: X @ X, 3
X ®X, DX,
% X X ® X
© Fli_ X ®X, F1§: X, ® X F2k5: X X,
ke %X X @X, ®X, X @ X X,
s = =X
" X X X ®%
Fﬁ: X @ X, Flg: X ®x, ® X Fz%: X @ X, DX,
X, ® X, X @ X X3
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X X © X,
F1; = % DX sze = % DX,
X X, DX, DX, X X DX, DX,
k d k d
Fo=F =X Fo=Fo =| X ®X,
@ x X @ x X @ X, ® X,
e ’ Flg =X ®X % 3 des = X ©X
X ®X, X, DX,
X DX, DX, X ®X, X DX,
F1§ =% le:) =1 X% I:2k7 = % ®x
X X ®X, X, DX, X DX, ®X,
R =F'=|x®x
X, X, @ X, X DX, X, © X
d
Fo =| % Fo =| %, = % ®X
X1®X3 X ®x, DX, X ®x, ®x
X DX, DX, ¥ D X % © X,
Fé=| x, P =| X, Foo=| % ®X
% X, ®X, Xz(‘DX3 X @O X, D X
I:7k:|:7d: X,
X, DX, d X DX, d X @ X, X, d X, D X,
Fu =| % Fu=|% Fe =| X, ©X, ® X,
X, @ X, X, ® X, X, DX,

Therefore, in the process of synthesis of symmetric
three-digit  double-operand matrix  operations  of
cryptographic coding we will use numbering of single-
operand operations according to table 1.

To develop and implement the method of synthesis
of groups of symmetric double-operand operations of
cryptographic coding information for block encryption
systems it is necessary to establish a symmetric double-

4@
01

Based on expression (4), the operation O/® can be

called a bitwise addition operation module-two with
correction.

When developing the method of synthesis of groups
of symmetric double-operand operations of cryptographic
coding synthesis was performed on the basis of
operations:

1) module-two additon:

- digit addition by module-two;

- digit addition module-two with correction;

2) module four additon:

- left-handed module four addition;

- right handed module four addition.

The transposition of elementary functions in
operations does not affect the number of modified groups
of operations with a transposition accuracy. The only

_ Xi'(k1®kz)®xz'(k1@k2)®k1 _|:X1®k1®(xi®xz)’(k1®kz):|
X @)@ x, (kO Ok, |

operand operation based on which we will conduct the
synthesis.
Let us consider in more detail the operation O/, on

the basis of which the synthesis of the fourth group of
symmetric two-operand operations of cryptographic
coding was performed [15]:

(4)
X, ®k, ® (X, ®x,)-(k, ®k,)

operation that implements the encoding of a bit of
information regardless of the serial number of the bit is
the digit addition by module two. Based on this we can
define the following list of operations:
1) module-two additon:
- digit addition by module-two:
X, Dk,
O, =|x,®k, (5)
X; DK,
- digit addition module-two with correction;
X, Dk @ (x ®x,)-(k, ®k,)
O =|x,®k®(x®x,) (kh®k,) (6)
X; @k,




___ 38

ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

Innovative technologies and scientific solutions for industries. 2022. No. 2 (20)

X, Dk ®(x ®x,)-(k, ®k,)
O, =|x,®k,
Xa@ks@()ﬁ@)(a)'(l%@ks)

X @k

2) module four additon:
- left-handed module four addition:

%, ®k, ®X, -k, | (% @k ®X, K, | %, ®k,
0 =|x,Dk, 0, =|x,Dk, O, =%k ®x; k |;
| X; @K, | | X; @K, ] | X; @K, ]
- right handed module four addition:
X @k, X @k 1 [xek
O,=|x,®k®x k| O =|x,®k, 0,=| x,®k, ;
| X, @K, | | X, @K, ® X K | | X, @Kk, @ X, K, |

3) module eight additon:
- left-handed module eight addition;

X, Ok D (X, Ky v X, - X Ky VK, - X5 -K5)

O, =x,0k®x®Dx,) (kDk,)
X; Dk, @ (X, DX,) - (k, D)

X @k
O, =x,0k®(xDx,) (kDk,)
X, Dk, @ (X, DX,) - (k, D)

X, Ok D (X Ky v Xy - %, oK, VK, - X, - Ky)

O, =\x,Dk,®x, -k, O, =|x,®k,
X; Dk, X; Dk, @ X, -k,
- right handed module eight addition.
X, @k, X, @k ®x -k
O0,=x,®k,®x -k 0 =|x,®k,

X; DKy @ (X, K, VX, X K VK, X oK)

The given operations differ in mathematical
representation and truth tables of transactions. Generalized
tables of transactions with permutation accuracy also
differ. Based on this, at least 14 groups of symmetric
double-operand operations of cryptographic information
coding for block encryption systems will be constructed
based on the proposed synthesis method.

Let's synthesize basic group of symmetric three-digit
double-operand matrix operations of cryptographic coding
based on operation (6). For this purpose, we introduce a
substitution in the operation

Xs DKy © (% Ky v X%, K, VK X, 0K,)
% @k @ (X ®X,)-(k ©k,) i
O =x,®kLO(x®x,) (L,Dk) |=|y,
X3 DK, V3
y1:x1®k1®(x1®xz)'(k1®k2);
V=%, @k, ®(x,®x,) (b, ®k,); y,=x,Dk,
Using the basic three-digit single-operand matrix

operations shown in table 1, we obtain 28 basic three-digit
single-operand matrix operations:

Y, | [ @k ®(Xx®DxX,)-(k ®k,)
0, =F(0)=|y, |=| %Pk, ®(x,®x,) (k,®k,) |;
Ys _X3®k3
_y1®y2_ X @k ®x, ®k,
OZZFZ(Ol): Vs = xz@k2®(x1®xz)'(k1®k2) ;
LY, | | X% @k,
_yl ] Xl@k1®(X1®X2)~(k1®k2)
O, =F(0)=|»®y, |=|x,®k ®x, Dk, ;
B2 1 [ % @Kk,
y1®y3 X1(—Dkl(-BX3®k3®(X1@X2)-(kl@k2)

0,=F,(0)=|y,
Ys

x, @k, ®(x, ®x,) (k, Dk,) ;
X, Dk,
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Y, | [x®k®(X®X) (k ®K,)
0, =F(0)=|», =%, @k, ®(x, ®x,) (k, Ok,)
yl@ys_ _X1®k1®xa@ks@(xl@xz)'(kl@kz)
'y, 1 [%®k ®(x®X,) (k ®k,)
0, =F(0)=|7,0y, |=| %, 0k, ®x; 0k ®(x, ®x,) - (5, k) | ;
BA 1 1% @ks
'y, 1 [x®k®(x®X,)-(k ®k,)
0, =F(0)=|, =|x, @k, ®(x, ®x,) (k; ®k,)
Y,V | | %Ok ®X Dk, ® (X ®X,)-(k Dk,)

Y9y, @Y, X @k ®Xx, Dk, DX, Dk,
08=F;3(01): Y2 = xz@kz@(xl@xz)'(k1®k2) ;
Y3 X3 DK, J
Y1 Xie_)kl@(xi@xz)'(kl@kz)_
O =F0)=|n®y, @y, |=| Ok Ox, Ok, Ox; Dk, |;
Y3 X, D kg ]
_yl ] _X1@k1®(xi@xz)’(k1@kz)
Oy =F,(0) = », =@k ®(xOx,) (h®k)|;
LY, ®Y, @y, | [x Ok Ox, @k, ®x, Dk,
'y, 1 [x®k ®(x, ®X,) (k ®k,)
0,=rF,0)=|»n®y, =0k ®x, ;

Vi ®Y, @y, | | X Ok ®x, ®x;, Dk,

Y, X @k ®(x, ®X,)-(k ®k,)
0, =F,(0)=| n®y, =|x,@kOx, Ok ®(x,®x,) (L ®k,) |;
V@Y, Dy, X, @k ®x, Dk, DX, @k,

y,®y, Dy, X, @k ®x, &k, ®x, Dk,

O =F;(0) = », = %,0kL®(xOx,) (k®K) |;
yl@yZ Xl(-Bkl@XZ@kZ
(@Y, @y, | [x Ok ®x, Ok ©x, @k, |
O, =F,(0) = », =X, ©k®(x®x,) (kDk,) ;
1Y, @Y, | [ %@k ®X, 0Kk @ (X ®X,)-(k ®k,) |
(v, @Y, @y, | [x®k DX, ®k, ®X, Dk, ]
O =F:(0) =]y, ®y, =@k Ox; Ok ®(x,®x,) (L ®K,) |;
| Y5 | [ % @k, ]
@Y, @Yy, | [x®kOx, &k, ©x &k,
O =F;(0)=| Dy, =\ OO x, @k, D (x,Dx,) (k,®K,) |;
Y 1 [k
Y, %, ®k ® (X, ®X,)-(k ®K,)

O, =F;(0)=|n®y, |=| Ok ®x, Dk,
y2®y3 _Xz@kz®X3®k3@(x1®xz)'(k1®kz)
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Oy = Fig (01)

Oy =Fy (01)

0, =F, (01)

O, =F,(0)=|»,

Y1
=11, @y,
VACAA

Y1
Nn®y,
A

_yl ®©y, _
Y2
LY, DY, |

[y, @y, ]
Va
|V, DY, |

Y, ®Y,

(% ®k ® (X ®X,)-(k ®k,)
X,®k,®x, Dk, ®(x,Dx,) (k, ®k,) |;
_Xl@kl(-BX3@k3@(X1®X2)-(kl@k2)

%, ®k ® (X, ®X,)-(k ®K,)
x®k ®x, Dk, ;
_x1®k1®x3®k3ea(x1®x2)~(k1®k2)

[x, ®k ®X, Dk,
X, @k, ®(x, ®x,)- (k, ©k,) X
_Xz@kz@xa®k3®(xi®xz)'(k1®kz)_

[x, ®k ®x, ®K,
X, @k, ®(x, ®x,)-(k, Ok,) ;
| X, @Kk, DX, @Kk, ® (X, ®X,)-(k, @k,) |

X, @k, ®x, Dk,
X, @k, ®(x,®x,) (k,®k,) ;

y, @Y, X, Ok ®x, Bk, ®(x, ®X,)-(k, ®Kk,)
_Y1@yz_ _X:l@kl@XZ@kZ 1
Oy =Fy(0) =], ®y; |=| 5,0k, ®x, @k O (x, O x,) (OK,) |
| Ys | % @Kk, ]
(V@Y | [ Ok ®x @k, ®(x ®X,)-(k k,) |
Oy =Fp(0)=2,0;, |=| X, @k, Ox; Ok ® (x, B x,) - (k; k) |;
LYs 1 [ %@k, i
y1®y3_ _X1®k1@X3®k3®(xi@xz)'(k1®kz)
Oy =Fy(0)=| 1@y, |=| x,®k ®x, Dk, ;
Ys | [ % ®k,
Y1@y3 X1®k1®xz®k3@(x1®xz)‘(k1®kz)_
Oy =Fy(0)=| n®y, = x, Ok ®x, Dk, ;
V@Y, DYy, X, @k ®x, Dk, ®x, Dk, |
_Y1®y3 _X1®k1@xs@k3®(x1®xz)'(k1®kz)_
Oy = Fy(0) =y, Dy, =0k Ox Ok O(x®x,) (L Ok,)
LV, @Y, @Y, | | XDk O, @k, DX, Dk, ]
_Y1®Y2 _Xi@ki@xz@kz ]
Oy = F(0) =| y, @y, = %,0LOx, Ok ®(x,Ox,) (Ok) |.
LY, @Y, @Y, | [ X Bk ®x, Dk, DX, Dk, |

To verify the correctness of the results of the
synthesis of the obtained symmetric matrix operations, the
requirements to the symmetry of the transactions given by
the truth tables were applied. Additionally, each operation
was verified by taking into account the complete
enumeration of all input data.

Similarly, groups of symmetric double-operand
operations based on an operation by using both a complete
group of three-digit single-operand matrix operations and
groups of three-digit single-operand nonlinear operations

were synthesized. When constructing symmetric double-
operand operations based on nonlinear three-digit single-
operand nonlinear operations, it was found that the
complexity of the models increased. This complication is
related to the necessity of transition from representation of
discrete models based on addition by module two to
representation of discrete models in the basis of "AND-
OR-NET"

During the process of implementation the method of
synthesis the groups of symmetric double-operand
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operations of cryptographic coding of information was
found the following:

- based on each selected three-digit double-operand
operation according to (3) 6 permutation operations will
be constructed [17]. By applying the inversion of
elementary functions, 8 inversion operations will be
constructed of each obtained operation [17]. This will
make it possible to extract 48 modifications of this
operation from one symmetric three-digit double-operand
operation, each of which is suitable for constructing a
group of operations based on it.;

- the application of the proposed method of synthesis
of groups of symmetric double-operand operations of
cryptographic coding information for block coding
systems based on one symmetric double-operand
operation by using 28 three-digit basic matrix operations
[17] will provide the construction of a group of 28
symmetric double-operand operations. The use of 48
modifications of the symmetric double-operand operation
will provide the construction of 48 groups of operations,
including 1344 symmetric three-digit double-operand
matrix operations.;

- since the total number of three-digit single-operand
matrix operations includes 1344 operations [17], then
based on one symmetric three-digit double-operand
operation will be built 64512 symmetric three-digit
double-operand matrix operations.

- the maximum number of synthesized symmetric
three-digit double-operand operations based on one given
operation will be 1935360 operations since the full group
of three-digit single-operand operations is 40320 (but their
formalization is complicated by the absence of a single
mathematical apparatus describing the whole set of linear
and nonlinear single-operand operations). the maximum
number of synthesized symmetric three-digit double-
operand operations based on one given operation will be
1935360 operations since the full group of three-digit
single-operand  operations is 40320 (but their
formalization is complicated by the absence of a single
mathematical apparatus describing the whole set of linear
and nonlinear single-operand operations)..

- when implementing the method of synthesis of
groups of symmetric double-operand operations of
cryptographic coding information in automated intelligent
design systems, it is reasonable to represent crypto-
transformation operations as mathematical models and
truth tables to build in knowledge and data bases.
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symmetric double-operand operations of information
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cryptographic coding operations belonging to different
mathematical groups provides increased crypto stability of
the algorithm. Application of the double-operand
cryptographic coding operations, to which the synthesized
operations belong, leads to an insignificant increase in the
complexity associated with implementation of synthesis of
operations both at the hardware and software levels.
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synthesis of groups of symmetric double-operand
operations of cryptographic coding of information it was
found that on the basis of the known symmetric three-bit
double-operand cryptographic conversion operation it is
possible to build up to 1935360 its modifications with
similar possibilities of use in crypto algorithms. This
result allows to increase by an order of magnitude the
variability of information protection algorithms.

Further research of the presented topic was expedient
to conduct on three-operand, and later on multi-operand
operations. However, the received results are suitable for
practical use in developing new block encryption systems
with increased speed and reliability of cryptographic
transformation of information or, for example, in
improving generation of pseudorandom sequences.
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PEAJIIBALIA METOAY CUHTE3Y I'PYII CUMETPUYHUX IBOXOIIEPAHAHUX
OIIEPAIIIA KPUIITOI'PA®IYHOT'O KOAYBAHHS IHOOPMALII IJI51 CUCTEM
BJIOKOBOI'O HIM®PYBAHHSA
O0’€KTOM JOCIIDKCHHS € TpOIEecH MOOYZOBH TPYH CHUMETPHYHHX JABOXOIEPAHTHHX oOIepamiii KpHnTorpadidHOro KOJIyBaHHS
indopmanii. IIpeamerom moCHiIKEHHS € OCOONMBOCTI peanmizamii y3araJbHEHOTO METOLY CHHTE3y TPyH CHMETPHIHHX

JIBOXOTIEPAHJHUX OMepariil kpunrorpadidHoro KoayBaHHs iHGopMarii st «nosermenoi kpunrorpadii». Mera podoTn — mocmiauTu
npouec nmoOyA0BH i peanizallii METOy CHHTE3y IPYIl CHMETPUYHUX 0araTopo3psiAHUX ABOOMEPAHIHUX orepauiil KpunrorpadidHoro
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KoIyBaHHs iH(popMalil A 3abe3medeHHs] aBTOMATH3alii MOUIYKY MHULIXiB 30UIbLICHHS BapiaTUBHOCTI 1 CTIMKOCTI MOJIETIICHUX
KPHUITOAITOPUTMIB. B cTarTi BHPINIYIOTHECS HACTYNHI 3aBJAHHS: BH3HAUUTH MaTeMaTH4Hy TPYIy OJHOOIEPAHJHUX OIeparii Ha
OCHOBI sKOi Oyze HpencTaBlICHO peaji3allifo METOIy CHHTE3y TPyl CHMETPHYHHX IBOXONEPAaHAHHX OIEpalii KpHITOTpadidHOTOo
KOJIyBaHHS; 3alpOIIOHYBAaTH TEXHOJIOTIIO TONIYKYy CHMETPUYHHX IBOXOIEPAHAHHMX OIepalili; OMiHUTH MOTY)XHICTh CHHTE30BaHHX
Ipyn omepamiii Ta iX BIUIMB Ha BapiaTUBHICT Ta CTIMKICTh alNrOpHTMIB «moiermenoi kpunrorpadii». OTpuMaHO HACTYNHI
pe3yJIbTATH: 3aIPOIIOHOBAHO TEXHOJIOTiI0 BU3HAYEHHS CUMETPUYHUX ABOXONEPAHIHUX Olepaliil sKi OyAyTh OCHOBOIO JUISl CHHTE3Y
IPYNH CHMETPHYHMX JIBOXOIEPAaHAHMX OIEpalliif; 3alpoloOHOBAHO Ta peali30BaHO METOJ CHHTE3y TPy CHMETPUYHHX
JBOXOIIEpAHAHUX oOmepauiii KpunrorpadidHoro koayBaHHs iH(opmarii Aias cucreM ONOKOBOro IMM(pyBaHHS;, Ha MPUKIAI
MIOPO3PSAHOTO JIOAABAaHHS 32 MOAYJIEM 7Ba 3 KOPEKII€I0 Ta BUKOPUCTaHHA TPHOXPO3PAAHHMX OJHOOINEPAHIHMX OIepalii MoKa3aHo
MIPaKTHYHY peaizaliio JaHOTO METOAIy; Ha OCHOBI CHHTE30BaHHMX OIEpalliif Ta HAaBEICHUX KUIbKICHUX XapaKTEPUCTUKH MHOXUHH
OJTHOONIEPAaH/HHUX OIepallii MPOBEIEHO OLIHKY IOTY)KHOCTICTh CHHTE30BaHHMX TIpYIl OIepaliif Ta IX BIUIMB Ha BapiaTHBHICTH Ta
CTIHKICTh aNTOPHUTMIB «IojerumeHoi kpunrorpagii». BHCHOBKH: 3alpONOHOBaHWN TO peanmi3oBaHHMH METOA CHHTE3y TpyIl
CHMETPHYHUX JBOOIIEPAHIHUX OIepallii kpunrorpadidHoro KoxyBaHHs iHpopMaii 03BoIIsE 3a0€3MEINTH MOXKINBICTh 301IBIICHHS
BapiaTUBHOCTI  TOJICTHIEHUX  KpUOTOANTOpuTMiB. CHHTE3  CHMETPUYHHX  Omepamii  KpunTorpadiyHOro  KOIyBaHHS,
[0 HaJeXaTh Pi3HUM MAaTEeMAaTHYHHM TpylaM, 3a0e3ledye MiIBULICHHS KPUITOCTIHKICTh aITOPUTMY. 3aCTOCYBaHHS CUHTE30BaHUX
omepauiii  KpunrorpadidyHOro KOAYBaHHs, MPHBOJUTH O 3HAYHOrO  30UTBIICHHS  BapiaTHBHOCTI  KPUITOAITOPUTMIB
Ta X CKJIAAHOCTI.
Kunrouosi ciioBa: xpunrorpadiue Ko yBaHH; HOJIETIICHA KPUITOTpadis; CHHTE3 Py CHMETPUYHUX OIIepalii.

PEAJIM3ALIMS METOJA CUHTE3A I'PYIIII CHUMETPHYECKUX
JABYXOHNEPAHJAHBIX ONEPALIUU KPUIITOI'PAOUYECKOI'O KOJAUPOBAHUA
NHOOPMALIMHA JJIAA CUCTEM BJIOYHOI'O HIM®POBAHUA

O0BbeKTOM HCCIeN0BAaHMS €CTh IPOIECCHl MOCTPOEHHS TPy CHMMETPHUYHBIX IBYXONEPAHIHBIX OHEpalii KPUNTOTpadHIecKoro
koaupoBanus uH(opmanuu. IIpeamMeToM wHcCleNOBaHUS €CTh OCOOCHHOCTH pealu3aliyd OOOOIIEHHOTO METO/Aa CHHTE3a TPYIIT
CHMMETPUYHBIX JBYXONEPAHAHBIX ONepanuii KpUNTorpadhuIeckoro KOJUPOBAHI HHPOPMAINH IS «0OJIErYeHHOI KpUnTorpadum.
Henp pabGoTel — HMccrenoBaTh IMPOLECC MOCTPOCHHS M pealH3aliid METOAa CHHTe3a IPYNI CHMMETPHYHBIX MHOTOPa3psIHBIX
JIBYXOIIEpaHIHBIX OIEpalnii KpUNTOrpaduueckoro KOJUPOBaHUS MH(OpMAIMK IJisi 0OecTieueHUs] aBTOMATH3aliM IOWCKa IyTeil
YBEJINYCHUS] BApPUATUBHOCTH, M YCTOMYMBOCTH OOJIETUYSHHBIX KPUITOAITOPUTMOB. B craTbhe pemaroTcst ciemyronye 3agaqm:
OIpeNIeINTh MaTeMaTHUECKYI0 TPYIITy OJHOONEPaHIHBIX OIepaliid, HA OCHOBE KOTOPOH OyJeT mpelcTaBieHa peal3alus MeToza
CHHTE3a IPYII CHMMETPHYHBIX JBYXOIIEPAHIHBIX ONepaliii KPUITOTpa@uIecKoro KOJUPOBAHUS; IIPEIJIOKUTH TEXHOIOTHIO ITONCKA
CHMMETPUYHBIX JBYXONEPAaHJHBIX OIEPAlHi; OIEHHTh MOIIHOCTh CHHTE3MPOBAHHBIX TPYNI ONEpanuii, W HUX BIHUSHHE HA
BapHaTHBHOCTh W YCTOHYHUBOCTH alropuTMOB "oOinerdenHoi kpuntorpaduu. IlomydeHsl clienyromue pe3yabTaThl: MpeaiokeHa
TEXHOJIOTHS ONpENEeNeHNs CHMMETPUYHBIX JABYXOIEPAaHIHBIX OIepanuii, KOTOpble OyXyT OCHOBOW M CHHTE3a TPYIIIBI
CHMMETPUYHBIX ABYXONEPAHAHBIX ONEpaIiii; MPEeUIONKEH U peann30BaH METOJ CHHTE3a TPYNI CHMMETPUYHBIX ABYXOIEPaHJHBIX
orepanuii KpUITorpapuyeckoro KOAWpOBaHHMS HH(GOPMAIMH JUIS CHCTEM OJOYHOro MIM(POBAHUS; HA TPHUMEpe MOPa3psTHOTO
CJIOXKEHHS TI0 MOJYJIIO JIBa C KOPPEKIHEH, M NCIIOIb30BaHHs TPEXPaspsAHBIX OJHOONEPAHIHBIX ONEpaluii MoKa3aHa MpaKTHYecKas
peanu3anus TaHHOTO METOJIa; Ha OCHOBE CHHTE3MPOBAHHBIX ONEpalyii ¥ IPHBEJICHHBIX KOJMYECTBEHHBIX XapaKTEPUCTHK MHOKECTBA
OJTHOOTIEPAH/IHBIX OIepalnii POoBeeHa OI[eHKa MOIHOCTH CHHTE3UPOBAaHHBIX TPYI ONepalii ¥ UX BIMSHHE HA BAPHATHBHOCTH U
CTOHKOCTh aJTOPUTMOB «oONerdeHHol Kpunrorpaduu». BeIBoABI: MPEANOXKEHHBI W pealM30BaHHBIA METOX CHHTE3a TPYIIT
CHMMETPUYHBIX IBYXOIEPAaHHBIX ONepanuii KpUnrorpaduaeckoro KOANPOBaHHS HHPOPMAIIIH TTO3BOJISIET 00ECTICINTh BO3MOKHOCTh
YBEIMYEHHUs BapHMAaTHBHOCTH OOJErdeHHBIX KpUNTOAMTOpuTMOB. CHHTE3 CHMMETPHYHBIX OIEpanuii KpHUNTOrpaduuecKoro
KOJIUPOBAHUS, MPUHALICKAIIX pPa3sHBIM MaTeMaTHYEeCKHM TpPYIIaM, OOeCIeuHBAeT IOBBIIICHHE KPUNTOCTOMKOCTH alrOpUTMa.
[lpuMeHeHHe CHUHTE3UMPOBAHHBIX OIEpalii KPUITOrpadUIecKoro KOMUPOBAHUS MNPUBOJUT K 3HAYUTENHFHOMY YBEIHYSHHUIO
BapUaTHBHOCTH KPUITOAITOPUTMOB U UX CIIOXKHOCTH.
KunroueBsbie ci1oBa: kpunrorpaduyueckas KOAMPOBKa; o0NerdyeHHast KpUNTorpadus; CHHTE3 TPYIIT CHMMETPHUYHBIX ONeparuii.
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