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MODELS OF DATA PROCESSING
AND LOGICAL ACCESS SEGREGATION CONSIDERING
THE HETEROGENEITY OF ENTITIES IN INFORMATION SYSTEMS

The subject of the research is the process of logical access segregation to data in information systems. The aim of the article
is to improve the accuracy and reliability of modeling processes for data processing and logical access segregation considering
the heterogeneity of entities in information systems. The tasks to be solved include: conducting a comparative analysis
of modern data access distribution models, integrating simpler role-based models, synthesizing hierarchical role-based models,
developing enforced typing models based on trust relationships, and presenting the main provisions of the security policy
integration process. The methods used are: systems analysis, component design, logical and simulation modeling in the form
of role-based access segregation models. The results obtained include: development of data processing models and logical
access segregation in information systems that take into account the heterogeneity of entities and the multi-level structure
of information systems. The models differ from known ones by considering the heterogeneity of entities and the multi-level
structure of information systems. This has increased scalability by up to 35% due to a modular approach to defining security
policies. Additionally, the developed model demonstrates 25% higher implementation practicality as it easily integrates
with existing access control systems and adapts to various platforms and environments. The proposed models are effective
for large information systems and distributed environments due to their modularity and ability to adapt to different
operational conditions. This ensures reliable access control in systems with numerous subjects and objects. The implementation

of multi-level RBAC models has improved the accuracy and reliability of results.
Keywords: mathematical model; role-based model; data access segregation; security policies.

Introduction

Literature analysis

In today's world, information systems have
become an integral part of many organizations and
institutions. Effective data management and data
security are key tasks for any information system.
Considering the diversity and complexity of modern
systems, there is a need to develop and implement
reliable models of information processing and logical
segregation of access to it. Particular attention should be
paid to the multi-level LASDE (logical access
segregation and distribution of entities) models, which
allow avoiding incorrect information flows even
when attackers control privileged accounts.

The article is devoted to the study of the advantages
and features of using multi-level LASDE models to
ensure information security in complex distributed
systems. The main attention is paid to the integration of
such models to prevent the occurrence of information
flows that contradict the security policies of the system
components. The conditions for the correct integration of
various information systems based on LASDE models
and the corresponding trust relations between the subjects
of these systems are also considered.

Studies have shown considerable interest on the
part of modern authors in analyzing and synthesizing
data access segregation models. For example, article [1]
offers a thorough review of multi-level security models
and the specifics of their application in distributed
systems. The authors describe in detail various
approaches to data access and processing segregation,
including the use of lattice structures. The main drawback
of this work is that it focuses mainly on theoretical
aspects with little attention to practical implementation
and real-world use cases.

Article [2] provides a comprehensive analysis of
access control mechanisms adapted to heterogeneous
information systems. Particular attention is paid to
the flexibility and scalability of the proposed solutions.
The disadvantage is the difficulty of implementing
the described mechanisms in large systems due to high
resource requirements.

Paper [3] investigates the issues of integrating
security policies in complex systems, proposing methods
for coordinating different policies with each other.
The main drawback is the lack of attention to dynamic
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changes in systems, which can lead to problems with
maintaining the relevance of security policies.

The authors of [4] emphasize the importance of
trust between system actors to ensure data security and
describe several trust-based models. The disadvantage is
the difficulty of formalizing and assessing the level
of trust, which can affect the accuracy and reliability
of the models.

Paper [5] focuses on role-based access control
(RBAC) and its adaptation to heterogeneous information
systems, emphasizing the flexibility and efficiency
of RBAC. Unfortunately, potential issues related to the
scalability of RBAC in very large systems may become
a problem in the practical implementation of the
proposed solutions.

The authors of [6] explore hierarchical security
models, focusing on their application in cloud
environments. In addition, they highlight the advantages
of multi-level security for data protection in the cloud.
The disadvantage of this work is the limited attention
to security issues in the process of integration with
traditional systems.

Paper [7] proposes dynamic access control models
for Internet of Things (loT) systems and analyzes their
ability to adapt to changes in real time. Unfortunately,
the high complexity and low accuracy of the results in
the context of limited resources of 10T devices hinder
the practical implementation of this work.

Paper [8] analyzes and investigates methods for
integrating security policies in distributed networks
and proposes tools for coordinating heterogeneous
policies. The authors of this work aimed to formulate
an unambiguous solution for heterogeneous systems
and combine them in a single model. The disadvantage
of the work is the lack of attention to the scalability
of the proposed solutions, which lies in the practical
plane of implementation.

Study [9] proposes a model of the process of
planning data dissemination tasks, considering the
differences between organizations. The peculiarity of the
model is that it considers the heterogeneity of entities by
adding additional blocks for their analysis and adaptation
to the available capabilities of processor and other
resources. During the modeling, the concept of "entities"
was classified, a flowchart of entity flow for planning
systems was developed and studied. A generalized model
for scheduling tasks and entities with dependencies was
also developed. The modeling was carried out with the
introduction of GERT network technology. As a result,
we obtained GERT networks of the distribution task

planning process for a separate n-th set of data types.
The advantage of this model is that it can be used in
various applications. In addition, it is necessary to
emphasize the importance of improving and expanding
external factors that affect the reliability and accuracy
of modeling results.

Article [10] illustrates the results of a study of
policy-oriented access control models, drawing attention
to their effectiveness in distributed environments.
The disadvantage is the high complexity of setting up and
maintaining security policies in changing environments.

Similar  shortcomings are observed in the
monograph [11], which analyzes various models of
access distribution in computerized systems of critical
applications.

Article [12] presents the results of developing
a mathematical model of the problem for the method
based on Carlin's lemma, as well as creating
a mathematical model of the problem for the method
based on Hermeyer's theorem. Unfortunately, the authors
do not investigate the issues related to the need to
consider the heterogeneity of entities and the multilevel
construction of information structures.

In [13], the subject of study is the dynamics of the
probability distribution of states of a semi-Markov
system. At the same time, the goal is to develop
a technology for determining analytical relations that
formalize the probabilities of states of a semi-Markov
system. However, the authors left out the variety of
input external factors, as in [12], as well as the variety
of external factors.

The variety of external factors and the heterogeneity
of entities in the modeling process are analyzed by the
researchers of [14]. However, the complexity was not
taken into account.

Another interesting example of mathematical modeling
is [15]. Its purpose is to develop decision-making models
for choosing risk countermeasures. The authors considered
the probabilistic types of risks of an innovation project,
as well as methods for assessing them under conditions of
uncertainty. An example of such a modeling approach
can be used to improve the existing development and
identify individual elements of the process of logical
segregation of data access, considering the heterogeneity
of entities in information systems.

The analysis of literature shows that there are many
approaches to the creation and implementation of data
processing and access control models in heterogeneous
information systems. Each of these approaches has its
advantages and disadvantages, which requires careful
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selection of the model depending on the specific
requirements and operating conditions of the system.
Implementation of multi-level LASDE models can
significantly increase the level of accuracy and reliability
of the results achieved. However, it is necessary to
consider the complexity of their implementation and
the need for constant monitoring and adaptation to
changes in the system.

Thus, the synthesis and integration of role-based
models for processing and logical segregation of data
access, considering various factors, including the
heterogeneity of entities in information systems, to
improve the accuracy of modeling results is an important
scientific task.

Main part

1. Combining the simplest role models

To analyze the mechanisms of combining role
models of logical access segregation of heterogeneity of
entities, there is a need for an auxiliary concept called
the correct set of privileges.

Let the following sets be given in the information
system A:

P, called the set of privileges;
R, called the set of roles;
U , called the set of users;

— S, called the set of subjects;
and the following relationships:
- RPcRxP;
- RU cRxU;
— RScRxS ;
and reproduction u:S ->U .
For any seS and reR the following condition

ismet: (r, s)e RS means that (r, u(s))e RU .

In this case, it is assumed that system A has
a LASDE role model, which will also be called the
RBAC model.

In the proposed model, for any user u, subject s,
and role r, we denote:

R(u)={reR:(r,u)eRU} ; ()
R(s)={reR:(r, s)eRS} ; 2
P(r)={peP:(r, p)eRP} . (3)

It is obvious that R(s)< R(u(s)). If the privilege

p < P(r), we assume that the role r has the privilege p.

Suppose an information system A uses a security
policy based on the LASDE RBAC model with a set
of privileges P . The set of privileges P’ < P is called

correct if there exist roles r,..r,  such that

n
P'=P(r)u...uP(r,).

For further considerations, it is necessary to have
a property of the correct privilege sets, which is
formulated as follows.

Any combination of valid privilege subsets is
a correct privilege subset.

Let us prove this statement. Let B,,..., P, be correct

sets of privileges, and let P'=PF u...UP, be their
combination. Let B,...,P, be the sets of roles such that
forany j P, =ureR;P(r).

Let R'=RuU...UR, then P'=ureRP(r).
This means that P’ is a correct set of privileges.

Using these auxiliary concepts, the following
necessary and sufficient conditions are formulated and
proved under which it is possible to combine LASDE
role models for information system objects.

Let information subsystems A and B have security
policies based on the LASDE RBAC model. Let
system C contain objects of subsystems A and B and
have a security policy based on the LASDE RBAC
model. Suppose that the set of privileges of system C is

P(C)=P(A)uP(B), and the restriction of the LASDE
model of system C on each of the subsystems coincides
with the local LAS model of this subsystem. In this case,
the combination of the LASDE models of subsystems A
and B in the LASDE model of system C can be
expressed by means of trust relations if and only if when

for any role r, of system C, the set of its privileges
P(r,) has the form P(r)=P,(r)uP,(r), where the
sets of privileges P,(r)=P(r)mnP(A) and
P,(r)=P(r)nP(B) are correct from the standpoint

of local LASDE models of systems A and B .
The proof of this statement, if "necessary,” is as
follows. Let T, and T, , be the trust relation between

systems A and B. Let SA be an arbitrary subject of
system A with a single role r,(S,). Let P.(S,) be the
set of privileges of this subject (and hence the specified
role) in system C. Let P,(S,)=P.(S,)nP(A) and

P:(S,)=PC(S,)nP(B) be the restrictions of the set
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of privileges of the subject S, to each of the subsystems.
According to the condition of the theorem, the set
of privileges P,(S,) is correct, since it is the set
of privileges of the subject S,
Let Sg,,...,Sg,

in system A.
be the subjects of system B that

trust S,. Let ry,..rp, be all the roles of all

subjects Sy ;, numbered in any order. Then the

set P,(S,) has the form P, (S,)=u;P(ry;) and is

the correct set of privileges of system B .

The proof of sufficiency can be formulated as
follows. Given that the sets of privileges of each role of
system C in each of the subsystems of this system
are correct, it follows that the sets of privileges of
each subject of system C in each of the subsystems are

also correct. Take an arbitrary subject S, in system A.

Let r,...r,

n

. (S4)=1;P(r;). The set PB(SA)=PC(SA)nP(B)

be the roles in system B such that
P

is the set of privileges of system B possessed by the
subject S,. According to the condition of the theorem,

such roles exist. Let's add to system B a subject S, that
has the roles r,,...,r,, and no others. Suppose that in this
case Sy trusts S,. In this way, the trust relation T,,

is constructed. Similarly, the trust relation T,

is constructed.

Thus, the necessary and sufficient conditions have
been achieved that guarantee the possibility of expressing
the LASDE role model of a distributed information
system through the LASDE models of its components
using trust relations.

2. Synthesis of hierarchical role models

It should be noted that, unfortunately, in the
hierarchical construction of an information system and in
the conditions of heterogeneity of the processed entities,
the above theses and proposals have a limitation in terms
of sufficiency. Let us prove this limitation. Let us assume
that system B has three privileges P, P, and P,

and three roles r,, r, and r,. Each of the roles has
a corresponding privilege and does not have the
other two. Suppose in this case r, <r,, and the role r,

cannot be compared with the other two. Suppose that,
according to the combined LASDE model of systems A

and B, subject A of system A has privileges (P, P,),
where P, is some privilege of system A. Under this
condition, the set P _(S,)nP(B) containing one

privilege P, is correct. However, such a LASDE model
cannot be derived from the LASDE models of systems A
and B using trust relations. In fact, for entity a to have
privilege P,, there must be an entity b in system B that
trusts him and has privilege P,, and hence role r,.
However, in this case, entity b also has privilege P,
which entity a does not have. Thus, the sufficiency
thesis formulated above is incorrect for hierarchical
LASDE role models.

In view of the above, it is necessary to investigate
the conditions that guarantee the possibility of adapting
and integrating hierarchical role models to the conditions
of heterogeneity of the processed entities. As in the
case of the LASDE RBAC model, for further work
it is necessary to define the concept of a correct set
of privileges.

A set of privileges P'< P is called correct in

the hierarchical sense if there are such roles r,...,r,,
that P=u, eR; U, <r,P(r).

Any combination of privilege sets that are correct
in the hierarchical sense is correct in the hierarchical
sense of privilege sets.

We can prove this statement. Let B,...,P, be sets

of privileges correct in the hierarchical
P'=P u...uUP, their combinations. Let R,...,R -

Sense,

such sets of roles that for any j

P,=ureRjur'<rP(r'). That means that P' is
a hierarchically correct set of privileges.

Obviously, any hierarchically correct set of
privileges is also correct with respect to a simple LASDE
role model. However, the opposite statement is incorrect.

Taking into account the proposed intermediate
concepts, we formulate and prove a necessary
and sufficient condition under which hierarchical
LASDE role models for information system objects
can be combined.

Let information systems A and B have security
policies based on the hierarchical role model LASDE.
Let system C contain the objects of systems A and B,
and also have a security policy based on the hierarchical
role model LASDE. Suppose that the set of privileges

of system C is P(C)=P(A)uP(B), and the
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restriction of the LASDE model of system C to each of
the subsystems coincides with the local LASDE model
of this subsystem. In this case, the combination of
LASDE models of systems A and B in the LASDE
model of system C can be expressed by means

of trust relations if and only if when for any role r, of
system C, the set of its privileges P(r.) has the form
P(r)=Py(rc)uPs(r.), where the sets of privileges
P.(r.)=P(r.)nP(A) and P, (r.)=P(r.)UP(B) are
correct in the hierarchical sense with respect to the local
LASDE models of systems A and B .

Thus, a necessary and sufficient condition has been
achieved that guarantees the possibility of expressing
the hierarchical LASDE role model of a distributed
information system through the LASDE models of
its components using trust relations. This condition is
similar to the corresponding condition for LASDE RBAC

models and is also valid in most practically used
information systems.

3. Mandatory typing models based
on trust relationships

Another widely used type of logical data access
segregation model is the mandatory typing model based
on trust relationships.

Mandatory Typing Models are used to control
access to information systems by establishing clear rules
and restrictions that depend on the types of objects and
subjects. In these models, all actions and accesses are
controlled based on predefined types, which reduces the
risk of unauthorized access and increases system security.
Our research has shown the main components and
principles of such models. Let's list them.

1. Types of objects and subjects. All objects and
subjects of the system are classified by type. Types
determine the level of secrecy, sensitivity, or other
properties important for security.

2. Mandatory access control. Relationships between
types determine which subjects can interact with certain
objects. For example, subjects with a certain type of
access are able to read or write only those objects that
correspond to their type or a lower level of secrecy.

3. Security policies. They establish the rules by
which access to objects is granted and may include
aspects such as access permission/denial, mandatory
audit of actions, and other security measures.

4. Integration of policies. Mandatory typing models
can be integrated with other security models to create
more complex access control systems. In this case, it is
important to ensure correct integration to avoid security
policy violations.

5. Determinism. Mandatory typing models must
be deterministic, meaning that the system's behavior
must be predictable and unambiguous given the input
data and rules.

6. Protection against information leaks. The main
goal is to prevent unauthorized information leaks, even
if an attacker gains control of privileged accounts.

Mandatory typing models are an effective tool for
ensuring a high level of security in information systems,
especially in environments where it is important to
prevent unauthorized information leaks.

For the LASDE model of forced typing, we will
formulate and prove a criterion for the possibility of
merging, similar to the corresponding criterion for the
possibility of merging LASDE role models. To formulate
this criterion, we need to use the concept of privileges in
the LASDE model of forced typing. It is also necessary to
add an auxiliary object, which we will call the correct set
of privileges. In this case, a set of privileges P is called
correct if there exist types t,,...,t, such that all privileges

of each type t; are contained in the set P, and each
privilege in P belongs to at least one of the types t; .

This definition means that the set of privileges is
correct if it is the set of privileges of some set of subjects.
The following necessary and sufficient condition for the
integration of LASDE models of forced typing is achieved.

Let information subsystems A and B have security
policies based on the LASDE model of forced typing.
Suppose system C consists of objects from subsystems
A and B and also uses the LASDE forced typing model.
At the same time, all three systems have the same sets of
classes and accesses, and the class of each object in
system C is the same as in the corresponding subsystem.
Such a unification of forced typing models can be
expressed by means of trust relations if and only if the
set of access rights of each subject to the objects of
each subsystem is a correct subset of the privileges
of this subsystem.

The proof of necessity within the framework of

this thesis can be as follows. Let T(A,B) and T(B,A)

be the trust relation between systems A and B. Let S,

be any subject of system A. The set of access rights of
the subject S, to the objects of system A corresponds to
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the set of privileges of the type of this subject and,
therefore, is correct. It remains to prove the statement
for the access of the subject S, to the objects of

system B. Let S;,,...,S;, be the subjects of system B
that trust S,, and let t,...,t, be their types. Then the set
of accesses of the subject S, to the objects of system B

corresponds to the combined set of privileges of
these types.

The proof of sufficiency is as follows. Let us take
an arbitrary subject S, insystem A.Let t,...,t, besuch

types in system B that the set of access of the subject S,

to the objects of system B is the combination of the sets
of privileges of these types. By the terms of the theorem,
such types exist. In this case, the subject S, must be

trusted by the subjects of system B that have types
t,...,t, and no other types. Note that all types that have

any privileges are domains, so for each type t; in

system B there is at least one entity that has this type.
Thus, the trust relation T (A,B) is built. Similarly, the

trust relation T (B, A) is constructed.

Thus, a criterion has been obtained that determines
the possibility of combining LASDE models of
mandatory typing using trust relations, similar to the
criteria that determine the possibility of combining
LASDE role models. This condition makes it possible
to substantiate the correctness of the functioning of
the mechanisms for controlling the access of subjects
to remote objects of information systems, the components
of which use software tools for access control,
implementing the LASDE model of forced typing,
considered in the future.

4. The main provisions of the process
of security policies integration

As noted above, one of the important advantages
of using multi-level LASDE models in information
system security mechanisms is that they help to avoid
the creation of information flows by an attacker that
contradict the established security policy, even if he controls
privileged accounts. To fully utilize these advantages,
it is necessary to avoid creating information flows that
violate the security policies of the components of the
information system when combining LASDE models.

As a result of combining multi-level LASDE
models for information system objects distributed in

a network environment, special attention should be paid
to measures to prevent the emergence of top-down
information flows that use objects of other components.
Taking this into account, we propose the following
definition of the correct integration of multi-level
LASDE models.

Let information systems A and B have security
policies based on a multi-level LASDE model.
Let system C, which contains objects of systems A
and B, also have a security policy based on the
LASDE multilevel model. In systems A and B, there
should be no bottom-up information flows that contradict
the LASDE model of the security policy of system C.
In this case, system C can be considered a correct
combination of systems A and B .

This statement allows us to formulate the following
assumption: let systems A and B have security policies
based on the LASDE multi-level model, and both
systems have at least one subject at each level of secrecy.
Suppose that the correct association of the multi-level
LASDE models of systems A and B can be expressed
through the trust relation between the subjects of systems
A and B . Then the value lattices of systems A and B
are isomorphic to each other, and the value lattice of
system C, which is the combination of systems A
and B, is also isomorphic to them.

Let us prove this statement. Let S, and S, be any

subjects of system A. If in system C subjects S, and S,

are at the same level of secrecy, then in system A they
are also at the same level of secrecy.

Suppose that information systems A and B have
security policies based on the LASDE multi-level model.
Suppose that system C, which contains objects of
systems A and B, also has a security policy based on
the LASDE multi-level model. In systems A and B,
there should be no top-down information flows that
contradict the LASDE model of the security policy of
system C. In this case, system C can be considered
a correct combination of systems A and B.

This statement allows us to make the following
assumption: let systems A and B have security policies
based on the LASDE multi-level model, and both
systems have at least one subject at each level of secrecy.
Suppose that the correct association of the multi-level
LASDE models of systems A and B can be expressed
through the trust relation between the subjects of systems
A and B . Then the value lattices of systems A and B
are isomorphic to each other, and the value lattice of
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system C, which is the combination of systems A
and B, is also isomorphic to them.
Let us prove the statement. Let S, and S, be any

subjects of system A. If in system C subjects S, and S,

are at the same level of secrecy, then in system A they
are also at the same level of secrecy.
Proof from the opposite. Suppose that subjects S,

and S, are at different levels of secrecy in system A.

Without limiting the generality, we assume that if the
levels of secrecy of subjects S, and S, are comparable,

then S, is higher than S,. Then in system A there is

an object O, read access to which is allowed to subject
S,, but denied to subject S,. However, object O is also

an object of system C , in which subjects S, and S, have

the same access rights to it as in system A. Therefore,
in system C, subjects S, and S, are at different levels of

secrecy. This contradiction proves the statement.
Let S, and S, be subjects of system A that are at

the same level of secrecy in system A. Then in the
LASDE model of system C, the access rights to all

objects of system B are the same for subjects S, and S, .
Proof of the opposite. Let O, be an object of
system B . Let the subject S,, in accordance with the

security policy of system C, has read access to the
object O, and the subject S, does not have such a right.

Let O, be an object of system A that is located at the
same level of secrecy as S, and S,. Subject S, has read
access to object O, so in the value lattice of system C,
subject S, is either above or at the same level as
object Og. Entity S, has write access to object O,, and
therefore object O, is either above or at the same level
as entity S,. Finally, entity S, has read access to the O,
object. This means that S, is located in the value lattice
of the system C either above or at the same level as the
object O,. Let the function L(O) define the level of
secrecy of object O in system C, then L(O,)<L(S,).
This means that S, must have read access to the
object O;. Similarly, we consider the situation when the
subject S,, in accordance with the security policy of
system C, has write access to the object Og, and the

subject S, does not have such access.

Let S, and S, be subjects of system A. Then
subjects S, and S, have the same level of secrecy in

system A if and only if they have the same level of
secrecy in system C.

Let's prove this statement. It is known that if S;
and S, are at the same level of secrecy in system C,

then they are at the same level of secrecy in system A.
It is necessary to prove the opposite statement. Suppose
that subjects S, and S, are at the same level of secrecy in

system A. Then all access rights to the objects of
system A are the same for subjects S, and S,. However,

by the previous lemma, all access rights to all objects
in system B are also the same for subjects S, and S,.

For this reason, subjects S, and S, have the same

access rights in system C, i.e., they are at the same
level of secrecy in this system.

Thus, it has been shown that multilevel LASDE
models can be combined by means of trust relations only
in some cases. This means that the use of a multilevel
LASDE model to control the access of subjects to objects
of a complex information system distributed in a network
environment is possible only when the value lattices of
all components of the controlled information system are
isomorphic to each other.

5. Comparative studies

The proposed multilevel LASDE model has
a number of advantages. Fig. 1 shows diagrams
comparing the main characteristics: accuracy, reliability,
flexibility, scalability, and practicality of implementation.

These indicators were obtained by comparative
testing of the developed model with the existing ones
using the developed simulation model. In this model,
each characteristic was evaluated under conditions
of artificial segregation of access to data and using
simulation of heterogeneity of entities. In this case,
the scalability of the model was assessed based on
its performance with increasing data volume.
The practicality of implementation was assessed by the
complexity (number of steps) of the configuration.
The flexibility of the model settings was determined by
the number of elements of access parameter detail
that could be configured. To evaluate the accuracy,
the characteristic of the average absolute error was
considered. The coefficient of variation was used to
assess the reliability.
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Comparison of Security Models by Various Metrics

Percentage

B Accuracy
m Reliability
I Flexibility
I Scalability
B Practicality

Fig. 1. Diagrams comparing the main characteristics of the developed model

As can be seen from Fig. 1, the proposed model
provides a more detailed and accurate approach to
modeling security policies using lattice structures, which
allows taking into account the complex relationships
between subjects and objects of the system. In contrast
to BLP and Biba, which focus on only one aspect
(confidentiality or integrity), the model proposed
in this paper provides a comprehensive approach
to both aspects. The modeling accuracy is increased
by 30% compared to the BLP model and by 25%
compared to the Biba model due to the integration
of multilevel aspects.

Also, the use of a multi-level model allows you to
achieve high reliability of the results due to the accurate
definition of access policies and their coordination
between different components of the system. This is
especially important in distributed environments where
the integration of different security policies can be
difficult. The reliability of the results is increased by
20% compared to the Clark-Wilson model due to a more
accurate definition of access levels and control of
interactions between components.

In addition, the model provides high flexibility in
customizing security policies for different access levels
and heterogeneous system components. This makes it
easier to adapt to changes in security requirements and
organizational structures. The flexibility of the model is

increased by 40% compared to RBAC due to the ability to
customize access levels for each entity in detail.

The proposed model is designed to be scalable,
which makes it possible to effectively use it in large
information systems with numerous subjects and objects.
Scalability is increased by 35% compared to the BLP
model due to the use of a modular approach to defining
security policies.

The model can be easily integrated with existing
access control systems and can be adapted to different
platforms and environments. This ensures its versatility
and ease of use. The practicality of implementation is
increased by 25% compared to the Clark-Wilson model
due to the ease of integration and configuration.

Conclusion

Thus, a model for processing and logical
segregation of access to data in information systems
has been developed. The proposed model differs from
the known ones in that it considers the heterogeneity
of entities and has a multi-level construction of
information structures. This made it possible to increase
scalability by up to 35% due to a modular approach
to defining security policies. The developed model
also demonstrates a 25% higher practicality of
implementation, as it can be easily integrated with
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existing access control systems and adapted to different
platforms and environments.

In addition, the model outperforms RBAC in terms
of customization flexibility, increasing it by 40% due to
the ability to fine-tune access levels for each subject.
This makes it easier to adapt to changes in security
requirements and organizational structures.

All this helped to achieve high efficiency in using
the model in large information systems and distributed
environments. The proposed model is effective for
distributed systems due to its modularity and ability to

adapt to different operating conditions. It can be used in
systems with numerous subjects and objects, providing
reliable access control.

The introduction of multi-level LASDE models has
significantly increased the level of accuracy and
reliability of the results achieved. However, it is
necessary to consider the complexity of their
implementation and the need for constant monitoring
and adaptation to changes in the system, as well as
to improve and expand external factors that affect
the reliability and accuracy of modeling results.
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MOJAEJII ONPALIOBAHHS TA JIOTTYHOI'O POSMEXYBAHHSA
JOCTYIY IO JAHHMX 3 OTJISAZY HA PI3HOPIZTHOCTI CYTHOCTEN
B THOOPMAIIIMHUX CUCTEMAX

IIpeameroM aocaiTkeHHs € MpOIEC JOTIYHOTO PO3MEXYBaHHS NOCTYIY 0 JaHHX B iHQoOpMamiiHUX cucreMax. Mera craTTi —
IiIBUIICHHS] TOYHOCTI Ta JOCTOBIPHOCTI Pe3yJIbTaTiB MOJCIIOBAaHHS MPOLECIB OMPAIIOBAHHS Ta JOTIYHOTO PO3MEXKYBAHHS JOCTYILY
JIO JTaHWX, 3BAKAIOYM Ha PI3HOPIJHICTH CYTHOCTEW B iH(OpMamiiHUX cUcTeMax. 3aBIaHHS, 110 HEOOXiTHO BHKOHATH: MOPIBHATH
cydacHi MoJeni po3MOAUTYy OOCTYIy IO JaHWX; 00’€THATH MPOCTIIIi POJBOBI MOJAENI; CHHTE3YBaTH i€papXidHi POJIOBI MOJENI;
PO3pOOHTH MOJIEINTi MPUMYCOBOI THITi3allii Ha OCHOBI BiIHOIIEHB JTOBIpPH; 3alIPOIIOHYBATH OCHOBHI IOJIOXKEHHS MpoIecy 00’ €IHaHHS
noniThk Oe3neku. 3acTocoBaHi MeTOAW: CUCTEMHHI aHalli3, KOMIOHEHTHE MPOEKTYBAaHHI, JIOTIYHE Ta iMITAlliiiHE MOJAETIOBaHHS
Yy BHIJSII POJILOBUX MoJeded po3MexyBaHHS HocTymy. JlocsirHyTi pe3yiabTaTH: po3poOIEHO MOJEi ONpalfoBaHHS JaHUX
Ta JIOTIYHOTO PO3MEXKYBAHHS JOCTYITy B iHPOpMAIIHHIX CHCTEMaX, IO OEPyTh 10 yBAard pi3HOPIMHICTH CYTHOCTEH Ta OaraTopiBHEBY
noOyoBy iHGOPMAIIMHUX CTPYKTYp. Mogeni BiApi3HAIOTBCS BiJ BIJOMHX THM, IIO 3BaXalOTh Ha PIZHOPIIHOCTI CyTHOCTEH
Ta OaraTtopiBHeBiCTh MOOynOBH iHpoOpMauiiiHux crpykryp. Lle mamo 3mory miaBMIIMTH MacmtaboBaHicTh A0 35% 3aBAsKH
MOZIYJIBHOMY IJXOAY A0 BU3HAUCHHS NONITHK Oe3meku. Takoxk po3poOieHa MoJedb JEMOHCTPYE BHINY IPAKTHYHICTH peaiizaril
Ha 25%, OCKIIBKHM JIETKO IHTETpyeThCs 3 HASBHUMH CHCTEMaMH KOHTPOJIIO JOCTYIly Ta afJalTyeThCs IS PI3HHUX IIIaThopM
i cepemoBun]. BucHOBKHU. 3anmporoHOBaHi MoJeni €(EeKTHBHI A BENHKHX 1HQOPMAIIHHUX CHCTEM 1 PO3MOIUIEHUX CEpEeIOBHIL
3aBISKU CBOI MOAYJIBHOCTI Ta 3JaTHOCTI aJanTyBaTHCs 1O Pi3HUX yMoOB ekciutyaraunii. Ile 3abe3medye HamiiHMHL KOHTPOIb
JIOCTYITY B CHCTEMaX 3 YHCICHHUMH Cy0’ €KTaMu Ta 00’ ekTaMu. Y IpoBaKeHHs ObaraTopiBHeBux Mozenei JIPAPC migBummino piBeHb
TOYHOCTI Ta JJOCTOBIPHOCTI PE3yNbTATiB.
Ki11040Bi c10Ba: MaTeMaTHUHA MOJIEIb; POIBOBA MOJEIB; PO3SMEXYBAaHHS IOCTYITY A0 JaHUX; NOJITUKU OE3MEKH.
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