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THE MODEL FOR CONSTRUCTING  

A SET OF SYMMETRIC TWO-OPERAND SET OPERATIONS  

THAT ALLOW PERVERSION OF OPERANDS  

BY COMBINING ONE-OPERAND OPERATIONS 

 

The subject matter of the article is the scientific and methodological apparatus for constructing and implementing  

information-driven SET-operations. The goal of the work is to construct a model for the synthesis of symmetric two-operand  

SET-operations that allow permutation of operands and to determine the restrictions on their use in the development of low-resource 

stream ciphers. The following tasks are solved in the article: a model for the synthesis of symmetric two-operand SET-operations  

that allow permutation of operands is developed; restrictions on the use of this model are determined, which guarantee the 

construction of symmetric two-operand SET-operations that allow permutation of operands; it is shown that a pseudo-random change 

in the operating modes of the cryptographic system significantly complicates the processes of cryptanalysis of ciphergrams; modeling 

of SET-operations based on duplication of single-operand two-bit SET operations is carried out; the technology for constructing  

two-operand SET-operations based on duplication is applied to obtain a set of two-operand SET-operations. Methods of discrete 

mathematics, Set-theory and situational management have been introduced. Achieved results. Synthesized on the basis of this  

model of SET-operations allow changing the operating mode of stream cryptographic systems from symmetric to asymmetric  

when permuting operands in the operation. At present, the forefront of modern world experience in cryptographic science is  

a low-resource cryptographic system. Low-resource cryptography allows ensuring sufficiently stable cryptosystem performance  

with significant limitations on computational, mass-dimensional, cost and energy resources of the object of interest. One of the most 

relevant areas of further development of low-resource cryptography is considered to be cryptographic coding. In the process of 

cryptographic coding, cryptographic coding operations are implemented. The selection of operations is carried out under the control 

of a pseudo-random sequence, which is implemented by a cryptographic algorithm. Conclusions. A model for the synthesis of 

symmetric two-operand SET-operations that allow permutation of operands has been developed. Restrictions on the use of this model 

have been determined, which guarantee the construction of symmetric two-operand SET-operations that allow permutation of 

operands. The achieved results can be useful for the construction of low-resource stream encryption systems. Pseudo-random change 

of the operating modes of the cryptographic system significantly complicates the processes of cryptanalysis of ciphertexts. 

Keywords: two-operand operations; cryptographic protection; low-resource cryptography; SET-encryption; SET-operations; 

one-operand operations. 

 

Introduction 

 

In the course of researching SET operation 

architectures, it was found that the results of their 

implementation depend on the results of the implementation 

of single-operand SET operations on which they are  

based [1, 2–5]. Therefore, a detailed analysis of the features 

of using these operations in the implementation of the 

simplest stream cipher algorithms, even if they are easily 

disclosed, is of great importance. This will significantly 

improve the efficiency of constructing ciphers based on 

multi-operand SET operations that will implement sets  

of various single-operand operations and their groups. 

A CET operation is an operation in cryptographic 

encoding theory (CET). A CET operation is a numbered 

set of elementary functions, each of which forms  

a corresponding output Ci-quantum (ci-quantum from 

cryptographic information quantum) of information based 

on the processing of input Ci-quanta of information.  

A Ci-quantum is the minimum amount of information  

that a CET operation operates on [1, 2, 6]. Depending on 

the application of the CET operation, a ci-quantum  

can be a bit, byte, word, or double word. 

A single-operand CET operation is a substitution table, 

and its use leads to the implementation of substitutions  

in the encryption process. In classical cryptography,  

there are four types of substitution ciphers [1, 4]: 

– a simple substitution cipher, in which each 

character of the plaintext is replaced by another character 

from the substitution table during encryption; 

– a homophonic substitution cipher, which differs 

from a simple transposition cipher in that each character 

of the plaintext can be replaced by one of several 

characters during encryption [5]. Its implementation is 
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associated with an increase in the number of characters 

used in the ciphertext compared to the plaintext; 

– a polygram substitution cipher, in which groups  

of plaintext characters are replaced by groups of other 

characters from the substitution table; 

– a polyalphabetic substitution cipher, in which 

several simple substitution ciphers are performed 

sequentially, the sequence of which is determined by  

the key [1]. 

Thus, the construction of a low-resource post-

quantum control system in swarms of unmanned complexes 

and taking into account such features as: limited 

operating memory, reduced computing power, small 

physical area for implementation of the assembly, low 

energy capabilities, real-time response with resistance  

to external interference when creating a mathematical 

apparatus for describing linear and nonlinear 

transformations in permutation fields is a relevant 

scientific and applied problem. 

Therefore, the creation of modern technology for 

building cryptographic systems involves the development 

of a theory of cryptographic encoding of information 

resources circulating in the network in near real time.  

In the course of our dissertation research, we will refer to 

this as CET encryption. 

 

Analysis of the problem and existing methods 

 

In [1], it is shown that highly efficient stream cipher 

systems can be built based on the use of SET operations 

(cryptographic encoding operations). In terms of their 

architecture, SET operations can be single-operand,  

two-operand, and multi-operand. Several approaches 

have been developed for constructing groups of 

symmetric two-operand SET operations: synthesis of 

groups of two-operand operations based on simulation 

results [3]; synthesis of groups of symmetric two-operand 

operations based on permutable circuits [4]; synthesis of 

groups of symmetric two-operand operations based on 

duplication of single-operand two-bit operations of the 

base group [5]. However, the practical implementation of 

these approaches to the synthesis of symmetric  

two-operand SET operations is associated with a number 

of difficulties. To synthesize groups of symmetric  

two-operand operations based on simulation results,  

it is necessary to have simulation results, but as the bit 

width of SET operations increases, the simulation time 

(required computing power) increases exponentially.  

The implementation of other approaches requires  

the availability of predefined symmetric two-operand 

SET operations. 

 

Identification of previously unsolved parts  

of the general problem 

 

Among stream ciphers based on SET operations, 

symmetric stream ciphers based on symmetric single-

operand SET operations [1] are the least complex  

to implement. However, their disadvantage is the 

implementation of a single-operand SET operation of 

only one substitution table. The use of two-operand 

operations in stream ciphers provides the possibility  

of pseudo-random use of several substitution tables [2].  

It is difficult to find or construct a new unknown 

symmetric two-operand operation that allows the 

permutation of operands for the subsequent synthesis  

of a group of modified SET operations with similar 

properties. Unfortunately, this problem has not been 

solved to date. 

The purpose of this article is to construct a model 

for synthesizing symmetric two-operand SET operations 

that allow operand permutation and to determine the 

limitations on its use in the development of low-resource 

stream ciphers. 

 

Main material 

 

Let us consider the implementation of SET 

operation modeling based on the duplication of single-

operand two-bit SET operations [1, 7–9]. 

When constructing two-operand operations, we  

will use the group of single-operand SET operations  

given in Table 1. 

To construct a set of two-operand SET operations 

that allow operand permutation, we will use a two-

operand SET operation [1, 9]: 

  11

1,7,19,13

2 1 2

,
x y

С x y
x y y

   
    

   
.        (1) 

Using the technology of constructing two-operand 

SET operations based on duplication, we obtain a set of 

two-operand SET operations [5, 10]. 
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Table 1. Discrete models of direct and inverse single-operand SET operations [1]  
 

 
 

To construct inverse SET operations, we use the 

relationship between operations: 

   

1 2 1 2

1 2 1 2

1 2 1 2

1 2 1 2

,   0; 0 , 0; 0

, 0; 1 , 0; 1
, ,

, 1; 0 , 1; 0

, 1; 1 , 1; 1

i i

j j

n n

m m

C if y y C if y y

C if y y C if y y
С x y C x y

C if y y C if y y

C if y y C if y y

    
      

   
    

      

                              (2) 

 

The results of constructing a set of two-operand 

SET operations based on operation (1) are shown  

in Table 2. 

In the process of analyzing the results of modeling 

SET operations based on the duplication of single-

operand two-bit operations in Table 2, it was assumed 

that two-operand SET operations can be synthesized  

by combining single-operand SET operations.  

This assumption is based on the fact that when using  

the method of duplicating basic groups based on 

asymmetric SET operations, the resulting two-operand 

SET operations of the operand processing model  

do not coincide. Therefore, it can be argued that two-

operand SET operations can be synthesized not only by 

duplicating basic groups, but also by combining single-

operand cryptotransformation operations [1, 11–13]. 

In the process of creating two-operand operations,  

it is possible to combine symmetric single-operand 

operations, symmetric and asymmetric single-operand 

operations, as well as asymmetric single-operand 

operations [1]. 

When forming sets of two-operand operations, the 

operation of processing the first operand  x  is 

sequentially combined with the operations of processing 

the second operand  y . Since all operations for 

processing the second operand are used in the synthesis 

of the set, the construction of a set of symmetric and 

asymmetric two-operand operations will depend on the 

first operand. Based on this, it can be assumed that  

when selecting a symmetric single-operand operation  

for processing the first operand, a set of symmetric  

two-operand operations can be obtained [1, 14–16]. 

Let's build two-operand operations by combining 

single-operand operations. To form a set of  

two-operand operations, let's select the first single-

operand SET operation  1С x . 
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Table 2. A synthesized set of models of asymmetric two-operand two-bit double-cycle operations based on operation 

duplication for the first encryption scenario [1] 
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Let's place the first 4 two-operand SET operations 

based on the 4 single-operand SET operations given in 

the first row of Table 1. 

  1 1 1 1

1,1 1 1

2 2 2 2

,
x y x y

С x y C C
x y x y

       
          

       
            (3) 

Substituting the value of the second operand into the 

model of operation (3), we obtain a tuple model of  

a two-operand SET operation [1]. 

   

1

1 2

2

1

1 2

21 1

1,1 1,7,13,19

2 2 1

1 2

2

1

1 2

2

, 0; 0

, 0; 1
1

, ,
1

, 1; 0

1
, 1; 1

1

x
if y y

x

x
if y y

xx y
С x y C x y

x y x
if y y

x

x
if y y

x

 
  

 
 
   

     
      

     
  

 
  

  
 

.  

the tuple model, the numbering of tuple elements coincides 

with the numbering of SET operations given in Table 1. 

By analogy, we obtain the other three tuple models 

of SET operations [1]. 

   1 1 1 1

1,7 1 7 7,1,19,13

2 2 2 2

, ,
1

x y x y
С x y C C C x y

x y x y

       
           

       
 

   1 1 1 1

1,13 1 13 13,19,1,7

2 2 2 2

1
, ,

x y x y
C x y C C C x y

x y x y

       
           

       
 

   1 1 1 1

1,19 1 19 19,13,7,1

2 2 2 2

1
, ,

1

x y x y
C x y C C C x y

x y x y

       
           

       
 

Let us form models of inverse SET operations based 

on relation (2) and find the relationship between the 

obtained pairs of operations. [1, 17]. 

As    1 1С x C x ,    7 7С x С x ; 

     13 13 13, , ,C x y C y x C x y  ,    19 19C x C x , 

then, according to expression (2), we get: 

   1,7,13,19 1,7,13,19, ,C x y C x y , that means    1,1 1,1, ,C x y C x y . 

   7,1,19,13 7,1,19,13, ,C x y C x y , that means    1,7 1,7, ,C x y C x y . 

   13,19,1,7 13,19,1,7, ,C x y C x y , that means    1,13 1,13, ,C x y C x y . 

   19,13,7,1 19,13,7,1, ,С x y С x y , that means    1,19 1,19, ,C x y C x y . 

We synthesize the following four operations based 

on the second row of Table 1. 

Let’s create a SET operation  1,2 ,С x y  analogous 

to the operation  1,1 ,С x y . 

   1 1 1 1 2

1,2 1 1,19,13,7

2 2 2 2

, ,
2

x y x y y
C x y C C C x y

x y x y

       
           

       
 

Then:                                       1,19,13,7 1,19,13,7 1,2 1,2, , , ,C x y C x y C x y C x y    . 

By analogy, we will construct operations  

 1,8 ,C x y ,  1,14 ,C x y ,  
21

1,17
12

1
C ,

2

yx
x y

y yx

  
        

 

   1 1 1 1 2

1,8 1 8 7,13,19,1

2 2 2 2

, ,
1

x y x y y
C x y C C C x y

x y x y

       
           

       
; 

         7,13,19,1 7,13,19,1 1,8 1,8, , , ,C x y C x y C x y C x y    . 
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   1 1 1 1 2

1,14 1 14 13,7,1,19

2 2 2 2

1
, ,

x y x y y
C x y C C C x y

x y x y

        
           

       
; 

         13,7,1,19 13,7,1,19 1,14 1,14, , , ,C x y C x y C x y C x y    .

   1 1 1 1 2

1,20 1 20 20,1,7,13

2 2 2 2

1
, ,

1

x y x y y
C x y C C C x y

x y x y

        
           

       
; 

         20,1,7,13 20,1,7,13 1,20 1,20C x,y C x,y , ,C x y C x y    . 

Let’s find patterns between operations  

based on the fourth row of Table 1:  

 1,4 ,С x y ,  1,10 ,C x y ,  1,16 ,C x y ,  1,22 ,C x y  

   1 1 1 2

1,4 1 4 1,13,7,19

2 2 2 1

, ,
x y x y

C x y C C C x y
x y x y

       
           

       
; 

         1,13,7,19 1,13,7,19 1,4 1,4, , , ,C x y C x y C x y C x y    . 

             20,14,8,2 20,14,8,2 8,14,20,2 2,19 2,19 2,8, , , , , ,С x y С y x C x y C x y C y x C x y      ; 

         7,19,1,13 7,19,1,13 1,10 1,10, , , ,C x y C x y C x y C x y    .

   1 1 1 2

1,16 1 16 13,1,19,7

2 2 2 1

1
, ,

x y x y
С x y C С C x y

x y x y

       
           

       
; 

         13,1,19,7 13,1,19,7 1,16 1,16, , , ,С x y С x y C x y C x y    . 

   1 1 1 2

1,22 1 22 19,7,13,1

2 2 2 1

1
, ,

1

x y x y
С x y C C C x y

x y x y

       
           

       
; 

         19,7,13,1 19,7,13,1 1,22 1,22, , , ,C x y C x y C x y C x y    . 

Let's form inverse operations     1,5 ,C x y   1,11 ,C x y ,  1,17 ,C x y ,  1,23 ,C x y . 

   1 1 1 2

1,5 1 5 1,19,7,13

2 2 2 1 2

, ,
x k y y

C x y C C C x y
x k y y y

       
           

       
; 

         1,19,7,13 1,19,7,13 1,5 1,5, , , ,C x y C x y C x y C x y    . 

   1 1 1 2

1,11 1 11 7,13,1,19

2 2 2 1 2

, ,
1

x y x y
C x y C C C x y

x y x y y

       
           

        
; 

         7,13,1,19 7,13,1,19 1,11 1,11, , , ,C x y C x y C x y C x y    . 

   1 1 1 2

1,17 1 17 13,7,19,1

2 2 2 1 2

1
, ,

x y x y
C x y C C C x y

x y x y y

       
           

       
; 

         13,7,19,1 13,7,19,1 1,17 1,17, , , ,C x y C x y C x y C x y    . 

   1 1 1 2

1,23 1 23 19,1,13,7

2 2 2 1 2

1
, ,

1

x k x y
С x y C C C x y

x k x y y

       
           

        
; 

         19,1,13,7 19,1,13,7 1,23 1,23, , , ,C x y C x y C x y C x y     

By analogy, we will create all other pairs of two-

operand SET operations based on the operation  1С x . 

The simulation results are shown in Table 3. 

The summary results of modeling operations based 

on the first operation of processing the first operand 

 1С x  (Table 3) showed that regardless of the operation 

of processing the second operand, if the single-operand 

operation of processing the first operand is symmetric, 

then all two-operand operations built on its basis  

will be symmetric [1, 18]. 
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Table 3. A synthesized set of models of two-operand two-bit operations obtained by combining single-operand two-bit cryptographic 

transformation operations with the operation  1C x [1] 
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Let us formalize this conclusion: 

       , ,i jС x y C x C y C x y              (4) 

where    i iС x С x . 

Condition (4) will be satisfied if, for a symmetric 

unary operation on which a set of symmetric binary 

operations is based, there exists a group of symmetric 

inversion operations [1]. Based on this restriction, the 

correct implementation of the synthesis model (4) can be 

represented as follows: 

   1 1

1

2 2

, ,i j i

x
C x y C C C x y

x





   
     

   
       (5) 

where 
1

1

2

C




 
 
 

 operation of halting the results of the 

operation 
1

2

j

x
C

x

 
 
 

 performance.  

Since modifications of single-operand SET 

operations by gammification are placed in the rows  

of Table 1, only SET operations placed in rows  

where direct and inverse transformations coincide  

correspond to condition 5 [1]. 

For two-bit two-operand operations, only 4 sets of 

symmetric operations can be constructed based on single-

operand operations  1C x ,  7C x ,  13C x  and  19C x . 

These operations are symmetric and represent a group  

of inversion operations [1]. The number of sets coincided 

with the results of the computational experiment. 

For three-bit two-operand SET operations, 8 sets  

of symmetric operations can be constructed based on 

single-operand SET operations, and for four-bit two-

operand SET operations, 16 sets of symmetric operations 

can be constructed. 

 

Research results and discussion 

 

However, it should be noted that rearranging 

operands in synthesized operations will result in the 

implementation of another SET operation, which  

will be asymmetric. 

The research revealed that for encoding and 

decoding operations, the first operand will be 

information, and the second operand will be a fading 

sequence. Any two-bit two-operand cryptographic 

transformation operation can be represented as the 

execution of one of four single-operand two-bit 

operations on the first operand, depending on the value  

of the two bits of the second operand. 

The use of these operations in the creation of 

cryptographic systems will ensure the formation of  

low-resource stream cipher systems. The permutation of 

operands in SET operations will allow changing the 

operating mode of the cryptographic system from 

symmetric to asymmetric and vice versa. 

 

Conclusions and prospects for further development 

 

A model for synthesizing symmetric two-operand 

SET operations that allow operand permutation has been 

developed. The restrictions on the use of this model 

guarantee the construction of symmetric two-operand 

SET operations that allow operand permutation. The use 

of this model provides the possibility of synthesizing  

SET operations for building low-resource stream  

cipher systems. SET operations synthesized on the basis 

of this model allow changing the operating mode of 

stream cryptographic systems from symmetric to 

asymmetric when swapping operands in the operation. 

Pseudorandom changes in the operating modes of  

a cryptographic system significantly complicate the 

processes of cryptanalysis of ciphertexts. 

A promising direction for further research is the 

development of a method for constructing discrete-casual 

models of three-bit SET operations of information-

controlled permutations by combining single-operand 

operations of two-bit SET operations. 
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МОДЕЛЬ ПОБУДОВИ МНОЖИНИ  

СИМЕТРИЧНИХ ДВОХОПЕРАНДНИХ СЕТ-ОПЕРАЦІЙ,  

ЯКІ ДОПУСКАЮТЬ ПЕРЕСТАНОВКУ ОПЕРАНДІВ 

 

Предметом дослідження в статті є науково-методологічний апарат побудови та реалізації СЕТ-операцій керованих 

інформацією. Мета роботи – побудова моделі синтезу симетричних двохоперандних СЕТ-операцій, які допускають 

перестановку операдів і визначення обмежень на їх використання при розробці малоресурсних потокових шифрів.  

У статті розв’язано такі завдання: розроблено модель синтезу симетричних двохоперандних СЕТ-операцій, які 

допускають перестановку операндів; визначено обмеження на використання даної моделі, які гарантують побудову 

симетричних двохоперандних СЕТ-операцій, які допускають перестановку операндів; показано, що псевдовипадкова 

зміна режимів роботи криптографічної системи суттєво ускладнює процеси криптоаналізу шифрограм; проведено 

моделювання СЕТ-операцій на снові дублювання однооперандних двохрозрядних СЕТ-операцій; застосовано 

технологію побудови двохоперандних СЕТ-операцій на основі дублювання для отримання множини двохоперандних 

СЕТ-операцій. Упроваджено методи дискретної математики, теорії множин і ситуаційного управління. Досягнуті 

наступні результати: синтезовані на основі даної моделі СЕТ-операцій дозволяють змінювати режим роботи 

потокових криптографічних систем з симетричного на несиметричний при перестановці місцями операндів в операції. 

На теперешній час в авангарді сучасного світового досвіду криптографічної науки є малоресурсна криптографічна 

система. Малоресурсна криптографія дозволяє забезпечити достатньо стійкі показникі криптосистеми при значному 

обмеженні обчислювальних, масогабаритних, вартісних та енергетичних ресурсів об’єкта інтересу. Одним із найбільш 
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атуальним напрямком подальшого розвитку малоресурсної криптографії вважається криптографічне кодування.  

В процесі криптографічного кодування реалізуються операції криптографічного кодування. Вибір операцій 

проводиться під управлінням псевдовипадкової послідовності, яка реалізується криптографічним алгоритмом. 

Висновки. Розроблена модель синтезу симетричних двохоперандних СЕТ-операцій, які допускають перестановку 

операндів. Визначені обмеження на використання даної моделі, які гарантують побудову симетричних двохоперандних 

СЕТ-операцій, які допускають перестановку операндів. Досягнуті результати можуть бути корисними для побудови 

малоресурсних систем потокового шифрування. Псевдовипадкова зміна режимів роботи криптографічної системи 

суттєво ускладнює процеси криптоаналізу шифрограм. 

Ключові слова: двохоперандні операції; криптографічний захист; малоресурсна криптографія; СЕТ-шифрування; 

СЕТ-операції; одноперандні операції. 
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