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THE MODEL FOR CONSTRUCTING
A SET OF SYMMETRIC TWO-OPERAND SET OPERATIONS
THAT ALLOW PERVERSION OF OPERANDS
BY COMBINING ONE-OPERAND OPERATIONS

The subject matter of the article is the scientific and methodological apparatus for constructing and implementing
information-driven SET-operations. The goal of the work is to construct a model for the synthesis of symmetric two-operand
SET-operations that allow permutation of operands and to determine the restrictions on their use in the development of low-resource
stream ciphers. The following tasks are solved in the article: a model for the synthesis of symmetric two-operand SET-operations
that allow permutation of operands is developed; restrictions on the use of this model are determined, which guarantee the
construction of symmetric two-operand SET-operations that allow permutation of operands; it is shown that a pseudo-random change
in the operating modes of the cryptographic system significantly complicates the processes of cryptanalysis of ciphergrams; modeling
of SET-operations based on duplication of single-operand two-bit SET operations is carried out; the technology for constructing
two-operand SET-operations based on duplication is applied to obtain a set of two-operand SET-operations. Methods of discrete
mathematics, Set-theory and situational management have been introduced. Achieved results. Synthesized on the basis of this
model of SET-operations allow changing the operating mode of stream cryptographic systems from symmetric to asymmetric
when permuting operands in the operation. At present, the forefront of modern world experience in cryptographic science is
a low-resource cryptographic system. Low-resource cryptography allows ensuring sufficiently stable cryptosystem performance
with significant limitations on computational, mass-dimensional, cost and energy resources of the object of interest. One of the most
relevant areas of further development of low-resource cryptography is considered to be cryptographic coding. In the process of
cryptographic coding, cryptographic coding operations are implemented. The selection of operations is carried out under the control
of a pseudo-random sequence, which is implemented by a cryptographic algorithm. Conclusions. A model for the synthesis of
symmetric two-operand SET-operations that allow permutation of operands has been developed. Restrictions on the use of this model
have been determined, which guarantee the construction of symmetric two-operand SET-operations that allow permutation of
operands. The achieved results can be useful for the construction of low-resource stream encryption systems. Pseudo-random change
of the operating modes of the cryptographic system significantly complicates the processes of cryptanalysis of ciphertexts.

Keywords: two-operand operations; cryptographic protection; low-resource cryptography; SET-encryption; SET-operations;
one-operand operations.

Introduction

In the course of researching SET operation
architectures, it was found that the results of their
implementation depend on the results of the implementation
of single-operand SET operations on which they are
based [1, 2-5]. Therefore, a detailed analysis of the features
of using these operations in the implementation of the
simplest stream cipher algorithms, even if they are easily
disclosed, is of great importance. This will significantly
improve the efficiency of constructing ciphers based on
multi-operand SET operations that will implement sets
of various single-operand operations and their groups.

A CET operation is an operation in cryptographic
encoding theory (CET). A CET operation is a numbered
set of elementary functions, each of which forms
a corresponding output Ci-quantum (ci-quantum from

cryptographic information quantum) of information based
on the processing of input Ci-quanta of information.
A Ci-quantum is the minimum amount of information
that a CET operation operates on [1, 2, 6]. Depending on
the application of the CET operation, a ci-quantum
can be a bit, byte, word, or double word.

A single-operand CET operation is a substitution table,
and its use leads to the implementation of substitutions
in the encryption process. In classical cryptography,
there are four types of substitution ciphers [1, 4]:

— a simple substitution cipher, in which each
character of the plaintext is replaced by another character
from the substitution table during encryption;

— a homophonic substitution cipher, which differs
from a simple transposition cipher in that each character
of the plaintext can be replaced by one of several
characters during encryption [5]. Its implementation is
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associated with an increase in the number of characters
used in the ciphertext compared to the plaintext;

— a polygram substitution cipher, in which groups
of plaintext characters are replaced by groups of other
characters from the substitution table;

— a polyalphabetic substitution cipher, in which
several simple substitution ciphers are performed
sequentially, the sequence of which is determined by
the key [1].

Thus, the construction of a low-resource post-
quantum control system in swarms of unmanned complexes
and taking into account such features as: limited
operating memory, reduced computing power, small
physical area for implementation of the assembly, low
energy capabilities, real-time response with resistance
to external interference when creating a mathematical
apparatus  for describing linear and nonlinear
transformations in permutation fields is a relevant
scientific and applied problem.

Therefore, the creation of modern technology for
building cryptographic systems involves the development
of a theory of cryptographic encoding of information
resources circulating in the network in near real time.
In the course of our dissertation research, we will refer to
this as CET encryption.

Analysis of the problem and existing methods

width of SET operations increases, the simulation time
(required computing power) increases exponentially.
The implementation of other approaches requires
the availability of predefined symmetric two-operand
SET operations.

Identification of previously unsolved parts
of the general problem

In [1], it is shown that highly efficient stream cipher
systems can be built based on the use of SET operations
(cryptographic encoding operations). In terms of their
architecture, SET operations can be single-operand,
two-operand, and multi-operand. Several approaches
have been developed for constructing groups of
symmetric two-operand SET operations: synthesis of
groups of two-operand operations based on simulation
results [3]; synthesis of groups of symmetric two-operand
operations based on permutable circuits [4]; synthesis of
groups of symmetric two-operand operations based on
duplication of single-operand two-bit operations of the
base group [5]. However, the practical implementation of
these approaches to the synthesis of symmetric
two-operand SET operations is associated with a number
of difficulties. To synthesize groups of symmetric
two-operand operations based on simulation results,
it is necessary to have simulation results, but as the bit

Among stream ciphers based on SET operations,
symmetric stream ciphers based on symmetric single-
operand SET operations [1] are the least complex
to implement. However, their disadvantage is the
implementation of a single-operand SET operation of
only one substitution table. The use of two-operand
operations in stream ciphers provides the possibility
of pseudo-random use of several substitution tables [2].
It is difficult to find or construct a new unknown
symmetric two-operand operation that allows the
permutation of operands for the subsequent synthesis
of a group of modified SET operations with similar
properties. Unfortunately, this problem has not been
solved to date.

The purpose of this article is to construct a model
for synthesizing symmetric two-operand SET operations
that allow operand permutation and to determine the
limitations on its use in the development of low-resource
stream ciphers.

Main material

Let us consider the implementation of SET
operation modeling based on the duplication of single-
operand two-bit SET operations [1, 7-9].

When constructing two-operand operations, we
will use the group of single-operand SET operations
given in Table 1.

To construct a set of two-operand SET operations
that allow operand permutation, we will use a two-
operand SET operation [1, 9]:

oo () 0

Using the technology of constructing two-operand
SET operations based on duplication, we obtain a set of
two-operand SET operations [5, 10].
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Table 1. Discrete models of direct and inverse single-operand SET operations [1]
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To construct inverse SET operations, we use the
relationship between operations:
C,ify=0y,=0
C; ify,=0;y,=1
C. =1
C,, ify, =Ly, =1

C(xy)=

The results of constructing a set of two-operand
SET operations based on operation (1) are shown
in Table 2.

In the process of analyzing the results of modeling
SET operations based on the duplication of single-
operand two-bit operations in Table 2, it was assumed
that two-operand SET operations can be synthesized
by combining single-operand SET  operations.
This assumption is based on the fact that when using
the method of duplicating basic groups based on
asymmetric SET operations, the resulting two-operand
SET operations of the operand processing model
do not coincide. Therefore, it can be argued that two-
operand SET operations can be synthesized not only by
duplicating basic groups, but also by combining single-
operand cryptotransformation operations [1, 11-13].

In the process of creating two-operand operations,
it is possible to combine symmetric single-operand
operations, symmetric and asymmetric single-operand

o= (xny)=

G ity =0y,=0
Cj, if y,=0;y,=1
C, ity =Ly,=0
C, ify=1y,=1

m?

4]

operations, as well
operations [1].

When forming sets of two-operand operations, the
operation of processing the first operand (x) is

as asymmetric single-operand

sequentially combined with the operations of processing
the second operand (y). Since all operations for

processing the second operand are used in the synthesis
of the set, the construction of a set of symmetric and
asymmetric two-operand operations will depend on the
first operand. Based on this, it can be assumed that
when selecting a symmetric single-operand operation
for processing the first operand, a set of symmetric
two-operand operations can be obtained [1, 14-16].

Let's build two-operand operations by combining
single-operand operations. To form a set of
two-operand operations, let's select the first single-

operand SET operation C, (x).
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Table 2. A synthesized set of models of asymmetric two-operand two-bit double-cycle operations based on operation

duplication for the first encryption scenario [1]
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Let's place the first 4 two-operand SET operations Substituting the value of the second operand into the
based on the 4 single-operand SET operations given in model of operation (3), we obtain a tuple model of
the first row of Table 1. a two-operand SET operation [1].
X Y1 X Y1
C,(x,y)=C @ C = @ 3
() 1[)(2) 1[3/2] [Xj {yj ©
X7
, ify=0;y,=0
% } it y,=0;y, =1
X || V] L% ®1
C, (x y) @ =3r = C1,7,13,19 (x,y) .
X Y, X @1 . .
ity =Ly,=0
L%
[x ®1] .
yify =Ly, =1
the tuple model, the numbering of tuple elements coincides By analogy, we obtain the other three tuple models
with the numbering of SET operations given in Table 1. of SET operations [1].

X Y X Y
Go(22)=6 (ij@q (ylzj ) {XJ ®{y12 @J = Craasia (27)
X Y1 X y; ®1
C,o(Xxy :C( )@C [ j:{ }@{ }:C X,y
1,13 ( ) 1 Xz 13 y2 Xz y2 13,19,1,7 ( )
X Y1 X y; @1
C, (XY :C( j@C ( )z[ }@{ } C X,y
1,19( ) 1 X2 19 y2 X2 y2 @1 19 1371( )

Let us form models of inverse SET operations based As G (x)= ¢ (x), C, (x)=C(x);
on relation (2) and find the relationship between the . .
Ci (X y)=Cu(v.,x)=C/(xy), Ci(Xx)= Cle(x),

obtained pairs of operations. [1, 17].
then, according to expression (2), we get:
Cir110 (%Y) = Cls1510(X,Y), that means C, (x,y) = CJ,(x,y).
Y)=Cliion (XY)
) )

%,9)= Clyis7. (%), that means C 4 (X,y) = C/ o (X,Y).

, that means C,; (x,y)=C/,(x,y) .

711913 X,

191371(

We synthesize the following four operations based Let’s create a SET operation C,, (x,») analogous
on the second row of Table 1.

X,¥) = Cly10.7(X,Y), that means C,,; (x,y) = C/;(x,y).

131917

to the operation C, (x,).

% Y X Y,y
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Then: ( 119137(X y):>C119137(X y)) (Clyz(x,y):>C1’Y2(x,y)).
By analogy, we will construct operations

Coa(%¥) Cua(%Y), C1-17(X’V)ZH®PZ@1 }

Xz yl ® y2

X y X Y, @y
S AR e R
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X V) _[%] . @y, el
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(013,7,1,19 (X- y) = C£3,7,1,19(X1 y)) = (Cl 14( X, Y) = C'114( X Y)) .

X Vi) _[% ][ n®y, @l
Co(xy)=C/| " |®C =" e =C
1,20(X y) 1()(2) 20( Zj _Xz _yz@l 201713()( y)

(C20,1,7,13 (X’y) = C,20,1,7,13 (X’y)) = (Cl,ZO (X’ y) = Cl’,ZO (X’ y)) .

Let’s find patterns between operations
based on the fourth row of Table 1:

C (X y) CllO ' clle(x’y)’ ClZZ X y)

con-o[3o( ) [ -

(C113719(X y):>C113719(X y) (C14(X y):>C14(X y))
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(xy

((:197131(X Y):C197131 X :>( 122(X y):>C122(X Y))

Let's form inverse operations  C/; (x,y) C/,,(X.y), C/;;(XxY), C/5(XY).

.
(el e

( 119713()( y):>C119713( :> 15(X Y):>C15(X Y))

ool M s

( 713119( ):> 713119(X y)):( 111(X y):>Cl’ll(X y))

coonrefsoe (312 eomten

2 2 X2 y1®y2
(Cl3,7,19,1 (X' y) = Cl’3,7,19,1 (X’ y)) = (C1,17 (X' y) = C:JI.’,17 (X’ y)) .

X k X y, ®1
o[ o[ -0

(019,1,13,7 (X, Y) = Cloi1a7 (X, y)) = (01,23 (X’ Y) = Clyp (X’ Y))

By analogy, we will create all other pairs of two-  (,(x) (Table 3) showed that regardless of the operation
operand SET operations based on the operation C,(x). o processing the second operand, if the single-operand
The simulation results are shown in Table 3. operation of processing the first operand is symmetric,

The summary results of modeling operations based then all two-operand operations built on its basis
on the first operation of processing the first operand will be symmetric [1, 18].
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Table 3. A synthesized set of models of two-operand two-bit operations obtained by combining single-operand two-bit cryptographic

transformation operations with the operation C,(x) [1]
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Let us formalize this conclusion:
C(x,y)=C(x)®C;(y)=C"(x.¥) 4)
where C, (x)=C/(x).

Condition (4) will be satisfied if, for a symmetric
unary operation on which a set of symmetric binary
operations is based, there exists a group of symmetric
inversion operations [1]. Based on this restriction, the
correct implementation of the synthesis model (4) can be
represented as follows:

X 7 ,
ci(x,y)zcj( j®01( 1J:Ci(x,y) (5)
X, 72
N

where C{
V2

j operation of halting the results of the

X

2

operation Cj( j performance.

Since modifications of single-operand SET
operations by gammification are placed in the rows
of Table 1, only SET operations placed in rows
where direct and inverse transformations coincide
correspond to condition 5 [1].

For two-bit two-operand operations, only 4 sets of
symmetric operations can be constructed based on single-

operand operations C, (x), C,(x), Cy(x) and C,(x).

These operations are symmetric and represent a group
of inversion operations [1]. The number of sets coincided
with the results of the computational experiment.

For three-bit two-operand SET operations, 8 sets
of symmetric operations can be constructed based on
single-operand SET operations, and for four-bit two-
operand SET operations, 16 sets of symmetric operations
can be constructed.

Research results and discussion

implementation of another which
will be asymmetric.

The research revealed that for encoding and
decoding operations, the first operand will be
information, and the second operand will be a fading
sequence. Any two-bit two-operand cryptographic
transformation operation can be represented as the
execution of one of four single-operand two-bit
operations on the first operand, depending on the value
of the two bits of the second operand.

The use of these operations in the creation of
cryptographic systems will ensure the formation of
low-resource stream cipher systems. The permutation of
operands in SET operations will allow changing the
operating mode of the cryptographic system from
symmetric to asymmetric and vice versa.

SET operation,

Conclusions and prospects for further development

However, it should be noted that rearranging
operands in synthesized operations will result in the
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MOJEJIb IIOBYJ1OBU MHOKMHHU
CUMETPUYHMUX JIBOXONEPAHJIHUX CET-OIIEPAIIIMH,
AKI JOIIYCKAIOTH IIEPECTAHOBKY OIIEPAH/IB

IIpenmeroM IOCTiKEHHS B CTATTI € HAyKOBO-METOAOJIOTiUHUII amapar moOymoBu Ta peamnizauii CET-onepaniii kepoBaHUX
indopmarniero. Mera po6oru — nobynoBa Mozeni cunTedy cuMerpudHux nsoxomnepangHux CET-omepauiii, siki Z0mMycKaroTh
MepPecTaHOBKY ONEpaiB i BH3HAYCHHS OOMEXKEHb Ha X BUKOPUCTAHHS MPH PO3pPOOII MalopecypCHHX MOTOKOBHX IIHU(PIB.
VYV craTti po3B’s3aHO Taki 3aBOAHHS. PO3pOOJICHO MoOIeNnb cHUHTe3y cuMmerpuuHux nsoxomnepanguux CET-omepauiif, ski
JOMYCKAIOTh MEPEeCTAaHOBKY ONEpaH/AiB; BU3HAUYCHO OOMEKEHHsS Ha BHKOPHCTAHHS JaHOI MOJENi, sIKi rapaHTyloTh HOOYIOBY
cumeTpuunux asoxonepananux CET-omepaiiii, ski JOMyCKalOTh [EPECTAaHOBKY ONEPAH/IiB; MOKA3aHO, 10 IICEBIOBHUIAIKOBA
3MiHa PEKHUMIB POOOTH KpUNTOrpadidHOl CHCTEMH CYTTEBO YCKIAIHIOE MPOLECH KPUMNTOAaHami3y mudporpam; MpoBeIEHO
monentoBanus CET-omepariii Ha cHOBI ayOmioBaHHs onHoomepanauux aBoxpospsaaux CET-omepariii; 3acTocoBaHo
TexHonoriro nodynosu asoxonepangaux CET-omepartiiit Ha OCHOBI IyOJIIOBaHHS ISl OTPUMAHHS MHOXHHH BOXOIEPAHIHUX
CET-onepamiii. YnpoBa/pKeHO METOAM IHUCKPETHOI MaTeMaTHKH, TeOpili MHOXHUH 1 CHUTyaliHHOro ympaBiiHHs. JlocarHyTi
HACTYIHI pe3yJbTaTH. CHHTe30BaHi Ha ocHOBi nmaHoi mozeni CET-omepauiii [03BONSAIOTH 3MIiHIOBATH PEXUM pPOOOTH
MOTOKOBHX KpUNTOrpadivHUX CUCTEM 3 CHMETPUYHOrO Ha HECUMETPUYHUN MPH MEPECTAHOBI MICISIMH OMEPAH/iB B OMeparii.
Ha TemepewHiii yac B aBaHrapji Cy4acHOrO CBITOBOrO JOCBiAy Kpumnrorpadiunoi Hayku € maiopecypcHa Kpumnrorpadidna
cucrema. Manopecypcua kpunrorpadis 103Bossie 3a0€3MeYUTH [OCTATHBO CTIHKI MOKA3HHKI KPUNTOCHCTEMHU MPHU 3HAYHOMY

00MeKeHHI 00YHCITIOBANEHIX, MacorabapUTHUX, BAPTICHUX Ta CHEPreTUYHHUX pecypciB 00’ ekra iHTepecy. OQHUM i3 HalOLIbLI
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aTyaJpHUM HaNpsIMKOM IOJAJBIIOT0 PO3BUTKY MaJiopecypcHOI Kpunrorpadii BBakaeTbcs KpuUNTOrpagdidyHe KOIyBaHHS.
B mpomeci kpunTorpagidHOro KOAYBaHHS peaNi3ylOThCS omepamii KpunrorpadidHoro KoayBaHHA. Bwubip onepamiit
MPOBOIUTECS TMiJ YHPABIIHHAM ICEBIOBUIAAKOBOI IOCTIOBHOCTI, fKa peali3yeTbcsi KpPHUITOrpadidHUM aJrOpUTMOM.
BucnoBku. Po3polGiiena mozmens cuHTe3y cuMmeTrpuuHux npoxornepaHmaHux CET-omepamiif, siki DONMYCKalOTh HEPECTAHOBKY
orepaHaiB. BusHaueHi oOMesxeHHsI Ha BUKOPHUCTaHHS JaHOI MOJEI, SIKi rapaHTYIOTh OO0YAOBY CUMETPHIHHX JBOXOIEpPaHIHNAX
CET-onepaniii, ki JOMYCKalOTh IEPECTAHOBKY OmepaHAiB. JlOCATHYTI pe3ylbTaTH MOXYTh OYTH KOPHUCHHMH ISl TOOYZOBU
MaJIOPECypCHHX CHCTEM IIOTOKOBOro mmdpysaHHs. IIceBroBuIiagxoBa 3MiHa peXHMIB POOOTH KpHUNTOrpadidHOl CHCTEMU
CYTTEBO YCKJIAHIOE TIPOLECH KPUITOAHAII3Y IHUppOTrpam.

KurouoBi cioBa: nBoxomnepansHi onepaii; kpunrorpadiyauid 3axuct; manopecypcHa kpunrorpadis; CET -mudpysanss;
CET-onepariii; ogHONEpaHIHI Omepartii.
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