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A METHOD FOR INCREASING THE PRODUCTIVITY
OF ADISTRIBUTED FIREWALL BASED ON PROXMOX
IN CORPORATE COMPUTER NETWORKS

The subject of the study in the article is a method for increasing the performance of a distributed firewall based on LXC containers of
the Proxmox VE environment for corporate computer networks. The goal of the work is to develop approaches to ensure a high level
of efficiency of a distributed firewall for monitoring and managing traffic in corporate networks and virtualized networks, enabling
the minimization of delays during traffic filtering and ensuring reliable operation of the corporate network under conditions of limited
hardware resources. To solve the problem, the following research methods were applied: theoretical analysis of literature sources;
analysis of the features of the application of containerization technology for implementing dynamic network traffic control, study of
methods to improve computational resource utilization efficiency in environments with limited hardware resources, analysis of the
advantages of distributed firewall regarding minimizing data transmission delays, increasing system throughput, and reducing
unauthorized access risks; experimental validation of the functionality and efficiency of the distributed firewall. The results obtained
indicate that the proposed method allows minimizing delays during traffic filtering and provides automatic scaling of the firewall's
functionality while maintaining the integrity of the network security system. The proposed approach provides a high level of CCM
protection by segmenting the network with the assignment of a separate LXC container to serve each local subnet, which allows for
targeted traffic filtering and flexible access policy management. Conclusions: the paper proposes a configuration of a distributed
firewall in the Proxmox environment, including setting up a basic set of filtering rules to ensure the effective operation of a corporate
computer network. The scientific novelty of the method lies in improvement of security mechanisms in scalable environments with
limited hardware resources, enabling a high level of protection against external and internal threats, while maintaining fault tolerance
and reliability of the network infrastructure. Experimental validation of the method’s functionality and efficiency confirmed the
feasibility of its implementation to ensure stable and controlled access to the corporate computer network’s resources.
Keywords: method; distributed firewall; container; Proxmox; virtualization; delay; traffic filtering.

Introduction

Under the conditions of rapid development of
information technologies and growth of network
infrastructure, the issue of ensuring security in corporate
computer networks becomes particularly relevant [1].
Modern network infrastructure is becoming increasingly
scalable, which increases the risk of unauthorized access
to nodes and services that require effective and
continuous protection from internal and external threats.

A distributed firewall provides network traffic
control, detection, and blocking of potential threats,
making it an effective tool for protecting distributed
infrastructure. However, the complexity and number of
filtering rules directly affect network performance,
security system response time, and service stability.

The use of virtualization technologies enables the
creation of a flexible and scalable network infrastructure.
In particular, the use of the Proxmox platform with
containerization support helps to implement a managed
distributed protection system, which allows this approach
to be applied in conditions of limited hardware resources
and high performance and security requirements.

At the same time, the growth in network load,
incoming traffic volumes, threat complexity, and the
number of filtering rules significantly reduces the
effectiveness  of  traditional approaches to IT
infrastructure protection [2]. This can lead to delays in
information transfer and a decrease in overall system
performance. Therefore, the search for practical solutions
that ensure an adequate level of protection system
performance in real time is a pressing task.

The use of effective optimization methods and the
implementation of a distributed firewall help to achieve
a balance between the level of protection, traffic
processing speed, and rational use of server environment
resources. Thus, improving firewall mechanisms is
a key step toward increasing the reliability and stability
of server infrastructure in the context of growing
demands for corporate computer network protection.

Problem statement

The main directions of development the modern
information society are formed in the context of dynamic
IT development, which is a key factor in digital
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transformation and the basis for the formation of effective
cybersecurity systems. At the same time, corporate
networks are facing the problem of creating a scalable
infrastructure with a high level of information security
in the case of limited computing resources [3].
IT ecosystems in the public and commercial sectors
increasingly require reliable protection against internal
and external threats, as well as support for high
performance, given the complexity of network
architecture and rising hardware costs.

The deployment and use of firewalls in modern IT
environments is accompanied by a number of problems
that make it difficult to ensure an adequate level of
cybersecurity. In distributed environments, security
policy management must be centralized, flexible, and
adaptive, but the increasing complexity of corporate
networks and the use of network virtualization
technologies complicate traditional methods of manual
security rule configuration, which can lead to errors,
vulnerabilities, and lengthy configuration times [4, 5].

The growing number of 10T devices, particularly in
healthcare networks, increases the risk of cyberattacks as
these networks become more open and vulnerable [6].
This increases the load on traditional firewalls, which
may not be able to effectively control traffic at all levels
of the architecture. In addition, the use of packet filtering
firewalls leads to exponential growth in the size of policy
rules, which increases the likelihood of anomalies in their
execution and makes it difficult to maintain a continuous
level of security [7].

The economic aspects of cybersecurity also play
a key role in the implementation of firewalls, as the costs
of their proper configuration, management, and updating
are constantly increasing. For example, financial losses
from cyberattacks in the UK increased by 31% in
one year, highlighting the critical need for effective
protection mechanisms [8]. At the same time,
environmental aspects are becoming increasingly
relevant, in particular the increased energy consumption
caused by the high computational complexity of manual
firewall policy administration, which is particularly
relevant for distributed systems [9].

Therefore, the implementation of firewalls in
corporate networks requires a comprehensive approach
that takes into account a number of important factors:
determining the nature of potential threats, requirements
for network infrastructure architecture, integration of
centralized security policy management mechanisms,
and ensuring the necessary level of automation for

deploying and configuring firewall settings. Achieving
an adequate level of corporate network protection
using firewalls is possible with the implementation
of automated and centralized solutions that guarantee
high performance and ensure network resilience to
external and internal threats.

Analysis of recent studies and publications

Current research in the field of computer networks,
particularly virtualized ones, is largely focused on
analyzing aspects of firewall deployment and their role in
ensuring the security of such environments. Particular
attention is paid to the effectiveness of network traffic
filtering, security policy optimization, and research into
the impact of firewalls on the performance of high-speed
networks. The solutions discussed in the scientific
literature draw attention to the need to increase the
performance of firewalls, which can be achieved by
automating the configuration of security rules,
minimizing delays in the processing of network traffic,
and implementing methods for dynamically scaling the
network infrastructure. The importance of adapting
protection mechanisms to traffic changes and increasing
the number of devices in virtualized environments is
emphasized separately.

According to the authors of [10], traditional
firewalls play a key role in ensuring the security of
modern networks, but their configuration is still mostly
done manually. This creates a risk of errors, which
can lead to security breaches and significant time spent
on reconfiguration. In virtualization-based networks,
this problem becomes even more relevant due to the
increasing complexity and dynamism of the
infrastructure, which makes manual administration
of security rules difficult.

In addition, traditional firewalls are typically
implemented as separate dedicated devices that
sequentially apply security policies to each incoming
packet. The authors of [11] argue that processing filtering
rules can create a significantly greater load on the system
than normal routing. This problem becomes particularly
relevant in the context of increasing network traffic
speeds, which requires constant optimization of packet
filtering mechanisms. Effective configuration of security
policies is critical to ensuring the performance and
security of high-speed networks, especially in the context
of dynamically changing threats.
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In study [12], the authors also emphasize that
firewalls can become a bottleneck for network
performance and a primary target for attacks, particularly
denial-of-service  attacks. The firewall filtering
mechanism is based on checking each incoming packet
against a defined set of rules to decide whether to block
or forward it. The performance of such a check depends
on the average number of rules that need to be processed
before a decision is made. When the firewall is under
heavy load, such as during peak traffic periods or DoS
attacks, processing delays can increase, leading to packet
loss and network performance degradation.

The introduction ~ of  virtualization  and
containerization technologies [13] is an effective
approach to solving the problem of network infrastructure
scalability. Recent research in the field of virtualization
and containerization is aimed at improving the efficiency
and reliability of distributed firewalls in containerized
environments, such as Proxmox, in order to ensure secure
access to corporate networks [14]. Proxmox, in particular,
offers built-in tools for managing network resources,
including server clustering and live migration of virtual
machines [15]. This allows network infrastructure to be
scaled without the need for additional investment in new
equipment, which is important for small and medium-
sized businesses. However, issues related to traffic
processing performance and optimal resource utilization
remain relevant and require new approaches.

The paper [16] analyzes the performance
of architectures using one and several virtual servers on
the Proxmox VE platform. The results of the study
show that the architecture with multiple virtual servers
demonstrates higher availability, specifically 80.25%
with 100 concurrent users, compared to the single-server
architecture, where availability is 78.4% with 80 users.
The results confirm the feasibility of using scalable
containerization-based solutions for the effective
deployment of distributed firewalls.

Thus, an analysis of recent studies and publications
[10-16] shows that scientific developments in the field of
virtualized computer networks are aimed at improving
security mechanisms, particularly in the context of
distributed firewalls. The main problems associated with
the deployment and use of firewalls are aimed at
improving traffic filtering efficiency, automating security
rule settings, and adapting to changing network
conditions. Traditional firewalls, while playing a key
role in network protection, have limitations in terms
of traffic processing speed and configuration

flexibility, which can lead to delays and increased system
load. Virtualization and containerization technologies,
such as the Proxmox VE platform, offer effective
solutions for dynamically scaling network infrastructure
and optimizing resource utilization. They contribute
to increased fault tolerance, network management
flexibility, and security in corporate environments.
However, the issue of performance in network traffic
processing remains relevant and requires further research
and improvement of automated optimization methods.

Main research material

Algorithmic provision

The proposed method for improving the
performance of a distributed firewall, aimed at ensuring
effective monitoring and management of network traffic
in corporate and virtualized networks, is based on the
integration of modern virtualization technologies with
mechanisms for dynamic distribution of network
resources. The scientific novelty of the approach lies in
the use of virtualization to build a multi-level network
infrastructure with flexible segmentation and controlled
access to resources, which provides an increased level of
security. The implementation of continuous traffic
monitoring, support for adaptive data flow management,
and the ability to apply differential access policies
contribute to the growth of overall network performance
and ensure an adequate level of security in accordance
with the requirements of modern corporate environments.

The method involves a series of sequential steps,
each of which is aimed at implementing a structured
and scalable approach to building a distributed traffic
filtering system. Let's take a look at these steps.

1. Analyze the existing infrastructure for logical
network segmentation based on the functional purpose of
the nodes and the criticality of the data. This allows you
to optimally determine the required initial number and
placement of distributed firewall containers.

2. Deploy containers and configure routing to ensure
proper interaction between segments and with the
external network.

3. Configure traffic filtering policies to form a set of
filtering rules, including restricting access to critical
resources, allowing specific protocols and ports, and
detecting anomalies.

4. Testing the distributed firewall with the initial
configuration to analyze the status of the distributed
firewall, delays, and evaluate resource usage for further
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optimization or configuration adjustments to ensure the
required level of throughput and system stability.

The proposed method is appropriate for use in the
following conditions:

— the need for centralized security coordination and
unification of access policies at all levels of the corporate
network;

— increased requirements for the protection of
critical corporate network resources to ensure their
integrity and confidentiality;

— limited hardware resources, requiring optimization
of the use of available infrastructure in view of reliability
and efficiency requirements.

Thus, the implementation of the proposed method
makes it possible not only to optimize the use of network
resources and ensure a high level of protection, but also
to create a flexible environment capable of adapting to
changes in the topology of the corporate network and
increased requirements for its stability.

Assessment of the developed method's effectiveness

The overall effectiveness of a distributed firewall in
a corporate network is determined by its ability to
minimize the number of unwanted connections, i.e., those
considered potentially dangerous, as well as by reducing
delays in network traffic processing. At the same time,
with the increasing load on the network infrastructure,
it is critical to be able to scale the firewall with minimal
deployment and configuration costs.

Thus, the optimization task of organizing
a distributed firewall can be formalized as the task of
selecting the optimal set of configuration parameters that
minimize the total traffic processing time while achieving
a high level of security and scalability of the system.
Formally, this task can be expressed as follows:

minC(R), @

where R :{rl,rz,...,rn} — a set of filtering rules applied
in a distributed firewall;
C(R) — target function that reproduces the

generalized costs of traffic processing, taking into
account security and scalability requirements.
Accordingly, the effectiveness E(R) of a distributed
firewall can be presented as a function inversely
proportional to the value of the target function C(R):

1
E(R)= , (2
(R) @ -C(R)+@, Uy +@,-Upyy +,-S+a-M @)

where o, o,, o,, o,, o, — weight coefficients
that determine the priorities of criteria formed from
the requirements and needs in the application of
a distributed firewall;

Uy — level of containers' processor resources
usage in the environment Proxmox;

Upav — RAM usage level;

S — assessment of security level, which can be
defined as the number of blocked (potentially harmful)
network packets;

M - scaling efficiency coefficient, which indicates
the system's ability to adapt to increased load
(for example, the number of successfully scaled
containers without loss of performance).

The components of the optimization problem of
organizing a distributed firewall (2) are presented below.

1. The total traffic processing time by the firewall

C (R) is a target function that reproduces the generalized

traffic processing costs. Minimizing packet processing
time can be achieved by automating the deployment
of rules for new containers and distributing traffic
across segments, which allows you to clearly build
traffic filtering rules and reduce the time it takes to

redirect packets to their destination. In this case,
traffic processing time will be presented as
C(R)=T, +T,, (3)

where T, — average processing time for one packet in the

firewall container, ms;

T, — average time to redirect a packet to its
destination after filtering, ms.

2. The use of processor resources U, determines
the likelihood of firewall container overload, which leads
to increased packet processing time, process scheduling
queues, and traffic loss during peak loads, as well as
increased power consumption in conditions of limited
resources. U, is the inverse of the number of firewall
containers and can be defined as follows:

Ucpy :%;%’ @)
where n —number of firewall containers;
P —actual processor load in the i -th container;

P — maximum allowable processor load

max

specified by hardware resources.
3. The use of RAM U,,,, determines the effective

management of the firewall's traffic filtering rules.
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The level of RAM usage also affects container stability

and scalability. In case of insufficient memory, this can

lead to containers crashing, the inability to add new

filtering rules, or the refusal to deploy new firewall

containers. The level of RAM usage can be calculated as
1& M,

URAM _E%:Mmax , (5)

where n — number of firewall containers;

M; —amount of RAM used in the i -th container;

M, — maximum available memory size in

max
the system.

4. The security S level assessment will depend
on the analysis of attacks, their complexity, and the
effectiveness of traffic filtering rules. The security S
level assessment will be calculated as

s =1—2(pi/ci) , ©)

where k — number of protection levels provided by
a distributed firewall;

p, — probability of a successful attack at
the i -th level,

¢, — computational complexity of conducting
an attack at the i -th level.

5. The efficiency of firewall container scaling M
can be estimated over a period of time for deploying
a firewall container and adding a set of filtering rules
to it, and can be expressed as

1
ST, 4T,

@)

where T, — average time to deploy a new container;

T, —average time to add a set of filtering rules to it.

The proposed approach provides a comprehensive
assessment of the effectiveness of a distributed firewall
implementation, taking into account security and
scalability requirements. This approach is key to
determining the optimal architecture and operating
parameters of a distributed firewall under variable load
and limited resources.

Setting up the experiment

At the initial stage, the hardware requirements for
the test environment were analyzed. It showed that for
productive operation of a distributed firewall, a processor
with at least four cores and a maximum frequency
of 2.9 GHz can be used. The amount of RAM depends

on the number of connected devices and data flow.
From a practical point of view, 16 GB of RAM
allows you to effectively serve three containers used
to deploy a distributed firewall and serve up to three
segments of a corporate network that are built as separate
local subnets. The availability of such hardware resources
ensures the deployment of a distributed firewall in
corporate networks of small and medium-sized
businesses with the ability to scale segments, as well as
scale distributed firewall containers. The communication
channel bandwidth must be at least 1 Gbit/s. To service
a distributed firewall, you need to have two network
interfaces that will be used to control the firewall and
traffic to corporate network segments, which is sufficient
to serve users of an experimental corporate network.
The hard drive where the Proxmox virtualization
platform with a distributed firewall is deployed must
have at least 500 GB of free space.

Within the experiment, all functions of the
distributed firewall have been implemented, and the
possibility of scaling firewall containers as the load on
the corporate network increases has been provided.
Figure 1 shows a generalized diagram of a distributed
firewall based on LXC containers of the Proxmox VE
virtualized environment.

‘ Internet

X PROXMOX @
Linux Kernel Bppamot e |
Edge Gateway
|

[ Web Network ] [ App Network ] [DaiabassNez:/ork] [Dalaten!erNelwurk]

ME [E ®E BE

Virtual segment

.Phisical segment

Fig. 1. Generalized diagram of a distributed firewall
for a corporate network

At the initial stage, an isolated virtualized
environment was created using LXC container
technology within the Proxmox VE platform.

Each container acts as a separate distributed firewall
node with predefined network traffic filtering rules.
Ubuntu 20.04 is installed as the base operating system
in each container, providing a stable foundation
for further configuration of access control policies.

The distributed firewall architecture involves
the use of two types of network interfaces. The external
interface with the IP address 192.168.31.50/24 provides
a connection to the global Internet and is the access
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interface to the Proxmox VE platform. Internal interfaces
(vmbrl, vmbr2, and wvmbr3) were configured for
distributed firewall containers, each of which has its own
IP address: 192.168.31.101/24, 192.168.31. 102/24,
and 192.168.31.103/24.

To ensure isolation and increase the security level
of network traffic in the corporate network, access to
a separate local network served by the corresponding
firewall node was configured:

— subnet 172.16.16.0/24 is served by container 101;

—subnet 172.16.17.0/24 is served by container 102;

—subnet 172.16.18.0/24 is served by container 103.

Thus, each container processes network traffic coming
to the corresponding subnet, implementing the distribution
and segmentation of access control policies (Fig. 2).

XK PROXMOX
Distributed

Firewall
@ « iptables/nftables
- Ports 22,80,443

= others

192.168.31.50/24

IXC{Proxmox) || IXC{Proxmox) | [IXC{Proxmox)
192.168.31.101 192.168.31.102 192.168.31.103
Filter rules Filter rules Filter rules

Y v v

172.16.16.0/24 172.16.17.0/24 172.16.18.0/24

Fig. 2. Distributed firewall diagram for an experimental
corporate network

In the second stage, network traffic filtering
mechanisms are configured in each container using the
iptables utility in accordance with defined security

My traceroute

ubuntu-test (192.168.31.104)
Eeys: Help

Display mode Restart statistics
Host

1. 192.168.31.101

2, 172.16.16.2

Fig. 3. Firewall test results using route checking with the utility mtr

Within the scope of this work, the M/M/n queuing
model and Jackson's open network model [17] were used
to model the performance of a distributed firewall.
The use of these models is due to the need for
quantitative analysis of the performance of the distributed

Order of

policies. The basic configuration of rules provides for
opening ports 22/TCP (SSH), 80/TCP (HTTP), and
443/TCP (HTTPS), as well as allowing ICMP packet
processing, which provides remote administrative access
and supports the functioning of web services.

Filtering rules are configured using the following
utility iptables commands:
iptables -A FORWARD -p icmp -j ACCEPT
iptables -A FORWARD -p tcp --dport 22 -j ACCEPT
iptables -A FORWARD -p tcp --dport 80 -j ACCEPT
iptables -A FORWARD -p tcp --dport 443 -j ACCEPT

Containerization enables rapid system scaling in
case of increased request volume or more complex
filtering policies, particularly when expanding the range
of open ports, implementing VPN connections, or
processing special network protocols. This approach
allows creating additional containers without changing
the underlying system architecture. In addition, it is
possible to integrate automation and orchestration
tools for the distributed firewall container cluster using
the built-in Proxmox VE API.

After completing the deployment of the distributed
firewall, a comprehensive check of its functionality
was performed. At the initial stage of testing, ICMP
diagnostics were performed from the test container to the
services of the local network served by the distributed
firewall, in particular to the deployed nginx web server.
For additional diagnostics of network service availability,
the mtr utility was used, which provides route verification
and analysis of loss and delay statistics in real time
(Fig. 3). Successful completion of these tests confirmed
the correct configuration of the distributed firewall, the
correct implementation of filtering rules, the compliance
of network routes, and the availability of Internet access
from each individual container. This, in turn, confirmed
the reliability of the access control system in accordance
with the specified security architecture.

[v0.93]
2025-04-26T11:55:23+0000
fields quit
Packets Pings
Loss% snt Avg Best Wrst StDev
0.0% 34 - 0.1 0.1 0.4 0.0
0.0% 34 . 0.3 0.1 3.3 0.6

firewall infrastructure in the event of increased load and
complexity of traffic filtering policies.

The M/M/n model allows us to correctly describe
the behavior of a queuing system in which incoming
traffic filtering requests are sent to a limited number
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of firewall containers that function as independent
processors. Taking into account parameters such as input
flow intensity, average request processing time, and the
number of parallel service channels allows us to evaluate
system properties such as average delay, load level, and
the probability of queues. This helps to determine the
minimum number of containers required to achieve
a given level of performance under varying loads.

At the same time, Jackson's open network model
is used to model the more complex interaction between
the components of a distributed firewall. It provides
the probability of describing the system as a set of nodes
between which requests can circulate, replicating the
structure of a real firewall with multiple modules or
levels of protection, such as traffic inspection,
authorization verification, threat analysis, etc. Taking into
account internal traffic between containers allows us to
evaluate the impact of complex multi-level security
policies on overall system performance.

The combined use of the M/M/n and Jackson models
helped to compare centralized and distributed firewall
architectures and to establish optimal configurations
for the container infrastructure. The simulation results
showed that scaling the number of containers reduces the
average request processing delay. This directly improves
the efficiency of the traffic filtering system.

Thus, the dependence of firewall efficiency on the
number of filtering rules, as well as on the level of
scalability in conditions of increasing load and security
requirements, is confirmed (Figs. 4, 5).
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Fig. 4. Graph showing the dependence of distributed
firewall efficiency on the number of containers
for the open Jackson model

The experiment was conducted at the laboratory of
computing systems and network technologies of the

Department of Electronic Computers at Kharkiv National
University of Radio Electronics.

a0
[ Jackson moded |

as |

8

Efficiency
s

3

Number of containers (n)

Fig. 5. Graph showing the dependence of distributed
firewall efficiency on the number of containers
for the M/M/n model

Conclusions

The article proposes and analyzes in detail a method
for improving the performance of a distributed firewall
in order to ensure a high level of security in virtualized
environments or computer networks with scalable
infrastructure. The proposed approach minimizes delays
during traffic filtering and enables automatic scaling of
firewall functionality while maintaining a comprehensive
network security system.

The scientific novelty of the method lies in the
improvement of security mechanisms in scalable
environments in the case of limited hardware resources,
which contributes to achieving a high level of protection
against external and internal threats, while maintaining the
fault tolerance and reliability of the protective infrastructure.

The results of the effectiveness analysis showed that
when scaling the infrastructure, it is critically important
to consider the deployment time of the protection system,
as this stage can be potentially vulnerable. However,
reducing delays in the scaling process allows for
continuous protection, and the even distribution of the
load on active infrastructure elements helps maintain
its stability and efficiency.

Practical implementation of the method involves
taking into account the characteristics of the transmitted
information, the level of protection required, available
resources, as well as filtering parameters and the number
of security rules applied. The proposed approach is
suitable for small and medium-sized businesses that seek
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to ensure reliable network protection in environments
with remote access and limited resource capacity, while
maintaining the ability to scale and use automated
configuration mechanisms.

Further research should focus on optimizing the

and event processing systems, such as Prometheus
and Grafana. The use of these tools will enable effective
metric collection, information visualization, and rapid
anomaly detection, which will help increase the response
speed of the distributed firewall to potential threats.

proposed method by integrating intelligent monitoring
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METOA NNIABUINEHHSA MPOAYKTUBHOCTI
PO3MOAIVIEHOI'O BPAH/IMAYEPA HA BA3I PROXMOX
Y KOPITOPATUBHUX KOMITI'IOTEPHUX MEPEXAX

IIpeameTroM mocTizKeHHsI B CTATTi € METOJ MMiJABUIICHHS POIYKTUBHOCTI po3moAiieHoro Opanamayepa Ha 6a3i LXC-koHTelHepiB
y cepenoBumi Proxmox VE st KoprmopaTHBHUX KOMIT FOTEpHHX Mepek. MeTa podoTn — po3poOIieHHs MiAX0MiB 10 3a0e3meyeHHs
BUCOKOTO DiBHS €()eKTUBHOCTI PO3MOALNIEHOro OpaHamayepa AJsi MOHITOPHUHTY Ta YNpaBiliHHA TpadikoM y KOPIOPAaTHBHHX
1 BipTyali3oBaHHUX Mepexax, L0 Ja€ 3MOTy MiHIMi3yBaTH 3aTpUMKM Iia 4ac QinpTpauii Tpadika Ta 3a0e3nedyntd HajiiiHe
(byHKIIFOBaHHS KOPIOPATHBHOI MEPEKi B yMOBaX OOMEKECHHX amapaTHHX pecypciB. [y po3B’s3aHHs 3aBJaHb YIPOBAPKEHO Taki
MeTOAM JOCTi[UKEHHsSI: TCOPSTMYHMH aHami3 JITepaTypHHX JDKeped; aHali3 OCOONMBOCTEH 3aCTOCYBAaHHS TEXHOJIOLiT
KOHTeWHepH3alii Ui peaiizalii JUHAMIYHOIO KOHTPOJIO MEpEKHOro Tpadika; BUBUCHHS METOMIB MiJBUILCHHS €(EeKTHBHOCTI
3aCTOCYBaHHs OOUMCIIOBAJIBHUX PECYPCIB y CepefoBHIIaX 3 OOMEXCHHUMH allapaTHHUMM PEecypcaMy; aHali3 mepeBar po3HOIiIeHOT
apxiTekTypu OpaHaMayepa II0J0 MiHIMi3alii 3aTpUMOK Mij Yac mepeaadi iHpopMaril, miJBUIIEHHS POMYCKHOI 3AaTHOCTI CHCTEMH
Ta 3HWKECHHSA PHU3MKIB HECAHKLIHHOrO IOCTYIy; €KCIIEPHMEHTAJIbHA IIepeBipKa INpale3aTHOCTI Ta e()EeKTUBHOCTI PO3MOIIJIEHOro
Opanamayepa. JlocsirHyTi pe3yabTaTH. 3anpONOHOBaHUN METOJ Jla€ 3MOTY MiHIMI3yBaTH 3aTPUMKH i 4yac ¢iipTpauii Tpadika Ta
3a0e3reunTy aBTOMaTH4He MacTadyBaHHs (DyHKIIHHOCTI OpaHaMayepa B yMOBax 30€peKeHHs LITICHOI CUCTEMH OE3IeKH Mepexi.
Po3pobnennii minxin 3abesmedye Bucokuit piBenp 3axucty KKM crocoboMm cermeHTamii Mepexi 3 NPH3HAYCHHSIM OKPEMOro
konteiiHepa LXC mist oGcinyroByBaHHsI KOXHOI JIOKQJIBHOI MEpEXi, IO JOMOMarae 3AiMCHIOBATH IijIecCHpsMOBaHy (ijbTpaliito
Tpadika Ta THyYKE YNPABIiHHS MONITUKAMHU JOCTyly. BHCHOBKH. Y po0OOTi 3ampornoHOBaHO KOH(Irypaliio po3mnoIijieHOro
OpanaMayepa B cepeloBuili Proxmox paszom i3 HanmamryBaHHsM 0Oa30Boro HaOopy mnpaBuia ¢inbTpamii mis 3abe3neueHHs
e(pexTuBHOrO0 (YHKIIIOBAaHHS KOPIOPAaTHBHOI KOMIT'IOTepHOI Mepexi. HaykoBa HOBHM3HA METOAY MOJSra€ B YIOCKOHAJICHHI
MeXaHi3MiB 3a0e3nedyeHHs O0e3leky B MaclTabOoBaHMX CEpPEZOBHINAX 32 YMOB OOMEXEHOCTI almapaTHHX PecypciB, L0 Ta€ 3MOTy
JOCATTH 3aXHCTy BHCOKOTO DiBHS BiJ 30BHILIHIX 1 BHYTpILIHIX 3arpo3, 30epiraloud BOJHOYAC BiIMOBOCTIHKICTH 1 HaJiifHICTh
MepexHol iHdpacTpykTypu. ExcneprMeHTanbHa nepeBipka Mpane3laTHOCTI Ta eQEeKTHBHOCTI METONy MiATBepAWia AOLLIBHICTH
HOro BIPOBa/KEHHS JUTs 3a0e3MeueHHs CTablIbHOrO i KOHTPOIBOBAHOIO AOCTYITY 10 MepeskHuX pecypcis KKM.
KimouoBi ciioBa: Meron; po3noainieHuii Opanamayep; KoHTelHep; Proxmox; Bipryanisaiiist; 3arpuMka; Ginsrpais Tpadika.
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