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ADAPTIVE RESOURCE ALLOCATION METHOD
FOR THE MOBILE FOG LAYER OF HIGH-DENSITY INDUSTRIAL INTERNET
OF THINGS IN INDUSTRY 5.0 NETWORKS

Relevance of the article. The modern concept of Industry 4.0 laid the foundation for complete digitalization through the
industrial Internet of Things. However, the transition to Industry 5.0 requires greater flexibility and resilience of systems.
High-density mobile industrial 10T with a fog layer is a critical element of this transformation, as it provides not only automation
but also the adaptability of production to human needs and environmental standards. The object of study is the process of
pre-processing transactions of the HDIoT edge layer. The main hypothesis of the study: the implementation of a new adaptive
method of resource allocation for mobile devices of fog clusters will reduce the average pre-processing time of transactions
of the HDIoT edge layer. The goal of the work is to reduce the average time a transaction of the HDIoT peripheral layer
spends in the fog layer by developing an adaptive method for distributing the resources of mobile devices in fog clusters.
Research objectives: to identify the architectural features of fog computing in HDIoT networks; to create a mathematical model
of the process of optimal resource allocation for mobile cluster devices in the fog layer; to formalize a multi-agent approach
to cluster resource allocation; to develop and investigate a theoretical game model for managing the resources of a mobile fog cluster
of a multi-layer 1oT. Methods used: multi-agent approach, game theory, in particular, optimization of a cooperative stochastic game,
computer modeling. Results. An adaptive method for distributing resources of mobile devices in fog clusters has been
developed. Within the framework of the method, the architecture of a mobile fog cluster has been proposed and a mathematical
model of the process of optimal distribution of its resources has been created. In addition, a multi-agent approach is used to find
an approximate solution to the formulated two-parameter nonlinear optimization problem, and a game-theoretical approach
is implemented to reduce computational complexity and accelerate the search for an approximate solution. Conclusion. As a result
of applying the developed method, the average time a transaction of the peripheral layer of a high-density 10T spends in the fog layer
has been reduced, which, given the high density of mobile devices, has made it possible to meet QoS requirements.

Keywords: Industry 5.0; Internet of Things; fog cluster; mobile node; computer system; agent-based approach; intelligent
agent; stochastic game.

1. Introduction

The Internet of Things (IoT) is one of the key
paradigms for the development of modern information
and communication technologies, enabling the integration
of physical objects into the digital space [1]. Thanks
to the 10T, billions of sensors, actuators, and embedded
systems are capable of collecting, transmitting, and
processing data in near real time [2]. This opens up vast
opportunities for building intelligent environments in
various areas, such as industry [3], transportation [4],
healthcare [5], energy [6], and others. 10T systems
generate enormous amounts of data, which in some cases
requires instant collection, transmission, and analysis for
operational decision-making [7]. Traditional cloud
computing, despite its power, faces critical delays when
transporting traffic from the periphery to remote data
centers [8]. In addition, network bandwidth limitations
and data transfer delays reduce the efficiency of
centralized processing [9]. That is why there is an urgent

need to decentralize computing power and bring it closer
to the sources of information.

To overcome these problems, a fog computing layer
is actively used, which is located between peripheral
devices and the cloud [10]. Fog computing allows part
of the data processing to be moved closer to its source.
This reduces delays, increases reliability, and reduces
the load on backbone networks [11]. In addition, the fog
layer provides better support for mobility and geographic
distribution, which is critical for modern dynamic
systems [12]. The use of fog node resources enables the
implementation of real-time computing, which is vital
for industrial automation and critical infrastructure [13].
Thus, the fog layer becomes a key element of scalable
10T systems.

Fog computing is particularly relevant in the context
of High-Density 10T (HDIoT) [14]. High-density
networks are characterized by an extremely large number
of active nodes in a limited area. For example, the
concept of high-density Industrial 10T (I10T) involves
the deployment of thousands of sensors in a limited area,
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which creates a huge load on the network. The addition
of a Mobile Fog Layer (MFL) allows data to be processed
directly near the source, even if that source or computing
node is constantly moving. For example, this could be
a large automated warehouse covering 50,000 m?, where
thousands of pallets with RFID tags, vibration and
temperature sensors, and hundreds of autonomous mobile
robots are operating simultaneously. Each unit of goods
and each rack is equipped with sensors. Due to their large
number (high density), transferring all data directly to the
cloud would cause delays (latency) and overload
communication channels. The fog node (robot) makes
most decisions without connecting to the cloud, coming
to the sensors itself, which allows the sensors to operate
at very low power (saving battery life).

Mobile fog environments HDIoT are characterized
by high transaction intensity, dynamic topology, and
traffic heterogeneity [15]. The huge number of
simultaneous requests from sensors and actuators requires
the infrastructure to be highly adaptable and capable
of rapid scaling [16]. High-density conditions make
centralized management virtually impossible due to
the exponential growth in coordination complexity.
In addition, high-density loT significantly increases the
requirements for response speed and data processing
stability [17]. At the same time, the resources of
individual fog nodes remain limited. This makes it
difficult to ensure guaranteed quality of service.

Under such conditions, there is a need for territorial
clustering of fog layer devices. Clustering allows fog
nodes and peripheral devices to be grouped according to
spatial proximity and load characteristics [18]. Division
into territorial segments helps to localize traffic within
a certain area, preventing overload of the entire network.
This contributes to more efficient use of available
computing and network resources [19]. Territorial clusters
also simplify data flow management and load balancing [20].

A complicating factor is that a mobile fog layer
cluster functions as a decentralized system with limited
resources [21]. The mobility of nodes leads to constant
changes in available resources and network connections.
The lack of a single control center forces nodes to
self-organize and make decisions based on local
information [22]. In such conditions, static approaches
to resource management prove ineffective. The system
must adapt to the current state of the cluster and the
intensity of transaction flow.

Therefore, preprocessing transactions at the edge
layer requires a change in traditional approaches to

resource allocation. Adaptive allocation methods focused
on the dynamics of mobile devices in a fog cluster are
becoming a prerequisite for the effective functioning of
a high-density Internet of Things. This determines the
relevance of research on the adaptive allocation of fog
cluster resources in modern HDIOT systems.

2. Analysis of literature and problem statement

Recently, there have been many works addressing
the issue of optimal distribution of communication and
computing resources in mobile systems. Article [23]
addresses the problem of optimizing computations at the
network edge. The main optimization task is to minimize
the total energy consumption of mobile devices, taking
into account the current requirements of Internet of
Things transactions. However, the issue of optimal
resource allocation is not addressed, as in the classical
approach, the nearest available resource is always
allocated. In [24], the problem of minimizing the total
delay of HDIoT transactions that arises during data
processing is considered. An algorithm for making
decisions on resource allocation is presented, taking into
account the presence of several base stations and
computing servers in the network. However, the HDIoT
mobile cluster is a decentralized system. In [25], the task
of minimizing delay is considered for decentralized
systems, but the proposed approach does not allow for
the requirements of HDIoT transactions to be taken into
account. In [26], procedures are given for organizing
resource allocation in decentralized computing networks
that use a weighted utility function for energy and
transaction delays. However, these procedures are also
not focused on optimal resource allocation. To solve the
problem of dynamic changes in the mobile loT
environment, there are also other computing models
described in [27, 28], but they also do not take into
account all the requirements of HDIoT transactions.

In [29], the process of data transfer between the
edge and fog layers of the 10T ecosystem is investigated.
The proposed method is effective for managing the
data transfer process. However, issues related to the
mobility of fog devices, energy consumption for data
transfer, and the high density of 10T devices remain
unresolved. This is due to restrictions imposed on the
number of elements in a virtual cluster. In [30], there are
no such restrictions on the number of cluster elements.
However, as in [29], this algorithm does not take
into account the characteristics of mobile devices.
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This approach is proposed in [31, 32], which present the
results of research on the transmission of data using
mobile devices. Work [31] proposes a resource planning
method for the mobile Internet of Things, focused on
energy efficiency. The method of forming a fog layer
cluster developed in work [32] is also focused on mobile
IoT devices. However, these works leave unresolved
the issue related to the high density of loT devices.
The main reason is the significant increase in the
computational complexity of the proposed algorithms
as the density of 10T devices increases.

In [33], data transmission is controlled using
a multi-criteria optimization problem. The authors
propose a fast resource allocation algorithm for many
nodes based on a deterministic gradient. However, this
algorithm is aimed at minimizing the age of information
in the mobile Internet of Things. A similar problem is
found in [34], which analyzes in detail the problems of
data transmission when performing mobile computing for
the Internet of Things. The proposed algorithm improves
the balance between system latency and energy
consumption, which reduces transmission delays.
However, as in [33], the issue of optimal resource
allocation for mobile devices takes a back seat.

Thus, all the analyzed works leave unresolved issues
related to the optimal distribution of limited resources
of the fog layer of the high-density Internet of Things.
resources of the fog cluster of the high-density Internet
of Things.

This gives reason to argue that it is expedient to
conduct research aimed at reducing the time indicators
associated with the transmission and pre-processing of
information sent from the 10T periphery to the fog layer.

3. Purpose and objectives of the study

The following conditions were used as a basis for
developing the method.

Condition 1. Mobile fog devices belonging to the
same HDIoT territorial cluster are considered.

Condition 2. Mobile fog devices of the territorial
cluster are considered as a completely decentralized system.

Condition 3. The peripheral layer transaction is
transmitted to the nearest available mobile fog device.

Condition 4. Additional computing resources of
another device located within the range of the base device
may be used to pre-process the transaction.

To achieve the goal, the following tasks were set:

— to identify the architectural features of fog
computing in HDIoT networks;

— to develop a mathematical model of the process
of optimal resource allocation for mobile fog
cluster (MFC) devices;

— to formalize a multi-agent approach for MFC
resource allocation;

— to develop a theoretical game model for managing
MFC HDIoT resources;

— to describe in the form of a sequence of steps
and investigate the developed adaptive method for
distributing resources of mobile devices in fog clusters.

4. Development and investigation
of an adaptive method for distributing resources
of mobile devices in fog clusters

The purpose of the study is to reduce the average
time a HDIoT peripheral layer transaction spends in the
fog layer by developing an adaptive method for allocating
resources of mobile devices in fog clusters. This will
make it possible to meet quality of service (QoS)
requirements even with a high density of mobile devices.

The object of the study is the process of
preprocessing transactions of the HDIoOT peripheral layer.
The main hypothesis of the study is that the
implementation of a new adaptive method for allocating
resources of mobile devices in fog clusters will reduce
the average preprocessing time of transactions in the
HDIoT peripheral layer.

4.1. Architectural features
of fog computing in HDIoT networks

The development of the Internet of Things (loT)
concept has led to a transition to a three-tier architecture
through the introduction of a fog layer [35].

This layer acts as an intermediary between end
devices and cloud data processing centers (DPC), where
the 10T level is responsible for data collection and the
cloud is responsible for long-term storage. Fog layer
nodes provide pre-processing and instant transmission of
critical information to operational control points. Vertical
integration of such computing significantly improves
quality of service (QoS) [36], ensuring minimal response
time, reduced load on communication channels, and
increased system fault tolerance through decentralization.

Architecturally, the fog layer is based on the
principles of modularity and virtualization [37], which
allows for flexible system scaling. The hardware platform
includes computing, memory, security, and management
modules, as well as containerization tools for service
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deployment [38]. Communication with data centers is
maintained through a distributed decentralized core that
combines the resources of 0T devices into a single
aggregation network. In such conditions, the clustering of
spatially dispersed nodes becomes critical, optimizing the
use of network resources and increasing the energy
efficiency of the system.

Promising loT networks are characterized by high
node mobility, which involves placing fog capabilities on
mobile platforms, including unmanned aerial vehicles.
In such systems, fog devices can act as both last-mile
network components and user terminals, which facilitates
network slicing. The formation of mobile clusters is
based on critical parameters: the speed vector of devices
or the time of task execution. For ultra-high-density
architectures with mobile components, a four-level
hierarchy is mandatory: cloud level (DPC), fog layer core
servers, clustered fog devices, and the lower level of
direct information collection.

A fragment of the ultra-dense 10T architecture with
a dedicated mobile fog layer cluster is shown in Fig. 1.

|Servers of
Fog Core

g . TN\

® O Mobile ¥ Fog

cn; devices)  ((Mob devices

25 . L
P T v N

28 O 00 0O . 00 . 000

L | Edge devices

Fig. 1. MFC's place in the vertical structure of HDIoT

One of the main factors affecting the efficiency of
HDIoT is the quality of clustering of mobile fog devices.
For mobile clusters, stability indicators, which are
analyzed in detail in article [39], are essential. However,
given the limited computing resources of mobile devices,
time criteria are no less important, especially for
operational transactions of the peripheral layer. Among
the many time criteria for evaluating the quality of multi-
node decentralized mobile systems, the criterion of
minimizing the maximum data processing delay has been
selected [40, 41]. This criterion helps to reduce the time
transactions spend in the fog layer.

4.2. Mathematical model
of the optimal MFC resource allocation process
A set of mobile computing nodes (Mobile
Fog Computing Node, MFCN) MFC

N={N;,N,, ..,N,, ...N,}, represented by K mobile
devices, card N =K, is considered. Each node Ny € N

has the ability to accept transactions from the edge layer
of HDIoT, which, depending on the source, constitute

a set of types M ={My,M,, ...,Mg, ...,Mg}, card
M =S. During the operation of HDIoT, the flow of
transactions of type Mg arriving at MFC is distributed
according to the Poisson distribution with an average
intensity of A,, and the average intensity of task

processing at the k-th node is g, .
Let node Ny accept transaction HDIoT Mg, which

is characterized by the following parameters:
Gy — computing resource required to execute

transaction My ;
Bs — size of transaction My .

When processing this transaction, node Ny

provides the required computing resource at a rate
of f,. Then, the delay in computing during the execution

of transaction Mg on node k is determined as follows:

t. =G,/ f,. Q)

Let the following conditions be satisfied:
fk 'tk,s < Fk,max; (2)
ﬂ‘s < /uk7 (3)

where F

« max — the maximum possible amount of computing
resources that node Ny can provide per unit of time.

When these conditions are met, the transaction can
be fully resolved on the node that accepted it, and the
time the transaction spends on this node is determined as

1
Tk(Ms)=tk,s~(ﬂk_isj. (4)

However, if at least one of conditions (2) and (3) is
not met, the computing resources of node k are
insufficient to execute the transaction, let node | be
selected as the auxiliary node. Let the share of
transaction Mg processed on node k be denoted as

Z s, 0 £z 5 j£ 1. When conditions (2) and (3) are met,

Zks,j =1, and if z s j =0, the transaction is completely

transferred to another mobile node j for execution.
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In the case of 0 < zk,s,j < 1, the transaction is
executed jointly by mobile nodes k and j. The delay in
transmitting the necessary information is calculated
using the formula

B

Thos.j :(1_Zk,s,j)' Cks- , (5)
]

T (M,

MHe—Zsi-

Let us introduce a set of possible states of the
system that satisfy conditions (1)—(5), depending

1
L s, ) =25 s ( -

where C,; — the throughput capacity of the channel

between the k -th and j -th mobile nodes.

Then, in the general case, the time spent by
transaction Mg in the MFC environment is calculated

using the following formula:

]+(1—Zk,s,j)' Tsi Tl (ﬁ] . ©

on the distribution of transactions and the options
for their processing:

Fz{yn}, 7n={zks,s,is}’ card(;fﬂ)=S, sel,_S;kS,jSel,_K,

where y, — n -th option of fixed distribution of a set of

transactions between computing nodes of a mobile cluster.
Using expression (6) and the criterion of minimizing
the maximum transaction processing delay, we can
formulate the objective function of the problem of
optimal distribution of MFC computing resources:

7/; =arg(T(7/”)‘T<}/ﬂ)<T(]/;) V]/W el; 7/,, 75%;)* (7)

where T(y,)= max (Tks (Ms

st,s,is))' T €T

At the same time, a number of restrictions must be
observed:

0<z, ;<1 Vs els; (8)
A <Z o My VSEL_S,VkSel,_K; 9)
(1_Zk5,s)'/1$ <uj, Vs el,_S, Vj, el,_K; (10)

fjs .Tjsvs '(1_stvs>< F

= Js,max?

Vsel,s, Vi, K, € LK. (11)

Thus, based on the resource allocation model
(expressions (8)—(11)), it is possible to optimize the

process of allocating MFC computing resources relative
to the criterion of minimizing the maximum transaction
processing delay by minimizing the objective function (7).

4.3. Formalization of a multi-agent approach

for MFC resource allocation

MFC HDIoT is a stochastic decentralized system.
Therefore, to find an approximate solution to a two-
parameter nonlinear optimization problem, it is advisable
to use an agent-based approach.

In the work of M. Wuldridge and N. Jennings,
Intelligent Agents: Theory and Practice [42], the concept
of an intelligent agent (IA) was systematized for the
first time in the context of multi-agent systems.
The authors define a separate IA as an autonomous
system capable of perceiving the environment, making
decisions, and behaving purposefully, which is ensured
by reactivity, proactivity, and the ability to interact
socially, i.e., an 1A must meet a number of specific
properties. These properties in HDIoT systems correspond
to mobile fog computing nodes (MFCN, Table 1).

Table 1. Compliance of mobile fog HDIoT nodes with the canonical definition of 1A

IA characteristics Canonical interpretation

Compliance of MFCN with HDIoT

Autonomy Independent choice of actions

The node itself controls transmission, sleep modes, and offloading

Function of reaction to the

Reactivity environment

Reaction to events, channel changes, load

Pro-activeness Purposeful behavior

Local traffic prediction, task migration, fog node change

Social ability Communication with other agents MQTT/CoAP/DDS, coordination with fog nodes
Situatedness Placement in the environment Physical location + network topology + decentralized system element
Rationality Maximization of utility Energy/latency/QoS optimization

Therefore, any MFCN that has accepted a peripheral
layer transaction for processing can be considered as
an 1A, and the set of nodes with which it interacts at this
time can be considered as the operating environment of
this 1A [43].4 For MFC devices, there is no reward

criterion for 1A actions (utility function). This requires
the 1A to implement random actions and learn to select
those that maximize the utility function. It should be
noted that none of the MFC mobile devices can control
the entire process and has no complete picture of the
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global state of the system [44]. Therefore, MFC HDIoT
cannot be classified as a fully observable environment,
so a reinforcement learning approach should be used.

Single-agent reinforcement learning by trial and
error shapes the behavior of the 1A that will be necessary
to achieve the set goal [45]. A generalized diagram of this
process is shown in Fig. 2.

Intelligent Agent

2\

n a r

UFC environment

Fig. 2. Interaction IA and UFC

According to the concept of reinforcement learning,
the Al interacts with the environment, having some
observation 7, on the basis of which it performs action

a and receives reward r, which depends on the results
of the impact on the environment. The reward received in
accordance with the reinforcement learning algorithm
increases or decreases the probability of performing the
action under the same conditions in the future.

The formal model of such interaction is given
by the tuple:

6=(S,A,H,R), (12)
where set S ={s} is the set of all possible states of the
environment; set A={a} is the set of all possible actions

of the 1A; H ={h} is the set of all possible observations
of the environment available to the computing node;
R ={r} is the set of all possible values of the IA's gain,
where each element is a reward function.

r=r(s.a.,s,):SxAxS >R, (13)
which is determined at a discrete moment in time t and
which is obtained by the IA when performing action a;
in state s; of the environment and transitioning the
environment to state S;q.

Tuple @ elements at a discrete moment in time t
determine the transition function

V:V(St’awsnl):SXA_}[O;I]’ (14)

which returns the probability of the environment
transitioning from state s; to state S;,; when the agent

performs action a;, and the observation function

v=v(s,8,5,): SxA>[0:1], (15)
which returns the probability of an agent receiving
observation oy in state s;.

When considering several IA models (12)—(15),
it is transformed into multiagent reinforcement learning
(MRL) [46]. When transitioning from single-agent
reinforcement learning to multiagent reinforcement
learning, the corresponding mathematical model
transitions from scalar values to vectors, which are
elements of the corresponding sets.

The number of states of the environment S grows
exponentially with the increase in the number of IA,
because the states of the environment, except for state o
(without mobile nodes that have become intelligent
agents), are supplemented by the states of the set of IA.
Thus, in the tuple (48)

S={s} :{<a,s(l),...,s“),...s(”k)

s(i)eSk,izl,_nk>}, (16)

where Sy — the set of possible states of mobile node k
which belongs to the set of intelligent agents, card S, =n, .

The set of all possible actions of an IA becomes
a set of action tuples, i.e.

A={a}={(ala eA)l, 17)
where each tuple is a set of actions of a separate 1A
of the corresponding mobile computing node N , which

form the corresponding set of actions Ay .
Similarly, when transitioning from single-agent

to multi-agent reinforcement learning, sets H and R are
formed with the corresponding tuples:

H ={h}={(n|h e H,)}, (18)
R={r}={(r|r eR)}. (19)

The power of the sets A, = {ai} of possible actions

of 1A, which is the Kk -th mobile computing node,
increases due to the additional capabilities of interaction
between agent nodes. The number of components of
asingle element and h, € H, possible observations of the

environment of the k -th IA increases because the nodes
observe not only the state of the environment without
intelligent agents, but also the states of other agents.
Thus, multi-agent reinforcement learning (MARL),
described by formal models (12), (16)-(19) and
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functions (13)—(15), allows us to find an approach to
solving the optimization problem (7)-(11). Given the
characteristics of MFC HDIoT, it is necessary to take
into account such features of the process as complete
decentralization, heterogeneity, the possibility of
simultaneity, and individualization of gains [47]. Due to
the absence of information in the observations about the
actions that other computing nodes plan to take, tasks
were selected without IA knowledge of the planned
actions of other agents. Based on the simultaneity of

actions a; , a multi-agent reinforcement learning task was

selected, where the actions of all computing nodes are
performed simultaneously. Based on the criterion of
individualization of gains, tasks with different individual
gains were selected. In order to have information
generated by other agents in the observation, tasks with
communication were selected. In order to have
homogeneity of the sets of available actions and
observations q, tasks with physically heterogeneous
computing nodes were selected.

4.4. Theoretical game model
of MFC HDIoT resource management

Mobile computing nodes (MCN) MFC can pursue
different interests. Therefore, the above-considered MFC
functioning scheme, taking into account MARL, does not
fully reflect the dynamics of its functioning. In order
to refine this scheme, it is proposed to move to
a modification of the MARL scheme, within which
a cooperative stochastic game (CSG) is implemented.

The priority is calculated as a win for the Al, which
allows MCN tasks to be redistributed according to their
priority. Thus, the higher the priority of the MCN, the
faster its task will be assigned for distribution and
solution in the system.

Let 2% =(z,, ..., 7 ,,2,1,- 2 ) is the decision to
provide its resources by all nodes except node k . Taking
into account the decisions z* for other nodes,
computing node k would seek to choose the correct
decision z), regarding whether to provide its resources to

other nodes in order to achieve a common goal, so as to
minimize resource costs and the time the task spends
in the network, i.e.

min y, (zk,z(k))vk elK, (20)
where z, =0, if node k does not provide computing

resources to other nodes, in this case v, (zk,z(k)): EW

computing resource costs when performing a transaction
independently; z, =1 if node k is ready to provide

its own resources, in this case y/k(zk,z(k)):Y(k)

computing resource costs when using the assistance
of other mobile nodes.
Let's formulate problem (20) as a strategic game

sz(K,{Fk’},{y/k})Vkel,_K, 1)

where the set of K computing nodes is considered as
a set of players; F, is a set of strategies for user k ;

W, (zk,z(k)) is considered as a service function, which is

a cost function that player k must minimize. The game 3
will perform a decentralized distribution of resources.
The solution to the game lies in the region of rational
solutions to the optimization problem (7)—(11) that are
close to the optimal. The solution to this game is
an equilibrium point that can be found using Nash
equilibrium [48, 49]. Let there be a strategy profile

7 =(z,2;,...1¢), (22)
which is a Nash equilibrium in a game with decentralized
resource allocation, if, in a state of equilibrium, no

computing node can further reduce its own computing
resource costs by unilaterally changing its own strategy, i.e.,

v, (z;,z*(k))st//k (zk,z*“‘))VZk eF,kelK, (23)

Nash equilibrium has the property of self-stability,
so computing nodes that are in equilibrium can reach
a mutually acceptable solution, and no node has

an incentive to deviate. Considering the strategies 2™ of
other players, the strategy z*) e F, of the k -th player
is the best if

v, (z;,z*(k))gy/k (Zk,Z(k))VZk eF . kelK. (24)

According to (23) and (24), in Nash equilibrium, all
players use the best response strategies in relation to each
other. Due to the property of Nash equilibrium, no player
has an incentive to deviate from the decisions reached.
Thus, the iterative algorithm for finding the Nash
equilibrium of the game allows us to quickly find
a resource allocation that is close to optimal in terms of
minimizing the maximum data processing delay.

4.5. Research on an adaptive method for distributing
resources among mobile devices in fog clusters
The results obtained in sections 4.1-4.4 allow us to
propose an adaptive method for distributing resources
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among mobile devices in fog clusters, which can be
described as a sequence of the following steps:

Stage 0. Determination of initial time characteristics
t=t; and discretization step At=Aty, fixation of

a stable core of a fuzzy cluster.

Stage 1. Determination of average values of key
characteristics of mobile devices and HDIoT transaction
flows using a mathematical model of the MFC optimal
resource allocation process.

Stage 2. Determination of sets of possible states
of a fog cluster and possible actions of mobile nodes
that accept HDIoT transactions as intelligent agents
using the proposed multi-agent approach for MFC
resource allocation.

Stage 3. If card(I") =@, then the transition to the

next stage of the method is carried out. Otherwise, the
discretization step must be reduced by 2 times. If the
obtained discretization step value is less than the
minimum permissible value, then control is transferred to
the classical method of resource allocation of the fuzzy
cluster of the high-density Internet of Things.

Stage 4. Use of the MFC HDIoT resource
management theoretical game model, which implements
a cooperative stochastic game based on the data
generated in the previous stages of the method.

Stage 5. The distribution of fog cluster resources
is carried out based on game equilibrium strategies.

Stage 6. We form the beginning of the next
interval t=t+At.

Stage 7. Correction of multiple possible states
of a fog cluster and possible actions of mobile nodes
that accept HDIOT transactions. Transition to stage 3.
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Unlike the methods discussed above, the proposed
method does not require the use of cloud technologies
and remote server-type nodes. The method involves
solving computational tasks directly on mobile devices
in the fog layer. To do this, the computing resources
of devices located in the same cluster are used.
If a mobile device lacks its own resources, such as
memory or processor time, it redirects its task or part
of it to another device or devices that have the necessary
resources to solve it. To evaluate the performance
of the method, the criterion of minimizing the maximum
data processing delay is used. Therefore, the worst delay
caused by data transfer and processing should be
as small as possible.

To evaluate the effectiveness of the proposed
resource allocation method, a simulation model of the
MFC HDIoT mobile cluster operation was used.
The average time a transaction from the edge layer
spends in the HDIoT fog layer during a fixed time
interval was chosen as the performance indicator.
To compare transaction processing methods, two methods
were modeled:

— the classic method, which distributes the
transaction for execution to a mobile device that has
sufficient computing resources to execute it and sent the
first response to the request; the transaction is fully
processed by this device;

— the proposed method.

The generalized results of modeling the dependence
of the transaction residence time in the fog layer on the
number of mobile devices in the cluster and the intensity
of transaction arrival are shown in Fig. 3.
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Fig. 3. Dependence of the transaction residence time in the fog layer (T, S) on the number of mobile devices in the cluster (K) and

the intensity of transaction arrival
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In high-density 10T, even stable mobile fog clusters
have a variable structure with some stable core.
Therefore, important characteristics when analyzing the
dynamic stability of a cluster are both the intensity of
adding new nodes to the system and the intensity of
nodes leaving the cluster. Fig. 4 shows the dependence of
the average transaction residence time in the fog layer on
the ratio of the intensity of adding nodes to the intensity
of nodes leaving the cluster.
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Fig. 4. Dependence of the transaction residence time in the fog
layer (T, s) on the ratio of node addition intensity

to node exit intensity (77)

When modeling the dependence shown in Fig. 4,
system parameters were selected for which, for a constant
fog cluster structure, the time value T coincides for both
methods under analysis: 4 =250 trans./s ; K =350 nodes.

5. Discussion of the results of research
on an adaptive method for distributing resources
among mobile devices in fog clusters

The architecture of the high-density 10T ecosystem
subsystem has been developed, which performs pre-
processing of peripheral layer transactions on fog layer
mobile devices (Fig. 1). A distinctive feature of this
architecture is its focus on the cluster structure of the fog
layer. After receiving a transaction, the fog mobile
device, unlike the classical method, can select another
available node to participate in the preprocessing of
the transaction. This allows for more flexible use of the
limited computing resources of fog layer devices.

The proposed mathematical model of the MFC
optimal resource allocation process allows minimizing
the maximum delay in preprocessing transactions of the
HDIoT peripheral layer. A distinctive feature of this

model is that it takes into account the possibility of
distributing preprocessing between fog mobile devices.
The use of an agent-based approach made it possible
to take into account the decentralized structure of the
fog mobile cluster. The use of the mathematical apparatus
of cooperative stochastic games made it possible to
significantly speed up the search for an approximate
solution to the formulated optimization problem
(7)—(11) in the context of implementing an agent-based
approach for a decentralized system.

The evaluation of the effectiveness of the proposed
method (Figs. 2—4) showed the following results:

— when the mobile cluster is loaded by no more
than 30%, the proposed method is not significantly
inferior to the classical one in terms of time indicators;

— when the mobile cluster is loaded by more than
50%, the proposed method provides better results in
terms of time indicators than the classical one; at the
same time, the higher the load of the mobile cluster
devices, the better the time indicators become when using
the proposed method;

— in the case of an unstable mobile cluster structure,
the proposed method provides better results in most
cases, especially with a relative decrease in the number
of mobile devices.

The results of the study can be explained by a more
rational use of the limited resources of mobile fog
devices, which reduces the volume of transaction queues
to the fog layer.

Unlike [23, 24], which proposes optimization
algorithms for centralized systems, the proposed method
is focused on decentralized systems. In addition, the
proposed method, unlike [25-28], takes into account
the requirements of HDIoT transactions.

Unlike [29, 30], which uses methods for controlling
the 10T data transmission process, the proposed method
takes into account the characteristics of mobile devices.
Also, unlike [31, 32], where methods for resource
planning for the mobile Internet of Things are developed,
the proposed method solves issues related to the high
density of loT devices by reducing computational
complexity. Unlike [33, 34], where the energy
consumption of mobile devices is optimized, the
proposed method is also focused on the optimal
distribution of limited resources.

Thus, the developed adaptive method for allocating
resources of mobile devices of fog clusters of high-
density Internet of Things made it possible to reduce
the average transaction residence time of the HDIoT
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peripheral layer in the fog layer. This made it possible
to meet QoS requirements even with a high density of
mobile devices.

However, the proposed results should be applied
with the following restrictions:

—high density of 10T mobile devices;

— presence of territorial clustering of fog devices.

It is also advisable to use the proposed method when
the average load of fog layer devices is at least 50%.

A drawback of this study is that it does not consider
the analysis of the possible interaction of mobile
virtual clusters of the HDIoT fog layer. To eliminate
this, the simulation model of the fog layer of the HDIoT
support ecosystem should be expanded with the
appropriate procedure.

6. Conclusions

An adaptive method for distributing the resources
of mobile devices in fog clusters has been developed,
which has made it possible to reduce the average time
a HDIoT peripheral layer transaction spends in the fog
layer. The following results were obtained in the process
of developing the method:

— the architecture of the high-density 10T ecosystem
subsystem has been formed, which pre-processes
peripheral layer transactions on fog layer mobile devices
and allows for more flexible use of the limited computing
resources of fog layer devices;

— a mathematical model of the MFC optimal
resource allocation process was proposed, which allows
minimizing the maximum delay in preprocessing HDIoT
peripheral layer transactions. A distinctive feature of this
model is that it takes into account the possibility of
distributing preprocessing between fog mobile devices;

— a multi-agent approach was used to find
an approximate solution to the formulated two-parameter
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AJJAITUBHUM METO/ PO3HOALITY PECYPCIB
MOBIJIBHOI'O TYMAHHOI'O IIAPY BUCOKOIIIVIBHOI'O
MNPOMHUCJIOBOI'O IHTEPHETY PEYEN Y MEPEXKAX INDUSTRY 5.0

AxTyansHicTh pocaimxennst. CydyacHa koHumenmis I[umyctpii 4.0 3akmana d¢yHmamenT mius moBHoi mmdposizamii depes
ingycTpianpHuil [HTEpHET peyei. Ane mepexin mno [HaycTpii 5.0 BUMarae GibIIOT THYYKOCTI Ta CTIMKOCTI cucTeM. BucokonrinpHuit
MOOUTEHHH iHAycTpianbHui [0T 3 TyMaHHUM LIapoM € KPUTHYHHM eJIEMEHTOM Li€l TpaHcopMallii, OCKiTbKH 3a0e3nedye He JIMIIe
aBTOMATH3allilo, a ¥ aJanTHBHICT BUPOOHMIITBA JI0 JIIOACHKHX MOTPeO 1 eKoNoriyHuX craHaapTiB. O6’€KTOM BHBYEHHS € IPOIEC
nepenoOpobiaeHHs Tpan3akmid mepudepiitnoro mapy HDIoT. OcHoBHa rimore3a OCHiTKEHHSI: YIPOBaPKEHHS HOBOTO
a[AIITUBHOTO METOAY PO3MOALTY pecypciB MOOUTBHHX INPUCTPOIB TyMaHHHX KJIACTepiB JacTh 3MOTY 3MEHIIUTH CepefHid dwac
nepenoOpobaenHs Tpanzakuii nepudepiiiHoro mapy HDIoT. Metoro po0oTH € 3MEHIICHHS CEpeAHBOr0 dacy mepeOyBaHHS
Tpan3akiiii nepudepiitnoro mapy HDIoT B TymaHHOMY Iiapi 3aBIsSKH PO3POOJICHHIO aJalTHBHOTO METOMY PO3MOMALIY pecypciB
MOOITBHUX HPHCTPOiB TYMaHHUX KJIAacTepiB. 3aBAAHHS JOCJiIZKeHHsI: BU3HAYUTH apXiTEKTYpHI 0COOIMBOCTI TYMaHHAX OOYHCIICHB
y mepexkax HDIoT; cTBopuTH MateMaTH4Hy MOJEIb HPOIECY ONTUMAIBEHOTO PO3IOUTY pecypciB IPHCTPOIB MOOUTBHOTO KiacTepa
TyMaHHOTO mapy; $hopmaiizyBaTH OaraToareHTHHH MiIXiJ A PO3MOIUTYy pecypciB Kiactepa; po3poOUTH K JOCTIAUTH TEOPETHKO-
irpoBY MOJIeNTb YIIPaBIIiHHS pecypcaMu MOOLIFHOTO TyMaHHOTO Kiiactepa 6aratouiinboi [oT. 3acTocoBaHi MeTou: OaraToareHTHHI
HiJIXiJ, Teopis irop, 30KpeMa ONTHMI3allis KOOIepaTHBHOI CTOXaCTHYHOI I'PH, KOMIT IOTepHE MOJIeTIoBaHHs. JlocATHYTi pe3yabTaTH.
Po3po0ieHo afanTHBHUNE METOJ| PO3MOILUTYy pecypciB MOOUTPHUX MPUCTPOIiB TYMaHHHUX KJIACTEpiB. Y MeKax METOY 3alpOIIOHOBAHO
apxiTeKTypy MOOITBHOTO TYMaHHOTO KJIACTEPA, CTBOPEHO MaTeMaTH4YHy MOJEIb MPOIECy ONTHMAIBHOTO PO3IOALTY HOTO Pecypcis.
Kpim 11p0r0, 3acTOCOBaHO OaraToareHTHHI MiAXix Uil 3HAXOJKEHHS HAaOIMIKEHOTo pillieHHS chOpMyJIbOBaHOI ABONAapaMeTPHYHOL
HENiHIIHOT ONTHMI3aIliiiHOT 3aj1a4i, a JJis 3MEHIICHHS OOYHCITIOBAJIBHOI CKIIAHOCTI Ta MPUCKOPCHHS 3HAXOJKCHHS HAOIMKEHOTO
piIIeHHs BHPOBA/HKEHO TEOPETHKO-IrpoBHil mifxia. BUCHOBOK. YHACIIIOK 3aCTOCYBaHHS pO3pO0JICHOTO METOLY 3MEHIIEHO CepeHiH
gac mepeOyBaHHsS TpaH3akuUil mepudepiitHoro mapy BUcokoulinsHOro loT B TymaHHOMY mmapi, mo 3a YMOBH BHCOKOI HIiTBHOCTI
MOOLTEHUX IPUCTPOIB YMOXKINBHIO BUKOHAHHS BUMOT QoS.

Korouosi cioBa: Innycrpis 5.0; IHrepHeT pedeif; TymMaHHUMH KiacTep; MOOUTBHMII By30J; KOMIT'IOTEpHA CHUCTEMaA; areHTHUI
MiIX1; HTENeKTyalbHUI areHT; CTOXaCcTHYHA Tpa.
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