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DIGITAL HR MANAGEMENT SYSTEM FOR SECURITY STRUCTURES
BASED ON THE EMPLOYEE'S E-CABINET

The subject is methods and models, operational processes of digitalization of HR management systems in security-
oriented systems. The goal of the work is to develop methods and models for managing projects of digitalization of
operational processes of HR management systems in security structures to increase their efficiency and adaptability.
The article addresses the following tasks: a conceptual model of digital transformation of HR processes in security-
oriented systems has been developed, a model of digitization of personnel processes based on the creation of the
Rescuer+ e-cabinet has been developed, and algorithms for the automated generation of electronic contracts and their
signing using electronic digital signatures have been developed and described. The following methods are used:
modeling methods, in particular, graphical and structural-logical modeling, which made it possible to build
a comprehensive model of digital transformation and a centralized management model. The following results were
obtained: a conceptual model of digital transformation of HR processes in security-oriented systems was developed,
which formalizes the interaction of personnel, organizational, and information security components. Based on the
proposed model, a method for digitizing HR processes was substantiated and developed by creating the Rescuer+
employee e-cabinet, which ensures the centralization and automation of key HR operations. As part of the
implementation of the method, an algorithm for the automated generation, storage, and signing of electronic contracts
using a qualified electronic signature has been developed and described, which guarantees the legal significance and
integrity of electronic document management. The process of managerial decision-making has been improved thanks to
consolidated access to real-time data and HR analytics capabilities, the ability to use the developed models and methods
as a basis for planning and managing digital transformation projects in other law enforcement agencies in Ukraing,
adapting them to the specifics of particular departments. Conclusions: The implementation of a coordinated strategic
policy for the development and use of information data will contribute to the modernization and acceleration of decision-
making processes in various aspects of security-oriented systems. Thus, the above emphasizes the importance of digital
technologies in the implementation of public service priorities, in particular their accessibility to personnel, as well as
increasing efficiency and implementing innovative solutions.
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Introduction

Analysis of the problem and existing methods

In today’s context of societal development and
technological progress, the digital transformation of
systems responsible for public safety, emergency response,
and the preservation of the state’s vital resources has
become particularly relevant. The effectiveness of
security-oriented systems depends to a large extent on the
human factor — the preparedness, professionalism, and
psychological  resilience  of  personnel.  Digital
transformation will enable the creation of an integrated
human resources management system in which data,
technology, and analytics support managerial decision-
making, optimize recruitment, training, evaluation, and
motivation of personnel, thereby increasing the
operational efficiency and reliability of the entire service.

Within the scope of this study, security structures
(security-oriented systems) are understood to mean
government agencies and units whose primary function is
to ensure national security, civil protection, and
emergency response, in particular law enforcement
agencies and other security forces. Given the strategic
importance of these units, in the context of the current
digital transformation, the need to address the scientific
challenge of creating an integrated human resources
management system remains relevant within security-
oriented systems. The main challenges lie in the absence
of unified models for information exchange, effective
data processing algorithms, and reliable digital
communication channels that would account for the
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specificities of operational and service activities, varying
levels of digital proficiency among personnel, and high
cybersecurity requirements. To address this challenge,
it is necessary to develop scientifically grounded methods
and software-technical solutions. These must integrate

automation tools into a unified communication space
tailored to the needs of security agencies. Digitalization is
a sustained trend in Ukraine’s security-oriented agencies,
as evidenced by the implementation of government
digital services such as “I Am a Volunteer,” EASCO,

existing digital

platforms,

mobile services, and

“Reserve+,” and Diya.

Table. 1. Analysis of government digital services and software applications in the field of human resources and security

management

Application name

Target audience

Software application functionality

| am a volunteer

Volunteers and socially active citizens willing to
assist in emergency response, potentially serving
as volunteer rescuers. Over 100 downloads on
the Play Store as of 2025; the actual number
may be higher upon official launch

A platform for organizing and coordinating volunteer
activities during emergencies; the platform sends
information about incidents and routes to the scene; it
includes a participant availability calendar and
registration with data verification

EASCO (Unified
Automated Personnel
Record System)

Covers the total number of personnel.

The system operates under restricted access for
authorized users, in compliance with
information security and personal data
protection requirements, which is critically
important for a security-oriented structure

Its functional purpose is the centralized management,
storage, and updating of personnel information.

It supports the implementation of internal HR procedures,
the preparation of official reports and analytical materials
for management decisions, and ensures the accuracy and
integrity of personal data.

Diya Ukrainian citizens and foreigners with residence | State mobile service “State in a Smartphone”: legally
permits who use government services in digital | binding electronic documents, access to government
format. Over 23 million users as of 2025 services online; registration of rights, technical passports,

and statuses (veterans, families of the deceased)

Reserve+ Ukrainian citizens subject to military service Military Registration Management: electronic military

users as of 2025

aged 18-60, reservists, conscripts, individuals
seeking deferment and wishing to participate in
recruitment processes, as well as women with
medical or military specialties. Over 5 million

documents, deferrals for specific categories (disabled
persons, guardianship), submission of applications for
deferral of mobilization, search for vacancies in the
Armed Forces of Ukraine, access to digital military
identification, and updating of registration data.

An analysis of government digital services and
software applications in the fields of security and human
resources management indicates active progress in
digitalization Ukraine’s  security-oriented
institutions. Existing solutions are designed to address
specific tasks, such as personnel management, volunteer
coordination, the provision of public services, or military
registration. At the same time, an analysis of the
functional capabilities of these applications revealed the
absence of a single comprehensive tool designed for the
integrated management of HR processes, taking into
account the specific nature of security-oriented systems
and the need for personnel to have continuous access to
HR services and information data.

The research work of S.D. Bushuev, D.A. Bushuev,
and R.F. Yaroshenko focuses on improving methodologies
for managing projects, programs, and portfolios in
complex socio-technical systems. [2, 3] The research by
O.l. Kovalchuk and D.S. Kobylkin covers the study of
the principles of forming and developing project
managers’ competencies, the integration of information
technologies into personnel management processes, as

within

well as the analysis of the impact of behavioral,
emotional, and cognitive factors on the effectiveness of
innovative projects. [8, 4] The authors pay particular
attention to the development of value-oriented
management concepts, the formation of organizational
development portfolio lifecycles, and the creation of
adaptive management models in conditions of uncertainty
and digital transformation. The works of these scholars
lay the foundation for a scientific school that integrates
systemic, cognitive, and behavioral approaches to project
management aimed at strengthening the resilience and
innovative potential of organizations. D.V. Bodnary is
devoted to how global information flows, digital technologies,
and internet communications influence the strategic
directions of security structures’ development. [5, 6]
The authors’ materials examine the main trends in the
implementation of modern information and communication
technologies in the field of HR management for security
structures. The study emphasizes that for effective human
resources management in the context of the global
information space, it is necessary to develop new
competencies, strengthen digital culture, and implement
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flexible management models focused on innovation, rapid
communication, and knowledge sharing. [1, 7, 11].

At the same time, an analysis of scientific sources
shows that the issue of creating integrated digital HR
management systems for security-oriented organizations
has not been sufficiently studied. Most existing solutions
are focused on automating individual HR procedures and
do not ensure a comprehensive digital transformation of
HR processes.

In this regard, a research problem arises concerning
the development of models and methods for the
digitalization of HR management systems in security-
oriented organizations, which will allow for increasing
the efficiency of HR processes and ensuring their
adaptability to changes in the external environment.
Despite a significant body of research in the field of HR
management digitalization, the issue of creating integrated
digital services for HR management in security-oriented
organizations requires further scientific study.

The objective of this article is to develop models
and methods for the digitalization of HR management
systems in security-oriented organizations based on the
creation of an electronic cabinet for employees, which
will enhance the efficiency and adaptability of HR
process management.

To achieve this objective, the following tasks must
be addressed:

«analyze the current state of HR process
digitalization in security organizations;

«develop a conceptual model
transformation of HR processes;

» formalize the relationship between the parameters
of digital HR project management;

» develop a method for digitizing HR processes
based on the creation of an electronic cabinet for employees.

of the digital

Solution

To achieve the stated objective, this paper examines
the theoretical and practical aspects of the digitalization
of HR processes in security-oriented systems. In today’s
world, where technology is rapidly evolving, digital
transformation is of particular importance for systems
responsible for ensuring public safety. [9] The effectiveness
of security-oriented systems is largely determined by the
human factor, namely the preparedness, professionalism,
and psychological resilience of the personnel. In this
regard, human resources management in security-oriented
systems requires a modern approach based on the

principles of digitalization, automation, and analytical
management methods. The theoretical part of the article
is devoted to establishing the scientific foundations of the
digital transformation of HR processes in security-
oriented systems. Within the scope of the study, the
feasibility of considering HR management as a complex
organizational and managerial system operating under
conditions of heightened requirements for the reliability,
security, and efficiency of managerial decisions is
substantiated. Based on an analysis of modern approaches
to the digitalization of personnel management and project
management in complex organizational structures,
the key principles of the digital transformation of HR
processes in security structures are identified.

In the theoretical section, a conceptual model of the
digital transformation of HR processes in security-
oriented systems has been developed, based on the
integration of personnel, organizational, and information
security components into a single digital environment.
The proposed model reflects the logic of the transition
from fragmented paper-based personnel management to
centralized digital HR management using electronic self-
service platforms. The conceptual model includes the
following interconnected components: HR processes
(hiring, transfers, contract signing, personnel records);
information flows (data entry, verification, storage, and
updating); digital management tools (employee portal,
database, electronic document management modules);
information security and access control mechanisms;
system users (staff, HR department, management).
The proposed model formalizes HR processes and
establishes a methodological foundation for developing
a practical approach to digitizing HR activities in
security-oriented organizations.

At the center of the diagram is “Digital
Transformation of HR Processes in Security-Oriented
Systems,” which serves as the core and strategic direction
for the development of HR work in the security sector.
This element reflects a process of profound change in
the HR management system — from traditional,
paper-based, or manual procedures to managed digital
platforms that support routine HR processes.

A gradual transition from routine, repetitive HR
tasks to highly adaptive information networks and
automated communication within the civil service, based
on the standardization and streamlining of internal HR
management operational processes. Such a transition is
possible precisely because of digital transformation.
It offers benefits that go far beyond simply increasing




142

ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

CyuacHuii cman HayKogux 00CaiodiceHb ma mexHonoeiti 6 npomuciosocmi. 2026. Ne 1 (35)
Innovative technologies and scientific solutions for industries. 2026. No. 1 (35)

resilience to crisis conditions, both for the country as
a whole and for its civil servants, companies, and the
public administration sector. Digitalization will increase
the state’s adaptability and influence in the country’s
changing environment. The digital transformation of HR
management operational processes will improve holistic
state governance, with a focus on ensuring access to
personnel data and the availability of online services for
staff. Digital tools enable government agencies to stay
connected with personnel and receive feedback from
them. At the same time, the digital transformation process
is accompanied by a number of organizational and
technological challenges; Figure 1 lists the barriers

o
\/
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hindering the development of HR digitalization in
security agencies. A high level of uncertainty in the
external environment, the absence of an innovation
culture that fosters risk-taking, insufficient budgets and
a vague corporate vision, a lack of opportunities for staff
training and development, as well as weak technological
and analytical skills. Added to this are insufficient
support from management and the unsatisfactory quality
and availability of personnel data. These aspects reflect
common challenges faced by government agencies in the
digitalization process. Among the main obstacles are
limited resources, the inertia of management systems, and
a shortage of qualified personnel.
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Fig.1. A model for the digital transformation of HR processes in security-oriented systems

Within the scope of this study, the effectiveness of
an HR system is viewed as the ability to ensure the
achievement of organizational goals with minimal
expenditure of time and resources. The adaptability of
an HR system is defined as the ability of the human
resources management system to respond quickly to
changes in the external and internal environment,
including changes in departmental structure, staffing
needs, and operational tasks. Thus, effectiveness
characterizes the performance of HR processes,
while adaptability reflects their flexibility and ability
to quickly restructure.

Alongside these barriers, there are also factors that
contribute to the successful implementation of the digital
transformation of HR processes. These are also illustrated

in Fig. 1. A communication strategy that ensures effective
internal interaction between departments promotes the
alignment of strategic decisions and the creation of
a unified information space for security-oriented systems.
An organizational structure focused on openness to
change and support for innovation, creating a conducive
environment for the implementation of digital
technologies. It helps employees improve, act, and adapt
to new ways of working. Government policy and the
regulatory framework create the legal conditions for
the implementation of digital technologies in human
resources management for security-oriented systems.
Legislative support for this process will enable the
implementation of digital initiatives aligned with
development strategies and ensure compliance with
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information security standards. Cooperation between IT
departments and security-oriented systems is a necessary
prerequisite for developing integrated technological
solutions, which allows for the automation of HR
management processes and improves the effectiveness of
HR data analytics [10]. Coordination and technical
support for staff ensure the stable operation of digital
systems, the prompt resolution of technical issues, and
the adaptation of employees to new technological
changes. The development of learning skills and
digital literacy is a key condition for the successful
transformation of HR processes. Building competencies
in the use of digital tools enhances employees’
professional skills and contributes to improving
the overall effectiveness of HR management. [16]
These factors act as catalysts for innovation in security-
oriented systems, promoting more efficient resource
utilization and improved management processes.

Figure 2 illustrates the expected outcomes of digital
transformation, which are of strategic importance

for security-oriented systems. Time savings and
increased operational efficiency are achieved through
the automation of routine processes and a reduction
in the administrative burden on staff. A strategic
advantage is ensured by rapid access to up-to-date
information and analytics, as well as the ability
to make timely decisions. Human resource capacity
is enhanced through the use of digital tools for
assessment, forecasting personnel needs, and career
development planning [12-14]. Effective workforce
management is achieved through centralized systems
for accounting, control, and resource planning.
Seamless integration of HR functions facilitates the
consolidation of all aspects of HR work. Effective
communication within the system allows for the
rapid transfer of information between departments,
enhancing coordination and collaboration. Achieving
sustainable development goals involves increasing
the social, economic, and environmental sustainability
of security-oriented systems.

CTsopeHHa Be3nepepBHOT CHCTEMM NPOGECINHOrO PO3BUTKY ANA CTIMKOTO
KaApOoBOro npTeHyiany

MoCKNEHHS KOMYHIKBUINHUX MOKIMBOCTEN MiXK KEPIBHMKaMM Ta
0cob0BMM CKN3A0M, 30KPEMa Y KPHU30BMX CHTYaLiAX

3abesneyeHHa npo3opocTi 40 HR-npouyecie

OnTtumisauia HR-aHaniTugn

AsTomaTu3auia pytuaHux HR-npouecis

Fig.2. Digital transformation of HR processes in security-oriented systems

Thus, the digital transformation of HR processes in
security agencies is not merely a technical upgrade, but
a strategic step toward creating a modern, adaptive, and
resilient organization where every employee becomes
part of a unified digital management ecosystem.

To implement these approaches in practice, it is
necessary to analyze the resources that enable the digital
transformation of HR processes in security-oriented systems.
Based on the data presented in Fig. 3, the organizational
structure was analyzed, covering all categories of
security-oriented systems. The sheer scale of human
resources results in the high complexity of organizing and
supporting HR processes, including personnel record-
keeping, contract drafting and renewal, management of
personnel transfers, monitoring of social benefits, and

compliance with legal requirements. The issue of effective
personnel management becomes particularly relevant
given the limited size of HR departments, as evidenced
by the ratio of the total number of HR managers at both
the central and regional levels. In this regard, the
digitization of HR processes is not merely a tool for
optimization but a necessary condition for ensuring
the effective functioning of security-oriented systems.
Without digital tools, organizations face difficulties
in maintaining personnel records, generating documents
in a timely manner, conducting performance reviews,
managing leave, calculating seniority and length of
service, and carrying out other mandatory procedures.
In a system dominated by operational personnel and
where HR information is constantly updated, delays or




144

ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

CyuacHuii cman HayKogux 00CaiodiceHb ma mexHonoeiti 6 npomuciosocmi. 2026. Ne 1 (35)
Innovative technologies and scientific solutions for industries. 2026. No. 1 (35)

errors can have serious consequences for organizational
readiness and management decisions. Fig. 3 depicts the
large-scale, multi-level organizational structure of
a security-oriented system, characterized by a significant
number of management levels and a complex chain of
command. The structure encompasses the administrative
apparatus, numerous departments, divisions, sectors, and
subordinate units, among which there are both line and

functional relationships. Each level includes dozens of
structural units and hundreds of positions, and
collectively — thousands of positions with varying
statuses. Such a ramified hierarchy complicates personnel
management, position tracking, control of reporting lines,
and personnel transfers, underscoring the need for
a systematic and automated approach to HR processes
in security-oriented systems.
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In the context of ensuring information security (D)
of security-oriented systems, especially amid the intensive
digitalization of internal operational processes, the
structural management model is of key importance [15].
This model defines the cause-and-effect relationships
and dependencies necessary to achieve the target security
state. The fundamental dependency relationship
governing the implementation of information security
measures is described by Equation 1

E; €(tyty .., tyi=1..n)

Ps; € (cl,cz, e Cpj =1 n) =>P=D, (1

IT; €491,92, - Qi k=1..n)
where E; — the environment of the i-th digitalization
project; P; — HR process digitalization project;
IT; — department’s IT infrastructure; t; — project
implementation time; c; — project cost; gy — quality of the
result; D; — degree of HR system digitalization.
The indices i, j, and k are used to represent the various
dimensions of the project management triad (time—cost—
quality) in the HR process digitalization program.

The proposed model for the digitalization of HR
processes is based on the principles of project-oriented
management, which complies with current PMBOK
and P2M standards. Within this model, HR processes
are viewed as a set of managed operational projects
with defined parameters for time, cost, and quality.
This approach allows for the formalization of the digital
transformation process and enables a quantitative
assessment of the degree of digitization of the HR system.

The digital transformation of public administration
is one of the key areas for modernizing the public sector
and improving the effectiveness of security agencies.
This issue is particularly relevant in the field of human
resources management, as the effectiveness of security-
oriented systems depends to a large extent on the quality
of human resources, the speed of managerial decision-
making, and the efficiency of information processing.

In today’s environment, HR processes in security
agencies are characterized by highly complex
organizational structures, a large workforce, and a multi-
tiered management system. Traditional approaches to
personnel  record-keeping, based on paper-based
document flow or fragmented information systems,
do not ensure sufficient efficiency, transparency, and
integration of HR processes.

Within the scope of this study, the effectiveness of
an HR system is viewed as the ability of the personnel
management system to ensure the achievement of
organizational goals with minimal expenditure of

resources, time, and managerial effort. In contrast, the
adaptability of an HR system is defined as the system’s
ability to respond quickly to changes in the external and
internal environment, including changes in departmental
structure, staffing needs, functional tasks, and regulatory
requirements. Thus, effectiveness characterizes the
performance of the human resources management system,
while adaptability reflects its flexibility and capacity for
transformation under conditions of uncertainty.

One promising approach to addressing these issues
is the implementation of digital HR management systems,
which ensure the integration of HR data, the automation
of HR procedures, and support for management decisions
based on up-to-date information.

Based on the provided sources, the conclusion
regarding the cause-and-effect relationship between
safety management, operational projects, and the
achievement of safety (described by Formula 1) is
visually represented by a schematic diagram and
a description of key components [18, 19].

The practical part of the article is devoted to the
implementation of the proposed theoretical principles and
conceptual model of the digital transformation of HR
processes in security-oriented systems in the form of
an applied method for digitizing HR activities. Practical
testing was carried out by developing and implementing
a method for digitizing HR processes based on the
creation of an employee’s E-office, which functions as
an integrated digital environment for personnel
management. Within the practical component, the phased
automation of key HR procedures was implemented,
including the formation of a digital organizational
structure, centralized personnel accounting, management
of personnel transfers, and electronic document
management. Particular attention was paid to the
implementation of a method for the automated generation
of electronic contracts, their storage, verification, and
signing using a qualified electronic signature.
The practical part also includes the implementation
of user authentication mechanisms, the differentiation
of access rights in accordance with the organizational
structure, the integration of a relational database and
a web interface, as well as the application of tools for
administering and ensuring the integrity of personnel data.

Within the scope of the study, a method for
digitizing HR processes in security-oriented systems was
developed, implemented through the creation of
an employee’s E-office. The proposed method aims to
formalize, automate, and centralize HR processes by
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transferring key HR operations to a secure web
environment using modern web technologies, server-side
logic, and relational databases. The digitization method
through the creation of an employee’s e-office is based
on the centralized storage of HR data in a unified digital
environment, the phased automation of key HR

procedures, the differentiation of access rights in
accordance with the organizational structure, the
integration of electronic document management with
electronic signature mechanisms, as well as ensuring
the integrity and reliability of HR information throughout
the entire lifecycle of HR processes.

MpoexTHe cepenosuile (E) MporpamHa Gezneka (Psi) IHCTpyMeHTapin | T-indpacTpyrTypw (IT)
Bxig iy, ta...., ;00 B Bxig ¢y, Cz,..e, C; oo Psi Bxig q4, Q2,..., Q. 80 IT)
Yacoei napameTpn -___ Bapricki napametpu -___ MoKasHWEN AEOCTI
NPOEKTY T NpOSKTY T nposKTy
L L
P
LloCAreHHA LinicHOCTI Ta KoHMigeHLRHOCT
NepCoHansHWY AaHux 0cof0B0ro CKnagy Ta
cTilikocTi HR-cucTemm
Fig.4. Schematic diagram and description of key components
The proposed method for digitizing HR processes via a web interface, automated generation and

based on the creation of an employee’s E-cabinet is
illustrated in Fig. 5 as a series of sequential steps,
covering the formation of a digital organizational
structure, user authentication and access rights
management, the entry and administration of HR data

— — v\
11 -
i ﬂl .
bopyys: Jdocryn Ta aETopH3amis Beexenss Ta
] KOPHCTYBIYIE AXMIHICTPYES
KAJPOEO] CTPYKYTPH HR-zamax gepes

eebiaTepdenc

Fig.5. Stages of implementing the eployee E-cainet method

As part of the study, a database structure for an
electronic HR document management system was
developed, implemented using PostgreSQL. The
graphical tool DBeaver (Fig. 6) is used to administer and
visualize the database structure. The results include a
detailed description of the architecture for user interaction
with the web interface, mechanisms for validating entered
data, and technological procedures for the automatic
generation of contracts. As part of the study, an approach

e—

centralized storage of electronic contracts, as well as
their verification and signing using a qualified
electronic signature, which ensures the legal validity
and controllability of HR processes in a security-oriented
digital environment.

o S >
l.-;\‘\ C— f —_— (
AsToMaTHIORAHA 36epexenns Ta Beprdirania Ta
reHepamis eIeRTPOHHEX yopasi s OLINHCIHES

KOHTDPAKTIE CTATYCaMH JOKyMeHTIE 3 BHRopEcramaay KEI]

was proposed for storing created electronic documents in
the database, their subsequent administration, and
confirmation by both the administrator and the user. The
analysis demonstrated the effectiveness of the developed
method, which guarantees the integrity and authenticity
of electronic contracts as well as the convenience of their
processing, thereby contributing to the automation and
optimization of HR processes in electronic document
management within a digital environment.
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Fig.6. The DBeaver graphical tool for working with PostgreSQL databases: a) database interaction; b) user table database

corresponding to the organizational structure

Following this, an authorization process was
implemented using the PHP programming language,
incorporating various login methods. User tables were
created in the database to correspond to the established
organizational structure. In addition, relationships
between these tables were properly configured, ensuring
correct data integration and interaction between system
objects. An organizational structure for Department N
was developed, allowing for the appointment of officials
and their transfers both within Department N and outside
of it. The process of entering transfer data is carried out

via a web interface, followed by synchronization with the
database.

A table listing personnel has been generated, with
the ability to enter employee data via the web. Photo
upload functionality has been configured. Photos are
stored on the server; if a photo is edited, it is saved to the
server’s file system with a unique file identifier. A list of
structural units and their hierarchical relationships has
also been developed in a “tree” structure, with the ability
to edit and add entries on the web page, followed by
synchronization with the database [17].
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Fig.7. Web interface for the Electronic Cabinet of Security Department Employee N: a) E-cabinet containing personal information
and the ability to edit and add new employees; b) list of the organizational structure in the database

The diagram illustrates the general logic of the
system’s operation: from submitting an application via
the website to the final stage of managing and verifying
electronic documents. The proposed approach automates
document flow, improves the efficiency of information
processing, and helps create a user-friendly and intuitive
environment for users of the information system.

The process begins when a user who wishes to
enter into a contract or is an HR department employee
opens the web application in a browser. This may be
a secure web portal hosted on a local server or within
the civil protection agency’s network infrastructure.
The request is processed by the Apache HTTP Server,
which  redirects it to the PHP interpreter.
The authentication system, designed to ensure data

security, may require logging into a personal account.
Access to the contract form is restricted to authorized
users only. The process proceeds to the display of the
application form. At this stage, the user gains access to
a web form designed for entering the personal and
professional data required to create the contract.
The form is developed using HTML, styled with CSS,
and PHP is used for dynamic generation of elements,
such as loading a list of positions from the database.
Typical fields: selection of contract type (civil protection
service; training (civil protection service); civil protection
reserve); last name, first name, patronymic; date of birth;
rank; job title; residential address; passport details;
selection of contract term (1-5 years; for the duration
of training; for 5 years).
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Fig.8. Scheme of the process for generating an electronic version of a contract for security agencies

The form may also include elements for confirming
agreement with the terms and conditions, adding
an electronic signature, or uploading additional
documents, such as passport scans, etc. Validation of
entered data (PHP). In the PHP script that processes
data received from the form, a preliminary check
(validation) of the entered information is performed
before executing any database operations or creating
documents. If errors are detected, the user will be shown
a message with a detailed description of the problem
and recommendations for resolving it. The next step is
connecting to the database. After validating the data,
the script initiates the process of connecting to the

database. Additionally, logging may be implemented,
which includes a change history and records of all user
actions for further analysis or audit. The central step in
the process is the creation of an electronic contract.
Information obtained from forms and the database is
integrated into the contract template. This process can be
implemented in two main ways: using an HTML + CSS
template to view the document directly in the browser, or
generating a PDF file using PHP libraries. After that,
the process moves to the next stage of saving the contract
in the database. Once generated, the document can be
processed by saving it to the server’s file system in .pdf
or .html formats, with the path to this file entered into
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the database, or by saving it directly to the database as
a BLOB (binary object) or text field.

A record is created in the contracts or documents
table containing the following data:

—User ID.

— Contract type.

— Status (e.g., created, signed, rejected).

— Creation date and time.

— Link to the file or document content.

— Notes or comments from HR.

This ensures centralized storage of all documents
and allows for effective tracking of their status. After the
contract is successfully generated, the system notifies the
user that the process is complete and provides the option
to view the contract in HTML format directly in the
browser; download a copy of the document in PDF format;
save the file locally on the device; send the contract for
signature if integrated with an electronic digital signature
(EDS) or a qualified electronic signature (QES).

Table 2. Technologies in the contract generation process

Additionally, the user can choose to navigate to
the history of created contracts or to a page that allows
them to confirm or edit documents. For administrators
or HR specialists of security-oriented systems, there
is the ability to effectively view, analyze, and edit data
using the DBeaver interface — a multifunctional SQL
client. If necessary, a separate web interface can also
be configured for administrative tasks, including user
authorization and  access  rights  management.
The user gains access to the generated document, and
the database is updated accordingly. The contract
becomes available for viewing, signing, printing, or
further processing. If necessary, the system can be
integrated with government information services, such as
electronic document management systems, government
registries, or electronic digital signature platforms.
Such integration significantly enhances the legal validity
of the document and facilitates its use in formal and
legal relationships.

Stage of the process Technology Description
1-2 HTML + PHP Creating an input form
3 PHP Data validation
4 PHP + PostgreSQL Connecting to the database
5 PHP (TCPDF or templates) Generating a contract
6 PostgreSQL Saving
7 HTML + PHP Displaying the result
8 DBeaver Viewing and managing

Conclusions formulated and visually represented through a schematic

The study demonstrates the need for digital
transformation of HR processes within security agencies,
driven by their complex organizational structure,
large workforce, and multi-tiered management system.
Traditional approaches to human resources management
do not ensure sufficient responsiveness, transparency, and
efficiency of HR procedures, which highlights the need to
implement digital HR management tools. The following
scientific results have been developed and presented:

1. A model of digital transformation of HR
management in security-oriented organizations has been
proposed, integrating the organizational, informational,
and analytical components of digital HR management.

2. The imbalance between the organization’s scale
and the number of HR specialists was analyzed based on
the designed organizational structures of security unit N.

3. The interaction between security management,
operational projects, and the achievement of security was

diagram and a description of key blocks.

4. The software architecture of the Employee
E-cabinet has been developed, which automates core
HR processes.

Avreas for further research:

1. The practical outcome is a strategic concept
within the Employee E-cabinet project. This tool is
designed to address the specific needs of government
agencies. Its concept involves creating a digital
self-service environment for employees by automating
routine tasks, simplifying access to personal data and
documents, and increasing the overall transparency of
processes. A key finding of the study was that the
implementation of such solutions significantly improves
the efficiency of HR systems and employee satisfaction
with their work environment.

2. A method of digitalization is proposed through
the creation of an employee E-cabinet, and the
mechanism for its implementation is detailed using
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the example of automating the process of concluding
electronic contracts using modern web technologies
and electronic identification tools. This creates
a solid foundation for the further implementation
of HR technologies in the operations of security-
oriented systems.
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CUCTEMA IU®POBOI'O HR-MEHE/[ZKMEHTY BE3ITEKOBUX CTPYKTYP
HA OCHOBI E-KABIHETY INIPAIIIBHUKA

IIpenmeToM € MeTOAM Ta MOJENi, omepamiiiHi mpomecu mudposizaimii cuctemun HR-MeHEKMEHTY B 0e3MeKO-Opi€HTOBAHUX
cucteMax. MeTo10 poOOTH € po3poOKa METOIB i MOJETEH YIpaBliHHSA MPOoeKTaMH HMU(POBi3alii onepaniiHuX MPOLECiB CUCTEMH
HR-MeHeKMEHTY B O€3HEKOBHX CTPYKTypax A HiABHIICHHA X €(EeKTUBHOCTI Ta aJaNTHBHOCTI. Y CTaTTi BHPIMIYIOTHCS
Taki 3aBJaHHs: PO3p0o0JICHO KOHLENTyalbHy MOAeb LudpoBoi Tpanchopmariii HR-mpoueciB y 6e3mexo-opieHTOBaHHX CHCTEMaX,
po3pobaeHO Monenb IU(POBi3allii KaIpoBUX MPOIIECIB HA OCHOBI CTBOpeHHs E-kabiHeTy mpalliBHUKA, pO3pOOJICHO Ta OMHCAHO
METOJM aBTOMAaTH30BAaHOI IeHepalii eJeKTPOHHHX KOHTPaKTiB Ta iX miamucanHs 3 BukopucranHsM KEII. BukopucroByroThCs
Taki MeTOAU: METOIM MOJCNIOBAHHSA 30KpeMa TpadidHe Ta CTPYKTYPHO-JIOTiUYHE MOJETIOBAHHSA, IO JO3BOJIIO MOOYyIyBaTH
KOMIUIEKCHY Mojienb u(poBoi TpaHchopMallii Ta HeHTpanizoBaHy MOJAEIb YIpaBIiHHI. 3100yTO Taki pe3yJbTaTH: pO3poOIcHO
KOHIIENITyallbHy Mojeidb 1udpoBoi TpaHnchopmanii HR-mporeciB y 0e3neko-OopieHTOBaHUX CHCTeMax, ska (opMmanizye
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B3aEMOJIII0 KAJPOBHX, OpraHizalmiiHuX Ta iH(OpMaIiiiHO-0e3eKOBMX  KOMITOHEHTIB. Ha OCHOBI 3ampornoHOBaHOi Mopemi
oOIpyHTOBAaHO Ta po3pobieHo Meron nudposizanii HR-mponecis nuiixom crBopenHs E-kabinery mpariBHuKa, mo 3abe3nedye
LEHTpaNi3alil0 Ta aBTOMATH3alil0 KIO4oBHMX HR-omepamiil. ¥V Mexax peamizanii MeTogy po3poOleHO 1 OMUCaHO METOXd
aBTOMATH30BaHOI TeHepalii, 30epeKeHHS Ta MIANUCAHHA EJEKTPOHHUX KOHTPAKTIB i3 BHKOPHCTAHHSAM KBaJi(hiKOBaHOTO
CJICKTPOHHOTO MIAMHUCY, IO TapaHTy€E IOPUINYHY 3HAYYIIICTh Ta ITIICHICTh EICKTPOHHOTO AOKyMEeHT000iry. [TokparieHo mporiec
HOPUIHATTS YHPABIIHCBKUX PINICHb 3aBISKH KOHCONIJOBAaHOMY NOCTYIy IO IAaHHUX y pEaJbHOMY 4Yaci Ta MOXKIMBOCTSIM
HR-aHamiTHKH, MOMJIHMBICTh BHKOPHCTaHHS pO3POOJICHHX MOZENCH Ta METOHIB sSK OCHOBY JJs IUIAHYBAaHHS Ta YIPaBIiHHS
npoekTamMu IUpoBoi TpaHchopmauii B IHIIMX CHIOBHX CTPYKTypax YKpaiHH, aZanTyioud iX X0 cHenudikd KOHKPETHHX
mifApo3ainiB. BHCHOBKHM: BIPOBAa/KEHHs Y3TOJDKEHOI CTpPAaTeriyHol MOJIITHKH 3 PO3POOKHM Ta BHKOPUCTAHHS IH(GOpMAIiHHUX
JaHWUX CHPHUSATAME MOJEpHi3amii Ta MPUCKOPEHHIO IIPOLECIB yXBAJIICHHS PIIEHb Y Pi3HUX acHEeKTaxX 0e3IeK0-0pi€HTOBAaHUX CHCTEM.
TakuM YUHOM, 3a3HaU€HE BHIIE IiJKPECTIOE BaXIIUBICTh MU(POBHX TEXHOJOTIH y peaii3amii MpiOpUTETIB JepKaBHUX CIYXkO,
30KpeMa iX TOCTYyMHHICTh A1 0COO0BOT0 CKIaLy, @ TAKOXK MiJBUILEHHS e(EeKTUBHOCTI Ta BIPOBAHKEHHS 1HHOBALIHUX PillICHb.

Kiawuosi ciaoBa: 1wmdposisailis, aBTOMAaTH30BaHA KOMYHIKaIlis, JepXaBHI CTpykTypH, HR-meHemxkmeHT, Oe3mneko-
OpIEHTOBaHI CHCTEMHU.
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