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E. AKHIEZER, O. DUNAIEVSKA, A. ROGOVYL, H. HOLOTAISTROVA, Y. RESHETNYAK, S. MYEHOVYCH

ECONOMIC-MATHEMATICAL MODEL OF FORMATION
OF INNOVATION AND ENGINEERING INDUSTRIAL CLUSTER

The subject of the article is the use of industrial clusters as tools for innovative economic growth. The purpose of the article
is to develop an economic-mathematical model of the formation of an industrial cluster, and to create an algorithm for cluster
zoning of the economy. Tasks to be solved — analysis of the principles of innovative growth, development of a model of
an innovation-engineering industrial cluster, formulation of a methodology for the formation of a regional innovation-engineering
cluster, analysis and assessment of the features that arise in clusters, use of cluster analysis for systematization, classification
and reduction of the number of features. Applied methods: system analysis, project approach, institutional theory, clustering
methods, Bartlett’s sphericity criterion and Kaiser—Meyer—Olkin sampling adequacy criterion, multivariate regression analysis,
Fisher’s F-test. The results obtained: it was determined that the best approach to unification of the main components of
innovative development, namely state bodies, business and development institutes, is the creation of innovation and engineering
clusters. The principles of creation and functioning of such clusters are described. It is shown that the basis of the cluster construction
algorithm of regions is the integration of quantitative and qualitative methods of identification and clustering of the economy.
This makes it possible, in contrast to existing approaches, not only to identify cluster elements, but also to model the levels of
interaction between them. It is proposed to use the synergistic effect from the use of the newly formed structure as an assessment
of the efficiency of the cluster. Conclusions: the use of regional innovation and engineering clusters allows for the formation
of an effective strategy for the development of the region’s economy. The developed algorithm of cluster zoning integrates
quantitative and qualitative methods of determining the clustering possibilities of the region’s economy. The complex interaction
of economic and political factors leads to a synergistic effect and allows modeling cluster formation with the identification
of the composition of participants and the level of interaction between them.
Keywords: innovation-engineering industrial cluster, synergistic regional effect, factor analysis, cluster analysis.

Introduction creates long-term opportunities for their improvement

due to relatively small investments, flexibility of

The modern innovation economy (sometimes also technologies and modular construction. FOllI'thly, the

called the "knowledge economy") is a subtype of
economy where knowledge plays a major role. In addition,
an important feature of the innovation economy is the
natural process of accumulating an idea and then
implementing it in all areas of human activity, which
leads to the growth of the knowledge-intensive sector,
increased labour productivity, reduced material costs
of production, its energy intensity and labour force [1].
Innovative growth is fundamentally different from
other types of economic growth and has undeniable
advantages. First, it is based on profound transformations
of the entire production base, but without increasing the
need for raw materials. Secondly, since reengineering is
one of the main areas of innovative development, its use
contributes to the formation of technological platforms
and the connection of cluster formations of other
industries to them. This will create preconditions for
cooperation and compatibility of technological processes.
Thirdly, the use of reengineering makes it possible to
form promising production bases of enterprises, which

introduction of innovations tends to be vertical and
ultimately affects the entire economy. Thus, the innovative
transformation of the enterprise’s production base
within technological platforms through reengineering is
an economic category and technological diffusion.

Analysis of recent research and publications

If we consider the restoration of Ukraine’s industry
after Russia’s full-scale invasion and the integration of
our country into the global economy, the issue of
adopting European technology platforms (ETPs), which
have proven their effectiveness, is once again relevant.
Strategically, this means the need to create new innovative
re-engineering programmes based on platforms that are
aligned with the ETP. However,
environment and given the structure of ownership and

in the current

cluster distribution of enterprises in the basic industries,
it is impossible to manage and coordinate innovation
processes without government involvement. The most

© E. Akhiezer, O. Dunaievska, A. Rogovyi, H. Holotaistrova, Y. Reshetnyak, S. Myehovych, 2023
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effective way to solve this problem is through
institutional means in the regional context (this is due to
the difference in economic development of regions,
unequal concentration of industrial production, relocation
of various enterprises due to full-scale invasion), as well
as through the use of new technological platforms
of a new level — European Technology Innovation
Platforms (ETIPs).

European and global experience in the use of
technology platforms confirms the effectiveness of the
public-private partnership mechanism in the field of
scientific, technical, information and industrial development.
Ukraine now has the opportunity to apply the best
practices in this area and avoid the mistakes made by the
world’s leading countries in this field. Experience has
shown that the availability of technology, even if it is the
most advanced, is not enough to effectively implement
innovative ideas, reengineering and technological growth.
The skills of business leaders to understand and create
mechanisms for implementing such technologies are
also important.

The issue of creating and using technology platforms
has been studied by many scholars, including M. Porter,
L. Anderson, O. Fedirko, 1. Balanchuk, N. Chukhraeva,

and others.

The aim of the article

The purpose of the study is to create a structural,
economic and mathematical model of an innovation
and engineering cluster, assess the synergistic effect
of its use and develop an algorithm for cluster zoning
of the regional economy. The paper proposes to use
innovation and engineering clusters as tools for effective
innovation development. In addition, it is necessary
to analyse the impact of the main factors on the formation
of these clusters.

Materials and methods of the study

In order for the process of recovery and further
growth of industry and the economy on an innovation
basis to be effective, it must involve all parties —
government agencies, business and development institutions.
In this regard, we propose a model of an innovation
1), which
of government

and engineering industrial cluster (Fig.
demonstrates the interconnectedness
agencies, business, investors, innovation development

structures, and society. Such interaction will contribute

to the growth of industry and will allow for a synergistic
effect from the use of the investment and engineering
industrial cluster.

The proposed model is based on a new institutional
theory, according to which the institutional environment
and the government are of primary importance in
ensuring innovative transformations, and the role of
participants in economic interaction in the implementation
of technological reengineering is considered from the
point of view of the spread of innovations. We proceed
from the fact that the root cause of economic problems
that arise on the way to solving innovation problems
is institutional imperfection.

In the course of their evolution, territorial and
industrial units (predecessors of modern clusters) have
gone through several stages, each of which has had
a certain effect on the development of industry and
regions (Table 1).

At the initial stages of their functioning, the main
suppliers of innovations were state sectoral institutions
that provided solutions to the tasks required at that
time. However, the lack of competition and low level
of motivation prevented such entities from making
technological breakthroughs. In today’s environment,
there is a vital need to create a new model of institutional
development that would meet the challenges of not
only the fundamental transformations taking place in
Ukraine’s economy, legal framework and territorial
structure, but also be able to orient the vector of
the state’s development towards integration with the
global environment as a full-fledged European country.
The Regional Innovation and Engineering Cluster (RIEC)
could be used as such a model.

In the post-industrial economy, characterised by the
presence of various information and technology transfer
networks in the economic space, it is necessary to use
an institutional approach to explaining the essence of
clusters as a form of integration of capital, business,
government, technology and informatics. The new
institutional theory is based on the postulate that all
these elements of integration exist in the form and forms
that have been tested in different socio-economic
conditions and environments, in regions with different
levels of development and concentration of production.
The new institutional theory complements the
neoclassical analysis of the processes of formation
and development of an innovation cluster by analysing
the institutional environment of network interaction
of all its actors.
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Fig. 1. Model of an innovation and engineering industrial cluster

Table 1. Factors of competitiveness of territorial-industrial units in the process of their evolution

Stages of evolution Factors of competitiveness of territorial-industrial units
of territorial-industrial formations in the process of their evolution

Advantages of cooperation, reduction of transaction costs, solving problems of socio-economic

Territorial and industrial complexes development of the region

Industrial agglomerations Transport and logistics advantages, reduced uncertainty and transaction costs in geographical
of industry concentration, quick response to competitors’ innovations

Human and infrastructural benefits of innovative development, reduction of uncertainty
Innovative industrial zones and transaction costs through formal institutions and explicit contracts with participants

of integrated education on cooperation (technology transfer)

Information benefits, reduction of uncertainty and transaction costs through the use

Territorial innovation networks . S . . . o = .
v W of informal institutions (formation of social capital, diffusion of managerial innovations)

Innovative advantages of joint activities within the framework of network mechanisms
Innovative industrial clusters (formation of an institutional environment for innovative development, partnership with
public authorities and the local community)

Innovative advantages of joint activities within network mechanisms of scientific and

I i hnological cl . .
nnovative technological clusters technical cooperation and technology transfer

Innovative advantages of joint activities within the framework of network mechanisms

of scientific and technical cooperation between business entities and regional authorities

on the basis of common technological platforms and intensification of engineering activities
(formation of institutional and innovative environment in the context of global technology
transfer networks based on public-private partnership and new instruments of innovative
development; global technological modernisation of industrial enterprises with active
participation of small and medium-sized businesses; coordinated development

of social programmes in the regions with programmes of technological modernisation

of industrial enterprises)

Regional innovation
and engineering industrial clusters

Realisation of the advantages of the clustering state, primarily in the processes of territorial and
model with the use of institutions to ensure the effective intra-cluster development.
functioning of new instruments of innovative development The cluster approach is actively used in the current

creates preconditions for resolving contradictions in processes of transformation of the regional economy.
the cooperation between business, science and the This is due to the need to update and improve
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the effectiveness of regional policy instruments in
wartime, financial crisis and budget shortages to support
regional enterprises and increase their competitiveness.
At the same time, the most progressive regions have
realised, based on an analysis of successful international
experience, that the cluster approach is one of the most
effective tools for modernising enterprises and ensuring
the development of innovative sectors of the economy.
Socio-economic objects are usually quite complex
and diverse. This is due to the fact that their formation is
usually conditioned by the influence of a large number of
different factors. A regional innovation and engineering
cluster is a new entity whose main task is to provide
organisational and economic conditions for the
modernisation of industrial enterprises in order to build
an export-oriented economy. The formation of such
a cluster in the current conditions in Ukraine is due,
on the one hand, to the realities of the existing divisional
structure, currently one of the main concerns —
SC "Ukroboronprom", and
technological and

the urgent need for
innovative reengineering of the
enterprises that belong to it. On the other hand, the
formation of the RIEC is due to the influence of
a significant number of factors not only on the process
of organisational and economic formation of the cluster
itself, but also on all mechanisms for managing
the effectiveness of the cluster strategy.

Global corporate experience shows that there are
several approaches to assessing the effectiveness of
a cluster. One of the simplest but most effective
approaches is to assess the synergistic effect of the
cluster, when the total value of the cluster’s members is
greater than the sum of the values of these organisations.
However, this approach is only possible in stable
conditions and if there are sufficiently regular assessments
of the business value of the cluster’s enterprises.
In modern conditions, when it is impossible to regularly
assess the value of a business for various reasons, the
methodology for forming the RIEC has been formulated.

At the preliminary stage, it is proposed to analyse
and evaluate the following features that arise in the process
of RIEC formation (except for the geographical one):
V; — technological audit; V, — technology transfer
VvV, —
engineering; Vs — innovation environment (including

network; V; — technological re-engineering;

regional governance institutions); V4 — public-private
partnership; V; — indicative planning of cluster
development; Vg — technological platforms; V¢ — regional
authorities (a team of professional public managers

who clearly represent and support cluster policy);

Vo — strategic guidelines of business formations; Vi, —
political stability and level of corruption; Vi, — business
(industrial enterprises represented by their top managers);
Vi3 — scientific potential (research and design institutes,
universities, technology parks, business incubators,
IT hubs); V4 — strategic guidelines for regional
development; V5 — national and international
legislative framework.

Such a large number of factors significantly
complicates the final result. Therefore, it is advisable to
use a class of factor analysis methods that allow to reduce
the number of variables and their generalisation [2, 3].
In our case, to systematise and classify the features,
we conducted a factor analysis of the following

features V; (i =1,...,15) [4, 5].

The initial data for the calculation of a number
of the described indicators are aggregated official
statistics. For example, such indicators of scientific
potential as the Share of Industry Enterprises Engaged
in Innovations and the Share of Industry Employees
Engaged in R&D, indicators of the technology transfer
network, and the business indicator are calculated
on the basis of indicators from a sample survey
of enterprises. Other indicators were built using the
expert evaluation method based on statistical indicators
of municipalities and processing the results of the expert
survey. The expert assessment is determined on a scale
from O to 10, where a higher value corresponds to a better
value of the factor [12]. To determine the feasibility
of performing factor analysis, the statistical programme
for social sciences SPSS (Statistical Package for Social
Sciences) was used. It was used to calculate Bartlett’s
criterion of sphericity and the Kaiser—-Meyer—Olkin
criterion of sample adequacy.

The Kaiser-Meyer-Olkin sample adequacy criterion is
a value that determines the degree to which factor analysis
can be applied to this sample. In our case, the value of
this criterion was 0.519, which indicates low adequacy,
but confirms the possibility of using factor analysis.

Bartlett’s Sphericity Criterion is an indicator of
multivariate normality for the distribution of variables.
The criterion checks whether the correlations are different
from 0. For our study, the indicator was 0.000, which
indicates that the data are suitable for factor analysis.

As we can see, the value of the calculated indicators
allows us to conclude that factor analysis is an acceptable
method for
According to the Kaiser criterion, we obtain five

analysing the correlation matrix [6].

principal components (factors).
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The first factor "Entrepreneurial climate" includes:

— innovation environment (including institutions);

— technology transfer network;

— public-private partnerships;

— national and international legal framework;

— political stability and the level of corruption.

The second factor "Cluster formation resources"
includes the following features:

— regional authorities

— business

— science.

The third factor "Strategic guidelines for innovative
development" includes:

— regional development strategy;

— strategy of business formations located in the region;

— indicative planning based on intensive ideology.

The fourth factor technological
modernisation” includes:

"Tools of

— technological audit;

— technological reengineering;

— engineering.

The last, fifth, factor contains only one variable —
technological platforms, which will be considered
as a separate factor in the further study.

Finally, we have five main factors that determine
the synergistic regional effect of an industrial cluster:
F1 — resources of cluster formation; F2 — technological
platforms; F3 — tools of technological modernisation;
F4 — entrepreneurial climate; F5 — strategic guidelines for
innovative development. The values of the factors and their
sequence were determined on the basis of a regression
equation in the form of a linear combination of the values
of the attributes and the value of the factor load.

Thus, factor analysis resulted in data reduction, after
which the number of variables was reduced by three
times (while maintaining their descriptive power).
The calculated values of the five factors will be used
in further analysis and are the basis for the formation

of the RIEC in the regions. In addition to the selected
five factors F; (i =1,_5), the factor of geographical

location was also added as a key factor, especially now.
This factor influences the formation of an innovation
and engineering industrial cluster.

Taking into account all these factors makes it
possible to identify potential opportunities for the
formation of an innovation and engineering industrial
cluster in a particular territory.

The factors of RIEC influence are shown in
Fig. 2 [7-9]. In the process of cluster analysis, we will take

into account that each cluster may contain a different
number of enterprises. Therefore, the weighted pairwise
average method was chosen as the clustering criterion.
The problem of determining the most probable number
of clusters was solved by hierarchical analysis with
a randomly selected sample of observations [10].

Table 2 shows excerpts of the agglomeration
table obtained using the aforementioned SPSS software.
The columns provide an overview of the membership,
which can be used to determine the order of cluster
formation and the optimal number of clusters. As you
can see, the first significant jump (from 4,995 to 5,475)
occurred at iteration 113. Thus, the optimal number
of clusters in this case is 134—113=21. However, when
analysing the table, we observe another significant
jump in the coefficient — at the 123rd iteration
(from 8.340 to 9.277). In this case, the rational number
of clusters would be 134—123=11.

Table 2. Data agglomerations (excerpt)

Cluster combined
Stage Coefficients
Cluster 1 Cluster 2
1 20 49 0,550
2 15 37 0,693
3 11 47 0,697
4 23 41 0,700
5 20 34 0,728
6 31 44 0,811
7 19 29 0,846
8 36 48 0,931
9 10 35 0,957
10 13 24 0,984
110 20 71 4,536
111 10 16 4,696
112 30 130 4,879
113 39 43 4,995
114 15 31 5,475
115 23 36 5,739
116 6 14 5,957
121 22 73 7,456
122 2 4 7,701
123 6 10 8,340
124 20 61 9,277
125 2 6 9,402
126 12 62 9,984
127 20 22 10,030
128 7 20 10,857
129 2 7 11,706
130 17 30 13,546
131 2 17 15,625
132 2 12 16,813
133 1 2 17,368
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Fig. 2. Key factors influencing the formation of an innovation and engineering industrial cluster

Using the k-means method, we can see that with
the number of clusters to be distributed at 21, some
clusters are too small. Given the current state of
the economy, this is not appropriate. When we choose
the number of clusters to be 11, there are no small
clusters. This suggests that it makes sense to divide
the enterprises belonging to the military-industrial
complex into 11 innovation and engineering clusters.

Thus, the proposed scheme of the algorithm for cluster
zoning of the region integrates quantitative and qualitative
methods for determining the clustering opportunities
based on the enterprises of the military-industrial complex.
Unlike existing approaches, the use of this algorithm
allows not only to determine the clustering potential of
the region, but also to model cluster formation with the
identification of the composition of participants and the
level of interaction between them. In addition to these
tasks, the introduction of a cluster into the territory’s
economy requires an assessment of the actual or potential
efficiency of its interaction with other economic entities
in the region. In this regard, let us consider the issue
of determining the level of clustering in the region.

The effectiveness of cluster formation is
a fundamentally new type of effectiveness based, as it
was justified earlier, on the integration of business,
science and regional authorities. Cluster effects are
understood as the result of the impact of a targeted and
coordinated cluster policy on various performance
indicators of industrial enterprises, scientific and
educational institutions, indicators of socio-economic
development of regions, including the standard of living
and quality of life of its population. The cluster’s
activities are associated with the synergistic regional
effect of the industrial cluster (SRE), which is due to the
fact that within the cluster structures, the relations
between the participants are streamlined and developed,
becoming closer and more productive. As a result, firstly,
clusters facilitate the exchange of resources and their
joint use to increase efficiency; secondly, information
circulates faster within the cluster network, which allows
cluster members to respond quickly and adequately
to external and internal changes, and make more
informed and effective decisions; third, the developed

relationships of cluster members in the production, sales,
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financial, scientific and technical spheres help to
implement joint projects that strengthen the position of
enterprises in the occupied markets and facilitate entry
into new ones. Having SREs and the ability to manage
them creates a special competitive advantage.

As shown earlier, in addition to the geographical

factor, five other major economic and political factors

influence the formation of a cluster E.(izl,_S).

The complex interaction of these factors contributes
to the emergence of the synergistic effect of SRE in the
innovation and engineering industrial cluster, which
allows the use of standard approaches to multivariate
regression analysis [11].

Using the standard approach of calculating the
determinant of the matrix of pairwise correlation
coefficients between factors, it is not difficult to show
the absence of multicollinearity between them. Since
it is impossible to use statistical hypotheses about the
density of distribution, in this case we will apply
the method of group consideration of the argument,
which belongs to the evolutionary algorithms of
artificial intelligence [12, 13].

Let’s divide the available data sample for
2009-2021 (W) into three subsamples (as proposed by
0. Ivakhnenko, Academician of the Institute of Cybernetics
of the National Academy of Sciences of Ukraine):

G — training subsample (data taken for 2009-2014);

C — test subsample (data taken for 2014-2019);

B -
2020-2021).

Using the training subsample G, we adjust the

examination subsample (data taken for

model parameters.
2

ge =|(SRE), ~W, xaq| , (1)
where W, — subsample matrix G;

Z — is the value of the parameter vector G, which

was found by the least squares method (LSM):
ag =[WIxw, | x[WIx(SRE),]. (@
To determine the degree of functional range,
a combined external criterion of model optimality is
considered, built on the basis of combining the criterion

of model consistency, as a criterion of bias and the
criterion of predictability:

K =, xs> +A*(B/W), 3)

where:

=g —ac) W W x(ag-ar). @

(SRE), W, xa,|

A*(B/W) = ©)

‘(SRE)W _(SRfE)G‘2 |

Since the minimum of the external criterion (3)
is achieved on a second-degree polynomial, we introduce
a Kolmogorov—Gabor polynomial for the relationship
(SRE) and the available factors, which is linear in
parameters and nonlinear in factors:

5 5 5
(SRE)=a,+ Y a,F,+ > > a,FF,. (6)
i=1 i=1 j=1

To calculate the coefficients of the regression
equation (6), we use the least squares method, taking
into account the orthogonality of the columns of the
new matrix of elements of the orthogonal central
compositional plan.

The reliability of the obtained results was assessed
using Fisher’s F-criterion. The obtained SREs in
accordance with the data of the test sample using the
proposed model (6) exceeded the real indicators
provided. This suggests the existence of an effective
interaction of the factors of the proposed methodology
for building RIEC (Fig. 1).

Conclusions

Thus, the paper scientifically substantiates and
proposes a structural model of an innovation and
industrial cluster and defines the principles of functioning
of its clusters, which will allow forming an effective
strategy for the development of the regional economy.
The approach to cluster zoning developed by the
authors integrates quantitative and qualitative methods
for determining the possibilities of clustering the regional
economy, which creates a synergistic effect. This makes
it possible not only to determine the potential for
clustering in the region, but also to model cluster
formation with the identification of the composition of
participants and the level of interaction between them.
A comprehensive indicator for assessing the importance
of a cluster for the development of the territory is the
increase in SRE due to the creation and development of
this structure. Based on the developed model describing
the SRE of RIEC, the article shows the positive role
of regional clusters in identifying strategic niches of
regional development, which determine the priorities and
mechanisms of regional cluster policy.
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CTPYKTYPHA MO/JIEJIb
THHOBALIMHO-IH)KUHIPUHI OBOI'O IPOMUCJIOBOI'O KJIACTEPY
" AJITOPUTM MOT'O ®OPMYBAHHS

IIpenmeTroM paocail:keHHS] € BUKOPHCTaHHS HPOMHUCIOBHX KJIAacTepiB SK I1HCTPYMEHTIB AN 1HHOBAIIfHOI'O 3pOCTaHHSA
ekoHOMikd. MeTa cTaTTi — pO3pOOJCHHS CTPYKTYpHOI, SKOHOMiKO-MaTeMaTHYHOI Mofneni (GOpMyBaHHsS IPOMHUCIOBOTO
KJIacTepy Ta CTBOPEHHS aJTOPUTMY KIJIACTCPHOrO 30HYBAaHHS €KOHOMIKH. 3aBJaHHS, IO BUPINIYIOTHCS: aHali3 MPHUHIUIIB
iHHOBALIHOTO 3POCTAHHS; PO3POOJICHHS MOJAENi IHHOBAaLiIHHO-IHXHHIPUHTOBOI'O NPOMHCIOBOIO KIJIACTEPY; OMUC METOAMKH
(hopMyBaHHS pPEriOHaJBHOrO 1HHOBALIMHO-IHKUHIPHHTOBOTO KJIAacTepy; aHali3 1 OIIHIOBAHHSA O3HAK, [0 BUHUKAKOThH
y KiacTepiB; BHUKOPHCTAHHS KJIACTEPHOTO aHANi3y Ul CHCTeMmarTm3anii, kiacudikamii Ta 3MEHIIEHHS KiJIbKOCTI O3HaK.
3acTocoBaHi MeTOQM: CUCTEMHUI aHali3, NMPOEKTHUI MiAXin, IHCTYI[iOHaJIbHA TEOpis, METOIW KiacTepusalii, KpuTepii
chepuaHocTi baprtierra Ta kputepiit anexBarHocTi BuOipku Kaiizepa-Meepa-Onkina, 6aratodakropuuii perpeciituuii anamis,
F-kpurepiit ®@imepa. 3m00yTi pe3yjbTaTu: BH3HAYEHO, IO HAWKpaOIUM IiJXOIOM 0 00’€JHAHHS OCHOBHUX CKIIAQIHHKIB
IHHOBAIlIHHOTO CTaHOBJICHHS, a caMe JepKaBHUX OpraHiB, Oi3HeCy Ta IHCTHTYTIB PO3BHTKY, € CTBOpPEHHS IHHOBAaIiiHO-
IHKUHIPpUHTOBUX KiacTepiB. ONMUCAaHO NPHHIMIK CTBOPEHHS Ta (PYHKIIOHYyBaHHS 3a3HadyeHUX Kiactepi. [lokaszano, mio
B OCHOBi alTOPUTMY KJIacTepHOi MOOYJOBH PETiOHIB JIEKUTh IHTErpalis KUIbKICHUX 1 SKICHHX METOHIB iIeHTHQiKarmil
Ta Kjactepusauii ekoHoMiku. L{e nae 3Mory, Ha BiMiHYy BiJl HassBHUX IiJXO/iB, HE TINbKH i1eHTH(}IKYBaTH SIEMEHTH KJacTepy,
a ¥ 3MonemoBaTH piBHI B3aemMoAil MiX HuMH. s oIiHIOBaHHA e(QEKTHUBHOCTI POOOTH KJacTepy 3ampOIOHOBAHO
3aCTOCOBYBATH CHHEPreTHYHHN e(eKT BiJ BUKOPUCTAHHS HOBOYTBOPEHOI CTPYKTYypU. BHCHOBKM: 3acTOCYBaHHS perioHaIbHUX
IHHOBaNiHHO-IH)XMHIPUHTOBUX KJIacTepiB nae 3Mory chopMyBaTH e(eKTHBHY CTpaTerilo pPO3BUTKY EKOHOMIKH pPETioHY.
Po3pobnennii anropuTM KIACTEpHOrO 30HYBAaHHS IHTErpye KINBKICHI Ta SKICHI METOOW BH3HAYEHHS MOXIMBOCTEH
KJacTepu3anii eKoHOMikH perioHy. KoMIuiekcHa B3a€MOisi eKOHOMIKO-MOJITHYHUX YHHHHUKIB TIPU3BOAMUTH 10 CHHEPTETHYHOTO
edeKTy i ga€ 3MOTY MOJIEIIOBATH KJIAaCTEPHE YTBOPEHHS 3 BUSBICHHSAM CKJIaly YYaCHHUKIB i piBHS B3a€MOi1 MiXk HUMH.

KurouoBi cjoBa: iHHOBAIiHO-1H)KUHIPHHTOBUIT MPOMUCIOBUI KIIacTep; CHHEPTeTHYHUI perioHANbHUHA epeKT; (pakropHHit
aHali3; KIaCTepHUI aHali3.
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A. BAKUROVA, I. DIVOCHA, S. K1YKO, O. YUSKIV

RECURRENT ANALYSIS OF ENERGY CONSUMPTION
OF A METALLURGICAL ENTERPRISE

The subject of the study is the study of models and methods for short-term forecasting of energy consumption in power systems
based on recurrent analysis of time series. The aim of the work is a recurrent analysis of the time series of energy consumption
of a metallurgical enterprise and the development of a program in the Matlab environment for automating calculations
and experimental testing of data available for research in PJSC Electrometallurgical Plant "Dniprospetsstal" named
after A. M. Kuzmin. The following tasks have been solved: the methodology for constructing recurrent diagrams and
their quantitative analysis have been considered; a model of the time series and the phase trajectory of the time series was built
to visualize the change in energy consumption during the day; software for constructing recurrent diagrams in the Matlab
package was developed. Methods were used: analysis of time series based on recursive analysis to study the characteristics
of the state of the system on the example of a metallurgical enterprise. The results were obtained: software was developed in
the Matlab environment for short-term forecasting of energy consumption in power systems, and quantitative indicators were
calculated that can be used to characterize the state of the system and analyze energy consumption in the summer and winter seasons.
Conclusions: in the course of the study, software for constructing and quantitative analysis of recurrence diagrams in the Matlab
package was developed, with the help of which patterns were discovered and information about the properties of the system under
study was obtained. Based on the analysis of the average values of quantitative measures in the off-season for 2018-2021, it can be
seen that the summer period is characterized by greater predictability, as well as a significantly higher latency indicator,
which characterizes the average time when the system can spend in a more or less unchanged state. Confirmed on real data,
the benefits of using the recursive analysis method for estimating electricity consumption, as well as more efficient modeling
of this process, can lead to an increase in the accuracy of forecasting its future dynamics.
Keywords: recurrent diagram; energy consumption; time series; non-linear dynamics.

Introduction efficiency and economic profitability of a steel company

depends on solving this task. For this purpose, a forecast

Ferrous metallurgy is one of the most energy- of electricity consumption is developed, which is a basic

intensive industries. It is characterized by high electricity
consumption, which is a significant component of energy
costs. Thus, the share of electricity in the production cost
of large enterprises in the industry ranges from 11% to
16%, and in some cases its share increases to 30% [1].

in the
metallurgical industry belongs to a complex dynamic

The process of energy consumption
system characterized by irregular behavior dynamics,
which is manifested by both random and deterministic
chaotic processes [2]. Observations of such systems and
their experimental studies should be represented by time
series — a discrete sequence of random variables, which
are the values of the relevant indicators ordered by
the time of their receipt. Time series also determine the
state of the object of observation at certain points in time.
The main purpose of time series analysis is to obtain
information about the properties and mechanism of the
system that generates this series. They are the basis for
modeling such systems.

Planning the operating modes of the energy system
is the most important task in managing it, and the

indicator. The planning of the electricity distribution
balance, as well as the modes of electricity supply, is
based on the forecasted value of energy consumption.
Thus, the accuracy and reliability of the forecast directly
affects the technological and economic aspects of the
power system. The data obtained from the system under
study often demonstrate its non-stationary and complex
behavior. In addition, such systems are often observed
with very few measurements, providing short data series.
Linear time-series analysis approaches are often
insufficient for studying this kind of data, and most
nonlinear analysis methods require either rather long or
stationary data series. A relatively new method of
studying the complexity of system dynamics is the
construction of recurrent diagrams.

Recurrent analysis in the study of dynamic systems
does not require a large amount of primary data, a time
series of data from one measurement experiment is
sufficient. Recurrent diagrams obtained in the process of
time series analysis are based on a geometric structure.

The main diagonal on a recurrent chart looks like a black
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diagonal line — the identity line. The individual points
on the chart do not contain any information, but together
they allow you to reconstruct the properties of the process
under study.

Recurrent analysis is based on the repeatability
property of dynamic systems, which can be used to
characterize the behavior of such a system in phase space.
The advantage of this method is that it allows you
to study the multidimensional trajectory of the phase
space using a two-dimensional representation of its
recurrence [3]. Using recurrent diagrams to analyze time
series allows not only visualizing but also quantifying
the structures hidden in the data.

Analysis of recent research and publications

Since the main method used for this study is
recurrent analysis, we will provide a brief overview of the
results on the development of this method. In an article
published in 1987, Eckman, Kamphorst, and Ruel [4]
proposed a new graphical procedure for visualizing
patterns of repetition in data, which they called
a recurrence chart. Thus, the way was paved for the
introduction of a modern tool for nonlinear data analysis,
which made it possible to overcome the difficulties in
studying non-stationary and rather short time series.

Among the advantages of the developed method
are simplicity of implementation and interpretation,
as well as fewer preliminary data requirements. However,
recurrent charts were only a visual and qualitative tool,
meaning that the user had to search for and interpret the
identified patterns and structures on his or her own,
which meant that the results were not always convincing.
Therefore, the next stage in the development of recurrent
analysis was the method of quantitative analysis of
structures formed in the image of a recurrent diagram.
Modern research has shown that a recurrent diagram
contains all the necessary information about the dynamics
of a system. The works of such scientists as Joe Zbilut [5],
Norbert Marwan [6], Marco Thiel [7], Carmen Romano [8],
and others have significantly enriched the capabilities
of this method over the past decade.

Examples of the practical application of the
recurrent analysis method in the financial sector are given
in [9], where the optimal values of input parameters and
appropriate measures for analyzing financial time series
are determined in order to build a market-monitoring tool.

Paper [10] analyzes the possibility of using recurrent
analysis to detect signals and process observations.

It is shown that the presence of noise in observations
worsens the quality of signal detection using the
numerical characteristics of recurrent charts.

A method for quantifying the phase trajectory of the
process under study using recurrent diagrams and their
quantitative analysis was proposed in [11] and the results
of applying this method to model and real systems
are presented. For this purpose, an assessment of the
possibilities of using this method is presented.

The use of recurrent analysis for modeling and
predicting the nonlinear dynamic properties of complex
systems is considered in [12]. The concepts of phase
space reconstruction, recurrent analysis, recurrent
diagrams, and their characteristics, such as topology
drift,

laminarity, are presented.

homogeneity, contrast topology, and process

In [13], a comparative recurrence and entropy
analysis of realizations of electrical bio signals with
fractal properties was performed. It is shown that the
information characteristics of the experimental results
reflect the features of the fractal and correlation structure
of bio signals. With the help of the developed decision
support system, model and experimental implementations
have been investigated, which have shown the feasibility
of using information characteristics for the recognition
and classification of fractal time series.

Among the considerable number of publications
on the use of the recurrent analysis method, there is not
a single example of the application of this method to the
analysis of energy consumption in metallurgy. Therefore,
this article is devoted to this area of research.

Statement of the problem

In the study of energy consumption in metallurgical
production, there is a need to analyze short time series,
which is associated with:

— a significant number of electrical equipment used
in the technological process in each unit;

—a wide variety of types and capacities of electricity
receivers;

— relatively weak links of mutual influence of
electricity receivers during the technological process;

— a significant amount of electrical equipment that
ensures the technological process in each unit and creates
a conditionally constant load, which also depends on the
intensity of the technological process;

— factors that accidentally affect the mode and
volume of energy consumption;
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— a large number of hours of maximum electrical
power utilization;

— significant power consumption of the types of
final products;

— the possibility of changing the operating modes
and composition of equipment in the units, product mix
and other systematic factors [2].

Therefore, the purpose of this article is to recurrently
analyze short time series of energy consumption of
a metallurgical enterprise and develop a program in
Matlab to automate calculations.

To achieve this goal, the following tasks need
to be accomplished

— to study the theoretical foundations of the method of
building recurrent diagrams and their quantitative analysis;

— develop software for building and analyzing
recurrent diagrams;

— to apply the method to real data describing
a complex dynamic system of hourly electricity
consumption at a metallurgical enterprise;

— to identify patterns and obtain information about
the properties of the system under study;

— to draw conclusions from theoretical and practical
results of the study;

— to evaluate the effectiveness of the method under
consideration.

Materials and methods

The essence of recurrent diagrams is to visualize the
functional activity and dynamics of systems based on the
results of observation, which allows you to understand
the basic properties and structures. Dynamic systems,
i.e. systems in which parameters change over time, are
described by observing changes in their states and
indicating the functional dependence of the system's state
on the values at its inputs at specific moments in time.
In the mathematical sense, any dynamic system can be
represented as the movement of a corresponding point
in a phase space, or state space. The main characteristic
of such a space is its dimension. The number of quantities
that determine the state of the system determines the
dimension of the phase space. Each of these quantities is
a phase coordinate in this space, and their combination
forms a vector that describes the state of the system.
Each state of the system corresponds to a certain point
in the phase space - a representation point. The sequence
of these points in the phase space reflects the movement
of the system or, more precisely, the change of system

states, and corresponds to a certain trajectory, which is
called a phase trajectory. The projection of the phase
trajectory onto the phase plane forms a phase portrait.
The graphical representation of the phase trajectory
characterizes the behavior of the system. In the study of
complex systems, they can often be characterized even by
a single observable indicator measured at discrete points

in time D, , since it is either impossible or very difficult
to measure other indicators. The interval D, can be

a constant value or random, although in the latter case it
creates additional and sometimes significant difficulties
in processing the observed data. The interactions in
complex systems are such that the resulting phase
trajectory, which preserves the structure of the original
phase trajectory, can be recovered, according to
Tuckens' theorem [13], from a single time series
by the time-delay method. That is,

a time series X ()= x(t, +At),x(t, +At), x(t, +At),

if we have

then, using the time delay method, for example,
At=1, we obtain the series Ar=1

X(t)= x(t,+At),x(t,+At)...x(t, + Ar). The pairs of

in our case

values (x(1,);x(4, +At)) are the phase coordinates of the

image point on the phase plane, which reproduces
the phase trajectory of the system states. Graphically, the
dynamics of the system in a limited area of the phase
plane is represented by the image of phase trajectories.
Over time, the system tends to return to a certain state,
to some extent close to the past, and goes through similar
states of evolution.

Let us consider in more detail the method of recurrent
analysis, referring to the work of N. Marwan et al. [14].

Nonlinear data analysis is based on the study of
phase space trajectories. Elements of the phase space are
possible states of the system under study. Let's assume
that the state of such a system at a fixed time t can be
specified by d components. These parameters form
a vector in the d-dimensional phase space of the system:

(6)= (% (1)sx, ()53, (1)) (1)
Thus, a vector x(¢) defines a trajectory in phase space.

The recurrent diagram maps the trajectory xi e R’
in d-dimensional phase space to a two-dimensional
square binary matrix of size NxM:

R, (s)= ®(‘9f _";l_z

),i,jzl,...,N, ©)

where N — number of states x; ;

& — threshold distance;
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6() — Heaviside function (0(x)=0,if x<0, &
6(x) =1 otherwise);
|| = norm.

The shape of the circle, characterized by the

parameter ¢, is determined by the type of selected norm

and is centered on the point .;Ci, that is, the radius of the

circle in phase space centered at the point xi. In the case

of a one-dimensional time series, instead of a figure's
circle, there is an interval with the center at the point Xi.

If a point x; is in the middle of this circle, then this

state x; is considered similar to the state ;ci, and a point

R, =1 is placed on the diagram. Radius & can be

permanent for all ;c,-, and can be determined for each
point separately, so that the resulting circle always
includes a certain number of similar states. The constant

value of ¢, which leads to a symmetric recurrent
diagram with respect to the line R, =1, if (i = j) is the
main diagonal of the distance matrix.

In other words, recurrence x; and x; is defined as

the closeness of a state x; to the state x:. In the process
of constructing recurrence diagrams, the norm L_ is

mainly used due to its simplicity and speed of calculation.

The recurrence diagram is obtained by constructing
the recurrence matrix (2) and using different colors for its
binary values (usually black for R, ;=1 and white for

R, , =0), and both coordinate axes are time axes. Since,
by definition, R ;=1 under the condition i=j, the

recurrent diagram always contains a black main diagonal
line — the identity line. In addition, the definition implies
that the recurrence diagram is symmetric about the main

diagonal, since R, =R, forany i, j=1,N .

The main purpose of recurrent diagrams is to

visually analyze trajectories in multidimensional
phase spaces, which gives an idea of the evolution of
these trajectories over time. A recurrent diagram is
characterized by large-scale and small-scale structures
that are caused by the dynamic state of the system.

Large-scale structures give a general idea of the
nature of the process under study. As a rule, the following
large-scale structures of recurrent charts are distinguished:

a) homogeneous, which is typical for stationary
and autonomous systems;

b) periodic, which corresponds to oscillating systems;

c) drift
changing parameters;

corresponds to systems with slowly

d) contrasting areas or bands correspond to systems
with sharp changes in dynamics.

Small-scale structures include:

a) diagonal lines reflecting similar local evolution
of different parts of the trajectory;

b) horizontal and vertical lines indicate a state
that does not change for some time or changes very little;

c¢) separately located recurrent points, but they do
not contain information about the state of the system.

Quantitative analysis allows to calculate measures
of the complexity of recurrent diagram structures based
on the density of recurrent points, diagonal, vertical and
horizontal lines.

The recurrence rate reflects the density of recurrent
points:

N
RR = % D RR . 3)

i,j=1
The following measure is based on diagonal lines

of length / , namely:
N

P(l) = z (1 _Ri—l,j—l )(1 _Ri+l,j+l )ﬁRf+k,j+k N C))

i,j=1
The ratio of the number of recurrent points that are

components of diagonal lines (of minimum length /_; ) to

the total number of recurrent points is called the rate
of determinism, or predictability of the system:

mufywwimo. 5)

1=l

Processes with stochastic or chaotic behavior
generate very short diagonals or no diagonals at all,
while deterministic processes produce long diagonals and
a small number of separate, isolated recurrent points.
That is, as the stochastic influence decreases, the value
of the determinism measure will increase.

The length of the diagonal line reflects the period
during which different segments of the trajectory
pass close enough to each other at different times.
Therefore, such lines are associated with the divergence
of trajectory segments.

The average length of the diagonal lines reflects the
average time during which two trajectory segments pass
close to each other and can be considered as the average
time of predictability:

L:im@limo. ©)

I

‘min =liin
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Maximum length of diagonal lines and divergence:

L :max{li};v:’l,DIVZLL, ™)

max

where N, — total number of diagonal lines.

The faster the trajectory segments diverge, the
shorter are the diagonal lines and the higher is the rate
DIV . The inverse of the maximum length of the diagonal
lines can also be interpreted as the value directly related
to the
if it exists for this system [15].

maximum positive Lyapunov exponent,

The entropy rate is found by the Shannon entropy,

P()

to calculate which probability p(l)=7 we find
!

a diagonal line of length / :

ENTR:—i p(I)Inp(l). (®)

1=l
This rate reflects the complexity of the recurrence
diagram with respect to the diagonal lines. That is, for
example, for uncorrelated noise, the ENTR value is quite
small, which indicates its insignificant complexity.
The next rate was defined as the ratio between DET
and RR, namely:

N
>
RATIO = N? — Sl )
N
2

This relation can be used to recognize phase
transitions in cases where the RR rate decreases and
the DET rate remains constant.

Next, consider a rate based on vertical lines of
length v, namely:

N v=1
P(V): Zl(l_R[,j)(1_Ri,j+v)HRi,j+k : (10)
= Z

The laminarity rate is determined by the ratio of

the number of recurrent points that form vertical lines

(of minimum length v, ), to the total number of

recurrent points:

N
2

LAM =—==— | (1)
2

This value characterizes the presence of system
stalling states, i.e. when the system's movement along the
phase trajectory stops or moves very slowly.

The average length of the vertical lines, that is
called the trapping time rate, reflects the average time

during which the system will be in a certain state, or how
long this state will remain unchanged:

N N

TT= > vP(v)/ > vP(v). (12)
V=Vmin 1=l

Let us further consider the application of

quantitative characteristics to the analysis of short time
series of energy consumption of a metallurgical enterprise.

Research results and their discussion

The study was conducted on the basis of
observations of the complex dynamic system of hourly
electricity consumption at PrJSC "Dneprospetsstal" [2]
during 2018-2021.

To illustrate the results of constructing recurrent
diagrams, let us consider, for example, the time series
of hourly energy consumption for February 04 and
July 04, 2021.
in phase space is expressed by matrix (2). Therefore,
N =23, £=10000.

The recurrence of the trajectory

for the studied series, we set

The recurrent daily diagrams obtained in Matlab are
shown in figs. 1 and 2.

Below, in figs. 3 and 4, recurrent diagrams are
shown for the time series of winter and summer seasons.
They are based on the average daily energy consumption
for winter and summer in 2018-2021.

The recurrent diagrams in figs. 1-4 make it possible
to distinguish contrasting areas corresponding to sharp
changes in the system dynamics.

For a more detailed study of the obtained recurrent
diagrams, we developed Matlab software that automates
the calculation of quantitative indicators of the formed
structures of recurrent diagrams for given time series.
To calculate the quantitative measures, the values of
[ . =v . =2 aretaken.

With the help of the developed software in
the Matlab
consumption at a metallurgical enterprise was analyzed

environment, the process of energy
and the dynamics of its quantitative indicators was
evaluated (Table 1).

Given the results obtained, we also analyzed the
dynamics of the quantitative indicators of the system over
time, since the dynamics of the calculated complexity
measures is an indicator of changes in the state of the
system. The graphs shown in figs. 5 and 6 show the
dynamics of quantitative measures by days of the month
for the winter and summer periods, respectively.
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a)

b)
Fig. 1. Recurrent daily diagrams built in Matlab for February 04, 2021

b)
Fig. 2. Recurrent daily diagrams built in Matlab for July 04, 2021
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b)
Fig. 3. Recurrent charts built in Matlab for the winter period (2018-2021)

a)

b)
Fig. 4. Recurrent charts built in Matlab for the summer period (2018-2021)
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Table 1. Indicators of quantitative analysis of recurrent charts

RR | DET | L | DIV ENTR | RATIO LAM | TT
winter period
2018 0,3791 0,7728 3,2907 0,1452 10,0034 4,4158 0,7141 3,2484
2019 0,4118 0,8211 3,2966 0,1467 11,898 3,7866 0,7455 3,4923
2020 0,3675 0,9543 7,6927 0,0434 23,9239 3,0806 0,9351 10,0549
2021 0,4386 0,8109 3,2660 0,1462 12,7020 3,7324 0,7369 3,4523
summer period

2018 0,2959 0,7872 2,2999 0,1627 8,9675 5,5494 0,6606 3,1756
2019 0,3598 0,9548 7,9089 0,0435 23,1336 3,1477 0,9206 10,3593
2020 0,3770 0,9669 7,9860 0,0435 23,0838 3,013 0,9077 9,9727
2021 0,3491 0,9474 8,2313 0,0435 21,1106 3,2213 0,8812 10,5858

1,000 RR, DET, DIV ,LAM
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Fig. 5. Dynamics of changes in quantitative measures over the winter period
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Fig. 6. Dynamics of changes in quantitative measures over the summer period
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These graphs show that the measures calculated
for the set of recurrent diagrams are quite stable.
This confirms the thesis about the presence of
a deterministic component in the system, which is
features of the

determined by the technological

enterprise's production processes.

Discussion

Using the developed software in the Matlab
environment, we analyzed energy consumption based on
observations of the complex dynamic system of hourly
electricity consumption of PrJSC "Dneprospetsstal" for
four years and evaluated the dynamics of quantitative
indicators of the corresponding recurrent diagrams [16].

As noted earlier, in recurrent analysis, an essential
feature characterizing deterministic processes is the
presence of lines parallel to the main diagonal.
The greater the number of points on the diagonal lines,
the greater the deterministic component of the series.
The quantitative rates DET , DIV and ENTR, described
by equations (6), (8), and (9), respectively, are based
on this fact. The average length of the diagonal lines L (16)
is also a meaningful measure, because it takes into
account the length of different lines, while DET7 counts
all points on parallel lines regardless of their length.
Thus, for purely random processes, the value DET7 will
be very small (close to zero), while processes with
some deterministic component will correspond to values
of this rate that are much larger than zero (close to one).
Similarly, the higher the value of L, the higher the
probability that the process is deterministic.

The average values of the entropy rate and (ENTR)

are also quite high, which indicates the complexity of the
obtained recurrence diagrams with respect to diagonal
lines. Thus, we can conclude that the studied series
contain a certain deterministic component, which is
of the
enterprise's production processes. Deterministic processes

determined by the technological features
result in long diagonals and a small number of individual
recurrent points. The average length of the diagonal
lines, which is related to the time of predictability of
the dynamic system, corresponds to the value of 5.4.

The average length of the vertical lines, which reflects

the time during which the system remains in a certain

state, corresponds to 3.8.

The average value of the laminarity rate (LAM )

is also quite high, which indicates the presence
of system laminarity states, i.e., when the system's
movement along the phase trajectory stops or moves
very slowly.

The recurrence rate (RR) is close to 0.35 on average.

That is, the probability of repeating a certain state of
electricity consumption during a period (month) is 35%.

Taking into account the analysis of the average
values of quantitative measures in the off-season,
we can see that greater predictability, as well as a much
higher delay indicator, which characterizes the average
time when the system can remain in a more or less
unchanged state, characterize the summer period.

The application of the recurrence analysis method to
the time series of electricity consumption can contribute
to a positive economic effect in the future by improving
the energy efficiency of a metallurgical enterprise.

Conclusion

The scientific and applied novelty of this work is the
application of the method of building recurrent diagrams
to the analysis of a complex dynamic system of hourly
electricity consumption by a metallurgical enterprise.
The method was applied to real data represented by short
time series. In the course of the study, software for the
construction and quantitative analysis of recurrent
diagrams in the Matlab environment was also developed,
which helped to identify patterns and obtain information
about the properties of the system under study.

The practical significance of this work is the benefit
of applying the recurrent analysis method to the
assessment of electricity consumption, as well as
modeling this process, which will help to improve the
accuracy of forecasting its future dynamics.

In further research, it is planned to analyze the
impact of noise in energy consumption observations on
the quality of signal detection using the numerical

characteristics of recurrent diagrams.
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PEKYPEHTHHI AHAJII3 EHEPTOCIIO)KMUBAHHSA
METAJIYPTTAHHOT O IIAIIPUEMCTBA

IIpeameTrom fgocaifzkeHHsT € MoJeni Ta METOAU JUIsI KOPOTKOCTPOKOBOTO IPOTHO3YBaHHA €HEPrOCHOXHMBAHHS
B CHEpProcucTeMax Ha OCHOBI PEKypEHTHOTO aHali3y 4acoBUX psiB. MeTa poGoTH — peKypeHTHHH aHali3 4acOBUX DPSIiB
CHEepProCHOXHUBAHHS METaJypriiHOro MiANPHEMCTBA Ta PO3pOOJIEHHS NporpaMu B cepenoBuini Matlab nns aBTomatm3aumii
obumcIeHh 1 eKCHepuMeHTaJdbHe BHIPOOyBaHHS poctymHoi iHQopmanii IIpAT  "Enmexrpomeramyprifinmii  3aBox
"Muinpocnencrans” iM. A. M. Ky3pMmina". BukoHnaHi Taki 3aBIaHHSI: PO3IVISIHYTO METOJA MOOYJOBH PEKYpPEHTHUX Jiarpam
Ta TXHIil KiJbKICHUH aHai3; MOOYJOBAaHO MOJENb 4YacoBOTO ANy Ta (a3oBoi TpaekTopii 4acoBOro psay Ui Bi3yamizamii
3MIHH €HEProCIOKMBAHHS MPOTATOM T0OHM; pOo3poOJIeHO IporpamMHe 3a0e3medeHHs A MOOYJOBH PEKYypeHTHHX MAiarpam
y maketri Matlab. BuUKOpUCTaHO METOA AaHANI3y YacOBHX psAIiB Ha OCHOBI PEKYPEHTHOTO aHaNi3y I JJOCHIKEHHS
XapaKTEePUCTUK CTaHy CHCTEMH Ha MPHUKIANi METAIypriHHOTO MiANpUEMCTBA. 3A00YyTi pe3yJbTaTH: PO3pOOJIEHO MPOrpaMHe
3abe3meueHHss B cepenoBuini Matlab nns KOPOTKOCTPOKOBOTO MPOTHO3YBAHHS EHEPTrOCHOKHMBAHHA B EHEProCHCTEMax;
pO3paxoBaHO KINBKICHI TOKAa3HHWKHM, IO MOXHA 3aCTOCOBYBAaTH I XapakTEPHUCTHKH CTaHy CHCTEMH W aHali3y
SHEepProCHOXHMBAaHHS B MiXKCE30HHSI. BUCHOBKM: y mipolieci TochiKeHHs po3po0iieHO mporpaMHe 3abe3nedeHHs Ui 100y0BU
Ta KiJIbKICHOTO aHalli3y PeKypeHTHHX Aiarpam y nakerti Matlab, 3a 10mOMOrol0 SKOTO BUSBICHO 3aKOHOMIPHOCTI Ta OTPUMaHO
iH(opMaliro Mpo BIACTUBOCTI JOCIHIIPKyBaHOI CHCTEMH. 3 OTJISAY Ha aHaJi3 CepeHiX 3Ha4YeHb KUIBKICHUX Mip Y MIKCE30HHS
3a 20182021 pp. MoxHa OayuTH, MO JITHIA TEPioJ] BU3HAYAETHCSA OUIBNIOW MepeadadyBaHICTIO, a TaKOX 3HAYHO
BUIIIMM ITOKa3HUKOM 3aTPUMKH, SKHH XapaKTepusye CepeiHid dYac, KOJIM CHCTeMa MOXKe 3aJHIIMTHCSA B OiIbII-MEHII
HE3MIHHOMY CTaHi. PeanbHUMH pe3ynbTaTaMH MiATBEPIXKEHO KOPHCTH 3aCTOCYBAHHS METOLy PEKypPEeHTHOIO aHajizy
JUTS OLIHIOBAHHS CIIOXKMBAHHS €IEKTPOCHEpPTii, a TakoX e(EeKTHUBHIIIOTO MOJENIOBAHHS IIHOTO IIPOLECY, IO MOXKE CIPHITH
O1TBII TOYHOMY MPOTHO3YBaHHIO HOTo MaifOyTHHOI THHAMIKH.

Ku1r04oBi c10Ba: pekypeHTHa Aiarpama; eHeprocoXKUBaHH;, YaCOBUH psI; HEMHIHA JUHAMIKA.
Bibnioepagiuni onucu / Bibliographic descriptions

BakypoBa A.B., MiBoua I.O., Kiiiko C.T., IOcpkiB O.l. PexypeHTHHH aHaNi3 €HEProCHOXHBAHHSI MeTaypriiHOTO
mianpuemctBa. Cyuachuii cmaH HAYKOSUX OO0CHIOdCeHb ma mexHono2i 6 npomucinogocmi. 2023. Nel(23). C. 14-24.
DOI: https://doi.org/10.30837/ITSS1.2023.23.014

Bakurova, A., Divocha, 1., Kiyko, S., Yuskiv, O. (2023), "Recurrent analysis of energy consumption of a metallurgical

enterprise”, Innovative Technologies and Scientific Solutions  for Industries, No. 1(23), P. 14-24.
DOTI: https://doi.org/10.30837/ITSSI.2023.23.014



https://orcid.org/0000-0003-4676-5722
https://doi.org/10.30837/ITSSI.2023.23.014
https://doi.org/10.30837/ITSSI.2023.23.014

ISSN 2522-9818 (print)

Cyyachuii cman HAYKOBUX O0CNIOHCeHb ma mexHono2iu 8 npomuciosocmi. 2023. Ne 1 (23) ISSN 2524-2296 (online)

YK 004.89;004.94 DOI: https://doi.org/10.30837/1TSS1.2023.23.025

T. BATIOK, [I. JIoCUH

IMIIEMEHTAIIS IHTEJIEKTYAJIBHOI CUCTEMH AHAJII3Y TOHAJIBHOCTI TA
KJACTEPU3AII MYBJIKAIIA Y COUIAJIBHIA MEPEKI TWITTER

3aBOsSKH IHTEHCHBHOMY pO3BHUTKY COILaIbHAX MEpPEeX IMOCTIHO 3pocTae MOMYJSIPHICTE OOMiHY KOPOTKHMH TEKCTOBHUMH
MOBIJOMJICHHSIMHU, TOHAJBHICTh SKHUX MOXe OYTH UyTIMBUM iHAMKATOPOM CYCHITBHHUX HACTPOiB 1 B@XKJIMBHUX COLiaJIbHUX
SIBUIII, I[IKABUX JJIS COIOJIOTIB, IMONITHKIB, CKOHOMICTIB 1 (haxiBI[iB iHIIKX Tajy3eil. Y 3B’A3Ky 3 LUM 3aBJaHHS aBTOMATH3allii
OIIPAIfOBAaHHS TaKWX IPHPOJHOMOBHHX ITOBIZIOMJICHb Ma€ BaroMHi HAyKoBHil 1 mpakTH4HUH iHTepec. O0’€KTOM IOCIIIDKEHHS
€ TOHAJIBHICTh KOPUCTYBAIBKHUX MyOJiKaIliil y comianbHiil Mepexi Twitter. 3aBASKH IIUPOKIH TOMYISIPHOCTI i€l COiabHOT MEpexi
Ta BEJUKIH KUTBKOCTI IOBIIOMIIEHb, JAKOHIYHMX 3a CBOEI0 CYTHICTIO, MOXKHA 3pyYHO BH3HAUaTH HACTPii KOPUCTYBAaLbKUX
myOutikaliif Ta 00’ €MHyBaTH iX y KJIACTEPH BiIMOBIAHO J0 3aJaHUX MapaMeTpiB iHTEIEKTYanbHOI cucTeMu. [IpeameTom qoCiHKEeHHS
€ METOAX U aJITOPUTMH aHaJi3y TOHAIBHOCTI BEIMKHX MACHBIB ITOBIJOMJICHB, III0 MICTSATH HEOOXIiJHI KIIFOYOBI CJIOBA Ta CTOCYIOTHCS
KOHKPETHOI TeMH, BU3HAUCHHS (aKTOPiB Ta PO3IMOJILIIB TOHAJIHHOCTI MOBIIOMIIEHB, 3 OTJISLY Ha BXIJHUN MacuB JAQHHX CHUCTEMH,
MOMIT MOBIZIOMJICHh Ha OCHOBHI I'PYIH Ta HaJaHHS OLIHOK Y BH3HAYCHHX MEXKaxX KOXKHIW TpyIi, HOALT Ha KJIACTEpH BIINOBIIHO
0 OTPUMAaHOI TOYKH IOIIYKYy Ta BiJOOpaKEHHsS OTPHMAHHX pe3yibTaTiB y moTpiOHoMy dopmati. Mera podoTH — peanizaris
IHTETIEKTyaJIbHOT CHCTEMH aHaNi3y TOHAJIBHOCTI Ta KiIacTepu3amii MmyOJiKkaliif Ha OCHOBI PEKypEeHTHOI HEHpOHHOI Mepexi JOBroi
kopotkodacHoi mam’sati (LSTM) Tta anropurmy knacrepusamii k-means. Y cTarTi mependadaeTbesi BUPIIIMTH Taki OCHOBHI
3aBJaHHS: TPOAHATI3yBaTH HAWOLIBII Y)KMBaHI Ta HAWHOBIII aJTOPUTMH, METOIM, IMiAXOIM Ta 3aCO0M iMIIEMEHTAIll 3aBAaHb
aHaNi3y TOHAJIBHOCTI ¥ Kiactepusamii myOuikaniii y comianbHUX Mepexkax; po3poOUTH KOHIENTYaIbHY CTPYKTYpY iHTEIEKTYaIbHOI
CHCTEMH aHaNi3y TOHAJBHOCTI W Kiacrepu3amii myOmikamiii; cpopMyBaTH (YHKLUIOHANBHI 3aBAaHHS N0 KIIOYOBHX MOJIYIIB
CTBOPIOBAHOI IHTENEKTyalbHOI CHCTEMH aHali3y TOHAJNbHOCTI M Kiactepu3auii myOmikamid y cowianpHid Mepexi Twitter;
peanizyBaTH iHTEJIEKTyaJbHy CHCTEMY aHalli3y TOHAJIBHOCTI ¥ Kilactepu3alii myOiikamiii Ha OCHOBI peKypeHTHOT HEHpPOHHOT Mepexi
Ta IrOpUTMY Kiactepusauil k-means 1 eKCIEpHUMEHTANbHO ii TepeBipuTH. Y pPOOOTI 3aCTOCOBAHO METOAM: PEKypeHTHa
HEWpOHHA Mepexa JOBroi KOPOTKOYACHOI ImaM’sITi; alrOpuTM Kiactepusanii k-means. 3100yTo Taki pe3yabTaTH: IIPOAaHATI30BaHO,
CHPOEKTOBAHO W MOOYIOBAaHO 3arajbHy CTPYKTYpPY IHTENIEKTYaJIbHOI CHCTEMM aHajli3y TOHAJBHOCTI K KiacTepu3awii MyOJiKarii.
OCHOBHHM 3aBJaHHSIM CTBOPEHHS CUCTEMH Hacamrepen Oyjio MOKpalleHHs PeKypeHTHOI HEHPOHHOT Mepexi JOBroi KOpOTKOYaCHOT
mam’sTi, o, 3aBISKH BJOCKOHAJIEHOMY aJTOPHTMY, CYTTEBO IOJIETIIYE ONpAIIOBAHHS MOBIIOMIICHHS OOPOOHHKAMH IIPHPOJHOT
MOBH BIZINIOBITHO A0 TEKCTOBHX NAHHUX INEBHOTO po3Mipy. Takok OZHOYACHO BHKOPUCTAHO OCOOJHMBHII alTOPUTM KiacTepH3aii,
a came k-means, 3aBISKM YOMY BIANOCs 3MIHUTH 3arajlbHUH MiAXiA A0 KiIacTepu3amii Ta CTBOPEHHS (GiHaNBHHUX KIIAacTepiB,
BIIMOBIZHO 710 3100yTHX pe3ysbTaTiB POOOTH PEKypeHTHOI HEHpOHHOI Mepexi. BHCHOBKHM: yHACIiOK 3aCTOCYBaHHS KOMOiIHAIl
LSTM HelipoHHOT Mepexi Ta alnropuTMy KiacTepusalil k-means BIAIOCs MPUCKOPUTH IPOIEC aHANII3y TOHAJIBHOCTI W KilacTepu3anii
myOmikanii 'y comiampHiH Mepexi Twitter Ha 10...15% mOpPIBHSHO 3 aHAJOTIYHUMH 3TOPTKOBHMH HEHPOHHHMH MepeXaMu
Ta 1€EpapXivHOIO KIIaCTEPHU3AIII€IO.
KurouoBi ciioBa: Heiiponna Mepexa; LSTM; aHaii3 ToHaIBHOCTI My OnmiKaliil; KIacTepHU aHali3; coliaibHa Mepexa Twitter.

Beryn TOHAIBHICTh pEakliii KOpPHCTyBadiB Ha MEBHI MOXil I,

SIK HACJIIOK, POOMTH BHCHOBKH IIIOZ0 MMPOAHATI30BAHOIO

CTBOpeHHsI Ta IMIUIEMCHTAIlS I1HTEICKTYaIbHOT KOHTEHTY. TakuM YMHOM MOXXHA 3PO3YMITH BiJHOIICHHS

CHCTEMH aHaJli3y TOHAIBHOCTI Ta KJIacTepH3alii myOsiKaiit
€ aKTyaJIbHUM Ta MEPCIEKTUBHUM 3aBIAaHHSM, OCKUJIbKH
ChOTOMHI  OUTBIIICTF  KOMYHIKAIlif MK  JIFOIBMHU
BiZIOYBa€TbCsl caMe B COILIaNbHUX Mepexax. KoxHe
TIOBIZIOMJICHHSI KOPHCTyBada COLIAIBHOI MeEpexi Mae
KOHKpETHY CEMaHTHUKY, BiJoOpaXkae MeBHi AyMKH aBTOpa
W aHamiz BiANOBiAHOI cuTyauii Ta/abo € peakuiero
Ha meBHy mnoxiro. Cy4acHi aJTOpUTMH Ta MiAXOTU [0
aHaJi3y IaHUX JaloTh 3MOTy €(EeKTMBHO Ta BiJJHOCHO
MIPOCTO 3AIHCHIOBATH aHAaJi3 3HAYHUX OOCSTIB TEKCTOBHX

JaHUX, 3aBASAKA YOMY MOXHA BHU3HA4YaTU CCEpPCAHIO

PI3HUX TPYN KOPHCTYBadiB JI0 TMIEBHOTO BUIY KOHTEHTY,
TOBapiB Ta IHIIMX PHUHKOBUX IPOMO3HIH, 1 BEIHUKI
OpeHau Ta Kopropailii akTHBHO 3aCTOCOBYIOTH IIi MiAXOIU
70 aHanizy iH(opMarlii IUIIXOM BH3HAYEHHS TOHAIBHOCTI
KOPHUCTYBAILIbKOTO TEKCTY W MOJAJbIIOro MOALTY IHOTO
TEKCTY H, BIINOBITHO, CAMHUX KOPHCTYBadiB Ha KJlaCTEpH
IUIsl IOAANIBIIOT pOOOTH 3 OTPUMAHUMH KJIACTEPAMH.

Jnst peaizanii Takoro pojy ajaropHTMIB HacaMIIepes
HEOOXIIHO BH3HAYMTH, SKHUX caMe KOPUCTYBadiB MH
XO04eMO JOCIIIUTH, TOOTO HEOOXiAHO MaTH IIEBHI
KITFOYOBI CJIOBA, 3a SIKUMH Oyzae 3MiHCHIOBATHCS IOMIYK,
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TeoJOKallisl, yCTaHOBmoBaTuCS Terum Tomio. Came 1e
€ TIOYaTKOBOK TOYKOI IMOTOYHOrO MOCIIPKEHHS, Haii
HEOOXiTHO 3aBaHTAXUTH MOTPIOHUI HaTacer, TOOTO IyJ
KOPHUCTYBAaIbKUX TOBIIOMIICHB, 30€PEKCHUX BIMOBIIHO
o 3amaHoro mnpenukara. Komm HanmidmoB daitm 3i
30epe)KCHUMHU  TOBIIOMIICHHSIMHU, HEOOXIJHO BHUKOHATHU
3araipHy HepeBipKy (ailiry Ha KOPEKTHICTh TaHUX 1 Micist
I[LOTO TMPOTPAMHO CTPYKTYPYBaTH IaHI TaKHMM YHHOM,
1100 MOXHa OyJIO OTepyBaTH HUMHU MaKCUMAJIbHO TOYHO,
ToOTO TOTPIOHO xAaHi BimdopMaTyBaTH Ta IPUBECTH
JI0 €AUHOI CTPYKTypH. ITicist 1bOro 3/1iHCHIOETHCS aHAaTi3
KOPHUCTYBAIlbKUX IOBIIOMIICHb. 3arajbHUN aJrOpUTM
MOKHA TIOJUIATH Ha JBa OCHOBHI aJITOPUTMH: aHANTI3
TOHAJIBLHOCTI KOPHCTYBAaIlbKHX MOBIJOMIIEHb, 3 OLJISIY
Ha IEBHHMM MIOXOJ, € KOXKHE IOBIJOMIIEHHS Ma€ CBIH
piBeHb TOHAJBHOCTI Ta PEWUTHHT, 1 TaKOX 3IIHCHUTH
KJIACTEPH3AIlif0 TOBIOMIICHb IS TOAUTY KOPHUCTYBadiB
Ta TXHIX TMOBIJOMJICHb Ha BH3HAYCHY B IpOIECi poOOTH
[HTEIIEKTyaNbHOI CHCTEMH KUIBKICTh KJIAacTepiB. 3100yTy
iHpopManifo  Haii3pyuHille TOKa3yBaTH Yy  BUIVII
rpadikiB Ta [qiarpaM Ui HAOYHOCTI W pPO3yMiHHS
3arajibHOI CUTYyaIlil B pe3yJibTarax aHajli3y KOPUCTYBaI[bKUX
myOmikamid. Lli anropuTMH € HE HOBUMH 1 MiCTATh
IIMPOKI MOXJIMBOCTI i Mozau(ikamii Ta omTumizariii,
10 ¥ Oy/e 31iHCHEHO B IMONANBIIIH POOOTI.

AHaJni3 ocTaHHiX JocaifKeHb i myoaikamii

HetipoHHi Mepexi Bke NMPaKTUYHO CTAIN HE3aMiHHOIO

YaCTHHOIO  POOOTHM  pIZHOMAHITHMX  KOMIaHIi  Ta
Kopropariif. ¥ crarti [1] BH3Ha4YeHO, SKy camMe pOIb
BUKOHYE deep learning B eNCKTPOHHIA Komepiil Ta
NPUHOUIHA POOOTH 3 KOPUCTYBadaMH Ha MPUKIIAIl MEpex
OHJIaWH-Mara3uHiB. ABTOpamMH JOCIHI/DKEHO BIJITYKH
JIo/iell 11010 TEBHUX TOBApiB PI3HOI SKOCTI Ta BIUIUB
MOTOYHMX BIATYKIB Ha MPOJAX TOBapiB IHIIUMH
KOpUCTyBa4aMH CHCTEMH B Mail0yTHbOMy. 3’sICOBaHO,
KOJIM caMe i 3a SKUX YyMOB JIIOJM HaHOLiblIe 4YH
HaliMEeHIIle 3BEpTAalOTh yBary Ha BIATYKH IIPO TOBap
i, BIAIOBIJHO, AK caMe CKJIAQJCHWH ITO3UTHBHUN UM
HETaTUBHUH BIATYK MOXE BIUIMHYTH Ha KYyHiBEJIbHY
NpUBaOIMBICTh TOBapy. Y CTaTTi [2] aBTOpPH IOCIIIHIH
KOMEHTapi KOPHCTYBaUiB ITiJl BiJleo3anmcamMy B COLIAIBHIHN
Mmepexi YouTube, 6yB oOpaHuii gatacer 3 Bijeo3anucaMu
npo Bipyc COVID-19 i

TOHAJIBHICTh HANMCaHUX MOBiIOMIICHb, IXHIO YacTOTy

KOMEHTapi, JOCIHIPKCHO
i aKTMBHICTh HANMKCAHHS KOPUCTyBayaMu. BimmosimgHo
MPUIYILEHO, IO JIFOJIH, SIKi IIHCAT HETaTUBHI KOMEHTap,
€ 6oramu. Lle MOSCHIOETHCS JTy’Ke CXOKUMHU MA0IOHAME
MOBIIOMJICHh 1 Maili)kKe OIHAKOBHM PIBHEM HETaTHBHOI

ToHaNmbHOCTI. HaBmaku, aBTopm craTti [3] pO3risMHyNH
KOMEHTap1 BIZIOMHX OCOOMCTOCTEH y COLIAIbHIX MEpexax i
3HAWUIUIN 3HAYHY KiBKICTP KOMEHTapiB, IO HaIHCaHi
B TIGBHI MOMEHTH 4Yacy ¥ Mald IPaKTUYHO OJHAKOBY
MMO3UTHBHY TOHANBHICTE y Mexkax Big 0 mo 1. Ile Takox
JIOBOJTMIIO HETIPUPOIHUIA CTaH LIUX ITOBIIOMIICHb.

V crarti [4] MOCTiHKEHO NEKiTbKa THIIIB MOJEIeH
nepconidikamii kopucryBauiB Twitter 3a JIOIOMOTOIO
Heriponanx Mepexx LSTM. 3 Binkpuroro API Oymo B3siTo
JIEKIJIbKa KITFOYOBHX MapamMeTpiB 1010 KOXKHOIO KOPHCTyBa4a
1 PO3IISIHYTO y BHIVIAAI OKPEMOTO JATACETy 3 MOJAIBIINM
HOAJIOM KOPUCTYBa4iB Ha TPyNU BiANOBIAHO A0 iXHBOT
Jokamii, ommcy Ta aBarapa mpodimo, Oyro HaBUEHO
BIINOBIIHY HEMPOHHY MEPEKY, L0 PO3IOALILIE KOPUCTYBaYiB
Ha TeBHI rpym. TakoX CTBOpeHO cucTemy [5], 1o
OIIpallbOBY€ WHUTYBaHHS B CTaTTAX 1 Hagae 3MOTy
aHAN3yBaTH TMPABUIBHICTE 1 KOPEKTHICTh ITOTOYHOTO
TEKCTy W BMIIPABJIATH HOIO 3a JOIIOMOIOK PEKYPEHTHOL
HEHpPOHHOT Mepexi, OCHOBHHM 3aBJAaHHSAM SKOI €
OIPAIfOBaHHS TEKCTOBUX [AHUX 1 aHali3 HACTYIHHUX
JMAaHWX Ha OCHOBI HaBYaHHS 3 BUuTeneM. Y poOoTi [6]
PO3TJSIHYTO MaIllMHHE HaBYaHHS Ha OCHOBI BINI'YKiB
KIIEHTIB Ha TOTENi A PO3YMIHHA CHUTYallii Ha IHOMY
PUHKY Ta NOAAJBLIOr0 CKIaJaHHS IUIAaHy pPO3BUTKY
TOTENIB 3aBISKH ITO3UTHBHAM 1 HETATHBHHUM BiATryKam
kiieHTiB. [iss poOOTH BHKOPHCTOBYBAJMCSl 3TOPTKOBI
HEHpPOHHI MepeXi, OCKIIBKM KUIBKICTh JaHWX Oyna
BITHOCHO HEBEJHMKOI. ABTOpPU CTarTi [7] PO3JISAHYIU
iHpopMaLiiHy CHCTEMY aHaNi3y TOHAJIBHOCTI TEKCTY,
PO3MIIIEHOTO B OrOJIOUIEHHSIX TOBapiB €JIEKTPOHHOT
KOMepIIii. 3a TOIIOMOTOI0 3rOPTKOBOI HEHPOHHOI Mepexi
JIOCITIJPKEHO OTOJIOIICHHSI TOBApiB, HA SIKMX HaBYaJIaCH
HEHpOHHAa MepeXka, 1 BW3HAYEHO, SKi caMme CcydJacHi
OTOJIOIICHHS BHMKJIHMKAIOTh HANOUIBIN TMO3WTHBHI M,
HABIIAKH, HETATHBHI BPKCHHSA B MOTCHIINHUX KII€HTIB.
Y poGoti [8] BHBUCHO OCHOBHI ACHECKTH MEHTAJIHHOIO
3II0pOB’s JIFO/ICH Ha OCHOBI iXHBOI peakilii Ha KOHKPETHi
oAl Ta SBMILA, 3aJIUIIEH] i/ MyOiKalissMi B COLIIaJIbHUX
Mepexax. 3aBIsIKH HaBUAHHIO 3 yYUTEJEM CTBOPEHO IBi
pi3HI MOJeNi aHaJi3y KOPHUCTYBAlbKUX JaHUX, HA OCHOBI
SKHX B TOAAIBLIOMY OIIPaIjbOBYBANINCS KOMEHTapi M
myOmikarii JFoAeH i BH3HAYAUCS OCOOJIMBOCTI TXHBOTO
MEHTAIIbHOTO 3[0pOB’Sl HUIAXOM aHalli3y TOHAIBHOCTI
TEKCTY 3 BUKOPHCTaHHIM 3rOPTKOBOT HEHPOHHOT MEpexi.

BuokpemiieHHs1 HeBUPillIEHNX YACTHH
3arajibHoi npooemu. Meta po6oTu

Mero10 wi€i cTaTTi € BIPOBa/HKEHHS IHTEIEKTYIILHOT

CHCTEeMH aHalli3y TOHAIBHOCTI Ta  KiacTepu3alii
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myOmikamid y  comiampHI Mepexi Twitter. Imes
aHaJIi3yBaTH TOHAJBHICTh KOPUCTYBAI[bKHX IOBiJOMIICHb
9y MMyOJiKamiif y coWiadhbHUX Mepexax He € HOBOIO,
a/pKke ICHY€ HHU3Ka MPAKTHYHO pealli30BaHUX CHCTEM,
0 BHKOHYIOTH TMOMiOHe 3aBmaHHiS. Ha choromHi
B)XJIMBUM 3aBIaHH]IM € ONTHMI3allii Ta MaKCUMaJbHO
e(eKkTHBHE  BUKOPUCTaHHS  HAasgBHUX  TEXHOJOTIH
1 TpaBWIbHUI BHOIp Mojeneil Ta anropuUTMIB s
BUKOHAHHS KOHKPETHOTO 3aBIaHHA, IO MOXE 3aJIeKaTH
SK BiJl pO3MIpy BXiJIHOI'O JaTaceTy, Tak 1 Bill po3MipiB
OKpeMHX TEKCTOBHX TOKeHiB [9] ycepemuHi maracery,
abo HaBiTh MapaMeTpiB IMOIIYKY TEKCTOBOI iH(popmarii
JUIi  KOPHCTYyBayiB, 10O  3aCTOCOBYIOTb  IICBHY
cucremy, abo smme ii yacTkoBoro (yHKIIOHANy JUIs
JTOCTIIKEHHS TEKCTY.

CaM mporiec AaHANITUKKA TEKCTOBHUX ITyOJiKaIliit
a00 KOMEHTapiB KOPUCTYBadiB MOXKHA YITKO MOIiTATH
Ha JIBl Ba)KJIUBI YaCTUHMU: 1I€ aHAJTi3 TOHAIBHOCTI TEKCTY
W KIacTepusaimisis TEeKCTOBHMX JgaHuX. Lle 3aBmaHHA

€ HeTpUBIaJBHUM 1 JOCUTHh CKJIaJHUM, OCKLIBKU
icHye Oe3ni4 mapaMmeTpiB, fKi MOTPIOHO BpaxoOBYBaTH
mepex CTBOPEHHSM TaKOi IHTEJIEKTyalbHOI CHUCTEMH
JUIS aHaNi3y TEKCTOBHX MAaHUX: I€ 1 po3Mip BHOIpKH,
1 TEKCTOBI JlaHi, 1 KOHTEKCT, SIKOMY I[i JiaHi HAJIC)KATh.
Ile Takok KOpWUCTyBaui, SKi TWHOIYTh ITyOJiKarii
YW TIOBIIOMJICHHS SIK PEAKI[F0 HA TMEBHY WO YU
CYKYITHICTD TOJiH, IO BiAOyBAa€ThCS B MEBHUH MOMEHT
yacy. Yce 1€ oO3Hayae, [0 CTBOPUTH YHIKaJIbHY
IHTENeKTyalbHy CHUCTEMY, SKa 3MOXKE BpaxyBaTH BCi
napamMeTpu ¥ NpuOMM3HO  OJHAKOBO  €(EeKTHBHO
aHamizyBaTH OyIb-sIKi TEKCTOBI MJaHi, HE MOXKIHBO.
Tak 4u iHakmle, ICHYIOTb 3aBAaHHs, IO KOXXHA
KOHKpPETHa CHCTeMa 3MOXKE BHKOHYBATH €(EKTHBHO
Ta 3 MaKCHMaJbHOIO TOYHICTIO, aji¢ ¥ 3aBHaHHs, sKi
e(eKTUBHO YM TOYHO BHKOHATH THM CaMHM HabOpoOM
ITOPUTMIB TPOCTO HE BAACTbCSA. Tak, HaWvacTimie
IUI  aHaji3y TOHAIBHOCTI TEKCTY BHKOPHCTOBYIOTH
3TOPTKOBI HEHpPOHHI Mepexi, a Uil KJIacTepHOro
aHamizy — iepapxiuHy kiacrepm3amito. L{i amropurmu
€ e(exkTHBHUMHM W TEpeBIpEHUMH 4YacoM, aje MOXYTb
aHaJi3 HEBEIMKUX 1

BUKOHYBATH JIHIIC cepenHix

3a  o0csroM  jaTaceTiB  4M  BHUOIPOK  JaHUX.
i amropurmMu MoxHa 0€3 MPOOIIEM BUKOPHUCTOBYBATH
1 s JOCHTh 3HAYyHUX OOCAriB [JaHMX, aje TaKul
aHainiz Oyne Hee()eKTUBHHUMA i MEHII TOYHHH, OCOOIHBO
SIKIIIO KUTBKICTh TEKCTOBUX OJMHHUIb JAHUX € BEIHMKOIO,
a caM TOKeHi3oBaHUi1 00’ ekT He Benukuii [ 10]. SckpaBum
NPUKIAZOM € collialibHa Mepexa Twitter, e onHe
KOPHCTYBaIlbKE MOBITOMICHHS MOYKE MaTH MaKCHMaJIbHO

280 cMMBOJIIB JIJIsl CTBOPEHHsI ITyOJTiKailii.

Jns toro mo6 HaWOLTBII epEeKTHBHO aHATi3yBaTH
TOHAJBHICTh MOBIIOMIICHh Ta IXHIO KJIACTEPHU3AIIIIO,
OyzeMo BUKOPUCTOBYBAaTH HEHpoHHY Mepexy LSTM Ta
QITOPUTM KJIacTepu3allii k-means, 3aBASKH YOMY MOXKHA
nocsirt Ha 10...15% Oinbiry eheKTHBHICTD MOPIBHSHO 31
3TOPTKOBHMH HEHPOHHMMH MepeXaMH Ta 1€papXidHOI0
Kiactepusauiero. [lepen THM Ak omucyBaTH (yHKLIOHAT
CHCTEMH Ta OCHOBHI anroput™u long-short-term memory
HEWPOHHOT Mepexi Ta alrOPUTM KiacTepu3alii k-means,
BapTO 3BEPHYTH yBary Ha HEBHpIlLIEHI mpoliemMu, a came
Ha Te, YOMY B KOHTEKCTi KOPHCTYBAaIlbKUX ITyOJiKaIii
1 KOMEeHTapiB y comianpHiii Mepexi Twitter 3ropTKOBI
HEHpOHHI MepeXi Ta 3BUYaifHa iepapXivyHa KITacTepu3aIlisa
€ Hee(eKTHUBHHUMH Ta MOXYTh YHACHiJOK aHaJi3y
TOHAJIBHOCTI TEKCTY ¥ TOMAIBINIOI KITacTepU3allii IIOKa3yBaTH
HeouikyBaHi pe3yibpratd [11]. Ile BinOyBaeThcs came
yepe3 OCOOJIMBOCTI pealizallii WX aJrOpUTMIB poOOTH
3 TEKCTOM Ta 4uepe3 BIAcCTHUBOCTI Bar, MO HAJaE
3rOpTKOBa HEHPOHHA Mepeka Ta SIKI € BaKIUBHMH IJIA
BpaxyBaHHs, OCKUIBKH B pa3i MMOMHUIIKOBOTO ITPOPaXyHKY
Bar 3reHepoBaHa MOJIENb MOXe OyTH CIIOTBOPEHOIO
Ta, BiJIMOBIIHO, HEIHCHOIO.

3ropTKoBy HEWpOHHY Mepexy, abo CNN, mMoxxHa
YSIBUTH SIK CYKYITHICTb MaTpHIlb, 10 CKJIaAAI0THCS B OAHY
BEJIMKY MATPHINO, V SKili BEKTOpaMH MOXHa 0OWpaTh
JUIl HaBYaHHS SIK TOPM30HTAJIBHI, Tak 1 BEPTUKAIbHI
MHOXMHH €JEeMEHTIB, c(hOpMOBaHI B TpOIECi HABYAHHS
HEHpoHHOT Mepexi aust nmoOymoBu wmozemi. Ilim wac
poOoTH 3IifICHIOETRCS HaKIIalaHHs CYKYITHOCTI CIiB OZHE
Ha OJIHOTO 3a JIOTIOMOTOI0 BEKTOPIB, OCKLIBKH KOXKHE
CIIOBO € OKPEMHUM BEKTOPOM OYKB, IO pa3oM (GpOpMYyIOTH
TMIeBHE 300pakeHHs. 3a JOMOMOTOI0 CTBOPEHNMX CHCTEMHHUX
mpenuKkaTiB  BinOyBaeTscs GinpTpamis cPopMOBaAHOTO
300paXCHHSI BEKTOPIB, IO € CYKYIHICTIO TEKCTOBHX
naHux, abo cmiB. OCKUIBKH TpEenuKaT Mae OTHAKOBY
LIMPUHY Ta JIOBXUHY IEPEeBIpKM 3HA4YEHb, TO MOXKHA
NpOaHANi3yBaTH JIMIIE 4YacTHHY Bekropa. Tomy mis
e(eKTUBHOCTI POOOTH BEKTOPU Hal4acTille CKIaaaloTh y
THMYacOBI MaTPHIIi A1 KOPEKTHOI Ta OibII eheKTUBHOL
¢GinpTpamii 3a IOMOMOrOK 3amaHoro npeauwkara [12].
OCKinbKH 1€ € 3aBAaHHSAM OOpOOIEeHHS NPUPOIHOT
MOBH, TIOTPIOHO 3ayBaKMTH, IIO QUIBTPH, SKI MH
BHKOPHCTOBYEMO B TIpOIIeCi pOOOTH, CTAaHIAPTHO MAIOTh
Ty caMy LIMPHHY, WO ¥ JOBXHHAa JOCIiIKYBaHOTO
TEKCTOBOTO eJeMeHTa, abo OoKpeMoro ciosa. Bucora x
€ OLIBII CTATUYHOIO Ta 3a3BMYall MOXE 3MIHIOBATH CBil
po3mip Big O mo 5. OCKiNBKH 3 OTpUMaHOI TEKCTOBOL
iHpopmauii nmorpidbHO (opMyBaTH TEBHI MOCHIITOBHOCTI
3HA4YeHb, MI0 B MOJANBIIOMY OYIyTh 3alllCaHi B CITUCKU

3HAYE€Hb, BIANOBIIHO HEOOXIMHO OOMEXKHTH KIUJIBKICTE
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CIOHUCKIB 1O 5 MTyK A TOro, mo0 MoXHa OyIo

3MiHCHIOBATH  e(eKTHBHE MapayenbHe OoOpOoOJIeHHS
TEKCTOBOI iH(pOpMaii Ta HaBYaHHSI MO i3 3aJaHUMU
00MEXEHHSIMH POOOTH MOTOYHOT HeHpoHHOT Mepexi [13].
UYepe3 1i alropuTMidHI OOMEXCHHS BHHUKAE OCHOBHA
npobieMa — HEMOXJIMBICTh TOYHOTO HaBYaHHA i
MOJATBIIOTO aHANlI3y TEKCTY 3a JIOMOMOTOI0 3TOPTKOBHX
HeWpoHHHX Mepex. Tekct 3 oOMexeHHsMH Oyne
MIpOaHaJI30BaHUH 1 pe3yNbTaT aHaji3y HOro TOHAJIBHOCTI
Oyze KOpeKkTHHH, alle 4yepe3 0OMEXEHHsI BUCOTH BEKTOpa
HEeWpOHHA Mepexka MO)Ke HaBUaTHCS JIMIIE Ha ITyOIKAIisIX 1
MOBIZIOMJICHHSIX 13 MOJSIPHUMH 3HaY€HHSIMHU TOHAJIBHOCTI,
T00TO —1, 0 260 1 [14], BiAMOBigHO, SBHO HETATHBHI,
HEeWTpaNbHI YM TMO3UTHUBHI KOMEHTapi 0e3 MOMKIIMBOCTI
iXHBOTO PO3IMOILTY 32 IEBHUM [ialla30HOM, 110, 3 OJTHOTO
0OKy, HE € KPUTHYHHM 1 MO)Ke OyTH KOPHUCHUM JIS
3araJbHOTO PO3YMIHHS TOHAJIBHOCTI TIOBIJOMJICHB, aje,
3 IHIIOro, 3 JOMOMOIOI0 TakKoi 3rOPTKOBOI HEWPOHHOI
Mepexi HEMOXJIMBO 3IiHCHIOBATH TOYHHWHA aHai3
TOHAIBLHOCTI. Tako)X BHHHMKAIOTh 3aCTEPEKEHHS MO0
MIBHAKOCTI po0OTH, aipke Taka HEHpOHHAa Mepeka Mae
HEBUCOKI IMIBUJKICTh Ta C(PEKTHBHICTh, OCKIIBKH JIJIS
30epe)keHHs MOJSIPHNX 3HAYEHb BEKTOPIB BUKOPUCTOBYETHCS
ITOPUTM MeMoi3allil TOBTOPIOBAaHUX AaHUX.

SIKmIo TOBOPUTH TPO i€papXidHy KIIacTepH3allilo,
TO BOHA TEX Ma€ HEAOJIKM y BHKOPUCTaHHI. 30Kpema
HAMOLIBIINI 13 HUX CXOXHWH Ha TOH, MO OyB OMHMCaHUI
paHinie moAo0 3ropTKOBOi HEHPOHHOI Mepexi, a came —
HEMOJKJIMBICTh BHKOHYBaTH CKJIaJHI 3aBJaHHS, a TaKOX
npoOiieMa HEAOCTATHBOI HIBHIKOCTI Ta e(EeKTUBHOCTI
poOOTH TakoTo anropuTMy Kiactepu3arii. s mouarky
BapTO 3a3HAYWTH, M0 I€papXiyHa KJIACTEpU3aLlis
(opMyeThCsl Ha OCHOBI JepeBoroaiOHOro Tpada, sSKuit
e BiOMUI Mmij Ha3BOw "meHaporpama’ i, BiIHOBITHO,
y mporeci moOyIOBH IHOTO Tpada BHUKOPHCTOBYEMO
arJIOMEepaTUBHUN MiIXiJ poOOTH 3 BXiMHUMHU HaHumH [15].
Matouu neHaporpamy il 3aCTOCOBYIOUHM arjioMEpaTUBHUM
Mi/IX1J, CHOCTEpIraeMo BiHOCHO OJHOTOHHI KJAacTEepH
i TmapanenpHO ITYKAaEMO MOXKIIMBI 3B’SI3KH MIX HHMH,
Ha JIPYrOMY KpOIIi MOCIIOBHO 3/IHCHIOEMO 00’ €IHAHHS
KJIacTepiB B OKpemuid "3B’s30K" Ha OCHOBI HEOOXiTHHX
npeaukatiB. OCHOBHOIO — MepeBarold €  MpOCTOTa
1 HAOUYHICTh y BUKOPHCTaHHI, TOOTO HAsSBHICTH 3pY4HOI
JIepeBONOAIOHOT CTPYKTYPH, B SIKiil KJlacTepy HaivacTime
3a YMOBH MpaBIIGHOI T€Hepallii MoJeTi MOXKHa MOOa4YnTH
HaBiTh "Ha oko" [16]. Ha >xanb, Hemouik Li€l IPOCTOTH
MOJISITa€ B TOMY, IO HalYacTilIe e MOKHA BUKOPUCTATH
JUIIEe JJIsi HEe3HAYHUX OOCSTiB JIaHMX 1 HEBEIMKHX
naraceTiB. OIHUM 3 OCHOBHHX HEIOJIKIB € CKJIAJIHICTH

JIepeBONOAiIOHOT iepapXii, 110 KIaCTEPU3YEThCA B daci

. : 2
3 aJIrOPpUTMIYHOIO CKIIAJHICTIO 0(}’1 lOg}’l), ac n —

KUIBKICTh 3araJIbHUX TOYOK JaHuX. JKImo X Ha
MIPOTHBAry B3SITH AITOPUTM k-means, y HbOMY Oynemo
BUKOPHCTOBYBATH ONTUMI3aIlil0 KOHKPETHOI IILOBOT
GyHKUIT, HaNpUKIAA, y MeXax MEeBHOTO Jiara3oHy
3Ha4YeHb Bifg k 1Mo [/, ToOTO Mm He MaeMo (PaKTHUIHO

ninpoBoi (GyHKIIT, a ToMy Habarato edexTHBHilEe Oyxae
BHKOHAQHHA dYepe3 CKIammicTs amroputmy O(nKm),

ne K — 1e KUTbKICTh KIIACTepiB, a m — KUTBKICTh CepeHiX

3HaueHb [17]. Takox mpoOnemoro  iepapxigyHoi
KJlacTepu3alii € MeBHA CTATHYHICTD, & caMe HEMOKIIMBICTh
CKacoBYBaTH IONEPEHI KPOKH BUKOHAHHS alrOPUTMY.
To06T0, KO MU 3MIHCHIMO KIIACTEPH3AILo 7 -/ TOYOK,
a MICJIs LIbOTO BUSIBUTHCS, 10 3’ €AHAHHS MIXK KJlacTepaMH
Oyno HempaBWIbHHM a00 BHHUKIH MPOOIEeMH Yy
CTBOpEHHI JiepeBonoioHoro rpada Ha OZHOMY i3 PiBHIB
iepapxii, TO MH HE MOXEMO CKacCyBaTH LEH KpOK Ha
NpOTpaMHOMY pIiBHI MiJ Yac BHKOHaHHs, ajke Oyze
OTpUMaHO (iHANBHY IEHOPOTPaMy 31 CIIOTBOPEHUMH
3HAYCHHSAMH a00 TMOTPIOHO Oyae B3YHHHATH pPOOOTY
IIpoOTpamMu | 3aIyCcKaTH CHCTEMY BiJl IIOYATKY, IO TEX €
BEJIMKUM HEJIOJIIKOM MOPIBHSHO 3 POOOTOIO alTOPUTMY
k-means, ne € 3Mora TEpeBIpSATH TPABWIBHICTH CEpPEAHIX
3HauYeHb 3a JOMOMOTOI0 33/1aH0T YMOBY BUKOHAHHS [18].
3 ormsmy Ha HaBeAeHY BHIIE iH(OpMaIlilo, MOXKHA
3pOOMTH BHCHOBOK, IO BHKOPUCTAHHS 3rOPTKOBOT
HEHpOHHOT Mepexi Ta iepapxXiyHOi KiacTepusamii €
HEONTUMAJILHUM JUISl aHANI3y TOHAJIBHOCTI KOPUCTYBAIbKUX
myOJTikalii 1 IMoBiTOMIIEHb y comianbHill Mepexi Twitter.
HatomicTh i onTuMizamii Ta MPUIIBHIIICHHS POOOTH
IHTEJIEKTYaIbHOI CUCTEMH JIOLUIBHIIIE BUKOPUCTOBYBATH
HEUPOHHY Mepexy 3 apxiTekTtyporo LSTM Ta anroputm

KJIacTepu3allii k-means.

DyHKIIOHAT CHCTEeMH

loBopsun  mpo  (QYHKIIOHAT  CTBOPIOBAHOI

IHTETIeKTyalbHOI CHCTEMH aHaji3y TOHAIBHOCTI Ta
KJacrepusanii myOnmikamiii y couianeHii mepexi Twitter
HacamIiepe]] BapToO 3BEPHYTH yBary Ha IiBa OCHOBHI
ITOPUTMH, 110 ¥ OyIyTh BUKOHYBAaTH OCHOBHH 0OcCsT
pobotu B cepenuHi cuctemu. Hacammepen ne HelipoHHA
Mmepexxa LSTM, 3a nonomororo skoi OyJe 3aiiicHIoBaTUCS
e(eKTHBHUIA Ta IIBUAKWN aHAII3 TOHAJIBHOCTI ITyOiKariit
1 KOMEHTapiB KOpHUCTyBauiB Twitter, i anroputm
KIactepusamii k-means, 3a AONMOMOTOI SKOTO OYIyTh
OCHOBHI PpO3MOAUIATHCS

BUIIATHACS KJacTepu Ta

KOPHUCTYBAILbKIH TEKCT 3a MU KJIACTEPaMH.




Cyuacnuii cman HAYKOBUX 00CNiOHCeHb Ma mexHonoziu 6 npomucirosocmi. 2023. Nel (23)

ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

Jdnst  mouwatky  BapTo  PO3KPHTH  CYTHICTbH
HEMpOHHOT Mepexi, sKy Oysno mnoOynoBano. OjHiero
3 HAWNOMyNSAPHIMMX 1 HalHeQeKTHBHIMMX MOJeIei
HelpoMepeK, OpPIEHTOBAHMX Ha OIPAIIOBAHHS YaCOBUX
paniB, € monens Long Short-Term Memory (LTSM).
BoHa € egexkTuBHOIO Yy BHUKOPHUCTaHHI W Habararo
TOYHINIO, HDK 3rajjaHa paHille 3ropTKOBa HEHpOHHA
Mepexa, aje BOJHOYacC BOHA € CKIIAJHOI0 B peaizalii,
OCKUIBKM [I¢ peKypeHTHa HEeHpOHHa Mepeka, OCHOBHA
(yHKIIS SIKOT TOJIsIrae B MPOTHO3YBaHHI IMOCIIJOBHOCTI
JAHUX 32 BXIMHUM IaTaceTOM i BiTIOBITHOI pOOIeMH,
Ky HeoOXiHO BUpimUTH. JJI1 Kpamoro po3yMiHHS
KOHTEKCTY 3aCTOCYBaHHS HEWPOHHOI Mepexi BapTo
chopMysIrOBaTH, IO MAEThCA HA yBa3l IMiX aHAII30M
YacOBUX PsMAIB, [UIA BHKOHAHHSA SKOTO OYyIyeThCS
HeliporHa Mepexa. CyTHICTh MOJIATaE B TOMY, IO BXiTHI
iHpopmamii, 110
AHAJI3YETBCS Y IEBHUX YACOBHX HPOMDKKAX, 3aBISKH

JaHi € KOHKPETHUMH TOYKaMH
YOMY MO)KHA CTBOPIOBATH Ta aHANI3yBaTH 3aKOHOMIpPHOCTI
NpoLECiB, MmO BigOyBaIOThCI Yy KOHKPETHHX YaCOBHX
npoMikkax. OCKINBKH € TeBHI MOB’s3aHI MK c000I0
TOYKH JJAHWX, BUKOPHCTOBYEMO PEKYPEHTHY HEHpPOHHY
Mepexy (RNN). B ocHOBI peKypeHTHHX MEpex JICKUTh
KOHLIETIIiSi KOMIPOK TaM’ATi, y SIKMX 30epiraroTbcs MeBHi
TOYKH NOJAaHHA AaHuX. Y Tpagunidanx RNN e Hemomik,
SKU{ TIOJISiTa€ B TOMY, WO B SIKMHCh MOMEHT po0OTH
Mepexi KITBKICTh TOYOK TIIOAAaHHS JaHUX MOXKE
301TBIIUTHCS HACTUIBKH, 1[0 HOBI JaHI HEMOXKJIMBO OyJie
3armam’siTaTH, 9epe3 10 UMOBIpHE CITIOTBOPEHHS KiHIIEBUX
pe3ynbTariB, ajKe 3peliTOl0  HEeWpOHHAa  Mepexa
MPOIYCKAaTHMe BaYKJIMBUH TEKCT 1 HE CTBOPHUTB ISl HBOTO
Touky mnomaHHs. Ha puc. 1 300paxkeHO 3arajibHy

CTPYKTYPY pPeKypEeHTHOT HEHPOHHOI MEPEXKi.
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Puc. 1. 3aranpHa CTpyKTypa peKypeHTHOI HeIipOHHOI Mepexi

Heiiponna wmepexa Long Short-Term Memory,
abo LSTM,
PEKYPEHTHUX HEHpPOHHHMX MEpeK, OCKLIBKH Ll MOJIENb

e OKpPeMHH 1 OCOONMBHI BHITAIOK

€ me e(eKTUBHIIIONW, a/pPKe MOXe 30epirati CyKyIHICTbh
iHpoOpMalii IPOTAroM TpUBAIIIIOro yacy. Y HEHpOHHIH
mepexxi LSTM mnopmosaHo JBI OCHOBHI pEKypeHTHI

mpoOsieMu: 1€ TPATi€HTH, IO 3HUKAIOTH, 1 TPali€HTH,
sKi 1eQOpMYIOThCS B TPOLIECi pOoOOTH IHTENEKTYalIbHOT
cucremMu. Mogens LSTM MicTUTh cTaH KOMIpKH TTaM’sITi
Ta TpU OCHOBHHMX mpoxomd. CTaH KOMIpKH Iam’siTi
30epirae 3HAYEHHS KOMIPKH IMPOTSATOM IEBHOTO MPOMDKKY
4yacy Ta € CTPIUKOI0, 1[0 PyXaeThCs U JIHIHHO nepenae
JaHi Janmi M0 KOHBEEPY IPAKTHIHO Oe3 JTOMaTKOBHX
nedopmariii. ¥ moaeni mepeski LSTM e 3mora nonaearu,
3MIHIOBATH W BUAAISATH iHPOPMAIIIIO 32 JOITOMOTOIO BXKE
3raJaHux paHilie TpboxX MpoxomiB. [Ipoxoan nomomararoTh
3IIACHIOBATH PETYIAIII0 iHQOpMAIii Ta € KIIFOYOBUMH B
apxiTekTypi HeiiponHol Mepexi LSTM, oCKIIbKH 3aBISKH
CTaHy KOMIpKH TIaM’SITi TIOTiK JaHUX (POPMY€EThCS B TIEBHY
JIHIAHY CTPYKTYpY ¥ 03BOJISE 3MIHCHIOBATH PIBHOMIpPHUIA
pO3MOAIN mam’sITi TPOTATOM BCBHOTO dacy poboth
HEHWpOHHOI MepeXi B IHTeJeKTyallbHii cucremi. HelipoHHa
Mepexa mepeOyBae B TphOX OCHOBHUX CTaHax: abo maHi
MOJAfOThCSl Ha BXiJ, a00 Ha BHXiJ, a00 3a0yBaroThCs
Yyepe3 CIIOTBOPEHICTh YU HEMOTPiOHICTH iH(popMarrii.
BinnosigHo, po6ota HEHpPOHHOT Mepexi peasi3oBaHa
3a JONOMOTOI0 3TalaHUX paHime TPhOX MPOXOIIB.
[NeprmM BUKOHYEThCS TIPOXif "3a0yBaHHS", O BiATIOBiNA€e
3a BuAaJeHHA iH(opMmarii, sfka UYepe3 CIOTBOPEHICTh
Yl BUKOPHUCTAHICTh OiNbIlle HE MOTPiOHA I aHAi3y
TOHAITBHOCTI TEKCTy, OTXe, 11 MOYKHa BUIANUTH Ta
3BUIBHUTH Miclle JUIs HAacTymHOI iH(popmamii Ha BXOi.
3aBAgKM IHOMY Ha KOXXHOMY KpOIli poOOTH HEHPOHHOI
Mepexi Mojenb crae edexTuBHimow. Llei mpoxix mae
JIBA OCHOBHI BXOIH: II€ NPUXOBAHUHA CTaH MOMEPEIHBOT
KOMIpKHM TaM’siTi Ta MOTOYHE BBEICHHS iH(opmariii Ha
neBHOMY Kpori. Li maHi mepeMHOXYIOTBCS 31 CTBOPSHUMHA
paHille MaTpUISIMU Bar, MIiCIs 4YOTrO JI0 HHUX JOAAETHCS
meBHUN KoedimieHT 3MmimeHHsA. Jlami 3acTOCOBYEThCS
curmoinHa QYHKIIis, 0 NPOAYyKye pe3ynbTat Big 0 1o 1,
3aBIIKM 4OMY HEHpOoHHA Mepeka "3Hae", Ky iHdopMarlio
MOHa "3a0yTH", a Ky mepenaTy aaii. SKIo M MaEMo
3HaueHHs 0, iH(OpMAIIiIo PO TaKWi CTaH KOMIPKH Iam’ ST
MOJKHA BHJAJIMTH, SIKIIO 3HA4YeHHS HaONMmkaerbcs 1o 1,
TO BCIO iH(pOpMaIio PO KOMipKy moTpibHO 30epertn i
nepenati Aaii. BekropHuil BHXin curmMoinHOi (yHKIII,
OTPHMAaHUI YHACHiJOK BiIIIpaIfOBaHHA YAaCTHHU MOJEINi
HEHPOHHOT MepeXi, MOTPIOHO NEPEeMHOXHUTH Ha CTaH
KOMIpOK Tam’ATi, ki He OyJ0 BHIANICHO B IIPOIECi
poboTH, a pe3yabTarT INepelaTd Iaii, YHACTiIOK YOoro
(dbopMyeThCS TEpIIMA TMPOXiJ, IO BUKOHYE BaKIMBHUHA
(yHKIIOHAT BHJAJIEHHS BCIX HENOTPIOHMX JJIsl aHAJ3y
TOHANIBHOCTI TEKCTy KOMipok mam’sti. Ha pme. 2
OCHOBHI apxirektypu LSTM

300pakeHo ACTICKTH

HEHPOHHOT Mepexi.
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Puc. 2. Apxitekrypa Long Short-Term Memory
HEWPOHHOT Mepesxi
Hpyrum ime "BXimHUR" TPOXif, SIKUH

BHUKOPUCTOBYETKCS JIJIS TOTO, MO0 ToaBaTH iH(OPMAIIIF0

Io craHy Kowmipkd mam sTi. CmodaTky —BHIUIEHI

3HAUeHHs, SKi HEOOXiHO JoJaTd A0  KOMIpKH
PETYIIOIOTECS 332 JIOTIOMOTOI0  CHUTMOIAHOI  (DyHKIIi,
BXIHUIMH JIlaHUMH BC€ 1€ € IIPUXOBaHWH CTaH
MOTIePEeTHROI KOMIpKHM IaM’sITi Ta MOTOYHE BBEACHHS
iHpopMmarii Ha Kpomi pobotu amroputmy. Y mpoleci
pOOOTH CTBOPIOETBCA BEKTOp, IO MICTHTH BCi abo
Mai;ke BCl MOKIIMBI 3HAYEHHS, SKI HEOOXIIHO IOJaTH
mo craHy Komipkum mam’sti. Lle BigOyBaeTscs 3
BUKOpPHCTaHHAM (QYHKIII tanh, BIINOBIAHO TaHTEHC
BHBOJUTL 3HaueHHS Bim —1 go 1. Jam HeoOXimHO
¢dyHKIil, 1o

3HAUEHHS! PEryJasTOPHOL

BU3HAYUTH  3HAUYEHHS  CUTMOIJIHOI
€ perynstopHoto. HasBHi
(yHKIIT HEOOXiTHO MOMHOXXUTH Ha CTBOPEHHWI paHilie
BEKTOp 3HA4YeHb. YCS BaXIMBA IS IHTENEKTYaIbHOI
cUCTeMH IH(pOpMALis 3 METOK aHAli3y TOHAJIBHOCTI
MIEBHOTO TEKCTY JOMAEThCA O CTaHy KOMIPKH TaM’ SITi
3a JIONIOMOTOO0 OIepalii JOJaBaHHS JaHUX. 3aBISKU
IFOMY MOXHA OyTH BIIEBHEHHM, IO I1ie depe3 "BXigHmi"
mpoxif OyJo JOJaHO JUIIE KOPUCHY Ta MOTPIOHY
inpopmariro, ska Oyna momepenHso BiadimpTpoBaHA
Ta MepeBipeHa B MPOIeci pOOOTH MEPExKi.

OcramniM  ige  "BuxigHMH" — Tpoxin, — SKWH
HEOOXiMHUHA JJIsI TOro, 00 BUKOPHCTOBYBAaTH MOTOYHY
iH(popMaIlifo, sKa € JOCTYHHOIO B KOHKPETHHA MOMEHT
qacy, i BioOpa)xxaT! HaMOULIBII peleBaHTHI pe3ysbTaTy.
CriouaTKy  CTBOPIOETBCS ~ OKPEMHH  BEKTOp  IICIA
3acTocyBaHHs (YHKIII fanh 10 CTaHy KOMIPKH Mam’sTi,
Jle 3Ha4YeHHS BUXOXIy KonmBaeThcs Big —1 mo 1. Cama x
cUrMoifHa (QyHKIIS 3HOBY BHKOHYE POJIb PErYJISTOPHOI
(yHKIi{, TOOTO BHUKOPUCTOBYETHCS U PETYIIOBAHHS
caMme THX 3HaueHb, 110 Jaji MOTPiOHO BUBECTH 3 BEKTOpa
3a JIOTIOMOTOI0 NIBOX 3TaJaHWX paHillle BXOIIB, a came
MPUXOBAHOTO CTaHy IONEepeIHbOT KOMIPKM MHaM’sTi Ta
MMOTOYHOTO BBEJCHHs iH(poOpMamii Ha TEBHOMY KpOIIi.

3HaveHHs CUrMOINHOT (PyHKLIT HEOOXIHO TePEMHOKUTH

Ha BEKTOpP 1 OTpMMaHHM{ pe3yNbTaT omepamii #me sK
BUXIJIHC 3HAYCHHS. TakoX HEHPOHHA Mepeka HaJCHIIAE
pe3ynpTaT y TPHUXOBAaHWH CTAaH HACTYITHOI KOMIpKH
nam’sTi, 0 BIANOBIJHO € CYYaCHUM DIllIEHHSIM, 3aBISKH
yoMmy HeiiponHa Mepexa LSTM e HaileheKTHBHIIIOO
Ta HaM3pyYHINIOI0 B MPOTHO3YBaHHI IOCIiJIOBHOCTEH
i ocobimBO m0Ope cebe mokaszana, BUKOHYIOUH 3aBIaHHI
aHai3y TOHAIBHOCTI  MyOdiKamid y  couliaibHIN
Mepexi Twitter.

TakoX BapTO YTOYHUTH BAXKJIMBICTh CHTMOITHOT
¢yHKmii akTHBamii camMe mix dYac poOOTH TPOXOIy
"3a0yBaHHs", OCKUIBKH 3aMICTh TOTO, 100 PO3MOIUISTH
3HaYeHHS MK —1 Ta 1, 3mIACHIOETBCS PO3MOIUICHHS
Bxiguux 3HadueHb MK 0 Ta 1. Ile momomarae BuYacHO
OHOBIIIOBATH 3MiHeHi naHi abo "3a0yBaTu" cIOTBOpEHI,
TOOTO Ti, MO OiJbIIe HE MATUMYTh JXOAHOI KOPHCTI
B TIpoIleci aHamily TOHAJIBHOCTI TeKCTy. Posmoain
3nilicHIoeThesl came MK O Ta 1 yepe3 MaremarnuHe
MHOXKEHHSI, OCKITBKH Oy[b-sIKE YHCIIO, SIKE TTOMHOKHMO
Ha 0, yHacnigok Oyzae 0, Tak i HaBraku, Oyb-IKe YHCIIO,
IIOMHO)KeHE Ha 1, 3aJIUIINTHCS HE3MIHHAM. 3aBISIKH
IBOMY CHTMOiHAa (YHKINS JomoMarae e(QpeKTHBHO
BHM3HAYHTH, AKi JaHi HEoOXigHo "3a0yTn" abo BUOAIUTH,
SIKl JIMIIe OHOBUTH Ha MOTOYHE 3HA4YEHHsS TOHAJIBHOCTI,
a sKi 30epiraloTeCsi ¥ TeEpemaroThCs B HACTYITHHH
"pximaui" mpoxix. Omxke, Ha puC. 3 300paxeHO
MTOKPOKOBHIA anroput™ pobdotu Long Short-Term Memory
HEHPOHHOT Mepexi.

LSTM,

CUCTEMU

OxpimM peamizamii HEHPOHHOI Mepexi

Ba)XXJIMBOIO  YaCTUHOIO  IHTEJIEKTyaJbHOI
aHaJli3y TOHANBHOCTI Ta KIacTepH3amii myOmikamiii y
couianbHid Mepexi Twitter € paBUIbHA IMITTIEMEHTALlIS
KJacTepu3aiii 3 BHUKOPHCTAHHIM aJTOpUTMY k-means.
Sk Bke Oyno omucaHO paHille, 3BHYaiiHa iepapxidyHa
KJIACTEPH3allis, X094 1 € JOCHTh MOMYyJSPHOK Ta Mae
YiTKO BUpaXKEHI NepeBary, Bce K HE BiAMOBIJIAa€ HAIIOMY
3aBIAHHIO, a caMe s OOpOOJIeHHS TOYHMX 3HAYEHBb
TOHAJBHOCTI  TEKCTYy W, BIAMOBIAHO,  BHIUICHHS
HeoOXimHUX KiactepiB. s modaTKy BapTO YTOYHHTH,
0 KJacTepu3alis — Iie MpoIec MOJUTy 00Csry JaHHX
MEBHOTO pO3Mipy Ha JeKUTbKa YITKO BH3HAYCHHUX
CTPYKTYpPOIO

YHUHOM, 100 3HAYEHHS TOYOK JaHUX B OIHINA TPy Oymm

AQHAJOTIYHUX 32 CBOEIO TPyl  TaKuM
OlIBII CXOXKMMM Ha 3HAYEHHS IHIIUX TOYOK JAHHUX
y Tilf caMiif Tpymi, HK iHII TOYKH JAHUX, [0 HaJekKaTbh
rpyI.
KIIACTEepH3allisi — IIe AITOPUTM HaBYaHHS Oe3 yduTemns

0  IHIHX Takox BapTo 3a3HAYUTH, IO

4yepe3 CBOi 0COOIMBOCTI pOOOTH.
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Puc. 3. Anroputm po6oTn HetipoHHOT Mepexi LSTM

Knacrepmsauis k-means — 1ie airopur™m, IO
B IpoIleci HaBYaHHS He TOTpeOye MO3HAYKH BXIiJHUX
JTAaHWX, HA BiIMiHY BiJ aJITOPUTMIB HABYAHHS 3 YUUTEIICM.
Knacrepuzauist k-means moninse o0’€KTH Ha KJacTepH
TakKUM YWHOM, MO0 yci 00’€KTH BCepeluHi KiacTepa
Oynau CXOXi ONMH HA ONHUIM 1 HE CXO0XiI Ha 00 €KTH
B IHmMMX KiacTepax. JIaTWHCBKa niTepa k € MO3HAYKOIO
Yrcia, M0 BKa3ye Ha KUTbKICTh KIIACTEPIiB, SKi HEOOX1THO
CTBOPHUTH. TakoX CyTHICTH alNrOpUTMY IOJISITAaE B TOMY,
mo0 3HaiTH, sKke HaliKpalle 4d ONTHMaJIbHE 3HA4YEHHS
KJIacTepiB HEOOXiAHO BUKOPUCTATH IS EPEKTHBHOI
pobotu 3 aHamizoM TOoHaNBHOCTI. Cama mpoueaypa
KjIactepmsamii  k-means € JIOCHTB TIPOCTOIO  Ta
3pO3yMIJIOI0 MaTeMaTH4HOI 3ajadeto. [l moyarky
HEOOXITHO BH3HAYUTHCA 13 3arajJibHOK  HOTAIIIETO.
Hanpuknan, y Hac € Bin C; no C; HaOOpiB, IO MaroTh
IHAEKCH CIIOCTEPEKECHHS B KOXKHOMY KJIacTepi, i Habopu
3a7I0BOJIBHSIOTH JIBI OCHOBHI BIIACTHBOCTI: IO-TIEpILE,
KOXXHE CIIOCTEpPEKEHHS HAISKHTh Xoya O IO OJHOTO

3 k HasBHUX KJ'IaCTepiB, Mo-Apyre, KiaCTepu HE MOXKYThb

MEPEKPUTH  OJUH  OJHOTO, TOOTO OAMH  HaOIp
CIOCTEPEXKEHb  MOXKE  HaJeXaTd JIUIIE  OIHOMY
VHIKQJIbHOMY KjacTepy. B OCHOBI  Kjacrepu3arii

k-means NeXWTh ines, IO HalKpama KiacTepu3aiis —
e Ta, A€ Bapiallisg 3HAYeHb YCEpeIuHI KJacTepy €
TOOTO MeXax IEeBHOI'O

MiHIMaJIbHOIO, Bapiamis B

kitacrepy C; € MIpOI0 BEIMYUHHM CIOCTEPEIKEHHS
KJIacTepy, /¢ OJWH KJIAacTep BiIPI3HAETHCS Bij IHILIOTO.
Lle i € npobyiema, 10 BUpillye Kiactepusallis k-means

y MeXaXx IHTEIEeKTYaJIbHOI CHCTEMH.

BapTto HaromocwtH Ha BaXXJIMBOCTI MapamMeTpa Kk,
0 BU3Ha4yae KUTbKICTh KiacTepiB. Yacto Horo moxkHa
BU3HAYUTH IE€BHUM TNPHOJIM3HUM 3HAUCHHSM, HPOCTO
MIPUKUHYBIIU pO3MIp JaraceTy W JaHi, sSKi BIH MICTHTb.
Jis Hammoro 3aBOaHHS — aHANli3y TOHAIBHOCTI TEKCTY —
o0paHo "MIKTBOBUI" METOJ, MO0 Ja€ 3MOTYy TOYHIIIE
BH3HAYUTH HEOOXiAHY s poOOTH KiJBKICTH KIacTepiB
3a JIONIOMOTOI0 3aIlyCKy alTOpUTMY k-means i3 pi3HUM
HabOPOM KIJIACTEPIB 3 METOI0 eMITipHYHOTO BHU3HAYCHHS
onTuManbHOTrO 3HavyeHHs. "JIikThoBHI" MeTON Tependavyae
MOITYK TIEBHOI METPUKH, MI00 OIIHWUTH, HACKUIBKA
pe3yiapTaT KIacTepH3allii € XOpommMd Jyisi pi3HUX k
3Ha4YEHb 34 JOMOMOTOI0 3HaXOHKEHHS "HIKTHOBOI" TOYKH,
mo0 BiATUIMTH BCi HEMOTPIOHI MOjaybIIi 3HAYCHHS H
o0paTy ONTHUMaiIbHE MO BH3HAYCHOI TOUKH. Pi3Kkmii crax
3HAYCHb Ha BINMOBIMHOMY Tpadiky O3Ha4ae, IO

3HAYCHHS KJIacTepH3aii ONITUMI3y€ThCH, ane
€ MOMEHT, KOJIU pI3Kuil chaj| 3Ha4eHb MPUIHHSE MaJaTh
i crabimizyerscsa. Lle i € Ta cama "mikThOBa" TOUKA.
Tob6to Bci 3HaueHHs micis "JTIKTHOBOI" TOYKM MOTPIOHO
BIIKUHYTH W 3aJUIIUTH JHIIC Ti, A€ € CHaJ CePeaHBOT
CyMH KBaJpaTiB 3HAueHb CIOCTEPEXKEHb YCEepeIuHi
KOKHOTO KJIacTepy, TaM, Ae craj HanOumbimmid. {1 Touka
CKopimIe 3a Bce i Oyae onTUMarIbHUM YHCIIOM KIIacTEpiB.

AJTOPUTM  KJacTepusalii €, BJacHe, METOIOM
MOJUTYy IHIEKCIB CIIOCTEPEKEHHS B KOXKHOMY KiacTepi
TaKMM YMHOM, LIO LiJIb OCTAaHHBOT'O PIBHAHHS BUIUICHHS
k xmacrepiB € MiHiMi3oBaHOW0. [Ipobnmema € mocuTh
ockinekn € k' cmocobiB

CKJIAJIHOXO, PO3ILIATH

n CIIOCTEPCIKCHbL Ha KJIAaCTEpu, ajc iCHy€ AJITOPUTM,
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3a JOMNOMOTOI0 SKOTO MOXHA 3HAWTH JIOKAJIbHUN
ONTHUMYM Il mpobieMu ontumizauii k-means. Cam
ANTOPUTM KIIACTEepH3allii k-means Mae aBa TIOO0ATBHHIX
Kpoku. [l movatky HeoOXiJHO o0paTH BHIIAJKOBE
3Ha4YeHHS Bif | 10 kK KOXHOMY 31 CIIOCTEpPEKCHb NTaHWX,
o OyJu OKpeMo BHIUIEHI 3 maTaceTy. BoHH € meBHUMH
MOYaTKOBMMHE 3HAYEHHSIMU Uit KiactepiB. Lo mporemypy
HEOOXiJHO IOBTOPIOBATH  JOTH, JOKH  3HAYCHHS
KJIaCTEPIiB HE MEPECTaHyTh 3MIHIOBATUCS. J[Is KOKHOTO

3 k KJIacTepiB HEOOXiMHO OOYUCIUTH IICHTPOIN KIacTepa.

Puc. 4. Anroputm poboTH Knacrepusaii k-means

OxpeciuBIIM JIOTIKY Ta (GYHKI[IOHAT HEHpOHHOT
mepexxi LSTM Ta anroputMmy Kiacrepusauii k-means,
ycepenuHi

cTae  3po3yMmisio, SIK cucremu  Oyne

BimOyBaTHCS  TpoOIleC  aHalmi3y  TOHAJIBHOCTI  Ta
KJjacTepu3anii myOmikaiiii i moBiIOMIeHb KOPUCTYBadiB
comiansHOl Mepexi Twitter. Kpim Toro, HeoOXimHO
3pO3YMITH, SIK BUTJISIA€ JIOTIKA IHTEJICKTYAIbHOT CHCTEMU
3arajoM. HeliponHa mMepexa i adroputMu Kiactepu3arii
cami 1o co00i BHKOHYIOTH JIHIIE TMEBHY (YHKIIiO
B cucremi. Cama cucTeMa MICTUTH BEIHKY KUIBKICTb
MPOIECiB, IO HE ITHUBHO, OCKUIBKM MH B3a€EMOJIIEMO
3 peaJbHUM KOPHCTYBAaueéM Ta BiJIITOBXYEMOCS Bij
3aJ]JaHUX KOPHUCTYBaueM MapaMeTpiB y TEBHUIl MOMEHT
yacy, KOJIM [Ied KOPUCTYBad MPaLIoe i3 CHCTEMOIO.
Haii0inpin 3py4HOIO AiarpamMoro i BiJ0OpakeHHs
3arajbHOi KOHILEMIii B3a€EMOJII KOPHCTYBada, CHUCTEMH
Ta IHIIMX EJIEMEHTIB CTPYKTYpU € jiarpaMa BapiaHTiB

BUKOPUCTAHHA, OCKIJIbKH 3ne6im,moro BOHa CKJIaJa€ThCsA

3 aKTOpiB Ta BapiaHTiB BHUKOPHUCTAHHS, SKi BOHH
3MIACHIOIOTh. B milf  iHTenekTyampHi  cucTemi
aHajJi3y TOHaJbHOCTI Ta KJacTepu3aulii TEKCTOBOI

inpopmarii € exuaMit aktop — "KopucryBad" — okpema

OTpumaHnii TEHTPOin k-ro Kiactepa € OKpeMHM
BEKTOPOM CEPEJHIX 3HAYCHb IHICKCIB CIIOCTEPESIKEHD
y k-my «xmactepi. KoxHOoMmMy Kiactepy HeoOXigHO
NPU3HAYUTH 1JCHTH(]IKATOP CIOCTEPEKEHHS, LEHTPOI
SIKOTO HalOmmKye.

pO3TanIoBaHMiA [MotpibHO

NEepeKoHAaTUCs, 10 BCl KJACTepU € CTaOUIBHUMHU
i HE MICTATP HEBU3HAUCHOCTEH, OCKINIBKH II€ MOXKE
3aBaJIUTH 3IIHCHEHHIO KOPEKTHOTO PO3IOJTY 1HJEKCIB
CIIOCTEPEKEHHS INOJO KIAcTepiB. ANTOpUT™M pobOTH

KJIacTepusaiii k-means 300pakeHo Ha puc. 4.

CYTHICTh IIIOJ0O CHUCTEMH | 300paKeHuil

BiJl IHINMX BapiaHTIB BUKOPHCTAHHS, IO € OCHOBHUMH

OKpEeMO

acriektaMu pobotu cucremu. Camy niarpamy BapiaHTiB
BUKOpHCTaHHS 300paxkeHo Ha puc. 5. Ha nmiarpami

IHTEJICKTYalbHy ~ CHCTEMY  300pa)KCHO  BCEpeIuHi
NpSAMOKYTHUKa. BOHa MiCTHTP JeKilbka OCHOBHHX
BapiaHTIB  BUKOPUCTaHHS, 1O  BIANOBIZalOTH 32

30epekeHHsl TBITIB — TMyOdikamidi Ta KOMEHTapiB
KOpHUCTYBaviB colianbHoi Mepexi Twitter. Kpim Toro,
€ BapiaHTH BHWKOPHCTaHHSA, SKi BIAMOBINAIOTH 34
(dopmaTyBaHHsI TEKCTOBOI iH(poOpMalil A0 MOTPiOHOro
BUTIAAY, 3ailicHeHHs LSTM-aHanily TOHAJIBHOCTI
TEKCTOBHMX JaHMX, BHUKOHAHHS KJIACTEPHOTO aHai3y,
BUBE/ICHHS BCIX HEOOXiIHMX OTpPHMaHHX pe3yJbTaTiB
y ¢opmari, 1m0 HaWOUIbIIe BiANOBIAE OTPUMAHUM
JIAaHUM 1 3aBEpIICHHIO POOOTH CHCTEMH.

OxpiM 3BHYAHHMX BapiaHTIB BUKOPUCTAHHS, IO
BUKOHYIOTh KIIIOYOBI (DYHKIIT IHTEJIEKTyaJIbHOI CHCTEMH,
BiJJOOpa)KEHO  BapiaHTH

Ha jgiarpami BKJIFOUEHHS

Ta PO3IIMPEHHS, SKi OUTBII JETaNbHO IMOSICHIOIOTH
CYTHICTb pPOOOTH OCHOBHHMX BapiaHTiB BHUKOPHCTAaHHS.

Tak, Hampuknazx, BapiaHT BHKOPUCTAHHSA, IO OIHUCYE
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30epeXeHHsI TBITiB, MICTHTh BapiaHTH BKIIOYEHHS, SKi
ONUCYIOTh 33JIaBaHHs MapaMeTpiB y IEeBHOMY (opmarti
Ta 30epekeHHS CPOPMOBAHOTO JaTaceTy B .csv (hai.
Takok MICTHTBhCS BapiaHT PO3IIMPEHHS, SIKUW BiITBOPIOE
nporec BHOOPY OCHOBHHX KIIOYOBUX CIIB IOIIYKY.
Bapiant BuKOpUCTaHHS, 110 OmnUcye (opmaryBaHHs
TEeKCTOBHUX JaHUX, Ma€ JIMIIC BapiaHTH PO3IIUPEHHS, SKi
BiITBOPIOIOTh BUAJICHHSA 3aliBUX CHMBOJIIB 13 TEKCTY,
CTaHIApTU3yBaHHS HasBHOI iH(opmalii Ta BUIaNCHHS
OOpOOHMKIB TEKCTy, IO OynM 3aBaHTaXCHI 3a
3aMOBUYBaHHAM. TakoX iHIIMII BapiaHT BHKOPHCTaHHS,
LSTM-anani3  TOHaJbHOCTI

SKUIl  BigmoBimae  3a

TEKCTOBUX JaHUX, Ma€ JIMIIE BapiaHTH PO3IIUPEHHS
MOJJIMBOCTEH, Takl sIK 3MIMCHEHHsS MiIpaxyHKy BCiX
MMOTOYHUX IIapiB MEpeki Ta CTaHy KOMIPKH Mam sITi

1 TpHM OCHOBHUX TIPOXOAHW, 3JIHCHEHHS MPOTHO3Y

TOHAIBHOCTI TEKCTOBOi iHQOpMalii, TOOTO myOmiKamin

1 KOMeHTapiB KopuctyBada JTwifter, 1 KiHIEBe

30epexxeHHs CcTBOpeHOl wMozemi. [lami #ime BapiaHT

BUKOPDHCTaHHS KJIACTEPHOTO aHallidy, SKHH TaKoX

MICTUTh BapiaHTH pO3MMPEHHS ¥ BKIIOYCHHSA, TaKi
"MiKTHOBOT" BHU3HAYECHHS

K TIouryxk TOYKH,

¢iHAMPHUX KJAacTepiB 1 iXHIX KIIOYOBHX IICHTPIB

Ta IMIJICMEHTAIlis] KOHBEPIeHIIII.

Puc. 5. Jliarpama BapiaHTiB BUKOPUCTAHHS IHTEICKTYyalbHOT CHCTEMH aHaJli3y TOHAIBHOCTI Ta KJacTepu3allii myomikarii

Takox BapTO HAroJOCHTH Ha [JBOX OCTaHHIX
BapiaHTax BHUKOPHUCTaHHS, 30KpeMa BUBEACHHS Pe3yJIbTaTiB
i 3aBepmieHHS pPOOOTH IHTENEKTyallbHOI CHCTEMH.
BuBeneHHs1 pe3ynbTaTiB Mae JIMIIe BapiaHTH BKIIOYCHHS,
30KpeMa BHUBEICHHS pPE3yJIbTaTiB aHANi3y TOHAJIBHOCTI
KOPHUCTYBAaIIbKUX MyOJIiKaii i KOMEHTapiB Ta BUBEACHHS
pe3yIBTATIB KIACTEPHOTO aHANi3y y BHUIJIAAI TEKCTOBOI
iHpopMmarnii, a Takox rpadikiB 1 mgiarpam s OiTbLI
JETabHOTO TIOSCHEHHS OTPUMAaHMX NAaHUX BiJIIOBiTHO
JI0 KJIFOYOBUX CJIIB MOUIYKY.

OmnmcaBmim 3arabHy CTPYKTYPY I1HTEIEKTyaIbHOL
CHUCTEMH  3a  JIOIIOMOIOIO

JiarpaMd  BapiaHTIB

BUKOPHCTAHHS, HEOOXIMHO OLIBII KOHKPETHO OIMCATH

CTPYKTYpY CTBOpPEHOI cHCTeMH Ta 1i (yHKIOHA,
JUISL [IbOTO 1/ealibHO MiAXOIMTH Jiarpama misiIbHOCTI.
Bona pae 3MoOry 4iTKO BHIUIMTH CYTHOCTI CHCTEMH
3a JOTMOMOTIOI0 JIOPIXKOK, YMOBU BHKOHAHHS OOYHCIICHb
Ta pO3paxyHKIiB, UITKO TOKa3aTH CTaH [ii Ta HOro
B3a€EMOJIII0 3 IHIIMMHU CTaHAaMH B MEXax I0YaTKOBOTO
1 KIHIIEBOTO CTaHy IHTENEKTyaJbHOI CHCTEMH aHalli3y
TOHAJILHOCTI Ta KiacTepu3auil myOiikauiid y couianbHii
Mepexi Twitter. Takoxx 3py4HO BigoOpazuTH BCi
HasBHI PO3Tally’KCHHsS TMOTOKIB y Tmpoleci poboTu
Ta ixHi pe3ynpratd. [loOymoBaHa miarpama IisUTBHOCTI

300pakeHa Ha puc. 6.
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Puc. 6. liarpama IisuIbHOCTI iHTENEKTYaIbHOI CHCTEMH aHaJli3y TOHAIBHOCTI Ta KiacTepu3anii myourikamiit

Jis mowatKy BapTO BHOKPEMHUTH [Bi OCHOBHI
cyTtHocTi, a came "KopuctyBau" i "Cepsep". Ha niarpami
IiSUTBHOCTI BOHHU IIOJAHI y BHTIISAAI OKPEMHX JOPIXKOK,
BIAIIOBIIHO MOYKHA OIMCATH IXHIN KOHTEKCT HE JIUIIE
B MpocTOpi, ajle W y daci, TOOTO 3pO3yMiTH, SAKi
NPOLIECH B IHTENIEKTYAJIbHIH CHCTEMI BiOYBaTHMYThCS
B KOHKPETHHH MOMEHT 4acy Ta SKHM YHHOM OyIyTb
B33aEMOJIISATH MK coOoto. [lepmuM izie moYaTkoBHH CTaH,
SKUA ~ omucye  (YHKIIOHATBHHKA  IMOYaTOK  poOoTh
CHCTEMH, Jaji IOCIIJOBHO MiX CO00I0 B3aEMOMIIOTH
CTaHW Mii, 0 HAJIEXaTb KOPHUCTYBady CHCTEMH, TOOTO
BBE/ICHHS MapameTpiB 30epexeHHs, 33/1aHHs KIFOUYOBHX
chaiB Ta iHmi gii, abo craHd i, SKI € TIOBHICTIO
IHKaICyJbOBaHI B MEXaX JIOTIKM OKPEMOTO EK3eMILIsIpa
KJIaCy BUKOHAHHS 3a/1adi, TOOTO KOXKEH CTaH [ii MOXXKHA
pO3TIIsiaTH He3aleXHO Bix iHmMMX. TakoX CyTHICTh
"CepBep" 'y mporreci nepesipsie

pobotu YMOBY

Ha JIONyCTUMICTh 30€peXEHHs CTBOPEHOI Mopedwi
9 Ha HEOOXIMHICTh 3MIHCHEHHS IMPOIECY 3BOPOTHOIO
nomupeHHs noMuiku. OkpiM ymoB, cytHicTs "Cepsep"
MICTUTh pO3MapasiefieHHs] CTaHiB [iif, Je OJHOYaCHO
M 9ac BHUKOHAHHS JBOX pPI3HHX TIPEIUKATIB 3MiHa
KJIFOUOBHX IIEHTPIB MOXKE PO3IUIMTUCS SIK Ha BHUMIp
BIICTaHEH MDK KJIacTepamMu, Tak 1 Ha 37ifiCHEHHS
KOHBEPreHIil 3 y)Ke HasBHUMH KJIacTepaMH BHACIIJIOK
004YNCIICHHS IEHTPOia KJIacTepy, IO MICTHTh PO3/iNICHI
IH/IEKCH CIIOCTEPEKEHHSI B IHTEJIEKTYaJIbHIM CHCTEMI.
Orxe, onucasIy (DYHKI[IOHAI CHCTEMH 3a JIOTIOMOTOI0
00’€KTHO OPIEHTOBHMX JdiarpaMm IOTPIOHO I OLIBIIOro
PO3YyMiHHSI KOHTEKCTY pOOOTHM CHCTEMH oOmmcard il
OCHOBHI €JIEMEHTH Ta B3a€MO3B’S3KH 3a JIONIOMOTO
¢yHkuionansHol aiarpamu. HalOimbin 3py4HOIO /IS

BHKOHaHHA IbOI'0 3aBIAaHHA € z[iarpaMa MTOTOKIB JaHHX,

OCKITBKM BOHA JIOJaTKOBO IIOKa3ye€ CHCTEMY SIK
CYKYITHICTh TPOIECIB, IO B3aEMOJIIOTH MiX COOOIO Mif
4ac yCchOTO LHUKIY JKUATTS cucTeMHd. Jliarpama mOTOKIB
JIaHUX 1HTEJIEKTYaJIbHOT CHCTeMH 300paXkeHa Ha pHc. 7.
Jiarpama cKiramaeThesl i3 CEMH IMOCIIIOBHIX ITOTOKIB
JIaHMX, 1€ KOXKEH MOTIiK MepeXoJnTh Y HACTYITHUI 1 epeaae
MeBHy iHpopMalifo B Mexkax 3amury. KokeH MOoTik
BUKOHY€E BC1 HEOOXiJHI BUMOTU JI0 TpaH3aKiid, TOOTO
IHTEeTIeKTyaIbHa CHCTEMa TIepeace JaHi 0e3 pu3UKy iXHbOT
BTpaTH: SIKIO TPaH3aKLis He BiAOyAeThcs abo B mporeci
pobotn Oyzae BTpadyeHO UM CHOTBOPEHO iH(OpMAIIiIo,
TpaH3aKIlis MPOCTO 3yNMUHHUTH POOOTY MOTOYHOTO MOTOKY
1 IOBEpHE KEPYBAaHHSI MUHYJIOMY IIOTOKY, SIKMI 3aBEPLLUBCS
mTaTHO 0€3 CHOTBOPEHHS HAsBHOI KOPHCTYBAIbKOI
iHpopmamii. Takox mix HOmepom 1 Ta mijg Ha3Bow R
Ha jiarpami 1moJiaHi CXOBHIA IaHHUX, Y HAIIOMY BHIAJIKy
e TEeKCTOBUH (aill 13 pO3MIMPEHHSIM .cSv Ui
30epekeHHsl JlataceTy i cepBep Ui JMHAMIYHOTO
30EpeKCHHS JaHUX MK 3amuTaMd. basu maHuX SIK Takoi
HE CTBOPIOETHCS, OCKUIBKM  CYTHICTh  CTBOPCHHS
IHTEJIEKTYaNbHOI CHCTEMH TMOJNSIra€ B  IMIIEMEHTAllil
QITOPUTMIB  TOTOYHOTO  aHANi3y TOHAIBHOCTI  Ta
KJacrepusanii MmyOIikalii i KOMEHTapiB y COIiaibHiii
Mepexi Twitter BIATIOBITHO IO 3aJaHUX KITFOYOBUX CIIIB.
Ha mizcraBi BUKOHAHOTO ONKCY OCHOBHOI CYTHOCTI
¢dyHKIiOHATY,

HeliponHol Mepexxi LSTM Ta anroputmy kiactepusarii

CTBOPIOBAHOi CHUCTEMH, il peaizarmii
k-means Oyno TPOBENEHO EKCIIEPUMEHT 31 CTBOPEHHS
MOBHOLIIHHOTO Jaracetry 3 myOuikamiii i KOMEHTapiB
y comianbHiil Mepexi Twitter 3a KIIOUOBHMH CJIOBaMH,
3aJ]aHUMH KOPUCTYBadeM, 1 MpoaHaIi30BaHO TOHAIBHOCTI
OKpEeMHUX TMOBIIOMJICHh 1 BIAMOBIMHUA MOALT Ha
¢biHaBHI KITaCTEPH.
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Puc. 7. liarpaMa MOTOKIB JaHHUX iHTENEKTyaJIbHOI CUCTEMH aHaJli3y TOHAIBHOCTI Ta KjacTepu3alii myOmikariit

Pe3yabTaTH gociigKeHb Ta iXHE 00T OBOPEHHSA

[IpoBeneHo  eKCIepUMEHT i3 3aCTOCYBaHHs
IMIJIEMEHTOBAHOI IHTEJEKTyalbHOI CHCTEMH aHall3y
TOHAJIBLHOCTI Ta KJjacTepu3aiii myOuikalii B colliaibHil
Mepexi Twitter, IepeBipeHO poOOTYy CTBOPEHOI HEHpPOHHOI
mepexxi LSTM i anroputmy knacrepusauii k-means.
Jns mouarky mnoTpiOHO 3HAWTH maHi JUId  aHam3y.
Jist MakcHManibHOT aKTyallbHOCTI MPUIHATO pILIEHHS
3pOOMTH OKpeMH JaTaceT 1 3aBaHTAXUTH  BCi
KOpHUCTYBaIlbKi KOMeHTapi Ta nyOmikauii B Twitter 3a
OCTaHHI JeKiTbKa MicsiB. [lepen THM sIK 3aBaHTa)KyBaTH
IaHi, HeoOXimHO OyJI0 3apeecTpyBaTH akayHT Twitter-
pO3pOOHMKA Ta OTPUMATH YOTHPH KIIOYi, a came
consumer key, consumer secret key, access token
Ta access token secret. Yci BOHM HEOOXIimHI IS
BUKOpHCTaHHS odiuiiiHoro APl Twitter 3 MeTor0
30epeskeHH Iy OITiKaIii.

Ockinbku B motomy 2022 p. Pocis Hananma Ha
VYkpaiHy, IIe CTallo TMOJI€I0, IO BUKIMKATA BiINOBiTHY
peaxiiiro, SIKk B HaIli KpaiHi, Tak i 3a kopaoHoM. Jlroau
B COLIAIILHUX MEpexax, 30KkpemMa B Twitter, IOYNHAIOYN
3 JIIOTOrO 1 JOTernep, akTUBHO OOTOBOPIOIOTH BiHHY
Ta BCi TeMH, MOB’s3aHi 3 Hero. OTxke, OyJNO MPHUHAHATO
pillieHHs TMpoaHaji3yBaTW TOHAJBHICTh  IyOJiKaiii
1 KOMEHTapiB yKpaiHChKUX KOPHCTYBAUiB IOJI0 CYYaCHHUX
nofii. Ilomyk TBiTIB Oyno 3aiiicHeHO 3a OCTaHHI
miB poky 3 gnonomororo reorery "Ukraine". Ilomryx
2022 p. 3a nyOmikauisMu

IIo4aBCA 3 JINITHS

W KOMEHTapsMH, M0 MICTATh OOOB’S3KOBI KITFOUOBI
caoBa "Ukraine" Ta "war", a Tako)X ONIIIOHAJIBHI CJIOBa
"offensive" Ta "invasion".

"missile", YpaxoByrouu

oomMexxeHHs APl Ha 3aBaHTaXEHHA CK3EMIULIPIB
myOikariid, 0yJ0 BUPINICHO 3aBAHTAXXUTH 2 THC. TBITIB
BIZITOBITHO JI0 BKa3aHHUX KIFOUOBHUX cIiB. {1 hopmyBaHHs
JartaceTy HEOOXiJHI JMIIe KOHKpPETHI mapaMeTpu
3aBaHTaXEHUX TBITiB, TOOTO MOTPiOHO BIAKWHYTH Ti,
IO HE BHKOPUCTOBYIOTHCS, 3a JIOMIOMOT'OI0 TPOXOAY
OUKJIOM II0 BCiX 3aBaHTAXEHUX TBITaxX 1 30epekeHHS
HIKHEHMY KOpHCTyBaya, ONHUCY NpPOQUI0, KUIBKOCTI
TBITIB, IJNUCOK 1 IMJAIMCHMKIB 1, 1[0 HAWHTOJIOBHIIIE, —

TEKCTy MyOJIiKauii 41 KoMeHTaps. Yci JaHi A moyaTky

30epiratotbcst B data-clioBHHKY ¥ 0OpoOIArOTHCS
J0  HeoOximHoro  ¢opMary 3  BUKOPHCTaHHSIM
DataFrame-pyHKmii  mns  OmpamfoBaHHA — JaHUX.

3 ormsay Ha OCOONMBICTH CTBOPEHOI IHTENEKTYaJbHOI
CHCTEMH, BU3HAYCHO, M0 HAHOUIBII 3pyIHUM (POPMATOM
Uil poOOTH 3 TEKCTOBUMH JaHUMH TaKOTO THITY
3a JIOIOMOIOI  HEHPOHHOI

MEpexi Ta auropuTMy

kimacrepusaiii Oyae Qopmar .csv, OCKUIBKH BIiH €
YHIBEpCaJIbHIM 1 TMPAKTUYHO KOXKHa MOBA TPOTPaMyBaHHSI
yx 3acid ompamoBaHHA JaHUX Ma€  (YHKIIOHAT
i pobotu 3 Qaiimamu Takoro Tumy. OTxe, Oyio
CTBOPEHO JaTaceT, WLIO ONpalbOBYBaBCS B IpoIeci
HaBYaHHA Mozeni Heiipomepexki LSTM, i po3moainsumcs
naHi Ha kiacrepu. llepen TMM BUHHKIA HEOOXIIHICTh
OTIPAIFOBATH BCi TEKCTOBI JaHi, TOOTO HAIATH iM OJHOTO

BHTIISAIY JJIS1 MAKCUMAIBHO e(hDeKTUBHOI 00pOOKH.
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OCKIJIbKM MU MAa€MO TOTOBHH [aTacer, MOXKEMO

3MIACHIOBATH aHAJ3 TOHAJIBHOCTI, aje Tmepes] TUM

HeoOXigHO BimdopMmaTyBaTH ¥ CTaHOApTH3YBaTH BECh
TEKCT TaKUM YHHOM, 100 HOro MokHa OyJo 3pydHO
aHai3yBaTH. 3 TEKCTy Oylo BHMIAJCHO BCI XEII-TETH,
OCKUIBKM BOHH  CIIOTBOPIOBAIM  3MICT  ImyOJikariii
4yl KOMeHTaps. Takox Oylo TNpHBEAEHO BCi CIOBa

JI0 HIODKHBOTO perictpy it BuwiaydeHno Bci URL-mocunanHs

Ta BCI CIENiadbHi CHMBOJIM, HE TIOTPiOHI I BU3HAYCHHS
TOHAJIBHOCTI TekcTy. Ilim KiHerp OyJ0 BHIIyY4EHO BCi
3aifBi MPOMYCKM Ta OXWHAPHI CHMBOJIH B TEKCTI,
a TaKoXX YCI CHCTEMHI CHMBOJIM, JOJaHi 3acobamu
comianbHOT Mepexi Twitter. Ilicis mporo OyIo 3miCHEHO
LSTM-anaii3
pe3yIBTaTiB POOOTH IKOTO 300paKeHO Ha puC. 8.

TOHAJIBHOCTI l'IOBiI[OMJ'IeHL, pUuKIag

Puc. 8. [Ipukian pe3yaspTaTiB BU3HAUYCHHS TOHATBHOCTI TeKCTy 3acobamu LSTM-anamizy

Y mpoueci poOOTH MOCUTh TOYHO BH3HAYEHO
3HaUEHHS HE TUIBKH 3arajbHOi TOHAJILHOCTI CIIiB,
a U momapHICTh emoIfii. ToOToO KOpHCTyBau MOXKeE
BUSIBJIITA TI€BHY €MOIII0 3 pI3HOIO CHJIOIO Ta
IHTCHCUBHICTIO BIJINOBITHO O CHTYyallii Ta HAaMHUCaHOI
myOmikamii 9u KoMeHTaps. BigmoBimgHO, MH BHU3HAYMIN
W  TOHAIBHICTh TEKCTOBOTO  EK3eMIUIApa JaHHX,
1 emomiHMiA miamasoH Bigx —1.0 — MaKCHMaJbHO
HeraTUBHHUI TekcT, 10 1.0 — MakCHMMaJabHO MO3UTHBHHMMA.
VYce mo Mixk HIMH — TEKCT i3 KOHKPETHOIO TOHAJBHICTIO
Ta Jiama3oHOM, TakoX € 3HaueHHs 0, [0 BKasye
Ha CepeHbOCTATUCTUYHUN HEHTpaTbHHUH TEKCT. AHaIi3
TEKCTy BiZOYBaBCsI BIAMOBIIHO /O OIKCAHOTO paHille
AITOPUTMY 3araM’sITOBYBaHHS B Yaci MEBHUX MOMEHTIB
3 TectoBoi BHUOIpKM, Ha sKiH HaBuamacsi HEWpOHHA
Mepexa. [l mouaTKy BHU3HAYAEMO MOBY, SIKOKO OyIio
HAIMCAHO TOBIJOMIICHHS, JJIs 3pYYHOCTI OOpaHO JHIIe
TBITH  aHINKACHKOIO. [licast WBOTO  BHKOHYHOTHCS
1Bl dyHkuii spellcheck i correct, ne My 3a JONOMOTOIO
0a30BHX aNTOpUTMIB POOOTH 3 TEKCTOM IEPEeBipsIEMO
NpaBWIBHICT, HamucaHux ciiB.  Jlami  BiXHOBiAHO
0 ITOPUTMY MPOBOIMMO CTEMAaTH3aIlil0 CIiB, TOOTO
3a JIOTIOMOTOI0 METOAy definitions OTPUMYEMO CITUCOK
MOXITUBMX 3Ha4€Hb [0 CJIOBA 3TiHO 3 HABYCHOIO
MOJeIUIl0 W oOupaemMo HalWOmKue 3HaueHHA. byio
3T€HEPOBAHO HEHPOHHY MEPEeXy, IO MICTHTH [1Ba PiBHI
Ha 100 enxementiB, T00TO Mo 50 eNEMEHTIB Ha KOXKEH
piBeHb. MM BCTaHOBIIOEMO 3HAYEHHS MPOCTOPOBOTO
ciycky, oepemo 500 emox it KOPEKTHOrO OOpPOOJICHHS
2000 moBimomienp, 0.5 — 3HAYEHHS WIPOCTOPOBOTO

CIYCKY U, BiIIIIOBiIHO, aHanoriuHe 3HaueHHs 0.5 3amaeMo

JUIL TPaJiEHTHOTO CIYCKy. byno nmomaHo 3HadeHHs
OITBHOCTI, MO JOpiBHIOE 1 Ta cUrMoigHy (QyHKIIO
aktuBamii s LSTM-anroputMy # KOPEKTHOTO
00pOOIIeHHS CTaHIB KOMIpOK TMaM’ATi. YHACIIIOK IIOTO
Hallla PEeKYpEeHTHa MOJEJb CKJIagaeThcs 3 BOYJOBAHOTO
mapy, LSTM-mapy # mapy HIIUIBHOCTI, caMe B SKOMY
curMoiziHa (QyHKIis BIANOBiZae 3a Tpolec HATUBHOT
3IIHCHIOETHCS

aktuBamii. besmocepeqHRO HAaBYAHHSA

3 po3MipoM HaBuanmbHOl maprii B 20 eleMeHTIB
i ¢akropom posnoziny 31 3HadeHHsM 0.2. Hactymaum
KPOKOM OYJI0 BHJIUJICHHSI PIBHSI €MOI[IHOCTI TOHAIBHOCTI
TEKCTy st OUIBII IIMPOKOTO aHaji3y TEeKCTOBOI
BUOIpKH. Aue crouyarky OyJo 3/iiCHEHO 3arajbHUil
eKCIIepUMEeHT Ha TecToBili BuOipui 3 2000 ciis,

Pe3yJIbTaTH SIKOTO HaBeJeHi Ha puc. 9.

Positive: 610

Neutral: 973

Negative: 417

Puc. 9. 3aranpHi pe3yabpTaTé aHANI3y TOHAJIBHOCTI TEKCTY

TTicas OTPpUMAHOI'O 3HA4YCHHA MOYaTKOBO1

TOHAJILHOCTI 3IIACHIOETHCS aHAi3, 3a JOIIOMOIOK0
SIKOTO JI3HAEMOCS TIPO CTYIiHb EMOLIWHOCTI CIIiB.

Cam aHani3 MEBHOK MIpOK € CKIAIHIIINM, OCKIJIbKH
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MicTuTh ofHowacHo Tpu LSTM-mapu. BignosigHo,
JUIi  KOKHOTO 3 HHMX HeoOXimHO Oyso 3amyckatu
cBoro (yHkmiro akrmparii. s Oumbmoi edeKTHBHOCTI
BCs poOOTa BHUKOHYBATHMEThCS ACHHXPOHHO, OCKIIBKH
MH 33JisUTH 30BHIIIHI pPeCypcH Ul BUKOHAHHSA KOIY
W OYiKyBaHHS pe3yJbTaTy, IO TOBEpHEThCS 3 (DYHKIII.
Cama MoOJeNb TIPOJOBXKYE BHKOHYBAaTHCS B MeXax
500 emox, ame 3aMiCTh OJHOTO OJIOKY HaM’sTi MaeMo
Tpu  pi3Hi, 1O
ocepeakaMu. KokeH ocepenok Mae MEeBHHM CTaH, KU

HA3WBalOTh  (PYHKI[IOHATHEHUMHU
MOX€E 3MIHIOBATUCS 3 OIJISAY Ha MPOIeC HaBYAHHS
i TIEpPEHOCUTH CTaH Mojeli. BiAMmoBigHO, € MPUXOBaHUI
CTaH, IO € YHIKAIbHUM IS KOXHOTO OCepeKa
W HEJNOCTYNHHWI 3 IHIIMX, TaK 1 PO3MOAUICHWI mIap,
SKUA € 3aralbHAM JJI BCIX TPHOX OCEpEAKIB 1 MOXe
3MIHIOBATHCS, OOWMpArO4Yyd ONTHUMAJIbHE 3HAYCHHS, IO
30IHCHIOETBCS mig0dopoM MaKCHMAIFHOTO 3HAYCHHS

Ha KOX)KHOMY 3 KPOKIB HaBUaHHs Cy0’€KTUBHOT MOJIEITI.

Puc. 10. Mipa ToHanbpHOCTI

Takuii HEepIBHOMIPHHIA PO3MOMALT MOXHA MOSCHUTH
THM, IO JIIOAM PearyioTh Ha XOpOLI HOBHHHU IIijJ 4ac
BIMHH OUIBII €MOIIWHO ¥ IMITyJbCHBHO. SIK BHIHO, Ha
rpagiky yacTHHa KOMEHTapiB 1 myOuikamii csarae 0.8
3HAYCHHS E€MOIIIHHOCTI 1, HAaBIAKW, HETaTHBHI KOMEHTapi,
IO MUIIYTh JIFOAW MICISI ASKUTBKOX MICSINB BIHHH, 3HAYHO
MeHII eMolliiHi. OTxe, myOmiKaiii, piBeHb eMOLIHHOCTI
akux noHax 0.4, mpaktuuHo BincyTtHi. Takox Oyio
copmoBano rpadik cy0’eKTHBHOCTI TOHAIBHOCTI (puc. 11).
3aBIsIKM [IbOMY Trpadiky 3pydyHO BH3HAYWTH, JI€ CaMe €
HalOUIbIIA MUIBHICTH PO3MOALTY CY0’€KTUBHOCTI ITyOJTiKaIlii

Mu 3pificHUMO He TUIBKM 3arajbpHUN  aHaI3

TOHAJIBHOCTI, a W aHami3 eMouUiiiHol cy0’eKTHBHOI

TOHAJILHOCTI B MeXax Bix —1 mgo 1. YV Ttakuii cmociO

MOJXKHa 3pO3yMITH, HACKUIbKM CHJIBHO KOpPHUCTYyBadi

comianbHOI Mepexi Iwitter BHCIOBWIM TO3UTHBHY

Yd ~ HETaTUBHY €MOI[I0 B  Mekax  IyOuikarii

9l KOMEHTaps1, TOOTO peakiliro Ha BoeHHi aii. Ha puc. 10

300pakeHO  MIpy  TOHAQJIBHOCTI  MPOaHATi30BaHHUX

TEKCTOBHX eK3eMIUIIpiB. Sk 0auynMo, MepeBaXkKHY

OUIBIIICT, CTAHOBJIATH caMme MyOuikaimii Ta KOMeHTapi,
o0  MAaloThb dioneToBUM

HEUTpaJbHUN  KOHTEKCT.

KOJILOPOM 300pa)keHO HEHTpasbHI TEKCTOBI €K3EMILISIPH,

OpaH)KEBUM — TIO3UTHBHI 1 3€leHNM — HETaTHBHI,
mo pgobpe BuaHO Ha cdopmoBaHOMY  Trpadiky.
Takoxx cmocTtepiraemo, 1O OIliHKA TOHAIBHOCTI
MMO3UTHBHUX  KOMEHTApiB  KOJIHMBAETbCI B  IUIAHI

3Ha4ensb Bix 0.1 mo 0.4, a omiHKa HETaTUBHOTO PO3IIOILITY
yucen — Big 0.1 1o 0.2.

1 KOMeHTapiB 3 o0OpaHoro paracery. Sk OaumMo,
HAWOLIBIIA IUTFHICTS TIO3UTHBHUX 1 HETAaTHBHUX SMOIIIH Y
TEKCTOBHX €K3eMILISIpaX Ma€ OHAKOBE 3HaueHHs 0.5.
Omxe, IpoaHaTi3yBaBIIIN TOHATBHICTh KOPUCTYBAITBKIX
nyOmikamii i KOMEHTapiB, YITKO TMOOAYMIH, CKUIBKH
3a BH3HAYCHHWH TMEpiog dYacy i 3 BUKOPUCTAHHIM
TEMAaTUYHUX KJIFOYOBUX CJIB HAMKCAHO MO3UTHBHHUX,
HETaTHBHHUX 1 HEUTPAJIbHUX TBITIB 1 SKMH MDK HHUMH
Oxpim  TOTO, 3MIHCHEHO

PO3MOIi. Yy AOCHiIKeHHi

rMOmMi  aHai3 1 BHU3HAYCHO PO3MOJUI  3HAYEHb

TOHAJIBHOCTI TEKCTY Ta ii Cy0’€KTUBHICTb.
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Puc. 11. Cy0’eKTUBHICTh TOHATBHOCTI

Hami Oymo 3miliCHEHO KIIACTEPH3AIil0 METOAOM
k-means nans Toro, mo0 YITKO OA4YUTH PO3MOALIT
TEKCTOBHX TIOBIIOMJICHb PI3HUX TOHAIBHOCTEH 110
knactepax. Cam mpolec KiacTepusailii Mae TpH
OCHOBHHUX KPOKH: IHIIiaii3amiss MOJeli, HaJallTyBaHHSI
fit-mapaMeTpiB MoOENi Ta MPOTHO3 JUIS IOJATBIIOrO
00poOneHHs # moniry Ha kimactepu. s mouyatky Oyio
3a1aHO 71 — KUIBKICTh KJIAcTEpPiB, IO MOXE CTAHOBHTHU
BiZ 3 10 5, BIAMOBIAHO O KIJIBKOCTI TEKCTOBUX €JIEMEHTIB,
Ta random state — CTaH TPOLECY KiacTepu3allii, M0
€ BHUIIAJKOBHM 4YHCJIOM, HEOOXIJHMM MJIs iHILiamizaiii
Mojeni aaHux. J{is KOpeKTHOiI poOOTH IHTENEeKTyaabHOT
cucteMu OyJo 3a/IaHO TTapaMeTpH KiIacTepu3allii, Taki sK
model fit — HanmamTyBaHHA MOJCNI, max iteration —
KUTBKICTh 3MiH MOJIOKCHHS IIEHTPY KJIaCTEPiB, Y HAIOMY
Bunaaky ue 300 3MmiH, n_init value — 3HAYCHHS, IO
TIO3HayYa€, CKUIbKH pasiB BiIOYBaTHMETHCS KiacTepu3allis,
1 3a]exuTh BiJg BUOOpPY LEHTPIB KiactepiB, fol abo
tolerance — TepeBipKa IIOIO TOTO, YH ICHTPH KIACTEPiB
pyXalwThcs B Ipoleci HaBUaHHsS Mojeni. SIKmo pyx
MCHIIIUH 32 OJIHY THCSYHY, TO KJIACTePH3aIlis 3aBEPIIYETHCS
Ta mapameTp verbose, 10 TI0O3HAYAE MPOMDKHY 1H(OpPMAITito
Mpo Tpolec KiIacTepu3alii Ta MOXKIHMBI ITOMIIKH.
Takox Oyn0 3amaHo Taki mapameTpH, sk model.labels,
0 TIO3HAYae HOMEp KJIacTepy, SKOMY HaJIe)KUTh
00’exTt, model.cluster centers, o Mo3HaYa€ KOOPIMHATH
LEHTPIB KiIacTepiB, 1 model.predict, sxuii, BioNOBITHO,
MO3HA4Ya€ JOJaBaHHA HOBOTO 00’€KTa [J0 KiacTepy
3 HalOLIBIIMM NeHTpOM, 100 He pOOUTH 3aHOBO

KJIacTepH3allilo, a BHUKOPHCTOBYBATH T'OTOBY MOJIEIb.

Jis BU3HAYCHHS KITBKOCTI KJIACTepiB OYJI0 BUKOPHUCTAHO

"miKkThOBHH" MeTOxA, IO 300pakeHO Ha puc. 12,
BIIIOBITHO JO pe3yJbTaTiB Ha HAWOUIBIIOMY cCrafi
OyJ10 00paHO TPH KIIACTEPH.

[Ticns BU3HAYEHHS KiJBKOCTI KJIacTepiB HACTaB 4ac
PO3MOJIUIMTH TEKCTOBI €K3eMIUISIPH MO IUX KiacTepax.
OCKiTbKM 1X BCHOTO TPH, TO 3pYYHO PO3MOAIIMTH Ha
MO3WUTHBHI, HelTpasibHi i HeratuBHi. 11[00 e 3pobutwy,
Oyna BUKopucTaHa GYHKIIs groupby.mean, CyTHICTD SKOT
MoJISira€ y BU3HAUYEHHI CEPEHbOT0 3HAYCHHS 38 KOXKHUM
kmactepoM. Jlami 3IiHCHIOETBCS CTaHOAPTH3ALiA, IS
SKOT TMOTPIOHO BiJ CEPeAHBOrO 3HAYCHHsS BUOIPKH
BIJHATH 3HAUCHHS KJjacTepy W IOIUINTH Ha CeperHe
BIJIXWJICHHS, ITICISI YOTO BHIAIIETHCS CEPEIHE 3HAUYCHHS
Ta MacmtabyeTbcs JUCIiepCist OAWHHIG. Posmomin
TEKCTOBUX JaHWX KOPHUCTYBadiB IO Kjactepax 300paXkeHO
Ha puc. 13 Ta 14 3a qOMOMOroI0 pi3HUX TUIMIB rpadikis.
Omixe, PCA-rpadix BIiITBOPIOE 3arajibHy CTPYKTYpPY
nannx, a TSNE-rpagik Halikpaiie AeMOHCTpYE BiTHOCHHH
MK cycigamu. Jlns Oinbln 3py4HOro BioOpa)KeHHs
JIaHUX, 3aMICTh yCIX MOJIMBHX 00’€kTiB, Ha PCA-rpadix
oyno Buemeno 40, a ma TSNE — 400 TtexcroBux
ex3eMmisipiB. Takox st 3pydHOro 00’€qHAHHS B
KJIaCTepH TEKCTOBI OMWHHUII JaHuxX Ha puc. 13 i 14
PO3MIIIIEHO B JAEKAPTOBI CHCTEMi KOOPIUHAT, OCKLIBKH
B Hilf € 3MOTa OZHO3HAYHO BH3HAYHMTH KOXKHY TOYKY Ha
IUTOLIMHI 3 BUKOPHUCTAHHSIM IapH YHCIOBHX KOOPIMHAT
Ta ocell abcuumc i opauHar. Mawo4u BCi TOUKH, Y MpoLeci
poOoTH crcTeMa BU3HAYAE BiICTAHI MiXK HUMU ¥ pO3ILIsie

Ha KJIaCTCpH 3a CXOXKICTIO.
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Puc. 12. Pe3ynprar "MKTHOBOTO" METOLY

Puc. 13. I'padix posnoxiny knacrepis Tuny PCA
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Puc. 14. I'padix poznoxiny kiactepis Tury TSNE

100

Ha ocranok Oynmo BHBeIeHO HAWOLIBIN MOMYISIPHI
KIIIOUOBI CJIOBA JIO KOXKHOTO KIIACTEpy, 3 SKUX MOXKHA
3poOMTH TICBHI BHCHOBKM a00 TIOMITHTH TEHICHIIII.
3 mi€r0 MeTOr OyJI0 OOYHCICHO CepelHE 3HAUCHHS IS
BCIX BUMIpIB CTBOpeHOi MoAemi, sSKi OynHM po3mojiieHi
B KOXXHOMYy Kkiactepi. HactynHum KpokoMm Oyio
COpPTYBaHHS MAacCHBIB CEpeAHIX 3HAa4e€Hb KOXHOTO
KJactepy 3a CHOaJaHHsM 1 oOpaHi mepur JecsTh
€JIEMEHTIB, 10 300pakeHi Ha puc. 15, ne HyIbOBHH
KJIacTep MICTUTh HEraTWBHI KOPHCTYBAlbKi MyOuikarii
Ta KOMEHTapi, MepUInii Kiactep — HO3UTHBHI i Apyruid —
HeltpanbHi. Takox Ui Kpamoi Bi3yauizalii CTBOPEHO
00’emuanit 3D-rpadik, mo 300paxeHuii Ha puc. 16,
Jie KO)KHa TOYKa IOKa3ye IEeBHY TEKCTOBY OJMHUIIIO
JaHUX 1, BIAMOBIOHO, BU3HAYAIOTHCS KOOPIUHATH
TOYOK X, y Ta z, IO 3rOJIOM OYIyTh O0’€IHAHI B OJHMH
i3 TproX KmactepiB. IHdopmaris, ska panime Oyma
300paXkeHa B JIEKapTOBOMY MpOCTOPi, 3apa3 300paxeHa
B TPUBHUMIPHOMY, 3 HYOTO MOXKHa 3pPOOHWTH BHUCHOBOK
PO TPABWIBHICTh CTBOPEHHMX KiacTepiB. Ha oOcCHOBI
HaBe#eHOro rpadika MOXKHA MIACYMYBaTH  IIOAO
HAJISKHOCTI BCIX OOpaHMX TEKCTOBHX EK3eMIUIAPIB
JI0 TICBHOTO KJIACTEPy B TPUBUMIPHOMY IIPOCTOPI.

[TpoBiBIIM eKcHEpUMEHT, MOXKHa JIHTH BUCHOBKY,
o0 BUKOPHUCTaHAa KOMOIHAIlisI anTroOpuTMIB, a came
HEHpOHHA Mepexa s aHamizy TtoHambHOcTi LSTM
Ta aNrOPUTM KIIacTepu3allii k-means, mparoe eheKTHBHO
W Jgae 3MOry TOYHINIE aHaJi3yBaTH JaTaceTw,
HDK aHalord, OcoONMBO KOJMM JaTaceTH CATaloTh
3HAQYHUX PO3MIpIB 1 HEOOXiAHO TOYHO MpPOAHAIII3yBaTH
TOHANBHICTh TEKCTY pPa3oM i3 piBHEM EMOIUHHOCTI
e(heKTHUBHO PO3MOAUIMTYA HA HEOOXIMHY JUIs MOJANBIIAX
JIOCTIKeHb KimbKicTh KiactepiB. Ha pme. 17, ne
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Ha ocl aOcIyc ITOKa3aHoO KIIBKICTh IMOJAHHUX TEKCTOBHX
OJIMHHIIb, @ HAa OCl OpJUHAT — Yac y MIUIICEKYyHaX,
BimoOpaXeHO  TOpIiBHAHHA  poboTh  KOMOiHAaIiit
HeiipoHHoi Mepexxi CNN Ta anropurmy iepapxigHoi
KJIaCTepH3allii, IKi MAIOTh CKIIAIHICTh allTOPUTMY 0( n2),

Ta CTBOPEHOI B IHTENEKTyalbHIH CHCTeMi HEWPOHHOI
Mmepexxi LSTM 1 anroputMmy knacrepusanii k-means, 1o

Puc. 15. HaiinonynsipHinni Ki1t040Bi ciioBa

Puc. 16. O6’emunii rpadik po3noziny kiactepis

MaloTh CcKkiaaHicTs anmroputmy O(nlogn). Bignosimmo,

IMILJIEMEHTOBaHI AJITOPUTMHU B IHTEIEKTYaJbHIN CHCTEMI
mpamooTh gk MiHiMym Ha 10...15% mBumme Ta
e(eKTHBHIIIE, HIK OMUCaHI paHille 3rOpTKOBa HEMpPOHHA
Mepexa Ta iepapxiuHa KJIacTepu3allisi, a TaKoXK
MalOTh BENHUKI OOCATM JaHWX 1 eQEeKTHBHICTH pOOOTH

cTaHOBUTH 110 20%.
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[lopiBHsiHHSA cK1agHOCTI poOOTH aArOPUTMIB

200
180

160

——

0 o—

1 2 3 4 5 & T £ 9 10 11 12 13

P o

14

20 21 22 23 24 25

15 16 17 18 19 29

TlonaHi TEKCTOBI OHHMIII

—a—CNN + hClustering

Puc. 17. [TopiBHAHHS CKJIQJHOCTI pOOOTH aNTOPUTMIB

BucHoBkHM Ta NEPCNEeKTUBH MOJAJBIIOI0 PO3BUTKY

VY mporeci pobOTH IMIDIEMEHTOBAHO IHTEIEKTYaIbHY

CHUCTEMy aHalli3y TOHAJBHOCTI Ta  KJacTepHu3allii
nyOuniKkauii y comiaibHiii Mepexi Twitter, 3a JOIOMOTOO
SIKOi KOPHUCTYBa4 MO’KEC BBOJMTH KOHKPETHI MapaMeTpu
W KJIIOYOBI CJOBa, 3aBASKH SKHM 3I1HCHIOBATHMETHCS
3aBaHTa)XCHHs ITyOJiKaIiii i xkoMmeHTapiB i3 Twitter mns
aHaJNli3y TOHAIBHOCTI TOBIOMIICHB, IXHBOI EMOIIIHHOT
OIIHKM Ta TMOAITY Ha Kiactepu. ONHCAaHO BaXIIHUBICTHh
CTBOPCHHS  TakKoi  IHTENEKTyalbHOI  CHCTeMH U
MPOAHAJI30BaHO OCTaHHI JOCTIMHKEHHS IS PO3yMiHHS,
0 Ha ChOTOIHI BXKE PEaji30BaHO, a IO ¢ MOTPIOHO
BiAIOBiAHO,

3pobutu  H, MIOBTOPUTH IIepeBaru M

YHUKHYTH  HeJONiKiB.  Po3risHyTo  3actocyBaHHS
HEHPOHHUX MEPEk PI3HOTO CHPSIMYyBaHHS Ta alTrOPUTMIB
Knactepusanii.  BusHaueno  mery — pobotm  Ta
0oOIpyHTOBaHO, YOMY peallizalis CydacHOi HEeWpOHHOI
mepexxi LSTM Ta anroputMmy knacrepusatii k-means €
aKTyaJbHUM 3aBIAHHSIM JUIS ITiIBUIICHHS €()eKTUBHOCTI

poOOTH CHCTEeMH ¥ TOKpameHHS TOYHOCTI (iHATBHIX
pe3ynbrariB. Takok oOmMUCaHO (YHKIIIOHANT CHCTEMH,
a camMe CyTHICTb pOOOTH 1i OCHOBHHX aJTOPUTMIB
1 3arajbHy peaizaliio KIOY0BUX (YHKIIOHAIBHUX
KOMITOHEHTIB, 1 MOJJaHO 3a JJONIOMOTOI0 Jiiarpam, Ha sSIKHUX
300paxkeHo 1 OJIOK-CXeMH pOOOTH aNrOPUTMIB, 1 BapiaHTH
BUKOPHCTaHHS, 1 B3a€EMOJII0 BCIX CTBOPEHHMX IOTOKIB

JaHUX iHTeJ’ICKTyaIH)HO.I. CHCTEMHU 3arajioM.

==L STM + k-means

3niiicHEHO pearbHIN eKCIIEPIMEHT 13 BUKOPHCTaHHSAM
CTBOPEHOI IHTENEKTyaJIbHOI CUCTEMH, ITiJ] Yac SIKOro OyJo
3a[1aHO KITFOYOBi CJIOBA ¥ MapaMeTpy MOUTYKY ITyOJTiKariit

1 KOMeHTapiB y couianbHid Mepexi Twitter Ta

3aBaHTAXEHO CYKYINHICTh TBITiB, sKi 30epekeHi

Ta cdopmoBani B pgartacer. [licis I[bOrO BHKOHAHO

¢dopmaTH3amito, JeMaTH3aIlii0 Ta  CTaHAAPTH3AIIO
TEKCTOBMX  CK3EMIUIAPIB  JUII  KOPEKTHOI  po0oTH
anmroput™miB.  Illogo  meBHOro  TEKCTy  HaBYEHO

W BUKOpHCTaHO HEHpOHHY Mepexy Long Short-Term
Memory, 3a JOIOMOTOIO SIKOi 3IMCHEHO 5K 1 3aralbHUM
aHaJi3 TOHAJIBHOCTI 3 PO3ALIOM TEKCTy Ha HEraTUBHUM,
HEUTpaNbHUHM 1 TO3WTHUBHUMA, TaK i aHaJi3 eMOIIHOTO
3HA4YEHHA TEeKCTy, a came po3moain Bix —1.0, ToOTO
mo 1.0 —
MaKCHMabHO MOXJIMBOTO IO3UTHBHOTO, BiJOOpa)XeHO

MaKCHUMAJIbBHO MOJXXJIMBOTO HETAaTHUBHOTO,

3Ha4YeHHS 1 CyO’€KTHBHICTh TOHAJIBHOCTI. AHAIOTIYHO
3IIIICHEHO KJIaCTepHUIl aHalli3 TEKCTYy 3 BUKOPHCTaHHSIM
ANTOPUTMY KJlacTepu3aii k-means, CTBOPEHO i HaBYCHO
MOJIeNb 1 3a JOMOMOTrOK "IMIKTHOBOTO" METOIy O0OpaHO
ONTUMANIFHY KITBKICTh KJIACTEPiB TSI 3aBAaHTAKCHOTO
nmaracety. Ilicms  po3momily — TEKCTOBUX  JTAaHHX
Ha Kiactepu Oyno rpadigHo 300paskeHO chopMOBaHi
knacrepu 3a jornomoroto PCA- ta TSNE-rpagikis.
OO0uncneHo cepefHe 3HAYCHHS I MMOTOYHUX BUMIpIB
cTBOpeHol Mojeni W BimoOpaxeHo mo 10 HaiOLIbII
MOMYJSIPHUX CJTiB Y KOXXKHOMY KJIacTepi, BHBEICHO
300pa)KCHHSI TEKCTOBHX €JIEMEHTIB KOXHOTO KIIACTepy
ITokazaHo

3a JONOMOTOK TPHUBHMIpPHOTO Tpadika.
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PI3HUIIO B €(EKTHUBHOCTI Ta CKIAIHOCTI MiX, 3 OTHOTO
Ooky, HeipoHHoro Mepexxero CNN Ta iepapXi4HOIO
KJIACTEPH3AII€IO 1, 3 IHIIOTO OOKY, HEUPOHHOIO MEPEKEI0
LSTM 1 anroput™MoM KiacTepusallii k-means, 1o Oyiu
peani3oBaHi B IHTENEKTyanbHIM cuctemi. 3700yTi
pe3ysbTaTi MOXKHA TIOpIBHAITH 13 cTarteto [15], ne aBTOpHM
aHaNl3yBald KOMEHTapi KOPHCTYBAadiB y COIliaNbHIM
Mepexi Twitter momo Bipycy COVID-19. Asrtopu
BUKOPHCTOBYBAJIH KOMOiHamito HelpoHHOi Mepexxi CNN
Ta aNropuUTMy Ii€papXiyHol KiacTepu3allii, yHaCIiIoK
IIFOTO aHAJIi3 TOHATHHOCTI Yepe3 3HAUHY KiIbKICTh JaHUX

€ HETOYHUM 1 MICTUTHh MpPOTAJMHU Ha rpadikax, TaKox

KIIACTepH3allisi 3IifiCHIOBaNacs JIMIIE 3 OKPEMHMH
BUJJICHUMUA HAOOpaMH NaHUX, a HEe 3 yCIM JaTaceToM,
00 TPOBECTH KOPEKTHY KIACTEPH3AIil0 3a HE IykKe
TPUBAJIUI NMPOMIXKOK 4Yacy. CTBOpEHI B IHTENEKTYyalbHIH
LSTM Ta

BUPINIYIOTh  IIi

cucTeMi HEHpOHHa Mepexa ANTOPUTM

Kjaacrepusanii - k-means pooIeMH,
OCKINTbKA BOHH MOXYTH IPAILIOBATH K 1 3 CEpeIHIMH,
TaKk 1 3 BEJIMKHMH 3a 0OCArOM jJataceramMu Oe3 BTpaT
Yy TOYHOCTI OTPUMAaHHX pe3ynbTariB. Takok CTBOpEHi
10...15%

BIJIMOBITHO, HAlOTh 3MOTY aHAN3yBaTH BCIO HAasIBHY

QJTOPUTMHU  TMPAIIOIOTh Ha mByaIEe |,

BUOIpKY JIaHMX 32 OJIMH pas.
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IMPLEMENTATION OF THE INTELLECTUAL SYSTEM
OF SENTIMENT ANALYSIS AND CLUSTERIZATION OF PUBLICATIONS
IN THE TWITTER SOCIAL NETWORK

Thanks to the intensive development of social networks, the intensity of exchange of short electronic text messages is
constantly increasing, the tone of which can serve as a sensitive indicator of public mood and important social phenomena,
interesting for sociologists, politicians, economists, and specialists in other fields. In this regard, the task of automating
the processing of such natural language messages is of significant scientific and practical interest. The object of this study is
the sentiment of user publications in the Twitter social network. Due to the great popularity of the social network itself
and the large number of user messages, which are short in nature, it is possible to conveniently determine the mood of user
posts and combine them into clusters according to the given parameters of the intelligent system. The subject of the study is
methods and algorithms for analysing the sentiment of large arrays of messages containing the necessary keywords and
relating to a certain specific topic, determining the factors and distributions of the sentiment of messages based on the input
array of system data, dividing messages into main groups and providing estimates within certain defined limits in to each group,
division into clusters according to the obtained search point and display of the obtained results in the desired format.
The purpose of the work is to implement an intelligent system of sentiment analysis and clustering of publications
based on a recurrent neural network of long short-term memory (LSTM) and the k-means clustering algorithm. The following
main tasks are solved in the work: 1. To analyse the most used and newest algorithms, methods, approaches and means
of implementing tasks of sentiment analysis and clustering of publications in social networks. 2. To develop a conceptual
structure of an intellectual system of sentiment analysis and clustering of publications. 3. To form functional tasks for
the key modules of the created intelligent system of sentiment analysis and clustering of publications in the Twitter
social network. 4. Implement an intelligent system of sentiment analysis and clustering of publications based on a recurrent
neural network and the k-means clustering algorithm and conduct experimental verification. Among the methods used
for this purpose are the recurrent neural network of long short-term memory; k-means clustering algorithm. The following
results were obtained: the general structure of the intellectual system of sentiment analysis and clustering of publications
was analyzed, designed and built. The main task of creating the system, first of all, was to improve the recurrent neural
network of long-short-term memory, which, thanks to the improved algorithm, significantly facilitates text processing by natural
language processors according to text data of a certain size. Also, a special clustering algorithm, namely k-means, was used
in parallel, thanks to which it was possible to change the general approach to clustering and the creation of final clusters,
in accordance with the obtained results of the work of the recurrent neural network. Conclusions: As a result of
applying a combination of LSTM neural network and k-means clustering algorithm, it was possible to speed up the
process of sentiment analysis and clustering of posts in the Twitter social network by 10...15% compared to similar
convolutional neural networks and hierarchical clustering.
Keywords: neural network; LSTM; sentiment analysis of publications; cluster analysis; social network Twitter.

bibnioepaghiuni onucu / Bibliographic descriptions

Bartok T. M., Jocun J. I'. IMmuieMeHTaIisi iHTENEKTYalbHOI CHCTEMH aHaNi3y TOHAJIBHOCTI Ta KiacTepu3amii mmyOmikamii
y comianbHii Mepexi Twitter. Cyuacnuii cman naykosux docniodcens ma mexnonoeit 6 npomuciosocmi. 2023. Ne 1 (23). C. 25-44.
DOI: https://doi.org/10.30837/1TSS1.2023.23.025

Batiuk, T., Dosyn, D. (2023), "Implementation of the intellectual system of sentiment analysis and clusterization of

publications in the Twitter social network", Innovative Technologies and Scientific Solutions for Industries, No. 1 (23),
P. 25-44. DOI: https://doi.org/10.30837/ITSSI1.2023.23.025



https://doi.org/10.30837/ITSSI.2023.23.025
https://doi.org/10.30837/ITSSI.2023.23.025

ISSN 2522-9818 (print)

Cyyachuii cman HAYKOBUX O0CNIOHCeHb ma mexHono2iu 8 npomuciosocmi. 2023. Ne 1 (23) ISSN 2524-2296 (online)

UDC 004.43; 004.051; 811.93 DOI: https://doi.org/10.30837/1TSS1.2023.23.045

R. GAMZAYEV, M. TKACHUK

DEVELOPMENT OF PROBLEM-SPECIFIC MODELING LANGUAGE
TO SUPPORT SOFTWARE VARIABILITY IN "SMART HOME" SYSTEMS

Building conceptual models for software design, in particular for high-tech applications such as smart home systems, is a complex
task that significantly affects the efficiency of their development processes. One of the innovative methods of solving this problem
is the use of domain-specific modeling languages (DSMLs), which can reduce the time and other project resources required
to create such systems. The subject of research in this paper is approaches to the development of DSML for Smart Home systems
as a separate class of Internet of Things systems. The purpose of this work is to propose an approach to the development of
DSMLs based on a model of variability of the properties of such a system. The following tasks are being solved: analysis of some
existing approaches to the creation of DSMLs; construction of a multifaceted classification of requirements for them, application
of these requirements to the design of the syntax of a specific DSML-V for the creation of variable software in smart home systems;
development of a technological scheme and quantitative metrics for experimental evaluation of the effectiveness of the proposed
approach. The following methods are used: variability modeling based on the property model, formal notations for describing
the syntax of the DSML-V language, and the use of the open CASE tool metaDepth. Results: a multifaceted classification of
requirements for a broad class of DSML languages is built; the basic syntactic constructions of the DSML-V language are developed
to support the properties of software variability of "Smart Home" systems; a formal description of such syntax in the Backus-Naur
notation is given; a technological scheme for compiling DSML-V specifications into the syntax of the language of the open
CASE tool metaDepth is created; the effectiveness of the proposed approach using quantitative metrics is experimentally investigated.
Conclusions: the proposed method of developing a specialized problem-oriented language for smart home systems allows
for multilevel modeling of the variability properties of its software components and provides an increase in the efficiency of
programming such models by about 14% compared to existing approaches.
Keywords: domain-specific language; software; modeling; variability; Smart-home.

Introduction variability and adaptability of relevant software solutions

consistently and effectively, which in modern software
Research actuality and motivation engineering has acquired a common definition -
"variability" of software [6]. It is the provision of

software variability properties that is a critical factor

In high-tech areas of IT development, such as
Smart-home systems, mobile applications [1], and
distributed
platforms [2],

in automating the process of creating software product
lines (SPL), which are complex software applications

information systems based on cloud

innovative approaches to software

development are required. This, in turn, involves the use that have a common and manageable set of functions to

of the latest design methods and technologies: domain- ~ meet the requirements of users of a particular segment of

driven development, model-driven architecture, and  the IT market and are built from a common set of project

assets (components) in a predetermined manner [7].

the wuse of knowledge-based software tools and

technologies [3]. The main practical goal of applying Thus, the above confirms the scientific relevance and
such approaches to software development is to reduce  practical focus of this study.

the time and other project resources required to meet

the requirements of different groups of future users.
To achieve this goal, methods and technologies for building
domain-specific programming languages (DSLs) [4] and
domain-specific modeling languages (DSMLs) [5] for
a particular domain of software development have been
successfully used recently, which makes it possible to
ensure more efficient software development and
maintenance processes. Another significant advantage

of using DSL and DSML is the ability to support the

Brief review of some related publications

A considerable number of recent publications are
devoted to the problems of developing approaches to the
creation and application of DSL and DSML. In the course
of the study, a brief review of works is made and special
attention is paid to the issues of ensuring software
variability in SPL.

Thus, work [8] analyzes and summarizes the
features of such modern software applications as Internet

© R. Gamzayev, M. Tkachuk, 2023
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of Things systems, Smart Home systems, Embedded
Control Software and some others at a fairly high
methodological level. The authors of this paper propose
to designate them as smart service systems (SSS). It is
also shown that it is to automate the development and
subsequent software implementation of SSS systems that
it is advisable to use appropriate subject-oriented
modeling languages (DSML), which also ensures the
achievement of a certain level of software variability in
such systems. The authors propose an approach to
creating a syntax, grammatical rules and a compilation
mechanism for such a language. The effectiveness of this
approach has been tested on the example of an intelligent
system for controlling thermostats in a Smart Home.

Paper [9] considers an original approach to creating
sets of semantically related DSML languages for
a particular domain, which are considered as a special
type of software product lines (SPL) and for the
development of which well-known domain engineering
methods and technologies can be applied. In particular,
the authors propose an appropriate metamodel for
describing the entire DSML family of languages, which
also provides support for the properties of variability in
design decisions in the process of developing the target
software system, and also offers an appropriate CASE
tool for automating the proposed approach.

Study [10] focuses on how the use of DSML can
increase the level of variability of SPLs at the stage of
generating the source code of their individual components.
The authors propose to apply the Model Driven
Engineering (MDE) software development methodology
paper
a methodology for building a DSML using the concept

consistently. To do this, the introduces
of a metamodel, which is then transformed into
an equivalent set of feature diagrams, which then allows
the use of a well-known and effective method of
analyzing and modeling various domain models FODA
(Feature-oriented Domain Analysis) (for example, in [11]).
This approach is illustrated by the development of
software for a learning management system, where it is
the support of a sufficient level of variability that allows
you to customize flexibly its functionality to the needs of
different groups of students and teachers. The study [12]
also shows positive results of creating and applying SPL
construction methods and MDE principles to develop
a multi-level information system for the purpose of
communication among university students.

And finally, a new publication [13] (published
in 2022), which addresses an important methodological
problem of ensuring the possibility of transforming

a domain model built using a particular DSML into a set
of corresponding property models, i.e., FODA models,
in the process of developing any SPL, attracts special
attention. The authors propose to use a set of specific
tags to annotate the text of the description of the origin
model in DSML and a system of rules for its
transformation to obtain the corresponding property
models that can be represented in the form of
XML specifications.

It should be noted that, despite a considerable
number of publications on the development and
application of DSML, the following issues remain
insufficiently developed: analysis and structuring of the
set of requirements for creating DSML, use of formalized
notations to describe DSML syntax, selection and
methodology of applying certain quantitative metrics to
assess the effectiveness of using a particular DSML in
a particular subject area.

The purpose of this research is to study some of
the existing approaches to creating promising DSMLs;
to build one of the possible generalized classifications
of requirements for them; to apply the identified
requirements to design the syntax of a specific DSML to
support the processes of creating variable software in
Smart Home systems; to develop a technological scheme
and quantitative metrics for experimentally evaluating
the effectiveness of the proposed approach.

Materials and methods

To achieve the research objective, it was first
necessary to formulate the basic requirements for creating
an effective DSML in any problem domain. Based on the
analysis of the well-known work [14], as well as our
own positive experience [15, 16], such requirements
are presented in a structured form in Figure 1.

The Formal requirements define the basic rules for
choosing the notation and forms of describing the syntax
and grammar of the target DSML, namely (see Figure 1):

requirement F1 — it is necessary that the notation
for a modeling language have the means for accurate and
complete specification of its syntax and corresponding
formal grammar (e.g., Backus-Naur notation, etc.);

requirement F2 — the concepts used to define
DSML should be consistent with the general concepts
software such as

used in modern development,

object-oriented  approach,  domain-driven

model-driven architectures, etc.;

design,

requirement F3 — the modeling language should
allow building models at different levels of abstraction,
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i.e., support hierarchical sets of such models with the
possibility of their step-by-step detailing, i.e., support
mechanisms building metamodels

for and meta-

metamodels;

requirement F4 — the modeling language should
contain concepts of the system's domain of application to
maintain the integrity of models created with the help of
DSML and ensure their reusability.

Requirements for domain-specific
_ modeling languages

h.

Formal requirements

User- oriented
requirements

¥

Application-oriented
requirements

Fig. 1. Classification of requirements for domain-specific modeling languages DSML

The next group of requirements in Figure 1 are

User-oriented  requirements:  these are domain

experts, system analysts, and software developers.
These requirements include:

requirement Ul — the syntax and grammatical
constructions of the target DSML should correspond
to the semantic concepts and business processes that
its future users already work with to the maximum
extent possible;

requirement U2 — the modeling language should
provide a manageable set of basic functionalities
sufficient to create domain models with regard to the
variability of their properties, for example, in the form
of models in the FODA notation;

requirement U3 — grammatical rules for defining
the semantics of the target DSML must meet the functional
requirements of its future end users (see above).

Finally, the last group of requirements is focused on
supporting the ability to configure and adapt the target
DSML to the specifics of the relevant subject area
(Application-oriented requirements), and they can be
formulated as follows (see figure 1):

requirement Al — the modeling language should
provide opportunities for describing additional objects
and bindings that are specific to certain user groups, i.e.,
support certain mechanisms for extending language
structures and rules for their construction;

A2 — Dbased the

specification of the problem task performed in DSML,

requirement on correct

it should be possible to generate source code in one of the
common programming languages: Java, C#, C++, etc.;

requirement A3 — to support the effective work of
end users for the practical application of DSML, it is
necessary to have appropriate CASE tools with a friendly
user interface;

requirement A4 — for further programmatic
implementation of components in the target software
based on the obtained domain model (see above), it is
necessary to be able to use DSML compatibly with the
functionality of the corresponding DSL compiler;

requirement A5 — appropriate quantitative and/or
qualitative metrics should be developed and applied to
evaluate the effectiveness of the DSML in a particular
domain.

In creating the syntax (grammar) of the proposed
DSML, the main requirements of the above were met:
F1-F4, U1-U3, A1-AS.

The next important concept in the context of this
study is the concept of software variability [6]. In the
design of SPL, an appropriate variability model of its
properties is developed [7], which can reflect the ability
to change them flexibly at different phases of the life
cycle: domain analysis, architectural design, coding, and
maintenance; for different project assets: variability of
software requirements, variability of design options,
variability of software components, and variability of test
artifacts. Figure 2 shows a generic UML entity diagram,
which is a metamodel of project asset variability in some
SPL development process [17].
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Fig. 2. Metamodel of project asset variability in SPL development

Figure 2 shows the main Asset entity, which
summarizes all possible artifacts in the development
of the LSP, and it is linked to the History entity,
which is responsible for tracking changes made to
some Asset objects, and the Issue entity, which contains
information about what specific changes were made,
in which object, and by whom. The "Asset" entity
is linked to the "Metric"
metrics for describing and defining the parameters

entity, which contains

of individual assets, as well as to the "Version"
entity, which stores the current versions for each
modification of the "Asset" objects. The information
contained in the above-mentioned basic entities
of the variability metamodel can be expanded by
defining records in additional entities, such as Comment
and Attachment.

For a better understanding of the principles of
variability, let us consider more specifically the task of
modeling variability in the development of a hardware
and software system such as Smart Home Systems
(SHS). Paper [16] states that the variability of Smart
Home Systems can manifest itself in the following
features (in general):

1) variability of the user interface; a typical set of
options may, for example, include a graphical interface
via a control panel, via a web interface on a personal

computer or via an interface on a smartphone, and

in some cases, voice control (Amazon Alexa,
Apple HomePod, etc.)
2) variability of hardware and  software

components; this feature implies the presence of different
groups of connected smart devices: lighting, water and
heat supply, control of electronic devices (e.g., TV or
audio speakers), various motion sensors, sensors responsible
for opening/closing objects (doors/windows), etc.;

3) variability of the level of controllability and
reliability of operation; the home automation system can
support different levels of these indicators, for example,
the basic level can provide self-diagnostics and error
reports. Higher levels can contain redundant system
components for the most important functions (light,
water, gas, opening and closing doors), perform tasks for
backing up and updating components through cloud
services (Google Cloud, Microsoft Azure, etc.).

Figure 3 shows a FODA model that represents
the variable components of a Smart Home system [15]
and can be used to comply with the above-mentioned
variability features in the development of a corresponding
DSML (see requirements A1-AS5 above).

Based on this FODA model, a syntax and grammar
for the DSML language with wvariability support
(hereinafter referred to as DSML-V) can be created in
the process of designing a LSP for Smart Home tasks.
Due to the complexity of this task, we decided to apply
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abottom-up rather than top-down approach to this
development [16], i.e., first, it is necessary to develop
the most important individual language constructs
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Fig. 3. Variable FODA-model of Smart Home system features

The first task is to determine how the proposed
DSML-V language will be used and extended by its
users, taking into account the list of requirements F1-F4.
For this purpose, special tags were used to identify
language elements that should be extensible and
to introduce restrictions on a certain degree of
extensibility. The list of possible tags was taken from
the syntax of the open source metaDepth toolkit [18].
Figure 4 shows the definition of the textual syntax of

the DSML-V language for the Smart Home system:

01) strict Model SmartHome@1 {
02)  strict Node Device {

03) variability@1: double = 0;

04) isTurnedOn: boolean = false;

05) positiveVar: $self.variability > 0$
06)

07)}

Fig. 4. Code snippet to describe the basic syntax of DSML-V

The SmartHome model does not have an ontological
type (that is, it is not a instance of another model), so it is
declared using the Model keyword (code line 1).
This model defines the Device class using the Node
keyword (line 2), which has certain attributes (lines 3, 4).
It is in Device that the key attribute variability is
introduced, which will help solve the problem of
supporting and ensuring variability.

ComectnBhBReel | | Comet w35

The level of model variability is indicated by
the "@" symbol. The "$" symbol should be used to
define
For example, the positiveVar constraint requires that
the $variability attribute be more than 0 (code line 5).
Figure 5 (code line numbering continued) shows

certain  constraints on model attributes.

an instance of creating the XiaomiShApplication model
and a LightSwitcher instance of this model:

08)SmartHome XiaomiShApplication {
09) Device GatewayXiaomi {

10) variability = 0.4;

1 3

12)}
13)14)XiaomiShApplication LightSwitcher {

14) GatewayXiaomi light {
15)  isTurnedOn = true;
16) }

17)}

Fig. 5. Example of extending the basic DSML-V syntax

The XiaomiShApplication model created in
lines 812 has the SmartHome ontological type used
instead of the Model keyword. Line 10 sets the initial
variability for this model. If the value of the attribute
is negative, this will lead to a model verification
error, because the corresponding constraint was set

in Figure 4 (line 5). Lines 13-17 create an instance
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of LightSwitcher of the XiaomiShApplication model,
as well as an instance of light of the GatewayXiaomi
model, and set the value of its isTurnedOn attribute.

Figure 6 shows an instance of creating
a XiaomiShApplication model (lines 01-03) and
a LightSwitcher instance (lines 04-06) using the

developed text syntax:

01)XiaomiShApplication {

02) GatewayXiaomi(0.4)

03)}

04)XiaomiShApplication LightSwitcher {
05) GatewayXiaomi light(true)

06)}

Fig. 6. An instance of creating a XiaomiShApplication model

Now, summarizing the above particular examples of
the proposed syntax of the DSML-V language, we can
describe the corresponding formal grammar for this
language in the Backus-Naur notation [19], which is
shown in Figure 7.

01)<metamodel> ::= <model vl 1> <EOL> <model Ivl 0>

02)<model vl 1> ::= <identifier> "{" <identifier> "("
<Variability> ")" n}n
03)<identifier> ::= <letter> | <identifier> <letter> |

<identifier> <decimal digit>

04)<letter> ::= [A-Za-z]

05)<decimal digit> ::= [0-9]

06)<variability> ::= <decimal digit> | <decimal digit>"."
<decimal digit>

07)<model Ivl 0> := <identifier> <identifier> "{"
<identifier> <identifier> "(" <boolean>")" "}"
08)<boolean> ::= "true" | "false"

Fig. 7. Syntax of the DSML-V language in the
Backus-Naur notation

As you can see from Figure 7, the metamodel
(line 1) consists of two models: the level 1 model (line 2)
and the level 0 model (line 7), whose syntax pattern is
defined in Figure 4. The models of each level contain
(line 3)
constructs. It is important to note that the variability

identifiers and other auxiliary syntactic
(line 6) in this case corresponds to a fractional number.
We propose to extend the templates to customize
the allowed extensions for a specific syntax. To do this,
let's introduce new keywords: flingext — to allow the
declaration of new attributes without an ontological type;

lingext — to allow the addition of new object classes

without an ontological type; constraints — to declare
define new inheritance
relationships In addition, two
additional keywords allow you to define how these

constraints; super — to

for object classes.

extensions should be created at meta-level O: flinginst for
field instances and /inginst for object class instances.

Figure 8 shows the definition of a specific extensible
text syntax with the addition of suggested keywords:

01)Syntax for SmartHome[".smarthome"] {

02) template@] TSmartHome for Model SmartHome:
03) "id '{' (&TDevice | lingext)* '}"

04) template@l TDevice for Node Device:05) "id
('( #variability ")")? (‘extends' supers)?

05) (' '{" (flingext ";' | constraint)* '}")"

06) template@?2 DeepDevs for Model SmartHome:

07) "typename id ‘{l &DeepDeV* v}m
08) template@2 DeepDev for Node Device:
09) "typename id '(' isTurnedOn flinginst* ")

Fig. 8. Code fragment for defining extensible syntax

The use of lingext (line 03) allows you to define
new object classes at meta-level 1. The expression on
line 04 enables inheritance between Device instances,
and the expression on line 07 allows you to define
new fields and constraints in Device instances.
In addition, line 09 allows you to create instances of
these additional fields in indirect Device instances.

Figure 9 shows an example of creating the

GatewayXiaomi model using the inheritance mechanism:

01)GatewayXiaomi {

02)  BaseController(0.25) {

03) isTurnedOn: boolean = false;

04) }

05)  PressureController extends BaseController;
06)  LightController extends BaseController {
07) light: Light;

08) }

09) Node Light {

10)

10) brightness: double;

I 3
12)}

Fig. 9. An example of creating a GatewayXiaomi model

For the possible software implementation of
the proposed DSML-V

required,

language, an appropriate

tool environment is a fairly complete
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overview of which can be found, for example, in [18].
We have analyzed the functionality of several tools
for creating DSML.

= Clooca — is a development environment that
allows you to create DSML and their code generators
(JavaScript, Python, PHP, Ruby, etc.), is used according
to the Software as a Service (SaaS) architectural model,

allows you to create a description of the syntax
of the corresponding DSML in JSON text format using
avisual graphical interface where the user works
with tabular forms and diagrams to describe objects,
relationships and properties in a particular domain.
Figure 10 shows an example of such an interface, which
is quite typical for other similar CASE tools (see below).

Fig. 10. An example of a developer interface in the Clooca CASE tool

(GME) is
a software tool in the form of a web-based application

= Generic Modeling FEnvironment

for creating DSMLs for various purposes, which can be
further extended by adding new properties that are
specific to the selected domain. GME has a well-
developed visual user editor in which you can create
appropriate metamodels, which can be further exported
in XML format or stored in external distributed
noSQL databases [20] for reuse.

= Eclipse

Modeling  Framework (EMF) —

is an open-source, extensible, Java-based domain
modeling platform that offers advanced functionality
in the form of its own IDE. EMF allows you to create
or import a suitable domain data model, as well as
tables and XMI schema for such a model. The Java
source code generated from this model can be edited
by the user to develop the target application.

Along with the above tools for creating DSML,
we have considered the MetaDepth toolkit [21],
which uses ontological specifications to describe syntax

and grammatical rules, has functionality that is largely

similar to the already analyzed Clooca, GME, and EMF

environments, but, unlike them, allows building
systems with an arbitrary number of meta-levels of
modeling a particular domain that meets the requirements
of F1-F4 (see the above diagram at Figure 1).

That is why this tool was chosen to develop
atechnological scheme for the implementation
of the proposed DSML-V language, shown in IDEF0
notation at Figure 11.

In this diagram, the first functional block (FB),
designated as A0, compiles a program created by experts
in a particular subject area using the proposed
DSML-V syntax, as well as taking into account
the variable FODA model of the Smart Home system
(see Figure 3). The output of this FB is the corresponding
metamodel in the .mdepth format [21]. The second
FB Al processes the resulting metamodel for a subject-
oriented metamodeling language using the metaDepth
API and Multi-Level Language tools. The output
of FB Al is a specific specification of a subject-oriented

metamodeling language.
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Foda (SH) Compilation
model algorithm
: Relations between
Proposed r Absfractions objects and classes
DSML-V syniax DSML-V
Compilation
AD
k,
o metaDepth -
metaDepth processing Metamodeling
Domain Compiler metamodel Language
expert executiable
Multi-Level metaDepth
Language API

Fig. 11. Compilation flowchart for DSML-V language

Experimental results and their discussions

To investigate the effectiveness of using the
DSML-V language, it is proposed to compare its syntax
with the built-in syntax of the metaDepth tool [21] to
build a conditional model in the Smart Home domain
based on the variable FODA model of such a system
shown in Figure 3.

As an example, let's consider the task of creating
amodel of variable software for controlling the
equipment of one room, which is part of the Smart Home
system. A variety of sensors can be installed in such

aroom: light, pressure, air, motion, etc. They can be

controlled by a common control mechanism — a specific
gateway. Each such gateway has its own variability
index, as well as special attributes. A light sensor,
for example, should turn on the night light and
turn off the daylight depending on the time of day.
Accordingly, there can be several devices using
such a gateway. To illustrate the user interface for
managing the configurations of hardware and
software resources in such a system, you can use
the functionality of the open CASE tool LabView
with  the visual environment

built-in modeling

Home I/O [22]. The example of a possible interface
is shown in Figure 12.

Fig. 12. An example of a fragment of the user interface of the Smart Home system
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Figure 13 shows the code snippet required to create
the described model using the built-in metaDepth syntax:

01) strict Model SmartHome@?2 {

02)  strict Node Device {

03)  variability@]1: double;

04)  isTurnedOn: boolean = false;

05) positiveVar: $self.variability > 0$
06) extid@]1: $self.newFields().exists(f | f.isId())$
07) }

08) }

09) SmartHome XiaomiShApplication {
10) Device GatewayXiaomi {

11) variability = 0.4;

12) 3

13) }
14) XiaomiShApplication LightSwitcher {

15) GatewayXiaomi light {
16)  isTurnedOn = false;
17) }

18) GatewayXiaomi switch {
19)  isTurnedOn = true;
20) }

21) }

Fig. 13. Code fragment for creating a model
in the metaDepth language

Figure 14 shows the code fragment necessary
to create the described model using the proposed
syntax of the DSML-V language, which is presented
in Figure 7 and Figure 8.

01)Syntax for SmartHome[".smarthome"] {

02) template@1 TSmartHome for Model SmartHome:
03) "id '{' (&TDevice | lingext)* '}"

04) template@]1 TDevice for Node Device:05) "id
('(' #Variability ')")? (‘extends' supers)?

06) ('] '{' (flingext ;' | constraint)* '}')"
07) template@?2 DeepDevs for Model SmartHome:
08) "typename id '{' &DeepDev* '}""

09) template@?2 DeepDev for Node Device:

10) "typename id '(' action flinginst* )"

11)

12)XiaomiShApplication {

13)  GatewayXiaomi(0.4)

14)}

15)XiaomiShApplication LightSwitcher {
16)  GatewayXiaomi light(false)

17) GatewayXiaomi switch(true)

18)}

Fig. 14. Code snippet for creating a model in DSML-V

To compare the code snippets in Figure 13 and
Figure 14, you can use such an efficiency indicator as the
number of lines of code (LOC). Then the corresponding
efficiency factor for the proposed DSML-V syntax,

K, (1), can be calculated using the following formula:

LOCy, ~L0Chs 1 000s O
LocC,,

Ky (1) =

where LOC,, — number of code in the metaDepth;
LOC,g, — number of code lines in the DSML-V
language.

The indicator K, (1) determines the advantage of
using the appropriate DSLM-V syntax to reduce the
clinesost of describing the model of the Smart Home
system. The calculation of this indicator by formula (1) is

21-18
Kef(l):

As you increase the number of model instances

x100% =14.28%.

created, the efficiency of using the proposed syntax
also increases, since the number of lines required
to create each subsequent model instance decreases.
For example, in Figure 13, the 8 lines of code are
required to create instances of the GatewayXiaomi
light, switch model (lines 14-21), and to create the
same instances in Figure 14 using the proposed syntax,
the 7 lines are required (lines 12—18).

Then the second possible performance indicator,

K, (2), can be calculated using the following formula:

LOCEﬁMD _LOCEJJSML
LOC,

E_MD

K,(2)= x100%,  (2)

where LOC, ,, is the number of code lines required to

create model instances (lines 14-21 in Figure 13) using
the built-in metaDepth syntax; LOC, g, is the number

of code lines required to create model instances
(lines 12—18 in Figure 14) using the proposed syntax.

For the described case, this indicator, calculated
by formula (2), is:
87

8

In order to obtain a weighted average estimate
of the final effectiveness of the proposed DSML-V
syntax K

avg

K, (2)=—"x100% =12.5%.

the assessment described by the following

formula can be applied:
K, (1)+K,(2)
Koy == 3)

where K|, (l) is the efficiency indicator from formula (1);

K, (2) is the efficiency indicator from formula (2).
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The value of the weighted average estimate of the
final efficiency, calculated using formula (3), is

_14.28+12.5

avg

=13.39%.

Thus, the
efficiency estimate (13.39%) of the use of the developed

approximate  weighted average
problem-oriented  variability
DSML-V obtained in this
(1)—(3) proves its
a common open tool for general DSML language

modeling  language
study basing on the
formulas superiority over such
development as metaDepth [21].

Conclusions and further work

The proposed work substantiates the relevance

of solving the scientific and technical problem

of building conceptual models for the design of

of DSML, proposing a multifaceted classification
of requirements for them, based on which the basic
syntactic structures of the target DSML-V language were
created, which provides support for the variability
properties of Smart Home systems; formally describing
such a syntax in the Backus-Naur notation; developing
atechnological scheme for compiling metamodels
in DSML-V into the syntax of the language of the open
CASE-tool metaDepth. A study of the effectiveness
of this approach using selected quantitative metrics
was conducted, which proved that the proposed
method of developing a specialized problem-oriented
language for Smart Home systems allows for multilevel
modeling of the variability properties of its software
components and provides an increase in the efficiency
of programming such models by about 14% compared

to some existing approaches.

To continue this research, it is planned to extend
the proposed DSML-V syntax with the addition of more
complex, comprehensive, and subject-oriented constructs,

high-tech applications such as Smart Home systems,

in  particular, wusing domain-specific = modeling

languages (DSML), which can significantly reduce

the time and other project resources required to create as well as to implement fully programmatically
these systems. To this end, the authors have identified a prototype compiler for this language for modeling
and accomplished the following tasks Analyzing Smart Home systems.

some existing approaches to the development
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PO3POBKA MMPOBJIEMHO-OPIEHTOBAHOI MOBU MOJIEJIFOBAHHS
JJIA HIATPUMKHA BAPIABEJIBHOCTI IPOT'PAMHOI'O 3ABE3IIEYEHHA
B CUCTEMAX "PO3YMHUM BYJIMHOK"

[loOynoBa KOHLENTyadbHUX MOJENEH M TPOEKTyBaHHA mporpamHoro 3abesmedyeHHs (I13), 3okpema amst  Takux
BHUCOKOTEXHOJIOTIYHHX 3aCTOCYHKiB, K cucteMd "Po3ymHuii OynuHOK", € CKIagHUM 3aBIaHHSAM, BiJ pe3yJbTaTiB BUKOHAHHA
SIKOTO CYTTEBO 3aJICKHUTh €(QEKTHBHICTh IPOIECIB iXHBOro po3pobieHHsA. OOHMM 3 IHHOBAIIMHUX METOMAIB BHpIIICHHA Li€l
mpoOeMH € BHKOPUCTaHHS NPEAMETHO OpPIEHTOBaHMX MOB MojemtoBaHHA (DSML), mo maioTh 3MOTY CKOPOTHTU BUTpaTH
gacy Ta IHIOUX TIPOEKTHHX pECypCiB, MOTPIOHMX IS CTBOpPEHHS TakuxX cucreM. I[IpeamMeTrom IoCTiKEHHS B pPoOOOTL
€ maxomu 3 MeTor po3pobmeHHs DSML mist cucrem "Posymuuit OyauHOK" sSK OKpeMmoro kiacy cucteM Internet of Things.
Meta po0oTHM — 3ampoNOHYBaTH MmiaXig A0 po3pobmenHs DSML Ha ocHOBI Monenmi BapiaOeNbHOCTI BIACTHBOCTEH TakKoi
cHUCTeMH. BupimyroTecs Taki 3aBJaHHSI: aHaNi3 JeIKUX YK€ HasgBHHX TMiAXomiB g0 crtBopeHHs DSML; mnobynosa
GararoacrneKkTHOI KiIacu}ikariif BUMOT 0 HUX, 3aCTOCYBAaHHS IUX BHMOT IOJO IIPOEKTYBaHHS CHHTAKCHCy KOHKpeTHOoro DSML-V
Uil cTBOpeHHsT BapiabempHOro II3 y cmcremax "Posymumii OynuHOK"; pO3pOOJNEHHS TEXHOJOTIYHOI CXeMH M KUTBKICHHX
METpPUK ISl  eKCIePUMEHTAIFHOTO OLIHIOBAaHHA e(QEKTHUBHOCTI  3allpOIIOHOBAHOIO IIIXOAy. BHKOpHCTOBYIOTECS — Taki
METOAM: MOJEIIIOBaHHS BapiabebHOCTI, OCHOBaHE Ha MOJENI BIIACTHBOCTEH, (opManbHI HOTAIil Ui ONUCY CHHTaKCHCY
moBu DSML-V, 3acrocyBanHs Bigkpuroro iHcrpymeHtansHoro CASE-3aco0y metaDepth. 3100yTi  pe3yJbTaTu:
noOynoBaHo OaraToacnekTHy Kiacudikalilo BHMOT J0 IIMPOKO kiacy MoB DSML; po3poGiieHO OCHOBHI CHHTAaKCHUHI
koHCTpykuii mMoBu DSML-V s miatpumku BrnactuBoctedd BapiabembHocTi [13 cuctem "Posdymuumit OyamHOK"; HamaHO
¢dopManbHUil OomUC Takoro cuHTakcucy B HoTauii bekyca — Haypa; CTBOpeHO TEXHOJOTiUHYy cxeMy KOMMUTALil crenudikaiii
MoBoto DSML-V 'y cuHrakcuc MoBH Bigkputoro iHctpymenTtanbHoro CASE-3aco0y metaDepth; ekcriepuMEHTalIbHO
OCTIDKEHO  e(eKTUBHICTP  3aCTOCYBaHHS  3alPOIMIOHOBAaHOTO  MiAXOAy 3  BUKOPUCTAHHAM  KUIBKICHUX  METpHK.
BuCHOBKH: 3amponOHOBAaHMH METOA  pO3pOOJICHHS  CHEliali30BaHOI MPOOJIEMHO OpI€EHTOBAaHOI MOBHM OIS CHCTEM
"Po3ymHmii  OyamHOK"  1mae  3MOTy  HIpOBOAMTH  OaraTopiBHEBE  MOJETIOBAHHS  BJIACTHBOCTEH  BapiabempHOCTI i
MPOrpaMHHUX KOMITOHEHTIB 1 3abe3nedye 3pocTaHHS e()eKTHBHOCTI MPOTpaMyBaHHS TaKUX Mojenel mpuOam3Ho Ha 14% MOpiBHSHO
3 HaSIBHUMH IiJXO/IaMH.

KawuoBi cmoBa: npoOieMHO-Opi€HTOBaHA  MOBa; MporpaMHe  3a0e3NEeuUeHHs; MOJCNIOBAaHHS,  BapiaOeNbHICTB;

"Po3ymHmii Oy inHOK".
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OI'JISI I PIIIEHD 3 ATTAPATHOI BE3NIEKA
KIHIEBUX IPUCTPOIB TYMAHHUX OBYUCJEHD Y IHTEPHETI PEYEA

IIpeameroM pochmi/KeHHS € MOXIMBI 3acCO0M MIiABHIICHHS amapaTHOi Oe3MeKH KIHIEBUX MPUCTPOIB TyMaHHHX OOYHUCIICHB
B Mepexax Iurepuery pederr (IoT), momymspHIiCTH SKOTO HIOPOKY CTPIMKO 3pOCTae Ta MOTPeOye€ BHCOKOTO PIiBHS 3aXHIICHOCTI
BiJ ycCixX TUMiB aTak. MeTOI0 PoOOTH € OIS NOCTYIMHHX TOTOBUX KOMEPLIHHHX MPOAYKTIB Ta/a00 KOHIENTYaJIFHUX amapaTHUX
pilieHb A 3aXUCTy OIOMKETHHX IMPHUCTPOIB y Mepexkax [HTepHeTy peueil Ha OCHOBI TyMaHHHMX TEXHOJIOTiH. [ mocArHeHHsS
MIOCTaBJIICHOI METH BHKOHAHO TaKi 3aBJAHHS: 3allpOITIOHOBAHO KOHIIEMII0 TyMaHHHX OOYHMCIEHb Ta BH3HA4YCHO IIEPEBard,
ski BoHa Hamae MmepexkaMm [oT; posrisHyTO Kibep3arpo3u Ta amapatHi aTaku Ha Mmepexi loT; ommcaHo HacmigKH BHKOPHUCTAHHS
Mepex [HTepHeTy pedeil Ha OCHOBI TyMaHHHMX OOYHCIICHbB; PO3IIITHYTO amapaTHi 3acobu Oesmneku, Taki sik TRM, PUF, HSM Ttomo.
Jlns BupiIIeHHS 3aBJaHb BUKOPHCTAHO TaKi MeTOAHM JOCHIIKCHHS, SIK: TEOPeTHYHHH aHANI3 JITepaTypHUX JUKEPEN; HOpPiBHAIbHIH
aHalli3 XMapHUX, TYMaHHUX 1 MOOITbHMX OOYMCIIEHB; aHAJi3 HAasBHUX amapaTHUX 3aco0iB Oes3meku. 3700yTO Taki pe3yabTaTH:
TyMaHHI OOYHCIICHHS MOXKHa PO3IIATH SIK IILUTIO3 MDK XMapHUMH OOYHCIEHHSAMH Ta [HTepHeTOM pedeill; BOHM MAroTh OLTBIIICTH
13 mepeBar XMapHHUX OOYHCIICHb, KPIM TOr0, JOAATKOBO NAOTh 3MOTY OOpOONATH JaHi Ha KiHLEBHX NPHCTPOSX, HE HABAHTAXKYIOUU
LEHTpaIbHUI cepBep. BucHOBKHM: Oe3neka amapaTHOro 3a0e3ledyeHHs B cHUCTeMax [HTepHeTy pedell He MEHII BaKINBa,
HDK mporpamHa Oe3meka. OCOONMBO BAaroMo I€ MUTAHHS MOCTa€ Ui CUCTEM HA OCHOBI TyMaHHHX OOYHCIEHBb, € [aHi
00pobnsATUMYTECST Ha mepudepii, 6e3 mepemaui B xmapy. 11 migBHINEHHS piBHS amapaTHOi OE3MEKH HPUCTPOIB TyMaHHHUX
00uNCIIeHh NPONOHYETHCS BHKOPHCTOBYBATH CTAHAAPTHI amapartHi ruatopMu Oes3neky, Taki SK: (i3HIHO HEeKIOHOBaHI (YHKIIT,
amapaTHUI MOAyNb Oe3leku, CHcTeMa Ha KPUCTalli TOIO. AmapaTHi KOMIOHEHTH CHCTEMH, IO 3aCTOCOBYIOTh TyMaHHI OOYHCIIEHHS,
MEHIII CXWJIBHI 10 Kibeparak, 3710MiB, BTOPIHEHb Y{ MaHIITyJISIIIH.

KarouoBi ciaoBa: xmapa; TymaHHi oOuucnenHs; amapatHa Oesmeka; [oT; IloT; kondineHmiiHICTh; 3axWCT; amapaTHHN
MOZYJIb Oe3neKy; (pi3uYHi HEKIOHOBaHI (YHKIIII.

Beryn

IHTepHer  peweit  Hapasi  3a3HAa€  AKTUBHOI
MOMYJISIPHOCTI, SIK I1HTEPHET JBa JECATWIITTA TOMY.
VY momepeaHix MOCHHKEHHSIX MH pO3rIsaann Oe3neKy
Iarepuery peueit y cucremax "Po3ymHmit OyanHOK'".
IIpore punok IoT 3pocrae, i Bce OimbIne cepaiciB
1 CHCTEM 3aCTOCOBYIOTh ¥ CBOi Mepekax TexHoJorii [oT,
a OTKe, 1 MOTpeOyIOTh BIAIOBIAHOTO piBHS Oe€3meKy.
Ouikyerbcst, mo puHOK [oT 30inblIMTBCS 3 TMOHAL
15 wsupn npuctpois 2016 p. mo monan 75 Mipx

10 2025 p. [1]. 3 ommsimy Ha IF0 TCHIACHINIO KUIBKICThH

posropuytux mpuctpoie  loT yxke mepeBummmIa
3arajibHy KUIbKiCTh HaceneHHs 3emui. Kpim  Toro,
3a OCTaHHE JECATHIITTS TOMIMPCHHSI MOOUTRHHUX
KOMIT'FOTEPiB  3pOCJA0 B TECOMETPUYHIA  MpOrpecii.

[ITo6 30epertm mBHUAKE 3pOCTaHHS Ta BEIWYC3HUH
CIIOXKHMBYMH pUHOK, sikuM Bosonie loT, HeoOximHa
JKOPCTKA TEXHOJIOTIYHA OCHOBA, IO I ITPUMYBAaTUMETHCS
HAYKOBOIO CHUIBHOTOI. TyMaHHI OOYHCIICHHS € JIyXkKe
CWIBHUM KaHIMAATOM Ha 3a0e3ledeHHs 1€l OCHOBH
(uactkoBo abo mosHicTio) i [oT, Hangarouu
KiTbKa TIepeBar B OOYHCITIOBAIILHOMY, apXiTEKTYpHOMY

It MepexXxHOMY acriekrax [2].

3BakalouM Ha OCTAaHHI TEHICHIIi Ta moTpedH,
xMapHi o0urcrienns Ta [oT y HailbmmkaoMy MailOyTHEOMY
CTaHyTh  JOJATKOBUMH  TEXHOJOTiIIMH  IHTEpHETY,
copMyBaBIIM KOHLEMIIO MiJ Ha3Boro "Xmapa peueid”
(CoT — Cloud of Things). CoT BHKOPHCTOBYBaTHMETBCS
sk "Peui sk mocnyra" (TaaS — Things as a Service)
y XxMapHuXx 3actocyHkax [oT mig nepeHeceHHs 3aBIaHb
1 omeparliii, 1[0 CIIOKUBAIOTh 0arato eHeprii, y xmapy.
Tum wacom TymMaHHI OOYHCIEHHS Ta BCi TIOB’s3aHi
3 HUMH BipTyalbHi / peanbHi CepBiCH MOXXHa pO3IIIsAAaTH
SIK TPOMDKHHHM piBeHb UIA IIBHUAKOTO OOPOOICHHS
JaHuX Ha mepudepii Mepexi, 0OCIyroByroud IMOTPEOH
IIBUIKOT peakilii THyYKUX IpoTpam.

PiBeHb TyMaHHUX OOYHMCIEHb TaKOXX MOXHa
BUKOPHCTOBYBaTH K piBEHb O€3MEeKH IS peaizarii
HEOOXITHUX (QYHKIIH KOH(QIASHIIHHOCTI Ta JyUIs 3aXUCTy
JaHUX MEpeJ THM, SIK BOHH OyZyTh BUBAaHTaKCHI B XMapy
Yyepe3 He3aXUIICHUH 1 Bpa3muBuii kaHai [3].

OTke, METOI0 POOOTH € OIJIA JOCTYIHUX TOTOBHX
Ta/abo

arnapaTHUX PillleHb JJISl 3aXUCTY ONO/PKETHUX MPHUCTPOIB

KOMEpUIHHUX  IPOAYKTIB KOHLIENTYaJIbHUX
y Mepexax IHTepHeTy peuedl Ha OCHOBI TyMaHHHX

TEXHOJIOTIHN.
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JIst  TOCSATHEHHST TIOCTaBIIEHOT METH HEoOXiTHO
BUKOHATUA TaKi 3aBIaHHs: 3alpOIOHYBAaTH KOHICIIIIIO
TyMaHHUX OOYMCIICHb Ta BH3HAUUTH IIEPEBard, SsKi
BOHa Moxxe Hajgatu mua Mepex [oT; posrimsHyTH
HasBHI KiOep3arpo3W U amapaTHi aTakd Ha Mepexi
IoT; oxpecnuTH HaCIiAKM BUKOPHCTaHHS  MeEpPEex
IaTepHeTy pedeld Ha OCHOBI TYMaHHHX OOYHCIICHb;
JMOCTIINTH amapatHi 3acobu Oe3meku, Taki sk TRM,

PUF, HSM Tomo.

BaxausicTb 0e3nexkn
B IoT i TYMAHHHX 004N CIEHHAX

Sk meHTpanmizoBaHW pecypc 1032  MeXaMu
JIOCSDKHOCTI Ta KOHTPOJIIO KOPHCTYBadiB, CEpeIOBHINE
XMapHHUX O0YUCIIEHb Ma€ BCi MOKJIMBOCTI JUIsl TOPYILICHHS
KOH(INeHIIHOCTI KOpHUCTYyBauiB. 3’SBII€THCA  BCE
Oinmbllle HOBWH, NOB’s3aHMX 13 Oe3nekoro IHTepHeTy
peueit. Hampuknan, Mirai Ta cXoxXi Ha HBOTO aTakd

OoTHeTIB TOKa3any, 1o OoTHeTH IHTepHeTy peueit

MOXYTh OyTH JOyKe e(QEeKTHBHUMH B  yMOBax
MIMPOKOMACIITAOHOTO  pPO3TOPTaHHS ISl 3AIMCHEHHS
arak  pO3MONUUIEHOI  BIIMOBH B OOCIYTOBYBaHHI

(DdoS — Distributed Denial of Service).

SIx obroBoproBajiocs paHille, TyMaHHI 00UHCIICHHS
TaKO)X CTalOTh HEBII €MHOI YacTHHOIO Mepex [oT.
e He Bupimye mnpobremMu KOHQIIEHINHHOCTI, ae,
MOJKJIMBO, 30i/mblye (3 MOMIAAY CKIAJHOCTI) MpPaBo
BJIACHOCTI Ha JIaHi, SIKi CTBOPIOIOTHCS, MEPEAAIOThCA Ta
00pobstoThest. ToMy B Hill CTATTI AOCHTIIHKYETHCS 3aci0,
HEOOXITHWIA TSI PO3B’sI3aHHS NMUTAHHA KOH(QIICHIIHHOCTI
Ta Oe3NeKu KOPHCTYBadiB y Mepexax [HTepHeTy peduet,
IO MiATPUMYIOTh TYMaHHI OOYHCIICHHS.

B ocranni poku 3aBasku BukopucranHio loT Ta
IHIIAX JTaTYHAKIB KUTBKICTh JAaHWX, MO0 TCHEPYIOTHCI
KIHICBUMH TIPUCTPOSIMH, 3HAa4yHO 3pocia. [luraHHs
B TOMY, JIe, KOJIM Ta SIK HEOOX1THO aHaIIi3yBaTH i TaHi.

Y XMapHO Opi€HTOBaHOMY JAM3aiiHi XMapHUii cepBep
npaifroe gk neHrpanbHuil. [Ipuctpoi loT renepyroTs nani
Ta HAJCWJIAIOThH iX Y XMapy AJs 30epiraHHsi Ta aHamizy.
[Inpoxomacmtabue posropranns loT cTBoproe curyartii,
3 SKMMH XMapHi OOYHUCICHHS HE MOXYTh BIIOPATHCS
e(heKTHBHO Ta pe3yIbTATHBHO.

OnHak y TYMaHHUX OOYHMCIICHHSX JaHi aHATI3YIOThCS
HAa KIHIEBUX CTaHINAX, 1 TUIbKH HEOOXiNHI pe3yibTaTH
(3BeleHHs) HAICWIAIOTBCS Ha XMapHHHM cepBep i
NoJajblioro aHanmizy Ta 30epiranus. Hampukian,
L5l TEXHOJIOTiE MOXe OyTH KOpHCHA /I 3aCTOCYHKIB,
SKMM TOTpiOHa HU3bKa 3aTPUMKa IIiJ 4ac OOpOOJIEHHS

maHux Ha mepudepii Mepexi. AHami3 HaHHX MOXHA

3poOMTH  HA  MICIl, 3aIlyCTUBIIM  MPOTPaMHE
3a0e3MeueHHs] Ha MICICBHX CTaHINSIX. XMapa Bce e
BHKOPHCTOBYBaTHMEThCSI, MO0 30epiraTe pe3yiabTaTh
aHaNi3y Uil TOYaTKOBUX IIJIEW Ta ayauTy. Arperamis
JaHUX 3MCHIINTh MPONYCKHY 3IaTHICTh, a TaKOX
BUTPATH, OB’ sI3aHi 3 IIPOMYCKHOIO 3/IaTHICTIO.

KoHrenuiss TyMaHHUX OOYMCIICHb, 3alPOIIOHOBaHA
kommaniero CISCO, Oyna OayeHHAM, IO JAJIO 3MOTY
mpuctpossm loT mpamroBatn Ha mepudepii Mepexi.
TymanHI 0OOYHCIIEHHS HE € AIbTEPHATHBOIO XMAapHUM
OOYHCICHHSAM; KpIM TOTO, TYMaHHI OOYHCIICHHSI
PO3IIUPIOIOTh Ta JOMOBHIOIOTH XMapHi OOYHCICHHS
KOHIICTIIIIEI0 ~ PO3YMHUX  MHPHUCTPOiB, IO  MOXYTh
TpaloBaTH Ha nepudepii Mepexi.

B Iarepreri peueii, komum pi3HI TUOM ITaHUX
TCHEPYIOTBCSI  PI3HUMH ~ HEOJHOPIIHUMHU  BY3JIaMH,
MMUTaHHSA HEPO3AUTFHOCTI MOCTA€ K BaXUIMBA IpobiemMa.
TymaHHI OOUHCICHHS MOXYTh i BUPIIINTH, BUKOHYIOUH
KOHKPETHI 3aBIaHHS, ITOB’s[3aHi 3 TPAHCKOAYBaHHAM, Ha
niepudepii mepexi [3].

Sx mokazaHo Ha puc. 1, TymMaHHI OOUYHCIEHHS
MOXKHA  PO3MNISAAATH  SK [UT03 MDK  XMapHHMH
obumcieHHAMH Ta [HTepHeTOM pedell I IiIBULICHHS
sikocti  obcmyroByBanHs (QoS — Quality of Service)
y JedKHX KOHKPETHHX 3aCTOCYHKax, TaKHX SK
npomuciiouit Intepuer peueit (IloT — Industrial Internet
of Things), ne mBHAKA W THydYKa BIAMOBINP Mae
nepmovyeprose 3HaueHHs. [lependavanock, Mo TyMmaHHI
oOuncieHHss 3a0e3medyarh BUPINICHHS JaBHO BiOMHX
mpoOsieM 1 3aBJaHb XMapH, a came: arperariro
Ta OOpOONEHHA IaHWX 13 HEOJHOPITHUX TIPHCTPOIB
pasoMm i3 mpoOnemMaMy CYMICHOCTI IUX HPHUCTPOIB;
3aXUCT JaHWX 1 Oe3neky KOHQIACHIIHHNX TaHUX
KOPHCTYyBaya; HaJaHHs TMOCIYT 3 ypaXyBaHHSIM KOHTEKCTY
Ta po3MilleHHs, 0cOOIMBO IS CITy>)KO Ha OCHOBI MicCIIs
postauryBanus (LBS — location-based services).

Buxopucranus MOJIATaE

XMapHOI  IapaJurMu

B TOMy, IO JaHi moTpiOHO cmouarky 3iOparu

Ta IIepejaTd B LEHTPAIbHE pO3TAllyBaHHS Ui
30epiraHHs Ta MOJAJBIIOrO aHali3y uepe3 amaparHi
oOMexxeHHS Ha mepudepii. binpma nepeBara BimmaeThCs
o0unciieHb 1 OOYMCIEHHAM

r[apazmrMi TyYMaHHUX

MOOITPHUX  TPUCTPOiB, KOJMM  JaHI  30UparoThCS
Ha nepudepii Ta MOTPEOYIOTh HEraHOro OOPOOJICHHS,
100 YCYHYTH 3aTPUMKY a00 30eperTd JOCTYITHICTb.
ITommpenns npucrpois loT, Takux sk naryuky,
TIPHU3BEINIO 10 BHUCOKOI MOTPeOH B MPOITyCKHIM 31aTHOCTI
nmanux Big Mepexi [oT mo xMapu uepe3 BeIMYE3HY
KUTBKICTh 1H(OpMAILii, 0 CTBOPIOETHCS Ta IEePEIAETHCS.

Jnst BUpilIeHHs i€l CKJIQJHOI Ta 3pOCTANBHOI MPpo0IeMH
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3allpONOHOBAaHI TyMaHHI OOYHMCIIEHHS: 3aMiCTh TOTO,
mo0 mnepexnaBatu Bci gani loT y xmapy, TymaHHi
miepudepii.
OpHak [s iHTEerpamiss MOCTaBUTh Mepel IOCHTiTHUKAMH

oOumcneHHs OOpoOIATHUMYTH JaHI Ha

0araTo HOBHIX 3aBIaHb, OCOOJNHBO I 9ac PO3POOICHHS

pilieHsb, TMOB’s3aHMX 13 KibepOesmekor. Tomy 10

XmapHi oduucnenns

TymanHi oGuncIeHHS

IHTerparito HeoOXiTHO MiATPIMYBATH MIOAO KiOepOe3neKH.
OnmuH i3 cnoco0iB 3po0OHMTH 1Lle — BUKOPHCTOBYBaTH
CTaHIApTHI amapaTHi TUATOpPMH OE3MEeKH, TakKi SK
amapatHuid Monyib oesneku (HSM — Hardware Security
Module) i ¢ynknii (PUF -
Physically Unclonable Functions).

¢Gi3n9YHI HEKIIOHOBaHI

Q
== ‘t’e
O Internet of things ee
o)

Inrepuer peueii

Puc. 1. TymanHi 004HCIIEHHS K HITI03 MXK XMapHAMH 00YHCIIEHHSIMH Ta [HTepHETOM pedeit

SIk moka3aHo Ha pHC. 1, 3 KOHLENTYaJIbHOTO
MOTJIALy MOXKHA OYIKyBaTH, II0 TYMaHHI OOYHCICHHS
CIlyTYBaTUMYTh TPOMDKHHM piBHEM OOCITyrOBYBaHHS
JUIsl OE3MMOMMIIKOBOTO Y3TOMKEHHS IPOTOKOJIIB XMapHHUX
obuncnenp Ta loT. Inomi B JniTeparypi w0 MOCIyry
HasuBaloTh «Tyman sk mnocmyra» (FaaS — Fog as
a Service). FaaS napmacte ©Oarato mnepesar mis loT
Ta HOro KOPHCTYBaUiB:

— CcepBepd XMapHHX OOYMCIICHb HaANIBHAKICHI
nopiBHSHO 3 KiHmeBUMH mnpuctposimu loT. Illro3m
Tymanuux obuunciens (FCG — Fog Computing Gateway)
3a0e3neuaTh iHTepdelic MK JBOMa  BiJIaJCHUMHU
HabopaMu KX MPHUCTPOIB;

— TIPOMDKHMH piBEHb TYMaHHHX OOYHCIICHb /acTh
3MOTy JICTIIE Ta BiAJAJICHO BUKOHYBaTH HEOOXIimHI
BUIIPaBIICHHS (30KpeMa KepyBaHHS BHUIIPABICHHSIMHU
TOIIO). 3aMicTh TOro, MO0 HANAIITOBYBATH KIHIICBI
IIPUCTPOI
OHOBJICHHSI TTPOrPaMHOTO 3a0e3MeYeHHs] MO)XKHA HaJICHIIaTH

IoT nmuaxoM  Qi3UYHOTO  MiAKITIOYCHHS,
Ha TyMaHHI IILTIO3H, SKi TOTIM JTONPaBISTIOTH BUTIPABIICHHS
Ha ITpU3HaYeHi KiHIEeBI IPUCTPOT;

— TymaHHi oOumcnenHs ponoBHATH loT Bcima
nepeBaraMu nepugepiiiHnX 0O0YHCIeHb, HAINpPUKIAL:
THYYKiCTh, MacIITabOBaHICTh, JCTIEHTPATI3aIlisg TOIIO;

— TyMaHHI TEXHOJIOTIl PO3MMUPATH XMapHile, 100
HA/IaTH TOJATKOBI pecypcH 0a30BUM BY3JIaM i Mepekam,
BUKOPHCTOBYIOUHM TIe€peBard KOHIENIil BipTyauizarii
IUITXOM CTBOPEHHS BIpPTyalbHUX [aTYUKIB 1 MEpexK,
SIK1 32CTOCOBYBAaTHUMYTBCSI PI3HUMH CITyKOaMHU;

— TyYMaHHI TEXHOJOTII CTBOPIOIOTH CEPEIOBHILE

JUIsl TIOIIUPEHHS po3noaiieHux nporpam loT.

TyMmaHHi 004K C/IeHHS] MPOTH XMAPHUX 00YHC/IEHb
i 004yucIeHb MOOIILHUX MPUCTPOIB

PisHuipst MK~ XMapHUMH, TyMaHHHMH  Ta
MOOITPHUMH OOYHMCIEHHAMH OMNHCaHa B poOoti [4].
Mu OiBII IIUPOKO AAEMO ITt0 iHGOpMaIIito B Ta0I. 1.

OCHOBHI KOMIIPOMiCH M)XK TYMaHHUMH ¥ XMapHUMHU
OOYMCIICHHSIMH TIO/IaH]1 TAKUM YHHOM:

— e(]eKTHBHICTh KOMYHIKaIlii;

— 3arajbHE CIOXMBaHHS EJEKTPOSHepril st
TIOCITYTH;

— 4Yac BiANOBIiAl Ha 3amuT abo 3aBIaHHS B 00HJBa
O0KH.

TyT MU pO3LIMPIOEMO TIeH CITUCOK Y Takuii cnocio:

— wicue oOpoOIIeHHS JaHUX: TyMaHHI OOYHCICHHS
peani3yloTh ier0 TepeHeceHHs (YHKIIH XMapHHUX
o0uuClIeHh y JDKEepelno JaHuX. Biaremep TymaHHI
OOYHMCIICHHS PO3IIUPIOIOTH ITIOCIYTH XMapHUX O0YHCIICHb
yHU3 J10 niepudepii Mepexi;

— OJIM3BKICTB JI0 KOPHUCTYBaUiB: IUTIO3H TYMaHHUX
o0uHuCIIeHb PO3MIILEHI Qy)ke OJU3bKO 10 KOPHCTYBadiB
1 kinneBux npuctpois loT, Toni sk XMapHi 00UHCICHHS
BUKOHYIOTBCSI Ha CepBepax, pO3TAIlOBaHMX JaJeKO
BiJ kopucrtyBadis [oT;

— 3aTPUMKa MEPEXKi: CEPBEPU XMapHUX OOYHCIICHb
3a3BMYall  po3TalloBaHi LIOHaWMEHIIE B  KUIBKOX
nepexojax BiJi KOPUCTYBa4iB 1 KIHLEBHX MPHUCTPOIB
[IoT. Tomy B pedxkux BUIAAKAaX HepeAada 3B S3KY
B oOuaBa Ooku (ABOOIYHA) MOMKE TPHBATH OJU3BKO

KUTBKOX CEKYHI.
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3aBIAKH HEHABaHTAXXEHIH CEPBEpHIA apXiTeKTypi
TyMaHHI OOYMCIIEHHS MOXYTh OTPUMYBaTH 3allUTH 3
Mmepexi [oT i BiamoBizaTé Ha HUX 3a MiTiceKyHAH. Tomy
BOHU € JIy)K€ MEePCHEKTUBHUMH U THYYKHUX IPOrpam,
takux sk [IoT i CPS;

— TIOCJIyTH Ha OCHOBI Micis po3ranryBants (LBS):
OJHIEI0 3 OCHOBHHMX NepeBar TyMaHHUX OOYHCIICHB,
MOPIBHSHO 3 XMapHUMH, € MIATPUMKA BU3HAYECHHS MiCIIS
pO3TalllyBaHHS, IO MOXe OYyTH Iy)e KOPHCHHM IS
Mporpam, 110 3acTocoByoTh LBS;

— TiATpEMKa — MOOIUTBHOCTI: B TyMaHHUX
O0OYHCIICHHSX 1€ 3/iHCHIOETHCS 3aBISIKM BHKOPHUCTAHHIO
TEeXHOJIOTiH BipryampHOi Mammead (VM —  virtual
machine). OmHAK UIS XMapHUX OOYUCIICHh MOOUTBHICTH
KOPHCTYBaYiB MATPUMYETHCA TyKe 00MEKEHO.

Uepe3 MOMHUIIKOBE YSBJIEHHS TyMaHHI OOYMCIICHHS
MOOLTEHUX iHOMI

Ta  OoOYHCICHHS MIPUCTPOIB

OmHak BOHH BiPi3HSIOTHCS 32 TAKMMH O3HAKAMHU:
— JIeeHTpali3alis: TyMaHHI 00YKCIeHHSA
3a0e3neuyroTh OLTbII AELEHTPaNTi30BaHy M PO3NOIiIeHY
apXiTEeKTypy IOPIBHIHO 3 MOOUTEHUMH OOYMCICHHIMH, Y
SIKUX 0a30Bi CTaHII{ CTUTHHUKOBOTO 3B’SI3Ky € OCHOBHOIO
TOYKOIO IIEHTpaTi3allii;

— PI3HOMAHITHICTh TOCTAYaIbHHUKIB: Y MOOLIBHUX
OOYHCIIEHHAX amapaTHi / MporpaMHi KOMIIOHEHTH 3aJIeKaTh
BiJI IIOCTAYaJIbHAKA, 1 Ha PHHKY HEMA€ YiTKOI CTaHAapTH3ALIii.
Jiis TymaHHHX OOYHCICHb Ile HEeNmpUHHATHO. BapricTh
CUCTEMH, SKICTh, IHHOBAIIil, YIPOBA/KEHHI HA PHUHOK
1 TIOIIMPEHHS TYMaHHHX OOYHCIICHb — yce I 3aJeKUTh
BiJl CTaHAAPTH3AIIIT;

OiBIIICTD
NpU3HaYeHi

— pi3HOMaHITHHI
MOOUTEHHX

pamioocTy:
O0YHCITIOBAILHUX — MPOrpaM
JUIS MOOUTBHHMX 1/a00 CTUTBHUKOBHX MEpPEX, TOMI SIK
00YHCIIeHHs WiFi, LPWAN

TyMaHHi MaTHUMYTh

3aCTOCOBYIOTBCS B JIITEPATYPi K B3aEMO3aMiHHI.

i WiMax, KpiM CTITbHUKOBOI MEpEexi.

Ta6auus 1 — [lopienannsa KoHyenyitl XMapHux, MyMaHHUX ma MoOLIbHUX 00YUCTEHb

DyHKUis

XMapHi 064nciIeHHA

Of6uunciaeHns
MOOIILHUX NPUCTPOIB

Tymanni o04ucieHHs

Joctyn 1o Mepexi

[IpoBonoBuit
(TIepeBaYKHO ONTOBOJIOKOHHHIA)
200 0e3MPOBOTOBHIA

besnpoBonoBuit
(TIepeBaXHO CTLUTLHUKOBHIT)

besnpoBogoBuit
(crinpHuKOBHN, WIMAX,
IEEE802.15, LPWAN Tor0)

JocTyn o nociryru

Uepes cepsep

UYepes 6a30By cTaHIliI0

V mumo3ax
TyMaHHHX 00YHCIEHb

OmnepaTHBHICTh

IloBinbHa

IBuaka

Haitmsuaima

JocTymnHicTh

3ne0iIbIoro JOCTymHMI

31e01IbIIoro JOCTyHUI

31e0116110r0 HECTA0IILHUI

Bukopucranus

. . Bucoxke Cepenne Husbke
IPOIYCKHOI 3AaTHOCTI
[oTyxHicTh — 00YHCIEHHS Bucoke Cepenne Husbke
IMoTy>xHicTh — 30€piraHHs Bucoke Cepenne Husbke
3B’5130K IHTEpHET Bararo nporokonis (puc. 3) Bbararo nporokois (puc. 3)

KonTent TMOIIUPHOETHCA Ha

[epudepiitanii npucTpiit

OOMEKEHO TTIOKPUTTIM
6a3oBoi cTaHuii

Bynb-ne

CTBOpEHHSI KOHTEHTY CTBOpEHO JIOANHOIO 3mimano CTBOpEHO NaTYNKaMHU
KonTeHT renepyerbes B LleHTpampHOMY cepBepi Bazosgiii cranmii 1r03ax TyMaHHHX 00YHCIIEHB
. Posnoninene .
KepyBanns LenTpanizoBane . Posnoninene
J10 0a30BUX CTaHILH
Amnani3 naHux JIOBrocTpoKOBO MHTTEBO / KOPOTKOCTPOKOBO MHTTEBO / KOPOTKOCTPOKOBO
3aTpuMKa Bucoka ITomipHa Hwuspka
. MobinsHi nepudepii [epudepii
O06pobieHHs / 30epiranHs Lleutp (cepep) P bep padep
(6a3oBa cTaHIIis) (IUTFO3H TYMaHHUX O0YHCIICHB)
MacmtaboBaHicTh
i Bucoka Cepenns Huspka
(10 ropu3oHTaI )
MacuiraboBaHicTb
o Bucoxka Cepenns Husska
(o BepTHKaNIi’)
Besmeka Cnalmra CunpHima CunpHima
MoO0inbHICTh He migrpumyeTrsest [igTpumyeThes [igTpumyeThes
KinbKicTh KOPUCTYBadiB Minbsipzu MisnbiioHy / MiTbIpIM Minbiionu / MiNbsipan

BipryansHa indpacTpykrypa

KopnopatusHuii cepsep

["onoBHui cepsep

[Ipuctpoi kopuctyBaua

Y rtabm 1
TyMaHHUX, MOOUTBHHX 1 XMapHUX 00YHCIIeHb. SIK BHJHO,

HABEACHO TMOPIBHSJIbHI KOHIICHIIIT

TyMaHHI OOYHCIIeHHs 3a0e3MeuyloTh OUbIy THYYKICTh

1 MIBHIKICTh pearyBaHHs TIOPIBHSHO 3 MOOIIBHUMHU
i XMapHUMH OOYHCIICHHSIMHU, | TAKUM YHHOM IOCTAIOTh
OiJBII  CHIBHMM KaHIUIATOM JUISI TEXHOJOTIYHOTO
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pilleHHs 3 METO MaHOyTHIX peaiizalii Ha OCHOBI
IoT Ta IIoT.

Sx sragyBamocs panime, TyMaHHI OOYHCICHHS
MOYKHa PO3IJISLIATH SIK PO3IIMPEHHS! XMapHUX O0YHCIIEHb
nmo mepudepii mepexi loT i3 miIBUIIEHOO THYYKICTIO.
OTKe, TyMaHHI 00YMCIIEHHS IPONIOHYIOTh TaKi MepeBart
3a ymoBH Bukopuctanas 1t mepex [oT (i [loT):

— EKOHOMIYHa e()eKTHBHICTB: JaHi 00POOIATUMYTHCS
Ha mepudepii, a He B XMapi, IO 3PEIITOX 3MEHIIUTH
TPaHCIIOPTYBAHHS BEMYE3HOI KIIBKOCTI AaHUX y XMapy
pa3oM i3 BITIOBITHIMHU BUTPATaAMHU;

— MIATPUMKA CYMICHOCTi: TPHUCTPOI TyMaHHHUX
o0YmCcIeHb MOXYTb  JOMOMOITH 13  3aBJaHHSMH,
TIOB’SI3aHAMH 3 TPAHCKOLYBaHHSIM, 100 YCYHYTH IIpoOiIeMy
CyMIiCHOCTI HEOTHOPiAHUX KiHneBux mpuctpois [oT [3];

— 3MEHIIEHa 3aTPUMKa: XMapHi OOYMCIICHHS He
OpUIATHI 11 POOOTH 3 KPUTHYHO BKIIMBHMHM 32 9acOM
3acTocyHkamu, Hanpukian it 11oT, ockinekn 3aransHa
HACKpi3Ha 3aTpUMKa CTaHOBUTH mpubmm3no 100 wmc
(10 € KPUTHYHO BHCOKHM ITOKa3HHUKOM, OCOOJHMBO JUIS
aBTOMaTH3aIlii BUPOOHHUIITBA, sIKe MOTpedye 130XPOHHOTO
BIKJIMKY B JIi4eHi MimiceKyHan). OCKiJIbKM TyMaHHI
oOYmCIIeHHsT pO3TalIoBaHI Ha mepudepii Mepexi, BOHU
€ CWIBHMM KaHIMOATOM JUIs 3a0e3leueHHsl Ouibll
MIBUIIOTO 3B’A3Ky #, OTXKE, 3MCHIIEHHS 3aTPUMKH
JUIsl TIAKETIB 3B’SI3KY;

— IIBUJAKE pearyBaHHSA: IPOTpaMH PeajbHOTo
qgacy, Taki sk IloT, MaTuMyTh BUTOIy BijJi KOHIICIIIT
TyMaHHOTO OOYHCIICHHS 3aBISIKH ITiBUIIEHHIO THYYKOCTI
Ha eTamnax aHauidy Ta NMPUHHSTTS pilIeHb Y 3arajJbHOMY
UK aBTOMAaTHU3AIli] IPOIIECiB;

— TiIBHUINCHA OE3MeKa: 3a JTOMOMOTOK TyMaHHHX
OOYMCIIEHp IIOCTaYaJbHUKH TIOCIYT MOXYTh JIETKO
¢inbTpyBaTH KOH(IACHIIWHY MEpCOHANBHY iHPOPMAIIifo
Ta 00poOIATH i JTOKaNBbHO. 3aMiCTh TOTO, OO HAJICHIATH
BCIO iH(OpMarito, iuiIe HeKOH]ieHIiHa iHpOopMaLlis
HAJICHIIAETHCS B XMapy I TOJAIBIIOT0 00pOOICHHS.

Ki6epaTaku Ta ciocoom 3axucTy Mepeski Bix HUX

Ha croromni Oymo Bm3HaueHO Oarato aTak
y wMepexax [oT, rtakux sk araku OotHeTiB Mirai
ta Torii, a TaKOX Pi3HI aTakd Ha TPOMHCIOBI Mepexi,
taki Ak Stealthy-araku. Tox mo0 matu HajiiHI Ta
Tpane3 aTHi CHCTEMH W monaTh KibepaTaku, HEOOXiTHO
BXKHMBaTH 3ax0/1iB KibepOe3neku. Kibepoesneka Oyab-skoi
KOMIT'FOTEpPHOI CHCTEMH Ma€ TPH piBHI: 3amoOiraHHs,

BUSBJIEHHS Ta [IOM’SIKIIEHHS HACIIAKIB.

[I{ogo BUSBIEHHS BTOPIHEHb, TO TYT AYXE YacTO

BUKOPDHCTOBYETHCS ~ METOJ  BHSIBJICHHS  aHOMAJiM.
BusBneHHs aHoMaliii Ha OCHOBI XYpHAJiB IPHCTPOIB
a0o moiit 1 Mozeni nporecy (kibep3arpo3u Ta 300i) € 1ie
OJTHUM BaXKJIMBUM ACIEKTOM 3aro0iraHHs MOKJIMBUM
BCKTOpaM aTakKk, CTBOPCHHUX JId I_[i.HI)OBI/IX CHCTEM.

B anamorivymiii po0OTI TPO TMPOMUCIOBI  Mepexi

3allpOIIOHOBAHO  METOJ  BHUSIBIEGHHA Kibeparak Ha
MPOMHCIIOBI CHCTEMH YIPaBIiHH 32 JTOIMOMOT'O0 aHAII3Y
TIPOIIECiB [S], OMHAK B IbOMY JOCIIHKEHH] HE BPAXOBYFOTBCS
ataxu MITM, BukpaieHHs 00J1afHAHHS TOIIIO.

AJle He JTHIIEe TPOrpaMHi CHCTEMH, ajie ¥ CTaHAapTHI
amapaTHi mIaTopMH BpasiHBi A0 aTak. IX iHOMI Takox
Ha3MBaIOTh «3JIOMH anapaTHOro 3a0e3NeueHHs», 1 BOHH
HAragyloTh pPO3POOHMKAM CHCTEM IMpo HEOOXiTHICTh
YBIMKHYTH  TIEPEBIpKY  aBTEHTHYHOCTI Ha  piBHI
amapaTHOTO 3a0e3MeuYeHHs BiApa3y Mmicas 3aBOJICHKOI
BUPOOHMYOI JIiHii, TOTIM iIyTh NPOLEIYPH TEPEBIPKH 10
Ta MICNIs BCTAHOBJICHHS.

I poGoTa 30cepemkeHa Ha MeXaHi3Max 3armo0iraHHs,
00 YHUKHYTH 3JIOBMUCHHKIB, TIEPII HiK OYy/Ib-sKa aTaka
MoOXe cTatuca. 3 OoKy KiOeprpodiakTHKn MOXXKHa
BUKOPHCTOBYBaTH HAMiWHI amapaTHi KOMIIOHCHTH:
HalpHKIad, CHCTEMH IHTEJICKTYalbHOTO MOHITOPHHTY
cepenoBumia (SEN — Smart Environment Monitoring),
TaKoX PO3POOIAETHCS YMMANIO PI3HOMAHITHHX HpPOTpaM
JUTS. MOHITOPHHTY AaHuX cepeaosuina uepes loT.

TymaHHI 00YHCIIEHHS HAcHpaBii € IHCTPYMEHTOM
st xmapaux ciyx6 (CBS — Cloud-Based Services),
KM MOJXXHA YSBHTH SIK IHTepdeHC MK peanbHHMHU
KiHneBuMu npuctposimu [oT Ta pemroro XmapHHX
cryx0. Sk oOroBoproBaocs B poboti [6] CBS
MIPOTIOHYE TPH OCHOBHI KOMIIOHEHTH IIOCIYT, a CaMe:
iHpacTpykrypy sk mocuyry (laaS — Infrastructure as
a Service), matpopmy sk nocuyry (PaaS — Platform as
a Service) 1 mporpamHe 3a0e3ledeHHS SK MOCIYTY
(SaaS — Software as a Service). Tlporrosyemo, 1o
napajiurMa TyYMaHHHX OOYHMCICHb PO3LIMPUTH HAasBHE
ysBieHHs, AoaaBum FaaS sk ueTBepTH KOMIIOHEHT
MoJieni 00CITyroByBaHHS (JUB. pHC. 2).

[Mnommua  Oe3meku Ui XMapHHX  CIyXO,
3aTPOIIOHOBaHa B po0oTi [6], po3podiieHa Iyt BHKOPUCTaHHS
Ha 30BHIMHIX mnpuctposx loT i ams 3a0e3meveHHs
iHTepdeticy no xmapu. Ilicns 3anmponoHyBaHHS TyMaHHHX
OOYHCIICHb pIlICHHS IUIONIMHA O€3MeKu €  OuLIbIn
PI3HOMAHITHHM 1 0araTomapoBUM ITOPIBHSHO 3 IONEPEAHBOIO
Bepcieto (muB. puc. 2). Tomy po3rismaemMo TymaHHI
OOYMCIIeHHS Ul HAJaHHS JOAATKOBHMX IOCIYT, Taki fK

Oesriexka Ha nepudepii xmapu st CBS. Hampukoiaz,
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3aCTOCYBaHHS TYMaHHHX OOYHCIEHb MAaTHME KOPHCTb
Il cucteM BusiBieHHa BToprHenb (IDS — [Intrusion
Detection Systems), pozpooienux mns loT. Orxe, paHHe

BUABJICHHA € BaXJIMBHUM JJIA 3a1100iraHHs 3Fy6HI/IX

Puc. 2. Mogens "TymaHn sik nociayra"

Hacainkn BukopucTaHHA TyMaHHUX 004HcIeHb B IoT

BinmoBimHO 0 HAyKOBHX MPOTHO3IB, OYiKYETHCS,
10 TyMaHHI OOYHCICHHS CTaHYTh OJHIEI0 3 OCHOBHHX
orop IoT y HaitomnkIoMy MaiiOyTHROMY, TpaHC(HOPMYIOUH
IoT Ha OCHOBI XMapHUX O0YHCIICHB Y OUIBIIT PO3MOIITICHY
apxirektypy [1]. Hemunyue ns tpancdopmaniss matnme
Taki HACIIAKU:

— 3B’SI30K 3 IHTETPAII€I0 CUCTEMH Ta/ab0 MiJICHCTEMH.
Iurerpamiss cucreM Ta/abo MIACHCTEM € BaXKIIMBUM
3aBIAHHSIM /ISl CHCTEMHHUX IHXKEHEpiB, OCKIIBKH IXHIH
000B’s130k — 3abe3neunTH Oe3nepediiiHy podOTy BCixX
KOMITOHEHTIB HOBOCTBOPEHOI CHCTEMH;

Y rtabn. 2
JIETaIbHO TMOKa3aHo MMoB’s3aHi 3 [oT TenmexoMyHiKamiiHi

— 3B’A30K 3 TEJNCKOMYHIKallisIMH.

TexHoJorii. BuOip pagioyacTOTHUX TEXHONOTIH MOoXe
TPYHTYBaTHCSI Ha TmependadyBaHiii (QyHKIiOHATEHOCTI
Ta armapaTHUX BHMOTax, a came: IPOITyCKHa 3/aTHICTb,
BapTiCTh, CHEProe)eKTUBHICTh, 3aTPUMKa, THII MEpPEexi
tomo. Lli pagio4acToTHI TEXHOJIOTII CTBOPIOIOTH OCHOBY
U MepexXHUX TexHomorii [oT;

— 3B’A30K i3 BapricTI0. TymMaHHI O0OYMCIICHHS
JIOTIOMO>KYTh CHCTEMaM [HTepHeTy pedeid, 10 MiATPIMYIOTh
XMapHi OOYMCJICHHS, 3MEHIIMTH 3arajibHy BapTiCTh
cucteMi. OCKUTBKH [TaHI 0OpOOISITUMYThCS Ha Tepudepii,
a He B XMapi, TYMaHHI TEXHOJIOTII 3MCHIIATh HAKJIaIHI

BUTpaTH Ha mepemady iHdopmarmii B xmapy. Lle matume

HACIIIIKIB BTOPTHEHb, a TYMaHHI OOYHCICHHS NanyTh
3MOTy PaHHBOTO BHSIBIICHHS Ui anroputMmiB IDS, 1o
npaitoroth B [oT.

IBI TIepeBaru: BUKOPUCTAHHS TMPOITYCKHOI 3aTHOCTI
nepesavi pi3K0 CKOPOTUTBCS Ta 3MEHIIMTHCS PO3MIp
CXOBHINA TaHUX Y XMapi (pa3oM i3 00poOIeHHIM);

Ile e

BXINBUM KPHUTEPIEM CEpBIiCY, MO 3PEIITOI0 BIUIMBAE

— 3B’A30K 3 SKICTIO OOCIyroBYBaHHSI.

Ha 3a70BoJicHICTh KopucTyBadiB. [lns [oT Tumuacosa
HENIOCTYIHICTh JaTYHKiB 400 BIKOHYBAJFHUX MEXaHi3MiB
y 3acrocynkax [oT Ge3mocepeiHbo BIUTMHE HA (Qi3UUHUI
CBIT 1, OTXe, pI3KO B3HU3HUTH SKICTh OOCITyTOBYBaHHS
JUIL  KOpUCTyBadiB Mepexi. Yumamo 0e3mpoBOIOBHX
mporpaM MarTh PI3HOMaHITHI Ta OOOB’S3KOBI BHMOTH
JI0 SIKOCT1 0OCITYTOBYBAHHS, 10 YCKJIAHIOE HABAHTAKCHHS
Ha iHTerpamiro loT i xmapu. BomHouac HOBi pimeHHS
MIPOMIDKHOTO TPOTrPaMHOro 3a0e3MevyeHHs Ha OCHOBI
0o0YHCIIeHb MOXYTh OyTH

TYMaHHUX KOPHUCHUMH

W 3pydyHHMH B TOMY CEHCi, m00 3ampOIOHYBaTH
nepudepii
MEpexi Ta PO3BAHTAXKUTH JaHI 3 BY3TiB i3 AediluTOM

0oOpoOJieHHS ~ TEepMIHOBUX 3aBJaHb Ha

eneprii. TymaHHI o0OYHMCIEHHS MOXYTb CYTTEBO
MOKPAIIUTH SKICTh 00cmyroByBaHHs Mepex 10T 3aBnsku
3MEHILECHHIO "3aTPUMKH NakeTiB" i "MepeHaBaHTaXEeHOCTI
Mepexi", oJHOYacHO 30uIbIIyrOuM "BHSBIEHHS 300iB"
i "BiIHOBJICHHS BTpaT";

— 3B’sA30K 13 Oesmekoto. PeanpHe cepenoBuine
BIJPI3HAETHCS Bif ineanbHUX yMmoB. JlogatkoBi GyHKIil
Ta KOMIIOHCHTH 1HOJi CTBOPIOIOTH €TUHY TOUKY 3000 200

YCKJIAHIOIOTh POOOTYy cucTeMH. Y 1o0pe po3pobieHux
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1 CIUTAaHOBAHMX peai3alisix MOKHA YCYHYTH OIHY TOUKY e crocyeThCcs SIK amapaTHOTO, TaK i IPOTPAMHOTO
GbyHKIIH

13 BKIIFOUEHHSIM J0JaTKOBOI'O KOMIIOHCHTA.

30010 Ta HaBaHTAXEHHS Ha CUCTEMY, 1100 IMOKpAIUTH 3a0e3mneueHHsT  Ta OC3MeKH, TIOB’SI3aHUX

3aralbHy MPOAYKTUBHICTH CHCTEMH 3a Oa)KaHHSM.

Ta6uuuns 2 — Pi3ui padiowacmomui komyHikayitini mexunonoeii ona loT

Makec. IIponyckna Bapricts
TexHouorist Cranaaprt Yacrora [pouuxnenns | Jianazon MBHAKICTH 31ATHICTH .
. MiKpocxeM
nepenavi JaHux KaHaJy
NFC/RFID |ISO/IEC 18092 13.56 MI'ny Bucoxke <20 cm 424 x6it/c 106424 M6it/c $0.1+
Bluetooth IEEE 802.15 2.4/2.5TTu Husbke 50-100 m 2 Moit/c 2 MI'ng $5+
Wi-Fi IEEE 802.11 2.4/5.0 I'Tn Husbke 100 M 54 Moit/c 22 MI'p $1.5-30+
Zigbee 1IEEE 802.15.4 8682/?‘11 15"11"\31 T, Husbke / Bucoke | < 1 km 250 x6it/c 2 MI'n $2-20+
DASH7 IECIISS(())/OOJ 433/868/915 MI'ng Bucoxke 0-5 km 167 xbit/c 1m0 1.75 MI'n $3.00+
LoRa Pizwi 868/915 MTI'iy Husbke 25 kM 50 k6it/c 125/250/500 xI'1t ~$2.00
SigFox SigFox 915928 MI'm | Huzbke / Bucoke | 40 kxm 100 Git/c 100 I'n $0.25+
3G W[{ggl\s/[/ A 04-31Tn Hwuseke / Bucoke | 5-35km | 0.38-21.6 Mbit/c | 3.6-21 MGit/c | BapitoeTbes
4G/LTE 3GPP-LTE 0.6-61Tn Husbke / Bucoke | 5-100 xm | 100-300 M6it/c 100 Moit/c+ $6.5+
5G 5GTF/5G-SIG 0.64/100 I'Ty | Huseke / Bucoke | 5—150 xm 10 T'6it/c 500 Moit/c+ $70+

VY pa3i 3axOIyieHHS NUTO3IB TYMaHHHX OOYHCIICHB
ICHY€E II’ITh 0COOJIMBOCTEMH, 1[0 HEOOXITHO BPaXOBYBAaTH:

1. KoHTpomns moCTyIly: MITIO3W TYMaHHUX 00YMCIIEHB
3’ennyrots Mepexi [oT / IloT 1 xmapy 3a momomororo
JIBOHATIPABIICHOTO KaHay 3B’s3Ky. JlaHi 30mparoThesi Ta
nepezatothest 3 npuctpoiB loT y xmapy, a HoOBiJOMIICHHS
TIPO PIiIlIeHHs Ta KOMAaHAW HAJICHIIAIOTHCS 3 XMapy B MEpeki
IoT. Tlpuctpiii FCG moxe edeKkTHBHO KepyBaTH BCiMa
ninmogeHrME npuctposiMu [oT. OxHak mpucTpoi numo3iB
TYMaHHUX OOYHCIICHb HE MalOTh 3MOTH OTPHMAaTH NPSIMHUA
JIOCTYTI 70 6a3 JaHWX Ta iHIMX OOYHCITIOBATIBHIX PECypCiB
0e3 mpu3HaYeHOT XMapHOI CITy>KOH.
FCG
3aBIaBaTH JAESKUX HAaCNiAKIB 3aleXHO BiJg 0OpaHOro

2. ApreHTH(]IKAWig:  MPHUCTPIH MOJXe

anroput™My  aBTeHTH(QiKamii. SIKmo aBTeHTH]IKAIisL
npusHadeHa s pobortu numme 3 npucrposimu FCG,
e 30iUTbmIye pH3WK TOro, mo Bca Mmepexka loT Oynme
3nmaMaHa micnst Toro, sik npuctpii FCG Oyzne 3mamaHo.
3a3Buyaii [BOGaKTOpHA Ta OaraTopiBHEBa aBTCHTH(]IKaIlisg
(ogna y FCG, iHma B XMapi TOIIO) 3MEHINYIOTh PH3HK
smamy FCG. V pasi iHmumenty Oyzae BpaXeHO JIHIIe
MiIMHOKHHY TiKI04eHuX npuctpois [oT.

3. JlocTymHICTh: XMapHi pecypcH OimbII CTiHKi

Hani

Ha KUTBKOX BY3JaX y XMapi, i aBapifiHe TepeKIrOueHHS

JIO €IWHOI TOYKH BiMOBH. BiZITBOPIOIOTHCS
Moxke OyTe gocsarayte 0e3 nmpodaem. Oxnak npuctpoi [oT

Oumemn  cxwibHI g0 300iB. Hampukmam, OmoxyBaHHS
3B’s3Ky Uil pecypciB IoT Moke 3HAYHO BIUIMHYTH
Ha JOCTYMHICTh HA OCHOBI KPUTHYHOTO PO3TAIlyBaHHS

IUTIO3Y TYMaHHUX OOYHCIICHb.

4. IlimicHicTh: 3aJ€XHO Bisl 00paHOI CXeMH 3B’SI3KY
OYIKYETBCS HE3HAYHMH BIUIMB 3aXOIUICHHS IIIIO3Y
TyMaHHUX OOYHCIIEHb Ha IUTICHICTH MOBIIOMIICHB, SKIIO
HE BUKOPHCTOBYBATUMEThCS HACKpi3HE HIH(pyBaHHS,
1 BIACYTHICTB OJHOTO €(peKTy y BHUIAAKY 3aCTOCYBaHHSI
mudpyBaHHs.

5. KouoinenmiitHicte. bBynp-saxuii BHTIK JaHHUX
1 TopyIeHHs1 KOH(]IICHIIIHHOCTI KOPUCTYBaviB y MepeKax
IoT uepes mpuctpiit FCG € cepiio3Hoio mpobieMoro, o
He 0OMEXY€eThCs TOTIpUICHHSIM penyTaii, GiHaHCOBUMHU
BTpaTaMH UM IHIIUMH HACHiJKaMH [UIS OpTaHi3amii.
Bynp-sixkuii kopuctyBad, skuil 3actocoBye npuctpid loT
abo 30epirac Ha HBOMY JdaHi, 3a3HA€ BIUIMBY Yepe3
snamanui npuctpii FCG. OpHak e He MO3HAYHMTHCS
Ha OCOOHMCTHX JaHUX Y XMapi.

VYci komyHikanii Mibk xmapoto Ta [oT 3xificHIOIOTECS
Yyepe3 IMUIIO3 TyMaHHHX oOumcieHb. OTxe, HEOOXiTHO
BCTAHOBUTH JIOCTaTHIO KUJIBKICTH KOMIT'IOTEPIiB, 00
3aMo0IrTH  BUHHAKHEHHIO €OWHOI TOYKA 3001B Ta
0e3mepeOiiHO CTIPABIIATUCH 3 MOMISIMUA CAMOBITHOBIICHHS
Ta aBapifHOrO mnepeMukaHHsA. OCKUTBKM BECh TOTIK
Oyne pasi

TIOIITKO/DKCHHST a00 (i3WYHOI aTakh, MH IIPOIIOHYEMO

JaHUX 3a0JIOKOBaHO B Oy 1b-SIKOTO
BcTaHOBHUTH Jekinbka FCG y MepexHHX apXiTeKTypax
[HTepHETY pedeil i3 MATPUMKOIO TYMaHHHX OOYHCIICHB,
i3 MOXJIMBICTIO CaMOBIJHOBIICHHS Ta Oe3nepeOiifHOro
TIepeMUKaHHs Iicis 3001B.

3nmamMaHu{ [UTI03 TYMAaHHHUX OOYHUCIICHb BIUIMBAE
sk Ha Mepexxy loT, Tak i Ha XxMapHUil piBeHb. besmeka
LIJTI03y TYMaHHHX OOYMCIIEHb € BXJIMBOIO, 1 HE TMOTPIOHO

3aNMumaTH ii He3axXWIIeHOK. SIK 00roBOpPIOBAaTUMETHCS
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Jlanmi, HeoOXiTHO BHUKOPHUCTOBYBATH amapaTHy Oe3MeKy,
o6 Hajatn FCG nonarkoBuii piBeHb 3aXUCTy BOJHOYAC
13 IPOTPaMHO OPiEHTOBAHUMH PiICHHSIMHU.

AnapaTHHi 3aXMCT HNPHCTPOIB TYMAHHUX 004YHC/IEHb

Y pobGori [7] aBTOpM AIHILIM BUCHOBKY, IO

HE3axHIIeHa armaparHa wiatdopma MIpu3Beze
JI0 HE3aXWIIEHOTO CTEKy HpOrpaMHOro 3abe3IeueHHs,
TaKUM YHHOM JIOBEICHO Ba)KJIMBICTh OE3MEKH allapaTHOTo
3abe3rneueHHs. besneka amapaTHOro  3a0e3ledeHHs
HEJOCTaTHRO BHBYCHA IIOPIBHAHO 3 TMpodiemMaMu Ta
pimieHHsAMH  KiOepOes3neky, MOB’S3aHMMH 3 TPOTPaMHHM
3a0e3neueHHsAM. OCTaHHIM 4YacoM 3 SBIAIOTHCA HOBI
JIOCHI/DKCHHST ~ amapaTHoi Oe3lMeKu Ha  HPUCTPOSX,
MoB’sA3aHUX 3 [HTepHETOM pedel, S[K-OT: CTBOPEHHS

€IMHOI CUCTEMH TIepeBipku ocobucTocTti Ha ocHOBi PUF,
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anmapatHa Oesmeka FPGA s 1eHTpiB  00poOIIeHHS
JIaHUX, & TAKOX PEKOH(IrypoBaHUil arlapaTHUI MeXaHi3M
izomsmii (IPM — isolation and protection mechanism)
st npuctpoiB  [oT, mo BUKOPUCTOBYIOTH XMapHE
cepeoBHIIe. Yce M€ MATBEPIKY€E HAIll 3yCHIUISA IIONO
3anpoBaJPKEHHs amapaTHUX 3axoniB Oesmeku mis FCG.
Y oMy pO3[IiNTi CTHCIO HaBECHO BCi MOXKIIHMBI ammapaTtHi
3axoau Oesmekd, IO MoxHa po3risiHyTH it FCG
i 9Yac MPUAHATTS PillieHHS Tpo 3a0e3medeHHs Oe3neKu
JUTs 3araibHOi Mepeski [oT.

Sk obroBoproBanocs y mpari [8], kibepaTaku Ha
amapaTHi WIaTGOpPMHU MOXKHA JOCTIIKYBaTH 3a TphoMa
TpyIIaM{: arpecHBHI, HEarpecHMBHI Ta HaIliBarpECHBHI.
Cepen HUX HAWOUTBII CKIATHUMU € arpecHBHI, OCKIIBKH
BOHH 0e3M0cepeIHhO BTPYUYAIOTECS B pOOOUY CTPYKTYPY
CXeM Ha amapatHoMmy 3a0e3nedenHi. Ha puc. 3 mokaszano
JIOJATKOBI JAeTali Ta Kiacu}ikamiro IuxX aTak.
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Puc. 3. [TitMHOXMHA BEKTOPIB aTak, OB’ S3aHUX 3 arapaTHHM 3a0e3MIeUeHHSM, Ta X CITiBBiTHOIICHHS

Merton 3BopoTtHOro mpoektyBaHHA (RE — Reverse
Engineering) 3acTocoByeThCS A1 BUSABJICHHS (Di3MYHUX
BJIACTMBOCTEH 1 (DYHKITIOHATBHUX MOJIMBOCTCH arapaTHOro

3abe3nedeHHs, o0 BiATBOpIOBAaTH TexHOJOril abo

BUKOPHCTOBYBATH MMOBIpHI Bpa3NuBOCTi. MeTo] aHanizy

MOTY>)KHOCTI ~MOXXHa  CIIBBIIHECTH 31 3BOPOTHUM

MIPOEKTYBAHHSIM, 11100 Ai3HATUCS OLIBIIE PO BIACTHBOCTI

niTboBoro  obmamHanHsA.  Ili atakm  37ae01IBIIOTO

3aCTOCOBYIOTBCS B IPOMHCIOBOMY INIMIYHCTBI IS

BUKPAJCHHS TEXHOJOTIH KOHKypeHTiB. Moandikarii

MIKpPOCXEM TaKOX BHKOPHUCTOBYIOTHCS JIJIsi MOHITOPHUHTY

Ta  KEpyBaHHS  amapaTHMM  OJOKOM  MmiJ — 4ac

Oe3rnocepeIHLOr0 BTPY4YaHHS B pOOOTY 1HTErpajbHOL
YnpoBapKyBaTd  HECIPaBHOCTI

CXEMHU. MOXHa I

npuuuny K/ (kxoHdineHuidHOCTI,

LUTICHOCTI, JOCTYITHOCTi), HANpPWKIAN, IUIS BUBCACHHS

NOPYLICHHS

IOPUCTPOI0 3 Jagy 3 METO OTPUMaHHSA JOCTYILY,
MIPUNMHEHHS (YHKIIOHYBaHHS a00 BWKOHAHHS IHIIMX
B)XXJIMBUX 3aBJaHb. 3aJMIIKOBE 30epiraHHs JaHUX —
Ile KOHIEMIis po3mudpyBaHHs iHpopManiiHux OiTiB
y OI3UYHHX TPHUCTPOsIX, Takux sk mam’ate (SRAM,

DRAM, EPROM Tomo), 1 Hakonmu4yyBayax, I00
oTpuMaTH Kitoui  Oe3meku  abo  IHIIY — BaXIJIMBY
iH(opMariro.

Y ueHtpi yBaru amapaTHOi O€3leKd MaroTh OyTH
MpUHAHMHI KOH(DIIeHIIHHICT 1 1imicHicTh. [IpuxoBaHa
iHpopMarllist npo mpucTpiii a0 AaHi He MalTh OYyTH
po3KpuTi, 1 HEoOXimHO, MO0 YTpy4aHHS IO HHUX OyIo
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TOTIepeKEHO. Y TIPOMHUCIIOBOCTI CeKpeTHa iH(opMarlis
3a3BUYall TPUB’si3aHa 70 (I3UIHOTO 00’€KTa, 1 amapaTrHe
3a0be3neueHHss Mae ii 3axumiatu. Hampukianm, cmapt-
KapTl BUKOPUCTOBYIOTBCS JJIsI KUTBKOX 3aBllaHb, TaKHUX
SIK TOCTYT JT0 00’ekTa abo 30epiraHHs rpomoBoi iHdopMartii
TOWIO, 1 MPOCTa aTaka KIOHYBaHHS MOXKE€ MaTH HeraiHi
HacHigku. Y pasi yCIIIHOTO KJIOHYBaHHS OaHKIBCHKHX
KapTok (hiHaHCOBI BTpaTu OyqyTh HULIBHUMH.

VYV Tabn. 3 HaBemeHO aHANI3 PU3UKIB OC3MEKH ML
3arajJbHUMH

amapaTtHUX Kibep3arpo3 MOpIBHSHO i3

BIIACTUBOCTSAMH Oe3meKku KiHIeBux mpuctpoiB  loT
HA OCHOBI TYMaHHHX OOUKCIICHb, BKIIFOUAIOUH KIIACH(IKAIi0
BeKTopiB arak [9]. Hanpukian, aHami3 pu3uKiB Oe3mexu
KIHI[EBOTO IIPUCTPOIO, 3aXOIUICHOTO 3JIOBMHCHHKAMH,
LIOJO0 3aTaJIbHUX BIACTHBOCTEH O€3MEeKU BHUITIAIAE TAKUM
YMHOM: KOH(INEHLINHHICTP Mae TIOMIPHUI pIBEHb,
LOUTICHICTh Ma€ TOMIPHHHA, JOCTYIHICTh Ma€ MOMipHHH,
a aBTeHTU(]IKAIS 1 KOHTPOJIb JOCTYIly Ma€ 3HAuHHN
BIUIMB. BinmoBigauii BekTop aTaku — In (arpecuBHMIA)

a0o S (HamiBarpecuBHHN).

Tabauus 3 — Auaniz pusuxie Gesnexu 014 anapamuux Kibep3azpo3 NOPIGHAHO 13 3A2ANbHUMU GIACTNUBOCMAMU Oe3neKuU

ona kinyesux npucmpois loT Ha 0CHOBI MYMAHHUX 0OUUCTIEHD, BKTIOUAIOYY KIACUDIKAYIIO 8eKMOPa amax

. Cepiio3HicTh pH3HK
Kareropis 3arpo3u C I P P Ay Auth® BexTop

igiﬂifg’ BUJIY4HTH 300 BHKPACTH KiHICBHH Hewmae Hewmae [Tomipuuit Hemae NI
KionyBaHHS IpUCTPOIO IlomipHuit [omipHuit MiHiManbHUHA 3HayHui In
3aMiHa IPOIIMBKHI TomipHuit [omipHuit MiHiManbHUHA 3HayHuI In
B?myquHﬂ NapaMCTpiB GesekH MUTAXOM TomipHuit MiHimMaIbHUHA MiHimMaIbHUH 3HayHui In
(izugHOTrO TOCTYIY

Inyminas MiHiManbHUH MiHimMaTpHUH 3Ha4yHuil MiHiManbHUHA NI
[TinpoGuieHnii KiHUEBHHA IPUCTPIK Tomipuuit [MomipHuit [MomipHuit 3HayHui In/S
ITixmina OiTiB MiHiManpHUI [omipHuit MiHiMaIbHAI MiHiManpHUH In

Ymoeni nosnaxu: C — xougioenyitinicmo; I — yinicnicmo;, A — 0ocmynnicms, Auth® — asmenmugpikayiss ma KOHmMpoIbL OOCMYny,
In — aepecusnuii; NI — neacpecuenuii; S — nanieacpecuguil.

IcHye kinmpKka mepemKko, sSKi HeoOXiTHO TOI0NaTH,
mo6 3abesneuntn KibepOesneky s npuctpoiB loT Ha
OCHOBI TYMaHHHX OOYHCIICHB 32 JIOTIOMOTOIO amapaTHUX
BnactuBi loT i

pimieHb 4yepe3 mpoOiemH, caMHiM

KIHIIEBUM  TIPUCTPOsM:  (QI3WYHAH  JOCTyH  TIPOTH
BIJIJIAJICHOTO JOCTYITy (amaparHi pillleHHS BUMaraTuMyTh
(hi3MIHOTO OCTYITy 0 PEaJbHOTO MPUCTPOIO, IO iHOII
MOXE CTaTH CepHO3HUM Tsrapem); THYYKiCTh (armapaTHi
CHCTEMH HE HACTUIBKH THYYKI, SK MPOTPaMHi; X04a ACsKi
araparHi TaTtGopMH, HalpHKIIaJ IPOrPaMOBaHy JIOTiUHY
inTerpanpHy cxemy (ITJIIC), MmoxHa epekoH}pirypysaru,
aJie B TaKOMY BUIVISIII BOHH JIy>Ke JIOpOTi); MaclTaboBaHICTh
(gepe3 amapatHi 0OMEKEHHS, BapTICTh Ta iHII BHPOOHMUI
oOMe)KeHHs amaparHi pilleHHS BaXKO MacluTa0yBaTn);
THYYKiCTh (4ac, HeOOXimHWII i1  BCTAHOBJICHHS
anapaTHUX BUIPABJICHb, MOKE BUSBUTHCH 3HAYHUM).

"CTilKicTh O BTpYYaHHS" O3HAYA€ BXXUTTS 3aXOJiB
3 METOI0 YCKJIAJHEHHS 3BOPOTHOTO MPOEKTYBAHHS JUIS
3JI0OBMHCHHKIB a00 3amo0iraHHs Momudikarmii mpoxykry
OpoTH BOMI  BHpPOOHHMKA. I[pOro MOXKHA JOCSTTH
TpHOMa CITOCOOaMH:

— BHKODHCTaHHS MPOTPaMHOrO  3a0e3IedYeHHs.
[Iporpamue pimeHHS AN 3aXHCTy BiJA HECAHKIIITHOTO
JIOCTYITy MICTUTHME CIIOCOOM TIepeTacyBaHHs BUKOHYBaHOTO

KOJy B Iam’siTi, 100 BiH HE PO3KPHBAB 3JI0BMHUCHUKAM

KOHKpeTHO{ iH(popmarii momo Oyap-IKoro KOH(IIeHIIIHHOTO
Marepiany. OfHUM i3 TOIIMPEHHX METOMIB JUIS I[LOTO
KOLY.
10 METOJIaMH 3aXHUCTY BijJ BTPYYaHHs € Taki: peaizaris

€ oOdyckaris Icropuyro  ckxmamocs  Tak,

Oimoro AmWKa, IUHAMIYHANA MOHITOPHHT TIPOTPaMH,
CaMOXeIlyBaHHs i KOHTPOJIbHE MificyMoByBaHHs. Hapernri,
TEXHOJIOTisI OJIOKYEHH TaKOXK € JKUTTE3MATHUM BapiaHTOM
Uit 3a0e3neveHHst 1iTicHocTi nmaHMx y Mepexi loT
3a JOTTOMOT OO CTPAaTeTii KOHCEHCYCY MiX BY3JIaMH;

— BUKODHCTaHHS  amnapaTHOro  3a0e3NeyYeHHSI.
[ligTMHOXXKMHOIO BiJOMHX BEKTOPIB aTaKk Ha amapaTHe
3a0e3neucHHs € TUdEpeHIIWHUN aHami3 TOMHIIOK,
Tepe3arnmc Ynma, 3ajJiIIKOBa IaM’ ITb Ta 3001 IIPOTOKOIY.
SIK MpEeBEeHTUBHUH METOJl MOKHA 3aCTOCOBYBATH JIOTIYHE
omoxyBaHHs Oyineux cxem [10]. Mikpocxemn mam’siTi
i3 3axuctoMm Bif BTOoprHeHb (TRM — Tamper Resistant
Memory) MOXyTh OyTH TpH3HAYCHI IJIS BWIyYEHHS iX
KOH(DIJEHIIMHNX JaHuX, 30KpeMa KpHUITorpagpiuHux
KH}O‘IiB, AKIIO BOHM MOXYTb BHABUTH BTOPIrHCHHA
B iHKancyIsito Oesneku. Pobounit MexaHi3M, IO CTOITh
3a [UM, IOJISITa€ B MOCTIMHOMY OHOBJIEHHI KOMIPOK
mam’sTi, mo0 3amoO0irTH 3alMIIKaM CHIIiB CTaTUYHHX
JaHux Ha HHUX. TRM 31e0i1b1I0oro BHKOPUCTOBYETHCS
Uit 30epiraHHs KoHdineHniiHOI iHpOpManmii, 30kpema
3aKPUTHX KIFOYIB, 1H(OpMAIi MPO CISKTPOHHI IUIATEXkI
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tomo. [HmMM migxomoM Moke OyTH peamizalis
KOHIIeMIIii amapaTHol cuctemu Ha kpuctaii (SoC —
System on a Chip). Hampukmax, y poboti [11]
3allpONIOHOBAHO CUCTEMHM Ha KpPUCTaNi MAJsl 3aXHCTY
BOYJIOBaHMX TIPOIIECOPIB HIDKIOTO KIACy B aTak
MOTOKY KepyBaHHs, OCOOJIMBO BiJi aTak IOBTOPHOTO
3actocyBanHs kKomy (CRA — Code Reuse Attacks).
3anpornoHoBaHa KOHIEMIsl 3a0e3neyye KOMIUIEKCHUM
3aXUCT, MOEIHYIOUM METONM BHSBIICHHS, pEaryBaHHS,
BIJIHOBJICHHSI ~Ta  BHABJCHHS  BTOPTHEHb  IPOTH
NOpYLICHHsI MOTOKY KepyBaHHs (crmpuumHeHoro CRA),
0coONMBO 32 HAsBHOCTI TEepEepHBaHb, OMEpaLiiHUX
CHCTEM PEabHOrO Yacy Ta BUHATKOBUX (YHKIIIH;

— Oesmeune npoextyBaHHA. Ctpyktypu IoT
3ajeXkaTh BiJA OCHOBHOTO AamapaTHOTO 3a0e3IedYeHHs
Ta PO3YMHOI ENEeKTPOHIKM SK IIUTIO30BHX IPUCTPOIB,
30KpeMa JaT4YHKiB 1 MiKpOKOHTpoisiepiB. BoHHm MOXyTh
OyTH miJ 3arpo3ol0 3JIOBMHUCHHX arapaTHUX TPOSHIB
(HT - Hardware Trojan), BCTaBICHHX HEHAIIHHUMHU
BUPOOHMKAaMHU MIKpOCXeM. AmapaTHi TPOsHU CTPATETiqHO
BBOJATBCA B OONAJHAHHA MiJ HOPMAJBHUM BHIJIAIOM
3a gonomororo HaBudok RE Ta pgitote sk Oomba
YHOBIUIBHEHOI [ii: BOHH pPanTOBO AaKTHBYIOTHCS IIiJ Yac
HOPMAJILHOT'O PEXUMY pOOOTH amapaTHOTo 3a0e3MeYeHHS
# MOXYTb CIPHYMHHTH HEHOPMalbHY Ta HEHaBMHCHY
poboTy. 3axMcTOM BiJ Takoro BHJy aTak Moe OyTh
OIIMH 13 TOMYJISIPHUX METOMIB, a caMe (pyHKITiOHAIbHA Ta
CTPYKTYpHA 00(yCKallisi, 0 BUKOHY€ETHCS BUPOOHUKAMHU

MIPUCTPOIB MEPEA €TaIIOM BUTOTOBJICHHS YHIIIB.

®@izuuHo HekJIoHOBaHI pyHkuii (PUF)

®iznyHO HEKNOHOBaHI GYHKIII — ne Qi3uyHMI

o0’ext, w0 3abe3nedye 1MGPOBUHA BINOUTOK IS
amapaTHoro 3a0e3MeveHHs, HapuKIIa MiKpOIIPOIECcOpiB,
Ha OCHOBI PI3HMX BXIJHUX JaHHX i 3aBaaHb. OTpumai
KPEMHIEBI CXEMH 3 YHIKaJbHUMH XapaKTEPUCTHKAMH
BUPOOIB HEMOXIMBO (i3MyHO KJIOHYyBatu. HeoOXxinHo,
mo6 koxxkHa cxema PUF manma yHikaneHy mapy peaxiii
Ha Buximk (CRP), sgKky MoOXHa BHUKOPHUCTOBYBAaTH
Uit imeHTHdiKamii Ta aBTeHTU(}IKAIil. BuroTtoBieHHS
i apxitektypni geram ciabkux PUF (mae He3nauny
kinpkicte CRP) i cunmbaux PUF (Mae 6araro CRP) Takox
BaxxnuBi. CunbHi PUF criliki 10 arak rpy0oI0 CHIIOKO.
OCHOBHHMMH XapaKTEpPUCTHKaMH (i3MYHO HEKJIOHOBAHHUX
dyHKIiH €
HEKJIOHOBAHICTh 1 (i3nmyHa HemopymHicTb. [lepeBaramu

HaJIAHICTB, Herepea0adyBaHiCTh,

PUF € crilikicTh 10 arpecuBHHX arak 1 BiJCYTHICTb

moTpeO B JOAATKOBOMY IIPOTpPaMyBaHHI, TECTyBaHHI
Ta 00YMCITIOBANIBHIN NOTYXHOCTI [12].

Komipkn SRAM criiiki 10 pyHHYBaHHS CXEMH
i MOXYTh BUKOPHCTOBYBATHCS JUIsi CTBOPEHHSI HaIIHUX
PUF na ocnHoBi SRAM, mo MoOXHa 3acTOCOBYBAaTH
Juisl aBTeHTUdiKalii Ta TeHepalii CeKpeTHHUX KIIOYiB.
ABtopn pobotm [13] moxkazamm, mo PUF wmoxna
BUKOPHCTOBYBaTH JJIsl IEPEBIPKU OCOOMCTOCTI 3 METOIO
3axucty obnamHanHsa [oT 3a momomororo aBTeHTH}IKAIIT
npuctporo. lle mocsraeTbcs NUIAXOM yIOCKOHAJICHHS
koH(pirypoBaHux Kimpuesux ocmumaropis (CRO  —
CTPYKTYPOIO
3aCyBKH. YHIKanbHHH cyOnudpoBuil miamiuc KOKHOTO

configurable ring oscillator) PUF 3i

Yyura MoXKe OyTH 3reHEpOBaHWI NUITXOM BHKOHAHHS
cTpaTerii BUKIHK-BiqnoBigs yepe3 PUF na ocHoBi CRO.
Amnaniz PUF nokasas, 1110 3aBISKU JOCII JHUIILKHM
3yCHIUISIM ~ He3abapoM BigOyHeThCsl EeKCIIOHEHIiaIbHE
TIOKpAIEHHS B raly3i MIKpOCXEM Ta eHeproe)eKTHBHOCTI.
VY poborti [14] Oymo mokazano, mo PUF moxyTh
BUKOpHCcTOBYBaTUCs npuctposimu [oT nis 3abe3nedeHHs
3axucty I[P mix gac mporexyp OHOBJIECHHS MPOTPAMHOTO
3a0e3neueHHs. BinnosigHo, kiHneBuit mpuctpiii loT
Ma€ MIATBEPAUTH CTHPAHHA CBO€I IMaM’ATi MPOTATOM
oomexeHnoro dacy, a PUF mnpup’s3ye HemoaaBHO
3aBaHTaXeHy [P-ampecy mporpamsaoro 3a0e3medeHHs
0 1UboBOi Twiathopmu. Bukopucrtanus PUF o06inse
migBUIIeHHs piBHA Oe3nexu [oT 3 momomororo peamizarii
HU3BKOPIBHEBOI Oe3neku pedel, a TakoX 3aBIsKH
PO3pOOICHHIO KPUNTOTPAIIHIX aITOPUTMIB JUTST BUKOHAHHS
CHCIialbHUAX 3aBJaHb (30KpeMa MepeBipku Tomio) [15].
[oniOHMM YMHOM TyMaHHI OOYHCICHHS MOXYTh
3actocoByBati PUF, siki BOymOBaHi B TyMaHHI HIIIO3H
Ta/abo kiHmeBi mpuctpoi IoT, mob 3abe3meunTn 3axucT

IP miz 9ac OHOBJICHHSI BUTIPABJICHb.

AmnapartHuii MoayJb Oesnexn (HSM)

AnapatHuii  Moaynb Oesmeku — 1 (isuuHe
o0uucIIoBaIbHE 00J1aTHAHHS, 1110 3aXHIIAE Ta KOOPIUHYE
uudposi

3abe3mnedye OCHOBY i KpurrrooopooOienns. i momymi

KIIOYl Uit HagiiHOT aBTeHTH(]IKaIl Ta

mojgaHi abo y BUIJISAI 3’€MHOI KapTH, ab0 30BHILIHHOIO
MMOPTATUBHOTO TPUCTPOIO, IO MOXHA MiAKITIOYATH
KoMmI'roTepa  abo

0e3mocepeIHb0 110 MEPEKHOT0

cepBepa. Moxyni HSM wmoxyTts Oyt peanizoBaHi
B LUIO31 TyMaHHUX oOunciieHb Mepexi [oT Ha ocHOBI
o0uuCIeHb  AJIs JHIIe

TYMaHHUX KEpyBaHHA HEC

PO3IOALIOM KIIFOUIB, ajie i MMOB’SI3aHMMH 3 KpUITOrpadiero




Cyuacnuii cman HAYKOBUX 00CNiOHCeHb ma mexHonoziu 6 npomuciosocmi. 2023. Nel (23)

ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

oTepamisiMi, TaKUMH SK aBTeHTU(IKaIis, mmdpyBaHHs /
JermrdpyBaHHs TOILO.

IcHytoTh pi3HI  KOH(Iryparrii
KiHueBux mpuctpoi [oT 3amexHO Bix mporpam, st SIKOT

oOmamHaHHA I
BOHM BHKOPHCTOBYIOTBCS, a TaKOX BII TEXHOJOTI]
0e3MpoBOJIOBOTO  3B’SI3KY, SKy BOHH 3aCTOCOBYIOTb.
Hampuknan, Bluetooth LE, Sigfox, LoRa, WiFi, WIMAX i
NB-IoT € no0pe BitoMUMH TEXHOJIOTISIMU OE3IIPOBOIOBOTO
38’s3ky i loT 3 moctymamME Ha pUHKY Habopamu
pamiounmiB. OTKe, anapaTHi pilleHHs Oe3neKkd He OyayTh
OCKIIBKM ~BOHHM  MaloTh

3araJIJoHUMH, BPaxoBYyBAaTU

BCl KOMIIOHEHTH, INO BHKOPHCTOBYIOTBCS B CHCTEMI.
Sk nokasano Ha puc. 4, MU IPOrHO3YEMO, 11O 3rajiaHi BUIIE
armapatHi 3aco0m Oe3MeKH, NOCTYIHI Ha PHHKY, MOXYTh
Oyt 3aco0oM 3a0e3meucHHS KiOepOe3meku s Mepek
IoT i3 migrpuMkoro TymaHHHX oOumcneHb. TRM i PUF
PpiLICHHSIMH

€ HOpiBHS{HO JACHICBIIMMU  allapaTHUMH

Oe3meku W MOXYTb 3aCTOCOBYBATUCA  JIA I(iHLIeBI/IX

npuctpoiB  loT-mMepexx 13  MIATPUMKOIO  TyMaHHUX
obuncienp. OnmHAK amapaTHi MOXIyNi OE3MeKH € IIOCHTh
JOPOTMMH TIPUCTPOSAMH, 1 I1X OakaHO BCTAHOBJIOBATH

Ha IIUTI03 TyMaHHHUX oOumciens mepexi [oT.

Puc. 4. Binobpaxenns "anaparnoi 6e3nexn” 1t mepex [oT Ha OCHOBI TyMaHHUX 00YHCIICHB

CueHapii NpaKTHYHOI0 32CTOCYBAHHSA
TyMaHHHX o04uciens B IoT

3aBIsKM  BIIPOBA/PKEHHIO THYYKOTO pearyBaHHs
mo6mm3y niepuepiifHIX KOMIIOHEHTIB OYiKyeEMO IIBHIKOTO
BIPOBA/PKEHHST Ta 3pOCTaHHsA Oi3HECY TyMaHHHX
obumcnens mus MaitOyTHix 3actocyHkiB loT, Takmx sk
iHTenekryanbHi TpaHcnoptHi cucremu (ITS), Posymui
(habpuku, Po3ymui micra tomo. Ha puc. 5 300paxeno
Pi3HI MOXIIMBOCTI 3aCTOCYBaHHS TyMaHHUX OOYHUCIICHB.

Konnenmiss Po3ymHOro OyamHKY 3ampomoHOBaHA
1975p., xomu B Ilotmanmii Oynma  po3poOieHa
texnaouoris X 10 [16]. 3apa3 s 3aCTOCYHKIB JOMANTHBOI
aBTOMaru3alii NepeBaXHO BHUKOPUCTOBYIOThCS Zighee
a00 Z-wave. 31e0iabIIOTO T IPOTOKOIN OE3MPOBOIOBOT
Mmepexi. {06 3axuctuty Po3ymui OynuHKH, HEOOXiJHO
PO3MISIHYTH  iHQpPAcTPyKTypy Oe3neku, sKa 3aCTOCOBYE
MOHITOPUHI MEpEeXi, BUSBICHHS aHOMAIH TOLIO IS
TMPOTHIIT (PI3UIHUM, MEPEKHHUM 1 TIPOTPaMHIM aTaKaM.

PozymHi MicTa MOXKYTh OyTH iTErpoBaHi B KOHLETILIO
IHTENIEKTyalbHOI ~ TPaHCIOPTHOI ~ CHCTEMH  CIOCOOOM
migrpumku 0T 1 TymaHHuMX oOuucieHb, 00 CHPUSATH

CTAJIOMy €KOHOMIYHOMY PO3BHTKY HAIIOTO CBITY (PO3IOIiN

€Heprii / KOMyHAIIBHUX TIOCIYT TOIIO), Oe3IIeli, TPaHCIOPTY
TOILIO),
CTIPHSIIOYN TIPUHAHATTIO PIillIeHh 32 JOTIOMOTO0 KOHIICHIIil

(iaHyBaHHS  pyXy, CHCTEMH CHTHA3amil

nokaiizanii. Sk obroBoproBanocst B podorti [17], Pozymni

OymyTh
i TmoTpeOyBaTHMyTh

Micra BpazimmBi g0 Oarathox  KibepaTak

HaJIHHOI apXiTeKTypu Oe3IeKH,
JUIT  SKOi MOJKHA BHKOPHCTOBYBAaTH amapaTHi 3acodu
0e3reKH, 1o MiATPUMYIOTh TyMaHHi O0YHCIICHHS.

Po3ymHI BHpOOHHIITBA Ta TPOMHUCIIOBHHA IHTEpHET
pedeii: TpolecH aBTOMATH3allii MOXHA IMOKPAIUTH

OUIIXOM  300py [aHWX 3a JOIOMOTOI0  JaTYHKIB
IHTepHeTy pewell Ta aHaNily JaHUX Y CEPEAOBHIII
TyMaHHUX OOYHCIIECHb. 3a IOIIOMOTOI0 ITi€l METOHOOTii
MOXXHA JICTKO BHKOHATH ayJuT poOOYOro mMmporecy
Ta 30ip JaHUX.

3nopoB’s:  loT 1 TymanHi

Po3ymHa oxopoHna

OOUYHMCIIEHHS MOXYTh JIONOMOITH B  yIOCKOHAJICHHI
IHCTpYMeHTIB 1 m1aTdopM y raiy3i OXOpOHH 3II0pOB’sl.
®diHaHCOBE BIOCKOHAICHHS, CIIOCTEPEKEHHS 3a OE3IIeKOI0,
30ip iH(opMalil Ta KOOpAMHALIS BaXKIMBUX AaHUX PO
MEIUYHI TIPUCTPOI MOXKYTh MAaTH KOPHCTh. AraparHa
Oe3rneka 3 MIATPUMKOIO TYMaHHHMX OOYMCIIEHb 3/aTHA

TIOKPAIIUTH OE3MEKy PO3YMHHX CUCTEM OXOPOHH 3I0POB’SI.
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Puc. 5. Imroctpamiss 4OTHPBOX PI3HHX MOXIMBHX 3aCTOCYHKIB i3 BHKOPHCTAHHSM TyMaHHHX oO4HCIeHb i3 Mmepexamu loT:

Po3ymumii odic, PosymHe BupoOHHIITBO, PO3yMHNMIT OyAMHOK Ta iHTEJIEKTyalbHa TPAHCIIOPTHA CUCTEMA

Inrenexryansni TpancnoptHi cucremu (ITS -
Intelligent Transportation Systems) MOXHa BBaXaTH
AKpPOHIMOM JUII aBTOMOOLTBHUX MEpPeX 1 aBTOMOOUTBHUX
Mepex [oT. Odikyerscs, mO TyMaHHI OOYHCICHHS
pPO3LIMPATH OXOIUIEHHS Ta 3MEHLIaTh 4Yac BIATYKY
IHTENEKTyalbHUX  TPAHCIOPTHUX CHCTEM. 3arajiowm,
ITS mMoxe Maru BUTOLY BiJi TYMaHHUX OOYHCIICHb
JUIS  TIABHINCHHS SKOCTI OOCITYyrOBYBaHHI B TaKHX
NPUKITaZax CIEHapiiB, fK: MIBUAKA 3MiHa MapupyTy
pPyXy, HmBHIOKa CiIyx0a OyKCyBaHHS, €KCTpPEHI CIyXOu
B pa3i aBapiii i, HaperuTi, 3a0C3MEUYCHHS HEOOXITHUX
IIBIXiB €BaKyallil B €KCTPEMaIbHUX IOTOJHHX yMOBAXx,

HATIPUKJIA] Y pa3i yparaHis.

BucHoBku

[MommpenHs: moOyTOBOT — TEXHIKM  HaOIM3HIO
OPUCTPOi Ta IaT4ukM [HTepHETY pedyed 10 KOXKHOro
3 Hac. lle He3amiHHA po3po0OKa, 1 TyMaHHI OOYUCICHHS
3po0NIATh MOXIMBAM 1 MOAANBIINA PO3BUTOK IIHX
TEXHOJIOTIH 3aBAIKK 1x mepeBaram. Y I CTarTi

HaroJouyBajocCsd Ipo HaCJ’IiHKI/I BUKOPUCTAHHSA TYMaHHHUX

obuucinenp sk 6a30Boi apxitekrypu st loT, ocobimBo
o070 Kibepoesneku.

LlenTpaiizoBani XMapHi LEHTPH OOpOOJIEHHS JAHUX
MOXYThb BHXOIOWTH 3 Jiagy B Iporeci 30epiraHHs abo
00pOOIICHHS 3aIUTIB BiJl MUTBAOHIB PO3MOIICHUX KiHIICBUX
npuctpoiB loT uyepe3 mnepeBaHTaKEHY MEPEKY, BHUCOKY
3aTPUMKy B CIYX0i, IEpEBaHTAXCHHI B OOMEXKEHIN
MIPOITYCKHIA 37aTHOCTI TOm0. TOMY 3 METOIO BHpIIICHHS
i€l mpoOIeMy TPOTHO3YETHCS, IO Jy>KE KOPUCHOIO Oyne
KOHIIETIIIISI TYMAHHUX OOYHCIICHB, OCOOINBO YIS UyTIHBUX
Tporpam,
aBroMaru3amis B [loT. Konnenmii miaTpuMkn MOOIIBHOCTI,

J10 3aTPUMKHU TaKHNX SIK IpoMHCI0Ba

reopo3Io/ly,  BW3HAUEHHS  MICLS  PO3TallyBaHHS
Ta HU3BKOI 3aTPUMKH € Ba)XJIUBUMH IIiJI Yac PO3TOPTaHHS
npucTpoiB [HTepHeTy peueil, i TymaHHI OOYMCIEHHS
€ CUJIbHAM KaHIUJIATOM Ha JOTIOMOT'Y B YCIX LIUX ITUTAHHSIX.

Lle nocnijkeHHs TakoX IOKa3ajo, L0 amaparHi
KOMITOHEHTH OyIpb-sKoi crcTeMu, ocobmmBo cuctemu 10T,
MOB’si3aHi 3 TYMaHHUMH OOYMCJICHHSIMH, HE CXHWIIBHI
1o Kibeparak, 3710MiB, BTOPTHEHb, MAHIITYJIAIIA Ta BUTBHI
BiZ HUX. Y 1il poOoTi KiIacu(ikyrOThCs KiJIbKa KibepaTak

Ha amapartHi miaTGopMu pa3oM i3 MeXaHI3MaMH 3aXUCTY
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B y3araJbHEHOMY BUTJIAML. SIK TaKoXX 3a3HAYCHO B POOOTI
[18], TicHima B3aemois MiXK PO3pOOHUKAMHU MIKpPOCXEM
HEOOXITHOIO

i pO3pOOHWKAMH IPOTOKONiB  Oyne

s npuctpoiB  [oT HacTymHOro mOKOMIHHS, 100
3a0e3neunT OakaHWi PiBeHb OE3MeKH 3a MiHIMaTbHHUX
BUTpPAT Ha EHEPrir0 / IUIONIY, OJHOYACHO TapaHTYHOUH
THYYKICTh JJIs1 Maii0yTHHOTO amapaTHOTO 3a0e3MedeHHs.
BukopucranHsi po3mIsSSHYyTHX y poOOTiI amapaTHHX
3aco0iB  Oeslmekn  MOXKe

JOIIOMOI'TH 36CPCFTI/I

KOH(IACHIIIHICTD, IUTICHICTD 1 TOCTYMHICTH iH(OpMAITi,

[lependagaemo, 1m0 HAHOMIKYINM YacOM KUTBKICTh

kibeparak  Ha  amaparHe  3a0e3medyeHHs — Oyne

301LIBITYyBaTHCh, 0COONMMBO Ha BOymOBaHI OMOKETHI

npuctpoi. OTxe, amaparHi pimieHHS KiGepOesneku

OyIyTh Jy’Ke KOPUCHUM IHCTPYMEHTOM ISl 3aXHCTY Bij
UX arak, 10 OLIBII BaXKJIMBO I MeEpexX IHTepHETY
pedeil, OCHOBAaHMX Ha TYMAaHHUX  OOYHCICHHSIX.
Tox wHamri MaiOyTHI AOCHIIDKEHHS OyayTh 1 Hamami
TIPUCBSYCHI 3ac00iB

IMOHIYKY  MOJKIIMBHUX 3aXUCTY

cuctemu [HTepHETY pedei.

o0 MOUPKYJIH€ B Mepemi, Ta HiHBI/IH.[I/ITI/I 3araJibHy

CTIMKICTh CUCTEMH 10 MOKJIMBUX aTaK.

Cunucok Jgireparypu

1. Friedman, V. (2018) "On The Edge: Solving The Challenges Of Edge Computing In The Era Of IoT".
URL: https://data-economy.com/on-the-edge-solving-the-challenges-of-edge-computing-in-the-eraof-iot/.

2. Kocakulak, M.; Butun, 1. (2017, January) "An overview of Wireless Sensor Networks towards internet of things",
In Proceedings of the IEEE 7th Annual Computing and Communication Workshop and Conference (CCWC), P. 1-6.
URL: https://researchr.org/publication/ccwc-2017

3. Aazam, M.; Zeadally, S.; Harras, K.A. (2018) "Fog computing architecture, evaluation, and future research directions",
IEEE Commun. Mag. 2018, P. 46-52. URL: https://link.springer.com/chapter/10.1007/978-3-030-34957-8 8

4. Munir, A.; Kansakar, P.; Khan, S.U. (2017) "IFCloT: Integrated Fog Cloud IoT: A novel architectural paradigm
for the future Internet of  Things", [EEE  Consum.  Electron. — Mag. 6, P. 74-82. URL:
https://www.sciencedirect.com/science/article/pii/S0167404822002164#!

5. Myers, D. (2019) "Detecting Cyber Attacks on Industrial Control Systems Using Process Mining". Ph.D. Thesis,
Queensland University of Technology, Brisbane City, Australia. URL: https://www.mdpi.com/1424-8220/20/20/5729

6.  Butun, L.; Kantarci, B.; Erol-Kantarci, M. (2015) "Anomaly detection and privacy preservation in cloud-centric Internet
of Things", In Proceedings of the 2015 IEEE International Conference on Communication Workshop (ICCW), London, UK,
P.2610-2615. URL: https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7601476/

7.  Arias, O.; Wurm, J.; Hoang, K.; Jin, Y. (2015) "Privacy and Security in Internet of Things and Wearable Devices",
IEEE Trans. Multi-Scale Comput. Sys. 1, P. 99—109. URL.: https://ieecexplore.ieee.org/document/7321811

8. Skorobogatov, S.P.  "Semi-Invasive  Attacks - A New
https://www.cl.cam.ac.uk/techreports/UCAM-CL-TR-630.pdf.

9.  Butun, L; Pereira, N.; Gidlund, M. (2019) "Security risk analysis of LoORaWAN and future directions", Future Internet, 11, 3.
URL: https://www.mdpi.com/1999-5903/11/1/3

10.  Yasin, M. (2019) "Logic Locking of Boolean Circuits: Provable Hardware-Based Obfuscation from a Tamper-Proof Memory".
In Proceedings of the 12th International Conference on Innovative Security Solutions for Information Technology

Approach  to  Hardware  Security". URL:

and Communications (SecITC), Bucharest, Romania, 172 p. URL: https://nyuscholars.nyu.edu/en/publications/logic-locking-of-
boolean-circuits-provable-hardware-based-obfusca

11. DaSilva, P.R.; Fortier, P.J. (2019) "Hardware Based Detection, Recovery, and Tamper Evident Concept to Protect
from Control Flow Violations in Embedded Processing", In Proceedings of the 2019 I[EEE International
Symposium  on  Technologies  for  Homeland  Security  (HST), Woburn, MA, USA, P. 1-6. URL:
https://www.academia.edu/72492295/Hardware_Security_of Fog End_Devices_for_the_Internet_of Things

12.  Shanta, A.S.; Majumder, M.B.; Hasan, M.S.; Rose, G.S. (2020) "Physically Unclonable and Reconfigurable Computing
System (PURCS) for Hardware Security Applications". [EEE Trans. Comput.-Aided Des. Integr. Circuits Syst.
DOI: https://doi.org/10.3390/s20205729

13. Huang, Z.; Wang, Q. (2020) "A PUF-based wunified identity verification framework for secure IoT
hardware via device authentication", World Wide Web, 23, P. 1057-1088. URL: https://www.mdpi.com/1424-
8220/22/4/13257type=check update&version=1

14.  Huth, C.; Duplys, P.; Giineysu, T. (2016) "Secure software update and IP protection for untrusted devices in the Internet
of Things via physically unclonable functions", In Proceedings of the 2016 IEEE International Conference on
Pervasive Computing and Communication Workshops (PerCom Workshops), Sydney, NSW, Australia, P. 1-6. URL:
https://www.researchgate.net/publication/301583647 Secure software update and IP protection for untrusted devices in th
e_Internet_of Things via physically unclonable functions



https://data-economy.com/on-the-edge-solving-the-challenges-of-edge-computing-in-the-eraof-iot/
https://www.cl.cam.ac.uk/techreports/UCAM-CL-TR-630.pdf

ISSN 2522-9818 (print)
ISSN 2524-2296 (online) Innovative technologies and scientific solutions for industries. 2023. No. 1 (23)

15. Butun, L; Osterberg, P.; Song, H. (2019) "Security of the Internet of Things: Vulnerabilities, attacks, and countermeasures",
IEEE Commun. Surv. Tutor., 22, P. 616-644. DOIL: 10.1109/COMST.2019.2953364

16. Stojkoska, B.L.R.; Trivodaliev, K.V. (2017) "A review of Internet of Things for smart home: Challenges
and solutions", J. Clean. Prod., 140, P. 1454-1464. URL: https://iotiran.com/wp-content/uploads/2021/02/
A review_of Internet of Things for smart home Challenges and solutions.pdf

17. Butun, L; Osterberg, P. (2019) "Detecting Intrusions in Cyber-Physical Systems of Smart Cities: Challenges
and Directions. In Secure Cyber-Physical Systems for Smart Cities", /GI Global: Hershey, PA, US4, P. 74-102.
DOT: https://doi.org/10.3390/s20205729

18. Alioto, M. (2019) "Trends in Hardware Security: From basics to ASICs", IEEE Solid-State Circuits Mag., 11, P. 56-74.
URL.: https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=9955388

References

1. Friedman, V. (2018) "On The Edge: Solving The Challenges Of Edge Computing In The Era Of IoT".
URL.: https://data-economy.com/on-the-edge-solving-the-challenges-of-edge-computing-in-the-eraof-iot/.

2. Kocakulak, M.; Butun, 1. (2017, January) "An overview of Wireless Sensor Networks towards internet
of things", In Proceedings of the IEEE 7th Annual Computing and Communication Workshop and Conference (CCWC), P. 1-6.
URL: https://researchr.org/publication/ccwc-2017

3. Aazam, M.; Zeadally, S.; Harras, K.A. (2018) "Fog computing architecture, evaluation, and future research directions",
IEEE Commun. Mag. 2018, P. 46-52. URL: https://link.springer.com/chapter/10.1007/978-3-030-34957-8 8

4. Munir, A.; Kansakar, P.; Khan, S.U. (2017) "IFCIoT: Integrated Fog Cloud IoT: A novel architectural paradigm for the future Internet of
Things", IEEE Consum. Electron. Mag. 6, P. 74-82. URL.: https://www.sciencedirect.com/science/article/pii/S0167404822002164#!

5. Myers, D. (2019) "Detecting Cyber Attacks on Industrial Control Systems Using Process Mining". Ph.D. Thesis, Queensland
University of Technology, Brisbane City, Australia. URL: https://www.mdpi.com/1424-8220/20/20/5729

6.  Butun, I.; Kantarci, B.; Erol-Kantarci, M. (2015) "Anomaly detection and privacy preservation in cloud-centric Internet
of Things", In Proceedings of the 2015 IEEE International Conference on Communication Workshop (ICCW), London, UK,
P.2610-2615. URL: https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7601476/

7. Arias, O.; Wurm, J.; Hoang, K.; Jin, Y. (2015) "Privacy and Security in Internet of Things and Wearable Devices", IEEE Trans.
Multi-Scale Comput. Sys. 1, P. 99—109. URL: https://ieeexplore.ieee.org/document/7321811

8. Skorobogatov, S.P. "Semi-Invasive Attacks - A New Approach to Hardware Security". URL:
https://www.cl.cam.ac.uk/techreports/UCAM-CL-TR-630.pdf.

9.  Butun, L; Pereira, N.; Gidlund, M. (2019) "Security risk analysis of LoORaWAN and future directions", Future Internet, 11, 3.
URL: https://www.mdpi.com/1999-5903/11/1/3

10.  Yasin, M. (2019) "Logic Locking of Boolean Circuits: Provable Hardware-Based Obfuscation from a Tamper-Proof Memory".
In Proceedings of the 12th International Conference on Innovative Security Solutions for Information Technology and
Communications (SecITC), Bucharest, Romania, 172 p. URL: https://nyuscholars.nyu.edu/en/publications/logic-locking-of-
boolean-circuits-provable-hardware-based-obfusca

11. DaSilva, P.R.; Fortier, P.J. (2019) "Hardware Based Detection, Recovery, and Tamper Evident Concept to Protect
from Control Flow Violations in Embedded Processing", In Proceedings of the 2019 IEEE International
Symposium  on  Technologies  for  Homeland  Security  (HST), Woburn, MA, USA, P. 1-6. URL:
https://www.academia.edu/72492295/Hardware _Security of Fog End Devices for the Internet of Things

12.  Shanta, A.S.; Majumder, M.B.; Hasan, M.S.; Rose, G.S. (2020) "Physically Unclonable and Reconfigurable Computing
System (PURCS) for Hardware Security Applications". [EEE Trans. Comput.-Aided Des. Integr. Circuits Syst.
DOI: https://doi.org/10.3390/5s20205729

13. Huang, Z.; Wang, Q. (2020) "A PUF-based unified identity verification framework for secure IoT hardware
via device authentication", World Wide Web, 23, P. 1057-1088. URL: https://www.mdpi.com/1424-
8220/22/4/1325?type=check update&version=1

14. Huth, C.; Duplys, P.; Giineysu, T. (2016) "Secure software update and IP protection for untrusted devices in the
Internet of Things via physically unclonable functions", In Proceedings of the 2016 IEEE International Conference
on Pervasive Computing and Communication Workshops (PerCom Workshops), Sydney, NSW, Australia, P. 1-6. URL:
https://www.researchgate.net/publication/301583647 Secure_software update_and IP protection for untrusted devices_in_th
e Internet of Things via physically unclonable functions

15. Butun, L; Osterberg, P.; Song, H. (2019) "Security of the Internet of Things: Vulnerabilities, attacks, and countermeasures",
IEEE Commun. Surv. Tutor., 22, P. 616-644. DOIL: 10.1109/COMST.2019.2953364

16. Stojkoska, B.L.R.; Trivodaliev, K.V. (2017) "A review of Internet of Things for smart home:
Challenges and solutions", J. Clean. Prod., 140, P. 1454-1464. URL: https://iotiran.com/wp-content/uploads/2021/02/
A _review_of Internet of Things for smart home Challenges and solutions.pdf



https://data-economy.com/on-the-edge-solving-the-challenges-of-edge-computing-in-the-eraof-iot/
https://www.cl.cam.ac.uk/techreports/UCAM-CL-TR-630.pdf

ISSN 2522-9818 (print)
Cyuacnuii cman HAYKOBUX 00CNiOHCeHb ma mexHonoziu 6 npomuciosocmi. 2023. Nel (23) ISSN 2524-2296 (online)

17. Butun, I; Osterberg, P. (2019) "Detecting Intrusions in Cyber-Physical Systems of Smart Cities: Challenges
and Directions. In Secure Cyber-Physical Systems for Smart Cities", /Gl Global: Hershey, PA, USA, P. 74-102.
DOI https://doi.org/10.3390/520205729

18. Alioto, M. (2019) "Trends in Hardware Security: From basics to ASICs", IEEE Solid-State Circuits Mag., 11, P. 56-74.
URL: https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=9955388

Received 16.03.2023
Bioomocmi npo asmopis / About the Authors

Kypuno Oger JmurpoBuu — XapKiBCbKUil HaliOHAJBHUH YHIBEPCHTET paXiOCNIEKTPOHIKM, acHipaHT Kaderapu Oe3neku
iHpOpMaIifHIX  TEXHOJOTiH, acHCTeHT  Kadexpu  eIeKTPOHHMX  OOYMCIIIOBAJBHUX  MAIIWH,  XapkiB,  YKpaiHa;
e-mail: oleh.zhurylo@nure.ua; ORCID ID: https://orcid.org/0000-0001-7505-2022

JIasmenko Ouekciii CepriiioBH4 — KaHIUIAT TEXHIYHUX HAyK, JMOLEHT, XapKiBCBKUH HAaI[lOHAJBHUH YHIBEpPCHUTET
panioeNIeKTPOHIKY, MOUEHT KadeApr eIeKTPOHHUX OOYHCITIOBATBHUX MallnH, XapkiB, Ykpaina; e-mail: oleksii.liashenko@nure.ua;
ORCID ID: https://orcid.org/0000-0002-0146-3934

ABeticoBa Kapuna ApmeniBHa — XapKkiBCbKHIl HAIliOHAJIBHIH YHIBEPCHTET PafiOeIeKTPOHIKY, CTyIEHTKa Kadeapu Oe3nexu
iH(popMariiiHIX TexHoJoTi, XapkiB, Ykpaina; e-mail: karyna.avetisova@nure.ua ORCID ID: https://orcid.org/0009-0001-4273-8148

Zhurylo Oleh — Kharkiv National University of Radio Electronics, Postgraduate Student of the Department of Information
Technology Security, Assistant Lecturer of the Department of Electronic Computers, Kharkiv, Ukraine.

Liashenko Oleksii — Ph.D (Engineering Sciences), Docent, Kharkiv National University of Radio Electronics, Associate
Professor of the Department of Electronic Computers, Kharkiv, Ukraine.

Avetisova Karyna — Kharkiv National University of Radio Electronics, Student of the Department of Information Technology
Security, Kharkiv, Ukraine.

HARDWARE SECURITY OVERVIEW
OF FOG COMPUTING END DEVICES IN THE INTERNET OF THINGS

The subject of the study is possible means of increasing the hardware security of end devices of fog computing in Internet
of Things (IoT) networks, the spread of which is growing rapidly every year and requires a high level of of protection against
all types of attacks. The goal of the work is to review available COTS (commercial off-the-shelf) and/or conceptual
hardware solutions for protecting low-end devices in Internet of Things networks based on fog technologies. To achieve
the goal, the following tasks were solved: the concept of fog computing and the advantages it will bring to IoT networks
are presented; cyber threats and hardware attacks on IoT networks are considered; the consequences of using IoT networks
based on fog computing are presented; hardware security tools such as TRM, PUF, HSM, etc. are considered. When performing
the tasks, such research methods were used as: theoretical analysis of literary sources; comparative analysis of cloud, fog
and mobile computing; analysis of existing security hardware. The following results were obtained: fog computing provides
most of the advantages of cloud computing by additionally allowing data to be processed on end devices without burdening
the central server. Conclusions: hardware security in IoT systems is no less important than software security. This issue is
especially important for systems based on fog computing, where data will be processed on the periphery, without being
transferred to the cloud. To increase the level of hardware security of fog computing devices, it is suggested to use standard
hardware security platforms, such as: Physically Unclonable Functions, Hardware Security Module, System On a Chip, etc.
The hardware components of the system using fog computing are less prone to cyber-attacks/hacking/intrusions/manipulation.

Keywords: cloud; fog computing; hardware security; loT; IloT; privacy; security; hardware security module; physically
unclonable functions.

Bibniocpagiuni onucu / Bibliographic descriptions

Kypuno O. ., Jsmenko O.C., AericoBa K. A. Ormsan pimenp 3 amapaTHOi Oe3leKd KIiHIEBHX NPHCTPOIB TyMaHHHUX
obuunciieHb y InTepHeti peueit. Cyuachuii cman HayKogux 00cniodcenb ma mexnonozit ¢ npomucnogocmi. 2023. Ne 1 (23). C. 57-71.
DOL: https://doi.org/10.30837/1TSS1.2023.23.057

Zhurylo, O., Liashenko, O., Avetisova, K. (2023), "Hardware security overview of fog computing end devices in the
Internet of  things", [Innovative Technologies and  Scientific ~ Solutions  for  Industries, No.1(23), P.57-71.
DOI: https://doi.org/10.30837/1TSS1.2023.23.057



mailto:oleh.zhurylo@nure.ua
https://orcid.org/0000-0001-7505-2022
mailto:oleksii.liashenko@nure.ua
https://orcid.org/0000-0002-0146-3934
mailto:karyna.avetisova@nure.ua
https://orcid.org/0009-0001-4273-8148
https://doi.org/10.30837/ITSSI.2023.23.057
https://doi.org/10.30837/ITSSI.2023.23.057

ISSN 2522-9818 (print)

ISSN 2524-2296 (online) Innovative technologies and scientific solutions for industries. 2023. No. 1 (23)

YK 004.75 DOI: https://doi.org/10.30837/ITSS1.2023.23.072

O. MAamMuny, M. BOJIK

OIIHIOBAHHSA EHEPTETUYHUX BUTPAT Y ITIPOLECI BUKOPUCTAHHA
MOBLIbHUX NPUCTPOIB 1151 XMAPHUX OBUUCJIEHB

CydacHi 00YHCITIOBANBHI 3a/adi MOTPEOYIOTh 3pOCTAaHHA OOYMCIIOBAIBHUX TOTYXKHOCTeH. Lle BHKIMKae HEOOXiNHICTH CTBOpPEHHS
Ta BUPOOHMIITBA HOBOTO OOJAIHAHHS Ul XMapHHX obOuncieHb. OHOYACHO 3 LUM KiNbKIiCTh IEPCOHAIBHUX MOOUIBHUX IPHCTPOIB
y’Ke BUMIPIOETHCS MUNBSApIaMH, 1 HAaBITh YaCTKOBE 1X 3aly4eHHS MOTJIO O 3MEHIIUTH BUMOTH 10 BHPOOHUITBA. KpiM Toro, MoOibHE
amaparHe 3a0e3MedYeHHs € OUTbIl eHeproe()eKTUBHUM, IO CIPHsIE 3HAYHOMY 3a0ILAKEHHIO €Heprii. Y CTaTTi AOCIIIKEHO MUTAaHHA
SKICHOT Ta KIUJIbKICHOI OLIHKHM e(eKTHBHOCTI BHKOPHCTaHHS MOOUIBHHMX INPHUCTPOIB JIS OOYMCICHb MOPIBHSHO 3 TpaJulliifHUMN
CTalliOHAPHUMH pilleHHAMH. MeTa po0oTH — OOTPYHTYBAaTH Taky TilmoTe3y: OOYMCIEHHS B XMapi HAa OCHOBI MOOUIBHUX MPUCTPOIB
CYTTEBO 3MCHIIYE BUKOPUCTAHHS CHEPrii, Hi’K OOYHCICHHS Ha CTallioHapHOMY 0OJamHaHHi. [ 1[bOro mokasaHo, Mo OOYMCIICHHS
Ha MOOUThbHOMY TpadiyHOMY mpolecopi € OUTbII EHEePreTHYHO e¢(PEeKTMBHUM, HDK OOYHCICHHS Ha CTAlliOHAPHOMY IPOIECOpi.
Jlys BU3HA4YCHHS SAKICHOI IepeBard MpoaHali30BaHO MyOJiuHi Jkepena Ta OeHuMapkud. Ha OCHOBI JOCHIIKEHUX NaHUX OOYHCICHO
MOKa3HUKHU e(heKTUBHOCTI JUIS Pi3HOMAHITHIX MOOUTBHNUX 1 CTallioOHapHUX TpadivHX MponecopiB. ApryMeHTOBAHO, IO 3/1e0LIBIIOrO
MOOUIBHI PILICHHS BUTPAyalOTh CYTTEBO MEHIIE EHEprii MOPIBHAHO 3 CTAlliOHApHMUMHU pimeHHAMH. [l oO4McneHHsS KiNbKiCHOT
MepeBary MPOBEACHO EKCIICPHMEHT Ha OCHOBI JABOX IIaTGOpM: MOOUTBHOT Ta cTalioHapHoi. OmHy i Ty caMy 00YHCITIOBANBHY 33124y
Oyno peamizoBaHo 3a mormomoroto Apple Metal Ta NVidia CUDA. Ha ocHoBi mi€i 3amadi 00YMCIICHO MOKA3HUKH E€HEPTeTHIHOL
e(eKTHBHOCTI MOOITTBHOTO ¥ cTalioHapHOTO rpadivyHoro mpodecopa. 3a pe3yabTaTaMd JOCTIHKEHHS BU3HAUCHO CYTTEBY IepeBary
MOOITBHOTO TpadivHOTO IpoIlecopa B IepepaxyHKy Ha €HepreTHuHy e(eKTHBHICTh. Llelf pe3ynbTaT € peleBaHTHHM, OCKLTBKH
1aTGOpPMHU BUMIILUTH B OAMH PiK 13 pi3HHULEIO Y KiJIbKa MICALIB, OTXKe, iX MOJKHAa BBaXKaTH POBECHHULIAMH ofHA ofHii. Hamani minxoan
HE BPAaXOBYIOTh CIIO)KHBAHHS BCIX IHIIMX YaCTHH CHCTEMH, KpiM rpadiuaux nporecopis. Lle o3Havae, M0 CHOXUBAHHS MaTepHHCHKOT
IUIaTH, OJIOKY KUBJICHHS TOIO MOXKYTh CXHIHMTH IlepeBary Ha KOPHCTh MOOLIBHOTO Hpolecopa mie Oiiblue. AJe Ul pO3MOAIICHUX
o0uHCIIeHb Jy)Xe BaXJIMBUM € MEpPEe)KHE 3’€IHAHHSI, IO MOXKE CHOXXUBATH CYTTEBY KUIBKICTh €Heprii Ha MOOLIBHOMY IPUCTpOL.
[Mopaneiri KociKEHHS CTOCYBaTHMYTHCS OLTBII BCEOCSIKHOTO OOJIKY CIIOKWBAHHS €HEPTil PI3HUMH ITiJICHCTEMaMH KOMIT I0Tepa.

KuarouoBi cioBa: oOumciaroBambHa XMapa; Xxmapa cMapT(OHIB; eHepreTndyHa e(eKTHBHICTh;, XMapHi oOuucnenHs; CUDA;
Metal; amapaTHe IPUCKOPEHHSL.

Beryn

Y cydacHOMy CBITI SKICTb OOYHCITIOBaFHHUX
MOTY)KHOCTEH € 3HaYyHOKW mpobiemMor. Bumoru mo
MIBUIKOCTI Ta MacITabyBaHHS OOYUCITIOBATBHOI TEXHIKH
3pOCTalOTh, IO TMOB’S3aHO i3 30UIBIICHHSIM O00CATIB
MAHUX, SKI HEOOXiAHO OOpOOIATH, MOMIMPEHHIM
IITYYHOTO IHTENIEKTY, MAIIMHHOTO HAaBYaHHS Ta IHIINX
BHCOKOTEXHOJIOT1YHUX HPOEKTIB.

BoaHowac cTBOpIOEThCS 3HAYHUK THCK Ha BUPOOHUKIB
KOMIT'IOTEpiB Ta IHIUX MPHUCTPOIB, MO0 MAIOTh
3a0e3ne4nTH HeoOXiHy MPOAYKTHBHICTD i €(DEKTHBHICTD
y pisHoMaHiTHHX yMmoBax. Illo6 BiamoBicTh Ha i
Oarato  KoMIaHii

BUKJIUKH, 30CEPCIKYIOTBCSA  Ha

po3poOJIEHHI  HOBITHIX  TEXHOJIOTiH, TaKHX  SIK
0o0YMCITIOBANIBHI XMapH, IO 3/1aTHI 3a0€3MeUUTH SIKICHY
MIBUIAKICTE 1 MacmTaOoBaHiCTh. 30UIBIIYETHCS TaKOXK
MONUT Ha EHEeproe(eKkTUBHI Ta EKOJIOTIUHI pillleHHS,
OCKIIBKH CHOXXHMBAaHHS C€HEPrii Ta BHKHOW BiIXOMIB
3 OOYMCIIIOBAILHOI ~ TEXHIKM  MOXYTh  3aBJaTu
HEraTHBHOTO BIUIMBY Ha JOBKULIA. 3arajoM, 3pOCTaHHS

BUMOI' 10 00YHCITIOBATILHOT HOTy)KHOCTi € BaXJIHMBOKO

TEHJCHIII€I0, 10 BH3HAYa€ PO3BHTOK CY4YaCHOTO CBITY
i 3yMOBIIIOE BEJIMYE3HMH NpOrpec y pi3HUX Taly3sax
HAYKHU i TEXHIKH.

30UIbIICHHS TIONUTY HAa OOYMCIIOBAIBHI XMapu —
ONMH 13 HaiOIbII IOMITHMX HamNpsIMIiB Yy CBITI
IT-ianycTpii. OOuucIOBaNbHI XMapyd MICTATh 3HAYHY
pecypciB,
CXOBHIIA JaHUX 1

KIJIBKICTh  OOYHCIIIOBAILHUX TaKUX  AK

MIPOLIECOPH, TaM SITh, MEpexHi
pecypcH, 110 HA/IAlOThCsl KOPUCTYBadyaM 4epe3 IHTepHeT.
3pocTaHHs HOIMYJISIPHOCTI XMAapHUX OOYMCIIEHb 3yMOBJICHE
OararbMa (haKTOpamH, 30KpeMa Oe3MEePEPBHIM 30UTBIICHHIM
o0CsTiB  JaHUX, PO3BUTKOM  IHTEPHET-TEXHOJIOTIH
Ta OOCSriB CKJIAIHUX OOYMCIIOBANBHHUX 33]ad y Pi3HHX
ramy3sx.  XMmapHi ~ OOYHMCIEHHS, SK  3py4HHUil
i CKOHOMIYHHH CHOCIO pO3B’sI3aHHSA 3amady, CTaroTh
nyXe e(eKTHBHUM IHCTPYMEHTOM.

3a ocTaHHI pPOKM PHHOK XMapHHX OOYHCIICHBb
3HA4YHO 3pic, MPONOHYIOUU Oinbri o0csiru
OOUHMCITIOBANIBHUX PECYPCIiB 3a JOCTYMHIMIMMH L[iHAMHU.
BonHowac mommpeHHs XMapHHX OOYHCIEHb CIIPUSE
TEXHOJOrIA Ta IHHOBALi#, 110

PO3BUTKY HOBHUX

TTOJIETIIYIOTh JKUTTS Oi3HECY Ta KOPUCTYBAUiB.

© O. Mamuny, M. Bonk, 2023
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Y KOHTEKCTi 3pOCTaHHS MONHUTY Ha OOYUCITIOBATHHY
MOTYXKHICTh €HEpreTHYHa eEeKTUBHICTh OOYHCIIFOBATHHUX
CHCTEM TaKOX € y)Ke BaXXIIHMBOKO MPOOJIEMOIO 3 TOTIISLY
EKOHOMIT pecypciB 1 30epekeHHsI JOBKULIA. I[HTEpHET,
coriabHl IHTEIIEKT, CHCTEMH

MEpexi, IITyJHHHA

aBTOMaru3allii, HayKOBIi JOCIIDKEHHS TOILIO MOTPEOYIOTH
pecypcis.
AJie BOJHOYAC 3pOCTAIOTH 1 BUTPATH €HEpPrii, MoTpiOHOT

3HAYHOIL KIJIBKOCTI 00YHCITIOBAIBHUX
JUI OKUBJIEHHS 1UX cucteM. lle Moxe cTBOproBatu

npobneMu 31 30ULIBIIEHHSAM BUKHIIB BYIJICHIO Ta
3a0pyAHEHHSIM JOBKILIL. P03poOHUKM OOYHCITIOBAIBHOT
TEXHIKM W TNPOrpaMHOro 3a0e3MevyeHHs IPalolTh
HaJ CTBOPCHHSM OLUTbII C€HEProe(eKTHBHUX CHUCTEM,
HaJl BUKOPUCTAHHSM BiJHOBIIIOBAJILHUX JDKEpENl eHepril
Ta BJIOCKOHAJICHHSAM TE€XHOJIOTIH OXOJOIKCHHSI.

3a pesyapTaTaMu JOCTIKeHb KommaHii IDC,
2021 p. cBiTOBa KiIBKICTh BiABaHTaXEHUX CMapT(OHIB
craHoBmwia 1,24 miapn oaunuup [1]. 3 ormsigy Ha Te,
mo cMapT(oHU 3a3BHYAl BHKOPHUCTOBYIOTHCS MPOTATOM
IIPUCTPOIB Yy
BUKOPHCTaHHI MOke OyTu Bumoro. Hampukman, 3a

KiJIBKOX ~ POKIB, 3arajibHa KUIBKICTb
inpopmartiero Statista, Ha mouarky 2021 p. y cBiTi
Oyno Omm3pko 3,8 MIpO AaKTHBHHX KOPHCTYBadiB
cmaprdoniB [2]. CmapTdoH — e OOYHCITIOBATBHUN
MPUCTPiK, MmO OiNBIIy YacCTWHY Yacy HE € aKTHBHUM,
1 SIKIIO 3aIy4UTH J0 OOYMCIIIOBAILHHMX 3a]ad HaBiTh
HE3HAYHYy KiJIBKICTh CMapT(QOHIB, IIeé MOTJI0 O CTBOPHTH
HaJI3BUYaliHO BEJMKHI 00CSAT 0OUHCITFOBAILHOI OTYKHOCTI
0e3 BUpOOHHIITBA HOBUX YHITIB.

3rizno 3 npoekToM green500 [3], HalOUIBII
eHeproedexTiBHi 10 CymepkoMm I0TEpiB y CBiTI MaiOTh
38-65 GFLOPS

Ha BaT MOTYXKHOCTI.

eHepreTnyHy  e(eKTHBHICTH Y

00YHCTIOBAIEHOI  MTOTY>KHOCTI
3a ogimiitHoro indopmariiro, moouteHuI SoC Apple A14
iPhone

HOMiHaJIbHYy oO4HcmoBanbHy notyxHicts 1000 GFLOPS

Bionic, mo BHKOPHCTOBYETHCS B 12, wmae
3a YMOBH HOMIHAJIBHOTO CIIOKWBaHHS 6 BT, mo omiHioe
epexruBHicth 'y 167 GFLOPS/W. 3BuuaiiHO, Takum
YHMHOM Ma€MO 3arajbHy OLIHKY, SKy HE MOXHa
3aCTOCOBYBATH JJISl IPAaKTHYHHX 3ajiad, ajie [e MOpYLIye
MUTAHHS PO TOUUTHHICTE BUKOPHCTAHHS CMAapTQOHIB SIK
eHeproedeKTUBHUX OoOuUMCMOBaNbHUX cucteM. s poGorta
TOCTIKY€e MOUIMBHICTD 3alydeHHS Ui OOYHMCICHHS
HasiBHUX MOOUIBHHX OOYMCIIOBaJbHUX MPUCTPOIB Yy
KOHTEKCTi 3MCHIICHHS BUTPAT SHEPTii A OOYHCICHHS.
Meroto cTarTi € OOIpyHTYBaHHsS Takoi TillOTE3M:
oOYHCIIeHHS B XMapi Ha OCHOBI MOOUTBHHX HPUCTPOIB
BUKOPHCTOBY€E CYTTEBO MEHILIE €HEprii, HiXK 00YHCIIeHHS

HAa CTaI[iOHapHOMY O0JIaTHAHHI.

AHaJi3 HAassBHUX POOIT

IcHye nmyxe oOMexeHa KUIBKICTE pOOIT MIOA0
MIPAKTUYHOTO PO3IMOJIJIEHOr0 OOYMCIEHHS Ha cMapTdoHax
i moOynoBM OOYMCIIOBANBHMX XMap Ha  OCHOBI
cMmaptdoHiB. Hampuxian, y mpamni [4] aBropu OymyroTh
pO3MOiNieHy cucTeMy oOunciieHHs B xmapi. L{s cucrema
CKJIAIA€TBCS. 3 CEPBEPHOTO BEO3AaCTOCYHKY, SIKMH Kepye
po3moniioM 3ajadi, Ta KIIEHTCHKOTO Opay3epHOoro
Be03aCTOCYHKY, 10 oOuuciioe. PedepeHcHOIO 3amaduero
€ HaBYaHHs HeHpoHHOI Mepexi. OOUHCIIEHHs BUKOHYETHCS
Opaysepa, 1mI0

JavaScript. 3 omHoro OOKy, Take pilllEeHHS € THYYKHM

B CepenoBHIIi IHTepIpeTye MOBY
1 He 3aJIeKUTH Bix mIatdopmu, 3 iHIIOTO — €(PEeKTUBHICTH
obumcieHHs 3acobamu JavaScript Iyke HU3bKA Yepes
0COOJIMBOCTI 1HTepHpeTalii Ta HEMOXIUBICTh JOCTYITY
JI0 3acOo0IB amapaTHOrO MPUCKOPEHHS. Alie Iie pillleHHS
JIOBOJIUTh KOHIIENTYaJbHY MOXKJIMBICTh BUKOPHCTOBYBAaTH
MOOITBHI IPHUCTPOT TSI OOUHCICHHS.

Ipoext World Community Grid [5] € npakTUIHOIO
peanizami€ero  pO3MOMINICHOI  CHCTEMH  OOYHCICHHS
i3 3amydeHHsM cMapTdoHiB. Bim 3acTocoBye OuIbII
PO3BHHEHY CHCTEMY KepyBaHHS Ha CepBEpi: OPKECTPYBaHHS,
OyONtoBaHHsS, THY4YKe IulaHyBanHs. Ha KiieHTChbKOMY
3aCTOCYHKY JUIsl OOYHCIICHHSI BUKOpPHUCTOBYEThCsT OpenCL,
IO Ja€ 3MOTy 3aCTOCOBYBAaTHU JIEsKi 3aCO0M amapaTHOro
nipuckopeHHs. Lle# mpoekT He CTaBUTH 32 METy BUBYCHHS
ab0 MakcuMi3alilo eHepreTHYHoi epeKTUBHOCTI, OJHAK
11e O/IMH 13 PO3BMHEHMX MPEACTaBHUKIB Y Tary3i.
COVID-19

cMapT(oHIB JUTS

Ilix vac madgemii JIOJTyYEHHS

TIePCOHABHUX o0OuncIeHHs
JMOCTIMHUIBKUX 3amad [6] 3po0OHII0 BaroMuil BHECOK
y BuBYeHHI Bipycy. Taki mpoektn, sik BOINC [7],
Folding@home [8], DreamLab, Rosetta@home [9],
aKTHBHO JIOJydYalu CMapT(OHM EHTY31acTiB 10 CBOEL
iHppacTpyKTypH, 1100
0COOJIMBOCTI BipyCy Ta CTBOPHTH BaKIMHH.

00YHUCITIOBATIBHOT BUBUYHTH
Takox iCHye TOCHThH 0arato pooOIT 100 PEHACPUHTY
rpadixu Ha cmapTdonax [10]. Ane 3aBgaHHS pEeHACPHHTY
€ By3bKOlO Ta ocoOmuBor. Jlns Hel icHye nyxe
pO3BUHEHA iH(pacTpykTypa, IIo Tmependadae 3acodu
arapaTtHOro MPUCKOPEHHsI, MPOrpaMHi pIICHHS TOLIO.
Hesiki mpoextu (DreamLab) ninTpuMyIoTs po3nozineHnit
pennepuHr Ha cMmaptdonax. Ane ns iHdpacTpykTypa
TIOTaHO MiXOAWTH IS 3arajbHUX 3a/1a4 OOUMCIICHHS.
3amaua OamaHcyBaHHA HaBaHTaxeHHZ [l11] 3
ypaxyBaHHSAM BHTpAaT Ha Iepefadyy MAaHUX HarajibHa
HE TUIBKM B KOHTGKCTI XMap Ha OCHOBI cMapT¢OHIB, aie

€ix HeBi[[’SMHOIO YaCTUHOIO.
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3amaga oOUMCICHHS Ha cMapT(OHI CIIOKHUTOI SHEeprii
€ TaKOXX MaJOJOCHI/PKeHot0. Y poboti [12] HaBoaHUThCS
TMPUKIAA  €BPUCTUYHOI MOZENi  pPO3MOAUTy  3amay
y rereporeHHii xmapi. s Momensr Oepe 1o yBaru Sk
BapTiCTh OOYMCIICHHS B TETEPOreHHII XMapi, TaK 1 BapTiCTh
KOMyHIKaIlii. MeTa JOCIHIDKEHHS MOJsArae B MiHIMI3aril
4Yacy BHKOHAHHSI, aje aBTOPH 3ayBaXKyIOTb, LI0 METOX
e(eKTUBHUH 1 U1 MiHIMIi3allii eHepreTHIHNX BUTPAT.

B iamiii po6orti [13] onmcano mingxin 10 0OUYHCICHHS
CHOKHMBaHHS oOuncIeHHs B

eHeprii B mporeci

pO3TOAiNICHIH  cHCTeMi Ta TOJAHO  MOXKJIHMBICTBH
MPOTHO3YBaHHs €HEPreTUYHUX BUTpPAT HA IHIIIH cucTeMi
Ha OCHOBI JJaHHX TIONEPETHHOIO BUKOHAHHS.

Ll craTTs € MPOJOBXKEHHSAM 1 PO3BHTKOM paHille

omy6iikoBanux Te3 [14].

Onuc MeToay A0CTiTKeHHS

3aBmaHHA 1i€l POOOTH — JOBECTH TillOTE3HW IIOAO
nepeBar rpadiuHUX cMapTQOHIB HaJa CTal[lOHAPHUMHU
ctepi
e(heKTUBHOCTI Ta KiJIbKICHE OI[IHIOBAaHHS IMX IepeBar.

rpadgivHUMH  TIpoOLECOpaMH Y SHePreTHYHOT
B imeanpHWX yMOBax [UIS HamifHOTO TITOPIBHSHHSI
MPOAYKTUBHOCTI CTAlliOHAPHOTO arapaTHOro 3a0e3MeUCHHS
Ta MOOLIBHOTO OONaAHAHHS HEOOXITHWH JOCTYH MO
BCBOTO OOJIQJIHAHHSI Ta €JMHOTO ETAaJOHHOTO TECTY,
10 MO’KEe H/IIHHO BHMIPIOBAaTH SIK IPOJYKTHBHICTH, TaK
i CHEpProCrOXKMBAaHHS JJsl DPI3HOMAHITHUX 3aBJaHb.
I sxmo mnepmry BHMOTY MOXKHAa BHKOHATH OpPEH/IOO
BIJIMIOBITHOTO OOJIaHAHHS B XMapax, TO APyTy — Hi.
Mob6isbHI Ta cTanioHapHi KOMII IOTEPH MAIOTh TyXKe
pi3HI 3aBIaHHS Ta CIOCOOM BHUKOPUCTAHHS. ArmaparHe
3a0e3reueHHs] CTaIl[lOHApHUX KOMIT'IOTEpIiB POo3poOiIeHo
JUIsl TPUBAJIOl pOOOTH B YMOBaX MiKOBOTO HABAHTAXKCHHSI.
BoHo Moke TpuBanmii 4ac TpamioBaTH i BEIUKUM
HaBaHTXKECHHSIM 0e3 3MiH y NpOoAyKTHBHOCTI. J{is 11b0ro0
cTalioHapHe oOyagHaHHSA 3a0e3MeYeH0  BiIHOCHUM
MOTYHUM €JICKTPUYHUM KUBJIeHHAM. Came 00J1aJHaHHS
JIOCUTH BEJIMKE, Ma€ 3HA4YHy BIACHY TEIUIOEMHICTH Ta
TUTONIY TIOBEPXHi, 110 JI03BOJISIE BCTAHOBJIIOBATH MOTYXHY
Ta eEeKTUBHY KOHBEKLiIfHy CHCTEMY OXOJIO/PKCHHS abo
HaBITh PIIMHHY CHCTeMY OXoJoJDKeHHs. 1le o3Havae, 110
CTallilOHapHUH KOMIT'IOTEp CIIOKMBA€ CTUIBKMA CHEprii,
CKIIBKM TOTPIOHO Uit  MIATPUMKHA  MaKCUMaJbHOI
NPOJXYKTUBHOCTI, a €(EeKTHBHA CHCTEMa OXOJOKEHHS
3aro0irae TPOTIIHIY — HPOLECY BUMYIICHOTO 3HIKEHHS
NPOJYKTUBHOCTI TIpoliecopa 4epe3 mneperpis. Hamakwy,
MOOUIBHI OPUCTPOT MAalOTh aKyMYJATOp OOMeKeHOT

€MHOCTI TIOPIBHSHO 3 CEPBEPHIMM/HACTUIBHUMH JPKEpeaMu

JKUBJICHHsS, a IX CHCTEMa OXOJOMKEHHS IIaCHBHA U
oOMeXeHa BIITOKOM TeIUla 4epe3 BIAHOCHO Maluid
KOPITyC MOOUTHHOTO TIPUCTPOFO. Lle mpru3BOmUTh 0 BiTHOCHO
HIBUKOTO (IEKUIbKa XBUJIMH) MIEPETPIBY MPUCTPOIO.
Pexum po6oTH MOOLTEHOTO TPUCTPOIO TOTpedye
TaKOX IHIIOI cTpaTerii KepyBaHHS 4YacTOTOI Ta
JKUBIICHHSIM MOOIUITBHOTO Tmporiecopa. Ha BimMmiHy Bifn
CTalliOHAPHOTO, BiH PO3pPaxOBaHWI Ha KOPOTKI Mepioju
HaBaHTaXeHHs. HaBiTh KOJM KOPHCTYBa4 YIPOIOBXK
TPHUBAJIOrO Yacy KOPHCTYEThCS Opay3epoM, HaBaHTa)KEHHS
TakoXk Mae (opMy KOPOTKOTPHBAIHMX IIKiB: CTOpPiHKa
3aBaHTAXYETHCS, OOPOOIIAETHCSA, 8 MOTIM HABAHTAKCHHS
3HIDKYETBCS, TOKH He Oyzie HOBOi aKTHBHOCTI KOPUCTYBaya.
e poOuTh BUIpaBIaHUM OUIBII arpeCHMBHUI PEXUM
OyCTy dYacTOTH, IIOKM WIPOIECOp XOJOAHHUH, HIX Ha
cTamioHapHOMy oOnagHaHHi. CTamiOHApHI IPOLECOPH
TaKO)X  3aCTOCOBYIOTH ~ MOXJIMBICTh ~ THMYacOBOTO
CaMOpPO3TroHY, MOKH BOHU XONIOnHi [15], are B MOOLITBHUX
MPOIECOpiB I TpoIec 3HAYHO AarpecHBHIIIHM.
Ile mpu3BOMUTH 10 MIBUAKOTO IEperpiBy MOOITBHOTO
mporecopa MiJ  HAaBaHTAXECHHA Ta JUHAMIYHOTO
3HIW)KEHHS 4acToTH abo TpormiHry. OTKe, Ha BigMiHY
BiJl CTamiOHApHOTO, MOOUTBHHUII mpomecop 3a YMOBH
CTAJIOr0 HABaHTAKEHHS Ma€ KOPOTKHUH Mepioj MiKOBOI
MPOAYKTUBHOCTI ¥ TOTIM  JOBTOTPHUBAJIHIA
15-25%

MPOAYKTUBHICTb MOOITHPHOTO TpoIecopa 3 IUIMHOM 4acy

nepion

3HMKEHOT Ha l'[pOZ[yKTI/IBHOCTi. Tunosa

MoKa3aHa Ha pucC. 1.

performance over time graph

time(interval 10min)

Puc. 1. TIponykTHBHICTS MOOITBHOTO MpoOLIECOpa
M1 HABAHTAXKEHHSIM

Taka pi3HuIA B poOOTI MOOUIBHNX 1 CTaliOHAPHUX
MPOIECOPIB POOUTH CKIIQAHKAM 1 BOJHOYAC HEMOTPIOHUM
CTBOpPEHHSI TECTIB, IO IOPIBHIOBAIM O iX €HEPreTHYHY
e(QeKTHBHICT NIl TPUBAIMMH BEIMKUMHU CTaJIHMH
HaBaHTaXeHHsIMU. HaBiTh Bukopuctanus 3D-6eHumapkis
YCKIIaHeHE TUM, 10 X MOOLIbHI Bepcii aganToBaHi Aus
MOOUTEHUX TpHCTpoiB. TOMy NOpIBHIOBATH pPE3yJIbTATH
TECTy Ha OCHOBI OnHi€i 0i0mioTeku aast MOOIIBHOTO
W  cTamioHapHOTO

nmpouecopa HE Mae€ CCHCY:
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oOumcmroBaNIbHI 3a1avi (PaKTUYHO Pi3HI. AHATI3yIOYU
nyOsiuHi OEHYMApKH, MM NPHHIUIM 10 BHCHOBKY, IO
TECTH JUIS CTALliOHAPHHUX KOMII FOTEPiB MaiKe MOBHICTIO
Tobto
CTalliOHAPHUX KOMIT IOTEPIB  JIyKe

i30/IbOBaHI Ta HE CTOCYIOTBCS MOOUIbHUX.
OcHUMapkd st
perpe3eHTaTHBHI JIJIsl HOPIBHSAHHS CTaI[lOHAPHUX DillIeHb
MiX CO00I0, a MOOUTBHI — JJIST TMOPIBHAHHA MOOITBHHUX
pitreHs Mik co6oro. KoxkHa rpyma TecTiB amanTyBaiacs
camMe Ui [UX 3a]ad, 1 TOMYy HaAiHHUX MyOIidHUX
pe3yNbTaTiB MOPIBHSIHHS NPOJYKTHBHOCTI CTalliOHAPHUX
1 MOOLTEHUX TIPOIIECOPIB HE iCHYE.

Tomy Mm 3poOmim iHOIY cCTpaTerito MOPIBHIHHS
Hna rpynu
(cramionapHi Ta MOOUIBHI TpadiyHi Ipolecopu) MH

HA OCHOBI pI3HUX TECTIB. KOKHOT

3HAXOOUMO O€HUMAapKH, IO JOCITalOTh MAaKCHMAaJIbHOTO

HaBaHTaXCHHS BIIPOAOBXK qacy Ta BI/IMipIOIOTI)

B a0CONIOTHUX OAWHUIIIX. TakoX UIA KOXKHOI TPYIH
00upaeMo OCHYMApKH, MO IOCSATAIOTH MaKCHMAaJIbHOTO

CIOXKMBAHHSA €HEprii BIPOJOBX TPHUBAJIOIO  dacy.

Juis xokHOiI Mozeni rpadidHOTo IMporecopa OO0MpaeMo
2-3 OeHUMapKu 3 MAaKCHMaJIbHOI NPOJYKTHBHICTIO
Ta OepeMo MemiaHy, TaKoX OOHpaemMo 2—3 OeHUMapKH
3 MakCHUMaJbHHM CIOXXHMBaHHSAM Ta OepeMo MejiaHy.
Lle# migxix He MOXKHA PO3IIIIATH SIK METOJ OL[IHIOBaHHS
€HepreTUYHOI e()eKTUBHOCTI KOHKPETHOT Moyieti rpadivuHoro
nporecopa, ajie METOA OL[HIOBaHHS OJHAKOBHH, 1 I
BaromMoi BUOIPKHM BiH JaBaTHMe€ NPHOJIM3HE PO3YMiHHS
€Heproe(eKTUBHOCTI  CTAlliOHAPHUX 1  MOOLIBHHUX
rpagiuyHHUX ITPOLIECOPIB.

VYei 3amaui momimMMO Ha TpPU TPymH: 3amadi
Ha OOYHUCIEHHS 3 pPYXOMOIO TOYKOIO 3 OIWHAPHOIO
TOUHICTIO (single precision), TIOIOBHHHOK TOYHICTIO
(half precision) Ta mnoOABIHOW TOuHICTIO (double
precision). PedepencanMu rpadiyHEMH TpoLIeCOpaMu
obepeMo mpHUCTPOi pi3HUX BUpoOHUKIB (NVidia GeForce,
AMD Radeon, Adreno, Mali, Apple Buinic) omgHOTO
it Toro camoro nepiony (2019-2021). Pesynsratu BUMipy

HaBeneHi B Tabm. 11 2.

Ta6auus 1. Enepeemuuna epekmusnicmo cmayioHapHux epapivnux npoyecopis

Half Precision Single Precision Double Precision

GFLOPS/W| GFLOPS/W| GFLOPS/W,|

GeForce RTX 2050 (M) 268.889 134.444 4.200
GeForce RTX 2060 Max-Q (M) 140.015 70.000 2.185
GeForce RTX 2060 (M) 102.400 51.200 1.600
GeForce RTX 2070 Max-Q (M) 136.500 68.250 2.138
GeForce RTX 2070 (M) 115.391 57.704 1.800
GeForce RTX 2070 Super Max-Q (M) 138.250 69.125 2.163
GeForce RTX 2070 Super (M) 122.870 61.443 1.922
GeForce RTX 2080 Max-Q (M) 161.125 80.588 2.525
GeForce RTX 2080 (M) 124.800 62.413 1.953
GeForce RTX 2080 Super Max-Q (M) 165.875 82.950 2.588
GeForce RTX 2080 Super (M) 127.800 63.900 2.000
GeForce RTX 2060 80.638 40.319 1.263
GeForce RTX 2060 (12 GB) 77.632 38.816 1.211
GeForce RTX 2060 Super 82.069 41.034 1.280
GeForce RTX 2070 85.314 42.657 1.331
GeForce RTX 2070 Super 84.302 42.149 1.316
GeForce RTX 2080 93.660 46.828 1.465
GeForce RTX 2080 Super 89.212 44.604 1.396
GeForce RTX 2080 Ti 96.057 48.029 1.504
GeForce RTX 3050 Laptop 66.600 66.600 1.031
GeForce RTX 3050 Ti Laptop 81.523 81.523 1.262
GeForce RTX 3060 Laptop 136.750 136.750 2.138
GeForce RTX 3070 Laptop 152.095 152.095 2.371
Geforce RTX 3070 Ti Laptop 139.238 139.238 2.171
GeForce RTX 3080 Laptop 165.043 165.043 2.574
Geforce RTX 3080 Ti Laptop 162.696 162.696 2.539
GeForce RTX 3050 69.985 69.985 1.092
GeForce RTX 3060 74.929 74.929 1.171
GeForce RTX 3060 Ti 80.985 80.985 1.265
GeForce RTX 3070 92.336 92.336 1.441
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Half Precision| Single Precision Double Precision

GFLOPS/W| GFLOPS/W GFLOPS/W,|

GeForce RTX 3070 Ti 74.828 74.828 1.172
GeForce RTX 3080 93.025 93.025 1.453
GeForce RTX 3080 (12 GB) 87.551 87.551 1.366
GeForce RTX 3080 Ti 97.429 97.429 1.523
GeForce RTX 3090 101.660 101.660 1.589
GeForce RTX 3090 Ti 88.882 88.882 1.389
Radeon RX 6400 (Navi 24 XL) 134.528 67.264 4.204
Radeon RX 6500 XT (Navi 24 XT) 102.035 51.018 3.188
Radeon RX 6600 (Navi 23 XL) 135.303 67.636 4.227
Radeon RX 6600 XT (Navi 23 XT) 125.497 62.751 3.922
Radeon RX 6650 XT (Navi 23 KXT) 119.922 59.961 3.748
Radeon RX 6700 (Navi 22 XL) 129.023 64.514 4.032
Radeon RX 6700 XT (Navi 22 XT) 114.909 57.457 3.591
Radeon RX 6750 XT (Navi 22 KXT) 106.496 53.248 3.328
Radeon RX 6800 (Navi 21 XL) 129.332 64.664 4.040
Radeon RX 6800 XT (Navi 21 XT) 138.240 69.120 4.320
Radeon RX 6900 XT (Navi 21 XTX) 153.600 76.800 4.800
Radeon RX 6950 XT (Navi 21 KXTX) 141.221 70.609 4412
Radeon RX 6300M (Navi 24 XML) 250.800, 125.200 7.824
Radeon RX 6500M (Navi 24 XM) 199.400 99.600 6.224
Radeon RX 6600S (Navi 23) 195.375 97.625 5.601
Radeon RX 6700S (Navi 23) 158.400 79.200 4.950
Radeon RX 6600M (Navi 23) 175.500 78.000 4.875
Radeon RX 6650M (Navi 23) 147.500 73.750 4.609
Radeon RX 6800S (Navi 23) 184.300 92.200 5.765
Radeon RX 6650M XT (Navi 23) 166.167 83.083 5.193
Radeon RX 6700M (Navi 22 XM) 157.104 78.556 4.904
Radeon RX 6800M (Navi 22 XTM) 162.414 81.241 5.077
Radeon RX 6850M XT (Navi 22 XTM) 160.182 80.061 5.004
MIN 66.600 38.816 1.031
MAX 268.889) 165.043 7.824
AVG 127.892 78.738 2.902
MEDIAN 127.800 73.750 2.185

Ta6auus 2. Enepeemuuna epekmusHicmv cmayioHapHux 2papiunux npoyecopis

Half Precision| Single Precision Double Precision

GFLOPS/W| GFLOPS/W GFLOPS/W,|

Adreno 610 182.00 91.00 22.67
Adreno 640 265.85 132.92 33.23
Adreno 650 347.38 173.68 43.42
Adreno 660 382.14 191.07 47.76
Adreno 680 292.57 146.29 36.57
Adreno 730 570.06 285.03 71.26
Mali-G57 MP2 384.00 192.00 96.00
Mali-G78 MP20 396.53 198.27 49.59
Apple A12 126.79 63.39 15.87
Apple A15 416.67 208.33 52.08
MIN 126.79 63.39 15.87
MAX 570.06 285.03 96.00
AVG 336.40 168.20 46.85
MEDIAN 364.76 182.38 45.59
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Hexait E — enepretnuna e(eKkTuBHICTb; Epp, Egp,

Epp — eHeprernuHa e(eKTHBHICTH OOYHMCICHHS

3 TIOJIOBMHHOIO, OIAMHAPHOIO Ta IIOABIHHOI TOYHICTIO;

W CcepelHsS CHEPreTUYHI CPCKTHBHICTE; EM, ES
eHepreTnyHa e(EeKTUBHICTh MOOUIBHUX 1 CTalllOHAPHUX
rpadiYHAX TPOIECOpiB BigNOBigHO. Tomi 3pocTaHHS
e(peKTHBHOCTI B 004mCIIOEThCS 32 POpMyIIaMu:

Eviv, Eyax s Eagg MiHiMallbHa, MaKCHMaJbHa
_ M N _ M N M N
BHP,min - EHP,min /EHP,min BSP,min - ESP,min /ESP,min BDP,min - EDP,min /EDP,min

M s
BHP,max - EHP,max /EHP,max

M s
BHP,avg - EHP,avg/EHP,uvg

oM s
BSP,max - ESP,max /E

_ M S
BSP,avg - ESP,avg /ESP,uvg

oM s
BDP,max - EDP,max /EDP,max

_ M N
BDP,avg - EDP,an /EDP,uvg

SP, max

Omxe, MOOUTBHHH TpadiuHUI TIPOLIECOp Y CePEeHBOMY
BuTpadae B 2,1 paza meHmie eHeprii Ha OOYHMCICHHS 3
OJIMHApHOIO TOYHICTIO, B 2,06 pa3a MEHIIE 3a YMOBH

00YHMCIIeHHSI 3 TOJIOBUHHOIO TOYHICTIO Ta B 16,2 pa3a
MEHIIIE, SKIIO OOYMCIIEHHS 3MIMCHIOETHCS 3 ITOABIMHOIO
TouHicTIO. Pe3ynprar MoxxHa mobaunTH Ha puc. 2.

Puc. 2. 3pocranHs e(eKTUBHOCTI MOOITEHHIX MPOLECOPIB MOPIBHSIHO 31 CTalliOHAPHUMHU

Binpus y 2,6 paza B 00YHCIIEHHSX i3 ITOJIOBHHHOIO
TOYHICTIO MOXe€ OyTH TpOXH 3aBHIICHUM, 00 s
OaraThOX  CTalliOHapHUX  TpadiuHuUX  IIPOIECOpPIB
e()eKTHUBHICTh TaKOTO OOYMCIICHHS Maiike He BiPI3HAECTHCS
BiJl OOYHMCIICHHS 3 OJMHAPHOIO TOUHICTIO. Lle Moxe Oyt
HACJIJIKOM OCOOJMBOCTEH camoro Tecty. Y rpadiuHux
nporiecopiB NVidia € nBa OCHOBHHX THITH Omeparii
3 TIOJOBMHHOKO TOYHICTIO: OJWMHApHA W maketHa [16].
V mepioMy BHITQAKY B OIHIM IHCTPYKIII — OHA Omeparis
3 IOJIOBUHHOIO TOYHICTIO, B JPYroMy BHUIAIKy — IBi
omepamii B omHilf iHCTpykmii. TpuBamicTe BUKOHAHHS
orepanii 3 TMOJOBUHHOK Ta OAWHAPHOI TOYHICTIO
y Tpadiunux mporecopiB NVidia omHakoBa (y TaKTax),
TOMY OJMHApHI orepauii MOJOBHHHOI TOYHOCTI MalOTh
Taky caMmy ab0 TPOXM BHILy WIBHAKICTb (~5%) depes

3MEHIICHHS! HABAHTAKCHHS HA MIMHY JaaHuX. [lakeTHi
a00 ymakoBaHi omepairii e)eKTUBHIII, 1 32 OJUH 1 TOH
camuii 4ac rpadiuHUi TpPOLECOp MOXE BHUKOHYBaTH
Ounprie Takux omepamid. Mu He MOXEMO 3HATH JeTaii
peaizariii eskux OeHUMapKiB, ajle OIHAKOBa €(PEKTHBHICTH
BUKOHAHHS OMeEparii 3 OJMHAPHOIO Ta MOJOBUHHOO

TOYHICTIO INBHJIIE 33 BCE 3yMOBIIEHA peaNi3ali€io
OJJMHApHUX ONepaliil 3 MOJOBHHHOIO TOYHICTIO.

PizamIig Mixk e(eKTUBHICTIO OOYHCIICHHS 3 TTOBIHHOIO
TOYHICTIO TMOSICHIOETBCSI THM, IO CTalliOHapHI rpadiuHi
MPOIECOpH  TPAAMIIAHO  MaroTh

3HA4YHO MEHITY

e(CKTUBHICTh OOYHUCICHb 13 TMOJBIHHOK TOYHICTIO.
Ile € HacaigkOM TOro, IO IMOABIMHA TOYHICTH HEYACTO
MoTpiOHa B KOMIT'IOTepHii rpadimi, ¢i3uii, KoxyBaHHI
Bimleo Tomo. Yce iHmeE n00Ope BHKOHYE MEHTpPATbHUH
MpoIIecOp 3a JIONIOMOTOK  PO3LIMPEHUX BEKTOPHHX
IHCTPYKIiH. Y MOOITBPHUX WPUCTPOSX IEHTPATBLHUHA
i TpadiyHMil mpollecop MaloTh JOCTYN A0 CHLUIBHOI
mam’siTi, TOMYy BHCOKOe(EeKTHBHE OOpOOJICHHS MaHWMX
i3 TOJBIHHOIO TOYHICTIO MOXE OYTH JyXe JIETKO
TIepeHeceHe Ha rpadiyHui mporecop, mod TakKuM YHHOM

CIPOCTUTH LIEHTPAJIBHUII TPOLIECOp.

ExcnepuMeHTaIbHE OCTiIZKEHHS

OniHloBaHHs €(pEeKTUBHOCTI Ha OCHOBI MyOJIYHHX
JoKepenl 1 OeHUMapKiB MOXE SKICHO BHU3HAYHUTH CTaH
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pedeit, ane He MIXOAWTH U KiTBKICHOTO OIIHFOBAHHSI.
BxiaHi fgaHi He MOBHI Ta 3acMiYeHi: MM HE BHKOHYEMO
onHi ¥ Ti caMi 3amadi Ha MOOITEHOMY ¥ CTaIliOHApHOMY
NpOLIECOpi, HaBiTh HE 3HAaEMO JeTaneil peamizarii.
ToMy miiss BUMIpIOBaHHS Ta TOPIBHIHHS €()eKTUBHOCTI
3po0OHMO BIIacCHHH OEHYMApK.

Jis 060x twrargopM (MOOLTEHOI Ta CTalioHapHOI)
peanizyeMo cuHTeTHYHUI OeHuMmapk. PedepeHcHoro
3a/1a4el0 € TOMHOXKEHHS MaTPHLb BEJIUKOI PO3MipHOCTI
3 J0JaTKOBUMH OINEpallisIMH, II0 HE 3MIiHIOIOTh
pe3ynpTar, ane poONATh 3amady OUTBII iHTEHCHBHOIO

Ha OOYHCIIEHHS, a HE Ha 1aM ITb.

MobinpanME mmatopmamu obepeMo iPhone 12 mini
2020 p. Peanizauis pedepeHcHOl 3amadi BHKOHaHA
60 Metal €
IHCTPYMEHTOM Il BUKOPUCTAHHSI arlapaTHOro MPUCKOPEHHSI

3a gomomorow Metal, HalKpanim
B iH(pacTpykTypi Apple [17]. BumiproBaHHS CHOKUBAHHS
eHeprii HampsMy € HEMOXXJIMBHM, TOMY MH IIOBHICTIO
3apsAuMo OaTapero, MOCTaBIMO Ha BUKOHAHHS 3a1a4y Ta
JIOYCKAEMOCH BIIKIFOUEHHS MOOLIBHOTO MPHUCTPOIO Yepe3
PO3PSAAKY aKyMyJIATOpa. €MHICTh i CTaH aKyMyJsiTopa —
BiZIOMi, TOMY MOXHa pO3IUINTH 3arajbHy KUIBKICTh
omepamiii Ha BHUTpaueHy EHEPril0 aKyMylsaTopa, 1 Iie
oynyts Ti cami GFLOPS/W. Snmpo obGuucnenus Metal
HaBeJeHe Y ¢pparMeHTi 1.

®parmenT kony 1. Snpo obuncnenns Metal

IItygyHe momaTkoBe HABaHTAKEHHS 3IIHCHIOETHCS
3a JIOTIOMOTOI0 JTOJATKOBHX 32 HUKIIB 10 4 MHOXXEHHS
MAaTpHIl Ha BEKTOP (BEKTOPOM € KOXKHI YOTHPH €IIEMEHTH
psnKa Ta CTOBMIS MAaTpHIlb, SKI MH ITOMHOXYEMO).
Ha pesynbraT 1e He BIUTMBae, 00 MaTpUIll am Ta im
€ 3BOPOTHHUMH OJHA [0 OJHOI, aje TaKui Crocio
3anobirae onTUMi3anii 3aiiBOro Koy KOMITLIATOPOM.

KinbKicTh KOPHUCHHX  OIEpallii  OOYHCITIOETHCS
TakuM YuHOM. KoXXHHMI eneMeHT JOOyTKy MarpHilb
€ CKaIpHUM JOOYTKOM psAKa TepIioi MaTpuii Ha
croBneus apyroi. ToMy uHucTHi cKalapHHE 100yTOK

MaB Oum ckmagHicte N+N-1, ne N — [10BKHHA

psanka/croBoms. JlomaTtkoBe OamacTHE HaBaHTAXCHHS
momae mo 4x32 MaTpuUHHX JOOYTKH Ha KOXHI 4
eIEMEHTH CKajspHOoro JoOyTky. Otxke, MOXEMO
CTBEPIKYBATH, 1[0 HA KOXKEH €IeMEHT N BifOyBaeThCs
JnoaatkoBo 32 no0yTku Marpuili Ha Bektop. JoOyTok
Marpuni 4x4 Ha BekTop 3 4 eJeMeHTIB 3aiimMae
28 omepamiit. ToMy KiHIIEBa CKJIAQOHICTE OOYHCICHHS
KOYKHOTO WiIeHa JoOyTKy matpuip Oyne N+ N —1+28N,
Hexail 30N 118 cpoILEHHS.

[Ilo6 Oyno mpocTime, MTOMHOXHMO
1024 %1024 , N=1024.

y n00yTKy Oynme N xN uieHiB, KOXHHH 3 SIKHUX Mae

MaTpHIIi

po3Mipom TOOTO 3araiiom
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cknamuicth 30N omepamiit. KiHieBa  CKIAIHICTh
obuncnenns Marpuni 1024x1024 — 32,211 mupp onepariiit
i3 pyxoMmoro Toukor. KinbKicTe cepBiCHUX orepartiit
HE € CyTTEBOIO 1 3HAYHO MeHIIa Hix 1%.

€wmuicTh Oatapei iPhone 12 mini — 8,57 Bt/rog
a6o 30852 [Ix. Cran Oarapei — 84%, TOOTO MOXKEMO
Py, =25915 Ix.

BBaKATH, IO €MHICTh Oartapei —

Hexaii KinbkicTh OOYHCICHb MATPHIL JO IOBHOTO
K =131279. Toni

e(pEeKTUBHICTH OOUHCIICHh MOKHA BU3HAYHTH 32 (POPMYIIOHO:

PO3PSLIKEHHS  — €HEPreTU4Hy

BinmosinHo mo Tabn. 2 3HaueHHS Ey po3ramoBane
MiX TiKOBOI npoaykTuBHicTio A12 (63.39 GFLOPS/W)
ta Al5 (208.33 GFLOPS/W),
10 € O4iKYBaHUM.

ommxye 1o AlS,

Sk cramioHapHy m1aToOpMy — BHKOPHCTaEMO
GeForce RTX 3080 — Bineokapta Takox 2020 p., ToOTO
€ poBecHunero iPhone 12 mini. PedepeHcHOO 3amadcto
3aCTOCOBAHO TaKW{ caMHii JOOYTOK MaTpHIlb, aJie
peanizoBanwmii 3a qormomororo CUDA. Koxg sapa CUDA

HaBeJleHO y (hparMeHTi koxy 2.

®parmenT koay 2. Snpo obuncienss CUDA

3
K
E, :3ON =163.179-10° GFLOPS/W.
M
Hns BUMIPIOBaHHS CHOXXHMBAHHSA eHeprii
BUKOpHCTOBYyeMO 3actocyHok GPU-Z. Bin mMoxe

3HIMATH TMOKa3HUKU CIIOKMBaHHS eHeprii Ta 30epiratu

y Qaiin. J{ns BUMIpIOBaHHS €HEpreTHYHOI e(heKTHBHOCTI

3HaMOOWTbCs uac BHKOHaHHA 1 =300c, KiUIbKICT
BUKOHAHMX H00yTKiB Marpuib K =143994 Tta cepenne
CIIO)KMBAHHS  €HEprii  BiJICOKApPTOIO Py =182Br

(Ps 00uHCITIOETBCS SIK PI3HUIS CEPEIHBOTO CIIOKHBAHHS

M7 Yac BUKOHAHHS TECTy Ta CIOXXHBAHHS BiJICOKapTH
B pexumi cnokoro). Toxi eHepreTnuHy e(eKTHBHICTH
MOYKHA OOYHCIIUTH 32 HOPMYJIOIO:

3
E, = 301?, K =84.951-10 GFLOPS/W.

N
N

3Haliene 3HAYEHHS MPOAYKTHBHOCTI
(84,951 GFLOPS/W) nocuth OJM3bKE IO BiAIOBIIHOTO

sHayeHHs B Tadn. 1 (93,025 GFLOPS/W). 3pocranus
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edexTuBHOCTI 06umcIeHHs nopiBHioe B = EM/ES =1,92. TIPUCTPOIO 71l OOYUCIICHHS B XMapi BHMAarae CyTTE€BO

Tob6To Ha OOYMCIEHHS HA M06i.]'le0My le/ICTpO.l. 6yJ'lO MCHIIMX BUTpAT CHCPI1ll, HLK TakKe caMe 00uYHCIIeHHS

puTpateno B 1,92 pasa MeHme eHeprii 3a omepamiro, ~ HA CTaliOHapHOMY — obnanmami, —BapiaHTH  SKOTO

HIK Ha CTaHiOHapHOMy HpHCTpOT. € OCHOBHOIO 4YaCTHHOIO CEPBECPHOIO 00J1aTHaHHS

3a3Ha4eHNH METO]] BPaxXOBYE€ JIUIIE TPOAYKTUBHICTh Y 3BUMAHHOMY XMapHOMY JaTaueHTpl. JU1d OLiHIOBAHHS

rpachiuHOr0 TpoLecopa Ta irHOpye GOHOBe criokmBapHg ~ SACTOCOBAHO  MyOnmiumi jukepena #  eKCTIEPUMEHT.

CHCTEMH, a TaKOX CIIO)KMBAaHHA IHIIHIX CKJ'IaI[HI/IKiB I3 Axepen OIpalpOBaHO lH(i)OpMaI_[lIO 1po

cucremu. CTallioHApHU KOMII'I0Tep CHOXuBae Habararo ~ POAYKTHBHICTH 1 CHOXHBAHHST CHEPIl MOMIMPCHUMH

6iJ'II>IJ.Ie, HK Bi,I[COKapTa, TOI[i 9K CIOKHBAHHS MOACIAMHU MOOIIBHUX 1 CTalllOHApHUX rpa(bquHx

cMapThoHa Maiike IIIKOM CKIAAacThCs 31 CTIOKUBAHHA nmporecopi.  BusHaueHo, 1m0 MoOimbHI - rpadiuni

rpagiuHoro mporecopa. He3Bakaroum Ha Te, IO MH Tpomecopn MaroTk CYTTEBI nepesaru B

HE MOKEMO KUIBKICHO OI[HWTH 3arajbHE CIIOKHBAHHS eHEeproe)eKTHBHOCTI, Ha BIAMIHY Bil CTAliOHAPHHX,

B MeXaxX IHOTO TECTY, SIKICHO e TaKokK H€O6XiI[HO 0co0IMBO B OOYHCIEHHI 3 IIOABIMHOK  TOYHICTIO.

OIIHMTU HAa KOPHCTh cMapTgoHa. Alle B pealbHHUX AJle  TakuH MiAXil He MOXKHA 3aCTOCYBATH  JUIA

3aJadyax 3 pOSHO,Z[iJ'IeHOI‘O OOYHCIICHHS TaKOXK CYTTEBY 064HCIeHHS KITBKICHOT OIIHKH MEpeBar.

YaCcTHHY €Heprii BHTpauyaTHMMe CHCcTeMa MOOUIbHOT Ilposeneno CKCICPUMCHT 3 obuncieHHs

nepeadi JaHuX a0o MiAKITIOYCHHS 10 JOKaIBHOT MEPEKi. CHEProe(eKTHBHOCTI Ha OCHOBi ommiei i Tiel camof

HaTomicTs CTaI_IiOHapHI/Iﬁ KOMH’IOTep, 0COOJIMBO CHHTETUYHOI OOYHCIIIOBAILHOI 3ajgayl. 3a PE3YIbTATOM

B JaTaleHTpi, Mae IPOTOBE MiAKIIOUEHHS HO Mepesxi, JNOCTIKCHHSI, MOOUTBHME TrpadidHAil TpHUCTPIH Mae

i nepeaadya HUM JaHUX BIUJIMBA€ Ha CIIOKUBAHHA eHepri'l' TaKkox  CyTTeBY ICpeBary Haja  CTalloOHApHHM 32

He TaK CYTTEBO. YPaXyBaHHSI Ta MOJIETIOBAHHS KUIBKICTIO €HEpri1 3a 06lmcn}013aany OII€pariro.

CIIO)KMBAHHSA BCi€l OOYMCIIIOBAIILHOI CHCTEMH IIiJ 4Yac Ile o3nauae, mio TinmoTesa MO0 NepeBar BUKOPHCTAHHS

BUKOHAHHA KOHKDETHUX OOUMCTIOBaNbHMX 3amay e  MOOUIBHUX TpaiuHnx mpouecopis st oO4HCICHHS

TEMOIO HACTYITHUX HayKOBHUX pOOIT, 30KpeMa JucepTallii. B XMapi, TIOPiBHAHO 3i CTaUiOHapHMM OOMajgHAHHAM,

MATBEpKEHa U TMOTpedye MONANBIINX JOCIIIKCHb.

BHCHOBKH HeoOximHO 3ayBakWTH, IO B CTATTI TOKUA WAETHCS

po e(peKTUBHICTH JIUIIE OOYHCITIOBAIFHOTO CKIIAJIHUKA,

i ; : . 0e3 ypaxyBaHHS CKJIAJHUKa 3 [lepeadl JaHuX.
Y crarTi HeoOXiAHO OyJIO OLIHUTH, HACKLIBKU ypaxy A penadl

JICTITUMHOIO € Till0Te3a, IO BUKOPHUCTAHHSA MOOUTHFHOTO
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ESTIMATION OF POWER CONSUMPTION
OF MOBILE DEVICES IN CLOUD COMPUTING

Modern computing tasks require an increase in computing power. This necessitates the creation and production of new equipment
for cloud computing. At the same time, the number of personal mobile devices is already measured in billions, and even their partial
use could reduce production requirements. In addition, mobile hardware is more energy efficient, which contributes to significant
energy savings. The article investigates the issue of qualitative and quantitative assessment of the efficiency of using mobile devices
for computing compared to traditional stationary solutions. The purpose of the work is to substantiate the following hypothesis:
computing in the cloud based on mobile devices significantly reduces energy consumption than computing on stationary equipment.
For this purpose, we show that computing on a mobile GPU is more energy efficient than computing on a stationary processor.
Public sources and benchmarks were analyzed to determine the qualitative advantage. On the basis of the studied data, efficiency
indicators for various mobile and desktop GPUs are calculated. It is argued that in most cases, mobile solutions consume
significantly less energy compared to desktop solutions. To calculate the quantitative advantage, an experiment was conducted on the
basis of two platforms: mobile and desktop. The same computational task was implemented using Apple Metal and NVidia CUDA.
Based on this task, the energy efficiency indicators of the mobile and stationary graphic professor were calculated. According to the
results of the study, a significant advantage of the mobile GPU in terms of energy efficiency has been determined. This result is
relevant because the platforms were released in the same year with a difference of several months, so they can be considered
peers of each other. The approaches presented here do not take into account the consumption of all other parts of the system,
except for the GPUs. This means that the consumption of the motherboard, power supply, etc. can tilt the balance in favor
of the mobile processor even more. But for distributed computing, the network connection is very important, and it can
consume a significant amount of power on a mobile device. Further research will focus on a more comprehensive accounting
of the energy consumption of various computer subsystems.
Keywords: computing cloud; smartphone cloud; energy efficiency; cloud computing; CUDA; Metal; hardware acceleration.
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O. MATBIEHKO, I1. CIIMYAK

METO/ NIJIBUIIEHHSI EOFEKTUBHOCTI POBOTH BOJOIPOBIJTHOI MEPEXKI
CIHOCOBOM ii 30HYBAHHS

MeTo10 € BHKOPHCTAHHA CTOXAaCTHYHOI MOJEINi KBa3iCTAalliOHAPHUX DPEXHUMIB pOOOTH BOIOMPOBITHOT MeEpexi UIS 3HMKEHHS
Ha/UTMIIKOBUX HANOpiB IIUIAXOM BCTAHOBJIECHHS PETYJATOpPiB TUCKY Ha BXoJax y BuIUIeHI 30HH. IIpeamerom mociimKeHHS
€ ONTHMI3alisi CTPYKTYPH BOJIOIIPOBITHOI MEpEeXi IUIIXOM 30HyBaHHs. Y CTATTi 3aJavya ONTUMAIBEHOTO 30HYBAaHHS BOJONPOBITHUX
MepeXX BUPIMIYETHCS 3 JOIMOMOTOIO JIBOX 3a/ad: BUALICHHS y BOJOIPOBIMHIA Mepexi BiJOKPEMIICHUX 30H BY3iB i3 Ha UIHIIKOBIMHI
HAIOpaMH, IO TNEPEeBHINYIOTh 33JaHe 3HAUYEHHS; PO3PaXyHOK IapaMeTpiB PEryJsATOpiB THCKY, IO BCTAHOBIIOIOTHCS HAa BXOIHU
y BUALUIEHI 30HU. [ BUAIICHHS 30H 3alpOIIOHOBAHUK METO[, IO IPYHTYETHCS Ha CHOCO01 MOIIYKy B MHpUHY. s po3paxyHKy
MapaMeTpiB PEryJsTOPiB THCKY pO3B’SI3y€ThCs 3aJada ONTHMAIBHOTO PO3MOALTY HABAaHTKCHHS MIXK PETYIATOPAMH THCKY.
JlerepMiHOBaHMII €KBIBANICHT Ili€l 3amadi pO3B’SI3ye€ThCs 3 BHKOPHCTaHHAM MeroxniB Herorona Tta Henmmepa — Minma. 3aBmsxu
PO3B’s3aHHIO L€l 3agayi OTPUMYEMO MiHIMaJbHI HEOOXiJHI 3HAYEHHS HAIOPIB, IO CTaOUII3yIOTBCS HAa BHXOIAX PETYJTOPIB,
i MakCHUMaJlbHi JOIyCTHMi 3Ha4YeHHsS BUTpAT 4yepe3 HUX. s BU3HAYEHHsS MiHIMAJIbHOTO i MAaKCHMAaJBHOTO 3HAuYCHb Jliala3oHIiB
3MIHH BHTpAT 1 HANOpiB Ha BXOJAaxX Ta BHXOJAaX PEryJsTopa IPOTHO3YETHCS MAaKCHMalbHE W MiHIMalbHE BOJOCIIOKMBAHHS BCiMa
KaTeTOpisIMA CIOKMBAYiB Y BUIUICHI 30HI Ta PO3B’SA3y€ThCs 3aJada ONTHMAIBHOTO PO3MOALTY HaBaHTKEHHS MK PETYJSTOpaMU
TUCKY. YHACHiIOK OTPUMY€MO Jiama3oH 3MiHM ONTUMAJbHHUX 3HA4€Hb BUTpPAT dYepe3 peryjarop 1 3HAYeHb HAIoOpiB,
o crabinizyloThes, Ha BUXOi perynsaropa. Ha mincrasi wiel indopmariii BU3HaYaeThCsl THI PEryJIsTOpiB, 110 3abe3neuye HeoOXiHi
niarma3oHH 3MiHM HAmopiB Ha BXOAAX 1 BUXOJAX PEryJiTOpiB IS MiHIMAJbHUX Ta MAaKCHMaJbHHMX IIPOTHO30BAaHHMX BUTPAT depes3
perymnsTop, Ta MiHIMAIBHUKA JOMYCTHMUI Hamip Ha HOTo BXOXi. 3M00YyTO Taki pe3yJbTATH: PO3PAXYHKU MOKA3YIOTh, IO 3aBISKH
30HYBaHHIO W YCTaHOBJICHHIO PETyJIATOPIB TUCKY Ha BXOJaX B 130JbOBaHI 30HH BOJOIPOBIIHOI MEPEXi PO3IISHYTOI CTPYKTYpH
MOXKJIMBO 3HM3UTH MaTeMaTH4YHE CHOMAIBaHHS CYMapHOrO HA/UIMIIKOBOIO Hamopy B Mepexi Ha 21%. BHCHOBKH: 3amporoHOBaHO
MaTeMaTHYHy MOJENb 3a/adi ONTHUMAIBHOTO 30HYBaHHS BOJAONPOBITHOI Mepeki, IO TIPYHTYEThCS Ha CTOXAaCTHUYHIH Mogjeni
KBa3iCTAIlIOHAPHUX PEXHMIB ii poOOTH, Ta MeTox po3B’s3aHHA Ii€l 3agaui. OOGUMCIIOBANBEHHN EKCHEPHMEHT, IO HPOBOIMBCS
IUTS BOJOTIPOBIIHOI Mepeski 3aaHoi CTPYKTYpH, MOKa3aB, II0 BHACTIJOK YCTAHOBJEHHS PETyJIATOPIB THCKY Ha BXOAAX Y BHIIICHI
30HU MOXJIMBO MiIBHIIUTH €EeKTHBHICTS ii poOOTH.
KurodoBi ciioBa: 30HyBaHHS; BOJONPOBITHA MepexkKa; CTOXaCTHYHA MOJIEIIb; PEryJISTOP THCKY; HaJUIMIIKOBHH HAIIip.

Beryn

Posnoxin BomomposinHoi Mepexi (BM) Ha 30HM

3aCTOCOBY€EThCS  JUISS  TPOEKTYBAHHS  BOJIOTIPOBIIHUX

MEpeX 13 3HAYHOI PI3HHICIO T'€0JIE3UYHUX MO3HAUYOK
JUISTHOK BOJOIPOBOAY, Y PI3HOMOBEPXOBUX 3a0ymoBax
paiioHIB MICT, TOOTO KOJIM € 3Ha4yHa PISHUIA MIX
BIJIBHUMH HAloOpaMH BOJHM, SKUX MOTPeOyIOTh pi3Hi
Peamizamis BiZIOyBaeThCs

KOpI/ICTyBa‘Ii. 30HYBAHHSA

ab0 3a  JONMOMOrOK  MIAKIIOYCHHS B  CHCTEMY

BOJIOTIOCTaYaHHS JJOAATKOBUX HACOCHHUX CTaHIH, IO
MPALOIOTh HA BUIUICHI 30HH, a00 MUITXOM IPOBEACHHS
JIOZIATKOBHMX MaricTpajbHUX TPYOOIPOBOIiB, 200 3aBISIKH
BCTaHOBJICHHIO pPe3epByapiB YHUCTOT BOIU. AJie 11i 3aX0H
NOTpeOyIOTh 3HAYHMX MaTepiaJbHUX BUTpar. € OLIbII
Oro/pKeTHUH miaXin no 30HyBaHHs BM, 110 noB’s3aHuii
i3 BUKOPHCTaHHSIM  PETYJATOPIB

TUCKY BCJIMKUX

JiaMeTpiB, 1[I0 MaloTh JAWCTaHIliHE  KepyBaHHS.

3acTOCYBaHHSI PETYJSTOPIB THUCKY Aa€ 3MOTY ICTOTHO

3MEHIIUTH BUTpaTH Ha 30HyBaHHI BM, 3Hu3uTH

HAUTMIIKOBUI Hamip y By31ax BM i, BignoBigHO, BTpaTH
BOJM Yy BHUIVIAAI BUTOKIB, a TaKOX 3a0LIaJUTH BUTPATH
€JIEKTPOEHEePTii Ha HACOCHUX CTAHIIISX.

AHaJi3 HasgsBHUX MyOikamii

[TpoGnemam 3onyBanHs BM mnpucesiueHo Oarato
HAYKOBHX Mpallb.

Y poboti [1] posrmsmaeTbcst METON 3HUKCHHS
CyMapHUX THCKIB Y

HaJJIMIIKOBUX MEpEeKax

BOJONIOCTaYaHHA CIIOCOOOM iX 30HYBaHHA. MeToj
IPYHTYEThCS Ha CTOXACTHYHIN MOZEII KBa3iCTalliOHAPHHUX
roJavi

peXKHMIB Yy cHCTeMi Ta PO3IONUTY BOIHU

Ta Tmepeabayae BCTAHOBJICHHS pETyJSITOPIB  THCKY
W CTaHIIH MiKaqyBaHHS.

[Muranusm posnoainy BM Ha 30HM TpHCBSYEHI
mpani [2, 3, 4]. TyTr posrnsparoTbes pi3HI METOIH
Kiactepusarii rpadis s BUIUICHHS 30H.
BM, o

cknaaHy BM i3 BenMKOW KUNBKICTIO KOMIIOHEHTIB

Meton  IeKOMITO3MIIIT HEPETBOPIOE

© 0. Marsienko, I1. Cnuuaxk, 2023
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Ha TIPOCTy 3 Ha0OpPOM B3a€EMOIOB’S3aHUX MOIYIIIB,
poboti  [5].
i rpadiuHa Bi3yamizamis B3a€MO3AJIC)KHOCTEH MOIYIIB

JIOCIIJKYETBCSL B KinpkicHuit  BUMIp

BM gnomomarae 3po3yMiTH BIUIMB MOIYJIB  OIUH
Ha OJHUH.

VY mpartii [6] mpomOHYEThCs OaraTOSTaTHUM ITiIXiT
no nexkommosumii Ta omruMizanii BM i3 kimpkoma
JOKEpenaMu moadi BOIH.

3oHyBanHs BM jui1 mokpammeHHs 0ONiKy BHTpaT
BOAM IUIAXOM YCTAHOBJICHHS JIYMJIBHHUKIB B OKPEMHX
[7]. Ti
MPONIOHYIOTh 3aCTOCOBYBAaTH METOJ] 30HYyBaHHI BM

30HaX JOCHIDKYETBCS B POOOTI aBTOPH
HAa OCHOBI CTOXaCTHYHOI MOJENi KBa3iCTalliOHAPHHUX
PESKUMIB y CHCTEMI T0/1adi Ta PO3MO/LITY BOJH.

3MicTOBHEe BW3HAYEHHS 3aBJaHHA 30HYBaHHA BM:
Ti By3nmu BM, B SKHMX HaJUIMIIKOBI HAropw 3HaYHO
NEepPEeBUIIYIOTh 3aJaHe IIOpOroBe 3HA4YEHHsA, Tpeda
3rpyIyBaTH B IOB’SI3aHi AUIAHKU (30HM) 1 mependaynTH
BCTAQHOBJICHHSI PETyJSATOPIB THUCKYy Ha BXOJaxX y 30HH,
a TaKOX OLIIHUTH IapaMeTPH KOKHOT'O PETYISATOPA.

SAxmo posrmsgaty BM 3 omHUM mKepenoM monadi
BOJIY, TO 33/1a4a 30HyBaHHA BM nependauae po3s’si3aHHA
JIBOX B3a€MOIIOB’SI3aHUX 33/1a4:

— BuUAIeHHS 30H BM;

— BU3HAUCHHS TapaMeTpiB pEryisATOpiB THUCKY,

1[0 BCTAHOBJIIOIOTHCA HAa BXOAaX BUALIEHUX 30H BM.

MarteMaTH4HAa MOCTAHOBKA 3auaqi
ONITUMAJIBHOI'0 30HYBAHHS BOZIO]'[pOBil]HﬂX MeEpekK

BI/IXi,Z[HI/IMI/I JaHUMHU  JId 3anaqi 30HYBaHHA €:

BCSl HOPMaTHBHO-/IOBiIKOBa iH(OpMALlisl PO CTPYKTYPY
i mapamerpu BM, TEXHOJIOTI4HI

a caMmc: CXCMHU,

JIOBXXMHU Ta JiaMeTpH AUBIHOK TpyOOIPOBOAIB, THI

MIPOTHO30BaHi 3HAYCHHS I00OBHX o0csTiB
BOJIOCTIOKMBAHHsI B  KOXHOMY By3ni BM, o
00YHNCITIOIOTHCS B HYJTbOBHH MOMEHT qacy

3 ynepemkeHHsIM 365 nHIB Ta ix qucnepcii.
BraxxaTumeMo, o 00YHCIICeHI 3HAYCHHS MPOTHO3IB

MalOTh HOPMAJIBHUH PO3HOIIN ¢, (a),l) ~ N(q,.0 (l),ajlO (l)),

/1=1,2,..,365. TlocTtaHoBKy Ta pO3B’S3aHHSA 3ajadi
30HYBaHHS  3[IMCHIOBATUMEMO 3  BHUKOPUCTaHHSAM
CTOXaCTUYHOI MOJeNli  KBa3iCTalliOHAPHUX  PEKHMIB

podotn BM [7] i MakCHMaidbHOTO BOJOCIIOKHBAHHS,
T06T0 It g, (k)1 g, (l’c)=mlaxq,.0 (1), 1=12,..,365.

HO TOI'0 X 3HAYCHHA MAKCHUMaJIbHOI'O BOJOCIIOKHMBAHHA

q; (k) B i-My BY3Jli BU3HAUaTUMEMO 3 YMOBH:

g, (k): P(0<gq, (k)<q (k))=0,997. (1)

Jns nomanHs crpyktypu BM y Burman rpada
G(V,E), ne V — MHOXWHa BepmmH, £ — MHOXHHA
Iyr (e:Card(E),v:Card(V)), JI0 peaybHOi Mepexi

JIOJAE€ThCS HyJNIbOBA BepIIMHa W (IKTUBHI XOpIH,

MO0 MOE€AHYIOTHL HYJIbOBY BEPLUIMHY 3 yciMa BXOoagaMu

Ta Buxogamu BM. s moOymoBHM CTOXacTHYHOL
MoJiesli  KBaziCTalliOHapHHX pexXUMiB  pobotn BM
3poOMMO Take KOIyBaHHSA Mepexi: nepeBo rpada

BHOCpEMO TaKUM YHHOM, W00 (IKTHBHI AUITHKA
Mepexi cTanu xopaaMu. Y IbOMY pa3i peanbHi JUITHKA
YaCTKOBO CTaHYTh XOpJaMH, a YacTKOBO — TLIKaMHU
nepesa. 'inmi nepeBa 3 HACOCOM TIPHCBOIOEMO HoMmep 1,
pemti Timok — Big 2 mo v—1; XopmaMm pearbHUX
JUISTHOK — Big v 10 v+1,—1, ne 7, — KiJIbKICTb XOpJ

pearpHuX TJISTHOK; (GIKTHUBHUM 3 3aJaHAMHA

BY3JIOBHMH BHUTpaTamu — Bim v+17, mo v+n,+¢& -1,

1 XapakTePUCTHKA HACOCHUX AarperatiB, pPeryabOBaHUX Ae ¢ — KUIbKICTb BHXOAIB i3 3a/aHMMH BYy3IOBHMH
Ta BIJACIYHMX 3aCyBOK TOINO; CTATHCTHUYHI JaHi BUATpaTamMy;  XopAaaM 3  IHIIMMM  BXOJAaMM  —
npo ¢dakruuni pexuMu pobotn BM Ha 3HauHMX Bil V47, +§ noe.
IHTepBaIax 4yacy, orneparuBHa iH(opMaIlis — MiHIMaIbHI Toxmi croxacTWuHa MOJENb KBa3iCTalllOHAPHHX
JOMyCTAMI 3HAYEHHS HAMOpiB y BCiX By3max BM, pexumMis pobotu BM mMaTume BT
v—1
2 2 .
M| sgng, (0)S, (g, (@)’ (0)+ D b,5gnq,(@))S, (¢, (0))g’ (@) |=0,(r=v,....v+n,-1); )
i=1
v—1
2 .
M| h (@)= hyg (@) + D by, (sgnq[ (0)S,(9,(@))q’ (o) + h[g) =0,(r=v+n,,..,v+n,+&-1); 3)
i=1

[

M(sgn q,(®)S, (q,. (a)))q2 (@)+he —hy, (@) +hy, (o) + Zl:bm (sgn g, (®)S, (q[ (a)))cf (a))+h[g> =0,

4)
(r=v+n,+&,..e; n=1..,N);




Cyuacnuii cman HAYKOBUX 00CNiOHCeHb ma mexHonoziu 6 npomuciosocmi. 2023. Nel (23)

ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

v+, =1

V(g (@)= X0, (0

P(hf (0)> h,*) >aq,

Bunankosi BEINYNHH XapaKTepu3yroTh:

¢, (») — Butpatn BOaM Ha i-if AiNAHL TPyGOMPOBOIY;

hys) (@) — Hanip Ha BuXOAI TepIIOi HACOCHOI CTAHLL;
hf (a)) — BiNBHWH  Hamip B r-My  BY37
(r=v+n,,..v+n,+&-1); h' —  miHivanbHui

JIONYCTUMHUH Hamip B i-My BY3Ii; S,.(qi(a))) — OLIHKa
TPyOOIPOBOY;
hf — reome3wyHa MO3HAYKa i-1 AUITHKH TPyOONPOBOMY;

b

1ri

TiIpaBIiYHOTO  OMopy -1  JUISTHKH
— JIEMEHT IMKJIOMAaTUYHOI MaTpuili; N — KUIBKICTh
HAaCOCHHUX CTaHIliH.

Jis po3B’si3aHHs cUCTeMHU piBHAHB (2)—(6) mo Hel

JOAIOTHCS TPAHAYHI YMOBH BUIIISLY:
qr(a))~N((7,,a;_), r=(v+m,,..., e). (7

Y mpoMy pasi 3amadqy 30HyBaHHA BM momamo

Y BUTIISL
Mi(h,." (0)-h )2 — min , ®)
12 = €

ne G; — migrpad (i-a 3oHa) tpada G BM. [limsnka
JIONYCTUMUX po3B’si3kiB () € cucTeMoro piBHSIHB (2)—(6)
CTOXAaCTUYHOI
pobotu BM.

Juis po3B’s3aHHS cUCTeMH piBHSAHB (2)—(6) 3amamo

MoOzem  KBa3iCTAIliOHAPHHUX  PEKUMIB

rpanmani ymosu (7) y Burmani g, (k), (i=1...,v) ,

k — mepion yacy.

3anaua (8) 3a ymoBu oomexeHb (2)—(6) ta ymoB (7)
HAJIC)KHUTH 10 KJAcy OJHOCTAITHHUX 3ala4 HENiHIHHOTO
CTOXaCTUYHOTO TPOrpaMyBaHHSsL.

[ToOymoBa meTepMIiHOBAHOTO CKBiBAICHTAa 3a7adi
(2)—(8) BimOyBaeTbcs MNUIAXOM 3aMIHM BHITaJKOBHX
BEJIMYUH iX MATEMATHIHUMH CIIO/TiBAHHSIMH.

Mertoa po3B’si3aHHs 3aAayi
ONTHMAJILHOTO 30HYBAHHSI BOJAOTIPOBITHIX Mepek

Po3B’s13aHHs IeTEpMIHOBAHOTO CKBiBaJCHTA 3aaadi
(2)—(8) BimOyBaeThCs 3a KijbKka KpokiB [8—10].

1. Buainennss 30H. VY 1poreci 30HYBaHHSA
BM Oyaemo Buainatu 300 BM, 110
B 3arajibHOMY BHUIAJIKy MalOTh HE MEHIIe HDXK JBa BXOIH
(mns 3abesmedeHHS 3aMaHOTO pIBHA HAmIHHOCTI Ta
)kuBydocti BM). Posrmsaemo Bei Byzmm BM, B skux
HQUTIIKOBUI HAIp TEpPEeBHIIYE IMOPOTOBE 3HAYCHHS

130JIb0BaHi

)+ Y bug ()| (i=1v-1); 5)

r=v+i,

(a;l), (i:v+772,...,e). (6)

Ta SIKi yTBOPIOIOTh MHOXHUHY P (card (P) = p). By3mm,

IO BHAUIAIOTECS B OXHY 30HY, MAalOTh 3aI0BOJIbHATH
TaKi yMOBH:

a) MaTeMaTUYHe CIIOJiBaHHS HaJUTHIIKOBOT'O
HAMmopy B KOXHOMY I-My BY3Jli BHAUICHOI 30HH Mae

MePEBUILYBATH JICSKE 3a7aHe TIOPOrOBE 3HAUCHHS:
=/71,”—h,.*2Por0g, ieP, (kzl,..,p), 9

h

izbi

ae h,, MaTeMaTU4He CIIOJiBaHHA HaJUIUIIKOBOIO

HaTopy B i-My BY3JIi Ha 33/JaHOMY 1HTEpBaJli yIIpaBIiHHS,
E“ — MareMaTH4He CIIOJIBaHHA BUIBHOTO HAamopy
B i-My BYy3Jl Ha 3aJaHOMYy IHTEpBaJi YIIPaBIiHHS;
h! —MiHIMANBHUN JONMYCTHMHA Hamip B i-My BY3Ii;
CHOIBaHHS

Porog — marematnuse JOIYCTHMOTO

MTOPOTOBOT0 3HAYCHHS HAJIIUIITKOBOTO HATIOPY;

0) yci By3NM BHIUICHOI 30HM MAaKOTh CKIIQJaTH
OJTHY 3B’s13aHy KOMIIOHCHTY.

Hexaii MHOXHHa P ckiIamgaeTbcs 3 k 3B’s3aHHX
KOMITOHEHT (30H):

P=RUPU..UR, PNP =0 (Vi#j). (10)

Hexait M, , — Marpuus CyMDKHOCTI IS BCIX
BY311iB i3 MHOXHMHK P. [t V' Bysna i€ P, (n=1,...,k) 3

xouya O oauH By30a j € P, s sikoro my, = 1.

2. BusHaueHHs] mapaMeTpiB peryJjsiTopiB THCKY
30HH P;. KoxkeH peryisarop THCKY XapaKTepH3YEThCS
TakuM HAOOpOM MapaMeTpiB: Jiama30HaMU 3MiHU
Haropy Ha BXOJI W BUXOJI perynsitopa, Jiara3zoHaMu
3MIHM BHUTpaT 4epe3 perymsarop. [ns BU3HAYEHHS
MapaMeTpiB PEryyIsaToOpiB THCKY HEOOXIIHO BHU3HAYUTH
qIiamasoHd  3MIiHM  MAaTeMaTHYHOrOo  CIIOJiBaHHA Ta
IUCTIepCii HAmopiB 1 BHUTpPAT HAa BHUXOMAlI pEryisTOpa
JUTA BCBOTO iHTEPBAITy YIIPaBIiHHS.

Jns BU3HAYCHHS TapaMeTpiB PEryIsATOPIB THCKY
JUIl KOXKHOI BUAIICHOI 30HM P, BUALIAETBCSA miarpad

Gk(Vlc7Ek) BM (ne V,: v, ebh; E =E,UE,

k>
Elk’EZk — MHOXHWHa pCajlbHUX AYyrT, 110 Bi[[HOBi,HaIOTL

BXogaM y 30HYy P, 1 MHOXWHa (QIKTUBHHX YT,

0 BiIOBITAOTH BUXOAAM i3 30HU P,), i pO3B’sA3yeThes

3aJa4da OIITUMAJIBHOT'O pO3HO,I[iJIy HaBaHTaXXCHHA

MK  perymsTopamMd THCKY K|

Ik »

YCTaHOBJICHUMHI
Ha BXOJax y 30HY P, T00To0 3az1aua (8) 3 oOMexeHHAMU

(2)~(6) mns migrpada G, (V,,E,). JerepminoBanuii




ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

Innovative technologies and scientific solutions for industries. 2023. No. 1 (23)

€KBIBaJICHT Mi€l 3aadi PO3B’A3YETHCSA 3 BUKOPUCTAHHIM
MetoziB Hetorona Ta Hennepa — Mina.

YHacmiiok po3B’si3aHHA  ITi€l
MiHIMalbHI ~ HEOOXiZHI  3HAYCHHA  HAMOpPIB, IO
CTaOUII3yIOTECSI HA BUXOAAX PETYISATOPIB 1 MaKCHMaJIbHi

3aJa4l  MaeMo

JIOMYCTAMI 3HAYEHHS BUTPAT Yepe3 HuX. J[1s BU3HaYCHHS
MIHIMQJIBHOIO ¥ MAaKCHUMaJIbLHOrO 3HAYEHbL [iala3OHIB
3MIHH BHTpAT 1 HATIOPiB HA BXOJAX 1 BUXOJaX PeryisaTopa
MPOTHO3Y€ETHCS
BOJIOCIIOKUBAHHS KaTeropisiMu
y BHJIiJICHIN 30Hi Ta pO3B’A3y€ThCS 337a4a ONTHUMAILHOTO
PO3MOJIy HABAHTAXKEHHS MIXK PEryJIATOPaMHU THUCKY.
VYHaCHIOK OTPUMYyEMO Jiama30H 3MiHH ONTHMAIbHHUX

MaKCHMaJbHe 51 MiHIMaJIbHE

BCIMa CIIOKMBaYiB

3HAUeHb BHUTpPAT Yepe3 PEryJsiTop i 3Ha4eHb HAIlopiB,
0 CTaOUI3yIOThCS HA BUXOMI perynstopa. Ha mincrasi
uiei  iHpopmarii peryisTopis,
mo 3abe3nedye HEOOXiJHI Jiarma3oHd 3MiHM HamopiB

BU3HAYAETHCA THUIL

Ha BXOJaX 1 BHXOJAaX PETyIATOpIB i MiHIMaIbHHUX
i MakCHUMaJbHMX IIPOTHO30BAaHMX  BHUTpaT  yepes

Puc. 1. Anroput™ BUIiICHHS 3B’ s13aHIUX KOMIIOHEHT (30H)

perymsarop, Ta MiHIMAJIBHUH  JOIMyCTUMHHA  HAMip

Ha Horo Bxoxi A

minRi *
Kinmgm nyr Ej i3 BCTaHOBIGHMMH peryisiTopamMu
THCKYy TIPUBJIACHIOIOTBCS HOBI HOMEpH BY3IiB BM,

IUTA SIKUX 32 MiHIManbHI fomyctumi Hatopu ' ([ € E),)

HpPIﬁMaIOTLC;I 3HAYEHHS MIiHIMaJIbHOTO AOITYyCTUMOT'O

HAmopy Ha BXOJi peryistopa h, =h,_, . . 32 MateMaTu4He

‘min Ri

CMOMAIBAaHHS BHUTpaT y IHX IPUMMAETHCS

MaKCHUMaJIbHC 3HAYCHHSA BUTpPAT Ha BI/IXOZ[i peryiasaropa

By3J1ax

q; = Guuxri» @ 3@ OLIHKY JucHepcii BUTpaT — cyma

JWCHEpCii BUTpAT y By3/nax 30HU P,,: ai = Zo-qz'.
reh,

Yci  iHmI By3IM BHIOUIEHOI 30HU
3 rpadha BM [11-15].

I dbopmanizarii

30H  HaBEJEMO

BUJITYYarOTbCA

ymoBu (1. 1,0) BHIiIIEHHS

QITOPUTM  BUJUICHHS  3B’sI3aHHX
KOMIIOHEHT (30H) 3 BHUKOPHUCTAHHSAM METOAY MOILIYKY

B mmpuHY (puc. 1).
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Pe3yabraTu fociaigKenn Buxinni gani HaBeneHi B a0, 1.
INapamerpu Hacoca. Poboua Touka HacOCHOTO arperara:
Buxiaui nani hyn=60 (M), gn4=150 (M3/FOZ[). HamnipHa xapakteprcTika
Po3rissHeEMO  AIAHKY — BOJONpPOBIAHOT  Mepexi, HacocHoro arperara H-Q HaBeneHa Ha puc. 3.
0 CKJIANaeThesl 13 JUKepena BOAM, Hacoca, 28 BysiiB MonenoBansst 31iHCHIOETbCS  NPOTATOM 24 101
Ta 36 DUITHOK TPy6OIpoBomy (pHC. 2). UL YOTHPHOX PEXUMIB, 10 6 Tox KoxeH (puc. 4).

Puc. 2. Cxema BoIomnpoBiTHOT Meperki

Puc. 3. H-Q xapakTepucTiKa HaCOCHOTO arperara

Puc. 4. Pexxumu BOIOCIIOKMBAHHS
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Tabmuus 1. Ilapamempu 8y3nis i dinanox mpy6onposooy

Bysoa Bucorna nosnayka, m | Burparu q, m’/rox TpyoGonposin JloBxkuHa, 1, M Jiamerp, d, Mm
2 200 0 1 900 350
3 205 4 7 1500 150
4 200 3 5 740 250
5 198 2 6 1000 250
6 200 5 8 800 250
7 175 8 10 570 250
9 164 7 11 600 250
10 162 6 12 700 130
11 212 5 13 200 250
12 210 3 14 460 130
13 189 3 15 1000 130
14 194 1 17 600 250
15 190 4 18 500 250
16 170 4 19 1000 250
17 167 4 20 1500 200
18 168 4 25 466 150
19 190 7 26 300 150
20 187 8 27 500 150
21 176 6 28 48 150
22 170 7 29 600 200
23 170 10 30 500 250
24 160 8 31 105 200
25 172 5 2 760 250
26 171 6 3 680 200
27 165 5 4 500 200
28 173 5 21 800 150
29 200 8 22 560 150
30 210 3 23 450 130
- - - 24 1000 150
- - - 32 450 150
- - - 33 764 150
- - - 34 653 130
- - - 35 100 130
- - - 36 100 130
MHOXHHUKA  BHKOPDHCTOBYIOTbCA  JUII  3MIiHHU BysnoBi  BuTpaTH I KOXKHOTO  TIepiofy

BY3JIOBUX BUTpPAT AJIs1 KOKHOI'O iHTepBany qacy.

Ha puc. 5 mokasani By3oBi BUTpaTH (M’/rom) mis

nepiony 12—-18 ron.

Puc. 5. IIpodins By3noBux BuTpar Juis nepioxy 12—18 rox

TIOMHOXYITbHCA Ha MHOKHUKH, HaBe[[eHi B TaOmI. 2.

Ha pumc. 6 momanmit auHamiduHWiT Tpadik 3MiHH

BOJOCHOXKHUBaAHHA AJIA JCAKUX By3J'IiB.
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Tabmuus 2. Koeghiyienmu 015 oOuucienHs 8y3108Ux eumpam

epion uacy 0-6 ron 6-12 rog 12-18 ron 18-24 ron

Koediuient 0,5

1,3 1 1,2

Puc. 6. {lunamivni BUTpatu [uis By3iB 14, 5, 22, 12, 7 11 90THPHOX HEPiOiB BOAOIIOCTAYaHHS

AHaJi3 HAsABHOTO pe;KUMY PodOTH
BO/JIONIPOBiIHOT Mepe:ki

Jnst KOXKHOTO IHTEpBaly dacy pO3B’SA3YETHCS
JIeTepMIHOBaHMIi eKBiBaJeHT 3aaa4i (2)—(8).

Ha puc. 7 HaBemeHi po3paxoBaHi 3HauYCHHS
MaTEeMAaTHYHUX CIHOJIBaHb BHUTPAT BOIM IO KOXHII
IUITHII ~ TpyOONpOBOMYy Ta KOXHHM  CHOXHBaueM
Iutst iepiony 4acy (0-6).

3Ha04M MiHIMaIbHI JOIMYCTHMI HAalopH B KOKHOMY
By3J/li (3aaHi) Ta pO3paxoBaHi HAMOPH, OOYUCIIOEMO
HaJUIMIIKOBI HaIopy y By3nax (Tabam. 3).

[MpoananmizyBaBImM  pe3ysibTaTH  pPO3pPaxyHKIB,
BHIUINMO 1B 30HH BY3JiB, B SKHX HAUIMIIKOBUH HArip
Oinpllle, HDK HAUIMIIKOBMH Hamip B IHIIMX BY3/ax
Mepexi. Jlo mepmoi 301 Hamexatb By3mu 7, 9, 10, 16,
17, 18 (Bunineni B tabxn. 3). Jo apyroi — By3mu 21, 22,
23, 24, 25, 26, 27, 28 (Bumimeni B Tabm. 3).
Mera — BUAUIMTH BiJOKpEMJICHI 30HHM BY3IB, B SKHX
HA[UTMIIKOBMH HaIip IEpeBHINye 3aJaHy BEIHYHHY,
JUISL TOTO, 100 YCTAHOBHUTH PETYJISITOPH TUCKY Ha BXOAAX
y mi 30oHM. Taki 3axomud JO3BOJNATH  3HHU3UTH
HQ/UIMIIKOBUH Hamip y Mepexi, SIKHMA TNPHU3BOAUTH
JI0 aBapiif TpyOOIIPOBOIiB Ta BUTOKIB.

.22 10 25 1" 26 12 28
105 17 5.45 103.17 743 10416 250 102.11
8 35 36
895 448 1.93
21 13 23 14 24 15 27
> <
12.22 105.19 2.73 11515 2.50 11009
6 34
-y 3
IEEepeTI0  HAacoc o4 18 T
i 9 2 1 3 a7 19 18 20 19 29 20 30
B ®o—OC—@ O ——0
0.00 2243 16.60 1,50
2 3
4
1840 11.10
12 2 i 4 2% 15 27 16 28 17 29 18
—— ———— —— > - —
150 400 752 000 10500 463 108 0100 107.01
! 2 32 247
538 552 263 33
14 23 13 22 5 25 [ 5 7 30 9 3 10
(O S, O O O ——o
0.50 200 238 540 403 110 gg! 00 112 98

Puc. 7. MaremaTiuHi CHOJ[iBAHHS BUTPAT BOJMU 10 KOXHIN TUISHII TpyOONPOBOIY

Ta HAINOPIB y KOXKHOMY BY3Ji I epioxy dacy (0—6)
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Tabmuus 3. Haoruwikosi Hanopu 071 8y311i6 6000NpOGIOHOT Mepedici /i HOMmUpboX nepiodis uacy

By301 ht MiH. 0—6 roa Makc. 6—12 rog cepl 12-18 rox cep2 1824 rox
hc hizb hc hizb hc hizb hc hizb

2 50 75,58 25,58 50,13 0,13 62,33 12,33 54,55 4,55
3 43 70,37 27,37 43,86 0,86 56,55 13,55 48,46 5,46
4 45 75,29 30,29 48,4 34 61,26 16,26 53,06 8,06
5 45 77,1 32,1 49,25 4,25 62,57 17,57 54,09 9,09
6 45 75,08 30,08 47,21 2,21 60,53 15,53 52,03 7,03
7 65 99,99 34,99 71,65 6,65 85,18 20,18 76,55 11,55
9 70 110,99 40,99 82,63 12,63 96,17 26,17 87,53 17,53
10 70 112,98 42,98 84,62 14,62 98,17 28,17 89,53 19,53
11 35 63,28 28,28 36,35 1,35 49,23 14,23 41,01 6,01
12 35 65,27 30,27 38,29 3,29 51,2 16,2 42,97 7,97
13 50 86,05 36,05 58,22 8,22 71,53 21,53 63,04 13,04
14 50 81,08 31,08 53,21 3,21 66,53 16,53 58,03 8,03
15 50 85,22 35,22 57,99 7,99 71,01 21,01 62,7 12,7
16 70 105 35 76,74 6,74 90,24 20,24 81,62 11,62
17 70 108,01 38,01 79,78 9,78 93,26 23,26 84,65 14,65
18 70 107,01 37,01 78,75 8,75 92,24 22,24 83,63 13,63
19 50 85,25 35,25 58,18 8,18 71,12 21,12 62,87 12,87
20 50 88,17 38,17 60,74 10,74 73,86 23,86 65,49 15,49
21 65 99,19 34,19 71,86 6,86 84,93 19,93 76,59 11,59
22 70 105,17 35,17 77,73 7,73 90,85 20,85 82,48 12,48
23 70 105,19 35,19 77,81 7,81 90,8 20,8 82,54 12,54
24 70 115,15 45,15 87,61 17,61 100,77 30,77 92,37 22,37
25 70 103,17 33,17 75,7 5,7 88,83 18,83 80,45 10,45
26 70 104,16 34,16 76,62 6,02 89,79 19,79 81,39 11,39
27 70 110,09 40,09 82,25 12,25 95,55 25,55 87,08 17,08
28 70 102,11 32,11 74,38 4,38 87,63 17,63 79,17 9,17
29 45 75,09 30,09 47,24 2,24 60,55 15,55 52,06 7,06
30 37,22 65,09 27,87 37,22 0 50,53 13,31 42,04 4,82

Otxe, 11e 3amaua 30epekeHHs pecypciB. Buainena
30Ha Ma€ 3a]I0BOJILHATH BUMOTH:

1. HeoOximuHo, mo0 yci By3nmu Oymu mOB’s3aHi
MiX c000¥0.

2. B ycix By3nax 30HH HAUIMIIKOBHU HAmip Mae
OyTH OUTBIINIA BiJ] 32JAHOTO 3HAYCHHSI.

3. HeoOxiaHo, 1100 30Ha Mana He OlIbIle HDXK JBa
BXOJT / BUXOJIH.

Puc. 8. BunineHi 3001

Ha puc. 8 HaBeneHO BUIICHI 30HH.
Ha pwuc. 9 Bka3zaHO BHCOTHI TIO3HAYKH BCIX
BY37iB. 3BiICH BHUAHO, MIO BY3JH BHUIUICHUX 30H
pO3TanIoBaHi B HU3UHAX. [3 I1i€i MPUYMHU TaM 1 BUHHUKAE
HATUIIKOBHUI HATIIp.

VY 1abn. 4 HaBeleHI CyMH KBaJpaTiB Ha/TMIIKOBUX
HamopiB IO BCili BOAOMPOBIAHIA Mepexki Ta IO IBOX

BUIJIEHUX 30HAX.
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Puc. 9. liarpama npodeniB ()KOBTi — HOMEpH BY3IiB)

. . 2 . N e . .
Tabmuus 4. Cymu k6adpamis HAOIUWKOBUX HANOPIS f (M”) no 6citi 00ONPOBIOHIT Mepedci ma no 080X GUOLIEHUX 30HAX

Ilepioa uacy 0-6 rox 6—-12 rog 12-18 rox 1824 rox Cyma
MepeiKka 33239 1735,5 11479 4141,7 50596
30Ha 1 8791,3 635,12 3331 1357,5 14115
30Ha 2 10588 723,48 3921,2 1562,5 16795

OnTumizanis NUIAXOM 30HYBaHHS

Po3p’s3aBmm 3anmadi 3onyBaHHs BM (8) 3a ymoBu

TA BCTAHOBJIEHHS Pery/sTOpiB THCKY

s toro, o0

Yy BHUIUJIGHHX 30HaXx,

3HIBUTH HAIIWIIKOBHI  HAIIp
BCTAHOBUMO PEryJIATOPH THCKY
Ha BXO/Iax y 30HHM, a caMe Ha JUIIHKaX TpyOompoBomy 6
JUTS TIEPILOi 30HU Ta 5 AJs APyroi. 3 Orfisiny Ha CTPYKTYPY
MEpeXi, a TAaKOX Ha Te, IO IO CUCTEMY 3a0e3Iedye BOJIOI0
OJHa HACOCHA CTaHIlsA (HACOC), BUXOOHM I3 30H MOYKHA
TIepeKpUTH 3acyBKolo (myru 34 Tta 3). Po3paxynku Oynemo
TMIPOBOUTH JJIA PEKUMY MaKCUMaJIbHOI'O BOAOIIOCTAYaHHS.

oomexeHs (2)—(6) ta ymoBu (7) I BHIUIEHHX 30H,

OTPUMAEMO TAPaMETPH PETYJIATOPIB  HAMOpY, IO
HEOOXiTHO BCTAHOBHUTH Ha BXOJax Y 30HU.

VY By3nax 30HM | Ui mepiogy MaKCHMalbHOTO
BOJOTIOCTaYaHHA MIHIMANbHUNA HAUIMIIKOBUHA HAIip
CTaHOBUTHL 6,65 M, 30umM 2 — 4,38 M. Ha Bxig 3onu 1
BCTAQHOBIIOEMO  PETYJISATOp  THUCKy  'micmsa — cebe"
h1=44,3 M. YCTaHOBHMBIIM Ha BXOJaX B IO 30HY
pEeTyIATOp THCKY Ta 3HWU3WBIIM HAIlip BOOM HA BXOII

B 30HY |, OTpEMaEeMo Taki pe3yiabTati (Tadd. 5).

Tabmuus 5. Beauuunu Haomuukogo2o nanopy y 6y3aax 30Hu 1 0 pisHux nepiooie 6000NOCMAYaHHs, M

Byon | h' h* h* h* h* hizn hizn hizn hizn
0-6 rox 6-12 rop 12-18 rox 1824 rox 0-6 rox 6-12 rox 12-18 rox 18-24 rox

7 65 81,27 65,19 72,89 67,98 16,27 0,19 7,89 2,98

9 70 92,26 76,11 83,85 78,91 22,26 6,11 13,85 8,91

10 70 94,26 78,1 85,84 80,91 24,26 8,1 15,84 10,91

16 70 86,24 70,01 77,78 72,83 16,24 0,01 7,78 2,83

17 70 89,24 73 80,78 75,82 19,24 3 10,78 5,82

18 70 88,24 71,99 79,77 74,81 18,24 1,99 9,77 4,81
Ha pumc. 10 HaBenmeHi OIHKKM MaTEMAaTHIHHX Ha puc. 11 HaBegeHO OIIHKA MaTeMaTHYHHUX
CIOMiBaHh  BUTpAT BOAM IO  KOXHIH  AUIAHIN CHOJIBaHb  BUTPAT BOAM IO  KOXHIA  AUIAHIN

TpyOONpOBOAY Ta HAmopiB y KOXHOMY BY3J 30HH 1
JUIsl PI3HUX MEPIOJIiB Yacy.

Ha BXig 30HM 2 BCTaHOBIIIOEMO PETYJSTOP THCKY
"micisg cebe" h2=56,57 M. YcTaHOBUBIIK Ha BXOJaX y IO
30HY PeryJsiTop TUCKY M 3HM3MBIIM HaIlp BOJIM HA BXOAI
B 30HY 2, OTPUMAEMO TakKi pe3ynbTaTH (Tadm. 6).

TpyOoOmpoBOy i HamopiB y KOXXHOMY By37i 30HH 1
JUTA Pi3HUX MEPiofiB yacy.

Pesynbraty 30HyBaHHS 1ToaHi B Tabi. 7.

Ha puc. 12 MoxHa mmo0auuTH, IO BHACIIZOK
YCTaHOBIICHHS PETYJISTOPIB TUCKY Ha BXOJIH B 30HU CyMa

KBaIpaTiB HAJIMIIKOBUX HAMMOPIB 3HAYHO 3HU3UJIACK.
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Puc. 10. Orinky MaTeMaTHYHUX CHOAIBAHb BUTPAT BOAM IO KOXKHIM MUISHIL TPyOGOIpOBOLY
I HaropiB y KOXKHOMY BY3J1i 30HH | A7 pi3HUX IepioAiB acy

Tabnuus 6. Benuyunu HaOIUWKOB020 HANOPY Y 8Y31aX 30HU 2 05 PI3HUX Nepiodié 6000ONOCMAYAHHS, M

BV30J1 h+ hc hc hc hc hizb hizb hizb hizb
Yy 0-6 rox 6-12 rox | 12-18 rox | 18-24 roa 0-6 ron 6-12 rog 12-18 rox 18-24 rox
21 65 94,71 67,55 80,56 72,26 29,71 2,55 15,56 7,26
22 70 100,69 73,4 86,47 78,13 30,69 3,4 16,47 8,13
23 70 100,7 73,48 86,52 78,21 30,7 3,48 16,52 8,21
24 70 110,65 83,2 96,35 87,97 40,65 13,2 26,35 17,97
25 70 98,68 71,35 84,44 76,09 28,68 1,35 14,44 6,09
26 70 99,66 72,26 85,39 77,02 29,66 2,26 15,39 7,02
27 70 105,59 77,84 91,13 82,65 35,59 7,84 21,13 12,65
28 70 97,62 70,01 83,23 74,8 27,62 0,01 13,23 48
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Puc. 11. Omiaky MaTeMaTHYHUX CIIOAiBaHb BUTPAT BOJH 110 KOXKHIH AUISHII TPYyOOIpPOBOIY

i HamopiB y KO)KHOMY BY3J1i 30HHU 2 TSI Pi3HUX MEpiofiB yacy

. . 2 Iy . .o . .
Tabmuus 7. Cymu keadpamis HaoauwmKkosux Hanopis f (m”) no 6citi 6000nposioHill Mepedici ma no 080X GUOLIEHUX 30HAX

Iepion yacy 0—6 rox 6-12 rox 12-18 rox 18-24 rox Cyma
Mepexa 24327 765,65 7552,1 2272,5 34917
30Ha | 2315,4 115,94 777,17 272,31 3480,8
30Ha 2 8151,2 272,81 2547,5 778,56 11750
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Puc. 12. Cyma kBafpaTiB Ha/UIMIIKOBUX HAIOPIB MO 30HAX IO 30HYBAHHS Ta MiCIIA

Ha pwmc. 13 300pakeHa cyma KBaapaTiB
HAJUTHIIKOBUX  HATNOpiB Ta CyMa  HAJJIMIIKOBHX
HAIOPIB Y MEPEeXi 0 30HYBaHHS Ta MiCIIs.

Ecnovarky  EnoTim Mepezxa
~60000,0
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£ 100000
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CyMa HaUTHIIKOBHX HAIOPIB, M

3100yTi pe3ynbTaTH MiATBEPIKYIOTh, IO, 3aBISKU
30HYBAaHHIO Ta BCTaHOBJCHHIO pETYIATOPIB HAmopy
Ha BXOJax B I130Jb0BaHi 30HH, MOXHA IIiJBHILIHTH

e(eKTUBHICTH POOOTH BOJAOIPOBIIHOT MEPEXKI.

®cnovyatky  HnoTiv Mepexka

2500

20109
2000
1500

1000

500

0

Puc. 13. Cyma xBanpartiB Ha/UIMIIKOBUX HAIOPIB i CyMa HA/UIMIIKOBUX HATIOPIB Y MEpeXKi 710 30HyBaHHS Ta ITiCIIs

BucHoBkH

Y po0oTi 3ampornoOHOBaHO MaTeMaTHYHY MOJIENb

3a7a4i  ONTHUMAIBHOTO  30HYBaHHA  BOAOMPOBIJHOL
Mepexi, [0 [PYHTYETbCS Ha CTOXAaCTHYHIH Mozedi
KBa3iCTALlIOHAPHUX PEXHUMIB  ii

pobotu, i wMeron

PO3B’sI3aHHs el 3a71a4i. OO0OuKCIIOBATBLHUAN
CKCIIePHMEHT, SKUA MNpPOBOOUBCS Ul BOAOIPOBIIHOI
Mepexi 3alaHol CTPYKTypH, IIOKa3aB, IO BHACIIIOK
YCTaHOBJICHHS PETYIATOPIB THCKY Ha BXOJAaX Y BUALICHI

30HH, MOXKJIMBO MIIBUIIUTH €(DEKTHUBHICTB il pOOOTH.

Chnucok Jgitepatypu

ITokazaHo, 110 BHUKOPHCTaHHSA METONy 30HYBaHHS
BOJIOTIPOBIIHUX MEpEX PO3MIITHYTHX CTPYKTYp Ja€
3MOTY 3HHM3UTH MaTeMaTH4HE CIOAIBaHHSI CYMapHOTO

Ha/UIMIIKOBOTO  Hamopy B Mepexi 3 2010,86 m
10 1591,22 M, To6T0 Ha 21%.

Iomanpmri  mocmimkeHHs 3 1iel TeMu OyIyTh
NpUCBsiueHI 30HyBaHHIO BM, Ha sKkiii npauowTh

IBl Ta OlIbIIE HACOCHMX CTaHIIH, a TaKoX

PO3TISIIATUMETHCS  JOIUIBHICTh YCTAHOBJICHHS CTaHIIINA
TMiIKAYKH I OKPEMUX BY3JiB BM.
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METHOD OF INCREASING THE EFFICIENCY
OF THE WATER SUPPLY NETWORK DUE TO ITS ZONING

The goal of the work is to use a stochastic model of quasi-stationary modes of water supply network to reduce excess pressure in the
water supply network by establishing pressure regulators at the entrances to the selected zones. The subject of research in the article
is the optimization of the structure of water supply network by zoning. The article discusses the task of optimal zoning of water
supply networks, which consists of two subtasks: allocation in the water supply network of isolated zones of nodes with excess
pressure exceeding a given value; calculation of the parameters of pressure regulators installed at the entrances to the selected zones.
A method based on the breadth-first search method is proposed for zone selection. The deterministic equivalent of this problem
is solved using the Newton and Nelder-Mead methods. As a result of solving this problem, we obtain the minimum required values
of the pressures stabilized at the outlets of the regulators and the maximum allowable values of the flow rates through them.
To determine the minimum and maximum values of the ranges of flow rates and pressures at the inlets and outlets of the regulator,
the forecast of the maximum and minimum water consumption by all categories of consumers in the selected zone is carried out
and the problem of optimal load distribution between the pressure regulators is solved. As a result, we obtain a range of changes
in the optimal flow rates through the regulator and the values of pressure stabilized at the output of the regulator. Based on this
information, the type of regulators is determined that provides the necessary ranges of pressure changes at the inlets and outlets of
the regulators for the minimum and maximum predicted costs through the regulator and the minimum allowable pressure at its inlet.
The following results were obtained: calculations show that, using zoning and installation of pressure regulators at the inlets to
isolated zones of the water supply network of the structure under consideration, it is possible to reduce the mathematical expectation
of the total excess pressure in the network by 21%. Conclusions: the paper proposes a mathematical model for the problem of optimal
zoning of the water supply network, based on a stochastic model of quasi-stationary modes of its operation, and a method for solving
this problem. A computational experiment carried out for a water supply network of a given structure showed that as a result
of installing pressure regulators at the entrances to the selected zones, it is possible to increase the efficiency of its operation.
Keywords: zoning; water supply network; stochastic model; pressure regulator; excess pressure.
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ANALYSIS OF ACOUSTIC INFORMATION PROTECTION METHODS
IN CRITICAL APPLICATIONS

Subject of the study: the process of acoustic information protection in computer systems of critical applications to ensure
the required level of system security. The aim of the article is to analyze the methods of acoustic information protection
in computer systems of critical application by means of masking to ensure the impossibility of unauthorized access to the system.
The article solves the following tasks: to analyze the software and hardware masking of speech; to study the masking of speech
messages in order to introduce unrecognizability; to study the features of speech message compression; to investigate methods
of covert transmission of acoustic information. The results of the work, which were obtained using mathematical methods of
information transformation in computer systems, are potentially possible methods of masking speech messages to ensure
the impossibility of unauthorized access to the system. The analysis of the functioning of the presented methods has led
to the following conclusions. One of the perspective directions of acoustic information protection in communication channels
and dedicated premises can be considered the creation and development of computerized speech masking systems along with or
in conjunction with traditional technologies of semantic protection of acoustic information, namely, speech signal classification based
on cryptographic algorithms. The main requirements for today's systems that provide protection of acoustic information in critical
computer systems are speed and efficiency of various speech signal processing procedures using standard inexpensive technical
means of computer telephony, namely: a personal computer, sound card, telephone line interface device and/or modem.
These requirements can be met by applying digital methods of dynamic spectral analysis, i.e. synthesis of speech and audio signals.
The choice of specific methods and means of speech masking as one of the types of semantic protection of acoustic information will
depend on the practical requirements for the speech protection system and the technical characteristics of the acoustic information
transmission channel. Further research is desirable to analyze the possible use of methods for synthesizing large ensembles
of quasi-orthogonal discrete signals with improved ensemble, structural and correlation properties to ensure higher security indicators
of acoustic channels in computer systems of critical applications.

Keywords: acoustic information; masking of acoustic information; technical protection; cryptographic protection;
steganographic (steganophonic) protection; speech modification; speech message compression; computer systems.

Introduction

Protecting acoustic (speech) information is one of
the most important tasks in the overall set of measures to
ensure the information security of an object or institution.

The unique features of speech information (SI)
circulating in closed rooms and outside them: a large
volume and speed of exchange, high confidentiality of
some messages, the ability to identify the person making
the message, and even the ability to determine the
personal attitude to the information being voiced and to
draw up a psychological portrait of the person concerned
determine the relevance and extreme importance of
solving the problem of protecting speech confidential
information (SCI). Despite the growing role of automated
information systems, speech information still plays a key
role in information traffic (up to 80 per cent of the total
information flow) [1, 2]. This is especially important
today in the context of Russia's military aggression.
Therefore, in recent years, more and more attention has
been paid to

ensuring the security of acoustic

information. On the one hand, this is due to the high
polyinformativeness of acoustic information. On the other
hand, it is due to the diversity of information threats in
relation to acoustic (speech) information and the
peculiarities of their development and implementation
scenarios. All of this is reflected in a wide variety of
modern methods, algorithms, software and hardware for
protecting acoustic information from unauthorized
access. The main areas of acoustic information protection
are considered to be technical, cryptographic and
steganographic (steganophonic) protection.

A separate section is devoted to the issue of acoustic
information protection by masking acoustic information
based on modern computer technologies. In recent years,
this area has been gaining more and more practical
interest among software manufacturers. In order to
provide basic security services for audio signals, complex
software systems are being created, new methods
for receiving, transmitting, processing, and presenting
audio signals are being developed and used. Therefore,

this article is devoted to the analysis of methods for
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protecting acoustic information that exists in modern
information systems of critical applications to ensure
a higher level of security of such systems.

Literature analysis

To intercept speech information, an alleged
"adversary" (a person or group of persons interested in
obtaining this information) can use a wide range of
portable acoustic speech intelligence tools that allow
intercepting speech information by direct acoustic,
vibroacoustic,  electroacoustic and  opto-acoustic-
electronic means, including [3, 4]:

— portable sound recording equipment (small-sized
recorders, tape recorders and recording devices based on
digital circuitry)

— directional microphones;

— electronic stethoscopes;

—electronic devices for intercepting speech
information (bugging devices) with microphone and
contact type sensors with transmission of intercepted
information via radio, optical (in the infrared wavelength
range) and ultrasonic channels, power supply network,
telephone lines, connecting lines of auxiliary technical
means or special lines;

— optoelectronic acoustic systems, etc.

Portable sound recording equipment and embedded
devices with microphone-type sensors (transducers of
acoustic signals propagating in air and gas environments)
can be installed when individuals ("agents") are
uncontrollably present directly in designated (protected)
premises. This equipment provides recording of medium-
loud speech when the microphone is removed at a distance
of up to 15...20 m from the source of speech [3, 4].

Recently, both developers and consumers of
semantic protection of acoustic information have been
observing an increasingly steady trend to use new
computer technologies for ensuring the security of
speech communications without the use of classical
cryptographic methods. In this regard, computer-based
technologies for masking acoustic information are
becoming increasingly attractive. However, one should
not forget about cryptographic methods of protecting
acoustic information, such as instantaneous crypto
analysis of GSM with only ciphertext [5]; real-time
crypto analysis of the assumed A5 stream cipher [6, 7];
crypto analysis of anomalous behavior of a computer
system [8]; crypto-resistant methods and random number

generators in the Internet of Things (IoT) devices [9].

The aim of the article is the analysis of methods for
protecting acoustic information in critical computer
systems by means of masking to ensure the impossibility
of unauthorized access to the system.

To achieve this goal, we need to solve the following
partial tasks:

— analyze the software and hardware language
masking;

— to conduct a study of speech message masking
for the purpose of introducing unrecognizability;

—to study the
compression;

features of speech message

— to study methods of covert transmission of
acoustic information.

Masking of acoustic information
on the basis of modern computer technologies

In this part of the article, we will study the effect of
acoustic information masking based on modern computer
technologies. For this purpose, Fig. 1 shows a generalized
classification of acoustic information masking methods.

At lower financial costs for the development
(primarily software), distribution and acquisition of such
technologies, they can become a kind of buffer between
cryptographic systems and systems of physical (technical)
protection of acoustic information in communication
channels. In addition, with the help of such technologies,
it is possible to solve a number of other no less important
tasks of ensuring the security of acoustic information
than the technical closure of speech communication
in order to protect it from unauthorized access by
introducing indecipherability. For example, it is possible
to covertly transmit acoustic information through various
communication channels, change one's voice to achieve
unrecognizability while maintaining natural sound.

Software and hardware language masking

Recently, a lot of software and hardware tools for
language closure have appeared. These tools are
essentially software analogues of well-known technical
means of masking (maskers and scramblers). Under
software and hardware speech closure, we will
understand speech masking technologies, which refer to
methods and means of semantic protection of acoustic
information. They are aimed at ensuring the illegibility
of a speech message. Their implementation in practice

can be expressed in the mixing of speech with noise
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and interference and/or in the modification of speech its description according to a known transformation

messages according to parameters calculated from law (closure — recovery).

In order to introduc

Masking of acoustic information

In order to introdude

In order to conceal
the fact of transfer
and establish the

non-recognitio illegibility uthenticity of the
document
\ 4
Change of voice Technical close Covert transmission and

marking (steganography)

Preserving the natural
sound based on the voice
characteristics of the
speaker

Mixing an acoustic signal
with a noise whose
energy level matches or
exceeds the speech level

In analog signals of
different nature

Preserves natural sound
based on the

Modification of the
phonetic function of an

mechanical tone,
hoarseness, etc.

. . . . > In data sets
characteristics of a given acoustic signal in maskers
voice sample (static scramblers)
Without preserving
naturalness: "artificial"
»  synthetic voice with a >  Combined methods > In data formats

Fig. 1. General classification of acoustic information masking methods

A common type of software and hardware speech
closure is the mixing of the original speech message with
interference in order to transmit a new audibly
indistinguishable sound signal, usually in the same
frequency band as the original. Knowing the nature
of the change and the type of interference, the receiving
end of such a secure speech communication channel
neutralizes its effect with additional cleaning and
amplification of the restored speech signal. Thus, the
lower panel of Fig. 2 shows the result of removing
a quasi-harmonic interference from the payload, which
significantly exceeds the energy level of the speech
communication of interest.

There are different types of implementations of this
type of masking: when the interference is comparable
in power to the original speech message or significantly
higher, when the interference is noise, quasi-harmonic
or speech-like, etc.

Speech modification will be understood as
a transformation of the original speech signal, primarily
its phonetic function, in order to achieve its illegibility

and/or unrecognizability according to a known given
law, when the parameters of this transformation at the
transmitting end of the communication channel are either
known in advance or are extracted from the original
signal itself and do not change during the entire
communication session.

At the
parameters are either also known in advance or are

receiving end, these transformation
extracted from the received modified signal in order
to restore the unintelligible speech message according
to the same known law.

It should be noted that at the receiving end, it is not
always necessary to restore the original signal in the form
in which it was originally. For example, this applies to
acoustic information synthesized from a graphical image
of a sonogram recovered from a closed image without
taking into account the initial values of the phase spectral
components. In this case, the waveforms (oscillograms)
of the original and restored speech message will be
different, and their intelligibility and sound will be

exactly the same. This fully reveals the properties of
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human auditory perception, which is weakly dependent
on the phase relations of simple narrowband components
of a complex sound signal. Hence the conclusion: if the

images of correctly calculated dynamic spectrograms

of different acoustic signals are similar, they will sound

(be perceived by ear) in the same way.

R LF I b Ich Ak FRE

Upper — creating a powerful quasi-harmonic interference in the speech signal.
Bottom — removing the interference from the useful mixture at the receiving end of the communication channel.

Fig. 2. Masking speech with a quasi-harmonic barrier

The main task that is solved by software and
hardware speech closure using the described approach
is to modify the speech so that the modified speech
This task is solved by
dynamically changing the envelope of the amplitude
by modifying

is completely unintelligible.

spectrum of the speech message, i.e.,
its formant structure.

Examples of practical implementation of methods
for such modification of a speech message include
asimple inversion of speech in the tone frequency
channel band. More labor-intensive, and not previously
used in practical applications, is the procedure of
inversion of the cyclic shift of the spectrum envelope,
while maintaining the same harmonic structure of
the original speech message. It is also possible to
software and

implement combined methods of

hardware acoustic information closure: modification of
aspeech message with simultaneous imposition of
interference. An example is spectrum inversion
plus quasi-harmonic interference.

It should be noted that in some publications, speech
maskers, such as spectrum inverters and the like, are
referred to as a simple type of analogue static scramblers
in which the speech conversion "key" does not change
during the entire session or during a group of
communication sessions. In other words, when we talk
about closing acoustic information, we mean the use of
permanent specific laws of speech conversion that
introduce 1illegibility into acoustic information and are
implemented in speech maskers, and when we talk
about classifying a speech message, we mean the use

of cryptographic algorithms.
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It is also possible to combine the implementation of
software and hardware methods of acoustic information
classification: modification of the speech message with
the simultaneous imposition of interference. An example
is spectrum inversion plus quasi-harmonic interference.

In other words, when we talk about acoustic
information closure, we mean the use of permanent
specific laws of speech transformation that introduce
illegibility into acoustic information and are implemented
in speech maskers, and when we talk about
speech message classification, we mean the use of
cryptographic algorithms.

Thus, the technologies of software and hardware

closure of acoustic information.

Masking of speech messages
to introduce non-recognition

of these
technologies for masking sounds and speech has been

The impetus for widespread use
provided by the rapid development of multimedia and
new approaches to the description and processing of
speech signals in recent years. One of them is
an approach to the construction of special software
and hardware for ensuring the security of speech
communications, which combines the idea of translating
a sound (speech) signal into the form of corresponding
graphic images and back from image to sound or speech
without loss of information content and/or intelligibility
with the capabilities of known and promising digital
image processing methods.

The main core of such an approach is the
development and application of methods for detecting
and reconstructing the parameters of the narrow-band
Hilbert signals present in these images. Such a parametric
description of a complex initial acoustic (speech) signal
allows either to completely reproduce its sound or
to restore and sound a "new" sound signal according
to the properties changed and specified in such
a parametric description.

To study such an approach to ensuring the security
of speech messages using acoustic signal masking, it is
feasible to apply methods of processing speech messages
by transforming graphical images of the corresponding
spectrograms. As an analytical representation of the
speech signal, we use its Hilbert description:

(1)=G(t)Cos¥ (1), (1)
where G (1) — envelope of speech signal,

W () — full phase of the speech signal.

These
a narrowband process in a limited frequency band and

parameters describe this signal as

are related to each other using the Hilbert transform:

I(T—t dr ’
s(z)

SG(T)‘_ Ye-nar

2

where s, (7) — the function associated by Hilbert with

the output signal s(¢).

Then
()= D52 (1)

s(t) (3)
56 (1) .

To describe a complex speech message, it can be

Y (t)=arctg

represented as a whole narrowband signal or as a set
of elementary K narrowband processes:

s(t)=G(t)cos¥(?) ng

where g, (1)

1)Cos¥, (1), 4)

— Hilbert component,
¥, (¢) — full phase of the k-th narrowband

component.

However, it is now recognized that the most
adequate form of an elementary narrowband signal
is its representation as a Morlet wavelet. Given this
assumption, we can obtain:

Kio

s(1)=G(t)cos¥(r ZAe 1o cos( @yt + @y )+5,, (5)

where 4, is the corresponding amplitude of the £ -th
envelope;

o, is the attenuation coefficient of the & -th
envelope amplitude;

w,,, @y, are, respectively, the center frequency

and initial phase K,, of the narrowband signals or
wavelets that make up the speech signal;
s, — a function of the error of representation
or noise.
According to model (5), at short time intervals
within each R -step of temporal analysis, the following
parameter vectors can act as primary descriptions of

aspeech message represented as a superposition
of elementary narrowband processes:
{Ak > W5 Doy },:,R (6)
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In most speech information protection programs,
only the first two parameters are sufficient, and then

the parameter vector can be represented as:
{4, 0, }[:TR. @)
Studies based on model (5) have shown that the data
necessary to calculate the parameters of elementary
narrowband signals that make up the original sound
or speech can be contained in the dynamic spectral
images of this acoustic signal, namely, in the images
of correctly calculated amplitude sonograms and/or
spectrograms. Such images can be obtained in the course
of dynamic spectral analysis — synthesis of sounds
and speech, sliding over the original signal with the
selected analysis window with the transition from
the samples weighted by it to their frequency image based
on the adopted orthogonal basis. One example
of such procedures is short-term analysis, i.e., Fourier
Although, in
applications of speech communication security, not only

synthesis of audio signals. some

harmonic, but also other bases, such as Wavelet
functions, can be used to perform dynamic spectral
analysis - synthesis of sounds and speech, short-term
analysis — Fourier synthesis of audio signals and speech
is traditionally used more often [10—-11].

The parameters of narrow-band Hilbert elementary
sound signals, which constitute the sound of the original
sound or speech, are detected in the images of
dynamic spectrograms as a set of contours (lines)
of brightness difference or tracks (chains) of local
and global extremes of colour saturation in the levels
of one colour. With the help of special software
(for the example shown in Fig. 3. the program "Real
Time Audio 3D Spectrum 1.1" was used) along similar
contours (tracks), which are visible on the frequency-time
grid of dynamic spectrograms (see Fig. 3, top panel),
it is possible to distinguish frequencies, amplitudes,
phases of elementary sounds of a complex acoustic
(speech) signal, and then reconstruct, modify, destroy,
and create them anew to solve a specific task of ensuring
the security of speech communication using various
known methods and tools of digital image processing.
Thus, the selected area in the center of the upper
panel of Fig. 3. of the graphic image of the speech
signal can be applied to a powerful arsenal of tools
provided by well-known graphic editors such as
Adobe Photoshop, Corel Draw, Photo Editor and others.
After the necessary processing of this section of the
spectrogram image in the selected graphic editor, it can
be inserted back into its original place for further

synthesis and listening to the new acoustic or speech
signal modified in this way.

It should be noted that currently the choice of
special software tools for sonogram processing is quite
wide. The most well-known software products can be
cited: Real Time Audio 3D Spectrum, Adobe Audition
of various versions, SmartSound SonicFire Pro, etc.
However, most of them only allow you to obtain
sonograms of speech messages. Only a few of them allow
you to perform the full processing cycle (including
the backward embedding of processed sonograms),
and these programs are not freely distributed software.

Let us consider in more detail the different classes
of acoustic information masking realized by the proposed
approach to processing

speech messages through

the processing of their graphical images.

Artificial voice systems

While traditional voice changers have not paid
much attention to the sound quality (naturalness
and authenticity) of artificial speech, the situation
is changing. For example, there are reports of
software products that search by voice pattern. Often,
when conducting investigations, operatives have
to impersonate another person for disguise. All this
leads to the task of qualitative voice alteration in the
course of measures for the comprehensive protection
of acoustic information.

This is a rather difficult task, as each person's voice
is individual and recognizable. Moreover, auditory
perception is so perfect that it allows us to recognize
the subtlest shades of the speech signal. The human
ear can accurately determine the signs of artificiality
and naturalness of speech.

A speech message can be represented in the
form of a speech signal, which in turn can be used
for reverse speech reproduction. In other words, it is
possible to put an equivalence sign between the sound
language and its representation in the form of a speech
signal, including in the digitized form contained
in computer files.

It is known that speech is a complex process of
communication between people, which includes both
information about the individual voice of the speaker and
information about phonetic quality. Therefore, it is
important to ensure the correct choice and justification
of the system of features that will determine the principle

of speech construction. The main features responsible
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for the individual colouring of speech can be divided
into two groups: those related to the physiological

mechanisms of speech production and those related to
the ways of putting it into action (activity, articulation).

Above: a natural male voice with the trajectories of narrowband speech components highlighted.

At the bottom, an artificial male voice synthesized according to a given sample.

The maximum power of the studied signal in the frequency-time grid node is indicated in white, the minimum power in black,

and the intermediate values in gray.
Fig. 3. Sonogram of the phrase "Kharkiv is a city of traditions"

The first group of features is based on the well-
known model of the speech tract, which consists of
a transmission function of the resonant system and
an excitation signal pulse generator. The transfer function
almost completely characterizes the individual geometric
shape of the cavities of the speech apparatus. The main
parameters here are the characteristics of the four
formant regions (average frequency, frequency range,
and energy), spectrum envelope, formant trajectories
and derivatives of these parameters.

To calculate parameters related to the physiological
characteristics of the speech

tract, spectral-time

analysis methods are most often used. Such methods
of speech signal analysis are adequate to the natural
Such methods
are often based on classical Fourier analysis or

mechanism of speech perception.
parametric autoregressive analysis (linear prediction as
a special case).

The second group of parameters also includes
intonational characteristics of the speech stream, such as
intensity, intonation, stress system, and rhythmic pattern
of the speech phrase.

Among the parameters of the speech signal
that determine the individuality of a person's voice,
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it is necessary to distinguish integral parameters of
speech that cannot be attributed to any of the groups
considered, but they are strongly correlated with them
and are formed under the influence of the anatomical
of the
articulation. That is, the analysis of integral parameters

features speech-forming tract and human

makes it possible to determine the peculiarities
of individual pronunciation for speech segments of
different phonetic content.

The creation of high-quality voice changers based
on standard office equipment is possible when
implementing the proposed approach through image
processing of its graphic images. Specialized software
of such a computer system should modify both the
harmonic structure of the speech signal, which usually
contains individual features of the speaker.

Such procedures can already be carried out on
images of dynamic sonograms with the subsequent
synthesis of a new artificial speech signal from the
modified graphic image. A combination of such actions
with correctly performed calculations will likely achieve
the desired result. Some difficulties may arise when
modifying paused areas. Therefore, the task of reliable
detection of tonal and noise areas in the speech stream
requires a solution.

It is clear that only through software implementation
on standard hardware will such a voice changer
be not only much cheaper than existing analogues,
but also provide a better, truly natural sounding
artificial speech signal. Software implementation will
allow for smoother voice changes from male to female,

from child to adult.

Compression of speech messages

The task of compressing speech messages can

also be solved by processing images.

The processing scheme is as follows: first, the speech

sonogram

message is converted into its graphical image -
a sonogram within the selected analysis window during
dynamic spectral analysis — synthesis of sounds and
speech; then this sonogram image is compressed using
one of the image compression methods, and the
compression ratios are transmitted to the communication
channel; using the received compression ratios, the
image of the original sonogram is reconstructed at the
receiving end of the communication channel, which
is then used to synthesize a new speech message.
The advantage of this method of speech coding is that

only one initial description of the speech message is
used — a sonogram with traces of phono objects, based on
which it is possible to obtain almost any required speech
coding rate, which is determined by the bandwidth of the
communication channel at a given time. At the same
time, the maximum possible intelligibility and sound
quality of the restored speech is preserved. The results
of some recent studies have shown that by applying
fractal or special wavelet-based compression methods
to sonogram images, a minimum encoding rate
of 800 bps can be achieved while maintaining verbal
intelligibility of about 80%.

The sonogram of the initial speech area, the image
of which will be used for compression by digital image
processing methods, is shown in the upper panel
of Fig. 4. A rough oscillogram of the entire speech
message under study is drawn above the sonogram,
indicating the location of the selected fragment.

A sonogram of the same speech segment restored
after compression using the proposed method to a rate
of 1000 bits/s and a sonogram of the same speech
segment restored after compression to 800 bits/s by
extracting information about the melody of the main
tone using digital
shown in the middle and lower panels of Fig. 4. 1

image processing methods are

t is possible to see that the sonogram of the speech
recovered after compression at 1000 bits/s is more
similar to the sonogram of the original speech message
than the sonogram of the signal recovered after
compression of the image obtained by means of
the fundamental tone equalization. That is why the
first restored better and
more natural than the second, despite their equal

speech message sounds
high intelligibility.

Hidden transmission of acoustic information

At present, measures to ensure the security of voice
communications can be aimed not only at preventing
of acoustic information,

unauthorized acquisition

but also at concealing the very fact of its transmission,

by wusing standard technical means, conventional,
traditional  information exchange protocols and
publicly available communication channels for

these purposes.

In recent years, this area of information security
called
"stealthology"), has been

in computer telecommunication systems,

"stegology" (sometimes

actively developing around the world.
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Above: a sonogram of the original speech fragment under study.

In the center, a sonogram of the speech signal recovered after compression at 1000 bits/s using one of the image compression

algorithms of the original sonogram.

Bottom — a sonogram of the speech signal restored after compression to 800 bits/s with the exclusion of information about the

fundamental tone.
Fig. 4. Examples of speech compression

A particularly popular part of stegology has
recently become steganography, which is used to hide
confidential information in graphic images transmitted
over computer networks. At the same time, the progress
made in the development of acoustic information
transmission devices, as well as in computer technology,
opens up new opportunities for both covert transmission
of confidential information in analogue and digital
audio signals and speech, and for covert transmission
in information containers of various kinds, based on
the use of new multimedia technologies, computer
and cellular telephony, etc. This area of digital
technology in the field of protecting confidential
information covertly present inside or over an openly
transmitted audio signal is now commonly referred
to as "steganophony."

Currently, computerized steganography methods
are widely used based on the use of natural noise
containing digital arrays obtained by standard conversion
methods from analogue acoustic and video signals.
These noises are quantization errors and cannot be
completely eliminated. The use of noise bits to transmit
additional  confidential

information allows you

to create a hidden data channel. As noise bits, we usually
consider the lowest bits of the count values, which are
noise in terms of measurement accuracy and carry
the least amount of information contained in the count.
Such bits are commonly referred to as least significant
bits (LSBs).

One of the most common methods of steganophonic
concealment of confidential information is the method
based on the use of Least Significant Bits of audio
(and/or any other multimedia) data [12, 13].

Certain statistical criteria have been developed to
detect the fact of concealing a confidential information
message in the EIS of audio signals [14, 15].

The statistical analysis of the audio data revealed
a number of significant properties that affect the secrecy
of confidential data and, accordingly, the security of such
methods using noise bits. Among these properties,
the following should be highlighted:

— heterogeneity of sample sequences;

— the presence of certain dependencies between
bits in the samples;

— the presence of certain dependencies between
the samples themselves;
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— unequal probability of conditional distributions
in the sequence of samples;

— presence of long series of identical bits;

— correlation between UXO and high bits.

Today, we can offer the following requirements
for hiding confidential acoustic information and setting
steganophonic markers in signals, arrays and data
formats of various nature:
and data with
confidential acoustic information embedded in them
should be
perception of the original, "open" message contained

— the perception of signals

practically indistinguishable from the
in this signal or array;

— confidential speech data transmitted over
publicly available communication channels, masked by
various signals or implicitly contained in their
parameters, should not be easily detected in these
carrier signals by widely used methods and technical
means of analysis currently available;

— in a number of applications, the setting
and detection of steganographic markers should not
depend on the synchronization of these processes and
on the availability of any standards;

— special methods for setting and detecting
steganophonic markers should be implemented on
the basis of standard computer equipment or special
software and hardware based on it;

— it should be possible to embed and detect
authenticity features in an acoustic (speech) signal that
are detected when it is illegally copied or modified,
regardless of the type of representation and transmission
of this signal (analogue or digital);

— should provide the possibility of hiding
confidential acoustic information in data sets regardless
of the type of information presented in them.

Sonogram images can be used to transmit and store
speech on paper as stegomarkers. When implementing
"speech  signature" technologies associated with
a protected document, which are similar in meaning and
content to an electronic digital signature, two to four
minutes of telephone-quality speech in the form of
various patterned drawings can be applied to a standard
sheet of paper. In this case, the authenticity of the
document can be established not only by the presence of
the relevant signatures and stamps, but also by the
information contained in the "speech signature", which
can be scanned, synthesized and voiced to make it
possible to hear the key points of the document's content

voiced by the voice of the responsible person.

A discrepancy between the voiced information and
the information contained in the document indicates that
it has been falsified. It is virtually impossible to forge
a "speech seal" or "speech signature". It should be noted
that such a cheap "speech signature" technology can be
implemented on standard office equipment: a computer
with a sound card plus a printer and scanner.

Conclusion

Thus, based on the above, it can be assumed that
one of the promising areas of acoustic information
protection in communication channels and dedicated
premises is the creation and development of computerized
speech marking systems along with or in conjunction
with traditional technologies for semantic protection of
acoustic information, namely, the classification of speech
signals based on cryptographic algorithms.

The choice of specific methods and means of
speech masking as one of the types of semantic
protection of acoustic information will depend on the
practical requirements for the speech protection system
and the of the
information transmission channel.

technical characteristics acoustic

Computer technologies for digital signal and image
processing are becoming more and more widely used
in modern security systems for voice communications.
The main requirements for today's systems that provide
protection of acoustic information in critical computer
systems are the speed and efficiency of various speech
signal processing procedures using standard inexpensive
technical means of computer telephony, namely:
a personal computer, sound card, telephone line interface
device and/or modem. These requirements can be met
by applying digital methods of dynamic spectral
analysis, i.e., synthesis of speech and audio signals.

The given examples of using the proposed
approach to solve the most common problems of
ensuring the security of speech messages have shown
its high potential capabilities in the implementation
of various, even very complex and new audio signal
processing algorithms that are already applicable today
to create computer systems

for protecting speech

messages in  public communication channels.
This approach can become the basis for the design
of new acoustic information security systems and the
evaluation of the effectiveness of the use of speech
message protection devices that already exist on the

market of special equipment.
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Further research is desirable to analyze the possible ensemble, structural, and correlation properties to

use of methods for synthesizing large ensembles of ensure higher security of acoustic channels in computer

quasi-orthogonal discrete signals with improved systems for critical applications.
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AHAJII3 METO/IIB 3AXUCTY AKYCTHYHOI IH®OOPMAIIIL
B CHCTEMAX KPUTHYHOI'O 3ACTOCYBAHHSI

IIpenvMer nocaiTAKeHHs] — TpOIEC 3aXHCTy aKyCTHYHO! iH(opMmamil B KOMITIOTEPHHX CHCTEMax KPUTHYHOTO 3aCTOCYBaHHS
s 3a0e3neyeHHss HeoOXiTHOro piBHSA Oe3mekd cucTeMd. MeTOoK CTaTTi € aHami3 METOMIB 3aXHCTy aKyCTH4HOi iH(opmamii
B KOMIT'IOTEPHHX CHCTEMaX KPUTHYHOT'O 3aCTOCYBAHHS 3a JOIIOMOTIO0 MAaCKyBaHHS I 3a0e31edeHHsT HEMO)KIIMBOCTI HECAHKIIFTHOTO
JOCTYITY ZI0 CHCTEMH. Y poOOTi BUPILIYIOTHCS TaKi 3aBAAHHSA: IPOaHATI30BaHO IPOrPAaMHO-TEXHIYHE MACKyBaHHS MOBH; JOCIIIKEHO
MacKyBaHHsS MOBHHX MOBIJIOMJIEHb 3 METOIO BBEJICHHS HEBIII3HAHHS, BH3HAUCHO OCOOJIMBOCTI CTUCHEHHS MOBHHX ITOBIJJOMJICHB;
BHBYCHO IPHXOBaHy Iepelady akycTH4Hoi iHdopmauii. PedyabraramMm po0OOTH, OTPUMaHHUMH 3a JONOMOIOI0 MaTeMaTHYHUX
MeTO/IiB IEePETBOPECHHS iHPOpMAIIl B KOMIT IOTEPHHUX CHCTEMaX, € MOTCHIIIHHO MOXKIIMBI METOM MacKyBaHHS MOBHHX TOBiIOMIICHb
JuIst 3a0€3MeYeHHs] HEMOXKIMBOCTI HECAHKLIIHOrO JOCTYIy 10 CHCTeMH. AHali3 (YHKLIOHYyBaHHS 3alpONOHOBAaHHX METOIB JiaB
3MOTy C)OpMYyBaTH KOHKPETHI BUCHOBKHU. OITHUM i3 TIEPCTIIEKTUBHUX HAIPSIMIB 3aXUCTy aKyCTHYHOI iH(opMalii B KaHaIaX 3B’ SI3KY
W BHIUICHUX NPHMIIIECHHSIX € CTBOPEHHS Ta PO3BHTOK KOMII'IOTEPH30BAaHHMX CHCTEM MAacKyBaHHS MOBH 3a YMOBH iX CyMICHOTO
BUKOPUCTAHHA 3 TPAAWIIHHUMH TEXHOJOTISIMH CMHCIOBOTO 3aXHCTy aKyCTHYHOI iH(opmarii, a came 3aceKpedyBaHHSIM MOBHHUX
CHTHAIB Ha OCHOBI KpHnTorpadiyHux anroputMmiB. HUHI OCHOBHMMH BUMOraMu, IO BHCYBAIOTBCS IO CHCTEM, SIKi 3a0€3MedyroTh
3aXUCT aKyCTHYHOI iH(opMallii B KOMIT FOTEpHHX CHCTEMax KPUTHYHOTO 3aCTOCYBaHHs, € HIBUAKICTb i €()eKTHUBHICTh BHKOHAHHSI
pi3HHX mporeayp oOpoOICHHS MOBHOI'O CHUTHAlly 3 BHKOPHUCTaHHSM CTaHIAPTHUX HEIOPOTMX TEXHIYHHX 3aCO0IB KOMII'IOTEpHOI
TenedoHii, 30KpeMa: IMEepCOHAIBFHOTO KOMIT'IOTepa, 3BYKOBOI KapTH, NPUCTPOIO CTUKY 3 TenedoHHOIO JiHi€0 i/abo Mojiema.
3a/10BOJIBHUTH 3a3Ha4YeHi BUMOTM MOJYKHA, 3aCTOCOBYIOYH HM(POBI METOAM JHHAMIYHOTO CHEKTPAIBLHOTO aHaji3y-CHHTE3y MOBHHX
i aymiocurHaniB. Bubip KOHKpeTHHX MeTOIiB i 3ac00iB MacKyBaHHS MOBH SK OJHOTO 3 BHJIB CMHCIOBOTO 3aXHCTY aKyCTHYHOI
iHpopMarii 3amexaTuMe BiJ NPAaKTHYHUX BHMOT, IO BHCYBAIOTHCS IO CHCTEMH MOBHOTO 3aXHCTy M TEXHIYHHX XapaKTEPHUCTHK
KaHally mepesaui akyctuyHol inpopmariii. [Tomanemn mociimkeHHs Oye TPUCBIYCHO aHATI3Y MOMIIUBOTO BUKOPUCTAHHS METOJIIB
CHHTE3y BEJIUKHX aHCaMOJIB KBa3iOPTOTOHAJHHUX IUCKPETHUX CHUTHANIB 13 TMOJIMIICHUMH aHCaMONEBUMH, CTPYKTYpHHMH
i KOpeNsUifHUMH BIACTHBOCTSMH Ul 3a0€3MICYCHHs BHINHUX I[TOKA3HUKIB 3aXMINCHOCTI aKyCTHYHHX KaHAIIB y KOMIT FOTEPHUX
CHCTeMaX KPUTHYHOTO 3aCTOCYBaHHSL.

Kurouosi ciioBa: akycTryHa iH(OpMaIlis; MaCKyBaHHS aKyCTHYHOI iH(OpMaIlii; TEXHIYHUNA 3aXHCT; KPUITOrpadiuHIid 3aXHCT;
creranorpadivaunii (cTeranoGoHIYHMI) 3aXKHCT; MOTU(IKAIlST MOBH; CTHCHEHHSI MOBHHUX TIOBIJIOMJICHb; KOMIT FOTEPHI CHCTEMHU.
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1. RUBAN, V. LEBEDIEV

METHOD FOR DETERMINING THE RATIONAL NUMBER OF UAV FLOTILLA
TAKING INTO ACCOUNT THE RELIABILITY OF THE AIRCRAFT

The conducted studies showed that projects of analysis and assessment of emergencies at critical infrastructure facilities have been
initiated in Ukraine and abroad. The purpose of such a system is the formation of data for the development of architecture,
demonstration analytics and a prototype of decision support capabilities, taking into account the use of currently available data
and analytical methodologies. Unmanned aerial vehicles (UAVs), which work with ground and air control points in emergencies,
are planned as the basis for the construction of such a system. The subject of the study is methods of determining the rational
number of UAV flotillas taking into account the assigned tasks and characteristics. Currently, there is no method for determining
the rational number of a UAV flotilla, taking into account the reliability of the aircraft. An urgent scientific and technical task
is the task of creating a rational number of the UAV flotilla, taking into account the reliability of the aircraft and the necessary
quality of monitoring the situation in emergencies. The purpose of the article is to develop a method for determining the rational
number of UAV flotillas taking into account the reliability of the aircraft and the necessary quality of monitoring the situation
in emergencies. Research methods — provisions of risk theory, probability theory, combinatorics, mathematical apparatus
of reliability theory, mathematical methods of optimization. Research results: an analysis of factors affecting the structure
of the UAV grouping was carried out; the dependence of task performance on the probability of UAV failure under the influence
of interfering factors was obtained; it is shown that in conditions with a low impact of interfering factors, the reliability of
individual UAVs does not have a significant impact on the performance of assigned tasks. It has been established that with
increasing influence of interfering factors, the probability of completing tasks depends on the reliability of the aircraft.
Conclusions: The proposed method makes it possible to create a rational number of UAV flotillas taking into account the reliability

of the aircraft and the necessary quality of monitoring the situation with a rational number of UAVs in emergencies.
Keywords: UAV flotilla control; UAV grouping; rational number; emergencies; reliability of functioning.

Introduction

Analysis of recent research and publications

A number of publications by domestic and foreign
scientists have been devoted to ensuring and assessing
the reliability, survivability, and safety of technical
systems, in particular those intended for monitoring,
control, and management in emergencies. In Ukraine and
abroad, projects have been initiated to analyze [1, 4],
assess the occurrence of emergencies [5, 6], generate data
for architecture development [2, 3], and demonstrate
analytics and prototype decision support capabilities
using currently available data and analytical
methodologies to prevent accidents and incidents [3, 5].
Unmanned aerial vehicles (UAVs) working with ground
and airborne control centers in emergencies can become
the basis for building such a system. The idea of such
systems is quite simple. A UAV or a group (fleet)
of UAVs operate in the emergency zone. The number
of aircraft is determined by the list of tasks assigned
to the UAV group. In addition, each of the aircraft
is capable of duplicating

a neighboring UAV.

the assigned tasks to

The construction of an information management
system involves structural and numerical redundancy of
UAVs. Paper [7] proposes a methodology for assessing
the probability of performing a task by a fixed number of
flotilla taking into account the reliability characteristics
of UAVs. This
redundancy of the grouping, as well as the use of highly

approach provides for maximum
reliable aircraft, and therefore expensive UAVs, and does
not allow for rational construction of aircraft groups.

Paper [8] considers risk models in information
systems and formulates the tasks of building self-
healing systems.

Studies [9, 10] solve the problem of detecting covert
attacks using false data in intelligent networks. At the
same time, the network structures for detecting attacks
are not substantiated and algorithms for building a system
in case of network degradation are not considered.

Works [11, 12] predict the load in an intelligent
network based on long-term and short-term memory.
The results obtained make it possible to solve the
problem of predicting the state of the system, but do not

© 1. Ruban, V. Lebediev, 2023
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allow solving the problem of self-healing of the system
in the event of failure of its elements.

The following papers [13, 14] consider the impact
of cyber-physical attacks on data in real-time smart grids.
A mechanism for detecting cyber-physical attacks with
false data is proposed to protect the operation of power
transmission and distribution systems by automatically
determining the main physical relationships using
cross-sensory analytics.

The study [15] raises the issue of the ability of
the smart grid to self-heal and receive new energy.
The results obtained can be applied to power systems that
combine different energy sources to maximize the safety
of system operation.

Despite the significant number of developed
methods and models, a number of important issues
remain outside the scope of research, namely

— development of models and methods for ensuring
self-healing in information systems for the management
and operation of the UAV flotilla;

— organization of a multi-level information system
for the management and operation of the UAV flotilla
and creation of a method for assessing the characteristics
of such systems;

— development of self-healing methods in
information systems of UAV fleets with multi-stage
degradation and recovery;

— creation of a model for deploying multi-purpose
self-healing unmanned systems for monitoring and
analyzing emergencies.

In addition, it is necessary to emphasize the lack
of information technology to plan the use and ensure
the reliable operation of UAV fleets, given the existing
capabilities of unmanned aircraft to measure, transmit
and analyze information about the state of objects.

Existing approaches to determining the number
of UAVs in a flotilla are aimed at some redundancy
of aircraft and do not take into account the ability
of UAVs to operate under specific destabilizing factors
and threats. Currently, there is no method for determining
the rational number of UAV flotillas, taking into account
the reliability of the aircraft. The rational number of
a UAV flotilla will be understood as the minimum
number of aircraft capable of performing the assigned
tasks with a given probability.

Therefore, the task of creating a rational number of
UAYV flotilla taking into account the reliability of the
aircraft and the required quality of control of the situation
in emergencies is relevant.

The purpose of the article is to develop a method
for determining the rational size of a UAV flotilla, taking
into account the reliability of the aircraft and the required
quality of control of the situation in emergencies.

Materials and methods of the study

Advances in probabilistic accident modeling and
data analysis make it possible to explain and predict
events and incidents with greater accuracy using large
amounts of available data and sophisticated analytical
tools. Unmanned aerial vehicles (UAVs) that work with
ground and airborne control centers in crises can be the
basis for building such a system. The idea of the system
is quite simple. A UAV or a group (fleet) of UAVs
operates in a crisis area (Fig. 1). The number of UAVs is
determined by the list of tasks assigned to the UAV
group. In addition, each UAV is capable of duplicating
the tasks assigned to a neighboring UAV.

Fig. 1. UAV grouping

An analysis of the tasks assigned to UAV groupings
that require decision-making shows that the same typical
elements are usually present in these processes (Fig. 2).
These elements include the following:

The analysis of Fig. 2 shows that, depending on the
required probability of completing tasks, increasing the
impact of interference, the quality of the UAV fleet
depends on both the reliability of the aircraft and the
quality of the control system.

Let F be the functional describing the quality of the
UAYV grouping control system under threats [9, 10]:

F{G(h,R), I(R), S(L), V(e), T(t)}, (1)
where G(h,R) is a function characterizing the energy

parameters of the control system;
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I(R) is a function characterizing the resistance to

external influences;

S(L) is a function characterizing the structural

reliability of the control system software;

V(e) is a function that characterizes the speed
characteristics of the control system;

T (t) is a function characterizing the time

parameters of the control system.

Fig. 2. Typical elements and factors affecting the structure of a UAV grouping

Thus, the task of synthesizing a self-healing system
is to develop methods and algorithms that maximize the
functional of the form (1). Mathematically, this can be

expressed through the objective function y(x) , which is
written in the form [3]:
v(x)=max{F{G(h, r), I(R), S(L), V(r), T(t)}}, @)
where x=(h, r, R, L, e, 1).
In addition, the following restrictions must be met:
G(hR)2gqy,
I(R)< Iy
S(L)2 Sa » €)
V(e)<Var,
T(t)<Tuy
where g,;; is the minimum allowable value of the energy

parameters of the control system;
1, is the required value of resistance to external

influences;

S, 1s the set value of structural reliability of the

control system software;
V,u 1is the minimum allowable value of the speed

characteristics of the control system;
T, is the maximum allowable time for executing

control commands.

Thus, expression (2), taking into account the
constraints (3), describes in a generalized form the main
task of research — the synthesis of the control system —
and ensures the maximum quality of the system in the
complex under the conditions of given probabilistic and
temporal characteristics and the influence of interference.

The studies conducted have shown [11] that the
synthesis task that ensures conditions (2) in the case of
their limitations (3) is an extreme task. The variational
nature of the problem of constructing a self-healing
system implies the use of ideas and methods as
a mathematical apparatus, including theoretical-numerical
and combined-multiple methods. Solving the problem
of rational allocation of resources of the system of
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aircraft operating in emergencies is associated with the
following areas [7]:

1. Creation of a UAV fleet with some redundancy
of aircraft that ensures guaranteed mission performance
in case of failure or destruction of a part of the UAV;

2. Creation of a UAV grouping, taking into account
the possibility of self-healing of the system of both
the aircraft itself and the redistribution of management
resources of the grouping itself.

The elements considered in (2) and (3) are
interdependent. The objective function cannot be formed
without identifying those variables and parameters that

determine the outcome of the operation. An in-depth
analysis of the relationships and correlations between
the parameters and variables is also necessary. The choice
of an objective function optimization method depends
entirely on the specific form of its representation,
which reflects the content of the mathematical model.

In the course of the research, a structural scheme
for managing a UAV flotilla was developed, taking
into account the self-healing of the system in the
conditions of degradation of the control system in the
event of the influence of destabilizing factors and threats.
The structural and functional diagram is shown in Fig. 3.

Ground cu-nrrul-i:mp

2. Strategy for choosing
the structure and forces
of the UAV flotilla

1

6. Aszezzment of the 1
structural saturation of
1 the controlled object

1. Task formation

4. Vulnerability

3. Destabilizing factors and

Decision-making center

Analysis and control of task execution loop
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1 i t
: i The airy task execution loop I : R 1

8. Creation of ad aptive separate tasks

Fig. 3. Block diagram of UAV flotilla control

In the course of research, we analyzed the proposed
method.

Let the probability of completing a task by a fleet
of UAVs be equal to F,,,,, . Each UAV has its own task.

The probability of each UAV completing its task is
equalto P,.

Assuming that a UAV flotilla contains n UAVs
whose failures are random and independent events,

the probability P, of the flotilla completing a task

omp
can be taken as equal to the product of the probabilities
of an individual UAV completing a task [13]:

n

Pcomp = HPz .
i=1

When using a single UAV, taking into account
the effects of obstacles, the probability of completing
the task is written in the form [6]:

Pp=PyyP, +(1-P;

int* ¢ int

)P,

W

4)
where P, is the probability of an interference effect on

the UAV at a particular time;
P, is the probability of UAV failure under the

condition of interference;
P, is the probability of UAV failure without

w
interference.

The probability of UAV failure
interference depends on the UAV failure rate and the

in case of
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adopted failure model. In known studies, a simple failure
model is considered.

In the context of a UAV grouping, let's assume
that if one UAV fails, its tasks are instantly assigned
to another vehicle. The probability of such an event is
equal to [3].

Po=PeiPeji» )

where P, — the probability of failure of the i-th UAV

if the UAYV is affected by interference;
P,jji— is the conditional probability of failure

of the j-th UAV in case of interference, after the

failure of the i -th UAV.

UAVs can be in one of two possible states during
a task: operable or failed. In [3], it is shown that in this
case of a UAV failure after it is turned on in the active
mode of operation, the Bernoulli scheme can be applied.

As aresult, we have:

n . .
P=3 GR(-R)". (©)
i=t+1
Using expressions (4)—(6), we analyze the

probabilities of performing a UAV task in the face

of interference. Fig. 4 shows the dependence of P,

on P,

if P,, has different values.

These dependencies make it possible to justify
the number of UAVs and the probability of obtaining
information for analyzing the situation in the face of
interference. The results obtained are taken into account

in the process of emergency response.

0¥
10 _|

Fig. 4. Dependence of task performance on the probability
of UAV failure in case of interference and when using
aircraft with different reliability

Fig. 4 shows that in conditions with insignificant
interference, the reliability of individual UAVs does not
significantly affect the performance of tasks. As the
interference increases, the

impact of probability

of completing tasks depends on the reliability

of the aircraft.

Fig. 5. Dependence of the UAV flotilla's mission performance

on the number of aircraft

Implementation of the functions of reallocation of
group management resources will allow efficient use
of each aircraft.

Fig. 5
a task by a UAV flotilla depending on the number

shows the probability of completing

of aircraft. The figure demonstrates that, given the
required probability of completing a task, the size

of the UAV fleet depends on the reliability of the aircraft.

Conclusion

Thus, the proposed method makes it possible
to substantiate the rational size of the UAV flotilla,
taking into account the reliability of the aircraft
and the
situation in emergencies. The obtained results allow
size of the UAV
flotilla depending on the required probability of
tasks, the

interference and the reliability of aircraft. The basis

required quality of control of the

us to determine the rational

performing growing influence  of
for building such a system should be unmanned
aerial vehicles that work with ground and airborne

control centers in emergencies.
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Given the results obtained, the developers of the
emergency control system can justify a strategy for
choosing a rational number of UAV flotilla and the
reliability of the aircraft used. The question is
whether to choose a large number of cheap but less

reliable UAVs, or to choose aircraft that are more
reliable with a smaller number. The results of the
study can serve as abasis for economic justification
of the size of the UAV flotilla and the quality of the
aircraft used.
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METO/]I BABHAYEHHS PAIIIOHAJIBHOI YUCEJBHOCTI ®JIOTUJIII BILTA
3 YPAXYBAHHSAM HAJIMHOCTI JITAJTBHOI'O AITAPATA

[IpoBemeHi nOCHiUKEHHS IIOKa3anmu, OO0 B YKpaiHi Ta 3a KOPJOHOM IHINIOBAaHO NPOEKTH aHAN3y M OI[IHIOBaHHSI
BUHUKHEHHS HAI3BUYalHUX CHUTyamid Ha o00’ekTaXx KpUTHYHOI iHQpacTpykrypu. Mera iHpopmamiiiHOi cucTeMH
yOpaBiiHHS — (OpMyBaHHS JaHUX s PO3POOJCHHS AapXiTeKTypH, MAEMOHCTpPALiiiHOI AaHANITHKA Ta MPOTOTHILY
MOXJIMBOCTEH MIITPUMKH TPUHHATTA pIlIeHb 3 ypaxyBaHHSAM BHMKOPHCTAaHHs HasBHUX Ha CHOTOJHI JaHUX 1 aHATITHYHHX
Merofosorid. OCHOBOIO MOOYHOBH TakKoi CHCTEMH MOXYTh OyTH Oe3miyoTHi nitaneHi amapatd (BIUJIA), mo mnparroroTh
i3 Ha3eMHMMH W TOBITPSHUMH IyHKTaMH KepyBaHHS B HaI3BHYaHMX cuTyarisx. IIpeaMeToM IOCIi/KEHHS € METOIU
BU3HAYEHHs palioHanbHOl uucenbHocTi ¢uotwnii BIIJIA 3  ypaxyBaHHAM TIOKJIQJCHHX 3aBJaHb Ta XapaKTEPHCTHK.
Huni BixcyTHii MeToj BH3HAa4YeHHs panioHanbHOi uucenbHOCTi (iotwmii BIJIA 3 ypaxyBaHHAM HaIiifHOCTI JIITaTBHOTO
amapata. AKTYaJbHHM HAyKOBO-TeXHiYHMM 3aBJaHHAM € CTBOPSHHS pauioHanbHOi uncenbHoOcTi ¢urotmnii  BIUIA
3 ypaxyBaHHSM HQJIHHOCTI JITaJlBHOTO amapara Ta HEOOXiJHOT SKOCTI KOHTPOJ OOCTaHOBKM B yMOBaxX HaJI3BUYANHHX
curyarid. Mera cTaTrri — po3poOMTHM MeToJ BHU3HAUEHHS palioHaIbHOI 4YmcenbHOCTI Quotwiii BIIJIA 3 ypaxyBaHHAM
HAJIHHOCTI JTadbHOTO amapara W HEOOXIMHOiI SKOCTI KOHTPONO OOCTaHOBKM B yMOBaX HAJ3BUYalHHUX CHTYAaIii.
MeToau [OCTIKEHHA: TMOJOXKEHHS Teopil pU3MKiB, Teopii HMOBIpHOCTI, KOMOIHATOPMKH, MAaTEeMaTHYHOTO amapaTy Teopii
HAJiHOCTI, MaTeMaTHYHMX MeETOAiB ontuMizamii. Pe3yabTaTH aOCHiZKeHb: MPOAHATI30BAHO YHHHUKH, W10 BIUIMBAIOTh
Ha CTpyKTypy yrpynoBanHs BIIJIA; oTpumaHO 3aJie’)KHOCTI BHKOHaHHS 3aBIaHHs Bix iMoOBipHOCTI BuXoxmy 3 Jyamy BITJIA
mix 4yac mii necrabimizamiiHuX (akTopiB; MOKa3aHO, IIO B YMOBaX 3 HE3HAYHOIO JI€I0 IepemKox HaailHicTh okpemux BITJIA
ICTOTHO He BIUIMBA€ Ha BHKOHAHHA IIOCTABJICHMX 3aBJaHb; YCTAaHOBIECHO, IO 3i 3pPOCTAaHHAM BIUIUBY II€PEIIKOL
IMOBIpHICTP BHKOHAHHS 3aBAaHb 3aJIOKUTh Bl HANIHHOCTI JITANbHOTO amapata. BHCHOBKH: 3alpONOHOBAHUI METOX
J1a€ 3MOTy CTBOPHUTH palliOHaNbHY 4ucenbHICTh ¢utotiiii BIIJIA 3 ypaxyBaHHAM HajAifHOCTI JiTanpHOro amapata W HeoOXimHOT
SIKOCT1 KOHTPOJTIO 0OCTaHOBKH 32 YMOBH pallioHATBHOI KibKocTi BITJIA mij yac Haa3BUUaiiHUX CUTYaIliid.

Korouosi cioBa: ynpasninas ¢uortwiiero BIUIA; yrpynmoBanns BIIJIA; pamioHanbHa YHCENBHICTB;, HaJI3BUYalHI CHUTYaIll;
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O. YEPHSK, H. COPOKOJIAT, B. BYPAENHA, JI. ®ATEEBA, I. BATAECB

3ACTOCYBAHHA METOAY CEPEJHIX TPAAMOKYTHHUKIB
JJIA OTPUMAHHSA KOMIIVIEKCHOI'O IIOKA3ZHUKA BE3IIEKH ITPAILI

IIpeamMeToM MOCHIIKEHHS € METOJ BH3HAYCHHS KOMIUIEKCHOTO MOKa3HHMKa Oesneku mpami. Mera podoTu — po3poOieHHs
METOJMKN OTPHMAaHHs KOMIUICKCHOI OI[IHKM Oe3MeKH mpami 3 ypaXyBaHHSIM OCOOJHMBOCTEH IIKI/UIMBHUX i HEOE3MEUHUX BHPOOHHUYMX
YMHHUKIB. Y CTaTTi BHUPILIyeTHCS Take 3aBAAHHS: IOCIIANTH MOMIMBICTH 3aCTOCYBaHHS METOIY YHCEIBHOTO IHTETrpyBaHHS
Ui OTPUMAHHA KOMIUIEKCHOTO IIOKa3HWKa Oe3leku Impaimi, TOOTO BHKOPHUCTATH NPHHLUI BH3HAYEHHS IUIOMI Ta 00’eMy
M KPUBOJIIHINHMMH TOBEPXHAMH SK Ha IDIONIIMHI, TaK i B IPOCTOpI, IO CTBOPEHI HUIIXOM 00’€IXHAHHS OLIHOK OJMHUIHHX
MOKA3HUKIB MIKIUTMBUX YMHHUKIB Ha Oe3po3MipHii IIKaji. 3aCTOCOBYIOThCS METOAM KBaJIiMETpii Ta MAaTEeMaTHYHOI CTaTUCTUKH.
3m00yTO Taki pe3yJbTATH: MPOAHATI30BAHO HU3KY CYYaCHHX HAyKOBHX Ipallb, Y SKUX PO3MNITHYTO KUIbKICHE OLIHIOBaHHS SKOCTI
00’€eKTiB KBaJiMeTpii pi3HOI MPUPOAH, IO MAaIOTh HEOJHAKOBI MOKA3HHKH SKOCTI Ta Pi3HI IIKAIA BUMIPIOBAHHS; OOIPYHTOBAHO
HEOOXIHICTh OIIHIOBaHHS Oe3leKku Mmpali Ha pobodoMy MicHi. YHACHiOK aHai3y Cy4acHHX HAayKOBHUX AOCIIIKEHb NOBEACHO
aKTyaJbHICTh TeMH W BH3HAYEHO HEOOXITHICTH PO3POOJIEHHS METOMUKH OTPHMAaHHS KOMIUICKCHOTO IMOKa3HHWKA OE3MeKH Ipari,
Oyze mpuiaTHa JUIA OIHIOBaHHS YMOB IMpali Ha Oyab-AKOoMy BHPOOHHUTBI. /{1 OTpHUMaHHS KOMIUICKCHOTO ITOKa3HHKa
Oe3neKky Ipari 3ampolOHOBAaHO BCTAHOBHUTH OLIHKY 3a KOXXHHAM IIKi/UIMBMM BUPOOHMYUM YHHHHMKOM, a IIOTIM BH3HAYUTH
€IMHY OIHKY, BpPaxOBYHOYM BCI XapaKTepPUCTHKH. J[ns BH3HAUYCHHS KOMIUICKCHOTO IIOKa3HHMKA MIKIJIMBOTO BHPOOHHYOrO
YMHHUAKA PEKOMEHJOBAaHO 3acTOCYBaTH METOJ IHTerpyBaHHs, TOOTO 3HAWTH IUIOIIYy Il JIAaMaHOIO IIOBEPXHEI0, OTPHMaHy
BHACIIZOK 3’€IHAHHA TOYOK Ha IuomuHI cuctemMu koopamHat XOY. Jlng [boro 3acTOCOBaHO KBajapaTypHi (opMynn
3 BHKOPHCTaHHSM METOAY CEPEeOHIX IPAMOKYTHHKIB. 3alpOIOHOBAHO IOKPOKOBHMH alrOPUTM BHM3HAYEHHS KOMIUIEKCHOTO
MOKa3HWKA OE3MeKH Ipalli 3 JOIOMOIrOI0 iHTETPYBaHHS METOJIOM CepelHIX NMPSIMOKYTHHKIB. ATIpOOOBAHO METOAMKY BH3HAUCHHS
KOMIUICKCHOTO TIOKa3HMKa Oe3leku mpami Ha BHPOOHHITBI. Bu3HAWeHO MIKIAINBI YMHHWKM Ha BHPOOHMIITBI, OTPHUMAHO
IifiCHI TIOKa3HMKM Ta BH3HA4YeHI iX OIIHKM Ha Oe3po3MipHii mkami. ['padiuHo moOymOBaHO YacOBWH psii 3MiH IOKa3HUKIB
IIKI/UIMBUX YHUHHMKIB 3 IUIMHOM 4acy. BH3HAa4e€HO KOMIUICKCHMH IOKa3HUK Oe3MeKd Tpali Ha BUPOOHMUTBI JUIS NPUAHATTS
pilleHHA MO0 TMOJANBIIMX Mid JUIA TONIMIIEHHS YMOB Tpami. BHCHOBKM: Ui KOMIUIEKCHOTO OLIHIOBaHHSA Oe€3meKH mpari
Ha BHPOOHMITBI 3alPONOHOBAHO 3aCTOCOBYBATH KBAJTIMETPUYHI METOAW, a caMe: BH3HAYaTH OI[IHKY 3a KOXHUM IIKiJUIUBHM
i HeOe3MeyHNM BHPOOHMYMM UYHHHHKOM, MICIS IFOTO BH3HAYATH €IUHY KOMIIIEKCHY OIIHKY yMOB mpami. ONHCaHO METOIHKY
BUHAHJCHHS KOMIUICKCHOTO TMOKa3HMKa Oe3MeKd mpaimi i3 3aCTOCYBaHHSM YHCEIBHOIO IHTETPYBaHHS METOJOM CepeaHiX
NpSMOKYTHHKIB.  3al[pOIIOHOBAaHA METOJHMKA BBAXKAETBCS  YHIBEPCAIBHOIO, OCKUTBKM I MOXHA 3aCTOCOBYBAaTH  IJIS
Oyab-SKUX TPUMIILICHB 1 MiAIPHEMCTB.

KurodoBi cioBa: kBasnimMeTpis; KOMIUIEKCHHH NOKa3HUK; OLIHIOBAHHS; METO/] IHTETpyBaHHS; METOJ] CEPEIHIX MPSIMOKYTHHKIB;

Oesmeka mparti.

BCTyl'l Bumorn Ta HaCTaHOBU moao 34CTOCYBAaHHA

(ISO 45001:2018, IDT)" ycTaHOBIIOE BUMOTH JI0 CUCTEMH

Y cy4acHMX yMOBax TIOCHJIIOETHCS —aJarTaris
YKpaiHCBKOTO 3aKOHOJABCTBA JI0 MDKHApOJHOTO Ta
eBporeiicbkkoro. BoaHouac dacTile 3acTOCOBYETHCS B
YkpaiHi cBITOBHH OCBiJ 1 MOTTIHOMIOETHCS MIKHAPOIHE
cniBpoOiTHUITBO Yy cdepi Oe3mekn W TirieHH mpar.
HacninkoM 11p0ro € mifBUIEHHS! TIPOMUCIIOBOI Oe3reKH,
MOTIepeKEHHsI HEIIACHUX BHIAJIKIB 1 aBapii, IOCHICHHS
NPOQUIAKTHKY BUPOOHUYOTO TPaBMaTHU3My i mpodeciitHix
3axBOpIoBaHb. HeoOXiAHUM IHCTPYMEHTOM iHTerparii
Vkpainm mo €C Ta migBUIICHHS eQEKTHBHOCTI il
Cy0’€KTIiB TOCTIOIAPFOBAHHS ITIOJI0 3aM00IraHHS TPABMATH3MY
€ BUKOPHCTAHHs CTaHIApTIB, 3allpOBa/DKEHUX B YKpaiHi
MikHapOIHOIO opraHizariero 3i ctangaprusarii (ISO).

Cranmapr JHACTY ISO 45001:2019
VOpaBIiHHA OXOPOHOI0 370pOB’S Ta Oe3MeKoro Ipari.

"CucremMn

YIpaBIiHHA OXOPOHOIO 370pOB’S Ta OE3MeKoro Ipari
(O3iBI),
BUKOpHcTaHHA. Lle

a TaKoXX MICTUTh HACTAaHOBM IIOJO IX

HEOOXigHO, MI00 JaTH 3MOTy
oprasizauii CTBOprOBaTH Oe3redHi Ta 3I0pOBI yMOBH
mpari Ha poOodomy Micwi, 3amoOiraTm TpaBMam
1 TIOTIPILIEHHIO CTaHy 3JI0POB’S MPAIiBHUKIB T4 aKTHBHO
BJJOCKOHAJTIOBATH NisuTbHICTE Yy cepi O3ibII.

OpHak cTaHAapT HE MICTUTh KOHKPETHHX METOIIB
OLIIHIOBAHHS, TOOTO KOXKHE IIJIPHEMCTBO CaMOCTIHHO
Ma€ BUPINIyBaTH MUTAHHS MO0 BHOOpPY MeXaHi3my
omiHiOBaHHA. J[1s eeKTHBHOTO 3a0e3MedYcHHsT OC3MeKH
mpami Ha MiANPUEMCTBI HEOOXIAHO PO3POOUTH HAYKOBO
OOTPYHTOBaHI METOAWKM U TpOLEAYypH OILIHIOBAaHHA
piBHs Oe3neku. HeoOxinHo, 1100 BoHU Oynu yHi(ikoBaHi

Ta MaJId CTaTyC HOPMATUBHOTO JOKyMeHTa. Takuil miaxin

© O. Yepnsik, H. Copokonar, B. Bypneiina, JI. @areena, 1. baraes, 2023
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IacThb  3MOTy  e(eKTHBHO  BHpIIIyBaTH  MUTAHHA
3a0e3redyeHHst Oe3MeKy Mmpari Ha MiANpPUEMCTBAX.

Ha mpaxTumi OmiHIOBaHHS yMOB IIpaIli 3BOAHUTHCS
10 ineHTUGIKAI] MIKIUIMBUX 1 HEOE3MEUHNX YMHHUKIB,
MOB’SI3aHUX 13 TPYAOBOIO [iSUTbHICTIO, TA BCTAHOBJICHHS
KUUIBKICHOTO CTYIIEHS pHU3UKY THOpPYLIEHHS 3]I0pOB’s
JUIss  HaJIeXHOTro

IpaIiBHUKA. NIPOTHO3YBAaHHI  Ta

MiHIMIZamii IUKIGIMBHX 1 HEOE3NEeYHUX UYMHHHUKIB
HEOoOXiTHO, 00 IX OIMIHKK MaJH KiTbKiCHUH BHpa3.
Merou KBanmiMeTpii BUKOPHUCTOBYIOTh Il OTPUMAHHS
KUTBKICHUX TTOKa3HUKIB SKOCTI pi3HUX 00’€KTiB, 30KpeMa
CUCTEMH HIKIUIMBUX BUPOOHUYMX YUHHUKIB, IO MOXKYTh
BIUTMHYTH HA 3I0POB’S Ta JKUTTS MpaIliBHUKIB. KBamiMerpis
€ HayKOI0, III0 BHBYAE METOJOJIOTII0 KUIbKICHOT OI[IHKH
SKOCTi 00’€KTiB 1 mpoueciB pizHoi mpupoan. Posrisaemo
HeOe3neyHnx

cUCTeMy [IIKIIMBUX 1 BHPOOHUYUX

YUHHHKIB K 00’ €KT KBaJIIMETPIii.

AHaJi3 ocTaHHIX JocaiTkeHb i myoaikamii

HasBHuii piBeHh MeXaHi3alii Ta aBTOMAaTH3AIil

Ha BHPOOHMYMX MIANPHEMCTBAX 3YMOBIIIOE  BILIHB

Ha TPAliBHUKIB KOMIDIEKCY IIKNIMBUX YUHHUKIB
BUPOOHMYOTO CEpeloBUIA Ta TPYIOBOIO TIPOLECY:
BiOparisi, IIyM, MPOMHUCIIOBI aepo30i1i, XiMi4HI PEYOBHHH,
HEPBOBO-TICHXIYHE  HANpPYKEHHs, TMEpeMIllleHHS Ta
migiioM BaHTaXy BpYyYHY, (iKCOBaHa Ta BHMYIIEHa
poboua mo3a tormo [1]. IIkigmuBi BUpOOHHUYI YMHHUKA
npari MoXyTh (opmyBatH TpodeciiiHi Ta pO3BHBATH
OTmKe, MeXaHi3Mm

3aranbHi 3axBoproBaHHS [2, 3].

3abe3rneuyeHHs  Oe3nmekW  mpami  HAa  BHPOOHMYMX
MIANPHEMCTBAX Ma€ mepemdayaru igaeHTH]IKalio Ta
KIJBKICHE OIIIHIOBAaHHS SBHHUX 1 NMOTEHIIMHUX HEOE3IEK
JUTS TX TIPOTHO3YBAHHS i 3a100iraHHs.

Bu3HaueHHS KOMILICKCHOTO ITOKa3HUKA OC3MEKU
mpaii MOB’s3aHe 3 OTPUMAHHSAM €IMHOI OIlIHKH, SKa
KIJIBKICHO BHpa)kae Oe3NeKy 4Yepe3 OKpeMi INOKa3HHKH.
VY kBayiMeTpii MareMaTHuHa 3aJeXKHICTh € HEBil'€MHOIO
YaCTHHOK  0araThbOX  MPOICCIB  OIIHIOBAaHHSA  Ta
MOPIBHSHHS PI3HOMAaHITHUX TOKa3HWKIB. Hampukian,
MaTeMaTH9HI

y pobori [4] BHUKOPHUCTOBYIOTHCS

3aJ€KHOCTI  JUIS  OL(HIOBAHHSA  SKOCTI  1HBECTHIIIH,
BPaxOBYIOUH peasibHi 3HAUCHHS 1HBECTHUIIIH Ta IX OIiHKH
Ha 0e3po3MipHil 1mKani. ABTOpH mpaii [S5] 3aCTOCOBYIOTH
KBAJIIMETPUYHUHA MMIXiJ] MO OIIHIOBaHHS OCOOUCTHX
i mpodeciiHUX SKOCTEH MEpPCOHANy BHPOOHHUYOTO
HANIPUEMCTBA, a B poOOTi [6] 3a1pOIIOHOBAHO OIIHIOBATH
KUIBKICHI XapaKTEPUCTHKU KOMIUIEKCHOTO OE3IIEKOBOTO

IIOKa3HHKa ﬂKOCTi, 110 JacTh 3MOIr'y BU3HA4YaTU MUTTEBHI

cTaH Oe3IeKn CHCTeMH Ta ii CTaH y MeBHUI Iepio] Jacy.
Y HaykoBOMY JOCIHI[DKEHHI [7] BHKOPHUCTOBYETHCS
HewiTka Jorika (Fuzzy Logic) Ta MeTOJ PO3TOPTAaHHS
¢ynkuiii sikocti (QFD) y1st KBaJIMETPHYHOTO OILHIOBAHHS
Ha/aHol CIIOKMBady IMociayrd. Y poborax [8—10] mms
OLIIHIOBAHHS TOKa3HUKIB IPOLIECIB O€3leKknu U TririeHu
TIpaili 3aCTOCOBYIOTHCS Pi3HI (DYHKIIIOHATBHI 3aIeKHOCTI
MDK BUMIPSHUMH MOKa3HUKaMH HEOE3IEYHUX YMHHUKIB Ta
iX omiHko Ha Oe3po3MipHii mkami. OTXe, METOIHKH,
B SIKAX BHKOPHUCTOBYIOTBHCS MaTe€MaTH4HI 3aJIeKHOCTI, €
e(EeKTHBHIM IHCTPYMEHTOM JUTSl OLIHFOBAHHS, ITOPIBHIHHSI
Ta pO3B’sI3aHHS CKJIAJHUX 3aBJaHb y PI3HUX Tally3sx.
BoHHM MaloTh OUTBII TOYHE 3aCTOCYBAaHHS 3HAYEHB PI3HUX
MOKA3HUKIB 1 3a0€3Me4yroTh 00 €KTHBHICTH Ta HAyKOBY
TOYHICTh Y TIPOBENCHNX JOCTiKeH X [11-13].

Meta po6oTH — PO3POOUTH METOTUKY OTPHUMAHHSI
KOMIUTEKCHOI OLIHKKA Oe3MeKkd mpami 3 ypaxyBaHHAM
0coOJIMBOCTEH MIKIIMBUX 1 HEOE3MEYHUX BHPOOHUYMX
YMHHHKIB.

Bupimenns 3aBaanus

JIis KOMIIIEKCHOTO OIliHIOBaHHS Oe3leKd Tparli

MPOMOHYEThCS  BM3HAYaTH IOKAa3HUK 33  KOXXHUM
IIKUIMBUM 1 HeOe3NeYHHM BHPOOHWYMM UYHHHHUKOM,
y MOJANbIIOMY BU3HAYUTH KOMILUICKCHY OLIHKY O€3MeKH
mpari. g 1bOro MPONMOHYETHCS BHKOPHCTOBYBATH
METO/1 YUCEIBHOTO IHTErPyBaHHSI.

CriouaTKy HEO0OXiTHO OIIHUTH KOXKHHUH IIKIITABUI
1 HeOe3neyHni YMHHUK | OTPUMAaTH YaCOBUH psij X 3MiH
i3 mHOM 4acy. Ha puc. 1 mokaszaHo KiJbKiCHI 3HaU€HHS
BIZIHOCHOI BOJIOTOCTI MOBITps. [loKa3zHMK BUMIipIOBaBCS
Ta QikcyBaBcs B poOouiil 30HI IeXy MaIIMHOOYAIBHOTO
MATPUEMCTBA.

3aJeXHICTh, SKYy HPOIOHYETHCS 3aCTOCYBaTH ISt
OTPUMAHHS OI[IHKH MMOKA3HHKIB IIKI[UIMBUX YMHHUKIB Ha
6e3po3mipHiit mkami (Big 0 1o 1) mae Burmsan [14]:

0 (r)
9 = 9min

S| min g <q (D)

q q - imin
9 = 9imax

ne q;, -— I[if/iCHC 3HAUYCHHA IIOKa3HHKa IJ_IKiZ[J'H/IBOFO

YUHHUKA; G min MiHIMalbHEe JOMyCTUME 3HAYEHHS
MOKa3HMKA IIKIAJIMBOTO YHHHUKA; (.« — MAKCHMaJbHE

JOMYCTUME 3HAYCHHA IMOKAa3HUKa IIJKiJIJ'll/IBOFO YUHHHKA,

r — mapametp HopmHu, o 3MiHIOE HOpMY 3aJICIKHOCTI.
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Oninka Ioka3HHKa BiJHOCHOI BOJIOTOCTI

Puc. 1. YacoBwii psif 3MiHU OIIIHOK

SAxmo onTtuMmanbHU#E  (HaWKpamuii) —ITOKa3HUK

HIKIIJTHBOTO YMHHUKA CIPSIMOBYETHCS 10 CEPEIUHHI MEXi

A0IyCTUMHUX 3HAYCHb, TO 3aJI€KHICTh MAaTUME BUTJIAO:

i ()
9; ~9imin
L 4 =% min
(g~ (r) imin <% =l
Sq o P P4 Smax o ()
L ~9imax N
9imin ~ 9i ~ 4imax

ac ti — cepeaAuHa MEKI JAOIMYCTUMHX 3HAYCHb.
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§ 9 10 11 12 13 14 15
Kinexicie aHIB
Jisi  BU3HAYCHHS  KOMIUIGKCHOTO  MOKa3HHKA
Oe3mekr Tpalli MPOIMOHYEThCS 3aCTOCYBAaTH  METOJ

YHCEThbHOTO IHTETPYBaHHS, TOOTO TOTPIOHO 3HAUTH
IUIONY I JIAMaHOK TOBEpXHEI0, sKa OyAyeThes
BHACHIDOK 00’e¢mHAHHA  OIIHOK  IIOKa3HHWKIB  Ha
0e3po3MipHiii  mKami  TMPOTArOM  MHEBHOTO  4acy

crioctepexenb. [ IOrO 3aCTOCOBYEMO KBaJIpaTypHi
bopmyu hi(s)
MIPSIMOKYTHHKIB.

BiAIIOBiHO METOY CepeHIX

Po3risiHeMo TOKJIaIHO METO] MPSIMOKYTHHKIB ISt
HAOMKEHOTO OOYHMCICHHS TIeBHOro iHTerpama [15].
cepemHiX  NPSMOKYTHHKIB Yy

CytHicTh  MeTOay

rpagiyHOMY BHIJIS/I TIOKA3aHO HA pHC. 2.

Ca=xy 5

Puc. 2. I'padivna imocTparis METOy CepeIHIX MPSIMOKYTHHKIB

Skmo Biapisok interpyBamHs [a; b] pos6uru

Ha PpIBHI YaCTHHM MOBXHHHM /I TOUKaMH: 4 =X,,

X =X Hh,x, =X+ 20, Xy, e Xy =X +(n 1),

X,=Xy+nh=>b, i Toukamm ¢&; BHOpaTH CcepeqUHH

elleMeHTapHuX BinpiskiB (h=x,_;x,), i=1, 2, ...,n, 10

MOXXHa 3aIliucaTu iHTCl"paII y BI/IFJ'IHﬂiZ

J-f(x)dx ~ hif(x,_, +§] 3)
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Qopmyiny (3) Ha3uBalOTh (QOPMYIIOI0 METOIy

Cepe/IHIX MPSAMOKYTHHUKIB Yepe3 crocid BUOOpY TOUOK ¢&;
3 KPOKOM PO30OUTTS Bijipi3Ka [a; b]
h:(b—a)/n . 4)

Jis  oOYMCIEeHHS TIUIOHI MiJ JIAaMAHOK JIIHIEIO
(puc. 2) HEOOXITHO 3HAWTH TUIOLTY MPSIMOKYTHHKIB:

S, =f(&)h )

CknageMo rmon_{i BCiX MPSIMOKYTHHKIB:

jf Je =20 (f(8)+ S (&)t £(£)). ©)

AOcomfoTHa TOXHOKa (GOPMYIH TPSIMOKYTHHKIB
Ha BiAPI3KY [a; b] JIOPIBHIOE CYMi IIOXHOOK Ha KOXKHOMY
eJleMeHTapHOMY iHTepBalli, Tomy [15]:

52[

1
i= X

f(x, +h/2)) (7)

Jnst BU3HA4YECHHS KOMIUICKCHOI OIIHKH Oe3meKu
Mparli Ha BUPOOHHIITBI MPOTSITOM MEBHOTO MEpiory dacy
BUMIPIOBaHHS iX OJMHUYHUX IMOKA3HUKIB IPOIIOHYETHCS
3aCTOCYBaTH TaKy GopMyiy:

n Xivif2 Va2

y=331(xy) | dx [ a 8)

i=l j=1

ny j=12,..m

X2 Vi
nei=1, 2,..

Y mpoMy pa3i  orpumaemMo  o0’em  mifg
KPUBOJIHIHHOIO IMMOBEpXHEI0, IO i Oyne KOMIUIEKCHOIO
OLIIHKOIO OE3IeKH Mparli.

[IpomonyeThcs MeTOANKA BU3HAYECHHS] KOMILUIEKCHOT
OLIIHKH YMOB ITpalli, N0 CKJIaJaeThCsl 3 KUIBKOX KPOKIB:

Kpok 1. BuMiproroThest JiCHI MOKA3HUKH IIKIITHBUX
1 HeOE3MeYHNX YNHHUKIB B OJIMHHUIIX X BUMipIOBaHHS.

Kpok 2. BukopucroBytoun oty i3 3anexHocreit (1)
a00 (2), BU3HAYAIOTh OIIHKKA MOKA3HMKIB IIKiIIMBUX
YUHHWKIB HA 0€3pO3MipHii mIKai.

Kpox 3. 3actocoByroun Qopmyny (4), BU3HAYAIOTh

BEJIMYMHY KPOKY IHTETpyBaHHS, CyMa SIKUX JOPIBHIOE 1.

Kpok 4. BynyiooTe dYacoBHi psii 3MIHH OIlIHKH
IIKiITUBUX YMHHUKIB 13 9acOM y BUTJIAML, TIOKa3aHOMY
Ha puc. 1.

Kpok 5. BuxopucroBytoun dopmyiy (5), BUSHaYarOTh
TUTONTY KOXXHOTO IPSIMOKY THHKA.

Kpok 6. 3actocoByroun (opmyny (6), BU3HAUAIOTH
wiouly mig JamaHoro JiHiero. Llg  moma  Oyzme
y3arajbHEHOO OIIHKOO IIKiIJIMBOrO YHHHHKA.

Kpok 7. 3 momomororo ¢opmynu (6) BU3HAYAIOTH
IO T JAMaHUMH JTiHISIMHU 32 BCIMa KPUTEPIsIMH.

Kpok 8. BukopucroByroun ¢opmyiy (8), BU3HAYAIOTH
o0’eM T JaMaHOK IUIONIMHOIO, SKa OyIyeThCs

BHACHIIOK 00’€IHAHHA BCIX OIIHOK OIMHAYHHUX
KpHUTEpiiB NMOKAa3HHUKIB MIKiJIMBUX YHHHHKIB IIPOTATOM
MIEBHOTO MPOMDKKY 4Yacy. BennunmHa o00’emy iz
JIaMaHOIO INIOIIUHOI0 Oyje KOMIUIEKCHOIO OLIHKOIO YMOB
npaili Ha BUpOOHHIITBI 3 TUIMHOM Yacy.

Jist miaTBepIDKEHHS Ipane3laTHOCTI METOAMKH 3
OLIIHIOBaHHS Oe3IeK Tparli MPOBEACHO MOCTIHKCHHS Ha
MaIMMHOOYIIBHOMY HiATIPHEMCTBI. 3 METOIO OILiHIOBAHHS
pO3TISIIANKCS IIKIUIMBI BUPOOHWYI YWHHUKH B IIEXY.
Bu3HaveHo, 1110 OCHOBHUMH LIKiJUTMBIMH BUPOOHUYHMHU
YMHHOKaMH B IIeXy € MIKpoKIiMar (Temrmeparypa
TIOBITpSI, BIZIHOCHA BOJIOTICTh IOBITpS, IIBUIKICTH PYyXy
TIOBITpS1), IIyM, JIOKaJIbHA BiOparis.

3HaueHHs 3raJaHiX YHHHHUKIB BUMIpIOBaIUCS ¢
(ikcyBanucst Ha poOOYMX MICIIX Ta Yy BUPOOHHWUIN 30HI.
Jnsi BUMIpIOBaHHS TeMIepaTrypd IOBITPs, BiIHOCHOT

BOJIOTOCTI TOBITPS Ta IMIBHAKOCTI pyXy MOBITPS
BUKOpHCTaHO KoMOiHoBaHmii mpwirang FLIR EM54.
BumiproBaHHs piBHA WIyMy Ta 3araibHOi BiOparmii
3nilicHIOBasIOCsST TH(GPOBHM BUMIPDHUKOM DIBHS 3BYKY
GM1351 Ta Bibpomerpom AR63A (GM63A). Homycrumi
HOPMH IIKIJJIMBUX YHHHHKIB BH3HAYCHO HA ITiIPUEMCTBI
BiJINIOBI/THO /10 HOPMATHBHUX JIOKYMEHTIB.

OTpuMaHi eKcriepUMEHTaIbHI 3HAUCHHS! HaBEACHUX
BUILE MOKa3HHMKIB IIKIJUIMBUX YHHHHUKIB 1 pe3yJbTaTH

MaTeMaTHYHUX [EPEeTBOPEHb HaBeIeHO B Ta0uI. 1.

Tabauus 1. Pesyromamu 6npogadircenHs MemoouKy OYiHio8anHs be3nexu npayi

Temmnepatypa nosirps, BignocHa BoJioricTh HIBuakicTs pyxy JlokanbHa BiOpauis,
°C nositps, % noBiTps, M/c Lym, nba m/c?
P4, ps,
q; N qi N qi N 9 N 9 S
25,00 0,93 72,67 0,96 0,10 0,62 67,67 0,62 0,75 0,72
22,00 0,99 51,67 0,57 0,10 0,61 72,67 0,80 0,85 0,68
24,67 0,94 65,00 0,82 0,07 0,55 65,00 0,50 0,71 0,74
26,67 0,88 55,00 0,63 0,09 0,59 66,33 0,56 0,95 0,64
20,33 0,99 61,67 0,76 0,10 0,62 71,67 0,76 0,52 0,81
27,67 0,84 55,00 0,63 0,09 0,60 67,33 0,61 0,69 0,74
25,00 0,93 72,00 0,95 0,13 0,67 62,67 0,37 0,90 0,66
23,33 0,97 66,00 0,84 0,10 0,61 71,00 0,74 0,53 0,81
22,33 0,98 71,67 0,94 0,06 0,52 71,67 0,76 0,81 0,69
27,00 0,87 58,33 0,69 0,11 0,63 70,67 0,73 0,48 0,83
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Bynyemo dacoBuii psig 3MiH OIIIHKH 332 KOXXKHUM

HIKIJTUBUM BUPOOHUYMM YHMHHUKOM (puc. 3).
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Puc. 3. YacoBwuii psia 3MiHK OLIIHOK:

1 2 3 4 3 6 7 8 9 10
KiTBKiCTE OHIB

)

a) TeMIIepaTypH HOBITPs; 0) BiJTHOCHOT BOJIOTOCTI MOBITPSI; B) IMIBUIKOCTI PyXy MOBITPS; I') IIyMY; 1) JIOKanbHOT BiOparil

Ha puc. 4 mokazaHo jJaMaHy IOBEPXHIO 32 YMOBH

o0’eZlHAaHHSA BCIX YaCOBMX psJiB 3MIHM IOKa3HHKIB

LIKIJJIMBUX YNHHUKIB.

3Haﬁ[[eMO KOMILIEKCHHI IMOKa3HUK, 3aCTOCYBAaBIIN

bopmyy (8).

Xitl/2 Yiv2

V= Zf(xiyj) j dx‘[ dy =0,78.

n_m

i=1 j=1

Xi1/2 Yi-/2

Y upoMy pasi  oTpumaeMo  00’eM  mif

KPHUBOJIIHIHHOIO TTOBEPXHEI0, IO W OyJe KOMILIEKCHUM

MIOKa3HUKOM O€3IIeKH Iparli Ha BAPOOHHUIITBI.

Puc. 4. YacoBwuii psij ycix OI[IHOK MOKa3HUKIB

LIKIJUIMBUX YUHHUKIB




ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

Innovative technologies and scientific solutions for industries. 2023. No. 1 (23)

BucHoBku

JUIs KOMITJIGKCHOTO OIlIHFOBaHHS Oe3MeKy Tparli

HAa  BHPOOHWIITBI  3ampOIOHOBAaHO  3aCTOCOBYBAaTH
KBaJTIMETPHYHI METOIW, a came: BHU3HAYAaTH OLIHKY
32 KOXKHUM IIKIUIMBAM 1 HeOe3leYHHM BUPOOHUYINM
YMHHUKOM, HICJsl IFOTO BH3HAYATH €UHY KOMIUIEKCHY
OmiHKy yMOB mpari. OmnmcaHo METOAWKY BHHAIEHHS
KOMIIJIEKCHOTO Oe3nexu

MTOKa3HUKA mpami 3

BHUKOPUCTAHHAM YHCEIBHOTO iHTCprBaHHﬂ MCTOOOM

cepenHiX TNPSIMOKYTHHKIB. 3alpoNOHOBAaHY METOAUKY

BBOKAEMO  YHIBEpCAIBHOIO, OCKUIBKH 11  MOXXHa
3aCTOCOBYBATH 151 OY/Ib-SIKMX ITPUMIILEHb 1 M IPUEMCTB.
Jl71st mo#aIIbInoro po3BUTKY ITOCTABICHOTO 3aBIAHHS
HEOOXiTHO PO3MIISHYTH 3aCTOCYBaHHS IHINIHUX METOIB
BU3HAYCHHS KOMIUICKCHOTO IOKa3HMKa OE3MeKH Ipali
W MareMaTHYHHX 3aJI©KHOCTEH MK BHMIPSIHUMH
MOKa3HUKAMM IIKIJJIMBAX YWHHUKIB Ta IX OI[HKOIO
Ha Oe3po3MipHiil mkam. [lonineHo Oyno 6 po3poduth
KOMIT FOTEpHY MPOrpamy 3 BUKOPUCTAHHSM 3aIPOIIOHOBAHOT
METOJMKH, IIO0 JacTh 3MOTY aBTOMAaTH3yBaTH IIPOIEC

OLIIHIOBAHHS.
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APPLICATION OF THE METHOD
OF AVERAGE RECTANGLES TO OBTAIN A COMPLEX INDICATOR
OF LABOR SAFETY

The subject matter of the article is the method of determining comprehensive indicator of labor safety. The goal of the work
is to develop a methodology for obtaining a comprehensive assessment of labor safety, taking into account the characteristics
of harmful and dangerous production factors. The article solves the following task: to investigate the possibility of applying
the method of numerical integration to obtain a comprehensive indicator of occupational safety, that is, to apply the principle
of determining the area and volume under curved surfaces both on the plane and in space, which are created by combining
estimates of unit indicators of harmful factors on a dimensionless scale. Methods are used: qualimetry and mathematical
statistics. The following results were obtained: a number of modern scientific works were considered, substantiating the need
to assess occupational safety at the workplace. A number of modern scientific works related to the quantitative assessment
of the quality of qualimetric objects of different nature, which have different quality indicators and different measurement scales,
have been analyzed. As a result of the analysis, the relevance of the topic has been proven and the need to develop a methodology
for obtaining a comprehensive assessment of labor safety, which will be suitable for assessing working conditions at any
production, has been determined. In order to obtain a comprehensive index of labor safety, it is proposed to determine an estimate
for each harmful production factor, and then to determine a single estimate, taking into account all characteristics. To determine
the complex indicator of a harmful production factor, it is proposed to apply the integration method, that is, to find the area
under the broken surface, which resulted from the connection of points on the plane of the XOY coordinate system.
For this, quadrature formulas using the method of average rectangles are used. A step-by-step algorithm for determining
the comprehensive indicator of labor safety, using integration by the method of average rectangles, is proposed. The method
of determining the comprehensive indicator of labor safety in production was tested. Harmful factors in production were
determined, valid indicators were obtained and their estimates on a dimensionless scale were determined. A time series
of changes in indicators of harmful factors over time is graphically constructed. A comprehensive indicator of occupational
safety in production was determined as a basis for making decisions regarding further actions to improve working conditions.
Conclusions: It is suggested to use qualitative methods for comprehensive assessment of labor safety in production.
Namely, to determine an assessment for each harmful and dangerous production factor and, then, to determine a single
comprehensive assessment of working conditions. The method of determining the complex indicator of labor safety, using
numerical integration by the method of average rectangles, is proposed. The proposed method can be considered universal,
as it can be used for any premises and enterprises.
Keywords: qualimetry; complex indicator; assessment; integration method; middle rectangle method; labor safety.
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D. SHEVCHENKO, M. UGRYUMOV, S. ARTIUKH

MONITORING DATA AGGREGATION
OF DYNAMIC SYSTEMS USING INFORMATION TECHNOLOGIES

The subject matter of the article is models, methods and information technologies of monitoring data aggregation. The goal of
the article is to determine the best deep learning model for reducing the dimensionality of dynamic systems monitoring data.
The following tasks were solved: analysis of existing dimensionality reduction approaches, description of the general architecture
of vanilla and variational autoencoders, development of their architecture, development of software for training and testing
of autoencoders, conducting research on the performance quality of autoencoders for the problem of dimensionality reduction.
The following models and methods were used: data processing and preparation, data dimensionality reduction. The software was
developed using the Python language. Scikit-learn, Pandas, PyTorch, NumPy, argparse and others were used as auxiliary libraries.
Obtained results: the work presents a classification of models and methods for dimensionality reduction, general reviews of vanilla
and variational autoencoders, which include a description of the models, their properties, loss functions and their application to
the problem of dimensionality reduction. Custom autoencoder architectures were also created, including visual representations
of the autoencoder architecture and descriptions of each component. The software for training and testing autoencoders was
developed, the dynamic system monitoring data set, and the steps for pre-training the data set were described. The metric
for evaluating the quality of models is also described; the configuration of autoencoders and their training are considered.
Conclusions: The vanilla autoencoder recovers the data much better than the variational one. Looking at the fact that the architectures
of the autoencoders are the same, except for the peculiarities of the autoencoders, it can be noted that a vanilla autoencoder
compresses data better by keeping more useful variables for later recovery from the bottleneck. Additionally, by training on different
bottleneck sizes, you can determine the size at which the data is recovered best, which means that the most important variables
are preserved. Looking at the results in general, the autoencoders work effectively for the dimensionality reduction task and the data
recovery quality metric shows that they recover the data well with an error of 3—4 digits after 0. In conclusion, the vanilla autoencoder
is the best deep learning model for aggregating monitoring data of dynamic systems.
Keywords: data dimensionality reduction; deep learning; autoencoders.

Problem statement and its relevance

A dynamic system is one where the function
describes the time dependence of a point in the
surrounding space. An example of such a system is
an economic system based on monitoring data, where
there is a time dependence of system variables
(days, months, years, etc.). The results of monitoring can be:

— data samples. These are sets of values for a certain
period of time, which can vary significantly depending on
the conditions of the system;

—time series. They are presented as sets of
measurements of a variable that are closely related to
each other and obtained within a certain period of time
during which the values of the variable do not change
significantly. Time series are discrete models for
monitoring the state of a dynamic system, which usually
contain parametric uncertainties, are non-stationary
and noisy.

In order to solve the problem of dimensionality
reduction, it is necessary to define the basic provisions on

this issue. Dimensionality reduction is the transformation

of data from a high-dimensional space to a low-
dimensional space in such a way that the low-dimensional
representation preserves some significant properties
of the original data, ideally close to its intrinsic
dimensionality. Working in high-dimensional spaces
can be undesirable for many reasons: raw data is often
sparse due to the curse of dimensionality, and data
analyses are usually hard to compute (difficult to control
or work with). The

dimensionality reduction methods are:

main advantages of using

— removal of variables that do not have important
information;

— reduction of multicollinearity in the data;

— reduction of the required data storage space;

—reducing the time required for data-related
calculations;

— presenting the data in a way that allows for
visualisation.

Usually, it is necessary to preprocess the data in
time series and data samples by removing missing values
and preparing the data for submission to dimensionality
Once the data has been

reduction techniques.
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preprocessed, the dimensionality reduction techniques
can be used.

The task of reducing the dimensionality of
monitoring data in dynamic systems should be defined
as a sequential performance of interrelated tasks, namely:

— monitoring the state of a dynamic system;

— pre-processing of the data, which makes it
possible to give them a certain form that is allowed for
the use of dimensionality reduction methods;

— reduction of the dimensionality of the monitoring
data of a dynamic system.

Considering the theoretical and practical problems
of the dimensionality reduction of monitoring data of
dynamic systems is of great interest to scientists in
Ukraine and abroad. To date, a number of papers have
been published describing models and methods for
dimensionality reduction [1-15]. V. Hrusha’s work [1]
discusses basic methods for dimensionality reduction,
such as: the use of geometric parameters of the FEM;
selection of FEM values on a nonlinear scale; use of
coefficients of approximating polynomials; application
of the principal components method. In their studies,
V. Martsenyuk, Y. Droniak, I. Tsikorska [2] and
E. Kozak [3] rely on the principal component method
to solve data aggregation problems. Paper [4] outlines the
theoretical and practical foundations of using a deep
learning model to predict monitoring data of dynamic
systems using data aggregation modules. Researchers
M. Korabliov and S. Lutskyi in [5] described the main
methods for information processing, where they

identified the task of dimensionality reduction as one
of the important components of processing. The existing
methods and models for dimensionality reduction
are considered in [6-8, 11, 15]. The authors theoretically
described various methods and models without practical
support. It is also worth mentioning [9, 14], where
scientists developed new deep learning models for
dimensionality reduction based on supervised learning.
The use of autoencoders for unsupervised learning is
discussed in [10], where an autoencoder is defined as
the main model for dimensionality reduction and data
recovery. It is also worth mentioning foreign works by
the following authors: P. May, H. Rekabdarkolaee [12],
K. Matchev, K. Matcheva, A. Roman [13] and others.

There are two basic approaches to dimensionality
reduction:  Feature Selection and Dimensionality
Reduction. The feature selection approach is based
on the fact that the most important variables are
selected, thus reducing the dimensionality of the data.
In addition, the methods of the dimensionality reduction
approach perform certain transformations in order to
obtain data of lower dimensionality. The classification
of dimensionality reduction models and methods is
shown in Fig. 1.

The classification offers most of the popular models
and methods for dimensionality reduction, which are
actively used depending on the requirements and goals.
In this paper, we will consider deep learning models [16]
in more detail, namely the autoencoder and the
variational autoencoder.
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o | « ‘Independent Component Analysis’
| s |somap
—» Traditional methods —Pl
« UMAP

—»{ Dimensionality Reduction —

» Multidimensional scaling,

|
|
|
|
|
+ t-distributed stochastic neighbor embedding |
|
|
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|

|

models

Deep learning |

« Autoencoder
— « Variational Autoencoder

Fig. 1. Classification of models and methods of dimensionality reduction
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Having analysed the works devoted to solving
dimensionality reduction problems, it should be emphasised
that they do not determine the best deep learning model,
which are shown in Fig. It is also worth noting that the
information support developed to date does not allow
solving the problem of dimensionality reduction in data
samples and time series with a high level of reliability.
Therefore, there is a need to choose the best deep learning
model and information technology implementation tools
to reduce the dimensionality of monitoring data, which
determines the relevance of the study.

The purpose of the study is to determine the best
deep learning model for reducing the dimensionality of
monitoring data of dynamic systems. The object is dynamic
systems, and the subject is models, methods and information
technologies for aggregating monitoring data.

Fig. 2. General architecture of a standard autoencoder

An autoencoder is basically a dimensionality
reduction (or aggregation) algorithm with several
important properties:

— data dependence. An autoencoder is only able to
compress the data significantly, similar to what it has
been trained on. Since it learns functions specific to the
given training data, it differs from a standard data
compression algorithm. Therefore, it should not be used
on data that differs from the training distribution;

— there are losses. The output of the autoencoder
(or the reconstructed input data) will not be the same as
the input data. It will be a close but degraded representation;

— learning without a teacher. The autoencoder
belongs to mathematical models with unsupervised
learning techniques, as it does not need explicit labels
to learn, but only needs to be given input. However, to be
more precise, the autoencoder is self-supervised, as

1 Standard autoencoder

A standard autoencoder can be described as a type
of feed-forward neural network where the input is
the same as the output. It compresses the input data
into a bottleneck (lower dimensional data) and then
reconstructs the output data from this representation.
The bottleneck is a compact summation or compression
of the input data, also called a latent space representation.

An autoencoder has three components: an encoder,
a bottleneck, and a decoder. The encoder compresses
the input data and creates a narrow throat, the decoder
then reconstructs the input data using only this
throat. The architecture of the autoencoder is shown
in Fig. 2, which shows all the main components of
the neural network.

it generates its own labels from the training data.
The model is trained by minimising a chosen loss
function that explores the error between the input and
reconstructed data.

Considering an autoencoder for the task of data
dimensionality reduction, it can be determined that
the data generated in the bottleneck is the target data.
That is, to use an autoencoder for dimensionality
reduction, it is necessary to train it on the input data and
apply the encoder to obtain dimensionality-reduced data.

2 Variational autoencoder

A variational autoencoder is an extension of the
above autoencoder. The variational autoencoder shares
properties with the standard autoencoder, including

data dependence, loss, and unsupervised learning.
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The difference is that the wvariational autoencoder
provides a probabilistic way to describe an observation
in a bottleneck (latent space). So, instead of designing
an encoder that outputs a single value to describe each
attribute of the latent state, an encoder is created to describe
the probability distribution for each latent attribute.

Fig. 3. General architecture of a variable autoencoder

Considering the process of training such
a mathematical model, it can be noted that the loss
function used is different from the one used in the
autoencoder. Instead of the root mean square error,

the loss function is used, defined as follows:
L=MSE(X.X')+KL(u.0), (1)

where MSE - standard error; KL — Kulbak—Leibler
divergence.

If we consider a variational autoencoder for
the dimensionality reduction task, then, similarly to
an autoencoder, the data generated in the narrow throat
is targeted. This means that you need to train the
variational autoencoder on the input data and take the
data from the bottleneck in order to obtain the reduced
dimensionality data.

3 Description of autoencoder architecture

There are many variations in the architecture of
autoencoders depending on the type and complexity
of the task. If you use an autoencoder to reduce the
dimensionality of tabular data, you should wuse
a conventional feed-forward neural network. In this case,
it makes no sense to use convolutional neural networks,
as they are usually required for working with images.

Both types of autoencoders have been designed with

the same architecture, except for the difference between

The architecture of the variational autoencoder
(see Fig. 3) is similar to that of the standard one, except
for the bottleneck. Now, the encoder extracts two values,
such as the mean and variance, which are used in the
subsequent formation of the bottleneck.

astandard and a variation autoencoder. The auto-encoders
have three linear layers in the encoder, one layer in
the narrow throat and three linear layers in the decoder.
The same architecture was chosen in order to determine
the best model for dimensionality reduction with high
accuracy, based on studies where the difference in their
results depends only on the specific differences that
characterise standard and variation autoencoders.

3.1 Architecture of a standard autoencoder

The architecture of the standard autoencoder that
will be used in this paper is shown in Fig. 4. The diagram
clearly identifies three parts of the autoencoder: the
encoder, the bottleneck, and the decoder. The labels
above the arrows indicate the size of the data fed to the
next layer of the neural network. The size is determined
by variables that can be controlled, namely:

— batch size characterises the size of the data
packet fed to the neural network;

— input_dim defines the size of input state variables;

— hil, h2 are the sizes of the hidden layers of
the neural network;

— latent dim — is the size of the data in the
bottleneck. This variable determines the dimensionality
of the data that will be obtained after dimensionality
reduction.
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Fig. 4. Autoencoder architecture

Also in Fig. 4, the variables characterising the types
of neural network layers are defined, in particular:
— Linear. This layer uses a linear transformation to

the input data: y = xx 4" +b..

— Activation. Uses the activation function before
the input data.

— Dropout. During training, the layer randomly
zeroes some of the input data elements with a certain
probability using samples from the Bernoulli distribution.
It has been proven as an effective method of regularization
and prevention of neuronal coadaptation, as described in [17].

— BatchNorm. Applies batch normalization to
input data with dimension 2 (for example, data with
dimension 16 x 128), as described in [18].

Fig. 5. Architecture of the variational autoencoder

This process of sampling from the distribution
parameterized by the model cannot be differentiated.
Therefore, an additional layer type was added -
Reparametrize. It allows you to build a gradient path
through a non-stochastic node and further differentiate this
node. The main idea of this layer is to add noise, which
is obtained from the normal distribution, to x# and o .

3.2 Architecture of the variational autoencoder

The architecture of the variational autoencoder that
will be used in this paper is shown in Fig. 5. The diagram
identifies four main parts: the encoder, y# and o,

the narrow throat, and the decoder. The labels above
the arrows indicate the data size, similar to the diagram
of a standard autoencoder. Their definitions are described
inp.3.1.

The diagram shows the variables characterizing
the types of neural network layers. They are similar
to those described in section 3.1. The variational
autoencoder provides distribution parameters (¢ and o ),

which are then used to generate data in the narrow throat.

This layer can be described by the following formula:
y=p+oxe, ()
where u is the mean; o is the variance; € is the noise
obtained randomly from a normal distribution. Thus, the

studied
parameterization, and now it is possible to differentiate

random element was separated from the

the model completely.
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4 Overview of model results and performance The overview part of the dataset is shown in Fig. 6.

This dataset was preprocessed by removing/replacing

4.1 Data set missing values, applying min-max normalization in

the range from 0 to 1 inclusive, and given a form that

To train and test the auto-coders, we use is acceptable for training and testing of autoencoders.

a proprietary dataset that reproduces monitoring data in Moreover, the dataset is divided into two parts to be

an economic dynamic system. It reproduces the socio- used for training and testing, where 70% of all

economic development of countries for 2012-2020. data relates to the training part and the rest to the

The set consists of 115 alternatives with 32 state variables. testing part.

EGI_2020 EPI_2020 0512020 HCI_2020 TI_2020 EGI_2018 EPI.2018 OS51_2018 HC_2018 TI_2018 .. 0512012 HC_2012 TI_ 2012 NRI19  ICT_17

Country Name

Albania 0663864 0816848 0802953 0608831 0707435 0.683307 7 0473528 .. 0290315 0377144 0404424 0476126
Algeria 0346680 0.000000 0.102246 0.607300 0.528087 0.268064 0.033907 0.058322 0548508 0420335 .. 0080691 0.572671 0.197836 0.218389 0412005
Argentina 0.789256 0830928 0810274 0883510 0694473 0730152 0544200 0.699988 0809057 0673032 .. 0419371 0883774 0490160 0482007 0.701228
Armenia 0626389 0704212 0.627745 0724566 (.672406 0523342 0476144 0474979 05870384 0515933 .. 0769402 0.819379 0359535 0458402 0.560709
Australia 0053548 0957761 0934350 1000000 0870089 0.085578 0979535 0.966639 1000000 0.860136 .. 0830598 1.000000 0.742318 0.870419 0.800045
United States of America 0.934312 1.000000 0.934359 0.201501 0.910278 0043354 0979535 0.083319 0.240%06 0876007 .. 1.000000 0.003588 0.778801 0.961538 0.820859
Uruguay 0.820747 0830928 0.802953 0807662 0841833 0.807910 0.897917 0.866675 0693496 0.801984 .. 0443553 0.880754 0500518 0560746 0.751705
VietMam 0559561 0647894 0560301 0583096 0630193 0521409 0623817 0.683307 0535474 0420459 .. 0290315 0.689984 0446081 0453945 0.379263
Zambia 0214021 0183034 0080283 0578695 0.258606 0.250818 0272100 0375015 0420720 0.167886 .. 0153230 0395071 0058465 0.068174 0.121419
Zimbabwe 0324736 0352106 0408736 0499741 0291793 0188522 0122427 0.191648 0417898 0.203968 .. 0137199 0594539 0.115779 0.000330 0.173261
115 rows = 32 columns
Fig. 6. Data set
4.2 Quality assessment metrics Standard parameters for this algorithm were used,
namely:
In order to determine the best model for — learning rate =le—3;
dimensionality reduction, the root mean square error — coefficient used to calculate the gradient moving
is used as a metric to evaluate the quality of the model. averages = 0.9;
This metric is calculated by the following formula: — the coefficient used to calculate the square of the
. 1 < 2 radient = 0.999.
MSE(X, X' )==>" (X,-X,) ¢ ¢
n i=1
where, in the case of autoencoders, X is the input data; Table 1. Configuration of autoencoders
L. . . .
X' is the reconstructed input data. There is an inverse Variable, parameter Value
relationshi n the metric and th li f th -
elationship between the metric and the quality of the batch_size 16
model. That is, the lower is the metric value, the higher . ;
) ] ) input_dim 32
is the quality of the model, and it reduces the data nl 178
dimensionality better, preserving more useful variables. ' o
. . latent dim 20
4.3 Autoencoders configuration and training ——
Probability with a layer Dropout 0.2
. . Activation function in the layer Activation ReLU
Part 3 describes the architectures of autoencoders A

and introduces variables that control the sizes of data . . o
. The loss functions used in training the autoencoders
and the corresponding layers of the neural network. .
. . are also defined. They are different for the standard and
Also, such layers as Dropout and Activation have their o i
. variational autoencoders. Thus, the MSE loss function (3)
own parameters. All the wvalues of wvariables and

is used for the autoencoder, and the function defined in
(1), which is a combination of MSE and Kulbak-Leibler

divergence, is used for the variational autoencoder.

parameters are shown in Table 1.
An optimization algorithm called Adam [19] was
used to train autoencoders.
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4.4 Software

The software was developed using the Python
language. The following libraries were used as auxiliary
libraries:

— scikit-learn for applying normalisation, quickly
dividing the data set into training and testing parts;

— Pandas for working with data, processing it, etc.

— PyTorch for working with neural networks,
training and testing them, creating loss functions, etc.

— NumPy for working with matrix calculations and
initialising model parameters;

— argparse for working with console parameters

—and others, which are insignificant for their
description.

As a result, a console application was developed
that allows you to perform the following actions:

— loading a tabular dataset, extracting the specified
state variables, and splitting it into training and testing parts;

— training of standard and variation autoencoders
using configuration parameters;

— saving the best version of the autoencoder;

—continue training the model with the existing
version of the model;

— calculation of performance indicators and loss
functions;

— testing standard and variation autoencoders using
configuration parameters;

—use of trained autoencoders with four options:
encoding, encoding + sampling, decoding, and full
model pass.

The software supports the execution of the program
on the central processing unit (CPU) and the graphics
processing unit (GPU). It should be noted that the use
of the GPU significantly increases the speed of training
and testing of autoencoders.

4.5 Results of training and testing of autoencoders

The training of the autoencoders was carried out
with a fixed number of epochs, namely 1000 epochs for
each training. After every ten epochs, the models were
tested using the metric described in Section 4.2. Based
on the test results, the best version of the model was
selected after the training. Additionally, the training
was performed by changing the latent dim parameter,
which is responsible for the dimensionality of the data
placed in the bottleneck, i.e. the target data for the
dimensionality reduction task. The results of testing
the autoencoders are presented in Table 2.

Based on the results of testing the autoencoders, it
can be determined that the standard autoencoder recovers
data much better than the variational one. Given that
the architectures of the autoencoders are identical, except
for the features of the autoencoders, it can be noted that
data Dbetter,
preserving more useful variables for further recovery

the standard autoencoder compresses
from the bottleneck. Also, by training on different sizes
of the bottleneck, you can determine the most effective
size at which the data is recovered best, which means that
the most important variables are preserved. In this case,
if the size is 10, both autoencoders work most efficiently.

Table 2. Results of autoencoders testing

Autoencoder type latent_dim MSE
Standard 71x107*

— 20 -
Variational 16.7x 10
Standard 15 6.8x 107
Variational 15.8x 107"
Standard 6.6 x 107

— 10 -~
Variational 14.8 x 10
Standard 5 7.6x 107
Variational 152x 107
Standard 5 126 x 107
Variational 154x 107"
Standard | 109x 107
Variational 14x 107

It should be noted that when aggregating

to dimension 1, the variational autoencoder recovers
the data best. This phenomenon encourages future
research. On the other hand, it is a good reason to reduce
the dimensionality for data visualisation.

Accordingly, general autoencoders work well for
the dimensionality reduction task, and the data recovery
quality metric shows that they recover data well with
an error of 3—4 digits after 0.

Results and conclusions

The paper presents a classification of models and
methods for reducing the dimensionality of monitoring
data of dynamic systems, which involves the division
into two approaches, such as variable selection and
dimensionality reduction. Considering deep learning
models in relation to the dimensionality reduction
approach, standard and variational autoencoders
are selected.

A general overview of the selected autoencoders

is offered, including a description of the models, their
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properties, loss functions, and their application to the task
of data dimensionality reduction. We also created our
own autoencoder architectures, described in Section 3,
including a visual representation of the autoencoder
architecture and a description of each component.

To train and test the autoencoders, we developed
software using the Python language and auxiliary
libraries (see p. 4.4). We also present the monitoring
data set of the dynamic system used in this work.
Additionally, the steps for preliminary preparation of the
dataset to give it a form that can be used in the developed
software are described. In the course of the study
of training and testing of autoencoders, a metric
for evaluating the quality of models is described,
the configuration of autoencoders and their training
is considered, the sizes of autoencoder layers, parameters

As a result of training and testing the autoencoders,
the best values of the metric were obtained for different
sizes of the narrow throat, which characterises data
of reduced dimensionality. A total of 12 autoencoders
were trained and tested, half of which were variational.
After testing them, conclusions were drawn on the results
and it was determined that the standard autoencoder
performs better on all narrow-neck sizes that were
investigated. It should be noted that the wvariational
autoencoder requires more training time and converges
more slowly.

Therefore, the standard autoencoder is the best
deep learning model for reducing the dimensionality
of dynamic system monitoring data. In further research,
amodel such as the standard autoencoder can be used

to recover monitoring data in automated process control

of the optimisation algorithm, loss functions . . o . .
) P & ’ ’ systems, reduce data dimensionality in machine learning
etc. are given. . . .
using Big Data technologies.
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ATI'PET'YBAHHSA JAHUX MOHITOPUHI'Y JUHAMIYHUX CUCTEM
13 BAKOPUCTAHHAM IHOOPMAIINHUX TEXHOJIOT'TI

IIpeameTom poGoTu € Monemni, MeToan Ta iHGOpMaliliHi TEXHOJIOTIT arperyBaHHs JaHUX MOHITOpHHTY. MeTa cTaTTi — BU3HAYUTH
HaWKpally Mojeidb MIMOOKOro HaBYaHHS JUIS 3MEHIICHHS PO3MIPHOCTI NaHMX MOHITOPUHTY IWHAMIYHHX CHCTeM. 3aBJaHHI,
IO BHUPIIIYIOTHCS: aHANI3 HASBHHUX IiIXOIB 3MEHIIEHHS PO3MIPHOCTI, ONKC 3arajbHOi apXiTeKTypH CTaHIApTHOTO W BapialiifHOTo
ABTOKOYBAJIbHHKIB, PO3POOJICHHS iX apXiTeKTypH, CTBOPEHHS MPOrPaMHOro 3a0e3Me4eHHs Uil TPeHYBaHHS © TECTyBaHHS
aBTOKO/yBaJIbHUKIB, JOCIIKCHHS SKOCTI pOOOTH aBTOKOIYBaIbHUKIB JJIS 3MEHIICHHS PO3MIPHOCTI. 3aCTOCOBAHO Taki MeTOIH:
irOTOBKA Ta OOpPOOJEHHS JMaHUX, 3MEHIICHHs po3MipHOCTi nanuX. [IporpamHe 3abesmeueHHs: Oyin0o po3poOieHO 3a JOMOMOTOI0
MoBH Python. JlomoMixkHuMH 0i107MiOTeKaMu BUKOpPUCTaHi Taki: scikit-learn, Pandas, PyTorch, NumPy, argparse ToUIO.
3100yTi pe3yabTaTH: y PoOOTI 3ampomoHOBaHO KiacH(ikalito MoAeneid 1 METOHiB Ui 3MEHIICHHS PO3MIpPHOCTI Ta MOAAHO
3arajibHi XapakTePUCTHKHM CTaHIAPTHOTO ¥ BapiallifHOr0 aBTOKOIYBaJbHUKIB, IO MICTATh OMKMC MOJEICH, X BIACTUBOCTI, QyHKIIIT
BTpaT Ta iX 3aCTOCYBaHHS Ul 3MEHIICHHS PO3MIPHOCTI JaHUX. Tako)X CTBOPEHO BJIACHI apXiTEeKTypu aBTOKO/yBaJlbHHUKIB, 30KpeMa
Bi3yaJbHE MOJAaHHA apXiTEKTypH aBTOKOJYBAJIBHHUKIB Ta OIUC KOXHOTO CKJIAJHUKA. PO3po0OIeHO mporpamHe 3a0e3NedeHHs I
TpeHyBaHHS il TECTyBaHHs aBTOKOIYBAJIbHUKIB, PO3IIIHYTO HA0Ip JaHMX MOHITOPHHIY JAMHAMIi4HOI CHCTEMH Ta Aii 3 MonepeaHboi
miArOTOBKM Habopy nAaHux. KpiM Toro, ommcaHo MeTpUKY Ui OIIHIOBaHHS SIKOCTI MOJENEH, pPO3IISHYTO KOH(QIrypamito
ABTOKOAYBAIBHHUKIB Ta iX TpeHyBaHHS. BHCHOBKM: CTaHZAapTHHII aBTOKOJYBaJbHUK BIJHOBIIOE IaHI HabaraTo Kpame, HiK
BapiamiifHnii. 3BaXkarouM Ha Te, IO aAPXITEKTypH aBTOKOIYBAJIBHUKIB OJHAKOBi, 32 BHHSATKOM OCOONHMBOCTEH aBTOKOIYBaIbHHKIB,
MOYKHA 3a3HA4YMTH, II0 CTAaHAAPTHUH ABTOKOAYBAJIBHHMK CTHCKAE NaHi Kparile, 30epiratoun Oinblie KOPHCHUX 3MIHHHX I HOJANIBLIOrO
BIJIHOBJICHHS 3 BY3bKOro Topia. Takox 3a JOMOMOTrO0 TPeHyBaHb Ha Pi3HHX po3Mipax BY3bKOTO TOpja MOXHA BH3HAYHUTH PO3MIp,
3a YMOBH SIKOTO JIaHi1 BIIHOBIIIOIOTHCS HalKpalle, a [1e 03Havae, M0 30epiraloTbcs HallBaXkKIMBIIII 3MiHHI. BiqmoBigHO 10 3aranbHUX
pe3yJIbTaTiB aBTOKOXYBAIBHUKH €(EKTUBHO MPAIIOIOTH HAJl 3aBIAHHAM 3MEHIICHHS PO3MIPHOCTI, i METPHKa SKOCTI BiIHOBJICHHS
AaHUX TI0Ka3ye, II0 BOHHM A00pe BigHOBIIOIOTH JaHI 3 MOXMOKOIO, sika CTaHOBUTH 3—4 3Haku miciast 0. Omxe, cTaHOapTHUI
ABTOKOYBAJIBHHK € HAWKPAIIIOI0 MOJCIUTIO ITMOOKOT0 HaBYaHHSI arperyBaHHsI JaHUX MOHITOPUHTY JHHAMIYHHX CHCTEM.
Ku11040Bi cj10Ba: 3MEHIICHHS PO3MIPHOCTI JaHUX; ITMOOKE HAaBYaHHS; aBTOKOTYBAIbHHKH.
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M. KAPIIYIIEHKO, O. KAPITVILIEHKO

TEOPETUKO-METOIOJIOI'TYHI ACIIEKTH
®OPMYBAHHSA CUCTEMU KOMIIVIAEHC-KOHTPOJIIO

VY cydacHHX yMOBax KOMIUIA€HC € OCHOBOIO JUISl BIOCKOHAJICHHS TPOLECY MPUHHATTS YNPaBIiHCHKUX PillIeHb, CIPHSE TOCITHEHHIO
BCTAHOBJICHUX CTPATETIYHUX 1 TAKTUYHUX LIEH MINpHEMCTBA 1 3abe3nedye HOro CTaauii PO3BUTOK y TOBTOCTPOKOBIH HMEPCIIEKTHBI.
BianoBigHo 10 1poro (yHKIT KOMIDIA€HC-KOHTPOJIIO 3HAYHO pPO3MHproloThes. IIpeamer pocaimkeHHsl — cucTeMa KOMIUIA€HC-
KOHTPOJIO, IO € KOMIUIEKCOM BOYyJIOBaHMX y Oi3Hec-TpoIeCH Cy0’€KTiB TOCIIONApIOBAHHS BHUJIB KOHTPOJIO, SIKi BCTaHOBJIEHI
JUIsL TOTPUMaHHS IIEBHUX HOpMATHBiB. MeTa Po6OTH — yOCKOHAJICHHS TCOPETHYHUX 1 MPAKTUYHUX acCHEKTiB (POPMyBaHHS CUCTEMH
KOMIIJIA€HC-KOHTPOJIFO Ha MiANpHEMCTBAxX. [y HOCATHEHHS METH HEOOXiTHO BHPIIINTH KOHKPETHI 3aBJAHHS: CHCTEMaTH3YyBaTH
TEOPETHKO-METO/IOJIOTIUHI MiIXOIH 10 MOHATTS "KOMILUIAE€HC-KOHTPOJIb", y3araJlbHUTH HANPSIMH PETYJIIOBAHHS TisTIBHOCTI KOMIAHIN
3a JIONIOMOT'0I0 KOMITIA€HC-KOHTPOJIIO, KOHKPETU3YBaTH BUIH KOMIUTA€HC-PU3HKIB, PO3TIISTHYTH OCOOIHBOCTI KOMIIIA€HC-KOHTPOJIIO,
HOTO CKIaAHWKH Ta CTPYKTYPY KOMIUIA€HC-TIpOrpamu. i1 HOCSATHEHHS METH 3aCTOCOBAHO 3arajbHOHAYKOBI METOIM: abCTPaKTHO-
JIOTIYHE Yy3araJbHCHHS, MOPIBHAIBHE 3iCTaBJICHHSA, TPYNMyBaHHS, aHAmi3 1 CHHTE3. YHACHiJOK MPOBEACHOTO TOCHiKCHHS
KOHKPETH30BaHI HANPSIMH, BUJIM H XapaKTepUCTHKa KOMIUIAEHC-KOHTPOIIO Ta KOMILIA€HC-PH3HKIB, OCOOIMBOCTI CKJIay KOMIUIA€HC-
nporpamMy. BUCHOBKH: yIIpOBa/KEHHSI KOMIUIA€HC-KOHTPOIIIO HAJa€ MiInpueMcTBaM OeslepedHi NepeBarn y BUIVIAAL HOJIMIICHHS
IMIZKY, CIpPOILICHHS aJrOPHTMIB B3a€MOJIl 3 HAMNIAAOBUMHM H pEryNIOBAIbHUMU OpraHaMH;, 3pPOCTaHHS PIiBHA KOPIOPATUBHOL
KyJIbTypH — Oe3nepepBHE 3MifICHEHHs MOHITOPUHTY PH3MKOBHX CHTYyaliil i IUIaBHE BIPOBa/KEHHsS B PoOOTYy KOMIIaHIi mpouexyp
KOMIUTA€HCY CHPHSE BJOCKOHAJIEHHIO Oi3Hec-TpomeciB i ()OpMyBaHHIO JUHAMIYHOTO CEpeOBHINA IJIsI CTBOPEHHS IHHOBAIIHHOTO
KIIiMaTy ¥ TosBH "KOPHOpaTHBHOTO MAyXxy", IIO Tmepenbadae diTKE MOOTPUMAaHHS ETHYHHX HOPM IMIONO KOHTpPAareHTIB,
YCTaHOBJICHHSI HOBUX NApPTHEPCHKUX BIIHOCHH; MOXJIMBICTH NPHCYTHOCTI Ha MDKHAPOJHUX PMHKAX — YIPOBA/UKCHHS KOMIUIAEHCY
B TpaHCHALIOHAJBHUX KOMIAHISX 1 MIANIPUEMCTBAX, IO IUIAHYIOTh BUITH Ha MDKHApOJHWH piBeHb, MiJBHILYE NO HHUX IOBIpY
3 OOKY IHO3EMHHX CTEHKXOJIIEpiB.
Ku11040Bi cJ10Ba: KOMIUTAEHC-KOHTPOJIb; KOMIUIAEHC-KOHTPOJIEPH; KOMILIA€HC-TIPOrpama.

Beryn

InTerpamiss  Gi3HeCy y  CBITOBY  €KOHOMIKY
00yMOBJIFOE HEOOXITHICTh KOMILIAEHC-KOHTPOJIIO, IO
oTpedye TOTPUMAHHS BCTAHOBJICHHX TPABUII BHYTPILITHBOI
B3a€EMOJIii, Tpouexyp 1 MNpouecy HPUHHATTS pillleHb
BiJIIOBiTHO /10 MI>KHAPOTHIX BHMOT, a TAKOK BUSBICHHS,
OIIIHIOBAHHSA Ta  MOHITOPHHI  KOMIUIA€HC-PH3HUKIB,
OB ’sI3aHUX 13 TIpodeciiHUM BeneHHAM OizHecy. [lificHo,
HEOOXIiHICTh (POPMyYBaHHS CHCTEMH KOMILIAEHC-KOHTPOJIIO
MOB’s13aHA 3 TIIo0aii3amiclo Ta IHTepHAIiOHAJI3AIIEI0
CBITOBOi  (hiHAHCOBOi  CHCTEMH, 1110 OOYMOBJICHO
3pOCTaHHAM piBHA He(IHAHCOBHX pH3WKIB. B ymoBax
MOJIITHYHOI ~ HECTaOLMBHOCTI  Ta  MOSBH  3arpo3
MiATPHEMCTBAM HEOOXITHO 3BEpTaTH OCOOIHMBY yBary Ha
BCTAHOBJICHHS YITKOTO KOHTpOJIIO 3a BCiMa NpOLECaMH,
0 BinOyBarOThCSA Ta POPMYIOTECS B TIOTOYHOMY MEPIOIi.
Xo4a KOMIUIAEHC € IHCTPYMEHTOM HPOBEAEHHS KOHTPOJIO
Ha MIOIPUEMCTBI, aje CeKOHOMIYHI BHTOOM BiJ HOTO
BIIPOBAPKEHHS BUIIPAB/aHi caMe BUTpaTaMH, 1110 MOXYTb
OyTH 3aBHmaHi MIANPHEMCTBY 3a BIICYTHOCTI TaKOTO
KoHTpouto. [lepeBara KOMILIa€HCY TNOJSATAE HE TUIbKH

B 3IiMICHEHHS KOHTPOIIO HaJ (iHAHCOBHUMH ITOTOKAMH,

ayie 1 y MOXKJIMBOCTI TeHEPYBaTH JJ1s1 KOMITaHii 101aTKOBI

J0X0omu  crocoOoM  30UmbIIeHHS i1 iHBECTHLiHHOI
MpUBaOIMBOCTI.

3 ornmsay Ha 3a3HaueHe HEOOXIAHO PO3TISIHYTH
TEOPETHYHI U MPaKTHYHI aCMEKTH KOMILIA€HC-KOHTPOJIIO
Ta  3alpoINOHYBaTH

KOHKPETHY  CUCTCMY, ska 0

BpaxoBYBaJa BCi CYTTEBI aCIIEKTH HOTO MPOBE/ICHHS.

AHauni3 npo0jemu ii HAABHUX MeTO/iB

IIpobremn PO3BHTKY KOMILTA€HC-KOHTPOJTIO

BHBYAJH Taki BYE€HI, K
M. Kapnymenko [2, 3], O. Kosamumma [4], O. Hogixos [6],
T. llIBuaka [9], H. Cmeranina [8], M. Snenko [10], Illon
k. Tpidpdir [11] Ta in.

CrnoBo "kommaeHc" y mepekiaai 3 aHMIHCHKOT

H. Mockanenko [5],

MOBH O3Ha4a€ 3TOMAYy, BIAMOBIAHICTh. 3a BH3HAYCHHSIM
International Compliance Association (MixHapoaHa
KOMIIJIAa€HC-aCcoIiaIist), "KOMIUTA€HC — TI¢ 3a0e3MeUCHHS
BIANOBIZHOCTI  MisIBHOCTI  BCTAHOBJIEHMM  BUMOIaM
i cranmapram” [12].

H. CMeraniga 3a3Hayae, 110 KOMIUIAEHC Ta HOro

MIPaBOBE PETyIIOBAaHHS 3 SBIIIMCS Ha Mo4YaTky XX CT.,

© M. Kapnymenko, O. Kapnymenko, 2023
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Kox Oyio cTBOpeHo AreHTCTBO MiHicTepcTBa OXOPOHHU
310poB’s Ta comianbHux ciyx0 CIIA (FDA — Food and
Drug Administration). ATEHTCTBO IOYai0 PO3POOIATH
ImpaBujia, SIKUX MaJiu JAOTPUMYBATUCA Y4aCHUKH
MiATPHEMHUIBKOI isUTBHOCTI B Taly3i (papMaIieBTHIHOT
Ta xap4oBoi mpomucioBocti. FDA cramo perymsatopom
Ha puHky CIIA. A Bxe Brnpogosx 60-70-x pp. XX crt.
YHACTIIOK KOPYIIIHHUX CKaHJaliB OyB MPUHAHITHN
3akon CIIA "TIpo 60poTh0y 3 MPaKTHKOIO KOPYMIii 3a
kopmouom" 1977 p. (Foreign Corrupt PracticesAct), 1o
BCTaHOBHB JKOPCTKi ITPaBWJIa KOHTPOJIIO, YBIB BUMOTH IO
Oyxranrepchbkoi Ta piHAHCOBOI JOKYMEHTAIIil, YCTAHOBHB
IIpaBUJIa B3a€EMHUH 13 A€p>KaBHUMH YMHOBHUKAMH. Y KiHIII
1970-x pp. y CIIIA cTBOPIOETHCA IIiJIa HU3KA PETYIATOPIB
B iHmMX chepax MIIPUEMHHUIBKOI TisSUTBHOCTI. 3romgoM
KopymnuiiHi ckanganu 1980-x pp. cripsMyBanyu po3BHTOK
KOMIUTA€HCY HE TUIBKM Ha JOTPUMAHHS IMIEPAaTUBHHX
NpUNKCIB, a ¥ eTHYHHMX TMIpaBWJI BEJICHHS Oi3Hecy.
[potsrom 1990-x pp. mpuiimMaioTecs Po3’sicHeHHS TIpo
MOPSIIOK 3aCTOCYBaHHS KPHMIHAJIBHOTO ITOKAapaHHS IS
opranizaniit (Federal Sentencing Guidelines) [8].
Posrisgaroun mommMpeHHs KOMIUIA€HCY B PI3HUX
ramy3sx, H. MockajJeHKo Harojomrye, mo JOCIiTUBIIN
NPaKTHKY 3axiJIHUX KOMIIaHii, MOXXHa CTBEp/XKYBaTH,
0 KOMIUIA€HC TPUCYTHIM NMPaKTHYHO B YCIiX TaIy3six
rOCIOJapCTBa, HAMPHKIAA: CTpaxyBaHHI, (iHaHCAX,
KpEeInTi, BAPOOHHMIITBI, TOPTiBIIi, METUIHHI [5].
Busuarouu pusuku, M. Suenko [10] ctBepaxye, mo
KOMIUIA€HC — II€ TOM eNeMeHT CHCTeMH YIPaBIiHHA U
BHYTPIITHEOTO SAKUH

KOHTPOJIIO Ha  TiJIPUEMCTBI,

CIOpSAMOBAaHMK Ha 3amo0iraHHS KOMIDTA€HC-PH3UKIB,

o MOXYTb CHPUYMHATHUCS HEBIJIIOBIAHICTIO,
HEJOTPHMAHHIM 3aKOHOJIAaBCTBA, ICP)KABHUX 1 raly3eBHX
CTaH/ApTiB, KOJEKCIB €TUYHOT MOBEIHKH TOIIIO.

Hdis 1moOynoBn ¥ MIATPHAMKH KOPIIOPATHBHOTO
YIpaBJiHHS CBiTOBa NpakThKa, Ha XyMmKky T. IBuakoi,
MIPOTIOHY€ BUKOPHUCTAaHHS KOHIEMIi "Tpu JiHil 3axucTy"”,
BiJINIOBIJTHO /IO SIKOi OCHOBHUMH (DYHKITISIMHU JPYTOT JIiHIT
3aXUCTy TOCIIOJAPCHKOTO TOBAPHCTBA € BCTAHOBJICHHS
NEeBHUX MiJPO3ALIIB, IO 3IIMCHIOIOTH KOHTPOJb 3a
TSUTBHICTIO TOBapHCTBA, 30KpeMa: PU3UK-MECHEIKMEHT,
ynpaBiiHHs Oi3Hec-miporiecamu, ciyx0a Oesmekn Ta
KoMIIaeHe [9].

Hlon [Ix. I'pidpdir [11] y cBoiX mociimkeHHIX
HAroJIONIye, MO cydacHa (PYHKIlisI KOMIDIAEHCY CIPOCTOBYE
YABJICHHA TIIpO TE, 1O MeXaHiSMl/I KOpHopaTuBHOI'O
VOpaBIiHHA MAaOTh OYTH pe3ylbTaToM yroOW MiK
aKIioHepaMu i MEHeIDKepaMu, ITITBEP/DKYE HEOOXITHICTh
BpaxoBYBaTH 3aKOHOJaBYi HOPMH, YCTAHOBJICHI YPSIOM.

BapTto 3BepHyTH yBary, IO BHACHIJOK CILIBHOT
pobOTH KOMaHIM ayIuTOpiB, MEHEMKepiB, OyxrantepiB
Ta IHKEHepHO-TeXHIYHMX (aXiBIiB HA MDKHAPOTHOMY
00
KOHTPOJIIO 33 TOCHIOAAPCHKO0 MisUTBHICTIO, 8 caMme:

piBHI  CTBOpEHI JIOKyYMEHTH BHYTPIIIHBOTO

— craggapt "Limi KOHTpoNO y BHKOPUCTaHHI
iHpopmaniiianx Texnonorii" (COBIT — the Information
Audit and Control

Objectives for Information and Related Technology),

Systems Foundation’s Control
o 3abe3nedye BHPIMICHHS MUTaHb MPO BiAMOBIIHICTH
3aCTOCOBYBAaHUX 1H(OPMAIIHHUX TEXHOJOTI HasSBHUM
0i3Hec-IIpolecaM 1 € OCHOBOIO JJIsi CTBOPEHHS 3arajibHUX
MpaBWJ HAMIMHOCTI Ta MeXaHi3My KOHTPOIIO 3a
e eKTUBHICTIO BUKOpUCTaHHs iHpopMamiiHux cucteM [13];

— MOKyMEHT "BHyTpilIHii KOHTPOJIb: IHTETPOBAHUA
(COSO - the Committee of Sponsoring
Organizations of the Treadway Commission’s Internal

miaxin"

control — Integrated Framework) wmicTuth OCHOBHI

MPUHIUIKA  OpraHizamii  CHCTEMH  BHYTPIIIHBOTO

KOHTPOJIO B KOMIAHII Ta € BEPXHBOPIBHEBUM
KEepiBHUIITBOM JIA ii CTBOPEHHS Ta BAOCKOHAIEHHS [ 14];

— nokymeHnT "Konrtpons i aymur cucrem”" (SAC —
the Institute of Internal Auditors Research Foundation’s
Systems Auditability and Control) mpornonye miaTpumky
BHYTpIIIIHIM ayTUTOpaM y MHUTaHHSAX KOHTPOIIO ayIUTy
iHpopMamiiHUX CHCTEM 1 CTaHOBUTH IHTEpeC IOJ0
BIIPOBADKEHHS iX y IISUTBHICTH CLTBCHKOTOCIIOAPCHKIX
BUPOOHMYMX KoomepaTusis [15].

IlincymoByroum BCi BHINE3TrajaHi AOCHTIIHKEHHS Ta
pO3po0KH, MOXHA CGHOPMYIIOBATH BIIACHE BH3HAYCHHS.
Ha Hamy JyMKy, KOMIUIA€HC-KOHTPOJIb — HAOPsAM
ipodeciiHOT AisTEHOCTI, 10 3AiHCHIOETHCS MEHE/PKMEHTOM
i cmiBpobiTHHKaMHU

MIATPHEMCTB 11 KOHTPOJIIO

BIJIOBITHOCTI ~ MPOIICCIB YHUHHOMY 3aKOHOJIABCTBY,
MIpaBHUJIaM, CTAHIAPTaM SIK BHYTPIIIHIM, TaK i 30BHIMIHIM,
mo 3abe3medye iM CTanuii pPO3BHTOK Yy TIOTOYHIMH
i cTpaTeriunii mepcnekTusi. Llei KOHTPOIb € Pi3HOBUAOM
CHCTEMHU BHYTPILIHBOTO KOHTPOJIO, OCOOJMBICTIO SKOTO
€ He CTUIBKA KOHTPONb (DiHAHCOBHX TIOKa3HUKIB
i (QiHaHCOBMX pH3HKIB, SK 37€OUIBIIOT0 KOHTPOJIb
He(iHAHCOBUX TOKA3HUKIB, JOTPUMAHHS BCiX IPaBOBHX
ctepax

I[JIH CTBOPEHHSA CHCTEMH KOMIUIAEHC-KOHTPOJIO Ha

HOPM y pI3HHUX JISUTBHOCTI  KOpIOpAIlii.
MATPUEMCTBI TPONOHYETHCSI HU3KA 3aXO/iB, MO OyIyTh
JETaJbHO PO3TILIHYTI B il CTATTI.
MeTo0 poGoTM € TEOpeTHYHI Ta MPaKTUYHI
acrieKTd (OPMYBaHHS CHCTEMH KOMIUIA€HC-KOHTPOJIIO
Ha mignpueMcTBax. [Jis MOCATHEHHS METH HEOOXITHO
BUPIIIUTH TaKi 3aBIaHHSA: CUCTEMATH3yBaTH TEOPETHUKO-
"KOMILIa€HC-

METOAOJIONIYHI MiAXOAWM 1O IOHSTTA
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KOHTPOJNB",  y3araJbHATH  HANpsSMH  PETYIIOBaHHI

NISUIBHOCTI  KOMIIAHIM 3@ JOINOMOIOI0  KOMILIA€HC-
KOHTPOJIIO, KOHKPETH3YBaTH BUAM KOMILIAE€HC-PU3UKIB,
PO3TJSIHYTH OCOOJMBOCTI KOMIUIAEHC-KOHTPOJIO, HOTro

CKJIQJHUKH Ta CTPYKTYpPY KOMIUIAEHC-TIPOTPAMH.

Bupimenns 3aBaanus

KommaeHc-KOHTpolb —  OaraToacreKTHe IOHSTTS,
METOI0 TIPOBEACHHS SAKOTO € 3BEICHHS O MiHIMyMY
PH3HKIB 3aIy4eHHS MIAPUEMCTB Y MPOLECH, 10 MOKYTh
CTaTH JUIS HUX HE TUIbKKA (HIHAHCOBUMH BTpaTaMH,

aje W BTPaToO JOBipH 3 OOKY CYCHUIBCTBA, 30KpeMa

perymioBabHUX  OpraHiB, 1HBECTOPiB, IApPTHEPIB,
aKI[IOHepiB, KIIE€HTIB.
Posrmsimatoun  CyTHICTP  KOMIUIA€HC-KOHTPOJIIO,

HEOOXIJTHO HaroJOCHUTH, L0 BiH IOB’3aHUH 13 PH3UKAMHU,
i, HacamIiepe., BapTO BHOKPEMHUTH TPHU OCHOBHI PU3UKH,
110 OepyThCs 0 yBard Iij 4ac KOHTPOJIIO:

— penmyTaumidHuil:  omyONiKyBaHHS  HETaTHUBHOI
iHpopMmarii mpo opranizamiro abo HOro mpamiBHUKIB,
aKIiOHEepiB, WICHIB OPTaHiB YIpaBIiHHSA, apiTiHOBaHUX
ocib y 3acobax MacoBoi iH(opmarii;

— IPABOBHI{: HENOTPHMAHHS 3aKOHOAABCTBA, HACIIIKOM
YOT0 € CyNepeyKH 3 HarJsI0BUMH OpraHaMu;

— OmepamifHui: TOpyImIeHHS BHYTPINIHIX IPaBHI
i JOKYMEHTIB Oprasizamii, oo CHOPUYHHWIA 30UTKH,
HEOTPIIMAaHHS BiJIIOBITATEHIMHI 0cO0aMH # akIlioHepaMu
3aKOHO/IaBCTBA, YCT@HOBYMX 1 BHYTPIIIHIX JOKYMEHTIB
€KOHOMIYHOTO Cy0’€KTa.

Hanexxne  joTpuMaHHS  OCHOBHUX  NPHHIIMITIB
KOMIUTA€HC-KOHTPOIIO Ta HWOT0 eQeKTHBHA peai3allis
CHpUSIIOTH  MiHIMI3alil NpaBoBHX 1 pemyTauiiiHuX
PU3HUKIB, a TaKOX Oe3MocepeqHhO BIUIMBAIOTh Ha YCIIX
1 UTICHICTB caMoi opraHi3allii Ta 1o0po0yT ii mepcoHay,
IO 3PEUITOIO MiIBUIITY€E e(heKTUBHICTE Oi3HECY.

VY JocnijKeHH] AeTani3zoBaHi CKIaIHUKU CHUCTEMHU
KOMILUTA€HC-KOHTPONIIO, AKa  3abe3rmedye  MOCTIHHWH
MOHITOPUHI PHU3MKIB Ta OILIHKY SKOCTI BHYTPILIHIX
KOHTPONBHHX nponenyp. Ha pwuc. 1 3ampomonoBaHa
cxema, 10 300pakye OCHOBHI HAampsIMH PETYIIIOBaHHS
IISUTBHOCTI  KOMMaHii, $Ki 3JIHCHIOIOTh KOMILIAEHC-
KOHTPOJIEPH.

Hwuni ocobmmBy yBary HEoOXiZHO 3BEpHYTH Ha Te,
10 30UIBIICHHS KaHAJIIB KOMYHIKaIlii MPU3BOAMTH JIO
3pOCTaHHSA  KUTBKOCTI  MOTCHIIHHUX  peryTamiiHuX
pU3MKIB — Oynb-ska iHpOpMalis AyXe IIBUAKO MOXE
HOTPAITUTH B Mepexxy [HTepHET 1 HaHECTH MiANPUEMCTBY

CYTTEBUI1 perryTauiiHuii i GpiHaHCOBHI 30MTOK.

Kepiasnurso

Biaain 36yry

DiHAHCOBHA Komnnaenc-
siain KOHTPONEPH
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Puc. 1. OCHOBHI HampsIMH PeryJIIOBaHHS TisUTBHOCTI KOMIaHI{
3a JIONOMOT'OI0 KOMIUIA€HC-KOHTPOJIIO

HaBezneHi HampsiIMM KOMIUIA€HC-KOHTPOJIO BKAa3YIOTh
Ha Te, IO BiH mepeadadae MOCTiHHY aHATITHIHY poOoTy,
sIKa CIpHs€e MOIILHOCTI (OPMYBaHHS KOMaHIH, IO
Y3TOKEHO TIPALIOE HaJ KOHTPOJIEM PH3HKIB.

3a BM3HAYEHHAM 0ararhboX JOCHIIHMKIB, KOMILIAECHC-
KOHTPOJIb Ma€ 0araToacrnekTHHUI XapakTep y BCiX cdepax
JISUTBHOCTI Kopriopalil. Yci BUuM KOHTpOIIo 00’ efHye ix
CIPSIMOBAHICTh Ha JIOCATHEHHS OJHI€T TI100ambHOT METH —
JIOTIOMOITH Oi3HECY YHUKHYTH PHU3UKIB OaHKpyTCTBa
i 3a0e3neynTH CTiMKMH 1 cTaOUTPHUI PO3BHTOK Yy daci,
BUKOPHCTOBYIOYH CBOT OCOOJIMBI METO/M Ta IHCTPYMEHTH.

JI. AmeniueBa 3Beprac yBary Ha "KOMIUIA€HC

y TPYAOBHX
MIpUTaMaHHI TaKi O3HAKH:

BIJHOCHHAX SIK YMOBY TMpaii, sKii

— HaJIXKHICTh JI0 Kareropii HOPMAaTHBHHX YMOB

TPYyIOBOTO  JIOTOBOPY  (3aKpilNICHHS HE JIMIIE B
AQHTUKOPYNILIHHOMY 3aKOHOAABCTBI y cdepi mpari, ane
1 Oe3nocepesIHO B MUCHBMOBOMY TPYIOBOMY JOTOBOPI,
IHCTPYKIT

[IpaBwiax BHYTPINIHBOTO TPYAOBOTO PO3MOPAAKY Ta

a TakoX |y TMOCaIoBid npaliBHUKA,
AHTHKOPYMIIIHHINM nporpami podoTonaBs);

— TpaHC(GOPMYBaHHS AHTHKOPYMILIHHOTO KOMILIAEHCY
SK YMOBH TpPYZOBOTO JIOTOBOPY B CHCTEMYy IIpaB i
000B’S3KiB CTOPIH TPYJOBUX BITHOCHUH IIOAO JOTPUMAaHHS
HUMU BHMOT 3aKOHIB YKpaiHU Ta pi3HUX KpaiH, HIIHX
HOPMATUBHUX JOKYMEHTIB, CTAHIAPTIiB i €TUYHHUX HOPM
(KoZeKCiB MOBEMIHKHU) MION0 OOPOTHOM 3 KOpYMI€, Y
MeKax IX IPaBOMipHOI (TTO3UTHBHOT) MOBEIHKH Ha POOOTI;

— TapaHTYBaHHsI JEPXKaBOK 3a00pPOHU HCKPUMIHAIIIL,
HE3aKOHHOTO 3BUIBHEHHS, MePEBEICHHS, 3MiHU ICTOTHHIX
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YMOB Tpami Ta MOPYHICHHSA IHIOIMX TPYAOBHUX IIpaB
NpaliBHUKIB-BUKpUBayiB kopymuii" [1].

Tak, T. IIBupka [9] BHOKpeMIIIOE TOIATKOBUI
KOMIUTA€HC, TiJ] IKUM PO3yMi€ CHCTEMY 3aXOJiB, METOIO
SAKAX € JOTPUMaHHS TOCIOJaPCHKUM TOBapHCTBOM
SK TUIATHUKA MOAATKIB BUMOT 3aKOHOJIABCTBA 31 CILIATH
€IMHOTO BHECKY Ha 3arajJbHOOOOB’S3KOBE IepiKaBHE
colianbHe CTpaxyBaHHS, I10JIATKOBOTO 3aKOHOJIABCTBA,
a TaKOXX HaJe)KHA Ta BYAaCHA CIUIaTa MOJATKiB, 300piB
Ta IHIIMX IUIATEXiB. ABTOpPKa BBaXKae, IO CHCTEMa
YIPaBIiHHA KOMIUIA€HC-KOHTPOJIO — 1€ 3aXOIH, LIO
MaroTh Ha METI NPOBEACHHS aHali3y Ta JOCIIIKEHHS
JisUTBHOCTI TOCTIOIAPCHKOTO TOBAPHCTBA IOJI0 NOTPUMAHHS
BCiMa CHIBpPOOITHUKaMM BCTAHOBJCHUX IHpaBHI, 1
3a0€3MeYyIOTh TisUIbHICTh TAKOTO TOBAPHCTBA B IPABOBOMY
nosti. [HIMMU crioBaMy, 3aBJaHHSM KOMIDIAEHC-KOHTPOIIIO
€ CTBOPEHHS CHCTEMH BHYTPIIIHHOTO KOHTPONIO I
3armo0iraHHs BUHUKHECHHIO PH3HKIB 1/a00 1X JiKBigamis Ha
mignpuemctBi. Ha gymxy T. HIBuakoi, QyHKIisSsMEI
KOMILTA€HC-KOHTPOJIIO € PO3pOOIIEHHS Ta 3aKpiIUICHHS Ha
JIOKAJIFHOMY PiBHI ITiATIPHEMCTBA KOPIIOPATHBHOI TOJIITHKH,
CTaHAapTiB y cdepi iSUIBHOCTI MiIIPHUEMCTBA, CEpen
AKAX — KOMIUIA€HC-TIPOTPaMH, IIPOBEACHHS aHANI3y

BiJIIOBITHOCTI ~ KOPIIOPATHBHOI  IOJITHKH  YHHHOMY
3aKOHOJABCTBY YKpaiHH, MePEeBipKH HA JOTPUMAHHS BCIiX
CyYyaCHHX HOPM 1 TpaBWJI PETYJIIOBaHHS MisUTBHOCTI
MiATPHEMCTBA.

O. HoBikoB [6] BHOKpEMJIIOE aHTHUKOPYMLiHHUI
KOMIIJIAEHC, III0 Ma€ IEBHI OCOOJMBOCTI Ta MICTHUTH SK
000B’SI3KOBI, TaK 1 A0JaTKOBI eeMeHTH. O00B’ I3KOBUMHU
€IIeMEHTAMH aBTOP BH3HAYAE HASBHICTh aHTUKOPYIILIHHOI
nporpamMu FOPUIUYHOI 0c00H, 0ocodu, BiANMOBIAAIbHOI 3a
il peami3alfiro, CHCTEMH OIIHKM KOPYIIIMHUX PH3UKIB,
a TaKoX AaHTUKOPYNUIHHMX TONITHK, CTaHIApTIB Ta
mporenyp. Ha nmyMmMKy BuY€HOTO, aHTHKOPYHIIHHUI
KOMILTA€HC MOYK€ MICTHTH TaKi aHTUKOPYIIIHHI OTITHKH:

1) xonexc xopnoparuBHoi eTukH (Code of Ethics);

2) konekc noeeainku (Code of Conduct);

3) monituky mpotwuzii nmeramizamii ("BiIMUBaHHIO")
JIOXOIIIB, 3/I00yTHX 3JIOYMHHKUM IIIIIXOM, Ta (DiHAHCYBAHHIO
tepopm3my (Fight against Money Laundering and
Terrorist Financing);

4) moniTHKy TpUiMaHHSA W IapyBaHHS MOJApyHKIB
(Gift policy);

5) TONITHKY TIOBIIOMIIEHHS TIPO TOPYIICHHS
(Whistleblowing policy);

6) TONITHKY pETyTIOBaHHS KOH(QIIKTY iHTEepeciB

(Conflict of interest management policy);

7) momitTuky ~ B3aemomii 3 KepiBHUMH i

npaBooxopoHHumu opraHamu  (Policy of working
with Law Enforcement bodies);
8) momituky "HaJIeKHOT nobpouecHocTi"

(Due Diligence);

9) momnituky ineHtudikanii koHTpareHtis ("Know
your costumer” policy);

10) momituky koHpimeHmiitHocTi (Privacy policy)
Tomio [6].

O. KoBanumvH J0ciipKye MOHATTS "KOPIOPATUBHUM
KoMIUlaeHC" 1 HArojomye, II0 BOHO € JOCTaTHBO
IIMPOKKM 1 HE Ma€ YiTKUX OKpecjeHux Mmex. [lopsa i3
KonekcoM KOpHopaTHBHOT INOBEHIHKH KOPIOPAaTUBHHUIMA
KOMIUTAEHC OXOIUTIOE IOJITHKY, IO PETYyJI€ KOHMIIKT
iHTEepeciB 3aBISKHA BIPOBAKCHHIO CTHYHHUX CTAHAAPTIB
MIOBEIHKU CHIBPOOITHUKIB y pa3i BHHUKHEHHS NOAIOHUX
KOH(GUIKTIB (iHTepecH MocagoBoi 0co0M cymepedarsb
iHTEepecaM cy0’€KTa rocIolaplOBaHHs, IHTEpEcaM OJHOTO
3 KJTi€HTIB TOIIO); MONITHKA iHPOPMYBAHHS PO MOPYIIEHHS
eTnyHNX craHnaprtiB (whistleblowing policy), mo Hanmae
3MOTy TMpamiBHHKaM SK OQIliifHO, Tak 1 aHOHIMHO
MTOBIJOMJISITH TIPO BHITA/IKK KOPYIIIIT Ta iHIII MOpYIIEHHS
HOPM 1 CTaHZApPTIB TIOBENIHKH; TIOJITHKA YECHOI
KOHKYpEHIIii, [0 BHUMAarae BiJi KOXHOTO CIiBPOOITHHKA
BHKOHYBAaTH KOHKYPEHTHI IIpaBrJIa if yMOBH Ta CIIpSIMOBaHa
Ha ()OpMyBaHHS BUILHOTO PHHKY W BIKPHUTOI KOHKYpEHIIIT
TOBapiB i moCTyT TOIIO [4].

KopnopaTtushuii KOMILTA€HC, SIK BBa)XKae
O. KoBamumuH, peryiroeTses 31e0UTpIIoro Ha piBHI
JIOKaJIbHUX TPaBOBUX akTiB, Takux sk Kojekc
kopropatuBHOi moBeninku (Code of conduct), Komekc
koprniopatuBHoi etuku (Code of Ethics) Tomo. Konexc
KOPIIOPATHBHOI TOBEAIHKA € TUM O0a30BHM JIOKATEHUM
MIPaBOBUM aKTOM, III0 MICTUTb HOPMH IIOBEIiHKH
IMOCaJOBUX OCi0 BHKOHABYOTO I HAIJISIIOBOTO OpPraHiB
TOBApUCTBA, CIIBPOOITHUKIB Yy B3a€MOBIJHOCHHAX MiXK
co00I0 Ta 3 KOHTpareHTaMmH, IOCTaYIbHUKAMH Ta
IHIIUMU  TPETiMH o0co0aMH, 3 SKHMH Ma€ CIpaBy
IeBHa MocazoBa ocoba (MpaIiBHUK) MiJ 9ac BUKOHAHHS
cBOiX npodeciiiHux 000B’a3kiB [4].

Baaxkaemo, 1110 aHaIi3 OCHOBHUX MiIXO/IB 0 CHCTEMU
KOMIIJTA€HC-KOHTPOJIIO Ta OLiHKAa OCHOBHHMX HamnpsMiB
Horo 3[ificHEeHHS Iar0Th 3MOTY KOHKpPETH3YBaTH IIe
MOHATTSL 3 TOIJIAAY CyO €KTHO-00’€KTHOTO MiAX0ay Ta
BH3HAYHUTHU HOTO SIK YaCTHHY 3araJlbHOTO OpraHi3alliifHO-
€KOHOMIYHOT'O MEeXaHIi3My HiINPUEMCTBA, OCHOBAHOTO Ha
JIOTpPUMaHHI iHTEpECiB yCiX HOTO CTEHKXONIEPiB MUITXOM
3IificCHEeHHs] 0E3MepepBHOIO MOHITOPUHTY JisSUIBHOCTI
MiIIpUEMCTBA  Ta

TIOTICPEIKEHHSA HECTIPUATIINBUX

PHU3UKOBHUX TMOJiH, MOB’SI3aHUX 13 HE3aKOHHUMH isIMU
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mianpueMcTBa a00 CHiBpOOITHHKIB, HASIBHICTIO B CHCTEMI AHami3 MOTIsAiB 1 TyMOK JOCHTiTHHUKIB AaB 3MOTY
KOPYIIIIHHOTO CKJIAJHUKA, HaJaHHSIM HEIOCTOBIPHOT 3rPYIYBaTH BHIU W OCOOJUBOCTI KOMITIA€HC-KOHTPOIIIO
iH(opMarii Ipo isUTEHICTH MAMPUEMCTBA 3aIliKaBICHUM (puc. 2).

ocobaM Ta  IHIOIUMH  JiIMH, IO  CyIepedaTh
KOpPHOpPAaTHBHIHN eTHII mianpreMcTsa [2].

*lHhOPMaLLA NPO NOPYLEHHA, 3MIHW Ta BIAXMNEHHA, BUABNEHHA I
aHanis ix NnpuumH. PoskpurTa iHbopmauil npo cyTTesi noaii. TepmiHu
MOAAHHA BHYTPILLHIX 3BITIB

KomMnaaeHc-KOHTPOIb BUPOBHUYOI
AIANBHOCTI

* [IOTPUMAHHA PO3MEXKYBaAHb MiXK 30BHILUHIMW Ta BHYTPILIHIMMK
KOMMAN3EHC-KOHTPONL NPOAaXK (snacHumm) onepaujismu. TpaHchepTHe LiHOYTBOPEHHSA. Peknama i
PUHKOBE LiHOYTBOPEHHA

*[locToBipHicTb iHpOpmaLii npo onepadii 8 cuctemax o6niky. Bigomocri
KomMnnaeHc-KoHTPONb diHaHCoBMX i Npo NOPYLEHHSA Ta PU3MKK B NpoLeAypax KOHTPONIO 33 GiHaHCOBUMMU
onepauiiHux pusmnKis i 3siTHocTi pu3uKamm 1 nig vac dopmysaHHa 3siTHOCTI. BigomocTi npo pusnkosi

noAji Ta 36UTKK, METOA0NOrII iIX OLIHIOBAaHHA

*BuABNGHHA KNIEHTIB | ONepaii, CXUNbHUX A0 PU3NKY, YCTAHOBAEHHA
HEBIANOBIAHOCTI Y BHYTPILWHIX Npoueaypax i AiAx cnispobiTHWKIB, Wo
NPU3BOAUTL 40 PU3MKY 3aCTOCYBAHHA CaHKUiX | BTpaTh penyTauii

KomnnaeHc-KOHTpOAb Ainosoi penyTauii

*|HdopMmaLia NPo BHYTPILWHI ¥ 30BHIWHI NpaBoBi KOHGAIKTK, BigOMOCTI
X NpPO CTaH BHYTPILHbLOI Ta 30BHIHLOI HOpMaTUBHOI Basu, NPOEKTH
KoMnAaeHC-KOHTPOIb NPABOBMX PU3NKIB HOPMATUBHUX AOKYMeHTiB. lpaBoBa OLiHKa NOpPYyLWeHb, BUABNEHMX
dyHKUiE "KOoMNNaeHC", WOAO0 NPUAHATTA NOAANBLWMNX OPUANYHMX
Ai | nNpaBoBMX HacNiAKiB. 33aKOHOAABCTBO MNPO  peknamy i
AHTMMOHONMNO/IbHE 3aKOHOAABCTBO

KomnnaeHc-KOHTPONbL B3aEMOBIAHOCKH 3 *HanaHHA AOKYMEHTIB Ha 3anuUTK1 30BHILLHIX OPraHis KOHTPONIO,
opraHamu KOHTROHO y3aranbHeHHA iHpopmauii Npo NopyLIEHH:A, KOOPAUHALLiA 3ycuab
pi3HUX Nigpo3ainie y cnipHUx cuTyaLiax

KomMnAaeHC-KOHTPOIb yNpasaiHHA * [IOTPUMaHHA TPYA0BOT ANCUMNNIHM, 3aKPINNEHHA HEOBXIAHUX BUMOT Y
NepcoHanom N0roBopax, a TakoX OKPEMi NUTaHHA HaBYaHHSA, OLIHIOBAHHA
npauiBHWKIB opraxisauii

KomnnaeHc-KOHTPONbL 3a6e3neyeHHs *BigomMocTi Npo MOKAUBI Ta BUABNEHI 3/10BXKMBAHHA, NOPYLLIEHHA
Gesnekn 3axucTy iHpopmallii (3okpema B aBTOMaTU30BaHUX IHPOPMaLLiAHNX
cucTemax) i akTUeiB (30Kpema nig vyac KoHTponio AocTyny Ao 06'eKTis)

Puc. 2. Bunu it 0coGIHMBOCTI KOMILIAEHC-KOHTPOIIO

Ha mixcraBi mpoBeneHHMX JOCITIDKEHb aBTOpaMU — po3pobieHHs Ta peadizanis 3axX0/iB,
CTaTTi BUOKPEMIICHO TaKi MPUHIIUIH KOMILIaeHCy [3]: CIIPSIMOBaHMX HAa  3HWKCHHA  KOMIUIA€HC-PH3HKIB
—4iTKe JOTPHUMaHHi YWHHOIO 3aKOHOJABCTBA, 1 TOCTiHE BJOCKOHAQJICHHS CHCTEM BHYTPIIIHHOTO
a4 TaKOX BHYTPIMIHIX HOPMATHBHHX 1 pPO3MOPSIIINX KOHTPOITIO y cdepax MisTbHOCTI 3 BUCOKIMHU KOMILIAEHC-

}IOKyMeHTiB Hi}IHpI/ICMCTBa; PU3UKAMU;
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— JOTPUMAaHH IIPUHLIHIIIB KOMILIA€HCY KOHTPareHTaMu
B IIPOLIEC] peai3alii 10roBipHHUX BiIHOCHH MiANPHEMCTBA;

— TepeBara CIIBIIpalli 3 JIJIOBUMH ITapTHEPAMH, SKi
JIOTPHUMYIOTBCS THX CAMHUX LIHHOCTEH, 110 ¥ MiAPHEMCTRO;

—3a0e3NeyeHHs  MOXIHMBOCTI  BHSBJICHHA  Ta
BPETYJIIOBAHHS KOH(JTKTIB IHTEpPECIB, 30KpeMa MOTCHITIHHIX;

— HaJaHHA TpaIliBHUKAM 1 TpeTiM ocobaM 3MOTH
KOH(MIAEHIIIIHO 1 32 0a)KaHHSAM aHOHIMHO MOBIIOMIIATH
PO MOXXJIMBE MOPYLICHHS CTaHAAPTIB KOMIUIAEHCY 3a
JTOTIOMOT'0X0 "raps4oi JiHiT" a00 eIeKTPOHHOO MOIITOIO;

— 00OB’SI3KOBICTB 3aCTOCYBaHHS 3aXOIiB AUCIUTITIHAPHOT
BIJIMOBINAIILHOCTI B pa3i MOpPYLICHHsS IpaliBHUKAMH
CTaHIAPTiB KOMIUIA€HCY;

— MPOBENIEHHSI MOCTIHHOIO KOHTPOJIIO 33 CTaHOM
CHCTEMH KOMIUIA€HCY B KOPIIOpALil.

Cepen ¢yHKIii koMIutaeHC-KOHTpoto O. OBCieHKO
BU3HAYA€ TaKI:

— YIpaBIliHHS PU3UKAMU;

— IiIBUIIICHHS PiBHA KariTaizamii Oi3Hecy, 3pocTaHHA
JTIOXOJTHOCTI Ta pUHKOBOT BAPTOCTI aKIIiif;

— IACUUIUTIHYBaHHS MCEHEDKMEHTY I HaliMaHHX
MPAaLiBHUKIB;

— 3a0€3MeYeHHS JIOSUTBHOCTI CTeHKXOIIEPiB;

— OHOBJIGHHS ~ CTpaTerii  KOMmMaHii, OTpUMaHHs
JOAaTKOBHX KOHKYPEHTHHX IepeBar;

— CTBOpPEHHS €(DEKTHBHUX HOPM TOCHOAAPCHKOL
noBeAiHKH [7].

CucremMa KOMIUIA€HCY Ha IANPHEMCTBI Mae OyTH
odopmieHa y GopMi KOMILIAEHC-TIPOTPaMH, 110 € OJTHUM
3 IHCTPYMEHTIB YyHpaBliHHA. Y KOMILIa€HC-porpami
BapTO 3aKpIMUTH BCi OCHOBHI LTI TPOBEACHHS
KOMIAJIEHC-KOHTPOJIIO, HOTo (DYHKLIT, TTO3HAYUTH KITIOUOBI
SJIEMEHTH Mporpamu, cGOPMYITIOBAaTH TNPUHLUIN H
CTaHAApPTH KOMIUIACHC-KOHTPOJIIO, & TaKOX OCHOBHHX
KOMILTA€HC-TIPOTIECIB.

H. Cwmeranina Harosiomrye, 10 "KOMIUIA€HC-
IpOrpaMy JOIIOMAraloTh YCyHYTH MpoGiieMy Ha HOBOMY
PiBHI: Bii 30BHIIIHEOTO KOHTPOJIIO 3 OOKY CYCHIJILCTBA JIO
BHYTPIITHEOTO KOHTPOJIIO Ta BHYTPIIIHBOI METONOJIOTII —
KOMIUTA€HC-MEHEJDKMEHTY. Taki MEeHe/KepH INpaiioloTh
i3 Komeramu, 100 3amoOirTH, 3HAUTH W YCYHYTH
MOPYIICHHSI 3aKOHOJABCTBA, €THYHUX Ta IHIIUX HOPM.
Bonm parote 3Mory iHIIMM CIiBpOOITHHKAM Kparie
PO3YyMITH 3aKOHM ¥ JOTPUMYBAaTHCS IX, TUM CaMuM
peanizoByIOUH B JKUTTS OWiKyBaHHS KEPIBHUIITBA KOMIIAHii.
VY cydacHOMY CBITi KOMILIA€HC-IIPOTPAMH BIPOBAIKYIOThCS
y Bcix kpainax. Y CHIA, Ipnannii, IliBnenniit Adpwuri
Ta IHIIMX perioHax y»e CTBOpeHO npodeciiHi acomianii
KOMILTa€HC-MeHekepiB. B Opranizaiii KoprmopaTHBHOTO

komiutaency # eruku (Society of Corporate Compliance

and Ethics — SCCE) namiuyerscst 9 400 uineHiB 3 moHan
30 xpaiH, i s KUTBKICTh MIBUAKO 3pocTae. MiXKHaApOIHUM
o0’emqHaHHAM TmpodecioHaNiB y 3a3HauYeHId cdepi €
International Compliance Association (mami — ICA) —
KOMMaHisg, cTBopeHa y Bemmkiit Bbpwuranmii 2001 p.
Bona oxommoe Oinbmie HibK 50 ropHcIOMKLiN, Mae
perionansHi npexactaBaunTBa B Jlybai ta Cinramypi i
Haiiuye moHan 10 THC. y4acHHUKIB, SIKi OOMIHIOIOTHCS
inpopmamiero ta gocsinom Ha 6a3i ICA3. KowmaeHc-
NporpamMH He TUIBKU He 30UIBLIYIOTH KiJIBKICTh MPaBUII
i perimaMeHTamii, a ¥ JafOTh 3MOTY 3MEHIIUTH HaOlip
periamMeHTiB, 1[I0 BCTAHOBIIOIOTHCS JEPKABOIO ISt
0i3Hecy. KowmmmaeHc-miporpamy e€QeKTHBHOIO pPOOISATH
il IHCTPYMEHTH — ayJIMT, PO3CJiIyBaHHS, 3a0XOYCHHS,
MOBIAOMJIEHD,  IiABHMILEHHS

MeXaHI3MH  aHOHIMHHUX

kBaiiikamii, eTW4YHI HOPMH, OIIHIOBaHHS PH3HKIB
1 3BOPOTHUH 3B’S130K 13 KepiBHHITBOM" [§].

3acagHUYNMK TPUHOUATAMEA (OPMYBAHHS CHCTEMH
KOMIUTA€HC-KOHTPOJIIO MalOTh cTaTH [3]:

— pPO3MmOoJLT 000B’s3KiB. Heo0ximHo, oo
BIIOBIANIGHICT MDK TpaIiBHUKAMU IiIIPHEMCTBA
po3moauIsIacsl TakMM YWUHOM, MO0 JKOXHA JIIOJMHA
He BiamoBimama 3a omepamito 3aragoM. OCHOBHa ines
noJisirac€ B TOMy, IO 0cola, sika J03BOJISE 3/1MCHEHHS
roCroJapcekoi  omeparii, He Mae OyTH TakKoX
BiJIMOBITAJILHOKO 33 PECYPCH, 110 3AITyYarOThCS;

—nmo3Bin 1 cxBameHHsa. Lli mpomemypm MaroTh
3a0e3MeUnTH CXBaJICHHS BCIX ONeparliif BiMOBiIaIbHUMHU
MeXax THX OOMEXKEHD,

mocajoBUMH ocodamMu B

HOpPM, HOPMAaTHBIB 1 KOIITOPHCIB, Ha $Ki KOXHa

3 TmocamoBux oci0 Mae moBHOBakeHHA. CyTHICTB
peanizanii MNPUHIMIY TOJSIrae B TOMY, MO poOoTa
Oyap-sKoi  JFOIWHM, HACKITBKA  II€ MOJKJIMBO,
MepeBIPSAETHCS 1HIIMM TpaIliBHUKOM 0e3 sikoro 0 To
He Oyno nyOroBaHHS;

— (QI3MYHUH KOHTPOJIb — PI3HOBHJ KOHTPOJIIO, IO
3MIHCHIOETBCS 3a JIOCTYIIOM [I0 aKTHBIB 1 JOKYMEHTIB.
L cucTemMa KOHTPOJIIO MOXE BHUSBUTHCS CKJIATHOIO IS
MiAMpHEMCTBA 3 0araTOHOMEHKJIATYPHUMH — BHAaMHU
PECYPCIB 1 TEpUTOPIATLHOK BiIJANCHICTIO MiIPO3/ILTIB.
o6 xepyBaTH TakuM MiAMPUEMCTBOM, HEOOXiTHO,
mo0 HOro KepiBHHMK, LEHTPU BiANOBIJAIBHOCTI MalH
mwiaH (YHKIIOHYBaHHA Ta CXeMy IIIPHEMCTBA
(3 BHM3HAuEHHSM OOOB’S3KIB PI3HUX MOCAJOBUX OCIO).
Cxema Mae wMicTuTH OyAb-sSKi HEBH3HAYEHOCTI, IO
MOXXYTh TPHU3BECTH 0 Pi3HOYHMTaHb. be3 Takoi YiTKOCTI
PEe3yIIbTaTOM MOKE BHSIBUTHCS a00 BiCYyTHICTH KOHTPOITIO,
abo mapHe nyOmoBanHs. Kpim Toro, 3akpinuBUIM
BIIMOBIANIGHICTh 32 KOHKPETHHM IEHTPOM, MOXKHA

BUABUTU HUIAXW JCJICTYBAHHSA ITOBHOBAXXCHbL 3BEPXY
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JIOHH3Y Yepe3 yci PiBHI iepapXii yIpaBIiHHSI KOOIIEPATHBOM
1 BIZIMOBIIHI NUISIXX 3BOPOTHOTO PyXYy iH(opMaIrii.

[lporpamMa € eNeMEHTOM CHCTEMH KOMILUIa€HC-

YOpaBIiHHA, OO0’€KTH YUpPaBIiHHA W MOHITOPHHT 3a
e(EKTUBHICTIO 3aIPOBA/KEHHSI MPOLEAYP 13 3aro0iraHHs

KOMIUTa€HC-pr3uKiB. OCHOBHI  CKJIAIHUKH  CHUCTEMH

KOHTPOJIFO, B  SKIH  BHOKPEMIIIOIOTHCS  CYO €KTH KOMILTA€HC-KOHTPOJIIO HAaBEICHI Ha pHC. 3.
Efia mpats Mpoueaypu
niHia AscaRIoIn
NOTeHUiHUX CnispobiTHnKm
cnispobiTHuKis,
naprHepis, .
gl OMNAN3EHC-
. 4 \ / nporpama
==
3axoau 3
BUABNEHHA KoHTponb NaptHepu . et
HOMBNIBEHE Han6inbw
pU3nKis Ta ix PVHKOBIK
RpoTAN TPaH3aKui#

06'extn ynpasniHHa

Puc. 3. CKJIaIIHI/IKI/I KOMILTIA€HC-KOHTPOJIIO

KomrmtaeHc-nporpamMa € 00’eqHaHHAM — (QYHKIIH,

MOB’s3aHUX 13  3amoOiraHHAM 1 HEHTpaizaliero

KOMIUTAEHC-PU3UKIB Yy CHCTEMY, Ta € e(eKTHBHOO
MporpaMoro Iiif, mo mependadae MpOIeIypH MEpeBipKU
Ta 3a0e3neuye yd4acTh YCIX CHIBPOOITHHKIB KOMIaHil
B 3/IICHEHHI KOMIUTA€HC-KOHTPOJIIO.

IcnyBanns  ynidikoBanoi  0a3oBoi  cuCTeMH
KOMIUTA€HCY J03BOJIMTH YCTAaHOBUTH €IWHI JJISI BCIX
MiAMPUEMCTB HOPMH, 10 JAIOTh 3MOTYy e(eKTHBHO
BITPOBA)KYBATH KOMIUIAEHC-TIPOIPAMH Y CBOIO CHCTEMY
BHYTPIIIHBOTO BU3HAYaTH W

KOHTPOJIIO, BYaCHO

nonepea’kati BHHHUKHCHHS IIPABOIMOPYIICHb, ITOBHOMO

MIpOI0 BigmoBizaTu BHMOTaM HaISIIOBUX i
PETYIIOBaIbHUX OPTaHiB.
Ilefi  iHCTpyMEHT, 1[0  YacTO  HA3WBAIOTh

KOPHOPATHBHOIO 1JI€0JIOTIE0, TIPOHU3YE aOCONIOTHO BCIO
JUSUTBHICTh MIANPUEMCTB 1 3abe3rneuye Oe3nepepBHUMN
KOHTPOJIb TIPOLIECIB, 110 BiIOYBaIOTHCS B OpraHi3aliiHii,
BUPOOHUYIM, EKOHOMIYUHIHM, IHBECTHIIHHIN Ta COIliaIbHIN
cepi.
MiIPO3/UTY Ha MIANPHEMCTBI TOJATa€ B aKyMyJIOBaHHI

Orxe, OCHOBHMH (YHKI[IOHa KOMIUIA€HC-
BCIX TpaBWJI, SKAMH Ma€ KepyBaTHCS IIiIPHEMCTBO
Y CBOIH JisTIBHOCTI.

3a3HavyeHi HampsMH KOMIUIAEHC-KOHTPOIIO JA0Th
3MOTy 3pOOMTH BHCHOBKH, IO MOHITOPUHI PH3HKaMH
MiATPHEMCTBA Tlepeadadae MOCTiHHY aHATITHIHY poOoTy
KOMaH/IH, SIKa y3rO[PKEHO MPALtoe HaJl KOHTPOJIEM PH3HKIB.
110
KOMIUTA€HC-PU3UKAMU Ha MIINPUEMCTBI B

M. SueHko 3a3Havae, "yemix  ympaBIiHHS

yMOBax

Cy6'ekti ynpasnivHa

MoHiTopuHr epeKTHBHOCTI 3anpoBagXeHnx
npoueayp i3 3anobiraHHA KOMNNAEHC-PU3MKIB

rnobamizaiiHuX  OOMEXEHb  3aleKUTh BiJ  JBOX
KITFOYOBUX (DaKTOpiB:
— HasBHICTh BUCOKOIIpOdeciiiHOro (axiBis

3 koMIutaeHcy. [lompu BincyTHICTH odimiitHoi mpodecii
B YKpaiHi B 0ararb0X KOMIIAHIIX Takuil (axiBelp €.
HasuBaeTnest mocana mo-pisHOMY: KOMIUTa€HC-MEHEIKeED,
KoMILIaeHc-0(ilep, KOMIUIAEHC-KOHTPOJIEP, KOMIUIAEHC-
YEeMITiOH, KOMIUTa€HC-aMbacaiop;

— rpamMOoTHa W eQeKTHBHA IHTEerpaiisi CHUCTEMHU
KOMIIIA€HCY B IIOB’sI3aHI ITJJCHCTEMH: KOPIIOPATHBHOTO
YIIPaBJIiHHS, PU3UK MEHE/DKMEHTY, CUCTEMY BHYTPILIHBOTO
KOHTPOJIIO, KOpropaTuBHOI 6e3neku Tomo" [10].

Tomy [uisi HalKpamoro AOTPHUMAaHHS MPUHIMMIB i
HOPM KOMIUJIA€HCY B CTPYKTYpI MiJNPHEMCTBA JOLIJIBHO
CTBOPIOBATH CIELANbHI MiAPO3/UIH, Y SIKUX CIiBPOOITHUKA
BpPaxoOBYIOTb ~ BHMOTM  HOPMAaTHBHHX  JIOKYMEHTIB
HE3aJIeKHO BiJi HAsIBHOCTI ab0 BIACYTHOCTI CHCTEMHU
opraiB, 1m0 3a0e3NeduyloTh IPaBOMIpHE W ETHYHE
BEJCHHS Oi3HECY.

Hamu copmoBani neBHI peKoMeHAAIIH, 10 TaI0Th
3MOry Iie Ha erami (opMyBaHHS CHCTEMH KOMILIAEHC
3pobuTH ii CTIHKOIO Ta €PEKTUBHOIO:

1. KoMmIutaeHC-KOHTPOJIEPH MarOTh OyTH HaIiICHi
IIMPOKUMH TOBHOBR)XEHHAMH, IO JAAAyTh 3MOTY iM
MIPOBOAMTH PEOpraHi3alilo BHYTPINIHIX Oi3HEC-poLECiB

kommadii. OCKITBKH MiHIMI3amis PU3UKIB 1 3MIITHEHHS

penytanii kommaHii iHOAI TOTPEOYIOTh KOPCTKUX
3axX0[iB, TMOB’S3aHWX, HANpPHUKIAA, 3  BiIMOBOIO
Bil cCmiBmpami 3 KOJHIIHIMA TapTHepamu  abo

mepenpoiTIOBaHHS BHIIB MiSUIPHOCTI, IMOAIOHI 3MiHH
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MOXXYTh BUKIHMKATH OIp KOJCKTUBY W KEpiBHHLTBA.
ToMy craHOBHUIIE KOMILIAEHC-KOHTPOJIEPIB Ha CIIyKOi
Mae OyTH JOCHUTH BHCOKHM 1 JaBaTH BiANOBiTHI
MOBHOBa)KEHHSI.

2. HeoOxigHo, m00 KEepiBHUITBO KOMMaHii Ta Ii
BJIACHHKH KOOPIWHYBaJM Jii KOHTPOJIEPIB 1 HaJaBaTH
iM ycro HeoOXimHy iH(pOpMaIilo, a TaKOX CHPUSIIA
MPOBEICHHIO PEOpraHi3allifHIX MpoIeciB. bes y3romkeHoi
B3a€MOJIi TPbOX CTOPiH OyAe HEMOXIIMBO HAaJIaroJUTH
e(eKTUBHY CHUCTEMY YNpaBIiHHS pU3UKaMH. Takox 3
OOKy CIiBpOOITHHKIB KOMITaHII HEOOXiTHE YCBIIOMIICHHS
Toro (akry, MmO HE TUIBKH KOMIUIAEHC-KOHTPOJIEPH
MaloTh OpaTH y4acTh y TONEpeIKCHHI PHU3UKIB, aje i
BOHU CaMi, OCKUIbKM KOXKEH IMpPAaI[iBHUK y MEXaX CBOEI

PaBorogaseus %
- Po3caityBanms.

- llItpacu, Mo HaKIaZa0ThCS B HUBLUILHOMY
il KpUMIHAJILHOMY [OPSLAKY.

-Ilpusyunnenns npaBa BectH Oi3nec i3
JICPIKABHUMH OPI'aHAMH.

-IlopymieHns cy/IOBHX CHpaB KOHKYPeHTaMH
H aKmioHepaMH.

-3HMAKEHHS penyTamli uepe3 HEraTHBHI
1y GJiKarii.
-llopymennst  omepauiifnoi  J{SUILHOCTI

KOMMaHii BHACTIOK CITIUYNX 3aX0J11B.

Puc. 4. Hacniiku mopyuieHs KOMIUIA€HCY

OcHoBHa iz{ea KOMIUTA€HCY IMOJIsiIra€ B TOMY,

oo I CHCTeMa CHOpPsSMOBaHA HE Ha YHUKHCHHS
BiJINIOBiTAIGHOCTI ~ CIIBPOOITHHUKIB  IMiJIPUEMCTBA 32
NpUIHATI pIlICHHS, a Ha CYTTEBY 3MiHYy IXHBOTO

BIZIHOIICHHS 710 IIOSBU IOPYIIEHb 3aKOHOJABCTBA Ta
BHYTPIIIHIX PEriaMeHTIB KOMIaHil, 0 B KOMIUIAEHC-
cUCTeMi  CIpUHMAIOThCS ~ AK  HENPUIYCTUMI |
HEeNpUUHATHI Toaii. 3MiHa MHCIEHHS CIIBPOOITHHKIB,
SKI TPpaIoOTh 3a NpaBWJIaMH KOMIUIA€HC-CHCTEMH,
MOXIIMBA B pa3i HasBHOCTI B KOMIIaHii KOPIOPATUBHOT
eTuKn W KynpTypu. Lle Oyne mpoTHAisTH BYMHEHHIO
OyAb-SIKOTO MOPYIICHHS.

0 KOMIaHii
BiJUILTY
KOMIUTA€HC-KOHTPOJIFO 3a0IIQ/DKYIOTh 3HAYHI pecypcH

CBiTOBa NpaKkTHKa ITiATBEPIKYE,
3  e(eKkTHBHO HaJaro/KEHOI  pOOOTOIO
HAa OIUIATy 3aJlydyeHUX (HIHAHCOBHX 1 MMOJATKOBHX

KOHCYJIBTAHTIB,  IOPHCTiB,  OCKUIBKH  CaMOCTIHHO

NPOBOJASATH KOHTPOJIb 1 MNpPUIMAaIOTh MEBHI pIlIEHHS
3 IUX HATIPSMIB.

MISJIBHOCTI  BOJIOAIE  HAWOUIBII  ITOBHOXO

chepu
iHpOpMaIli€l0 NP0 PU3UKH, L0 BUHHUKAIOTh, 1 BIH XKe
MOJKE 3aIllPONIOHYBATH HAMOLTBII ePEeKTHBHI HUIAXH iX
HelTpamizanii Ta 3HWKEeHHSA. CHiBpOOITHHKH BiIILIIB
KOMMaHii MaroTh

Oyt mpoiHpOpMOBaHI TIpo Te,

[0  KOMIUIAEHC-KOHTpOJIepaM  HEOOXiTHO  BYACHO
HAJaBaTH aKTyalbHy iHQOpMaIio mpo Oi3Hec-TporecH
Ha MiANPUEMCTBI.

3. Yci criBpoOITHHKHY, 33/isHHI B yIPABIIHHI PH3UKAMH,
MaloTh  BOJIONITH IIOBHMM 0OCSroM mpodeciiHux
KOMIIETEHIIi# y cepi pu3UK-MeHEKMEHTY [2].

KpiM Toro, HeoOXimHO mepeadaYuTH HACIIIKU
TIOPYIIICHb KOMIDTIAEHCY LTS pOOOTOABIIS 1 CITIBPOOITHHKIB

mignpueMctBa (puc. 4).

CnispobiTHUKK

-IlITpadn, mo HakIagAI0THCA B
[MBLIBHOMY # KPHMIHATBHOMY OPSJIKY .
-TropemHue yB'S3HCHHS.

-CytoBa i rpoMajisiHCchKa
BLIIOBIQJIbHICT,

-Cankuii Beepe/IMii KOMIIaHii.
-3BiTBHEHHA.

-BictoponeHus BLI podoOTH.

-3HIDKEHHS penyTalii.

BucHoBku

OTxe, y MAOCHIIKEHHI JOBEACHO, IO HAaJIEKHE

JOTPUMAHHS ~ OCHOBHMX  TPHUHIMIIB  KOMIUIA€HC-
KOHTPOJNIO Ta HOTo e(eKTHBHA peawi3allisi CHpHUSIOTh
MiHIMi3alil MPaBOBUX 1 peIyTalifHUX PU3HKIB, & TAKOXK
0e3mocepeIHFO BIUIMBAIOTh HA YCIX 1 IUTICHICTE caMoi
opraHizamii ta a00poOyr ii mepconamy. PosrisHyTO
OCHOBHI HAINpsIMH PETYIIOBaHHS MisIILHOCTI KOMITAHII 3a
JIOTIOMOT'010 KOMITJIA€HC-KOHTPOJIIO, BUAN Ta 0COOJIMBOCTI
KOMIUTA€HC-KOHTPOJII0, HOTO CKIAJHUKH Ta CTPYKTypa
KOMIIIa€HC-TIPOTPaMH.

KoHkpeTrn3oBaHO TeOpeTHUHI i MPaKTHYHI acTeKTH
CHCTEMH KOMILIA€HC-KOHTPOJIIO B TPAKTUYHIH IisUTBHOCTI.
T ABHIIY €
MIJPUEMCTB 1 Ma€ TaKi MepeBaru:

ApryMEeHTOBaHO, M0 I e(eKTUBHICTH

— NOJNIMIIeHHA IMIKYy — MiANPHEMCTBO, IO
BpaxoBye  BCi  3aKOHOAaBYI  HOPMH, HE  Mae
aJIMIHICTPATUBHUX TOPYIIEHb, CYJOBHX TIPOLECIB,
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€ BIONOBITaNBPHUM ITAPTHEPOM 1 MOXE OYIKYyBaTH Ha
MiZBUICHUNA 1HTEPEC IHBECTOPIB, a TAKOX Ha BHUCOKY
JOSITBHICTB 3 OOKY MTOCTAYaIbHUKIB 1 KIII€HTIB;

— TONINIICHHS B3a€MOAIl 3 HAarJSIOBUMH Ta
pEryIOBaJbHIMHI OpPTaHAMH — JOTPUMAaHHS KOMIIAHIEHO
BCIX 3aKOHOAaBYMX BHUMOr (opMmye T TO3UTHBHUI
IMIJDK Y KOHTPOJIBHO-HATIISIOBHX OpraHax;

— MIJBHIICHHS DPIiBHS KOPIIOPATUBHOI KYJIBTYPH —
Oe3nepepBHE 3HIMCHEHHS MOHITOPHHTY  PH3UKOBHX
CUTyaliil 1 MJaBHE BIPOBA/DKEHHS B POOOTY KOMIaHil
NpoLenyp KOMIUIAEHCY CIPHSE BIOCKOHAJICHHIO Oi3Hec-
MPOLIECIB 1 CTBOPEHHIO CEPEOBHINA ISl CHPHUSITIHMBOTO
IHHOBAI[ITHOTO KJIIMaTy i TOSBH "KOPHIOPATUBHOTO AYXY',
110 nepedayae TOTPUMAaHHS IEBHUX ETHYHUX HOPM;

— YCTAaHOBJICHHS HOBUX NAapTHEPCHKUX BITHOCHH —
CHPUSITIAMBUIN MK KommaHil QopMmye rapHi yMOBH

o0 Ja€ 3MOTy KOMMaHii BUHTH Ha HOBI ma0mi pHHKY
i 3011bIMTH Cepy CBOTO BILIUBY;

— MOKJIHBICTB TIPUCYTHOCTI HA MDKHAPOIHIX PHHKAX —
YIOPOBA/DKCHHS KOMIUTAEHCY B  TPAaHCHAIIOHAJIBHHUX
KOMITaHIsSIX 1 B THX MiIIPUEMCTBAX, [0 [UIAHYIOTh BUATH
HAa MDKHAPOTHHX PiBEHb, MIABHUINYE 10 HHX JOBIpY
3 0Ooky iHO3eMHHX cTelikxonaepiB. Okpim TOTO,
BIJICYTHICTh YMHHOI CHCTEMH KOMILIAEHCY 3IeOUIBIIOrO
MIPU3BOIUTH 10 BiJIMOBH BiJl CITiBIIPAIli 3 MiATIPHEMCTBOM;

— MIJABUIICHHS WMOBIPHOCTI OTPHMAaHHS KaIliTaly 3a
KOPIIOHOM — YIOPOBAKCHHS CHCTEMH BiIIOBIIHOCTI
3aKOHOJABYMM HOpPMaM  IO3UTHBHO  CIPUHMAETHCS
iHO3eMHUMH OaHKaMW, 3HAYHO 30UNBIIYIOYH IIAHCH
HiINPUEMCTBA HAa OTPUMaHHS I1HO3EMHOrO KarmiTany,
a TaKOX TIOJNETIIYyEThCS BHUXiJ HAa HAHOUIBINI CBITOBI

(doHmoBI1 OGipxi.
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THEORETICAL AND METHODOLOGICAL ASPECTS
OF FORMING A COMPLIANCE CONTROL SYSTEM

In modern conditions, compliance is the basis for improving the management decision-making process, contributes
to the achievement of the established strategic and tactical goals of the enterprise and ensures its sustainable development
in the long term. In this connection, the functions of compliance control are significantly expanded. The subject of the article’s
research is the compliance control system, which is a complex of types of controls built into the business processes
of economic entities, established to comply with certain standards. The purpose of the work is to improve the theoretical
and practical aspects of the formation of the compliance control system at enterprises. To achieve the goal, the following tasks
should be solved: to systematize the theoretical and methodological approaches to the concept of "compliance control",
to generalize the areas of regulation of companies’ activities with the help of compliance control, to specify the types of compliance
risks. Consider the peculiarities of compliance control, its components and the structure of the compliance program. To achieve the
goal of the work, a set of general scientific methods was applied: abstract-logical generalization; comparative comparison
of playing; analysis and synthesis. As a result of the conducted research, directions, types and features of compliance control
and compliance risks, features of the composition of the compliance program were specified. Conclusions: the implementation
of compliance control provides enterprises with indisputable advantages in the form of image improvement; simplification of
algorithms for interaction with supervisory and regulatory bodies; increasing the level of corporate culture — continuous monitoring
of risk situations and smooth introduction of compliance procedures into the company’s work contributes to the improvement
of business processes and the formation of a dynamic environment for the creation of an innovative climate and the
emergence of a "corporate spirit", which involves clear compliance with ethical standards in relation to counterparties;
the possibility of establishing new partnerships; the possibility of presence on international markets — the implementation
of compliance in transnational companies and companies that plan to enter the international level increases their trust on the
part of foreign stakeholders.

Keywords: compliance control, compliance controllers, compliance program.
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I. XodIKoBA

OIITUMIBALIA HIVIBOBUX ITOKA3HUKIB IIOPTOEJIA ITPOEKTIB
TPAHCIIOPTHO-JIOTICTUYHOI'O 3ABE3IIEYHEHHSA TYPUCTCBKUX HEHTPIB

ITpeamMeToM OCJiZKEHHSI € MOJCITIOBAHHS ONTHMANBHUX LITbOBUX MOKA3HHUKIB MOPTQENs MPOEKTIB TPaHCHOPTHO-IOTICTHYHOTO
3a0e3NeueH sl TYPUCTCHKHX IeHTpiB. Merta po6oTH — migBHINEHHS €(EKTHBHOCTI IPOLECIB HOPT(ENTLHOro yIpaBiliHHS
3 ZIOTIOMOTOI0 PO3BHUTKY TPAaHCIOPTHO-JIOTiCTHYHOTO 3a0e3MeYeHHs TYPUCTCHKUX LIEHTPIB. 3aBaanHs: 1) po3poOUTH KOHIENTYaIbHY
MOZENb Y3TOMKEHHS IITbOBUX MMOKA3HHUKIB / MapaMeTpiB MPOAYKTIB MPOEKTIB isi MOPT(esis MPOEKTIB TPAHCIIOPTHO-JIOTiCTHIHOTO
3a0e3NeueHHs] TypHCTCHKUX IIEHTPIB; 2) BU3HAYMTH MaTEeMaTHYHUH ONUC OCHOBHHMX IIOKAa3HUKIB SK (YHKIIN B IapameTpiB
TPAHCHOPTHO-JIOTICTUYHOTO  3a0€3MEeYeHHs TYpUCTCBKMX  LEHTPiB; 3) CTBOPUTH MaTeMaTH4YHy  MOJENb
ONTHMAJIBHUX 1 Y3rO/DKCHUX IJIbOBHX MOKA3HHMKIB HOPTQENs TPaHCIOPTHO-JIOTiICTUYHOTO 3a0e3MeueHHs] TYPHCTCHKUX

BHU3HAYCHHA

eHTpiB. MeToan AOCTiIKeHHs: METOJOJOTiS Ta METOAW CHCTEMHOTO aHaji3y, METOAM IOCITI[HKEHHs omepamii. 3100yTo Taki
pe3yJabTaTH: YBEICHO MOHATTS "i€papXis TypHUCTCHKHX LIEHTPIB", IO € JIOTICTUYHOIO CHCTEMOIO, sIKa IOB’sA3aHa 3 BiANOBIIHUMHU
TpaHCOpTHMMH Xabamu. [  ympaBIiHHS TIPOEKTAaMH  TPAHCHOPTHO-JIOTICTUYHOTO 3abe3ledeHHs B CKIagl HopTdens
pO3pO0JCHO KOHUIENTyaJdbHy W BIONOBIAHY MAaTeMaTH4YHy MOJENb BHU3HAUCHHA ONTHUMAJIbHUX 1 Y3TOKEHUX IIIBOBUX
MOKA3HUKIB TOPTQENas MPOEKTIB HEHTPIB y CKIaai iepapxii.
V3romxkeHHs (OpMyeTbCsi Ha pIiBHI TYPHUCTCBKMX IIOTOKIB 3 YpaxXyBaHHAM iX MOXJIMBOTO PO3HOIITY MDK TYPUCTCHKHMH
LEHTpaMH, a TaKOX €EIMHOTo Jukepena (iHaHcyBaHHs. [lapameTpamu ympaBlliHHS MOZENI € HEoOXiOHI MOKa3HHKH HPUPOCTY

TpaHCHOpTHO-J’[OFiCTI/I‘[HOFO 3a0€3MeYCHHS TYPUCTCBKUX

MPOITYCKHOI 3JaTHOCTI Ta SIKOCTI OOCIyroBYBaHHS TPAHCIIOPTHO-JIOTICTHYHHX CHUCTEM TYPUCTCHKHMX IIEHTPIB OnHiel iepapxii.
LlinpoBa QyHKIist MoIeNi BioOpaXkae MakCHMI3allil0 eKOHOMIYHOTO e(eKTy BiJl peaji3alil MPOEKTIB 100 MiJBHUIIECHHS IPOMYCKHOT
3maTHOCTI Ta sikocTi. OOMeXeHHS BpaxOBYIOTh MOXKIMBOCTI (hiHAHCYBaHHS, €(QEKTHUBHICTb IHBECTHIH, LU IIOAO PO3BHUTKY
TYPUCTCHKHX IIOTOKIB KOXXHOT'O IICHTPY ¥ YMOBH Y3TOJDKEHHSI TYPHUCTCHKHX IIOTOKIB y IIEHTpax OJHi€l iepapxii (4u HOro yacTuHm).
3100yTi pe3yNbTaTH BPaxOBYIOTh OCOOJNHMBOCTI (OpMyBaHHS EKOHOMIYHHX ITOKAa3HUKIB ISl i€papXil TYPHCTCBKHX LEHTPIB
Ta CTAaHOBJATH OCHOBY JUIsl OLHIOBAHHS IIHHOCTEH MPOEKTIB TPAHCIIOPTHO-JIOTICTUYHOrO 3a0e3IEYeHHS TYPHUCTCHKHX
HeHTpiB. BHCHOBKH: pe3ynbTaTaMH IOCTIDKEHHS € KOHLENTyajdbHAa I BIANOBiIHA MaTeMaTW4Ha MOJENi, IO MAar0Th 3MOTY
(opMyBaTH ONTHUMANBHI Ta Y3rOKEHI IapaMeTpH HPOJYKTIB MPOEKTIB KOMIUIEKCHOTO PO3BHTKY TPAaHCIIOPTHO-JIOTiCTHYHOTO
3a0e3MeUeHHs TYPUCTCBKHX LEHTpiB. MoJeiab BpaxoBye€ OCOONHMBICTH MHapaMeTpiB TPaHCHOPTHO-JIOTICTHYHOTO 3abe3reyeHHs,
ane x T CTpyKTypa Ta NPHHIMI MOOYAOBH MOXYTh OyTH BHKOpPHCTaHi A (HOpMyBaHHsS MOJeNei onmTuMizamii Ta y3ro/KeHHs
[TBOBHUX ITOKAa3HUKIB MPOEKTIB MOPTQEIIB, MPOILYKTH SKUX € B3aEMO3AIC)KHUMH.

KirouoBi cioBa: TYpHCTCHKI IEHTPH; TPAaHCIIOPTHO-JOTICTHYHA 1H(PACTPYKTYpa; Y3TOHKEHHS; ONTHUMI3allis; IiJIbOBI
MOKA3HUKH; 1€papXisl.

Beryn Yy BUKOpHCTaHHI Ii€i iHQpacTpyKTypu W TPaHCIIOPTHUX

3aco0iB [1] 1 HamaHHI BiNOBITHMX MOCIYT.

Typusm € oOmHMM i3 JOCTATHEO NPUOYTKOBUX TpancnopTHO-noricTHuHe 3abe3MeyeHHs  BiJirpae

i crabiTbHO  TONMIMPIOBAaHMX  CEKTOPiB  CydYacHOI 3HAYHY PONb y MPUBAOIMBOCTI TYPHCTCHKHX LEHTPIB,

€KOHOMIKH, ane Horo (yHKIIOHyBaHHS I pPO3BHTOK OCKIJIbKM HaBiTh HalOinbLI BHAOBUIIHI Micus 6e3

HEMOXJIMBUH 0€3 HaJeXHOro CTaHy 3a0e3leduyBalbHOI

IHQPACTPYKTypH, 30KpeMa TPaHCHOPTHO-JIOTICTUYHOI.
TypucTChbKMiI LIEHTp — MicleBicTh (ceiMine, MICTo,
naHamadr), MmO NpHUBAOIIOE TYPHUCTIB  HASBHICTIO

0COONMBUX pecypciB 1 € LEHTPOM OOCITyroByBaHHS
TYpPHUCTIB 31 CTIHKMMH TYpHUCTCHKHMMH TOTOKaMH, ISt
SIKUX TPOBIIHOIO € BiANOBIIHA TPAHCIOPTHO-JOTICTHYHA
cucTeMa, ii CKJIAQJHUKAMH € TPAHCIOPTHO-JOTICTHYHA
iHQpacTpyKTYypa —
BOK3aJIM/TTacayKMPChKi TEPMIHAIN 1 TPAHCIIOPTHI 3aCO0U.
TypU3My
noJjsirae

JOpPOTH, MLUISIXH  CIIOJNyYEHHS,
3a0e3IeueHHs

LEHTPIB

TpaHCHOPTHO-IOTiCTHYHE

i Ge3nocepeHbO  TYPHUCTCHKUX

BIJIMIOBITHOI TPaHCIOPTHOI iHGPACTPYKTYPH Ta CEPBICIB
3MIIAIOTHCA JIUIIE TIOTSHIIIMHIMHI MICIISIMH TYPHUCTCHKOTO
iHTepecy ab0 BH3HAYAIOThCS HU3BKHUM PIBHEM IOIHTY
0e3 TmepcmeKTHB HWOro 3pocTaHHS. 3a3HAYMMO, IO
iHppacTpyKTypa TYPUCTCBKHX IICHTPIB 37eOUIBIIOrO
BHKOHY€ TOJBIHY (yHKIIf0, 3a0e3Neuyroud HE JIHIIEe
00CITyroByBaHHsI TYPUCTCHKUX MOTOKIB, & il TTaCa)KUPCHKHUX
MOTOKIB CaMOro TYPUCTCHKOTO ILEHTPY Ta NPHIEIIHX
JI0 HBOT'O TEPHUTOPIH.

Sk mpasuio,

pitmeHHs 010

iH}pacTpykTypH B OyIb-sIKOMY i KOHTEKCTI MPHHAMAIOTHCS

PO3BHTKY

KOMIUIEKCHO [2] 3 ypaxyBaHHAM 1i CHCTEMHOTO

© 1. Xomikosa, 2023
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xapakrtepy. Hampuxnan,
nopir,
iepapxii, wmae

PO3IMUPEHHS/PEKOHCTPYKIIis
II0 TOB’SA3YIOTh TYPUCTCHKI IICHTPH OHI€T
OyTH Y3rO/DKeHO 3a MapameTpaMmu

3 BIAMOBIAHAMH  THACAXHPCHKUMH  TepMiHaIaMu/
BOK3aaMH. KpiM TOro, po3mip mapKy TpaHCIIOPTHHX
3aco0iB, 10 MpPaLIOTh Ha BIINOBIAHUX MapUIpyTax
y IIbOMY HAampsMKy, TaKOoX MAa€ BillOBIIaTH yMOBaM
MacaXUPOIOTOKY Ta IMPOIMYCKHOI 3IaTHOCTI BOK3ajiB/
TepPMiHATIB  TOIMIO.

Tomy pO3BHTOK TpaHCIIOPTHO-

JIOTICTUYHOTO  3a0€3MeYeHHsS TYPUCTCHKUX IICHTPIB,

CKJIATHUKOM YOTO € BIAMOBiMHA iHPPACTPYKTypa, Mae
3IIHCHIOBATHCS KOMIUIEKCHO ¥ CKOOPIMHOBAHO, WIO
3yMOBJIIOE pealli3alilo [[bOr0 PO3BUTKY 3a JOIOMOTOO
npoekTiB  [3],

nporpamMu  4M  HOpTdens IIPOLYKTH

SKUX  HEOOXiZHO  Y3rOKyBaTH 3  ypaxXyBaHHSAM

BHKJIAACHOI'O BUIIIC.

AHaJji3 npodJieMn ii HASIBHUX METOiB

Komu #izerscs mpo noptdens MpoeKTIB, K MPABHIIO,
y JOCHIJPKEHHSX PO3TIILIat0THCS JiBa OCHOBHI MiAXOIH 10
fioro ¢opmysanus. [lepmuii mependadae MOIEMIOBaHHS
MpoIiecy BiOOPY MPOEKTIB Y MOPTQETs BIAMOBIIHO IO
CHCTEMH KPHUTEPiiB a00 OTHOTO KOMITIEKCHOTO KPUTEPIFO.
[NpuknamamMu Takux JTOCTIIKEHb MOXKYTh OyTH miparti [4—7].
Hpyruit miaxig mnepenbadae ONTHMI3Alil0 CTPYKTYypH
noptdens, mo 3abe3nedyye MaKCUMyM €KOHOMIYHOTO
e(eKxTy 9n MiHHOCTI 3 ypaxyBaHHSAM CHCTEMH OOMEKCHb.
CTPYKTYpH
moptdens € podoru [8—10]. 3a3HaumMMoO, MO LTITHOBUM

[MpuknagamMu  AOCHIDKEHb  ONTHMI3aIlii
nokasHukoMm Juisi optdens [8, 10] y meskux cydacHuX
JIOCTIKEHHSX TIPOMIOHYETHCS "eHTporis" BiIMOBIIHO 10
EHTPONIHHOI KOHIEeNUii yrnpaBiiHHS, aje Ued Kputepii
JMOUIMBHUN Ui TIOPT(ENiB KOMIUIEKCHOTO PO3BHUTKY,
0 MOPYIIye Pi3HI aCMeKTH isUTBHOCTI KoMmaHii /
oprasizamii / mignpuemMcTBa abo HaBiTh MicTa [4].

Ane KOMIUIEKCHUI PO3BUTOK nepeadavae
MaKCHMI3aIlifo 331aHOTO KPUTEPIIO 3a TIEBHUX, MIEPEIyCiM
pPECYpCHHX, OOMEKEHbB, a TAKOK HEOOXIHICTh y3TOMKCHHS
MTOKA3HHUKIB PO3BUTKY W MPOIYKTIB MPOEKTIB MOPTQES.
3a3HayeH] acleKTH PO3BHUTKY 3a JIOMIOMOIrOI0 MOpTQEIiB
i mporpam posraganmcs B poborax [11-13]. 3oxpema
B JocmikeHHi [13] mpomoHyBamacs MOJCTh IS
ONITHMI3alli]l MapaMeTpiB MPOAYKTY MPOEKTY 3 YPaXyBaHHIM
BIUIMBY MOro Ha IHINI AacleKTH pPO3BUTKY, a came
TpaHCIOpPTHOI iH(pacTpykTypu. Y podori [14] merampHO
PO3IVISIHYTO TOHATTA "mapaMeTpu MPOIYKTY NPOEKTY"
HAa TpUKIaAi i1HQPAcTPyKTypHHX TPOEKTIB y cdepi
BOJIHOTO TPAHCIOPTY U 3ampONOHOBAaHO BiJIMOBITHI
Mozemi 1HpPACTPYKTYpH

VOpPaBIiHHA  PO3BHTKOM

3 OJIHOYACHUM BH3HAUYEHHSAM ONTHMAIIbHHUX MapaMeTpiB
B32€MO3AJISKHUX MPOJIYKTIB iHPPACTPYKTYPHUX MPOEKTIB.
Takox HEOOXiTHO 3a3HAYMTH, IO MPOEKTH, TTOB’SI3aH1
3 TPaHCHOPTHUM  a00  TPAaHCIHOPTHO-JOTICTUYHUM
3a0e3MeUYeHHsIM, MAIOTh TIEBHY OCOOIMBICTD, IIIO, 30KpeMa,
posrsimanocs y mparsix [15-18]. Omxke, cnemnudika
MIPOAYKTIB

TIPOEKTIB TPaHCIIOPTHO-JIOTICTHIHOTO

3a0e3MeueHHs] TYPHUCTCHKUX IIEHTPIB 1 0OCOONHBICTH
MPOIECiB YIPABIiHHS IIMMH TPOEKTAMH MAaIOTh OyTH
BpaxoBaHi s MPOEKTIB.
10210

CTPYKTYPH MOJECH i1 onTHMi3amii CKiaxy mopTders

dbopMyBaHHS — TOPTdEs

ToMy mpONMOHYEThCS BHKOPHCTOBYBaTH el
Ta TmapaMeTpiB TPOAYKTIB BIAMOBITHUX TIPOEKTIB,
BUKJIaeHUX Yy poboTax [10—14], 3 METOIO PO3pOOIICHHS
MOJIEITi 3 ONTHMI3allii ITLOBUX MOKA3HUKIB (BIATTOBITHUX
rapamMeTpiB MPOAYKTIB IPOEKTIB) MOPTHENsS TPAHCIIOPTHO-
JIOTiICTHYHOTO 3a0€3MeYeHHS TYPUCTCHKUX IICHTPIB.
Meta pocaigkeHHsI 3 ypaXyBaHHSIM BHKJIaIEHOTO
BHIIE —  TWiABHMICHHA  €(EeKTUBHOCTI  IPOILECiB
MopTeNnbHOro  YIpaBIiHHS 3 JOINOMOTOI0 PO3BHUTKY
TPAHCIIOPTHO-JIOTICTHYHOTO 3a0€3MeYCHHSI TYPHCTCHKUX
LICHTPIB.
JlocsTHEHHS ~ METH  3YMOBIIOE  HEOOXiIHICTh
BUpILIEHHS TAKUX 3aBaHb: 1) pO3pOOHTH KOHIIENTYaJIbHY
MOJIENb Y3TOKEHHS MUTHOBUX ITOKA3HHKIB / apameTpiB
MPONYKTIB  TPOEKTIB il mopTdens  MPOEKTIB
TPAHCIIOPTHO-JIOTICTHYHOTO 3a0€3MeYCHHST TYPHCTCHKUX
LEHTPIB; 2) BU3HAYNTH MaTEeMaTHYHHH ONHC OCHOBHHX
MMOKA3HUKIB TSI MaTeMaTHYHOI Moemi SK (YHKIIH
BiJI apaMeTpiB TPAHCIIOPTHO-JIOTICTHYHOTO 3a0e3NeyeHHs
TYPUCTCBKHX IEHTPiB; 3) CTBOPUTH MAaTeMaTHUHY

MOJIeNTb BH3HAUEHHS ONTHMAJIBHUX 1  Y3TOJDKEHHX
OUTHOBUX TOKA3HUKIB (ITapaMeTpiB MPOAYKTIB IIPOEKTIB)
noptdens

TYPUCTCHKHX IIEHTPIB.

TPAHCIOPTHO-JIOTICTUYHOTO  3a0e3MeueHHs

PesynbTaTn

3 ormsamy Ha 3HAYYNIICTh TYPHUCTCHKOTO LEHTPY
BIH MOXKE HaJe)KaTH A0 onHiel 3 karteropid (puc. 1):
MDKHApOJIHOTO (HAI[IOHAJIBHOTO PIBHS); PIBHA pErioHy
(obmacrti); miciieBoro 3HaueHHs (piBHsI paiony). [lo Toro x
pi3HOpiBHEBI meHTpH  (GOpPMYIOTH TEBHI  iepapxil
3 ypaxyBaHHsM reorpadignoi Omm3pkocTi. TyT HE0OXimHO
3a3HAYUTH, L0 LIEHTPH OJHOTO PIBHS B OJHIN iepapxii,
BUJIUICHIH 3a reorpagivHOI0 03HAKOK, MOXYTh HAJIEKATH
J0 Ppi3HUX obOnacteil (perioHiB), IO OOIPYHTOBYE
IHTeTrpaJIbHUI PO3IJIA] NUTaHb PO3BUTKY TYPUCTCHKHX
LEHTPIB Ta Y3TOJPKEHHS CTPATETiil i IOJIITUKH B LILOMY

MMUTaHHI PI3HUX PETIOHIB, B3a€MOITOB’ I3aHUX reorpadiero
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TypusMy. Takuii iHTEeTrpaJdbHHH MiAXid, IO BpPaXOBYE
i€papXil0 TYPUCTCHKUX IICHTPIB, Mae OYTH OCHOBOIO

3 Opeanizayitina ma
[N EeKOHOMIYHA
N ooyinbHicms
N nooopodicell y Medwncax
. oomuiei iepapxii
Y
wenmpie
N
N
N

N
N

Typucmcoki yenmpu
Micye6o20 3HaueHHs

Puc. 1. Iepapxist TypUCTCBHKUX LICHTPIB

Iepapxiss TypHUCTCBKHX IICHTPIB — II€ JIOTiCTHYHA
cucTeMa, MOB’si3aHa 3 BIINOBIAHUMH TPaHCIIOPTHUMH
xabamMu. 3a aHANOTIEI0 3 JIOTICTUKOK BUPOOHUIITBA,
MOCTA4YaHHs Ta PO3MOJLTY, TPAaHCIOPTHE 3a0e3MeUeHHs
CHCTEMH i€papXisi TYPUCTCHKHAX IEHTPIB — TPaHCHOPTHI
xabu iHTerpartii

dbopMyeTbcss 3 ypaxyBaHHAM

TPAHCIOPTHO-JIOTICTUYHAX CHUCTEM IEHTpiB 1 xaOiB.
OTxe, mif i€papxi€l0 TypUCTCHKHX IIEHTPIB PO3yMi€MO
TaKy iX BIOPSAKOBAaHY CYKYITHICTb, IO BH3HAYAETHCS
reorpa(iqHO0 OJIM3BKICTIO Ta JOCTYIHICTIO JUIsl TYPUCTIB
y Mexax OfHiei momopoxi. MaeTrbcsi Ha yBasi, IO
TypHCTaM, SIKi BiZIBIYIOTh OJMH IIEHTP i3 MeBHOI iepapxil
TYPHCTCBKMX [IEHTpiB, OpTraHizamiiiHo (Hacammepen
3 MOIJISAY Yacy) Ta €KOHOMIYHO JOIIJIBHO BiABIIyBaTH
HIII TEHTPH.

PosrisiHyTi  Typuctchki ueHtpu (MHOXHHa Q)
MOXYTb OyTH 3rpyIHOBaHi 3a 3HAUYILIICTIO, 110 BU3HAYAE
PIBHI iX po3riIsy:

* MHOXUHA G|,y = LT — 3HAYYILIICTh JIMIIE Ha PiBHI

KpaiHu (MbKHapoJHe 3Ha4yeHHs), P — 3arasbHa KUTBKICTH
TYPUCTCHKHMX LIEHTPIB L€l KaTeropii; MpUKIaIOoM MOXeE
oytu Bykosens, Oneca;

*mMuHoxuna G,,,y =1,I" — 3HauymicTh Ha piBHI
periony (o0macti), ¥, — 3araibHa KilbKiCTh TYPUCTCHKHX
LEHTpIB 1€l Kareropii B TepUTOpialibHIH OIM3BKOCTI

BiJl TYPUCTCBKOTO LICHTPY J = LT

* MHOXKHMHA GW3 ,v=1, V,,y= 1,I” — 3HAYYyIIiCTh IS

KOHKpPETHOT'O MicTa a0 perioHy, MEHIIOro 3a piBHEM,
HDK 007acTh), B,— 3aragbHa KUIBKICTH TYPHUCTCHKHX
BIJIIOBITHOMY  peTrioHi

LHeHTpiB 1€l kaTteropii vy

(OinpIIOr0 3a i€papxi€r0), MmO TEPUTOPIATBHO TSHKIE

710 TYPUCTCHKOTO LEHTPY Kateropii G,,,y = LT.

SIK CTPATETill PO3BUTKY TYPHU3MY PETIOHIB, TaK 1 TypU3My
B KpaiHi 3arajom.

Typucmcoxuii yenmp
HAYIiOHANbHO20
(MIDICHAPOOHO20) 3HAUEHHS

Typucmcoki yenmpu
PECIOHANbHO2O
(obracnozo) 3uavenms

Konnenmiss y3rokeHHS LUTPOBUX ITOKa3HUKIB /
rapameTpiB TMPOJYKTIB TPOEKTIB UL  BiAMOBITHOTO
moptdens 3o00pakeHa Ha puc. 2. lle BiamoBimae
Hacamrepe] KOHIEMIIl JIOTICTUKM Ta caMoi CyTHOCTI
TPaHCHIOPTHO-JIOTICTHYHOTO 3a0e3NeueH s, Mo nependavae

Y3roKEHHS MTapaMeTPiB SIEMEHTIB JIOTiICTHYHOT CHCTEMHU

it Oe3rnepeOiftHOTO  MPOXOMKEHHS — MaTepialbHOTO
HNOTOKY. Y 1IbOMy pa3i MarepialbHUM IOTOKOM
€ TYPUCTCHKHI TMOTIK, SK CHCTeMa — TPaHCIOPTHO-

JIOTICTUYHA CHUCTEMa TYPHCTCHKOTO IEHTPY, IO MiCTHTh

iHppacTpyKTypy W
pI3HHX BHIIB TPaHCIOPTY

TPaHCIIOPTHO-JIOTICTHYHY napK

TPAHCIIOPTHUX  3acO0IB

SK CaMoro IEHTPY, TaK 1 TPaHCIOPTHHX XabiB, IO

3 HUM B33aEMOIOB’s3aHi (AKmO caM Xab He €
TYPUCTCHKIM IIEHTPOM).
Orxe, sk OyJI0 BCTaHOBJIEHO, OCHOBHUMH

HiJ'H:OBI/IMI/I IIOKa3HUKaMH TpaHCl'[OpTHO—J'IOFiCTI/I‘IHOFO

3a0e3MeueHHs] TYpPUCTCHKHX IIGHTPIB € TPOIYCKHA

3gatHicT P, Ta sAKicTh 0OcayroByBaHHs [, nand

KOXHOr0 BHAY TpaHcropry [=1,L, akTyanbHOro s
MIEBHOTO IIEHTPY. BrnacHe, 1i NMOKa3sHUKH BiITBOPIOIOTH
OakaHWl CTaH TPAHCIIOPTHO-JIOTICTUYHOTO 3a0e3NeUeHHs,
10 MICTUTH TPaHCIOPTHO-JIOTICTUYHY 1HQPACTPYKTYPY,
MapK TPaHCMOPTHUX 3ac00iB, cepBic 1 GizHec.
TpancnoptHo-norictuuHa iHdpacTpykTypa i napk
(hopMyIOTH
JIOTICTUYHY CHUCTEMY, MapaMeTpH SKOi € BU3HAYAILHUMHU

TPAHCIIOPTHUX  3aCO0iB TPaHCIIOPTHO-
JUIA TIPOITYCKHOI 37aTHOCTI Ta skocti. [IpmpomHo, 1m0
Oi3Hec 1 opraHizauis cepBiCy TakoX BIUIMBAIOTh Ha
i TOKA3HHWKH, ajie BU3HAYAIBHOK € TPAHCIIOPTHO-
JIOTICTHYHA CHUCTEMa, TOMY OUIBLIICTh BiAMOBIAHUX
MPOEKTIB TOB’si3aHa came 3 ii 00’extamu. [IpmponHo,
IO IMiJACYMKOBI (Imicasi peajizauii IPOEKTIB) HMapaMeTpH

TPAHCIIOPTHO-JIOTICTHYHHUX CHCTEM Y MeXKax iepapXigHoi
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CYKYITHOCTI TEHTPIiB MaroTh OYTH Y3rODKEHi, TOOTO
NPOIYCKHA 3aTHICTh YaCTUHHM CHUCTEM, LIO IIOB’S3YE
LEHTPH, Ma€ OyTH TaKoOIo, 00 3a0e3IeUnTH MPOXOIKECHHS
TYPUCTCHKOTO TNOTOKY 3 ypaxyBaHHAM HOro po3noailry
(He Bech TypuCTChKMII moTiK meHTpy | piBHA (opmye

TYPUCTCHKHNA TOTIK B3a€MOIIOB’SI3aHUX IIEHTPIB 1HIIOTO
PiBHSA 1 TIOA.), — IIC € OKPEMHUM 3aBJaHHIM JOCIIIKCHHS
1 BUXOAWTH 3a MEXIi 3aBIaHb, IO BHUPIMIYIOTHECA B Wil
po6orti. Tomy npuitMaeMo, 10 TaKHA PO3MOALT BiIOMHUIA
3a HACIAKaMH OKPEMHUX CTAaTUCTHYHHX JTOCIIIKCHb.

IVIAHOBAHU TYPUCTCHKHUM MMOTIK

IMapameTpH TpaHCHOPTHO-IOTICTUYHOI CHCTEMH Xaba

{Ph,,l,,,,h SIORNES I,_L} Tpanucnopmno-

Jnlocicmuyna
ingpacmpyxmypa

V3TOJUKEHHST
MTAPAMETPIB -~

-

Tpancnopmuo-nozicmuuna
ingppacmpyxkmypa
mypucmcvkozo yenmpy 2 pieHs

V) payc‘ﬁopmuo-
nezicmuuna
Jingpacmpyxmypa
/ mypucmcurozo
uenmpy 1 piens

1
I
i
1
1
1
\
\
\

—_—

IapameTpu TpaHCHOPTHO-IOTICTUYHOI CUCTEMH LEHTPY
ITa; ab;feT ¥ TPAHCIIOPTHO-JIOTICTUYHOI CUCTEMHU LIEH / l _ 17
, T ApaNRIPH Tpatienop Yy 3romKEHHS [Pl v =17, 1=1L}
~ — .
{ P =], L} ITIAPAMETPIB -
<

V3romxeni napamerpu
NMPOAYKTIB MPOEKTIB

Puc. 2. KonnentyanbHa MOJIeNb y3TOPKEHHS LIITbOBUX MOKA3HUKIB/TIApaMeTPiB MPOIYKTIB MPOEKTIB
ULt TOPT(EIs MPOEKTIB TPAHCTIOPTHO-JIOTICTHYHOTO 3a0e3MeYCHHS TYPHCTCHKHX LICHTPIB

[To3HaumMMO BiAMOBIAHI TYPHUCTCHKI TOTOKH B MEXax

TIOTIK € IHTETPaJIbHOIO BEJIMYMHOIO Ta BPAXOBYE TYPHCTIB,
iepapxii TypUCTCHKUX IIEHTPIB TaK:

sKi TepeOyBalOTh Y KOHKPETHOMY IICHTpi, 1 TYpHCTIB,

F,lpl =1,L — TypucTchKkumii TIOTiK HeHTpy I piBHs, SIKi TIepecyBarOTbCsA MK IeHTpamu. Hampukianm, 1o

. TYPUCTCHKOT HT "Binr -JHi BCHKUI1"
OB’ I3aHUH 13 TPAHCIIOPTOM /; YPHCTCRKOTO — LICHIPY opoa-Juictpose ]
; _— — . ) 0arato JIOJIEH MOXYTh MPHDKIKATH HA EKCKypCii
F,,,v=LV,,l=1,L — TypucTCbKuii MOTiK LEHTPY .
r OesnocepesiHb0 3 KypopTiB 3aroka, CepriiBka TOIIO,
II piBHsI, IOB’sA3aHUIT i3 TPaHCTIOPTOM /;

muHatoun Opecy, aje OUIBLIICTh TYpPHCTIB LUX LIEHTPIB
NoTpaisitoTh Tynu 4depes Opnecy, ska € He JHIIe
TYpPUCTCBKHM ILIEHTpoM, a ¥ xabom. Sk 3a3Hagamocs
paHilie, BIANOBIAHI CTaTUCTUYHI JOCHIDKEHHS [al0Th
3MOTY OL[IHUTH PO3MIPH LIUX TYPUCTCHKHX MMOTOKIB.
OCKiIBKY i€papXisi TYPUCTCHKHX IIEHTPIiB MOB’s3aHA
3 TPaHCHOPTHHUMH Xa0aMH, IO MOXYThb OyTH cami

Efvﬂ,b:l,_Bv,v:l,_Vy,l =1, — TypuCTChKHii MOTIK
uentpy III piBHs, OB’ s3aHMH i3 TpaHCIIOPTOM /.

Ilix TypUCTCHKUM TIOTOKOM PO3YMIi€EMO KUIbKICTh
TYpHCTIB Yy MeXax T[EBHOr0 IPOMDKKY 4acy, SIKi
KOPHUCTYIOTBCS ~ TPAHCIIOPTHO-JIOTICTHYHOK  CHCTEMOIO

LEHTPiB. 3a3HAYNMO, 110 B IbOMY BHIIAJIKy TYPUCTCHKHH
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TYPUCTCHKHMH LEHTPaMH, TO TPAHCHOPTHO-JIOTiCTHYHA
cucTema iepapxii LEHTPIB BUSBIAETHCS LI€ W IMOB’s3aHa
3 BIAMOBIAHOI TPAHCIIOPTHO-JIOTICTHYHOIO CHCTEMOIO

TPaHCIIOPTHOTO Xaba, mapaMeTpu SKOi

{Ph,,lh,,herl’Z:]’_L}’ e h—

IMO3HAYHUMO

IHIEKC  Xa0a,

Q) — MHOXHUHa xa0iB, MOB’SA3aHUX 13 PO3TJIIHYTOIO

71
i€papxi€l0 TYPUCTCBKUX ILEHTPIB (¥ — IHIAEGKC LEHTPY
I piBH#, axwii popMye IFO i€papxiio).

OckinbKH  KOXKeH Xab Moke OyTH MOB’sI3aHMI

3 KUIbKOMa TYpPUCTCHKHMH i€papxisiMu, TO (haKTHYHHI

TYPUCTCHKHI TOTIK JUIS KOXKHOTO Xaba Z Fil=LL,
7eQ,

ne F TYPUCTCHKHH  TTOTIK xab A,

1110 TIOB’A3aHMIT i3 HEHTpOM ¥ , a (), — MHOXKHMHA [ICHTPIB

qyepes

I piBH#, TOB’A3aHUX i3 UM XaOOM.

TyT HEOOXiHO 3a3HAYUTH, IO B ifieali MarOTh OyTH
Y3rO[KeHI mapaMeTpd BCIX 3aJisTHUX TPaHCIOPTHO-
JOTICTUYHHUX CHCTEM, 30KpeMa cHucTeMa XabiB, aie
NPaKTUYHO TaKi NUTAaHHA HAIEXaTb N0 KOMIICTEHLH
pi3HOrO piBHA, TOMY (PaKTHYHO ¥ MPAKTHYHO MOXKYTh
OyTH y3TO/KEHI JHIIEe IapaMeTpH CHCTEM Y MexkKax
iepapxii TYypHUCTCHKMX IIEHTPIB, 10 OyJO0 OOIpyHTOBAaHO
panime. OTxke, y IBOMY IOCTIIKCHHI PO3IJISIAEMO
JMIIEe TUTaHHS Y3TOJUKEHHS mapaMeTpiB (i BiIIIOBiIHMX
LIJIbOBUX TOKA3HUKIB) TPAHCHOPTHO-JIOTICTUYHUX CHUCTEM
iepapxii TypUCTCHKUX IEHTPIB, IO € OCHOBOK Y3TOJLKCHHS
MapaMeTpiB MPOAYKTIB BIMOBIJHUX MPOEKTIB TPAHCIIOPTHO-
JIOTICTUYHOTO  3a0€3MeYeHHS TYPUCTCHKMX IICHTPIB.
ITig y3ro/pKeHHsSM MapamMeTpiB TPaHCIIOPTHO-JIOTICTUYHUX
CHCTEM MalOTh Ha YBasi, IO HacamIepea IpOIyCKHa
3IaTHICTh aHAJI30BAaHUX CUCTEM MAlOTh OYTH TaKOI0, 00
3a0e3neunT Oe3NepenIKoiHe MPOXOMKEHHS TypPHUCTCHKUX
MOTOKIB Y Ii#i iepapXii 3 ypaxyBaHHIM iX PO3HOALTY.

Bennunna TypHCTCHKOTO TIOTOKY BH3HAYA€THCS
OaraTbMa UYMHHUKaMH: TEpeAyciM  MpPUBAOJIMBICTIO
00’€KTIB TypHCTCHKOTO IHTEpECY ¥ piBHEM IIMX PECypciB
(HanpuKIaz SKICTh TUISDKIB, TIPCHKOIMKHUX TPAC TOIIO),
€KOHOMIYHOIO

a  TaKOX yciero B3a€MO3aJIC)KHOKO

(3a0e3meuyBaIbHOI0)  IMiICHCTEMOIO KUIBKICTIO Ta
SKICTIO TOTEJIIB, pECTOPAHIB, IHIINX 00’ €KTIB Xap4yBaHHS
il HaBITh TPAHCIOPTHO-JIOTICTHYHON 1H(PACTPYKTYPOIO.
[[lo OumpmI pO3BHMHEHA OCTAHHSA, TO MPUBAOIHBIIINM

3a IHIIUX PIBHUX YMOB € TYPHCTCHKUI LIEHTP.

Fl,=¢, (F;l,{F’ veQ,, | {F,.bveQ

vy2?

OTxe, TYpPUCTCBKHH TOTIK BHU3HAYAETBCA  SK

MPOIYCKHOK ~ 3JaTHICTIO  TPaHCIOPTHO-JIOTiCTHYHOT
CHCTEMH, TaK i piBHEM SIKOCTi TPAHCHIOPTHO-JIOTiCTHYHOTO
(mpupogHO, IO

00CIIyTOBYBaHHS, TO MIPUBAOIIUBIIIIAM TSI TYPUCTIB Oyze

00CITyTOBYBaHHS BUIA  SKICTh
TYPUCTCBKMH LEHTP, a BHIIMH pIBEHb MPOIMYCKHOT

3IaTHOCTI 3a0€3MeUNTh TAKOXK 301NIBIICHHS TYPUCTIB):

F;Il(})yll’l;[/[)vl:lslf (1)
— mis ueHTpy I piBHs;
Fvlﬂ(Pvlﬂ,liﬂ),v:l,Vy,l:I,L 2)
— mns uentpy 11 piBHS;
F’blvy3(Pblv}/3’[/§Vy3)’b:19Bv9V:LVyal:L (3)
— mns uentpy I piBHs.
3a3HaunuMo, 14 (6) CYTHICTB Ta OIIIHKA

"SKOCTI TPaHCIIOPTHO-JIOTICTUYHOTO OOCIyroByBaHHS"
HE PO3IILINAETHCS B MEXaX IIbOTO JTOCTI/DKEHHS, TaKOX
SK 1 MUTaHHS OLIHKM MPOIMYCKHOI 3JaTHOCTI CHCTEMH.
Tomy B Hamiii poOOTI IIi TOKA3HUKH TIPHUIAMAIOTHCS
6e3 peramizauii. [IpoTe HEOOXiTHO HATONIOCUTH HA TOMY,
mo oOuaBa 3a3HayeHi IOKA3HUKH € IHTETPaIbHUMH,
TOOTO (OPMYIOThCS Ha 0a3i OLIHKMA Ta BIIIOBIIHOIO
3iCTaBJICHHS MPOITYCKHOI 3[JATHOCTI 00’ €KTIB TPaHCIIOPTHO-
JIOTiICTUYHOT 1H(QpACTPYKTypu ¥ NpPOBI3HOI 3IATHOCTI
MIapKiB TPAaHCHIOPTHHX 3ac00iB (32 BUIAMH).

OTxKe, SK MOTOYHHH CTaH MPOIMYCKHOI 3IaTHOCTI

. . i /
TPAHCMOPTHO-JIOTICTHYHHUX CUCTEM LEHTPiB AP, , AF, .,

AP, b=1B,, v=LV,, [=1,L, Tak i ix mIaHOBHi

bvy3>

(mepcriekTUBHMN) CTaH €, BJIaCHE, BEKTOPHUMH
BEIMYMHAMH, IO ONKCYIOTH IIPOIYCKHY / MPOBI3HY
3JIATHICTh OKpeMuX 00’ €eKTiB iH(YpacTpyKTypH abo mapkis
TpPaHCTIOPTHHUX 3aco0iB. Tomy 3amporoHOBaHa HIDKYE
MO/IeNTb MOYXKE OTIEPyBATH JBOMA BapiaHTAMH JIaHHX:

AP, AP,

!
1) arperoBanumMu BenuuuHamu AP Yas A5,

7
b=1,B,,v=1V,,[=1,L 1 BCTaHOBIIOBATH BIANOBIZAHO

y3roKeHI arperoBati o eHTpax IiJIbOBi MOKa3HHUKH,

2) ,HGTaJ'Ii?)OBaHI/IMI/I BCJIMYMHAMH IO  KOXHOMY

LEHTPY Ta BCTAHOBIIOBATH JCTAi30BaHI I[ILOBI
MOKA3HUKH MO0 KOXKHOTO €JIEeMEHTa TPaHCIOPTHO-
JIOTICTHYHOT CHCTEMH.

Sk 3ragyBasiocs BUINE, PO3MOJUI  TYPHCTCHKHX
MOTOKIB Yy MeXax iepapXii TypHCTCHKHX UEHTPIB Mae
NIEBHY 3aKOHOMIPHICTb, IO NPU3BOJUTH JI0 TaKHX

3aJIeKHOCTEH:

})oi=LLyv=1V,I=1L, 4

vy2
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aHANII30BaHUN LEHTP, KU KOPUTYETHCS 3a JTOTIOMOTOIO

Ae €, ,— MHOXHMHA TYPUCTCHKMX LEHTPIB i€papxii
(I1 # TII piBHiB), TIOB’SI3AHMX TYPHCTCHKHMH TOTOKAMH Koe(illi€HTIB ¥ BiAMOBIAHIH QyHKI[IOHANBHIN 3aJICKHOCTI
(npupomso, mo 3 uentpis Il piBms Buiyweno cam B AHCTOBOMY BUITAND);
I 1 1 1 _ _ 17
F‘b\/y} - vay3(Fy1’{Fvy29V € vay3}’{17bvy39bv € va}/}}’b - 1:BV9V - 1’Vy’l - 19L s (5)
ne Q, . MHOXKMHA TYPHCTCBKHMX LEHTpPIB iepapxii TPaHCHOPTHO-JIOTICTHYHOTO 3a0e3NeUYeHHs Ta SKOCTel
BIJIMIOBIIHOTO OOCIIyrOBYBaHHS TYPHCTCHKHX LIEHTPIB

(IT % III piBHIB), MOB’SI3aHUX TYPUCTCHKUMH MOTOKAMHU
P . / ! / 1 ! !
ofHIET  1€papXil. AP, ,AL,AF, Al ,,AF, ,Al .,

(i3 menTpis 11 piBHA BHIydeHO caM aHATI30BaHHI LICHTP).

TIOKa3HHKIB A b=1,B,v=1LV,Il= ,L 3a Buzamu TPAHCIIOPTY, IO

dopmyBaHHs OCHOBHHX
MaTeMaTUYIHOI MO Y3TO/KEHHS IITHOBUX MOKAa3HHUKIB
mopTdens MIPOEKTIB TPAHCIIOPTHO-JIOTICTHYHOTO
) MPUPOCTY BU3HAYAIOTH
3a0e3neveHHs] TYPUCTChKUX IIEHTPIiB HaBEeICHO Ha pHC. 3. ,
] .. OB sI3aHMX Oe3rocepesiHb0 abo OITOCepeIKOBaHO Yepes
Omxe, sK TmapamMeTpu yOpaBiiHHSA  (3MiHHI) )
30UIBIIEHHS TYPUCTCHKOTO MTOTOKY, III0 ITOIaHO Ha pHcC. 3.

IIPOTIOHOBAHOI MOJIEINI € MPHPICT MPOITyCKHOI 3aTHOCTI

€ AaKTyallbHAMH JJIs KOXXHOTO UeHTpy. Pesynprartu
0e3miu  pI3HUX TOKAa3HHUKIB,

[Mpupict TypHCTCHKUX MTOTOKIB

AF, ,,AF, ..b=1B, v=L1V,

IuBecTuLiliHi BUTpaTH

Rylasz,vayj,ab:l,BV,V:laI/}/ AF;/U

/
’
’
’
’
7

-
-
-

/
II
/ P
1
: Tpupict npubyTKy LHEHTPIB Bi TypU3My
1
4
\

[pupict npubyTKy Bif onepyBaHHs;
b=LB,,v= I,_Vy

AD™ AD!“,,AD{" ,b=1,B,,v=1V, | | AD%,AD,,AD? .,

yl 2 vy2o 12

ExoHoMiuHHIT pe3ynbTaT

C,C,..C,,,Cy b =1B,,v =1V,

y1°

Puc. 3. ®opmyBaHHS OCHOBHHUX MMOKa3HHKIB JJIsI MATEMaTHYHOT MOJIENI Y3TO/IXKEHHSI LIIbOBUX ITOKAa3HUKIB
Jutst TOpT(eNis MPOEKTIB TPAHCTIOPTHO-JIOTICTUYHOTO 3a0€3MeUeHHS TYPUCTCHKUX IICHTPIB

KokeH TOKa3HWK TIPUPOCTY TOB’S3aHAN 13

1HBECTULIAMU R;l , Riﬂ , R,fvﬁ ,
SIKUX € BIIITOBITHOIO (DYHKILIERO BiJ] IOKA3HHUKIB IPUPOCTY:
R, =R, (AP;I,AIL )’l =1.L; ©)  norokis AF,,AF, ,,AF, .,

R, =R.,(AP,,.AI,),v=1V,1=1L; (7
( Apblvy . Aléwg ), b=1B,v=LV,l= L_L (YHKIISIMA BiJl TOKa3HHUKIB IPUPOCTY:
AF, =AF, ({APVII’AIL}I ZI»_L) >

b=1B,,v=LV,, posmip AP\, Al' AP, Al . AP, ., Al ..

[=1,L  3abe3meuyroTh  30UTBIICHHS

R =R

buy3 bvy3

AF, ZAF;)V;/3 ({ApblvywAIiivﬂ}’l:laL) =

—_—

s By

3 iHmoro OOKy, aHANi30BaHi IMOKA3HUKU TPHUPOCTY
b=1B,,v=LV,

TYPUCTCHKUX
b=1B,v= l,Vy , po3mip

SKAX TaKOX MOXe OyTH ONUCAaHHH BIANOBITHUMH
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30iMbIICHHA TYPUCTCHKHX IOTOKIB  AF,, AF, ,, AF,,AF, ,,AF, .,b=1B v= L_Vy MOXYTb  OyTH
AF,,.,b=1B,,v= m3a6esneqye MIPUPICT TPHOYTKY oTpuMaHi QYHKILIi, IO BiITBOPIOIOTH 3aJIEXKHICTD AD;”I’,
TYPHUCTCBKHMX  IIEHTPIB AD;‘]’ ,AD},,AD; ., b=1,B,, ADL;"Z , ADIZ“‘I/3 ,b=LB,,v= L_Vy BiJI TOKA3HUKIB PHPOCTY
v=1V, — igethcs mnpo mHpuOYTOK BiT TypH3My AP, AL, AP,,, Al AP, ., Al . b=LB,

3  ypaXyBaHHAM  yCiX  acHEKTiB  TYPHCTCBKOTO V= :, I=1,L

oOciyroByBaHHs B IeHTpi. OmocepekoBaHO depe3
tur tur [ 1 17 .
AD)Y = ADY ({AP), AL} =1,L); (12)
ADY, = ADY, ({AR), AL, fv =1V, 1 =1,L); (13)
vr2 vr2 vr22 = vy2 Ty )
ur ur / 1 1 n 11 17

ADévy} = ADIIMA ({AB;V;/3’AIbvy3}b = 1’ vsv = 13 y,l = 15 ) . (14)

Kpim 30inbieHHst npuOyTKy LEHTPIB BiJl TypU3MY
32 paxyHOK BJacHe Typu3My, LEHTpH (Ha piBHI

cucremu AD!”

00’€KTiB TPaHCHOPTHO-IOTiCTUYHOT iR

. . N AD:?  ADL”  b=1,B,,v=L1V, .
MYHIIUOATITETIB, TI'POMaJ TOIIO) OTPUMYIOTh Ime U vy vy v 4
JIOJIATKOBHH MPHOYTOK Bij omepyBaHHs (eKcIuryararlii)
lLop __ l,op ! 1 _ 17 .
AD}” =AD" (AP}, AL, ).l =1,L ; (15)
Lop _ /, ! ! _ _17.
ADLY =ADLY (AR, AL, ),v=1V,,I=1L; (16)
lop __ l,op ! 1 _ 117 71-17
AD;% = AD (AR, AL ).b=1,B, v =1Vl =1, (17)
L . [ p - _
3a3HauMMo, MO po3Mip iHBecTHUiH R, R, ,, AD;’;’,AD%,AD:;; 5».b=1B,v=LV,  crasmsareca 110
Révy}’b =1,B,,v=1V, Ta [J0NATKOBi JOXOAM BiX LIEHTPIB 3arajoM, OCKUIBKH I[i TTOKa3HHUKH MAalOTh

orepyBaHHs 00’€KTaMH TPAHCIIOPTHO-JIOTICTHYHOT CUCTEMU

AD'Y?  ADL? ,AD}, b =1,B,,v =1V,

yl vy2 o bvy3>o HaJIC)KaTh

10
KOJKHOTO KOHKPETHOTO BHAy TpaHcmopry. IlokasHukH
AF,,AF, ,,AF,

IPUPOCTY TYPUCTCBKOTO IOTOKY L AF, L AF, S,

BpaxoBYBaTH NEeBHUH edekT cureprizmy [11], mo 3aBxau

MPOSIBIISIETBCSL 32 YMOBH ~ CHUCTEMHOTO  PO3BHUTKY
Oynp-sIKOoro 00’ekTa. 30KpeMa Iii MHUTaHHSA PO3TILHYTI
B poborax [11, 12].

OTxe, CymMapHi IHBECTHLIIT B TPAaHCTIOPTHO-JIOTICTHYHE

3a0e3MneveHHs 32 KOXKHUM TYPHCTCHKUM LIEHTPOM:

b=1,B,,v=1V, Ta npupictr mpubyTKy BiI Typusmy
- 1 B 1 ! 1
er =ZR71 =ZR71(AP71’AI71); (18)
I=1 I=1
- / - ! / / 11
R, =;RM =;RW2(APW2,AIW2),V=1,V7; (19)
c 1 N 1 ! 1
R, =2 R, =Y R, (AP, .ALL . ).b=1B,, v=L1V,. (20)
1=1 1=1
BinmoBimHO, cymapHHA TPHUPICT JOXOMIB  Bif
OIEPYBaHHS 00’ €KTaMU TPAHCIIOPTHO-JIOTICTUYHOT CHCTEMH:
L L
ADY =Y ADL” =3 ADL (APLLALL ) ; 1)
=1 =1
N ! c ! / ! 117
ADY, =Y AD? = > AD)Y (AR,,.ALL, ).v=1V, (22)
=1 I=1
N ! S ! / 1 1 n 11
ADy? =" AD% =3 AD (AR, 4 AL, ;). b=1B,,v=1V, . (23)

I=1 I=1
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i MTOKa3HUKH bopmyOTH T ICYMKOBHHA i 3arajJoM 3a iepapxi€l0 TYpPHCTCBKHUX UEHTpIiB (27),
€KOHOMIYHHUI pe3yJbTaT 3a KOKHUM LeHTpoM (24)—(26) I0 MOKYTh OYTH MOJ[aHi TAKUM YHHOM:
Cy =C,, ({AB, AL L =1 L) = ADY + ADYY — kR, (24)
Cyyo = Copo ({ARL, AL, V= L L) = ADY, + ADLY, =k, R, v =1V, ; (25)
va;/3 = bvy3 ({APbZW/} 4 bvy} }l - 1 L) ADIT/’;G bw/} kbv;/SRthss b = ls v V= 1’ y (26)
— —_— —_— V}’ BV
C=C({aPy, AL {ARL ALY (AR, AL v =1V, b =1B,,1=1,L) = C, + Y| C\py + D Cpps |, (27)
v=1 b=1
ne k., k. ky,; KoeillieHTH, IO BiZOOPAKAIOTH B JWHAMII, 1 TOIlI €KOHOMIYHHM pe3yIbTaTOM MOXKHA

e(eKTUBHICTh IHBECTHUINI 1 OAIOTh 3MOTY 3iCTaBIATH
npuOyTOK 3a aHaTi30BaHMM Tepiof 3 IHBECTHLIHHUMH
BUTpATaMH.

3a3naunmo, mo (24)—(26) e ¢yHKIiIMU Bix ycix
napameTpiB yMNpaBiHHS, OB S3aHUMH 3 KOHKPETHUM
TYpUCTCHKMM LIeHTpoM, a (27) € QyHKUieo Bix ycix
3MIHHHUX, IO PO3TJISNAIOTRCS, — MO BCiX IIEHTPax i BCIX
BUJIaX TPAHCIIOPTY.

Y meoMy pa3i B MoAeni He 3IIHCHIOETHCS
JIEKOMIIO3UIIiS 32 YaCOBUMH TI€pioiaMH il yci MOKa3HUKU
HalleXKaTh 70 3a/JaHOr0 Yacy, L0 Ja€ 3MOry OI[HUTH
cUTYyarliro 3arajom. [y oTpuMaHHs OLTbII IeTaai30BaHOT

iHpopMarii Bci MOKAa3HHUKH MOXYTh OYTH PO3IJISHYTI

ALY

ZKﬁ/Z( WZ’

1
bvy} Z bvy3 ( hvy?’AIbvﬁ

L

=1

Takok MOXKHa PpO3IILIATH OOMEKECHHS 3arajom
010
HaJIe)KaTh OJHOMY PETiOHY W pilIeHHS MO0 iX PO3BHTKY

iepapxil IICGHTpiB, SKIO, HANPHUKIAJ, BOHHU

NpuiiMaloTbcsi Ha OAHOMY PpiBHI 3  HEOOXIAHICTIO
L v,
/ 1 1
S| R (AP AL+ 3| R (A
I=1 v=l
HacTymHuii KOMIUIEKC OOMEKEHb OCHOBaHHUI

Ha HEeOOXITHOCTI BpaXxyBaHHS MaKCHUMAaJIbHO MOXKJIHBOTO,
Ha JYMKY EKCIIEpPTiB, MPUPOCTY TYPUCTCHKUX IOTOKIB.
iH(pacTpyKTypH
BIZICYTHICTh IHIIUX B&XKJIMBUX EIIEMEHTIB TYPHCTCHKOTO

Hapitb 3a 4yZnoBO  PO3BHUHEHOI

0o0CIIyroByBaHHS, a B MAEAKHX BUOAnKax 1 ¢i3ngHOl

MOXIIMBOCTI TNpHUHMAaTH TIEBHY KUIbKICTh TYPHCTIB,

posrisagaty NPV.
@7
SIK KpUTEPiil ONTHMI3allii:

Bupas MIPOTIOHY€EThCS ~ BUKOPUCTOBYBAaTH

v, B,
C=C,+Y|C,+>.C, | >max.  (28)
v=1 b=1

Cucrema oOMeXeHb MOJENI Ma€ BpaxOBYBaTh

MaKCHMAaJIbHO JOCTYTIHUI piBeHB IHBECTHILII T
y TPaHCHOPTHO-JIOTICTHYHY iH(QPACTPYKTYypy, 30Kpema
i OOMEXEHHS MOXYTh CTOCYBAaTHCS OyIb-SIKOTO BUAY
TPAHCIIOPTY MAJsl KOXKHOT'O IIGHTPY, @ MOXYTh OyTH
IOB’3aHi JIWIIE 3 KOHKPETHUM LEHTpoM Oe3 meTaiizartii

3a BUJaMU TPAHCIIOPTY:

AL ) S RIS 29)

L) SRS v=1V,; (30)

J<R.b=1B,,v=L1V,. (31)

HETIePeBHINEHHA OrokeTy R;,™ Ha KOHKpPETHHII

HanpsIMOK  PO3BUTKY, Yy I[IbOMY BHUNAIKy — Ha
TPAHCIIOPTHO-JIOTICTHYHE 3a0e3MeUeHHS:

1 max
vy2 ) Z bvy3 ( bvy3 ’A]beS ) < RTL . (32)

MPU3BOJUTH JI0 TOTO, IO TYPUCTCHKHH IOTIK Mae OyTH
oomexxeHuM. KpiM TOro, Take OOMEXKEHHS MOXE

3ajexard BiJl MOXJIMBOCTEH TPAHCHOPTHUX XaOiB,

MOB’SI3aHMX 13 IIEBHOIO iepapxielo IeHTpiB. Tomy 3a
KOXKHUM TYPUCTCHKUM LIEHTPOM HEeoOXiTHO
3alpoBaWTH OOMEXEHHS TI0 BEepXHIH Ta HIDKHIN

MeXax TYpPUCTCHKOTO TIOTOKY.
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max max max
AF™, AF, AF,

vy2 bvy3 >

min min min
AF™, AR, AF,

vy2 bvy3>

b=1,B,,

AF™ < AF,, ({AP’

vy2>

bvy3 —

AF™I < AFbvy3 ({Apblvys’Mllwﬂ}l =1, ) <

HwkHs rpaHuus TypUCTCBKOTO MOTOKY AF)™,

AF™M Af™n

, .
a S AFDY HoB’sA3aHa 31

min :
AF] CTpaTeriYHUMU

LIUIIMH 3 TYPU3MY Ul IMX LEHTPIB 1 PETiOHy 3arajioM.

AF, ({ar

r1>

Hacrynuuii 0JI0K 00OMeEXKEeHb OB’ SI3aHUI
Y

Oe3nocepeIHBO 3 MapaMeTpaMH YIIPaBIiHHS (3MIHHUMHU

VY
AL =LL) | LK ({8701

v=l, L
712 7 71 (33)
ALY =1, )SAFV‘;‘;",V:L % (34)
AR5, b=1B,,v=LV, . 3%
OcraHHE MOXXE BUPXKATHCS B IHTErpajbHINl BEIMYMHI

TYPUCTCHKOTO TIOTOKY 3 i€papXii HEeHTPIB (PeTioHy):

R B, J— )
}1=1,L)+;A1~;W3({Ag,’w3,ygw}l:1,L) >AF™ . (36)

JOLIJIBHY BEPXHIO MEXKY IMX BEIHYHUH APyllmax,AI;;mx )

Aleax , Aleax AIlmax ’N/max a  TaKoXK HeO6XiHHHﬁ

MOJIENAMHU) — IIPUPOCTOM MPOIMYCKHOI 3[aTHOCTI Ta 7z b 2 b3 2
. . 1 1 Alein Allmin AP/min Allmin Alein
SIKOCTI OOCITyrOBYBaHHS IJISI TPAHCHOPTHO-JIOTICTUYHUX MIHIMYM s T V2 o w2 s buy3 >
! ! ! 1 ! 1 i o . . .
cucteM AP, Al,,, AP, ,, Al,,, AP, 5, Al,, ., b=1B,, ALY, TOB’S3aHMH TAKOXK 13 CTpATEridHMMH LIAMH
v=LV ,6[l=1,L. 3a3HaueHi OOMEeXEHHS BpaxOBYIOTh LEHTPY / PErioHy:
/ min ! / max I'min ! I'max / min ! / max Imin 1 I'max
AP ™ < AP, <AP™ A" <AL, <AL ,AP ;" <AF, , <AP " Al ;" <Al , <Al5", 37)
/ min ! / max /min ! I max _ _ 17
AR SAF,  <ABS ALy <AL, ALY ,b=1,B,,v= 1,V7,l =1L

Sk mpaBuio, y Mozenel, OB’ I3aHMUX 13 PO3IIOALTIOM
IHBECTHIIIH, OOOB’SI3KOBOI0O yMOBOK € a00 3aBJaHHI
HIDKHBOI MEXi €KOHOMIYHOTO Pe3yNbTaTy, ad0 BBEACHHS
K OOMEXEHHs I0/aTKOBOTO MOKa3HUKAa e()eKTHBHOCTI
inBecTHNiii — penTabensHocTi /™, Wanpukmax [8, 9].
HeszBaxaroun Ha Te, 1[0 YUMAJIO MPOEKTIB, OB’ A3aHUX 13
TPaHCIIOPTHO-JIOTICTUYHUM 3a0€3MEeYEHHSIM TYPUCTCHKUX

VV Bv
C,+>.|C, .+ bz Cp,s
v=1 =1

LeHTpiB, K 1 Oarato iHPPACTPYKTYPHHUX TIPOEKTIB,
€ HekoMmepuiHuMu [14], mpore iX edexT nposBIseEThCS
B I[bOMY BHUIAKYy B IIPHPOCTI TYPHCTCHKOTO MOTOKY
Ta JIOJATKOBOTO NPHOYTKY Ui IEHTPY, IO BPaxoBaHO
B (28). Tomy B Mozenms Moxe OyTH BBEACHO BiAIOBiIHE
0OMEXEHHSI, HaIlPUKJIaJ], BUTIISY:

2| Ry (ARLLAL )+ | R

L Yy

=1 v=l

Omxe, (28)—(38), a Takox cniBBigHomeHHs (4), (5),

mo "OaJaHCYIOTh" TYPHUCTCHKI ITOTOKHM LEHTPIB OAHIET
iepapxii, (OpMyIOTh MAaTEMaTUYHY MOZEIb (HOPMYBaHHS
ONTHUMAIBbHUX 1 Y3TO/UKEHHX LUIBOBHX IIOKa3HHKIB
Ui nopTdens MPOEKTIB  TPAHCHOPTHO-JIOTICTUYHOTO

3a0e3NevyeHHs TYPHUCTCBKHX LEHTpiB onHiel iepapxii

(abo T1i wuactuHM). BiamoBimHO, 3a3HaueHa MOIEIb
. [ 1 [ 1 [

YCTaHOBIIOE TaKl 3HAUCHHA AP, ,Al,,AF, , Al ,,AF, .,

Al ,b=1,B, v=L1V,I=1L, mo BimmosizaoTs

2 Iinv . (3 8)

B,
SICRVIRES WY

HaBCJICHUM YMOBaM. Sk 3raayBajiocsd BULIC, A MOACIb

MOXXe OyTH ToJaHa B JCTANTi30BaHOMY BHIJISII,

3 ypaxyBaHHSAM a) THMYACOBHX €TamiB;, 0) KOHKPETHHX

00’exTiB  TpaHCHOpTHO-NoTicTHYHOI cuctemu. CeHe

0OMEXEHb y IbOMY pPa3i HE 3MIHIOETHCS, aje 3POCTAE

pPO3MIpHICTP ~ MOJENi W  BHHHKAaE  HEOOXiTHICTH

BUKOPHUCTaHHS  OUIBIIOrO  MAacuUBy  JIeTali30BaHOl

iHpopMmanii st ii npakTr4HOT peaizarii.
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BucHoBkn IpormyckHoi ~ 3maTHOCTI Ta  sikocTi.  OOMexeHHS

BPaxoOBYIOTb MOXJHMBOCTI (piHaHCyBaHHS, €()EeKTHBHICTH

OT)KC, p03p06J'ICHO KOHILIENTyaTbHY i BiI[HOBiI[Hy IHBECTHUIIM, OUIl 3 TYPHUCTCBKHUX TIIOTOKIB KOXHOI'O

MaTeMaTHYHy MOJEb W00 BU3HAYEHHA onTuMaiphux ~ LCHIPY M HABITE yMOBH y3TOIKCHHI TypHCTCBKHX

{ Y3rO/KEHHX iTBOBHX TIOKA3HHKIB mopTdens mpoexrip ~ MOTOKIB Y LeHTpax onwiel iepapXif (1n Horo qacTiim).

TPaHCIIOPTHO-JIOTICTHYHOTO 3a0€3MEUEHHs. TYPHCTCHKUX Linb0B1 NOKASHUKH, IO BCTAHOBIIOIOTHCS TAKMM

uentpis. Iloromkenns QopMyeTbcs Ha piBHI TypucTchkux — AHOM, € OCHOBOIO UL BHUSHAYCHHA  HIHHOCTCH

. R . .
HOTOKIB 3 ypaxyBaHHIM X MOIKJIMBOTO PO3HOMINY Mix IPOEKTIB, IOB A3aHUX 13 TPAHCHOPTHO-JIOIICTUYHUM

TYPHCTCEKHMH LIEHTPaMH, a TAKOK €IMHOTO jpkepena  SAOC3MCTCHHAM TYPHCTCBKHX LIEHTPIB.

¢inancysanns. IlapaMeTpamMu — YIpaBJiHHA — MOJeNi Mozens  BpaxoBye — OCOONHMBICTH  mapameTpis

€ HeoOXigHI OKAa3HUKH MPUPOCTY MPOITYCKHOI 31aTHOCTI TPAHCIOPTHO-NONICTAYHOr0  3a0€3MeUeH s, ane XK il
Ta SIKOCTI OOCIIyrOBYBaHHS TPaHCIOPTHO-JIOTICTUYHUX CTPYKTypa W mTpuHUMI [OOYIOBH MOXYTh OyTH
CHCTEM TYPUCTCHKHX LEHTPiB oxHiel iepapxii. L{inpoBa BUKOPUCTaHI i1 (opMyBaHHS MoOJIeNed oOnTuMisariii
(byHKIis MOJENi BiTBOPIOE MAKCHMI3aIlil0 EKOHOMIYHOIO Ta  Y3rODKEHHS  IIIBOBHX  IOKAa3HUKIB  IIPOEKTIB
edekty Bix peanmizamii NPOEKTIB IIOAO IMiABUIICHHS nopTdeniB, MPOAYKTH SIKUX € B3aEMO3ATICKHUMH.
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OPTIMISATION OF TARGET INDICATORS OF THE PROJECT PORTFOLIO
FOR TRANSPORT AND LOGISTICS SUPPORT OF TOURIST CENTRES

The subject of the study is modelling the optimal target indicators of the portfolio of projects for transport and logistics
support of tourist centres. The aim of the study is to improve the efficiency of portfolio management processes for the
development of transport and logistics support for tourist centres. Tasks: 1) to develop a conceptual model for harmonising
targets / parameters of project products for the portfolio of projects for the transport and logistics support of tourist centres;
2) to determine the mathematical description of the main indicators as functions of the parameters of transport and logistics
support of tourist centres; 3) to develop a mathematical model for determining optimal and consistent targets for the portfolio
of transport and logistics support of tourist centres. Research methods are: methodology and methods of system analysis,
methods of operations research. The following results were obtained: the concept of "hierarchy of tourist centres" was introduced,
which is a logistics system that is linked to the relevant transport hubs. To manage transport and logistics projects as part
of the portfolio, a conceptual and appropriate mathematical model has been developed to determine the optimal and consistent
target indicators of the portfolio of transport and logistics projects for tourism centres as part of the hierarchy. The coordination
is formed at the level of tourist flows, taking into account their possible distribution among tourist centres, as well as a single
source of funding. The model's control parameters are the necessary indicators of the increase in the capacity and quality of
service of transport and logistics systems of tourist centres of the same hierarchy. The objective function of the model
reflects the maximisation of the economic effect of implementing projects to improve capacity and quality. The constraints take
into account funding opportunities, investment efficiency, goals for the development of tourist flows in each centre, and the
conditions for coordinating tourist flows in the centres of the same hierarchy (or part of it). The results obtained take into
account the peculiarities of forming economic indicators for the hierarchy of tourist centres and form the basis for assessing
the value of transport and logistics projects for tourist centres. Conclusions: The results of the study are a conceptual and
appropriate mathematical model that allows to form optimal and consistent parameters of the products of projects for the
integrated development of transport and logistics support for tourist centres. The model takes into account the peculiarity
of the parameters of transport and logistics support, but its structure and construction principle can be used to form models
for optimising and coordinating the target indicators of portfolio projects whose products are interdependent.
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SOCIAL NETWORKS AS A TOOL FOR ENTREPRENEURSHIP
IN THE CONDITIONS OF THE ECONOMY OF IMPRESSIONS

In recent years, Internet and social networks have become a full-fledged platform for business and have significant functions of
effective and accurate communication to the target audience of information about potential customers, the availability of necessary
communication tools to work with customers, companies, sales of goods, services and more. This is especially important in the
context of the development of the economy of impressions. The subject of the article is the analysis of the use of social networks
in business activities in the conditions of the impression economy. Analysis of the scientific literature has shown that foreign
and domestic scientists are constantly looking for ways to develop business in the online environment. However, scientific works
on entrepreneurship in social networks are insufficiently substantiated and adapted to the conditions of functioning Ukrainian
enterprises, so they need further development. The purpose of this article is to substantiate theoretically the peculiarities of
entrepreneurial activity of Ukrainian business entities in social networks. The main tasks of the article are: analysis of statistical data
on the use of social networks in business activities and justification of recommendations for the effectiveness of business activities in
social networks. The following research methods were used: analysis and synthesis, statistical analysis, monographic analysis,
deductive and inductive method, graphic method. The following results were obtained. It is determined, it was concluded that among
the existing platforms for business on the Internet, Facebook and Instagram — these are the two best platforms used by marketers.
It was noted which social channels are used by experienced marketers to promote the company's products on social networks
compared to those who are just starting out. Thus, "young" social network marketers for effective entrepreneurship focus mainly
on Facebook and Instagram. At the same time, the most experienced marketers are very diversified in this process. The main criteria
for using video content in business as the most effective tool for doing business on social networks are summarized. The main
conclusions are as follows. An analysis of the use of video marketing in online business has shown that YouTube is the number one
video channel. At the same time, TikTok is a new video platform, but has already actively regained its place in the market. Therefore,
the main criteria for including videos in the TikTok recommendation have been summarized. The main opportunities of SMM
in different business segments were also considered. The peculiarities of SMM use for large, medium, small businesses,
Internet business and b2b-sphere were noted. The main advantages of entrepreneurship in social networks were summarized
and highlighted. The results of the study can be the basis for further development of the practical use of social networks for the
entrepreneurial activities of Ukrainian enterprises.

Keywords: business; economy of impressions; social networks; Internet; Facebook; Instagram; TikTok; target audience;
online platform; video marketing; SMM.

Introduction the subjects of the external and internal environment, to

form positive impressions of enterprises, their products,

Today, entrepreneurship is a strategic factor in today's market environment, more and more operations

are carried out in cyberspace. These include not only

and aninternal source of unsustainable economic

development and material well-being of the country's
population in market conditions. At the same time,
the spread of information technology helps to increase
opportunities for business on the Internet, which is
especially important for the development of the economy
of impressions. This leads to increased competition and
necessitates the development of enterprises using Internet
technologies. There are also opportunities for quick
start-ups for entrepreneurs through the use of modern
tools on the Internet.

The rapid pace of technological progress involves
the intensification of forms of business via the Internet as
an independent economic activity. In order to influence

objective processes such as trade, but also to some extent
subjective and emotional, such as the promotion of goods
or services, company image formation and branding,
marketing communications and others that create positive
impressions about business entities and their capabilities
and achievements. However, it should be noted that more
than half of the world's population now uses social media,
now is the perfect time to rethink how you can use these
powerful platforms for business. Today there are tens of
thousands of different social networks and services:
communication, professional, graphic, blogging, news,
video and many others. Realizing the size of the target
audience, non-network media hastily open their offices

© O. lastremska, H. Nebylytsia, 2023
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on social networks, integrate their sites with Facebook,
Instagram, Telegram and similar popular networks.

Impression management in social media marketing
is one of the most effective methods of business
development, product promotion, consumer impact.
Not only the number of users of social networks is
increasing every day, but also the time that these users
spend on social sites. The task of the company's
marketers is to get part of this daily user time to attract
attention to the company, form a positive attitude towards
it, create a user's desire to buy a product / service or make
other targeted actions for the company. After all, the
analysis of the characteristics of entrepreneurship in
social networks will help marketers to make informed
decisions about the implementation or rejection of such
apolicy and increase its effectiveness in general.
Therefore, the topic of this study is very relevant for both
scientists and Ukrainian entrepreneurs.

The purpose of this article is to theoretically
substantiate the peculiarities of entrepreneurial activity of
Ukrainian business entities in social networks to create
positive impressions about the results of their activities
and opportunities. To achieve this goal, the following
tasks were set and solved:

—to analyze statistical data on the use of Internet
(social networks) in business;

—to justify the effectiveness of entrepreneurial
activity in social networks;

— to generalize the main criteria for the use of video
content in business as the most effective tool for business
in social networks;

—to consider the main opportunities of SMM in
different business segments;

— to highlight the main benefits of doing business on
social networks.

Literature review

The development of entrepreneurship in the online
environment has led to increased attention of scientists
in this area. Thus, both domestic and foreign scientists
such as Z. Wilger, J.Kramolish, N. Kapolupo [1],
E. Ikechukwu, I. Edjikeme [2], pay
attention to the functioning of enterprises on the Internet.
Sadigov [3], A. Hamvon [4], D. Tavorn, P. Trichob,
V. Klongtong, C.Ngamkroekjoti [5], I Otenko [6],
S. Ilyashenko [7], O. Belovodskaya [8], T. Ilchenko [9],
D. Doroshkevich [10] and others. It should be noted that,
for example, Z. Wilger, J. Kramolish and N. Kapolupo

A. Emmanuel,

in their work "The impact of social media on the

internationalization of SMM" [1] identify the impact of
social media as a tool of marketing strategy in the
economy of impressions to conquer new markets.
The authors present the results of an empirical study for
2019-2020 to assess the differences in approaches
to social networks according to some factors. Also
interesting is the study of E.lkechukwa, A. Emmanuel
and 1. Edjikem [2], where the authors explore the
relationship and impact of social networks on the
competitive advantages of firms. Emphasize the positive
impact and note that the capabilities of technological
affect the
advantages of "young" firms. In the study, the authors

infrastructure  significantly competitive
emphasize the need to change the ways of using social
networks by new firms, and argue that the use of social
networks is a necessary need in today's world.
Also noteworthy is the study of R. Sadigov [3], where
the author considers current trends in digitalization from
the standpoint of business innovation management;
analyzes and substantiates the relationship between
indicators of innovation and digital profile and the level
of entrepreneurship. The author constructs a regression
model of panel data with fixed effects in order to
determine the impact of digitalization parameters on
the parameters of business sector development.

In "How to turn millennial consumers into brand
preachers with the help of micro-influencers in social
networks" [4] A. Hamvon emphasizes that today social
networks have caused an information explosion among
young people, which is the largest target audience for
sellers. The study notes that millennials are the main
driving force for business development, and that they are
the leaders for brand development through social networks.

Advertising plays an important role in creating
brand awareness and leads to consumer behavior about
the service or product. Thus, D. Tavorn, P. Trichob,
W. Klongtong, C.Ngamkroekjoti [5] confirm that the
value of video advertising in social networks shape the
attitude and reaction of the target audience to the
company, which in turn affects the entreprencurial
activity on the Internet. business.

It is necessary to determine the thoroughness of
research by I. Otenko, O. Ptashchenko, and J. Kushch [6],
which present the main features of e-business in the
world market, as well as determine its state and
development trends. The authors emphasize that the
digital globalization of economic processes is becoming
a fundamental trend and principle of the modern
economy, which is determined not only by revolutionary
technological changes but also the laws of economic
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evolution in general, orients modern management to

business rules, promotes productivity, as well as
eliminates the negative phases of the economic cycle.
Analysis of the scientific literature has shown that
foreign and domestic scientists are constantly looking for
ways to develop business in the online environment.
However, scientific works on entrepreneurship in
the virtual space as a whole and in social networks
including are insufficiently substantiated and adapted to
the conditions of functioning of Ukrainian enterprises,

so they need further development.

Materials and methods

The methodological basis of the work are general
scientific and special methods of scientific research.
In particular, methods of analysis and synthesis are used
to determine trends and functional patterns of use of
social networks in business. The statistical analysis is
used to diagnose the use of social networks in the world,
highlight the most popular social platforms in the
network and identify trends in the use of relevant
platforms in the online environment. The method of
morphological

analysis was used to identify and

summarize the main criteria for video in the
recommendations of TikTok and formulate the benefits
of doing business on social networks. The deductive
method used to systematize information about business
in the online environment in general and the use of
inductive method —

social networks in particular;

to summarize the results of using existing social

The total number of Social media users as

active users of social a percentage of the
networks world's population

© @

4 55 billions 57.6%

Fig. 1. Use of social networks around the world (defined by [11])

Global Weblndex
social network users

A study done by shows

that worldwide, now spend
an average of 2 hours and 27 minutes a day of multimedia

work on an average of 8 social networks and messaging

networking platforms for doing business on the Internet;
graphical method — to visualize the results.

Results and discussion

In recent years, the Internet as a whole and social
networks particularly have become a full-fledged
platform for business and have significant functions of
effective and accurate communication to the target
audience of information about potential customers, the
availability of necessary communication tools to work
with customers, companies, sales of goods, services
and more. The main advantages of Internet are ease of
access to information and speed of its dissemination.
The development of business in virtual space can be
successful and to promote the growth of net profits
of enterprises with the creation and support of brand
offices, as well as reputation management in all areas
with a social component.

The Internet in general and with social networks in
particular have somewhat transformed the entrepreneurial
activity of the enterprise. Today, social networks vary
in popularity with different demographics, and they
are still developing in both the world market and
the Ukrainian market.
the international

According to experts from
"We Are Social" and
"Hootsuite", users of social networks have grown by

companies

more than 10% over the last year, reaching a total
of 4.55 billion by early October 2021 (Fig. 1) [11].
This means that more than half of the world's population
now uses social media.

The average amount
of time per day spent
on social networks

Annual change in the
number of social
network users

+9,9% 2h

+409 millions 27 min

applications [12]. Growth trends show that, on average,
more than 1 million people have started using social
media for the first time every day in the last 12 months,
equating to almost 13 new users every second. It should
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be noted that Facebook continues to dominate the
ranking of the world's most popular social networking
platforms (Fig. 2) [13].

Fig. 2. The world's most popular social platforms
(summarized by [13])

The company's "core" platform now claims more
than 2.8 billion monthly active users, while 2 billion
people use its leading WhatsApp messenger platform.

Instagram has also seen impressive growth in recent
with the
advertising audience showing that more than 1.39 billion

weeks, latest data from the company's
people now use the platform every month. Recent figures
suggest that Instagram added 111 million new users to
its advertising reach last quarter, equating to quarterly
growth of more than 10%. The figures mean that
Instagram's ad audience is currently growing at a rate
of more than 1 million new users per day, bringing
the global network coverage to 1.39 billion by early
October 2021. That is, Instagram is still ahead of TikTok
when it comes to monthly active users, but analysis
of various data points indicates that the short video
sensation ByteDance is still growing rapidly.

At the same time, TikTok announced that it had
crossed 1 billion monthly active users at the end of
September 2021 [15], making it the seventh social
networking platform to join the exclusive club of
billions of users.

As for the next well-known online platform where
it is possible to do business — Twitter, they have lost
profits to the audience. Advertising coverage is now
sinking back below the figures that were shown back
in January. However, it should be noted that the figures
reported in Twitter's advertising tools are subject to
significant fluctuations, even for relatively short periods
of time. In addition, the 90 percent drop in the number of
registered Twitter users in Ukraine played a significant
role in reducing this quarter.

Thus, Facebook and Instagram are the two best
platforms used by marketers in business. All other
platforms lag behind these two best.

Figure 3 presents the results of a thorough review of
which social channels are used by experienced marketers
to promote the company's products on social networks
compared to those who are just starting.

0,

100% 83%"

90% f; 81%

0, 0,

38;‘: {es] 69% 68% g0
60%
50%
40%
30%
20%
10%
0%

less than 1 year

» more than 5 years

Fig. 3. Using of the platform: beginners
and experienced marketers (calculated for [16])

Thus, "young" social network marketers for effective
entrepreneurship focus mainly on Facebook (89%) and
Instagram (66%) [12]. At the same time, the most
experienced marketers are very diversified in this process.
It should be noted that Facebook continues its decline,
which began in 2019, in terms of traffic to the platform.
At the same time, the growth of Instagram can be clearly
seen, along with the decline of Twitter (Fig. 4) [17].

It is worth noting that today in business activities in
the online environment, much attention is paid to video
marketing. Video content is thriving now, and integrating
it into marketing strategies is a vital element of online
business to attract customer attention. The video has
changed the consumption of content because it provides
information in a much more interactive, visual and
entertaining way.

In addition, video is a natural means of storytelling,
making it an effective method of persuasion. Millennials'
favorite form of content is video. According to a Hubspot
study, 96% of consumers between the ages of 18 and
34 watch videos several times a week, and 75% of
millennials watch at least one video a day. The same
Hubspot study also shows that videos help attract a brand
and sell it. And also influence consumers' purchasing
In fact, 64%

decisions. of consumers say that
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commercials have influenced their purchasing decisions. 6-second Youtube commercials increase advertising
The 8 billion videos are viewed on Facebook every day. response by more than 30% [18]. Recognized social
Video ads on Instagram Stories can increase the impact of media expert Michael Stelzner asked marketers to
advertising and buying intentions. Instagram promotional indicate which platforms they regularly use for their
videos generate 3 times more comments than photos. video marketing [20] (Fig. 5).

— 70%
sa% — 60%
— 50%
40%

30%

20%

10%

2020 2021

B instagram [ Linkedin [ Twitter [l Facebook M YouTube
Fig. 4. Dynamics of changes in traffic of users of the main Internet platforms of business (summarized by [17])

YouTube Instagram Facebook

Linkedin Twitter Pinterest

1 — increasing. 2 — reduction. 3 — remains unchanged. 4 — is not planned to use

Fig. 5. Use of video content on the main platforms of business in the online environment (summarized by [20])

The following results were obtained: YouTube was Instagram Stories has risen sharply from 22% in 2019 to
the number one video channel used by 55% of marketers, 46% in 2021. TikTok is a new video platform, but has
followed by native Facebook videos (49%). The use of already actively regained its place in the market [19].
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According to online company ByteDance, which
with the help of
advertising on TikTok marketers can reach 825 million

owns several popular services,
users aged 18 and older worldwide. The main content of
TikTok is short 15- or 60-second videos in which the
authors use various effects or music. After creating the
video gets into the recommendations to users. They are
formed according to the criteria presented in table 1.

Table 1. Criteria for getting videos in the TikTok
recommendation

Criterion Essence

Geolocation | It is unknown which audience will see the
video. This makes it harder for companies
and bloggers to work with a different
audience.

User It is important that a specific user

experience evaluates, comments and watches the
video to the end. Mostly his videos will
consist of such videos .

Popular Videos that have already garnered a lot of

videos views later end up in the tapes of almost
all users.

The peculiarity of TikTok is that users are much
more likely to watch the recommendations, rather
than videos of people to whom they subscribe.
This distinguishes it from Instagram and YouTube.

Today, Ukraine cannot set up a target audience for
online businesses, which is why most marketers do not
use TikTok to promote a product. Today, this platform
is useful only to increase the coverage of social pages.

Any business can adapt an SMM campaign to its
specifics. Consider how this marketing complex can be
used for different business segments (Fig. 6).

.//\XA

B biasiiess Medium and Internet
& small business  business B2B

Fig. 6. Application of the marketing complex

Representatives of big business were among the first
to realize the potential of social networks and began to
actively use them for their promotion. Through social
networks, big business usually solves strategic long-term
marketing tasks: branding, raising awareness of the target
audience, increasing loyalty and trust in brand products

and tracking thoughts and moods among the target
audience; it is determined what the support system
will be. Features of SMM-campaigns of big business
include high coverage, work on several platforms and
interactivity of communication. This uses communities,
blogs, social media applications, and systematic work
with the most loyal opinion leaders (creating so-called
"brand advocates"). Also, large companies pay serious
attention to working with reputation, in particular,
monitoring and neutralizing the negative. The greatest
difficulty is usually the analysis of efficiency. Since the
activities of these companies are often associated
with a wide distribution network, it can be difficult to
track how certain actions affect direct sales. Therefore,
each campaign needs to develop its own system of
metrics, using the capabilities of web analytics.
Representatives of the following spheres of big business
manufacturers;

film studios;

are highly active in social networks:
banks and other financial structures;
network service operators; retail chains.

In recent years, the SMM threshold has dropped
sharply, and the massive influx of small and medium-
sized businesses into social networks continues to this
day. In most cases, they are more relevant tools that
allow you to quickly solve tactical tasks: increase
sales, announce discounts, encourage users to buy again.
To do this, they usually resort to creating their own sites,
and to work with existing, similar topics. The following
industries are more represented on social networks:
trade; local producers; services (beauty salons, fitness
clubs, etc.); tourism sector.

Representatives of the online industry are also
active users of SMM. The main task for them is to obtain
high-quality traffic with high conversion (i.e. conversion
into sales, registration or other targeted actions).
The most relevant tools for this are the creation of
communities, blogs and microblogs, targeted advertising
and placement of teasers in communities and blogs.
Also, social networks are often used to create noise
around the project, to attract attention to it. The following
types of projects can be noticed more often than others
in SMM: online stores; online services; online startups;
discount aggregators.

Contrary to popular belief, b2b products and
services can also be effectively promoted through social
networks. The main strategy, in this case, is to find
representatives of the professional layer, which is the
target audience of the campaign. To do this, you can
create your own communities that position themselves by
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professional or social affiliation, conduct targeted work
with target audiences, provide multiple touches through
advertising systems, with orientation to professions or
education, and work with existing professional centers.
The SMM presents the following business categories in
this sector: advertising services; IT solutions; financial
and legal services; HR agencies. According to the 2021

Social Media Marketing Industry Report, a significant
86% of all marketers surveyed said that their efforts on
social media have had a greater impact on their business.
The increase in trade was the second major advantage,
with 78% reporting positive results [20].

So, it can be summarized that all the benefits of
entrepreneurship in social networks (Table 2).

Table 2. Advantages of entrepreneurial activity in social networks to create positive impressions in the subjects

of the external environment

Advantage

Content

Increase sales

A large percentage of marketers find the best sales results with many years

of experience in social media. For example, more than half of marketers who
have been using social media for more than 12 months report that it has helped
them improve sales.

Growing business partnerships

Most marketers seem to use social media to develop partnerships.

Increase in traffic

Those who use social networks for a year or longer report significantly better
business management results (72% + stated benefits) compared to those
with less experience.

Formation of potential customers

Marketers are gaining more knowledge in generating leads through more
experienced social platforms

Ensuring market understanding

Based on many years of experience, this benefit does not change significantly.

Development of "loyal fans"

Building a dedicated fan base seems to be an advantage that improves
as marketers gain years of experience.

Improving thought leadership
leadership thinking.

Only those with the most experience (5+ years) have seen real success in building

Conclusion

Thus, the Internet and social networks and their
tools provide incredible opportunities for effective
business activities of modern Ukrainian business in
order to create positive impressions about the results
of activities and opportunities of business entities.
There is no doubt that online entrepreneurship will
continue to grow, as it is showing positive dynamics
and tremendous potential for further development,
especially in the context of the development of the
economy of impressions. So, the paper considers the
world statistics of the most popular social networks
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COLIAJBHI MEPEXI IK IHCTPYMEHT NIAIMTPUEMHUIIBKOI JISITTBHOCTI
B YMOBAX EKOHOMIKU BPA’KEHb

IHTepHeT 1 comiambHI Mepexi 3a OCTaHHI POKH CTajlHM MOBHOLIHHOIO IUIAT(GOPMOIO Ul MiJNPUEMHHIBKOI AisUIBHOCTI Ta MAroOTh
3HauHi QYHKOii e(EeKTUBHOTO ¥ TOYHOTO MOBIAOMJICHHS WiNbOBiIH ayauTopii iHpopMmamii Mpo MOTEHUIMHMUX KIEHTIB,
HasBHICTh HEOOXITHUX KOMYHIKAI[IMHUX 1HCTPYMEHTIB AJIsl poOOTH 3 KII€EHTaMH, KOMIIAHISIMHU, JJIS IPOJAXXKy TOBApiB, MOCIYT TOILO.
Lle € ocobaMBO BaXJIMBUM B YMOBaxX PO3BHUTKY E€KOHOMIKM BpakeHb. IIpeaMeTom cTaTTi € aHali3 BUKOPUCTAHHSA COLabHUX
MepeX Yy MiANPHEMHUIBKINA IiSUTBHOCTI B yMOBaX €KOHOMIKH BpakKeHb. AHali3 HAyKOBOI JITepaTypH MOKa3aB, IO 3aKOPAOHHI
Ta BITYM3HSAHI BUYCHI MOCTIHO IIYKAIOTh IUIIXH PO3BUTKY MiANPHEMHHLBKOI MisUIBHOCTI B OHNIaiH-cepemoBuuli. [IpoTe HaykoBi
mpari 3 MUTaHb MiANPUEMHUIBKOI MisTIBHOCTI B COMIaTbHUX MepekaX HEAOCTaTHbO OOIPYHTOBaHI W aJamToOBaHI 1O YMOB
(GyHKLIOHYBaHHS yKpaiHCBKMX IIANPHEMCTB, TOMY MOTPEOYIOTh MOJANBLIOTO pPO3BUTKY. MeTa CTaTTi — TEOPETHYHO
OOTpyHTYBaTH OCOOJIMBOCTI MiANPUEMHHUIIBKOT IisUTBHOCTI YKPaiHCBKUX CYyO’€KTiB TOCIIOAApIOBaHHS B COLIATBHUX MeEpeKax.
OCHOBHHUMH 3aBIAaHHSAMH € aHAI3 CTaTUCTHYHUX [aHMX OO0 BUKOPHCTAHHS COLHANBHUX MEpeX Yy MiJIPUEMHHLBKIN
IISUTBHOCTI Ta OOIPYHTYBaHHS peKoMeHIaniii e()eKTHBHOCTI MiJNPHEMHHIIBKOI MiSUIBHOCTI Y COIIaTbHUX Mepekax. 3aCTOCOBAHO
Taki MeTOAW MOCTIMKEeHHS: aHaJi3 1 CHHTe3, CTATHCTHYHMKA 1 MOHOrpaQiuHMil aHami3, AEAYKTUBHUH Ta IHIYKTHBHHI
Meroqau, rpadiunmii Meron. Y Tpomeci MOCTIDKEHHS 3100yTO KOHKpPETHI pe3yabTaTH. 3°5COBaHO, IO cepel HasBHUX
Ha CHOTOIHI MaWJaHYMKIB IV MiINPHEMHUNBKOI NisUTBHOCTI y Mepexi IntepHer Facebook ta Instagram — me nBi Halkparii
m1athopMH, IO 3aCTOCOBYIOTBCS MapKeTOJOraMu. Bu3HaueHo, SKHUMH COLIAIbHUMH KaHajJaMH KOPHCTYIOTBCS JIOCBiI4YeHi
MapKeToJNIOTH MJIsi MpPOCYBaHHS TOBapiB MiJNPUEMCTBA B COLaJbHUX MepeXax IOPIBHAHO 3 THMH, XTO TUIbKH IIOYHHAE
po3BuBaTH CBiif Oi3Hec. Tak, "momomi" MapKETONOTH COMIATBHHX MeEpeX IS e(PEKTHBHOI IMiANPHEMHHUIIBKOT isUTBHOCTI
30Cepe/KYIOThCS TepeBaxkHo Ha Facebook ta Instagram. BoaHouyac HaWJOCBIqUEHIIII MapKeTONOTHW Oy)Xe IMBepcH(iKOBAHO
MiIXOJATh A0 IBOTO IMPOIECY. Y3aralbHEHO OCHOBHI KpHUTepii BHKOPHCTAaHHs BiICOKOHTEHTY B Oi3Heci sK HaiedeKTHBHILIOTO
Ha ChOTOJHI IHCTpyMEHTa HiIANPUEMHHUIBKOI iSTIBHOCTI B COIIAJbHUX Mepekax. ABTOPH CTATTi AIHIUIM KOHKPETHHX BHCHOBKIB.
AHami3 3aCTOCYBaHHS BiICOMapKETHHTY B MiANPUEMHUIBKIA MisSJIBHOCTI B OHJIAWH-CEPENOBUINI TOKa3zaB, o YouTube
€ HaimpioputeTHimuM BigeokananmoMm. Commepexa TikTok € HOBOI0 BimeomtaThopMoro, aje BOHA BXKE AKTHBHO BiJIBOIOBaja
CBOE Micle Ha pUHKY. ToMy Oyino y3aralbHEHO OCHOBHI KpHUTepii NOTpamisHHA Bigeo B pekomenpauii TikTok.
Takoxx po3mIsTHYyTO OCHOBHI MokmBocTi SMM y pi3HHX cerMmeHTax Oi3Hecy. BusHaueHo ocobmmBocTi BHKOpHCTaHHS SMM
JUIL  BENIMKOTO, CEepeJHbOro, Maioro Oi3HeciB, iHTepHeT-Oi3Hecy W b2b-chepu. VY3araabHEeHO #W BHOKPEMIJICHO OCHOBHI
mepeBarn IMiANPUEMHHIBKOT JISUTBHOCTI B COMIaNbHHX Mepexax. 3mo0yTi pe3yabTaTH MOXYThb OyTH MIATPYHTSIM IIOJO
HOJIAJIBIIONO PO3BUTKY MPAKTHYHOTO BUKOPHCTAHHS COLIAIBHIX MEPEK ISl i APHEMHHIBKOI AiSUTBHOCTI.

KurouoBi cioBa: mianpueMHHUIBKA TisUTBHICTh; CKOHOMiKa BpakeHb, COLIaNbHI Mepexi; iHTepHeT; Facebook; Instagram;

TikTok; minkoBa ayautopisi; OHJIalH-TUTaTOpMa; BijeoMapkeTHHT; SMM.
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1. BADANYUK, I. NEVLIUDOV, D. NIKITIN

TOPOLOGICAL IMAGE PROCESSING FOR COMPREHENSIVE DEFECT
AND DEVIATION ANALYSIS USING ADAPTIVE BINARISATION

The subject of this article is the preparation for recognition and comparison of real topological images of printed circuit boards
(PCBs) using adaptive image binarisation with an "automatic window" (the area for scanning the image "Block size"). The aim of the
work is to improve the method of adaptive binarisation for images obtained by technical vision systems by developing an automatic
algorithm for detecting the required value of the image binarisation window. Objectives: to analyse the subject area for the analysis of

technical images of the topology of the SOE; to describe the finding of the global binarisation threshold () using the "Otsu" method;

to perform global image binarisation; to calculate the standard deviation of binarisation; to process the results obtained to find the
required value of the Block size; to test the developed algorithm in software. Results: an image processing algorithm with automatic
adjustment of the "Block size" binarisation window was implemented and tested; software was developed using the proposed
algorithm and the performance of global binarisation with an improved method of finding the "Block size" values for scanning
an image in processing small elements of the SE topology was compared. This will allow solving the following issues: noise removal —
removing noise from the image (noise can occur due to poor scan or photo quality, as well as due to the presence of small spots on the
surface of the PCB); image segmentation — dividing the image into separate elements such as contours, zones and text (this process
can be automated using image processing software); element detection — finding and separating individual elements such as resistors,
capacitors and other components depicted on the topology. Conclusions: according to the results of the work, an algorithm for
automatically adjusting the size of the scanning area "Block size" for binarisation of technological images of the SE topology has been
developed. The following advantages of this algorithm can be distinguished: automatic finding of the optimal scanning area Block
Size; resistance to image noise without the use of smoothing filters; finding details in areas of contrast difference.
Keywords: process image processing; adaptive binarization; Otsu method; GP topology; finding "Block size".

Introduction to detect defects that may be invisible to the human

eye. Image processing software can automatically

Industry 4.0 is based on advanced research in the
fields of artificial intelligence, robotics, cloud computing,
additive technologies, etc., the synthesis of which has
allowed to improve production processes. The most
important area of concept development within Industry
4.0 is the development of new approaches and tools for
(CPPS) [1-3].
The peculiarity of the CPPS application is the synthesis

cyber-physical production systems
of the physical and cybernetic worlds into a single
information eco-space, which allows creating very
flexible reconfigurable production lines [4]. One of the
promising areas of application of CPPS is their
implementation in the production of high-tech electronic
products and improvement of technical vision systems.

PCB topology image processing is an important
component of Industry 4.0, as images can be used
for automated quality control and visual inspection of
manufacturing processes related to PCB production.
The main applications of PCB topology image processing
in Industry 4.0 are as follows [5]:

1. Quality control. Image processing can be used to

control the quality of printed circuit boards, for example,

recognize defects, such as damaged traces, short circuits,
missing parts, and others, and notify operators of
their presence.

2. Visual inspection. Image processing can be used
for real-time visual inspection of printed circuit boards.
It can help ensure product accuracy and quality during
production.

3. Process monitoring. Image processing can be
used to monitor PCB manufacturing processes. It can
help track equipment movement, monitor temperature
and other parameters of the production process.

4. Automatic topology recognition. Image processing
can be used to automatically recognize the topology
of printed circuit boards. This can help in the automated
process of mounting electronic components on printed
circuit boards;

5. Virtual reality: Image processing can be used
to create a virtual model.

Various methods are used for image processing,
such as [6]:

1. Image filtering — used to reduce noise in the
image, improve contrast and other image properties.

© 1. Badanyuk, I. Nevliudov, D. Nikitin, 2023
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Filtering methods include median filtering, Gaussian
filtering, and others.

2. Image segmentation — used to highlight
individual objects in an image. This can be useful for
automated object recognition, image classification,
and more.

3. Feature detection — used to extract specific
features of an image, such as colour, shape, and texture.
This can be useful for image classification and more.

4. Pattern recognition — used to automatically
recognize objects in an image and classify images using
machine learning algorithms.

These image processing methods can be used
individually or in combination to achieve a specific
image analysis goal.

Image binarization is the process of converting
an image with graded hues into an image where each
pixel can only be white or black. Different methods can
be used to binarize an image. One of the simplest
methods is global processing, when a threshold value is
set, and all pixels with a hue above the threshold are
considered white, and those with a hue below the
threshold are considered black. This method is applicable
to images with high contrast. Optimization methods use
statistical approaches to determine the threshold, such as
the "Otsu" method, which automatically determines the
threshold to maximize the inter-class dispersion between
pixels with different hues.

There are also methods that use machine learning
algorithms to solve the image binarization problem, such
as neural networks. These methods can be useful for

binarizing complex images with a high degree of detail.

Unresolved components of the overall problem

Statement of the problem and purpose of the study

The main objective of the study is to improve the
method of adaptive binarization for images obtained by
technical vision systems by developing an automatic
algorithm for detecting the required value of the image
binarization window. To achieve this goal, it was decided
to develop an algorithm for automatically finding the size
of the scanning area in adaptive binarization for
processing technological images of the SOE topology.
To solve this problem, the following is necessary:

—to analyze the subject area and consider
the features of binarization of technical images of
the SE topology;

— find the threshold of binarization by "Otsu";

— to find the standard deviation of binarization;

— process the obtained results to find the required
value of the "Block size" of adaptive binarization;

The final result is the implementation of the
obtained algorithm for finding the values of "Block size"
of adaptive binarization in a software product for

image processing.

Materials and methods

The process of binarization is inherently simple and
straightforward when it comes to noise-free and highly
detailed images. However, this process can become
complicated, especially if the source image contains
small elements, noise, complex backgrounds, shadows, or
heterogeneity in the image.

Global binarization cannot detect details in parts of
the image where there are contrast differences. To solve
this problem and detect more details in the image,
adaptive binarization is used, but to use adaptive
binarization, it is necessary to find the "Block size"
parameter that affects the search area for details in the
image [6—7]. Currently, there is no general method for
finding the optimal Block size.

The process of image binarization is the conversion
of a colour image into a two-colour black-and-white
image. The main parameter for binarization is the
threshold value (¢) — the value with which the brightness

of each pixel is compared. Based on the comparison
results, the pixel is assigned a value of 0 or 1.
The threshold value will be the criterion for checking
the intensity of the image point [7].

There are various binarization methods that can be
divided into two groups: global and local.

In the first case, the threshold value remains
unchanged throughout the binarization process. This can
be mathematically described by formula 1. In the case of
adaptive binarization, the image is divided into regions,
in each of which a local threshold is calculated [8].

4y

The global binarization function is shown in Fig. 1.

(1

The main task of binarization is to reduce the
amount of information and leave the main data with
which further processing will be performed. Global and
local binarization is a basic processing, and this method
is poorly suited for images with high contrast and a lot
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of noise [8-9]. This is due to the definition of processing
thresholds for pixels in the image (Fig. 2).

Successful binarization simplifies further work with
the image. On the other hand, failures in the binarization
process can lead to distortions, such as line breaks, loss
of significant details, and violation of object integrity,
noise, and unpredictable distortion of characters due
to background heterogeneity [10].

To determine the thresholds in binarization, the
"Otsu" method is used. The main task of this method is
to find the required threshold value for binarization.
The process of separating foreground pixels from the
background is called thresholding. This is a dispersion-
based method for finding the threshold value at which the
weighted dispersion between foreground and background
pixels is the smallest. The key idea is to go through all
the possible threshold values and measure the spread

a)

Fig. 2. Implementation of global binarization: a) input image; b) binarized image

The interactive binarization algorithm searches

for a threshold (t) that minimizes the intra-class

dispersion, defined as the weighted sum of the dispersion
of the two classes (background and foreground).
Grayscale colours are usually in the range of 0-255
(0-1 in the case of a floating hue). So, if we choose
a threshold of 100, then all pixels with values less than
100 will become the background, and all pixels with
values greater than or equal to 100 will become
the foreground of the image [11-13]. The formula for

of foreground and background pixels. Then find the
threshold at which the scatter is the smallest.

Fig. 1. Binarization function

b)

finding the interclass dispersion at any threshold ¢
is given in Equation 2.

0. (1)= @, ()0, () + 0, (), (). @)

Dy (t)
of occurrence of a certain type of pixels for each class
at the threshold value ¢ ;

where and @, (t) are the probabilities

o, () — share-weighted amount of dispersions.

To understand what probability means in this case, let:

— P, — the total number of pixels in the image;
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— P, (t) — the number of background pixels at
threshold 7 ;
— P (t) — the number of foreground pixels at the

moment of time ¢ .
Thus, the probability of occurrence of a certain
type of pixel can be set by the formula:

P
@, (1) = B;(t) , 3)
P
0, ()= @
a)

The dispersions can be calculated using the
formula 5 given below:

o = Z(x[ _xsr) , (5)

N-1

where x; is the pixel value at position i in the group

(bg or fg);

x,, — average pixel value in the group (bg or fg);
N is the number of pixels.

Let us consider the example of finding the

dispersion at one threshold value ¢#=100, Figure 3.

For the above image (Fig. 3a) at 7'=100, we get the

background and foreground, (Fig. 3 b, ¢):

Fig. 3. An example of finding the dispersion of image pixels by "Otsu":

a) full image with pixel colour values (P, ) ; b) foreground pixels (P, ); c) background pixels (P, )

In this example, the total number of pixels (P,)
is 16. The number of foreground pixels (B ) is 7,
and the number of background pixels (P,;) is 9.
If we substitute these values into formula 3 and
formula 4, we get the probability values (wbg) equal

to 0.44 and (a)fg) equal to 0.56. Now, to find the

dispersion, we first find the mean of (xbg) and (xfg).

To do this, add up the entire foreground and background
pixel values separately and divide by the number.

We get (xhg) equal to 24, and (xfg) 153.1.
The dispersions (O'Zg) and (O'fzg) are calculated

using formula 5. We get the values of 4 and 657.43.
Then, using the results obtained in formula 2, we find

m

the dispersion of colour values (02) [14]. In this case,

(0';) is equal to 369.9208. We can do the same for

other values of ¢, Table 1.

The dispersion value remains the same from 28
to 120. If you see the dispersions above, they are
smallest at ¢#=28 or, more precisely, between 28
and 120. Thus, the threshold is 28.

Different binarization methods have their own
weaknesses: for example, the "Otsu" method can
lead to the loss of small details and "sticking"
of adjacent characters if the run value is chosen
incorrectly (Fig. 4).

The main goal of the Otsu method is to find

the optimal global threshold (¢) for global binarization,

but this method does not solve the problems of using

global binarization. This can be seen from the

example (Fig. 4).
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Table 1. Detecting the binarization threshold with "Otsu"

t=22, 0% =4092,58

t=23, o7 =3667,6

t=25, ¢* =2642,35

t=26, o* =2009,93

t=28, o’ =371,55

t=124, o> =1316,48

Fig. 4. An example of the "Otsu" method for image binarization

Development of a method
for finding ""Block size" in adaptive binarization

Adaptive binarization is a method of image
binarization in which the binarization threshold changes
depending on the local average pixel value in the
neighbourhood of each pixel. Adaptive binarization is
done by calculating the local average pixel value in
a certain neighbourhood "Block size". Around each pixel,
and then the threshold value is selected depending on
this average value. If the pixel value is greater than

the threshold, it is considered white, and otherwise, it is
considered black [15].

This method is used to binarize images with
variable lighting or noise that can change the global
binarization threshold. These properties of adaptive
binarization are suitable for the use of these methods
in the analysis and comparison of technical images
in the production of images obtained with the help of
technical vision systems. This method is used in many
fields such as character recognition, image analysis,
medical diagnostics, etc.

The main parameters for adaptive binarization are:

— a method for finding the average pixel value in the
scanned area (Gaussian average);

— the size of the boring area "Block size".

Essentially, "Block size" is a matrix in which the
pixel values are located (Fig. 5).

Fig. 5. Example of a 3x3 "Block size" area
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Depending on the size of this matrix, the ability
to recognize small image elements in binarization
changes. The larger the size of the "Block size" matrix,

the more difficult it is to detail small elements, and vice

versa, the smaller the size of the matrix, the more small
elements can be found (Fig. 6) [16].

BT m‘, 3 ":Tf' v
Oo'ﬁgl 1[5 ﬁif »\rxnc M

FTE3ER o pr,\-;

T

i

Fig. 6. An example of finding the "Block size" area using the proposed algorithm: a) the threshold value of "Block size" is 23;
b) the threshold value of "Block size" is 423; ¢) automatic finding of the value of "Block size"

Depending on the complexity of the image,
it is necessary to select its own "Block size" values,
Therefore,

which takes time during processing.

the development of an automated method for
finding the "Block size"

with different types of elements is an urgent task.

value for different images

The "Block size" should always be an odd number
to scan images with an arbitrary size.

Fig. 7. Algorithm for finding the automatic value of "Block size"

To automatically select the "Block size" values,
the following algorithm was built:

— find the global binarization threshold (z) using
the Otsu method;

— binarize the image and find the standard
deviation (o);

— if the obtained value is even, subtract one,
if the value is not even, leave it as it is, and substitute
this value in the search for "Block size" (Fig. 7).
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In this approach, we find the mean square deviation

already in the binarized image, which provides
information about the deviation of the background
(e.g. white) and details (e.g. black) values of the image.
This information can be used as the size of the scanning

area "Block size".

Conclusion

The block size in binarization can affect the quality
of the result. If the blocks are too small, some details
may be lost, and if the blocks are too large, the result
may be uneven. The optimal block size depends on the
size of the image, the nature of the image, and the
binarization method used. Typically, larger blocks are
used for high-resolution images, such as medical images
or high-quality images, while smaller blocks are used
for low-resolution images, such as a webcam or mobile
phone images.

Based on the results of the work, the following tasks
were accomplished:

— the subject area was analyzed and the features

)
f;j..

of image binarization were considered;

a)
Fig. 8. Results of the algorithm:
a) global binarization; b) adaptive binarization with automatic adjustment of the scanning area size

— the threshold of binarization by "Otsu" was
considered;

— an algorithm for finding the size of the scanning
area "Block size" was developed.

The developed algorithm for finding the size
of the scanning area "Block size" in the binarization
of technological images of the topology of the SOE
gives the following advantages (Fig. 8):

— automatic finding of the optimal scanning area
Block Size;

— resistance to image noise without the use of
smoothing filters;

— detection of details in areas of contrast difference.

The sense of using the mean square deviation
in the binarized image as the window size in adaptive
binarization is as follows:

— this approach allows us to obtain a global
binarized image with an automatic "Otsu" threshold;

— use of the mean square deviation in the binarized
image as it gives the difference between the size of
the background and the image elements.

\

0

b)
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Thus, we get the average optimal value for

binarization (Fig. 9):

— reduction of noise influence;

— reduction of contrast drop;
— the ability to find more details.

a)

Fig. 9. Results of improved binarization: a) real image; b) binarized image;
¢) binarized image using the proposed algorithm for automatic sizing of the scanned area value

With the use of an automatic scanning window,
such processing becomes faster and more accurate.

The disadvantages of this method include the
following:

— slower than conventional global binarization;

— the deviation parameter, and thus the threshold
finding, depends on global binarization.

K o oy i S o 2
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Fig. 10. The developed software
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OBPOBKA TOHNOJIOI'TYHUX 306PAKEHDb
JIJISI KOMILIEKCHOT'O AHAJII3Y JE®EKTIB I BIXWUJIEHB
3A 1OTTIOMOT' OIO AJAIITUBHOI BIHAPU3AIIII

IIpeameroM mOCHiIKEHHS CTAaTTI € MIATOTOBKA JUIA PpO3IMI3HABAaHHA Ta IMOPIBHSHHS pPEaTbHUX TOIOJOTIYHUX 300paXKeHb
npykoBanux miat ([I1) 3a momomororo amanTuBHOI OiHapH3alii 300pakeHHS 3 "aBTOMAaTHYHUM BiKHOM'" (AUJSTHKH JJISI CKaHYBaHHS
3060paxkennst "Block size"). Mera poOOTH — YAOCKOHAIICHHS METOLY aJalTHUBHOI OiHapu3awil s 300pakeHb, OTPUMAaHUX
CHUCTEMaMU TEXHIYHOTO 30py 3a JONOMOIOK pPO3POOKH aBTOMATHYHOTO AITOPUTMY BHABJICHHS HEOOXIAHOTO 3HAYCHHS

BikHa OiHapu3amii 300pakeHHS. 3aBAaHHS: JOCHIIUTH IpeAMETHY cdepy A aHamizy TeXHIYHHX 300paxkeHs Tomosorii MII;

ONHMCATH 3HAXOKEHHS TJI00albHOro Tmopora OiHapu3amii (t) 3a pomomoror wmerony "Otsu"; mpoBecTH rIIOOANBHY

OiHapm3amilo 300paKeHHS; pO3paxyBaTH CepelHE KBaJpaTWYHE BiIXWiIeHHs OiHapuzamii; oO0poOuTH 3700yTi pe3yibTaTH
IUIA 3HaXOJDKEHHA HeoOximHoro 3HaueHHs "Block size"; mepeBipuTH po3poONeHUI alropuT™M y HIpPOrpaMHOMY 3a0e3IeUYCHHI.
Pe3yabTaTn: peani3oBaHO Ta IIEPEBIPEHO alroOpuT™M OOpOOKH 300pakeHb 3 AaBTOMAaTHMYHMM HaJAIUITYBAaHHAM BiKHA
Oinapms3auii  "Block size"; po3pobmeHo mporpamHe 3a0e3rnedeHHs 3 BHKOPUCTAHHSAM  3alPOMOHOBAHOTO  AJITOPHTMY
Ta TOPIBHSHO po06oTy rinobaibHOi OiHapu3amii 3 YZOCKOHAJIICHUM METOAOM 3HAXODKCHHsS 3HA4eHb AUITHKH Ul CKaHyBaHHS
300pakenHst "Block size"B 00pobui nmpibHux enementiB Tomomorii JII. Ile BuUpiMTh Taki NHUTaHHS: BUAAICHHS LIyMY
i3 300paxkeHHs (IIyM MOXKE BHMHHMKAaTH 3 MPUYMHM MOraHol SKOCTI CKaHyBaHHS abo Qotorpadii, a Takox uepe3 HasBHICTh
JpIOHUX IUISIM HA MOBEPXHI APYKOBAHOI IIaTH); CErMEHTalis 300pakeHHs — IO HOro Ha OKpeMi €JIEeMEHTH, TaKi sIK KOHTYpPH,
30HM # TekcT (Ued mpomec Moxe OyTH aBTOMAaTH30BaHMH 3a JIOIIOMOTOIO IIPOTpaMHOro 3abe3nedeHHs Uit 0OpoOKu
300pa)keHb); BHUSBICHHS CJIEMEHTIB — 3HAXO/PKEHHS Ta BiJOKPEMJICHHS OKPEMHUX EJIEMEHTIB, 30KpeMa PEe3HCTOpPiB, KOHIEHCATOPIB
Ta IHIIMX KOMIIOHEHTIB, 300pakK€HMX HA TOIIOJIOTIi; BiJHOBIEHHS EJIEMEHTIB — BHKOPHCTaHHS IIPOTPaMHOrO 3abe3NnedeHHs
Ui BimHOBIEHHS (opMu # pO3MIpiB OKpEMHX €JIEMEHTIB (Led mpomec MoKe OyTH aBTOMAaTH30BAaHUA 3 BHKOPHUCTaHHAM
MoJeneil TIMOOKOrO HaBUaHHA, SKI MOXYTh pO3II3HABAaTH Pi3HI THUIM €JIEMEHTIB); aHali3 TOMOJOril — BHKOPUCTAHHA
pe3ynbTaTiB  00poOKM 300pakeHHsA Uil aHali3y TOMNOJOTii JApyKkoBaHOI mjaté (e Moke mepeadadaTH TepeBipKy
3'eHaHb, BUMIPIOBAaHHA PO3MIPIB €JEMEHTIB 1 MEPEBIPKY CYMICHOCTI 31 CXEMOIO NPHUCTPOI0). BHCHOBKH: 3a pe3yibTaraMu
poboTH  pO3pOOJCHO ANrOPUTM aBTOMAaTHYHOIO HAJALITYBaHHSA po3MipiB ckaHyBambHOI aimsHku "Block  size" s
OiHapu3awil TeXHOJOTiYHUX 300paxkeHp Tomojorii JIII; Bu3HAa4YeHO Taki mHepeBarn poO3pPOOJICHOrO aNrOpUTMYy: aBTOMAaTHYHE
3HAXO/DKEHHS  ONTHMaJbHOI ckaHyBanbHOi naurstHku  "Block  size"; omip mymam 300pakeHHs 0e3  BHKOPHCTAaHHS
3IIIa/DKYBATBHUX (DUIBTPIB; 3HAXOKEHHS JIeTalel y 30HaX Iepernany KOHTPAcTy.

Kurouosi ciioBa: 00po0Oka TEXHOJOTIUHUX 300pakeHb; afanTiBHa Oinapusaiis; metoa "Otsu"; Tomonoris JI1; 3HaX0mKeHHS
"Block size".

bionioepaghiuni onucu / Bibliographic descriptions

Banantok 1. O., Hesmromos 1. L., Hikitin . O. O6poOka TEXHOIOTIYHUX 300paXKeHb I KOMIUIEKCHOTO aHawi3y Ae(eKTiB
i BiIXWJIEHb 3a JOMOMOTrOI0 aJanTHBHOI OiHapu3auil. CyyacHuil cman HAYKOGUX OOCHIONCEHb MA MEXHOAO02IU 8 NPOMUCTIOBOCHI.
2023. Ne 1 (23). C. 164-173. DOL: https://doi.org/10.30837/ITSS1.2023.23.164

Badanyuk, I., Nevliudov, I., Nikitin, D. (2023), "Topological image processing for comprehensive defect and deviation

analysis using adaptive binarisation", Innovative Technologies and Scientific Solutions for Industries, No. 1 (23),
P. 164—173. DOL: https://doi.org/10.30837/ITSS1.2023.23.164



https://doi.org/10.30837/ITSSI.2023.23.164
https://doi.org/10.30837/ITSSI.2023.23.164

174

ISSN 2522-9818 (print)

ISSN 2524-2296 (online) Innovative technologies and scientific solutions for industries. 2023. No. 1 (23)

UDC 574.08:681 DOI: https://doi.org/10.30837/1TSS1.2023.23.174

Yu. GOLOVAN

AEROSPACE TECHNOLOGIES FOR ASSESSING SOIL CONTAMINATION

Actuality. Studies of soil pollution assessment are based on scientific principles that define a complex system of environmental
safety management in the context of increased exposure to sources of secondary dust pollution of the atmosphere.
To ensure environmental safety under conditions of high levels of dust pollution, it is necessary to apply and improve the
relevant models. Among the many types of environmental pollution, dust pollution of the atmospheric air and the deposition
of harmful substances on the soil are particularly dangerous. This pollution can take two forms: direct emissions from
industrial enterprises (primary) or the formation of secondary pollution through physical and chemical processes in places where
dust-like waste is stored. Fine waste after air purification with dimensions of less than 100 microns is particularly hazardous.
In modern environmental monitoring and assessment of soil pollution, special attention is paid to remote methods that allow for
more effective monitoring of the impact of human activity and solving environmental problems. The use of unmanned aerial
vehicles is one such method that has positive results. The purpose of the article is to solve the scientific problem
of improving aerospace methods based on unmanned aerial vehicles (UAVs) for monitoring and assessing the quality of soil
pollution. The object of the study is the use of aerospace tools for monitoring and assessing the condition of soil cover.
To achieve this goal, the following tasks have been defined: to study the current state and ways to improve the efficiency of UAVs
in the system of environmental monitoring of soils; to develop models of environmental assessment; to analyze existing
approaches to the use of aerospace assets for monitoring and assessing the state of soil cover. Conclusions: a methodological
approach based on a modified method of the comprehensive assessment of the level of technogenic hazard of industrial facilities

is proposed to assess the state of environmental safety in conditions of intense dust pollution of the atmospheric air.

Keywords: information technology; technogenic hazard; soil cover; dust pollution; atmospheric air; technical solutions;

environmental safety; morbidity.

Introduction

The scientific basis of soil pollution research is the
need to determine the place of environmental hazards
in the hierarchy of soil research. To ensure environmental
safety in conditions of high levels of dust pollution, it is
necessary to apply and improve the relevant models.
At the current stage of soil research, five main areas
of research are identified:

— production (for the production of products and
raw materials for industry)

— preservation of the gene pool, reproduction of
living beings;

— information (for scientific, cultural, educational
and other information);

— engineering (for the creation and placement of
engineering facilities, structures, roads, etc;)

— general environmental (global biochemical cycles,
regulation of surface runoff, climate management and
chemical element flows).

When conducting research to assess soil quality, it is
necessary to distinguish between primary and secondary
soil contamination and differentiate between sources
of environmental hazards. Among the many types of
environmental pollution, dust pollution of the air and

the deposition of harmful dust on the soil cover pose
a significant danger. This pollution can be caused both by
direct emissions from industrial enterprises (primary) and
secondary formation as a result of physical and chemical
processes in places where dusty industrial waste is stored.
Fine waste after air purification (<100 microns) is
considered particularly hazardous [1].

The creation of new and improvement of existing
methods for constructing cartographic models for
assessing soil quality is possible only on the basis of the
integrated use of aerospace and contact measurements.

Analysis of recent studies and publications

Experimental studies on soil contamination are
based on the use of expert assessment methods and
information technology. Some laws of Ukraine, namely:
"On Land Protection", "On Monitoring", "On State
Control over Land Use and Protection", refer to the
protection of lands that require special attention from
the state, but are identified by the results of remote
sensing. To determine the destructive processes of soil
cover, it is necessary to have a database to update
periodic information and build the dynamics of any
processes. In order to make management decisions

© Yu. Golovan, 2023
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on land use and protection, a full package of various
information should be available to managers of different
levels, including local governments and control bodies.
The scientometric analysis of the study area revealed
many environmental problems that need to be addressed.
An analysis of previous studies suggests that the impact
of secondary dust pollution on the ecology of the
region is of considerable interest to such scientists:
0. Adamenko [1], Y. Adamenko, L. Arkhipova,
0. Mandryk, O. Mashkov, M. Malovanyi, H. Rudko,
O. Trofymchuk [2], V. Trisniuk, et al. [3, 4].

The aim of the article is to solve the scientific
problem of improving aerospace methods based on an
unmanned aerial vehicle for monitoring and determining
the quality of soil pollution.

The object of the study is information technologies
for comprehensive soil monitoring based on aerospace
and contact methods.

To achieve this goal, the following tasks have been
defined: to study the current state and ways to improve
the efficiency of UAVs in the system of environmental
soil monitoring; to develop models of environmental
assessment; to analyze existing approaches to the use
of aerospace tools for monitoring and assessing the
state of soil cover.

Analysis of the problem and methods
of soil contamination detection

Ky, — coefficient of the number of citizens

exposed to pollution;
K, — coefficient that takes into account the terrain;

K,, — coefficient depending on the characteristics of

ui

emission sources;

a; — air emission rate;

M, — annual weight of ingredients contained in

1
emissions to soils, tons per year;
N — the number of ingredients..

Assessment of ecosystem dynamics
under conditions of anthropogenic dust pollution
of atmosphere air

Soil contamination can occur both as a result
of primary emissions from industrial enterprises and as
a result of physical and chemical processes in places
where dusty industrial waste is stored, especially fine
dust removal waste. This secondary type of pollution
is quite widespread, as there are currently no effective
technologies for utilizing this waste. Failure to consider
secondary soil contamination when monitoring
environmental hazards can lead to underestimation of the
environmental risk. In such cases, it is important to assess
the impact of soil pollution sources in the formation of
an industrial hazard. Typically, the technogenic hazard

indicator is determined by the formula

N
ZKuia[Mi

T= KTKKMKp X:IT

where 7 — is an indicator of technogenic hazard due to

) (M

soil pollution;

K, — coefficient of regional economic activity;

A geodatabase has been created to assess changes
in the ecosystems of the Carpathian region as a result
of man-made dust pollution. It contains satellite
images obtained from Landsat 7 satellites (shown in
Figures 1 and 2), topographic maps, and digital elevation

models with different levels of detail [5].

Fig. 1. Landsat 7 satellite image with a resolution of 30 m
(10.05.2021)

Fig. 2. Landsat 7 satellite image with a resolution of 30 m
(20.07.2021)

Since most anthropogenic phenomena and processes
are multifactorial, it is impossible to take into account
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the degree of influence of each factor on the formation of
the phenomenon. Therefore, a probabilistic approach
based on the construction of interpretation and
extrapolation models using monitoring results, such as
observation series, and methods of mathematical statistics
and probability theory, is effective for predicting
environmental hazards. This approach makes it possible
to take into account the multifactorial nature and
uncertainty of the impact of individual factors on

the result [6] (Fig. 3).

Fig. 3. Wind rose diagram of Burshtynska TPP

The wind rose and the probabilistic approach to
predicting the environmental hazard of Burshtyn TPP are
associated with the multifactorial nature of techno-natural
phenomena and processes.

It is impossible to take into account the influence of
each factor on the formation of the phenomenon, so it is
advisable to use a probabilistic approach. This approach
consists in building interpretation and extrapolation
models based on monitoring data and methods of
mathematical statistics and probability theory.

The wind rose is a tool for determining the
directions of pollution spread, which can be used to
improve the forecasting of environmental hazards from
the Burshtyn TPP [7, 8].

In predicting maximum environmental performance,
such as safety and pollution levels, a mathematical
random variable model is often used as a simple and
popular probabilistic approach. This model is the most
effective. Sulphur dioxide in the atmosphere can react
with water to become an acid, which is then likely to fall
to the ground as rain. Today, sulphur dioxide emissions
are the most acute problem, as they exceed European
standards. Carbon monoxide, in turn, changes the
greenhouse effect.

To promptly detect, localise, identify and monitor
the anthropogenic and environmental impact of pollution
on aquatic ecosystems and, as a result, on human activity,
there is an effective method for building multi-criteria
mapping models of the area in combination with remote

sensing data analysis. This method, proposed by
G. Krasovsky [2], makes it possible to determine the
degree of combinatorial influence of the factors that
cause a hazardous phenomenon. Contact methods for
determining the areas affected by erosion processes
involve a set of field and desk-based work. Field work
involves surveying the territory, measuring habitat areas
using GPS equipment, and taking samples of soil
Desk-based work

processing field data and forecasting the further

chemical composition. involves
development of these processes. The advantage of contact
methods is the high accuracy of measurements of soil
chemical composition and vegetation [9].

Thus, the creation of new and improvement of
existing methods for building cartographic models
of environmental assessment of agricultural land is
possible only on the basis of the integrated use of
aerospace and contact measurements, taking into account
the variety of grain crop hybrids grown, the quality of
agrochemical measures, meteorological conditions and
the characteristics of the analysed area [10].

An analysis of methods for monitoring changes in
the environmental state of the region showed that remote
sensing data processing is the most efficient in terms
of efficiency and retrospectivity of data, as well as
in terms of labour and material costs. The results of
multispectral imagery can be analysed semi-automatically
by calculating the so-called vegetation indices.
When they are calculated, new images of the area
are created, where certain objects are highlighted by
colour gradation. Out of the variety of vegetation indices,
we selected the two most relevant to the subject of the
research — the NDVI and NDWTI indices.

The NDVI indicates the difference in vegetation
levels for each field and is calculated using the formula
_ NIR-RED ’ @)

NIR + RED
where NIR is the reflection value in the near-infrared

NDVI

spectrum;
RED - the value of reflection in the red part of
the spectrum.

The NDWI index indicates the level of surface
moisture and is calculated by the formula
_ NIR -SWIR
 NIR+SWIR
where NIR is the reflectance value in the near-infrared

NDWI 3)

spectrum;
SWIR - reflectance value in the short-wave
infrared spectrum.
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It is outlined that remote sensing methods have
a number of features (time of survey, meteorological
conditions, type of equipment, image resolution, etc.) in
the context of determining the factors influencing the
reflectivity of soils and vegetation and have been studied
in detail. However, their main disadvantage is that in
order to be confident in the results of remote sensing data
processing, it is necessary to have at least some a priori
information about the study area. After collecting,
processing and analysing field and laboratory data from
each site, soil contamination is calculated.

Building digital terrain models and creating
cartographic models of surface slopes, combined with
meteorological data, allows us to determine the impact of
agricultural land on the aquatic ecosystem and soil
pollution. Retrospective monitoring of the study areas
based on remote sensing data reveals the effects of
agricultural soil use on the ecological state of the
region. In this way, a structural scheme for monitoring
and assessing the impact of agricultural processes
on the environmental safety of the territories was
formed [11, 12]. Based on the results of remote sensing,
the terrain is analysed and retrospective monitoring
of land use for agricultural production is carried out.

The use of unmanned aerial vehicles has many
advantages, including fast and accurate information about
the state of the environment in a given area, the ability to
reach hard-to-reach areas, and the ability to modify UAV
onboard systems depending on the monitoring task.
Modern UAVs have many capabilities, such as photo and
video surveillance in the visible spectrum, as well as
thermal and radar imaging. In addition, an approach has
been developed to formulate a time or economic criterion
to determine whether UAVs can be used at minimal cost
to perform environmental tasks. An additional advantage
of using UAVs for environmental control is the ability to
respond quickly to the detection of pollution and take
timely measures to eliminate it. The use of UAVs also
reduces the risk for people who carry out observations
in hazardous conditions, such as in pollution zones
where exposure to toxic substances is
The use of UAVs

an important element of the strategy for preserving the

possible.
in environmental control is
natural environment and improving environmental safety.
In solving the problems of monitoring geo-environmental
systems using unmanned aerial vehicles, the landscape
approach is key. It considers the image of the earth's
surface obtained with the help of technology as
a complex geo-environmental system where all elements
are closely connected and interact with each other.

The landscape is seen as a result of natural and human
activity, while it retains traces of different stages of
development, which makes it possible to assess the
importance of the landscape for the study of geo-
environmental systems in both spatial and temporal aspects.

Contact methods provide information on the current
agrochemical state of air, soil and water, as well as check
the adequacy of remote sensing data processing results.
Internet services provide information on the legal regime
of land use for agricultural activities, as well as the legal
framework for regulating the environmental condition
of the area. This information makes it possible to
build thematic mapping models and develop protection
measures against harmful substances to ensure a sustainable
environmental state of the region and maintain the level
of agricultural production of grain crops. In addition, the
information obtained reveals areas where there is
an increased risk of erosion processes, and therefore the
need for constant monitoring. The end result of data
processing, analysis and interpretation is geomodels of
the studied areas with a corresponding database that
can be filled with new information or serve as a basis
for making management decisions on the development
of the region's environmental status [13].

Remote sensing makes it possible to detect erosion
processes in soils, as they have a significant impact on
optical properties. This is because erosion reduces the
amount of humus and clay in soils, which leads to
the brightness of their
This phenomenon is amplified when lighter rocks come
to the surface after the upper soil layers are washed
away. Erodibility is an important soil characteristic that
can be detected on satellite imagery, and it can help
monitor soil conditions and avoid negative impacts of
economic activities. Soil erosion can be caused by either
water erosion or wind deflation. One of the main

an increase in surface.

factors of water erosion is surface water runoff. The flow
regime depends on various factors, such as rainfall,
topography, soil properties, vegetation cover, land use
and many other factors.

Linear erosion forms, such as gullies and ravines,
can be tracked on satellite images. These forms appear
on images with a spatial resolution of 1 to 2 m as clearly
defined contours with a jagged shape. On images with a
spatial resolution of more than 10 m, gullies are usually
not visible, but networks of gullies with elongated wavy
tree-like shapes are clearly visible. The bottoms and
slopes of gullies are usually occupied by natural
vegetation, which is denser and more moisture-loving
in the lower parts of the slopes and along the bottoms.
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Specialists of the Institute of Telecommunications and
Global Information Space of the National Academy of
Sciences of Ukraine have developed a clustering
algorithm that allows for clearer detection of gully
structures on satellite images in combination with digital
(DEM) data.
a powerful tool for obtaining information about different

elevation model Remote sensing is
areas, especially for objects that are inaccessible or
difficult to reach. For example, the study of gully
structures, forms and soil types in Boryspil, Kyiv region,
and Pancheve village, Novoukrainskyi district. Pancheve
in Novoukrainsky district of Kirovograd region can be
used for detailed cartography, land wuse, industrial
planning and other purposes.

To analyse and process the results obtained, the
modelling tools of the ERDAS Imagine package were
used, which performs various

image processing

operations, including classification and clustering.
The developed clustering algorithm makes it possible
to determine the similarity of objects in the image and to
distinguish them from others. Thus, the results of the
study may be relevant for various purposes, such as
land management, environmental protection, transport
infrastructure planning, construction and industrial
development planning, etc.

This indicates that land resources have been
exploited for decades without taking into account natural
factors and the principles of sustainable development.
As a result, serious problems have arisen: natural
ecosystems have been destroyed, their biodiversity has
decreased, the environment has been polluted and the
climate has changed. Such processes are typical for
many regions of the world where soil degradation is
occurring, especially on land used for growing crops.
The deterioration of the humus condition of soils leads
to a decrease in their fertility and bioproductivity.
This ultimately reduces the quality of crops and increases
dependence on chemical fertilisers and pesticides.
In addition, soil degradation can lead to a decline in
biodiversity, in particular through the loss of natural
habitats for various plant and animal species. This can
have a negative impact on ecosystem services, which
ensure the environmental sustainability and resilience
of geosystems. Therefore, it is important to ensure
sustainable and environmentally sound development of
agricultural areas, taking into account the impact on
natural resources and ecosystems.

It is important to pay attention to the use of land
resources, taking into account their natural characteristics

and potential. It is necessary to develop land use with

a view to sustainable development and preservation of
ecological balance. To this end, it is important to use
scientifically sound methods and principles of soil, water
and forest conservation, and to reduce the environmental
impact of industry and other activities. It is also important
to create special protection zones for natural complexes
and ensure their effective functioning. The deductive
approach to landscape research is to study individual
characteristics of landscape systems to understand their
organisation as holistic entities. The use of remote
sensing and multidimensional spatial analysis allows us
to identify patterns of landscape structure and genetic
relationships between individual landscape elements.

Some landscapes may have similar or even identical
spectral characteristics that make it impossible to
distinguish them on images. This can be caused, for
example, by sparse and small plant communities, soil
cover, moisture, and other factors. To solve these
problems, complex analysis methods are usually used,
including additional information from other sources and
manual work by interpreters. Targeted use of industrial
and agricultural waste can help improve the ecological
state of the pedosphere. For example, using organic waste
as fertiliser can reduce dependence on chemical fertilisers
and improve soil quality. Using industrial waste to build
roads and other structures will reduce the negative impact
on the environment and reduce the need for the extraction
of new materials. It is also necessary to take into account
the impact of human activity on natural ecosystems and
implement measures to preserve them, such as gr
een plantations, restoration of river ecosystems, creation
of nature reserves, etc.

The classified image clearly shows linear objects
such as dirt roads, roads and railways, forest clearings
and clearings with power lines. They are particularly
visible where they cross forests due to their light tone.
The most visible are dirt roads built on the highest
ground, with their lithological base being sands.
But within settlements, they often disappear, as they have
identical or similar brightness to other elements that form
the settlement. Due to their special internal organisation,
settlements can be clearly identified against a less
structured background. The rectangular shape of
buildings and gardens and the network of roads leading
to or crossing them play a significant role in this.

It should be noted that due to the complex colour
scheme, the detail of the settlements in the classified
image is much higher than in the panchromatic satellite
image. Colour combination is also an identifying feature
of the natural conditions and location of the territory.
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While the colours of peat bogs, forests, and meadows
dominate on the interfluve, and the colours that reflect
different degrees of humusification of arable land are
much less common, the ratio of cover and, therefore, their
brightness is somewhat different on the birch terraces of
the Dniester River. In the second case, additional
deciphering features of settlements are the large size of
the surrounding agricultural land, while in the interfluves
it is smaller. Thus, satellite imagery is a useful tool for
determining landscape features of a territory, but it cannot
be relied upon entirely for landscape mapping.

The boundaries of plant communities on the images
may not coincide with the boundaries of landforms,
which complicates the process of delineating tracts.
In addition, the images may contain patches of developed
areas covering several landscape systems. This makes
it difficult to identify them in black and white images.
Deciduous and coniferous forests can be shown in
the same tone in panchromatic images, which also
makes it difficult to distinguish them if they are located
side by side.

The advantage of classified images is the ability to
use digital processing techniques to automate the process
of extracting image elements and classifying them.
For example, machine learning algorithms can be used to
identify soil types, which is faster and more accurate
than a human expert. In addition, digital methods allow
for the rapid processing of large amounts of data, which
results in faster and more efficient mapping.

The colour scheme and detail of image elements on
classified maps can make it difficult to understand and
perceive the landscape. For example, if the colour of
a satellite image is uniform, different elements on
a classified map may stand out, which is likely to change
the perception and understanding of the boundaries of the
territory. For example, identifying areas with shallow
groundwater using remote sensing is a rather difficult
task. However, some features may indicate the presence
of such zones, as mentioned above, such as increased
topsoil moisture and moisture-loving vegetation.

Soil moisture can be determined using different
spectral ranges. For example, in the optical range,
measurements are made by determining the coefficients
of spectral brightness and reflectivity of dry and wet
soils, as well as the polarisation of reflected light.
In addition, increased soil moisture can be detected
in the infrared and microwave ranges by measuring
the radiance temperature of the soil throughout the day.
However, it should be noted that these methods do not
directly indicate the occurrence of groundwater, but only

provide indirect indications of the presence of high soil
moisture. Therefore, a combination of several methods
and detailed geological and hydrogeological information
about the study area may be required to more accurately
identify areas with shallow groundwater.

In addition, the variation of brightness values can
lead to a sharp difference in the display of trace elements,
which can make it difficult to perceive individual details
on maps. Therefore, when constructing landscape
boundaries, it is necessary to take into account not only
classified maps, but also additional information about the
landscape, in particular, orientation to the terrain, taking
into account its physical and natural features. However,
it should be noted that image classification has its
limitations and drawbacks. For example, when using
colour classification, errors can occur due to the
similarity of colours of different objects.

Also, when processing large amounts of data, errors
may occur due to incomplete or incorrect information, as
well as the lack of a priori information about objects
in images. Therefore, it is important to follow the correct
methods of data processing and analysis, as well as to
take into account possible errors and limitations when
interpreting the results. These methods have their
drawbacks. First and foremost, it is the insufficient study
of moisture and the complexity of its interpretation.

Radar surveying methods determine the areas of
waterlogging and the depth of groundwater occurrence
using the complex permittivity of soils. However, given
the lack of a priori information, it is difficult to adapt
them to forecast the development of flooding processes.
The method of cosmobioindication developed by
G. Krasovsky makes it possible to control waterlogged
areas by determining the state of vegetation cover
by vegetation indices according to the degree of
waterlogging. However, the application of this method
is limited to uncultivated wetlands and ponds. Remote
methods help to accurately determine the contours
indicative

of flooded areas based on signs and

conduct operational monitoring. However, these
methods have insufficient accuracy in determining the
depth of groundwater.

Anthropogenic soil erosion is a complex phenomenon
caused by both natural and economic factors. A set of
measures to protect soils from erosion and rational land
management can help maintain landscape balance in the
face of complex terrain and diverse soil cover. The study
of erosion processes and the formation of eroded soils is
important for the development and implementation of

effective erosion control systems and the rational use
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of eroded land. This allows us to get a complete picture
of the condition and characteristics of eroded areas,
identify their potential opportunities and limitations, and
develop scientifically sound recommendations for the
restoration and protection of these lands. Such research
is an important element of the soil conservation strategy,
as it allows for optimal use of resources and increased
soil productivity. They also help to identify effective
measures to combat soil erosion and prevent its further
spread. The hydrothermal coefficient (HTC) is used
to estimate the moisture availability of plants during
the growing season and is calculated using the
following formula:
(Tav+10)
HTC=—"—+=, 4
(Cav+10)
where Tav is the average air temperature during the
growing season (usually from March to October), and
Ccp is the average precipitation during the same period.
The HTC wvalue is expressed as a percentage.
The higher the HTC value, the greater the potential
for plant productivity and soil erosion protection.
For example, in regions with an HTC of more than
1.5, greenbelts are installed to protect against soil
erosion. This is an effective method. Air humidity and
winds have a significant impact on the intensity of
erosion and on the evaporation of soil moisture, which
can lead to a decrease in soil moisture turnover and
an increase in the risk of erosion. In addition, strong
winds can redistribute snow over the territory and lead
to uneven freezing of the soil, which can increase the
intensity of erosion. Taking these factors into account is
important when designing erosion protection measures.
Relief is an important factor that determines the nature
of erosion processes. The example of the Holohori-
Kremenets Ridge shows how a steep and high escarpment
can increase the erosion activity of the river network
and cause dismemberment of the relief. On the other
hand, the mature denudation pattern that characterizes
most of the area may reduce the intensity of erosion
processes, as it has already passed the stages of active
denudation and river valley formation. However, the
topography is not the only factor that determines
erosion processes in the region. The terrain can also be
affected by climatic conditions, land use, and other
factors. It is worth noting that, in addition to satellite
imagery, geographic information technologies include
other tools, such as geographic information systems
(GIS). GIS can be used to process and analyze various
geoinformation data, including satellite images, and

create digital maps of various parameters of objects.
Such maps can help to establish the relationship between
various factors affecting erosion processes and identify
the most vulnerable areas of the earth's surface. In
addition, GIS can be used to predict the development of
erosion processes based on mathematical models, as
well as to develop and evaluate the effectiveness of
erosion prevention measures.

The methodology for identifying patterns of
landscape structure based on multidimensional spatial
analysis using the theory of nonlinear oscillations allows
us to study the influence of various factors on landscape
formation and determine their interrelationships.
The results obtained can be used for genetic interpretation
of landscape habitats and understanding of the processes
taking place in them.

Thus, it is important to take into account a systems
approach in environmental research, as environmental
problems are complex interactive systems that contain not
only biological but also social and economic components.
For example, morbidity and mortality rates can be caused
not only by environmental factors, but also by social
factors, such as living standards, access to medical care,
etc. However, environmental factors can be one of the
main causes affecting human health and the ecosystem as
a whole. Therefore, to address environmental and
health issues, it is important to conduct comprehensive
research that takes into account various factors and
the interrelationships between them.

To determine the impact of the hazard on the
health of the local population, we identified areas of
agricultural development with high dust concentrations
located near industrial enterprises, the main sources
of secondary air pollution [14]. The size of these zones
was determined by calculating emission dispersion using
the EOL software package.

The use of geoinformation technologies, in
particular GIS and remote sensing, provides more
accurate and complete information on the state of the
environment and the development of environmental
problems. This allows for more informed decision-
making in the environmental sphere, reducing the risks
of negative impact on the environment and public health.

Environmental forecasting based on geoinformation
data helps to identify potential negative consequences of
the development of settlements depending on various
factors, such as air, water and soil pollution, ecosystem
destruction, etc. Such analysis allows us to develop
effective measures to reduce the negative impact on the
environment, improve the health of technologically
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polluted areas and create more comfortable living
conditions for the population. An important component of
the successful solution of environmental problems is
ensuring access to quality and reliable information for
making informed decisions.

Based on the results of the study, it was determined
that in the areas of direct impact of sources of secondary
dust pollution, the impact of environmental hazards
on the incidence of diseases among the population
is increasing. The system of environmental safety
management in a region with a high level of secondary
dust air pollution involves a comprehensive system of
technical and technological factors operating under
conditions of intensive exposure to pollution sources.
This system is based on the principles developed after
a comprehensive analysis and synthesis of the results of
previous theoretical and practical studies on environmental
safety management at the regional level [15].

The effectiveness of departmental surveillance
systems in relation to the defined tasks can be assessed
within the framework of the following proposed
assessments:

— spatial and temporal resolution of the network
(minimum size and variability of the observed objects);

— parametric composition of observations (adequacy,
necessity and sufficiency of the number of measured
indicators to characterise the state of the monitored objects);

— efficiency of the observation network, i.e. the time
of sending standard and extreme information to the
consumer (this relative indicator is compared with the
time of preparing a management decision, since for each
type of object this time period may differ depending on
the characteristic period of its variability);

— the degree of informatisation of the monitoring
network (automation of collection, storage, processing
and sending of monitoring data to the consumer);

— compliance with the goal set by the monitoring
entity (target orientation to a specific type of management
decision).
that the
management solution will reduce the amount of waste

This means implementation of the
transported to storage sites by 2500-3000 tonnes per
year. This reduction in waste will lead to a decrease in the
level of man-made dust pollution in the study area [16].
The use of various on-board equipment on UAVs makes
it possible to improve the monitoring system for

assessing the risks of man-made pollution [17]. It is also
possible to monitor, model and predict the state of the
environment in a given region.

These are very interesting research results that
demonstrate the potential of using the latest technologies
to solve environmental problems. In particular, the
environmental safety management system created for the
hazards associated with secondary dust air pollution
can help to effectively control and reduce the level of
environmental pollution.

The developed technical solutions for eliminating
hazard sources by involving fine dust waste in the
manufacturing process of targeted products indicate the
possibility of using this waste as secondary raw materials.
Thus, the implementation of these technical solutions
can reduce the negative impact of the industry on the
environment. This will help ensure environmentally

friendly production and preserve natural resources

Conclusions

The study found that dust pollution can pose
an environmental hazard. The necessity of distinguishing
between primary and secondary sources of danger in
accordance with the main technological process of
production is proved. A methodological approach to
assessing environmental safety in conditions of intense
dust pollution is proposed. The creation of new and
improvement of existing methods for building
cartographic models of environmental soil assessment
is considered. This approach is based on the use of the
method of comprehensive assessment of the level of
technogenic hazard of industrial facilities and time series
analysis. It has been established that manifestations of
environmental hazards affect the morbidity of the
population directly exposed to sources of secondary
dust pollution of the atmospheric air.

In further research, it is advisable to analyse the
state and trends in the development of methods,
technologies and mathematical apparatus for the creation
and application of systems for detecting and polluting
soils using UAVs and other aerospace vehicles; to
improve methods for detecting soil pollution using UAV's
and satellite imagery.
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AEPOKOCMIYHI TEXHOJIOT'Ti
BU3HAUYEHHS OLIHKU 3AGPYIHEHHS IPYHTIB

AKTyaabHicTb. JIOCHI/DKCHHS OLIHKM 3a0pyJHEHHS IDYHTIB OHOBaHI Ha HAyKOBHX IIPUHIMIAX, IO BH3HAYAIOTh CKIAIHY
CHUCTEMY YIpPaBIiHHS €KOJIOTIYHOIO O€3leKOor0 B yMOBax MOCWIEHOI Mii Jpkepen BTOPUHHOTO IHIIOBOTO 3a0pyAHEHHS
aTMoc(epHoro TmoBiTps. Jlns 3abesnedyeHHs eKoyoriyHOi Oe3MekH B yYMOBax BHCOKOTO piBHS IHIIOBOrO 3a0pyHEHHS
HEOOXiJIHO 3aCTOCOBYBaTH Ta BJIOCKOHATIOBATH BiAmoBimHI Moxemi. Cepen 0araThbOX BHIIB 3aCMIYCHHS JOBKULIS OCOOIUBO
HeOe3MeUyHNM € TIJIOBE 3a0pyIOHEHHS aTMOC(EpHOTO TOBITPsS Ta OCINAaHHA MIKiIJIMBHX PEYOBHH Ha IpyHTI. lle 3a0pynHeHHS
MOXEe MaTh JABi (GopMH: TpsAMEe BUKWAAHHS 3a0pyJHEHb Bil NPOMHCIOBUX MiINpUEMCTB (HepBHHHE) abo (opMyBaHHA
BTOPHHHHUX 3a0pyaHEHb dYepe3 (i3UKO-XiMiuHI MpOIeCH B Miclax 30epiraHHs MUIOMOMIOHUX BimxomiB. ToHKoAMCIEPCHI
BIZXOAM MICIIsl OYMIIEHHS MOBITPS 3 po3Mipamu MeHme HiK 100 MKM € ocoGnmBO HeOe3neYHUMH. Y Cy4acHOMY €KOJOTIYHOMY
CIIOCTEPES)KEHHI Ta OIHIOBaHHI 3a0pyJHEHHS TIPYHTIB OCOONHMBY yBary 3BepTalOTh Ha JHCTAHIINHHI METOAM, IO
AIOTh 3MOTY e(QEKTHBHIIIE BiICHIOKOBYBATH BIUIMB JIFOJACHKOI TISTIBHOCTI Ta BHPIOIyBaTH €KOJOTiYHI  MmpoOieMu.
BukopucranHs Oe3MiIOTHUX JITAJbHUX amapaTiB € OAHMM i3 TaKUX METOJIB, LI0 Ma€ MO3UTHBHI pe3ynbTatH. MeTa cTaTTi —
PO3B’si3aHHS HAyKOBOT MPOOJIEMHU BIOCKOHAJIICHHS aepOKOCMIYHHMX METOJIB Ha OCHOBiI 0e3mioTHOro JitamsHoro amapara (BITJIA)
3 METOI0 MOHITOPHHTY Ta OI[HIOBAaHHS AKOCTI 3a0pymHeHHS IpyHTIB. O0’€KTOM JOCTiIKEHHSI € 3aCTOCYBaHHS
AepOKOCMIYHHMX 3ac0o0iB Ui MOHITOPMHIY Ta OI[iHIOBaHHS CTaHy IPYHTOBOro MokpuBy. Jns peamizamii mi€i MeTH BH3HA4€HO
Taki 3aBAAHHS: JOCTIJUTH CydYacHMH CTaH 1 IUIAXW miaBUmieHHS edektuBHOCTI poboTn BIIJIA B cucTeMi ekonoriyHoro
MOHITOPHHTY TIPYHTIB; pO3pOOMTH MOJENI EKOJIOTIYHOI OIIHKK; TPOaHANi3yBaTH HAsBHI MiIXOMU IIOJ0 3aCTOCYBaHHS
ACPOKOCMIYHHX 3aCO0iB JUIi MOHITOPHMHTY Ta OLHIOBaHHS CTaHy IPYHTOBOTO IIOKPHBY. BHMCHOBKM: JUIsi OILIHIOBaHHS
CTaHy eKOJIOTIYHOi Oe3lekn B yMOBaxX IHTEHCHBHOTO IIHJIOBOTO 3a0pyTHEHHS aTMOC(EpHOrO TOBITPS 3alpONOHOBAHO
METOAMYHHMH TMiIXiZ, OCHOBaHHH Ha MOIM(IKOBAHOMY MeETOJi KOMIUIGKCHOTO OLIHIOBaHHS pIiBHS TEXHOIE€HHOI HeOe3MeKH
MPOMHUCIIOBHX 00 €KTIB.

KurouoBi cioBa: iHpopMaliiiHi TEXHOJOTIi; TeXHOTeHHa HeOe3IeKa; IPYHTOBUI MMOKPUB; MHJIOBE 3a0pyAHEHHS; aTMochepHe

MOBITPS; TEXHIYHI PIIICHHS; €KOJIOTiYHA Oe3MeKa; 3aXBOPIOBAaHICTh HACEIICHHSI.
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1. NEVLIUDOV, A. SLIUSAR, S. KHRUSTALOVA, K. KHRUSTALEV

AUTOMATED RESOURCE MANAGEMENT SYSTEM
FOR THE UTILITY SECTOR BASED ON WIRELESS SENSOR NETWORKS

The subject of this study is methods, tools and automated resource management systems for the housing and communal sector.
The object of research is the process of controlling resource consumption at housing and communal facilities. The aim of the study is
to develop an automated resource management system for the utility sector based on wireless sensor networks. To achieve this goal,
the following tasks were solved: a review and analysis of existing methods, tools and automated resource management systems;
selection of system components based on technical requirements and taking into account the selected LoRaWAN wireless connection
technology; development of a structural diagram and algorithm for the operation of an automated resource management system based
on wireless sensor networks; modelling of the process of managing the resources of the utility sector using a wireless sensor network
based on t The following methods are used in the work: critical analysis of LoRa technology and other wireless IoT technologies,
FOREL and K -means clustering methods. The following results were obtained: a general description of the automated resource
management system was carried out, its composition and main tasks were determined, and technical requirements for it were
established, wireless data transmission technology was selected, on the basis of which the automated resource management system
was built, an in-depth comparative analysis of the most effective modern wireless technologies — LoRaWAN and NB-IoT —
was carried out, system components were selected, a structural diagram and algorithm for the automated resource management
system were developed, and the process of the automated resource management system was modelled. Conclusions: the application
of the proposed automated resource management system provides high-quality control of energy consumption at the facilities
of the housing and communal sector, makes it possible to control their volume, monitor and analyse energy consumption data,
and manage the entire energy supply network as a single system, which is especially necessary in martial law. This approach
allows rationalising the consumption of resources by household consumers, which means that the financial costs of energy supply will
decrease and the level of energy savings in the country will increase.

Keywords: energy supply; wireless sensor network; automation; gateway; monitoring; sensor node; base station.

Introduction Thus, the integration of functionally different

wireless devices (meters, sensors, sensors) into a single

The current state of the housing and communal system for accounting and management of resource

sector of Ukraine requires innovative approaches in the
technological aspects of energy management.

The studied concept of an automated resource
management system based on wireless sensor networks
(WSNs) is used to modernise the system of accounting
for household subscribers and maintenance of in-building
supply networks for resources (electricity, hot and cold
water, gas, heating), to manage their supply and to
provide information services to consumers of the
supplying company.

Given the challenging economic situation in
Ukraine amidst martial law and active hostilities,
it became necessary to initiate a regime of rational
and economical use of resources.

A modern method of solving the problem of
regulating energy consumption is to create an automated
resource management system (ARMS) based on the
WSN with the ability to remotely monitor resource
consumption and store the information received in
an independent audit and control service centre.

consumption is in line with the global trend of smart
grids based on the principles of energy saving and
energy efficiency, and the construction of such grids
at housing and communal services (HCS) facilities [1].

Resource conservation is the most effective way to
modernise HCS. The total cost of generating one kilowatt
of aggregate capacity through energy saving measures is
less than 10% of the required investment in the
construction of the corresponding generating capacity.
The energy saving potential of HCS is 65%. More than
50% of this potential can be realised through the
introduction of system metering based on modern
innovative IT technologies.

Today, suppliers and utilities have an unprecedented
opportunity to transform their supply networks into smart
grids that allow them to manage the entire supply
network as a single system. At the same time, consumers
can not only receive a reliable report on the resources
consumed online, but also directly participate in
regulating energy consumption in their homes and

© 1. Nevliudov, A. Sliusar, S. Khrustalova, K. Khrustalev, 2023
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apartments. This is facilitated by a new generation of

smart metering devices and devices that support
a bidirectional communication and control interface [2].
Thus, the task of developing an ARMS for the

utility sector based on WSNss is relevant.

Analysis of recent research and publications

Most modern flow control systems are a complex
of functionally integrated hardware and software and
include sensor nodes with built-in data collection and
transmission devices based on wireless technologies
(Wi-Fi, GSM, LoRa, NB-IoT, etc.). The information is
sent to the control and data transmission units (gateways
or base stations), where it is read, processed and
transmitted to the network server for further provision to
external software applications, in particular, automated
workstations for dispatch control.

The concept discussed in this article is very relevant
and has been widely discussed in many scientific papers.
For example, paper [3] provides a literature review of
recent research on energy management systems and
classifies works based on several factors, namely, energy
management goals, approaches adopted for energy
management, and solution algorithms. In addition,
the paper discusses some of the most advanced methods
and methodologies adopted or developed to address
the energy management problem and provides a table
for comparing such methods. The paper concludes by
explaining the current challenges and limitations of
energy management systems and outlines future
research directions.

Paper [4] identifies external factors that influence
the perception of the Building Energy Management
System (BEMS) from the management perspective.
An extended model based on the Technology Acceptance
Model (TAM) was created to assess the implementation
of BEMS in manufacturing industries. The model is
analysed using the structural equation modelling (SEM)
approach, where the external variables are taken as
compatibility, features, technology complexity and
perceived risk, and the internal variables are five
dimensions: perceived ease of use, perceived usefulness,
attitude, user satisfaction and behavioural intentions.

The study [5] describes the use and importance
of energy management systems (EMS) used by utilities
and end-users as a means of controlling electricity use
and achieving energy savings. This approach also

involves a comparative analysis of existing systems

and devices, as well as the growing use of EMS in the
latest smart grids.

Paper [6] investigated ways to increase the data rate
in  WSNs
dependencies for building a signal structure taking into

using LoRa and obtained analytical
account the overlap factor and inter-symbol interference.
Article [7]

implemented in Europe and presents their technological

describes smart grid projects
solutions with a priority on the use of smart metering
in low-voltage networks. The article considers the
telecommunication technologies chosen by several
European utilities to implement smart meters at the
national level. Further research will be conducted on
the basis of European smart grid projects, highlighting
their technological capabilities. The range of projects
analysed includes both those that include smart metering
and those in which smart metering applications play
a significant role in the overall success of the project.

There are automated energy management systems
and tools from Smartico. The company actively
develops and manufactures hardware devices for IoT.
These devices help solve many technological problems
in both the industrial and utility sectors. The devices
operate using the latest algorithms for energy-efficient
LPWAN radio networks — LoRaWAN and NB-IoT.

Main areas of activity:

— development and production of smart meters for
gas, water, electricity, heat with wireless data transmission
and the ability to remotely block energy supply;

— telemetric energy management systems (ASCOE,
ASTUE) to monitor the consumption of gas, heat, water,
electricity with further analytics during the processing
of the data, generation of reports and data transfer to
the company’s accounting systems;

— control systems for the receipt, storage and
delivery of fuel for the company’s process vehicles
(equipment of fuel and lubricants depots);

— development of telemetry radio terminals for
remote control of technological facilities (mobile and
stationary objects, GPS monitoring);

— control of technological parameters of mining
special equipment (car video surveillance and adaptive
driver assistance systems);

— control over the operation of fuel dispensers
(equipment with automated mobile fuel dispensing
modules);

— development and production of devices for the
Internet of Things. Production of sensors with autonomous

power supply and wireless data transmission;
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— implementation of integrated solutions for the
organisation of intelligent industrial and street lighting
("smart light");

— contract manufacturing of electronic equipment
using its own production lines;

— development of equipment according to customer
specifications;

— construction of wireless broadband transmission
systems (organisation of wireless systems in the bands
from 2 GHz to 5 GHz at speeds up to 200 Mbit/s);

— assistance in the development of technical
specifications for the construction of control systems and
control systems for technological equipment of various
categories of complexity;

— process automation

systems (solutions for

automation of control, management and analytics
processes at the enterprise);

— SCADA systems for automated and supervisory
control of technological processes (automated process
control systems using logic controllers and software);

— systems with the use of human-machine interfaces
(HMI,

controlling and programming technological processes;

Human-machine interface) for monitoring,

— software development for automation of a wide
range of technological processes for the enterprise [8].

There are also automated monitoring systems
from YASNO. The management system allows us to
increase control over the use of energy resources and
reduce energy consumption through organisational
measures, staff training, and the introduction of energy-
efficient approaches in all key business processes.

Energy management involves building a mechanism
for continuous improvement in reducing resource
consumption based on the "plan — do — check — adjust"
principle.

Advantages of monitoring systems from YASNO:

— cross-platform — the systems are capable of
running on different devices and can be integrated into
existing infrastructure;

— wireless transmission — information on energy
consumption from the object of measurement is
transmitted via GSM communication;

— versatility — control of electricity, water, gas, heat
consumption, analysis of temperature, humidity, pressure,
CO2 and other resources;

— visualisation — flexible and customised dashboards
for analysing and tracking consumption trends;

— measurement accuracy — the ability to use proven
devices for commercial metering with a guaranteed

low level of error;

— notifications — warning messages in case of
emergencies, e-mail and messenger notifications;

— archiving and export — archiving of metering data
for three years and the ability to export information
to files.

It is also possible to integrate monitoring systems
to meet customer needs. It is used when there are
clear requirements for:

— flexibility of interface configuration;

— the ability to connect existing equipment;

— high metrological accuracy.

All the company’s offers include:

— system design — monitoring the energy
consumption of devices from small businesses to large
industrial enterprises;

— equipment package — depending on the project,
the system may include smart meters, sensors, modems,
controllers, etc;

— installation and integration — installation of
equipment, integration into existing infrastructure,
software configuration;

— analytics and reports — assessing the potential for
savings in the event of changes in consumption or
equipment [9].

The results showed that various topics are directly
or indirectly related to the application of smart metering,
such as smart home/building, energy management,
network monitoring, and integration of renewable

energy sources (RES).

Material and study results

The main task of ARMS is to fully or partially
automate the processes of monitoring information
and managing the results of the volume of consumed
resources (electricity, gas, heating, hot and cold water)
at HCS facilities using special metering devices,
as well as creating a database of data obtained for
previous periods, monitoring the state of the energy
system of HCS facilities.

ARMS plays an important role in informing the
policy of resource conservation and cost rationalisation
in the process of interaction between executive
authorities, supplier companies and consumers.

The system has the following tasks:

— high-quality remote monitoring of resource
consumption, as well as reading and transmitting
data from heat, hot and cold water, electricity and

gas metering devices;
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— operational dispatch management and control
of the HCS facility’s power system.

An automated resource management system consists of:

— resource consumption metering devices (sensors,
flow meters, etc.)

— pulse radio modem (gateway);

— hub (base station);

— ARMS server.

The proposed resource management system consists
of sensors, recorders, means of collecting, transmitting,
displaying and processing information.

To implement the function of collecting data
from metering and control devices, ARMS provides
for bi-directional signal transmission in the areas
"metering device — radio modem — hub — server".

Information is transferred from the metering devices
to the server automatically at a specified frequency
or upon request from the server.

ARMS transmits the stored data from metering
devices to external automated systems, service companies
and consumers.

Fig. 1. Wireless communication technologies by range

Fig. 2. Operating frequency ranges of wireless technologies

The software of the server, concentrators and radio
modems must be adaptive to function with different
metering devices via a digital interface.

To ensure information security, the data
transmission channels between the radio modem, hub
and server must be encrypted and noise-resistant coding
must be applied to transmit the data.

The radio modems and hub contain a universal
control and wireless communication unit for wireless
data transmission.

Communication is one of the most important
parts of any resource management system. Today, there
are a significant number of wireless communication
standards, but not all of them meet the necessary
requirements for their use in ARMS. The main such
standards are power consumption, coverage radius
and bandwidth. A comparison of technologies in
terms of range and operating frequency range is

shown in Figs. 11 2.
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Most standards, such as ZigBee, WiFi, etc., have a short
range. And others, such as 3G and LTE, are very power-
hungry and their range is not guaranteed. Although these
technologies and communication modes are suitable for

certain projects, they have limitations, such as difficulties
in using them in areas without cellular coverage (GPRS,
EDGE, 3G, LTE/4G) and the need for licensing.
The parameters of the technologies are shown in Table 1.

Table 1. Parameters of wireless technologies

Parameter LoRaWan LTE-M Sigfox NB-IoT BLE Wi-Fi Z-Wave ZigBee
Communication IEEE
standard own 3GPP own 3GPP Bluetooth SIG| 802.11 own 302.15.4

433 MHz, |from 700 MHz {868 MHz, [from 700 MHz |13,56 MHz. [2,4/5,0 from 2,4 GHz
868 MHz, upto2,2GHz. [915MHz, ppto 2,2 GHz, GHz 868 MHz
915 MHz. |from 452,5 MHz 921 MHz.  |from 452,5 MHz up to
Frequency up to 467,5 MHz up to 467,5 MHz 926 MHz.
RX 290 bit/s |1 Mbit/s 0,1 Kbit/s  [~200 Kbit/s from up to 100 Kbit/s [250 Kbit/s
TX 50 Kbit/s 125 Kbit/s 150 Mbit/s
up to 2 Mbit/s
Transmission star star star star P2P star Mesh Mesh
speed
INetwork . . . .
opology very high very high very high very high 20 100 232 250+
Number of from 5 km 5 km from 10 km 5 KM from 40 m from 40 m from 40 m |[from 40 m

. up to 15 km up to 50 km up to 1000 m [up to up to 100 m up to 100 m

devices

100 m
Radius of action | medium high medium high low medium medium medium
Power . mobile/local| mobile/local |mobile/local| mobile/local local local local local
consumption

Having analysed the characteristics of modern
wireless communication technologies, as well as the
technical requirements for modern resource management
systems, it can be concluded that the ARMS under
development requires an effective communication
environment that meets the technical requirements, in
particular, low power and wide range, as well as low cost,
security and ease of deployment.

LPWAN

connecting devices that need to transmit small amounts of

technologies are most effective for

information over long distances while ensuring long

battery life. The low power consumption of these devices
allows them to perform tasks at a low cost and with very
little battery replacement. This distinguishes LPWAN
from other wireless network standards such as Bluetooth,
RFID, and ZigBee [10].

Fig. 3 shows a diagram of the bandwidth and range
of various wireless standards. For example, Wi-Fi, with
its high bandwidth of several Mbit/s and limited range of
100 m to 200 m, is most often used to form wireless local
area networks within an office or apartment, but will be
ineffective for use in large control system networks.

Fig. 3. Wireless technologies in terms of range and data transmission speed
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When choosing the optimal LPWAN technology
for ARMS, the following factors should be taken into
account: quality of service, battery life, latency,
scalability, payload duration, coverage area, range,
deployment, and cost.

Let’s take a closer look at the characteristics of
two similar modern LPWAN standards, namely
LoRaWAN and NB-IoT, which are best suited for the
resource management system being developed [11].

LoRaWAN is an open-architecture LPWAN system
developed and standardised by the LoRa Alliance,
a non-profit association of companies with more than
LoRa is

applied at the physical layer that enables long-distance

500 members. a modulation technology
transmission of information using CSS (Chirp Spread
Spectrum) modulation, which spreads narrowband signals
over an extended channel, and provides high resilience
and low signal-to-noise ratios.

NB-IoT operates in a licensed band and, similar to
LTE, uses frequency division multiple access (FDMA) in
the uplink, orthogonal FDMA (OFDMA) in the downlink,
and QPSK (Quadrature Phase Shift Keying) modulation.

Both LoRaWAN and NB-IoT devices reduce their
own power consumption when they go into sleep mode.
However, as a synchronous protocol, NB-IoT consumes
more power during operation than LoRaWAN, which is
an asynchronous protocol, and for measurements with the
same bandwidth, NB-IoT uses a higher peak current
required for OFDM/FDMA modulation.

One of the factors that affects the cost and efficiency of
LoRaWAN and NB-IoT is the better penetration of
LoRaWAN in buildings. The maximum communication
loss (MCL) for LoRaWAN uplink and downlink is
165 dB. At the same time, the loss for NB-IoT ranges
from 145 dB to 169 dB for the uplink and 151 dB for the
downlink, depending on the device class [12].

The lower energy potential of the communication line
in NB-IoT leads to a significant reduction in battery life.

In addition, flexibility is a significant advantage
of LoRaWAN technology. Unlike NB-IoT, LoRaWAN
offers the deployment of a local network, i.e. a local
network using a LoRa gateway, as well as the operation
of a public network through base stations.

LoRaWAN technology has a fairly wide range
(up to 20 km), meaning that it requires only three base
stations to cover an entire city.

NB-IoT has a shorter coverage radius (i.e., the range
is less than 10 km). The focus is on a class of devices
that are installed in places far from the typical reach
of cellular networks. Another problem is that NB-IoT
deployment is limited to LTE base stations. This means
that this technology cannot be used in rural or suburban
areas where there is no LTE coverage.

Both technologies can compete in terms of service,
as shown in Table 2 and Fig. 4.

It is also important to take into account the
following costs:

types of (licence),

network/deployment and device costs (Table 3).

spectrum

Fig. 4. Graphical visualisation of the comparison of LoRaWAN and NB-IoT technologies




ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

Innovative technologies and scientific solutions for industries. 2023. No. 1 (23)

Table 2. LoRaWAN and NB-IoT technical specifications

Technical characteristics LoRaWAN NB-IoT

Modulation method CSS OFDMA/DSSS

Range ISM lisensed

Speed from 0.3 kbit/s up to 50 kbit/s D s to Jad kbivs

Autonomy more than 10 years up to 10 years

Range of action, km 5 (urban), 20 (rural) 1 (urban), 10 (rural)

Frequency band, kHz 125 180

MCL, dB 165 164

Peak current, mA 32 120

Current in sleep mode, pA 1 5

Safety AES 128 bit 3GPP from 128 6it up to 256 bit

Cost efficiency high middle

Support LoRa Alliance, IBM, Cisco, Actility, Semtech...| 3GPP, Ericson, Nokia, Huawei, Intel...

Private network permission | yes no

Ecosystem Communication services are available in IAccording to the GSMA, in April 2017,
40 countries and 250 cities. LoORaWAN is already {40 NB-IoT networks were tested worldwide,
an IoT network standard in many countries. and only four networks were fully operational.
The LoRa Alliance covers more than
500 companies.

Table 3. Types of LoRaWAN and NB-1oT costs

LoRaWAN

NB-IoT

Spectrum cost, € free

> 500/ MHz

Cost of deployment cost, €

>>100 / gateway

> 15 000 / base station

Cost of the end device, €

> 1000 / base station > 20

After analysing the information in Tables 2 and 3
comparing the two technologies, it becomes obvious
that, unlike NB-IoT, LoRaWAN is optimal in most
respects for its implementation in the ARMS under
development.

Study results and their discussion

After selecting the communication standard, the
ARMS structural diagram was created, and the main
operating functions of each element of the system were
identified and analysed (Fig. 5).

Sensor node (gas) |—<

Sensor node
(heating)

The end devices (sensor nodes) are connected to
the LoRaWAN gateway in a star topology, and signals
are transmitted between them using LoRa modulation.
Within the LoORaWAN technology, this topology allows
for the connection of new sensor nodes, and their number
is not determined by the power consumption of the latter.
Thanks to the peer-to-peer point-to-point connection, the
star topology is more efficient and cheaper to implement
than the mesh topology. The level of network security is
much higher because endpoints operate independently.
In the event of an attack on a node, the rest of the
network will remain intact [13].

Sensor node (hot
water)

Sensor node
(electricity)

Fig. 5. Block diagram of an automated resource management system
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In addition, it should be noted that this topology
allows you to offload the server, and the probability of
collisions is very low due to the peculiarities of the base
station (BS). This is because in this case, frequency
channels are switched in an unlicensed frequency range.

Thus, the star topology network is optimal for
minimal power consumption and provides the longest
battery life on the sensor node side.

Sensor nodes perform control and measurement
functions [14]. They include the necessary sensors and
controls. Sensor nodes can be located at a considerable
distance from the gateway and are powered by a battery.
Each of them establishes communication with the
gateway via the LoRaWAN radio channel, which
allows for a large number of connections.

A gateway (BS or hub) is a device that receives
signals from sensor nodes via a radio channel and sends
them to a transit network. The transit network can be
Ethernet, WiFi, 3G, 4G, or mobile radio networks.
The gateway and sensor nodes form a star network
topology. The gateway has many multi-channel receivers
to process signals in several channels simultaneously
or even several signals in one channel. Accordingly,
several such devices provide network coverage and
transparent information transfer between sensor nodes
and the server [15].

The network server performs the following control
functions in the network: speed adaptation, storage
and processing of information.

The application server can also remotely monitor
the operation of sensor nodes and collect the necessary
information from them.

The element base for the automated resource
management system was selected, where the LoORaWAN
Conduit IP67 from Multi-Tech was chosen as the main
base station or gateway. The gateway kit includes a 12 V
power supply, a 3G/LTE antenna, microUSB and
Ethernet cables, a manual, and a LoRaWAN module
(MTACLORA-868).

Pin antennas for the 868 MHz band are used
in security alarm devices and operate in the range from
868 MHz to 868.2 MHz. The W1063 antenna is
recommended by MultiTech for use with MTDOT-868
LoRa modules and LoRaWAN gateways. The 868 MHz
antenna with a circular radiation pattern and 5 dB gain
is used as a "base" antenna in data collection systems
with a short communication range.

The Metromatic™ WSII water meter was chosen —
an ultrasonic flow meter for measuring the consumption
of cold and hot water in residential or commercial

premises. The meter is supplied with an integrated
communication system with low power consumption
over long distances, LoRaWAN or NB-IoT, as well as
a wireless backup OMS. Data is collected in real time,
processed automatically and made available to the IoT
service provider.

We chose a Smartico Gas Meter ultrasonic gas
meter for domestic use. Such meters are available in the
G-1.6, G-2.5, G-4, G-6 size range and are used to
measure the volume of natural and liquefied gas.
The meter allows for visual and remote data acquisition.

A three-phase electricity meter was selected — MTX
direct connection with a built-in LoRaWAN radio
module. The device is designed to measure the consumed
and generated active and reactive electricity in AC
networks with a rated voltage of 3x220/380 V and
automatically transmit the readings to the supplier.

A compact heat meter HYDROCAL-M4 was
selected for energy measurement. The device is used
for heating and/or cooling in premises served by
centralised systems. The processing of data on the
temperature difference between the supply and return
pipes (DT), together with data on the volume of heat
transfer fluid used by each user, allows for an accurate
calculation of the amount of energy consumed.

The Jooby universal interface radio module with
a pulse counter was selected. The purpose of the radio
module is to read pulses from all types of resource
meters. The information is transmitted to the server
via the LoRaWAN wireless network, where it is
converted into indicators. Intelligent sensors detect
external interference with the radio module and
immediately alert you. The radio module is fixed near
the metering devices in several ways: with a DIN rail,
cable tie, or screws to the wall. After that, the device
in the
The whole process takes a few minutes and does not

is activated installer’s mobile application.
require the meter to be removed.

An ARMS algorithm has also been developed,
consisting of six main sequential stages (Fig. 6).

At stage I, the end devices measure the flow rate.

At stage II, the information is transmitted to the
gateway via a radio channel.

At the third stage, the gateway processes the
information.

Stage IV — data transfer from the gateway to the
network server.

The following stages involve the server processing
the information and then transferring it to the
application servers.
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Fig. 6. The ARMS operation algorithm

After completing these stages, the information is
updated after a specified period of time.

The clustering of nodes around the base stations
was carried out using the FOREL and K-means methods.

The use of both of these basic clustering algorithms
allows us to obtain accurate and independent results
that can be further analysed and compared.

For this purpose, we consider a network of
20 thousand nodes in a city area with sides of 7 km.
All nodes are randomly distributed according to
a uniform distribution law. The maximum range
of a gateway is 824 m. The FOREL clustering method
was used to determine the gateway locations.

This method solves the problem of minimising
the total distance between the centres of mass of the
clusters and the elements of these clusters (1-2).

{x,.,y,.}=argminzk:id(Cj,ej’r), i=1.k, (D

R
where (C j,ej,r) is the distance between the centre
of mass of the j -th cluster C ; and the 7 -th element of
the j -th cluster e S

Coordinates of the centre of mass of the j -th cluster

1 n; 1 i
Cj:{xj’y/}’ X,=—2 X, v,i=—2 ¥,

nj r=1 }’lj r=1
where 7, —number of elements in / -th cluster;

X — coordinates of the r-th element in

J.r e y[,r
j -th cluster.

This algorithm determines the coordinates of the
centres of mass of the clusters, which can be used
as positions for the placement of gateways.

The FOREL
a network containing 25 clusters

clustering modelling resulted in
(base stations).
The result of this modelling is illustrated in Fig. 7, a.

The network clustering was also modelled using the
K-means method [16]. For 25 base stations, this method
divided the network into clusters as shown in Fig. 7, b.

In Fig. 8 (a — for the K -means clustering method,
b — for the FOREL clustering method — a formal element)
shows the relative distribution of IoT devices in the
considered LoRaWAN network for both algorithms.
The vertical axis in Fig. 8 indicates the number of IoT
devices, and the horizontal axis indicates the relative
distance between the IoT device and the cluster centre.

A negative value of the relative distance in the
figures indicates that the device is located to the right of
the cluster centre. As we can see in Fig. 8, IoT devices
are mostly distributed around the cluster centre for both
clustering methods.

Therefore, the average number of nodes in each SF
zone can be determined. Fig. 9 shows the average
number of nodes in each SF zone for different clustering
methods: a — for the K-means clustering method,
b — for the FOREL clustering method.

In addition, the capacity of the LoRa base station
was calculated (results in Table 4).

Let us calculate the capacity of a LoRa base station
for the two clustering methods considered, where the
nodes are distributed differently by the area of radio
coverage zones (Fig. 10).
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Fig. 7. Modelling results: a) FOREL clustering method; b) K -means clustering method

a) b)
Fig. 8. Relative distribution of IoT devices in the considered network:
a) for the K -means clustering method; b) for the FOREL clustering method

a) b)
Fig. 9. Average number of nodes in each SF zone for different clustering methods:
a) for the K -means method; b) for the FOREL method
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Table 4. Results of calculating the capacity of the BS

Clustering method

Ngnpae Per day |Flow intensity 4 at B, =2% | Number of packets per day [Number of devices per BS

FOREL 24 0,01

79223 3300

K -means 24 0,01

92292 3845

FOREL:
45.96

K-means
53.75

8.54
9.47
11.00
12.34
6.70

SFn
SF12

Fig. 10. The probability of using nodes in different SF’ zones if they are distributed by two methods of clustering

Fig. 10 shows the probability of using nodes in
different SF zones if they are distributed according to
the FOREL method, which is 45.96%, 8.54%, 9.47%,
11%, 12.34%, 6.7 For the K -means method, the
probability of node utilisation is 53.75%, 11.25%,
11.76%, 11.24%, 8.7%, 2.3%.

Conclusion

Thus, the main modern technologies and standards
of wireless information transmission are considered.
A comparative analysis of them is carried out and
the main advantages and disadvantages in the process
of their use in modern commercial wireless systems
for monitoring and management of resources present in
the Ukrainian market are identified. The wireless data
transmission technology has been selected, on the basis
of which an automated resource management system
has been built.

An in-depth comparative analysis of the most
effective modern wireless technologies LoRaWAN and
NB-IoT for building such a system was carried out.
To create an automated resource management system,
the LoRaWAN technology was chosen, which proved to
be optimal for most technical requirements.

The simulation results made it possible to calculate
the capacity of the LoRa base station for the two

clustering methods considered and, accordingly, the
number of end nodes per base station.

Implementation of the proposed automated resource
management system at HCS facilities has the following
advantages: reduction of resource consumption;
transmission of information in different modes with
a given frequency or at the request of the server;
free access to viewing the volume of costs for dispatchers
of service organizations and for consumers; notification
of emergency situations and a quick response to them;
increasing the energy efficiency of HCS facilities;
creation of an effective dispatching system; reduction
of operating costs of the HCS facility; forecasting of the
future. The use of the

consumption of resources by household consumers,

system ensures rational
which means that the financial costs of supplying
resources will decrease and the level of energy savings
in the country will increase.

In the future, the automated resource management
system can be improved by modernising and expanding
its functionality and increasing its overall efficiency.
This can be achieved by adding additional types of sensor
nodes to the system (ventilation, lighting, fire alarm,
leakage sensors, etc.), expanding and optimising the
software, adding backup power supplies, and replacing
the standard antennas with more powerful ones.
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ABTOMATHU30BAHA CUCTEMA YIIPABJIIHHA PECYPCAMMU
JJISA KOMYHAJIBHOI'O CEKTOPA
HA BA3I BE3/IPOTOBUX CEHCOPHHUX MEPEXK

IIpenveToM fmociaifzkeHHsT € MeTonyw, 3aco0M W aBTOMAaTH30BaHI CHCTEMH YIpaBIIHHSA pecypcaMH Uil JKUTIIOBO-
KOMYHQJIBHOTO cekTopa. O0’€KTOM € Ipolec KOHTPOJIO BUTPAT PECypciB Ha 00’€KTaX >KUTIOBO-KOMYHAIBHOTO TOCIIOJApCTBa.
Meta crarTi — pO3poOJICHHS aBTOMAaTH30BAaHOI CHUCTEMH YIPABIiHHA pecypcaMH i KOMYHaJbHOTO CeKTopa Ha 0asi
0e3POTOBUX CEHCOPHUX Mepex. sl NOCSATHEHHs MOCTaBJICHOI METH BUPINICHI Taki 3aBHAHHS: PO3MVIHYTO W IpOaHaNi30BaHO
HasBHI MeTOIM, 3aco0M aBTOMATH30BaHMX CHCTEM YIPAaBIiHHA pecypcaMy; OOpaHO KOMIIOHGHTH CHUCTEMH Ha OCHOBI
TEeXHIYHHX BHMOT J0 Hel Ta 3 ypaxyBaHHsIM o0OpaHOi TexHouorii 6e3aportoBoro 3’equanHs LoRaWAN; po3poOieHo cTpyKTypHY
cxeMy W anroputM poOOTH aBTOMATH30BAaHOI CHCTEMH YNPABIiHHA pecypcaMu Ha 0a3i 0e3IpOTOBHX CEHCOPHHUX MEPExK;
MPOBEICHO MOJEIIOBAaHHS TPOIECY YMPABIiHHSA pecypcaMH KOMYHAJIbHOTO CEKTOpa 3 BHUKOPUCTAHHSIM O€3JpOTOBOI CEHCOPHOI
Mepexxi Ha 0Oa3i TexHosorii LoRa. Y poGoTi 3acTOoCOBaHO Taki MeTOAM: KpUTHUHHMH aHami3 TexHosorii LoRa Tta iHmmx
oe3nporoBux TexHosorid loT, meromm kmacrepmsanii FOREL i K -means. 3100yTo Taki pe3yabTaTH: 3IHCHEHO 3arajbHUHA
OIIIC aBTOMATH30BaHOI CHCTEMH YIPABIIiHHS pPecypcaMy, BH3HAYeHO Ii CKJIAJ Ta OCHOBHI 3aBJAHHS, a TAaKOXX BCTAHOBIICHO
TEXHIYHI BUMOTH JO Hel, 0OpaHO TEXHOJOTiI0 Oe3qpOTOBOI Tepenadi JaHWX, HAa OCHOBI SKOi TMOOYJOBaHO aBTOMATH30BaHY
CHUCTEMY YIOpaBIiHHS pecypcaMmu, MPOBENCHO TDIMOOKUI MOPIBHAIBHUN aHaNi3 Hale(EeKTHBHINNX CYYacHUX O€3JpOTOBHX
texHonoriii — LoRaWAN ta NB-IoT, 00paHO KOMIIOHEHTH CHCTEMH, PO3POOJICHO CTPYKTYPHY CXeMy ¥ ajiroputM poOOTH
AQBTOMATH30BaHOI CHCTEMH YIPABIiHHA pEeCypcaMH, 3MOJEIbOBAHO IIPOIEC YNPABIIHHA pPECypcaMH KOMYHAJIBHOTO CEKTopa
3 BHUKOPHUCTaHHSIM O€37poTOBOI CEHCOpHOI Mepexi Ha 0a3i TexHonorii LoRa. BHCHOBKM: 3aCTOCYBaHHS 3alpOIOHOBAHOT
aBTOMAaTHM30BaHOI CHCTEMH YIIPaBIiHHSA pecypcamu 3a0esnedye SKICHHUH KOHTPOJIb EHEProBHTPAT Ha O00’€KTax IKUTIOBO-
KOMYHaJIBHOTO CEKTOpa, a€ 3MOTY KOHTPOJIOBAaTH 1X 0OOCST, MPOBOAMTH MOHITOPHHI Ta aHami3 iHdopMalii mpo eHeproBUTpaTH,
KepyBaTH BCI€I0 MEPEKEI0 EHEepPrornoCcTadyaHHs SK €IMHOI0 CHCTEMOIO, L0 OCOOJHBO HEOOXiHO B YMOBaX BOEHHOTO CTaHy.
Takuit migxix gomomarae pailioHaNi3yBaTH CIOKHBaHHS PeCypciB MOOYTOBHMH CIOXXKHBAa4aMH, a Li¢ O3Ha4yae, 1m0 (hiHAHCOBI
BUTPATH Ha EHEProrocTauyaHHs 3MEHIIATHCS, @ PIBEHb eKOHOMIi €HEpropecypciB y AeprKaBi 3arajioM 3pocTe.

KurouoBi cioBa: eHepromocrauaHHs; O€3ApOTOBAa CEHCOpHA MEpeKa,; aBTOMATH3alis; I[UII03; MOHITOPHHT; CEHCOPHHHI

By30J1; 0a30Ba CTaHIIis.
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