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B. KAJTAIIHIKOBA

3ACTOCYBAHHA INOXIIHUX TA IHTEI'PAJIBHUX KIHIHEBUX PEXKUMIB
Y CUCTEMAX THUITY "JIAEP — TIOCJIAOBHHUK"

IIpeameTt gocainzkeHHS — METOAU YIPABIiHHA POSIMHU POOOTiB THITY dr20, 30KpeMa MOXiTHOTO Ta iHTErpabHOTO KOB3HOTO PEXKHUMY
YIpaBJIiHHA, y TOE€AHAHHI 3 HEMIHIHHUM criocTepiradeM 30ypenb. [IpobiemMa eeKTHBHOTO YIpaBIiHHS POEM POOOTIB € aKTyalbHOIO
B Cy4YacHHX YMOBaxX aBTOMAaTH3alil Ta poOoTu3amii, 0COOIMBO B KOHTEKCTI BHKOHAHHS CKJIAJHHX 3aBJaHb y pa3i OOMEKEHOTro
MPOCTOPY Ta HasBHOCTI 30ypeHb. MeTa podoTH: po3poOIeHHs Ta aHai3 IMITAIIHOI MOAETl PyXy poro PoOOTIB 3 YIPOBAKEHHIM
YIOCKOHAJICHUX METOJNIB YNpaBNiHHA Ui 3a0e3MeueHHs] TOYHOCTI Ta crabuibHOCTI cucTeMHu. JlOCHimKEeHHS CIpsSIMOBaHE
Ha BJIOCKOHAJICHHS METOJIB KEepyBaHHS POSMH POOOTIB, IO Ja€ 3MOTY IOKPAIIUTH iX e(EeKTHBHICTh 1 HAAIHHICTH 3a PI3HUX
yMOB ekcIutyatanii. 3aBaanus: 1) po3poOuTu iMiTauiiHy Moaens poro poOotiB y cepenosuiti CoppeliaSimEDU, mo Oepe 1o yBaru
BCi HEoOXilHI mapaMeTpH JUIsi MOJICTIOBAHHS PeaJbHUX YMOB €KCIUIyarauii; 2) peaii3yBaTH ajJrOPUTMH KepyBaHHS I Jiiiepa
1 TOCITIJOBHUKIB, IO 3a0€3MeUyloTh 30CpEeKEHHS CTPYKTYpH POIO Ta YHHKHEHHS 3ITKHEHB; 3) MPOBECTH CEPil0 CKCIIEPUMEHTIB
IUIA TepeBipku e(heKTUBHOCTI 3alpONOHOBAHMX METOJIB, 30KpeMa IpOaHali3yBaTH pPe3yJbTaTH MIOAO CTaOLIBHOCTI W TOYHOCTI
ynpasiiHat. Meroau: MozpemoBanHus B CoppeliaSimEDU, peanizanisi anropuTMIiB KepyBaHHS Ha OCHOBI ITOXIJJHOTO Ta iHTETPaJIbHOTO
KIHIIEBOTO KOB3HOTO DPEXHMY VIIPaBIIHHS, 3aCTOCYBaHHS HEIIHIHHOTO criocTepirada 30ypeHb IS TIOJNIMIIECHHA CTaOlLIBHOCTL
CHUCTEeMH. 3aCTOCOBaHI METOAM HAIOTh 3MOTY 3Ba)KaTH HA BIUIUB Pi3HUX 30ypeHb 1 3a0€3MeUyOTh BHCOKY TOYHICTH YIpaBIiHHA.
Pe3yabTaTn gociimkeHHs. 3aIpONOHOBaHA MOJENb YIPABIIHHS IOIIOMAarae JOCATTH BUCOKOI TOYHOCTI CNiTyBaHHS Ta YHUKHEHHS
31TKHEHb, HaBITh y CKJIaTHUX YMOBaX. EKCIIEpUMEHTH MOKa3aiy, 10 METOIH KepyBaHHA 3a0€3MeUyIOTh CTaOUIBHICTD 1 TOYHICTD PYXY
poro poOOTiB, 3MEHIIYIOUM Yac peakiil Ha 30BHINIHI 30ypeHHs. Pe3ysbTaTH MOCITIIKEHHS NEMOHCTPYIOThb, IO BHUKOPUCTAHHS
MOXIZHOTO Ta IHTErPaJbHOTO KiHIIEBOI'O KOB3HOTO PEXXUMY YNPABIIIHHS B IIO€IHAHHI 3 HENIHIHHIM cIlocTepiradeM 30ypeHb Jae 3MOry
3HAYHO MiJBUINUTHA €(EeKTHBHICTH 0araropoOOTHHUX cHUCTeM. BHCHOBKH. YTIPOBa/DKCHHS BIOCKOHAIIEHHX METOJIB YIpaBIiHHA
3HAYHO Mi/IBUIYE e(EKTHUBHICTh 6araTopoOOTHHUX CHCTEM, 3a0e3MeuyroUr X HaAiHHICTh 1 TOYHICTh Y pealbHUX YMOBaxX eKCILIyarailii.
3anponoHOBaHi METOIM MOXYTh OyTH 3aCTOCOBaHi B Pi3HHX cdepax, Je HeoOXiHa KOOpIMHALIS PyXy 3HAYHOI KUIBKOCTI pOOOTiB,
30KpeMa B JIOTICTHII, PATYBaJbHUAX ONEPAIlisiX 1 MOHITOPHHTY JOBKIJUIA.

KiouoBi ciioBa: poOOTOTEXHIKA; CHCTEMH YNPAaBIiHHS; HAIiHHICTh, CTaOUIBHICTh, aBTOMATH3alLlis; KOB3HUIl DPEXUM,
crocTepirad 30ypeHb; 6araTopoOOTHI CHCTEMH.

Beryn VY 1poMy JOCTIIKEHHI MPOTIOHYETHCS BUKOPHUCTAHHS
MOXIHOTO Ta IHTErPajbHOTO KIHI[EBOTO KOB3HOI'O
Po3BuTOK 6araTopoGOTHHX CHCTEM i METOAiB  PEKHMY YNDaBliHHSA B MOEAHAHHI 3  HEJNiHIAHAM

crocTepiradyeM 30ypeHb s 3a0e3MeYeHHS TOYHOCTI

POOOTOTEXHIKH, III0 Ma€ LIMPOKU CIIEKTP 3aCTOCYBAaHHS — Ta pyxy  poro
PO3TJSIIAEThCS WMOBIPHICTh 3aCTOCYBaHHS TIJI00ABHOL

iX ympaBmiHHS € BXKIMBHM HAIPSIMOM CydYacHOI

CTabiITbHOCTI pobotiB.  Takox

Bil MPOMUCIIOBOI aBTOMAaTH3aIlii MO IHTEIEKTyaIbHHUX

TPAHCIIOPTHUX  cucTeM. OfHMM i3  HalGinem iHdopMmartii 1yt perysroBaHHS MOBEAIHKY "MOCITITOBHUKIB",

MIEPCIIEKTUBHAUX MIAXOIB 10 KEPYBaHHS POSMH POOOTIB mo Ja€ 3MOry MIJABMIIUTH aJalTHUBHICTE CUCTEMHU

€ weron '"maep — TOCTIIOBHHK', &I¢ OIMH pPOOOT
€ JimepoMm, a IiHON TPUCTPOi NPAMYIOTH 3a HUM,
OpIEHTYIOUHCH Ha HOTO TTOJIOKEHHS Ta TPAEKTOPIIO PYXY.

Taxwit miaxix gae 3Mory epeKTHBHO KOOPINHYBaTH
PyX 3Ha4HOI KUIBKOCTI pOOOTIB, 3a0€3MeUyroud BHCOKY
TOYHICTE 1 CTAOUIBHICTE cUCTeEMH 3arasioM. OmHak s
peaiizauii HpOro mixxoxy HeoOXifHI e(eKTHBHI METOIU
KepyBaHHS, fKi O YMOXJIMBIIOBATH pyX 3a JiIepoM
3 MIHIMQJIBHUMH BiJIXWJICHHSMH, HaBITh 32 HPUCYTHOCTI
30BHIIIHIX

30ypeHb 1  Hemepen0adyyBaHMX  3MiH

Y HaBKOJIMIITHEOMY CEpEIOBHIII.

JI0 30BHIIIHIX YMOB.

OCHOBHOIO METOI JOCIHIJDKEHHS € PO3pPOOJICHHS
Ta aHaji3 iMmitamiiiHOi Momeni pyxy poro poOoTiB
"mgep —
BUKOPUCTaHHIM 3alpONOHOBAHMX METOJIB YIPABIiHHS.

Ha OCHOBI METOAdY MOCTiTOBHUK" i3
Mogens peamizoBana B cepemosuiii CoppeliaSimEDU,
o0 JIOTIOMara€ MPOBOJUTH JETATbHE MOJICITIOBAHHS
Ta TECTYBaHHS aJITOPUTMIB KEPYBaHHS B Pi3HUX YMOBax.
3anpornoHoBaHa MOJICINb YIIPABIIHHS MEPEBIPIETHC
Ha MPHUKIAJI TPhOX POOOTIB dr20, OJMH 3 SAKUX € JIJCPOM,
a JBa IHIIMX —

mocuimoBHUKamMu. s aHamizy

© B. Kanamnikosa, 2024
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e(eKTUBHOCTI METOMIB TPOBOAATHECS EKCIEPUMEHTH,
pe3yJbTaTh SIKMX JEMOHCTPYIOTh TOYHICTb 1 CTA0UIBHICTD
CHCTEMH B pa3i AMHAMIYHUX 3MiH Ta 30BHIIIHIX 30ypEeHb.

JocnipkeHHsT  CIpsIMOBaHE Ha  BJOCKOHAIICHHS
METOJIB YIpaBIiHHA 0araTopoOOTHUMH CHCTEMaMH, IO
CHPUSITUME MIIBUILEHHIO €PEKTUBHOCTI IX BUKOPUCTAHHS
B pI3HHX Taly3dX Ta BOJHOYAC 3a0e3ledye HaIiHHICTh

1 TOYHICTh BUKOHAHHSI 3aBIaHb Y CKJIAAHUX yMoBax [1].

Orasa ocTaHHIX JOCTiTKeHb Ta MyOJTiKamii
Yy KoopaMHauii 6araTopodoTHUX cHCTEM
i3 TepMiHATBHIM KOB3aHHSAM

OcraHHi pOKM TpHWHECTW 3HAYHHUH  IIporpec
y po3poOJeHHI Ta BIPOBA/HKCHHI HOBITHIX METOIIB
yopaBiiHHA a1 OaratopoOotHuX cucteM. OcobiauBO
aKTHBHI JOCIIDKEHHS y cepi TepMiHAIEHOTO KOB3aHHS
B apxiTekTypax "mijgep — MOCTITOBHHK', CIPSIMOBaHHUX
HA MIJBUIICHHSA TOYHOCTI Ta HAJIHHOCTI POOOTH CHCTEM
B YMOBaX BEJIMKOI HEBU3HAYEHOCTI.

A. Hsas ta 1. Ci (2018),

omybrnikoBane B Applied Sciences, BUBUAIO MaHEBPHU

JocmimkeHHs

¢dopmanii "mimep 1 mOCHiIOBHUK" 3 BUKOPHCTaHHIM
MOXIAHOTO Ta IHTETPAIBHOTO TEPMiHAIBHOTO KOB3HOTO
pexuMy. ABTOpH pPO3pOOMIM MareMaTUuHy MOJEb,
IO Ja€ 3MOTY MOJCTIOBATH JHHAMIKY TaKOi CHCTEMH,
30KpeMa BXIiJTHO-BHXIJHI PIBHSHHS, SIKi JAEMOHCTPYIOTbH
B3a€EMOJIII0 MIX JigepoM 1 mocmigoBHHKamMu. Cucrema
BIIPOBA/PKEHHSI KOHTPOJIEPIB OCHOBaHAa Ha BH3HAYCHHI
CTyIleHS BIiIHOCHOCTI cucTeMH Qopmamii "mimep -
nmociimoBHuk". Ile MOCHIKEHHS TaKOX HAroJoIIye
Ha 3aCTOCYBaHHI HENIHIHHOTO crocTepirada 30ypeHb
JUIsl PO3B’sI3aHHS IPOOJIeM HEBU3HAYEHOCTEM, 1110 3HAYHO
MOKpaInIye CTabiTbHICTh CHUCTEMH, SK MiATBEPIKCHO
3 JomoMoror aHamizy JlamyHoBa Ta  4MCIIOBHX
cumyJsmii [1].

VY 2019 poui Ta cama KOMaH/a JOCIIIHUKIB pa3oM
i3 I'. Wxanom, JIx. Yenom, /x.Bamom Ta 3. By
posmMpuiIa CBOI  EKCIEPHMEHTH, 3alpOIOHYBaBIIN
METOJMKY CYIepCKpy4YyBaHHsS, OCHOBAaHY Ha KOB3HOMY
PEeKUMI YIPaBIiHHS, JJIsl IMOKPAIEHHS aIarTHBHOCTI
Ta crifikocTi 0araTopoOOTHHX CHCTEM y JWHAMIYHUX
yMmoBax. Lleit MeTo 1 MiCTUTB JIBa aJJaliTUBHI KOC(Iili€HTH,
0 JAIOTh 3MOTY CHCTEMi Kpalie pearyBaTH Ha 3MiHHU
Ta 30ypeHHs. 3akpuTe KOJIO CTaOLIBHOCTI (opmartii
OyJ7I0 TEOPETHYHO MiATBEPHKEHO HAa OCHOBI IMPHUHIIHIIIB
JlsmyHoBa, a mpakTHuHa e(EeKTHBHICTh MeToay Oyia
JTOBEICHA 33 JOIIOMOTOF0 YHCIOBUX CUMYJISIIHN [2].

M. Hacip ta A. Maiiti (2024) onyOnikyBanu
Machines, 110

IOCIIDKEHHS B 30CePeIKYEThCS

Ha CTifKocTi 0araropoOOTHMX CHCTeM IIiJ 4ac
BI3aHTINCHKHX aTaK, 3aCTOCOBYIOYH aalITHUBHUN KOB3HUIMA
peXuM. ABTOpH pO3pPOOHMIM aJanTHBHY CTpaTeTito
KOHCEHCYCHOTO KOHTPOJIIO, IO JIONIOMAara€ CHCTEeMi
BIIOpATHUCS 3 BI3aHTICHKUMH aTaKaMH, ITiATBEPIUKYIOUH
CTIHKICTh CUCTEMH B YMOBAaX TaKHX aTak 3a JIOMIOMOTOI0
anamizy Jlsmynosa [3].

M.3.A. Pammp ta ixHmi (2019) npoenu BceOiuHMI
OTJIAN KOHTPOINEPIiB M POOOTHUX cHCTeM 'migep —
HOCJIIIOBHUK", aHANI3yI0uW pi3HI cTparerii KepyBaHH:,
30KpeMa TEepMIiHATbHUNA KOB3HHHA pexXuM. Pe3ympraTtn
omyoaikoBano B Journal of Systems and Control
Engineering [4].

Kpim toro, . Lsub, C. Tour, Ix. 'o Ta CI" JIi (2015)
po3po0miIM  KOOPAWHOBAaHY CXeMy YIPaBIiHHA Ui
HETOJIOHOMHHMX MOOITBHUX POOOTIB, BHKOPHCTOBYIOUH
IHTeTpadbHUNA  KOB3HHH

PEXUM JJIA IOJOJIaHHSA

HEBIANOBIIHUX  HEBU3HAYEHOCTEH Ta  IMIiABHILEHHS
ctabinpHOCTI (hopmarii [5].

L1i nocxiimkeHHs BKa3yIOTh Ha TPUBALY aKTyaJbHICTh
1  BaXJIHUBICTh

pO3pOONEHHST Ta  BIIPOBAKEHHSA

QIanTHUBHUX 1 HATIMHAX METONIB KepyBaHHS JUIS
6araTopoOOTHHX CHCTEM, OCOOJIMBO B yMOBaX BHCOKOI

HEBU3HAYCHOCTI Ta MOTCHIIMHUX 30BHIIIIHIX 3arpo3.

Hepo3p’si3aHi npo0eMn Ta MeTa 10CTiIKEeHHS

Y cydacHux 0aratopoOOTHHX CHCTEMax THILY
"migep — mMOCTIMOBHHUK" ICHYE KiUIbKa HEPO3B’SI3aHUX
mpo0iem, M0 BUKJIMKAIOTh HEOOXIMHICT Yy MOJAIBIIOMY
HAyKOBOMY JoCiHi[pkeHHI. OJHHMM 13 TakuxX IHTaHb €
30epeKeHHSI ONTHMAJIBHHX IPOCTOPOBUX BiIHOIIEHBb
MIXK JTIIEPOM 1 MOCTITOBHIUKAMH 3a 3MIHHUX TUHAMIYHHX
YMOB Ta HeBu3HaueHocTi. Hampukian, y pasi 3miHn
LIBUJKOCTI YM HANpsMKy pyXy JiJiepa TMOCIiIOBHUKH
MAalOTh HIBHIKO M TOYHO aJanTyBaTUCS YIS MiATPUMAHHS
HeoOxinHoi dopmanii. [HIIMMH clOBamMHM, YIpPaBITiHHSI
PYXOM TIIOCIIIOBHUKIB Ma€ OyTH 31aTHE eQeKTHBHO
pearyBaTH Ha 3MiHH YMOB Y peajlbHOMY 4aci.

I[In mpobnema cTae 0COOIMBO  AKTYaJILHOIO
B KOHTEKCTI 3aCTOCYBaHHSI 0araropoOOTHHX CHCTEM
y pi3HEX cdepax, Takux SK PO3YMHI TpPaHCIOPTHI
CHCTEeMH, MOHITOPHHTI JIOBKULII a00  pATYyBaJbHI
oreparii. HectaOutbHI yMOBM MOXXYTh BHHUKATH 4epes3
MIHJIMBI TIOTOAHI YMOBH, IEPEIIKOAM Ha HUIIXY PyXy
abo HemepenOadeHi Aii iHIIMX 00’€KTIB y CEpPEIOBHIII.
Tomy po3poOneHHss MeroniB, 10 3a0e3NeuyIOTh
CTaOUIBHICTH 1 HaAilHICTE poOoTH OaraTopoOOTHHX
CHCTEM Yy TaKHX YMOBaX, € BaXJIMBUM 3aBIaHHIM

HaYKOBO] CITUIEHOTH.
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MeTor0 HaAmIOTO JOCHIIKEHHSA € PO3POOIICHHS
Ta anpobailis epeKTUBHOrO METOY 3MEHIICHHS BiJCTaHI
B cHCTeMi "migep — TOCTITOBHHK" 3a JOITIOMOTOIO
BIIPOBA/DKEHHsI TOXITHUX Ta IHTEPOBAHUX KIHIIEBUX
pexuMiB  ynpaBniHHA. OCHOBHI  3aBJaHHS  ITbOTO
JIOCITiPKEHHSI:

1) po3poOieHHS KiHEMAaTHYHOI MOJET CHUCTEMH.
[TnanyemMo CTBOpUTH MaTeMaTH4Hy MOJeNb, sika Oepe
JI0 yBard OCHOBHI IIPOCTOPOBI BiTHOIICHHS MiX JIiIepOM
1 MOCHIZJOBHUKAMH, 100 YHUKHYTH MOPYILIEHb (opmariii

Ta 3a0e3meunTH TOYHMHA MapmpyT. lle macte 3Mmory

MOCHIZIOBHUKaM ~ €(EeKTUBHO pearyBaTH Ha 3MIiHH
TONIOXKEHHA  Jligepa Ta 3a0e3MeuuTh CTaOUTBHICTH
dhopmMariii B yMoBax HeBU3HAUCHOCTI;

2) yOpOBaKCHHS TMOXITHUX Ta IHTETPOBAHHUX
KiHIIEBUX PEeXUMIB YIIpaBJIiHHS. IIpononyemo

BIIPOBA/DKYBATH IIi METOAM U1 3a0€3MeUeHHs CTa0lThHOTO
Ta TOYHOTO PYXy IIOCIIIOBHUKIB 3a JIiIepOM, HaBiTh
y pa3l HEBH3HAYCHOCTI Ta 3MiH JWHAMIYHUX YMOB.
Ile nmacte 3Mory OuTbII €(EKTHBHO KEpyBaTH PYyXOM
rpynmu poOoTiB i 3a0e3meunTh MIATPUMKY HEOOXiTHIX
(hopMartiif, 30kpeMa B CKIQJHUX CUTYAIIisIX;

3) BUBUCHHS BIUIMBY BIPOBA/DKEHHS HOBHX METOIIB
ynpapiinHs. [l1aHyemMo nOCHIOUTH, SK 3aCTOCYBaHHS
MOXIHAX Ta IHTETPOBAaHUX KIHIICBUX PEKUMIB BIUINBAE
Ha 3MEHIICHHS BiJICTaHI MiX 3aBJlaHHIMHU
B OaratopoOoTHHX cucTeMax. Lle macTtb 3MoOry OIiHHUTH
e(eKTHUBHICTh 1 NMPHUIATHICTH 3alpPONIOHOBAHUX METOIB
y peaIbHUX YMOBAX BUKOPUCTAHHS;

4) nopiBHSHHA €(EKTUBHOCTI HOBOTO METOLY.
30upaemocst MOPIBHATH e(heKTUBHICTH 3aIPOMIOHOBAHOTO
METONly 3 HassBHUMH ITiXOJaMHU YIPaBIiHHS JJIsI CUCTEM
TUmy "migep — TMOCHiZOBHUK', 100 BWU3HAYHUTH HOTO
nepeBard Ta MOXJIMBI oOMexeHHs. Lle mactp 3mory
BU3HAYATH ONTUMAIBHUHA MiAXiJ MO  yTPaBIiHHAL
0araTopoOOTHUMH CHCTEMaMH B pasi 3MiHHM JMHAMIYHHX

YMOB i HEBH3HAYEHOCTI.

Martepiaam it MmeToau

Ha puc. 1 300paxenuil poOOT, CXOXHH Ha
OJTHOKOJIICHUI1 BEJIOCHIIE]l, Y TOPU30HTAIBHINA TUIOLIMHI.
Horo nBa mapanenbsHi Koeca MatoTh OJJHY # Ty caMy BiCbh

1 KEPYIOThCsI HE3AJIEIKHO JIBOMA MOCTIHHUMH CTPYMOBUMH

nBuryHamu. Po0OoT Moxxe omHOYacHO —oOepTathcs
W pyxaTtucs, 0 OIHCAHO PIBHSIHHSIM:
T
q=[x0] . 1)

J A

Puc. 1. Kpecnennk MoGinbHOTO poboTa

B (1) (xy) po3TaloBaHui y IIeHTpi poOoTa i € Horo

MOCTYNAJbHUMH KOOpIMHATaMH, a @ Tmo3Ha4dae ioro
obepranpHy KoopauHaty. IIo6 3HaTH mMONOXEHHS,
Ha TepeJHbOMY KoJjieci poOoTa BCTAHOBJICHUH JATYMK
MIO3MIIIOHYBAHHS, K MMOKa3aHO Ha puc. 1. Bick maTumka

OPTOTOHAJIbHA OCI IBOX KOJIIC.

X cos@,0

n

n

qn: y)l = Sing)lo
[0
6 0 1|~

n

) ()

Je v, Ta @, — JiHiliHa Ta KyTOBa IIBUAKOCTI BIATIOBITHO.

JuHamMigaa Mozenb st n -ro poboTa, mo Oepe 10 yBaru

KOJMBAHHS  IapaMeTpiB, HEBU3HAUCHOCTI  MOJEi
Ta 30BHIIIHI 30ypeHHS:
X, | |=»,| |co0s@, 0 cos@, 0
y,|=|%, |+|sind, 0|-u, +|sinb 0|-Au,+7,q,, (3)
6, 6, 0 1 0 1
7 . o
ne Au, =[a,f,| — Bximmmii curman xepyBaHHS s

n-ro podora; «, Ta [, — BIANOBIIHO, IPUCKOPEHHS
Ta KyTOBE NPUCKOpeHHs. Bonu onucyiorses a, = F, /m,

Ta pf,

€ CHIIOIO, HOMIHAJILHOIO Macorw, KpPpYyTHHUM MOMEHTOM

=z,/J,, ne F,,m,t, ta J,, BianosimHo,
1 HOMiHAJILHUM MOMEHTOM iHepIlii podora [2].

KonmBanHs mapaMeTpiB mo3HadeHi SK

e, 0
A, = e “4)
0 ¢
e &, Ta & — mMapaMeTpd MacH Ta MOMEHTY iHepuil

poboTa, SKi MOXKYTh 3MIHIOBaTHCS 3aJI€KHO BiJ] yMOB PyXY.
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[IpornonyeMo  KiHEMAaTHYHY MOJEIb  CHCTEMHU
tdopmyBanns "minep — nocnigoBHUK" (puc. 2). Cucrema
MICTHTBb poOOTa-Tijepa Ta KITBKOX MOCIIIOBHHKIB:
i — po0oT, KU € JigepoM; k — poOOT-MOCIiTOBHUK [§].
BuznaunMo BimHOCHY BificTaHb [, Ta KyTOBHH Kypc @, ,

BAKJIMBI [T MATPHMAHHS O2)KaHHX IPOCTOPOBUX BiHOIICH

lik = \/[xi - X ]2 +(yi =V )2 . Q)

Koopnunatu O0YHCITIOIOTHCS SIK

('xk’yz)

X, =x,+rcos(f) ta y, =y, +rsin(f). Omnouacno

@, chopMyIBOBaHO SIK @, =7 +¢, —6,, ne 6, mo3Havae

KyT opieHTanii pobora-nigepa i
.=y, rsind.

Cp = arctan 21— 2& 20

X, — X, 7 cos b,

Jng  crupomieHHs TpoIecy CliTyBaHHA pOOOTIiB-
MIOCITIJIOBHUKIB 3a JiiepoM 3 Oa)XaHOIO BIJCTAHHIO Ta
KyTOM JI0JAa€ThCi KOHTPOJIEpP KOB3aHHS 3 IOXIIHOI Ta
Mera

MiATPAMYBATH

IHTErpaJIbHAM  TEPMiHAJIOM. KOHTpoJepa —

YHUKHYTH  3iTKHEHbD, 3B’s30k  0e3
3aTPUMOK 1 3a0e3rmedyBaTH, MO0 KOXKEH IOCIITOBHUK
MaB iH(oOpMaIiio Mpo CBOE MOJOXKEHHS, MIBHIKICTH Ta

netani migepa. JluHamidHA MOJIETh Ma€ TaKAH BULIIST;
Xy = f(xik ydy (t)) +B,,luy

, (6)

Vie = h('xik)
ne/ — JIWHaMiuHI pIBHSHHA Ta d, (t) 3BaKac Ha
HeBH3HA4YCeHOCTI. KOHKpeTHI Bupasd ISl  MaTpuilb

1 3MIHHUX TYT HE HaBOAATHCS 4yepe3 OOMeXeHHs 00csry
crarti. IuHamigauii pexum (6) cuctemu GopMyBaHHI

"mimep — TOCHIIOBHUK" Ja€ BIHOCHUH CTYIIiHb,
Puc. 2. KpecieHHK KOOpIUHOBAHOI CTPYKTYpH "mizep — 10 OGYHCIIOETECS TAK:
MOCJTIJOBHUK" ’
oh, (x.
i (o) 0 (), g
oh, (x,
Lfh, (xik)Mf(xik’dik)’ (8)
o(L,h (xi ,d, )
LB,»,‘V,K L/h‘l (xik ’dik ) = LBMK (th‘l (xik ’dik )) = % : Bik,lK > )
ik
oL, h (xl. ,d, )
LBkaKthZ (xik ’dik ) = LB/kJK (thz (xik’dik )) = ( ’ ox. k k ) ‘Bik,lK s (10)
ik

l, — moximui L, ~ BM3HAYAIOTBCS 33 JOMNOMOIOKO
piBasHp (9) Ta (10); r, (me K =1,2) € HaliMeHIIUM
UMM~ 9WciIoM, Mo 3abesrmedye TpUHANMHI  OIWH

KepyBasbHUl BXin yry (oe K =1,2).

rl
Vo =L,/ (xik)+mzLBik’Kthl (xik’dik)uk , (1D
K=l

r2
Vo =Ly fhy (x, )+mY LB, KL, (x,.,d, )u, , (12)
K=1

ger =n=2Ttam=2.
PiBHSAHHS AUHAMIKY BX1I-BUX1J [OJAHO TaK:
Yy =dy +H(xik>dik)“ik > (13)

ne d, =L, (I;+A)u,+P, +F, H(x,,d,)=G,(I,+A,),

I, ta I, =2x2 wMaTpuui, Ta ¥, € BXiAHUM CUTHAJOM
KepyBaHHs i -T0 podorTa.

S (14)

H(x,,d,) wmae HopMmampHy uyactuHy G, Ta

HeniHillHy vactuny G,A,, fKi 3a[JOBOJBHAIOTH YMOBY

0, <1, Bkazany B piBHsHHI (14).

Bignosinni  mesmsmawemocti (G Au,) €
KOJIMBAaHHSAMH TapaMeTpiB TOCTITOBHHKAa poboTa k.
d, TO3Haya€ HEBiANOBIJHI HEBU3HAYEHOCTI B CHCTEMI

¢dopmyBaHHS 'iigep — TIOCTINOBHUK", $Ka MICTUTh
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TpH 4acTuHU. F, Ta P, TO3HAYalOTh HEBU3HAYEHOCTI

MOJIeNi Ta 30BHIIIHI 30ypeHHs, CIIPHYMHEHI KOB3aHHSM,
TEPTAM, MEPCUIKOAaMU TOLIO, SIKI BaXXKO Y3IroJuTH.

1. Ilpockmyeannsa k0831020 pexcumy
ma 1020 ounamixa
Omncye po3poOJieHHs KOB3HOTO PEXUMY KEpyBaHH:,
0 BUKOPHUCTOBYETHCSA UISA 3a0€3IeUYeHHs CTaOUTRHOCTI
i TouyHocti QopmyBaHHs poOoTiB. KoB3HHI pexuM
JorloMarae  MiHIMI3yBaTH BIDIMB 30BHIIIHIX 30ypeHb
1 HEBM3HAYCHOCTEH MapaMeTpiB MOJeNi, 3a0e3Meuyroun
BHCOKY TOYHICTB CITiTlyBaHHS 3a 3aIaHIMH TpacKkTopismu [9].
Po3poOiieHHsT  KOB3HOTO  PEeXHMY  KEepyBaHHs
MMOYUHAETHCS 3 BU3HAYCHHS CIIAHJIMHTOBOI MOBEPXHI s ,

0 (POPMYITIOETHCS K
s:C(x—xd), (15)
Je x — CTaH cucremw; x, — Oaxanui craH; C —

MaTpHLlsl KEePyBaHHS, siKa JOOHPAEThCS TAKUM HYHHOM,
1100 3a0e3rneunTy OaXkaHi JUHAMIYHI BIIACTUBOCTI CUCTEMH.
Hami  muHaMivHI  piBHSIHHSA

CUCTEMH MOJKHa

BUPA3UTHU TaK:

s=As+Bu, (16)

ge As, Bu — DOXiAHI MaTpuii, IO 3aJeXaTh Bif

mapaMeTpiB CHCTEMH Ta 00paHOi CTPYKTYpH KEpyBaHHS.

2. Ilpoexkmysannsa KOG3HO20 peicumy

3 A0anmueHUM NOCUTEHHAM KOGIHOZ0 PEHCUMY

Po3pobnsersess MeTon KepyBaHHS 3 agalTUBHUM
MOCWJICHHSIM KOB3HOTO PEXHMY, IO IOKpaIllye podoTy
CHCTEMHM B YMOBax HEBH3HAYEHOCTI Ta AWHAMIYHHX
30ypeHb. MeToj chpuse ONTHMi3aiii BiATYKIB CHCTEMH
Ha 3MiHH YMOB eKCIUTyaTalii, Jalo9d 3MOTY CHCTEMi
MIBUJKO aJanTyBaTUCS Ta MiATPUMYBATH CTaOiUIbHICT
thopmariii [10].

s cexmis po3LIMPIOE TOHATTA  aJalTHBHOTO
MOCHJICHHS B KOB3HHX PEXXHUMaX KepYBaHH:, 3a0€3MeUy0uH
MIiJBUIICHY AaNTHUBHICTh 1 CTIHKICTH CUCTEMH Mija 4ac
poboTtu B HemependadyBaHUX yMOBaX. Y IbOMY MiAXOIi
KOB3HHI PEKUM PealizyeThCsl Yepe3 KOHTPOJIbHUHN 3aKOH:

u:—K-sign(s), 17

ne K
KOpI/IFOBaHe IIOCHJICHHA,

— IIe He IpOCTO KOHCTaHTa, a JWHAMIYHO
IO aJalTyeThCs JIO 3MiH
y TapameTrpax CHCTEMH Ta 30BHIIIHIX 30ypeHHSIX.
Anantaniss K BinOyBaeThcs 3a JOIOMOIOI0 ajrOPUTMY,
IO OIIHIOE TOTOYHMWI CTaH IAHAMIKH CHCTEMHA W
Ha OCHOBI IbOTO aHaNi3y KOpPHUIye BenuuuHy K,
OINITHMI3YIOYH BIATYK CHCTEMH Ha HerepenoadeHi Bapiartii.

@opmyna it aganTanii K Moxe OyTH BHpa)xKeHa
K

K=p(s|-5.), (18)
Je y — TO3WTHBHUH KOe]ii€HT HajamTyBaHHS, S, —

OakaHe 3HAYEHHS  CJIAWIUHTOBOI  TOBEPXHi, IO

BIJIMIOBI/Ta€ ONITUMAIIEHOMY CTaHY CTa0lIEHOCTI.

3. Ananiz cmabinonocmi
3aKpumoi cucmemu ynpaeainHs
AHanmi3yeTbcs  CTaOUTBHICTH 3aKPHUTOI  CHUCTEMH
KepyBaHHS 3 BUKOpHCTaHHsIM Teopil JlsmynoBa. lle nmae
3MOTY HE TLTBKH MepeBipuTH e(heKTUBHICTD YIIPaBITiHHS,
ae ¥ 3abe3neynTd JOKa3u 1l HaIifiHOCTI B pi3HHX
pobounx ymoBax.
AmHaii3 cTabiIbHOCTI CHCTEMH KepyBaHHS OCHOBaHHIA
Ha BUKOpHCTaHHI QyHKii JIsmyHoBa, 10 € cTaHOapTHUM
THCTPYMEHTOM [UIsl TIEPEBIPKH CTAOITBHOCTI AWHAMIYHUX
cucteM. Dynkuis JlsmyHOBa AN CHCTEMH KOB3HOTO
PeXUMY KEpyBaHHS 3a3BHYail MMOJlaHa SIK KBaJpaTH4Ha

¢dopma [11, 12]:

V=s"Ps, (19)
Je P — MO3UTHBHO BH3HAYCHA MATPHILS, IO BCTAHOBIIIOE
"enepretnunuii naHnmadpT" cucremu. g pyHkuis
o0HMpaeThbcs TakUM 4YHHOM, 1100 V  30iiblIyBanacs

3a YMOBH BiIJaJICHHS BiJl CTa01IEHOTO CTaHy CHCTEMHU.
[MoxinHa ¢pynkuii JIsmyHoBa:

V=s" (4 P+PA)s+25"PBu, (20)
ae A,B, BU3HA4YAIOTH JUHAMIKY CHCTEMH Ta BIUIUB
KOHTPOJBHIX CHTHAJIB BiAMOBiAHO. TyT AST P+ PA, mae

GyTH HeraTWBHO Bu3HadeHow. Lle 3abesmeuye, mo V
CTa€ HETaTUBHOIO 3a YMOBH BIINOBITHO MimiOpaHuX
KOHTPOJIHUX 3YCHIIb U .

AnanTuBHE HaNAIITYBaHHA K BHUKOPHCTOBYETHCS
JUIS KOPUTYBaHHS KOHTPOJIBHOTO CHTHAJY # Ha OCHOBI
MOTOYHOI JWHAMIKM CTaHy cucTeMu. KopuryBaHHa K
MoKe BiZI0yBaTHCS 32 TAKMM IPaBHIIOM:

K =yls, Q1)

Je 7 — TIO3UTHBHUHM KOE(DIIIEHT HaJlallTyBaHHS,
o0 BH3HAYa€ IIBUAKICTH peakiii amanTarii IMOCHIICHHS.
Ile amanTMBHE TOCHICHHS [a€ 3MOTY CHCTEMi OiIbLI
e(peKTHBHO pearyBaTd Ha HemepenOadeHi 30ypeHHs
Ta HEBU3HAYEHOCTI.

Kpim toro, mis 3abe3neueHHs HAmIHHOCTI aHAJI3y
cTabUIBHOCTI MOXKYTb YIIPOBA/PKYBATHCS TEXHIKU 3HHKEHHSI
PpO3MipHOCTI 3a/1a4i, HAPUKJIIA, 32 arperyBaHHA 3MiHHUX
a0 pO3IJIsi/l CIPOIIEHUX MOJIEINIEH ISl CKIIAIHIX CUCTEM.
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Ie momomarae 3po3yMiTH OCHOBHI IPHHITMIN CTaOLIBHOCTI,
He 3arauONIOIYHCh Y TEPEeBAXHO CKIAJHY JAWHAMIKY
KOYXHOT'O €JIEMEHTa CUCTEMH.

Takuii migxig He TLNBKK 3a0e3rnedye MaTeMaTHYHY
TOYHICThP y BHU3HAUCHHI CTaOUTPHOCTI CHCTEMH, aie
i crpusie MPaKTUYHIA 3JaTHOCTI CHCTEMH O ajamTariii
Ta BIDKMBAaHHSI B pPEaJbHOMY CBITi, Je 3MiHHI YMOBH
Ta HeBHU3HAYCHOCTI € HOPMOIO.

PesynbTaTn gociaigkeHs Ta 00roBOpeHHsA

Y Mexax OOCHiIKeHb pealli3oBaHO iHTerpariro
METOJIIB KepyBaHHS 3 TIOXITHUM 1 IHTETPAJTbHUM KiHIICBHM
KOB3HHM PpEXHMOM Ta HENIHIHHUM CIIOCTepiraueM
30ypenp. llelf miaxinm coemianbHO aJanTOBAaHUH I
3MEHILIEHHs HEeBH3HA4Y€HOCTeH Yy cucremax dopmarii
"migep — mocmigoBHUK". Pe3ynbTaTn mokasaiy, o METO
KepyBaHHS 3 IMOXIAHAM Ta IHTErPAJbHUM KiHIIEBUM
KOB3HHM pPEXHMOM 3a0e3ledye BHCOKY TOYHICTb
1 CTaOUIBHICTD YNpaBNIIHHS, a HENIHIWHUN crocrepirau
30ypeHb  e(peKTHBHO KOMICHCYE  HEBH3HAYEHOCTI,
T IBUIITYFOYH CTIHKICTh CHCTEMH JI0 30BHIIIHIX BIUIMBIB [13].

OCHOBHOIO METOIO IOCHI/DKEHHS OYJI0 pO3pOOICHHS
Ta OI[IHIOBaHHsS e(EeKTHBHOCTI KepyBaHHs POIB pOOOTIB
13 BUKOPHCTAHHSIM METO/(IB MOXiTHOTO Ta iHTErpajbHOTO
KIHIIEBOT'O KOB3HOTO  PEeXHUMY  H HEJIIHIAHOTO
cnocrepiradya 30ypeHb. linmore3a mnomsAraza B TOMY,
110 3aMpPOIIOHOBAHI METOJX 3MOXYTh 3HAUHO MiABHIIUTH
TOYHICTH 1 HaAIfHICTh YHpaBIIHHA pOSMH POOOTIB

Y CKJIaJIHUX YMOBaX.

Puc. 3. Cxema mMeToay ympaBiiHHs "nijiep — MociigoBHUK"

Y wMexax poOOTH 3alpOIOHOBAHO IMiTamidHY

MO/JIeJIb, 1[0 KOOPAMHYE Pii BIAMOBIAHO 10 MapamerpiB

Jis MomenroBaHHS 3aCTOCOBYBaJIacs iH(popMariifHa
cucrema CoppeliaSimEDU. Ha cueni O0yno po3MiliieHo
Tpu pobotm ™momeni dr20: omun migep (leader) Ta
nBa mnociinoBuuku (followerl, follower2). Bouu Oyiu
o0JNaJHaH| YIIBTPa3BYKOBUMH JATYMKAMH JUIS BU3HAYCHHS
BIZICTaHI 10 IHIIMX POOOTIB Ta HABKOJHIIHIX 00’ €KTIB.
KoxeH po6oT OyB HamamrToBaHWK i3 BUKOPUCTAHHSIM
Lua-ckpunTiB Juis peainizaiii alilrOpuTMiB KepyBaHHSI.

VY ckpunTax peanizoBaHO J[Ba OCHOBHHX aJIOPUTMH
KEepyBaHHS: METOJ| TOXIAHOTO Ta  IHTErpajbHOro
KIHIIEBOTO KOB3HOTO PEXHUMY JJIS JiJepa Ta HeTiHIHHUI
criocTepiray 30ypeHb i mociinoBHuKIB. LI anroputmu
3a0e3medyBaii TOYHUA PyX TOCIIJOBHUKIB 32 JIAEPOM,
HIATPUMYIOUH 3aJIaHy JUCTAHIIO Ta YHUKAIOUYH 3iTKHEHb.

OmgHuM 13 HAWOLIBII TOMMPEHHUX MiAXOMIB IO
(hopMyBaHHS yIpaBJiHHS € METo[ "JiJep — IMOCIiIOBHUK",
3a YMOBH SIKOTO ITOCJIIZIOBHUK BH3HAYa€ CBOE MOJOKECHHS
TibKH Iono Jigepa (puc. 3). Mu npumyctwiy, o
B3a€MOJiI MDK areHTaMd Mae BigOyBaTthcs Ha
"rmobanpHOMY" pIiBHI 3aMicTh TOTO, MIOO MiIJIETIIHIA
pearyBaB jmimie Ha iH(GOPMAIIIO JOKAIBHOTO DPIBHA.
JlokanpHa iH(OpMaLis MoXe OyTH OTpUMaHa 3 TapaMeTpiB
KOHTpOJIepa, TOMI AK TI00aTbHI MOKA3HUKH CTOCYIOTHCS
MOJIOXKEHHS 00’€KTa 3arajoM mioao moBkiuwist. Ili aBi
Kareropii mxepen iHGopMaIlii He € B3aEMOBHKIIIOYHUMHU.
Y Mopesni BUKOPUCTOBYBAJIacs IPOCTa MOJEIb Y3TrOKEHHS
mBuakocti. OTKe, 1€ TOCIIIKEHHS J0JAaTKOBO BHBYAE
rimoresy m0po Te, IO 3YeIUIeHHS "TpsMyBaHHS
3a JimepoMm" MOXE pETyNIOBaTHCS JHIIE TI0OaITHHOI0

iHpopMarieto Oe3 3aIydeHHs JTOKATbHUX BiZIOMOCTEH.

KoHTpoJiepiB "mimepa" Ta "mocmimoBHuKa"' 3 oy

Ha 30epekeHHS aucCTaHmii MbkK poGoramu  dr20.
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3a gomomororo iHpopMamiiiaoi cuctemu CoppeliaSimEDU
mo0OyTI0OBaHO TPOrpaMy, IO BiITBOPIOE CIIEHY W MOICIH
MOBEIIIHKM TPHOX POOOTIB, € OAMH IIiIMOPIAKOBYETHCS
iHIIOMY — Jiiepy poro. [Himiatopom Bi3yamizamii pyxy
€ kxopucrtyBad. IIporpama HamucaHa MOBOKO CIEHApiiB
Lua, ska € pO3UIMPEHOID MOBOIO MPOrpaMyBaHHs
MiATPAMKH

Ta npu3HavdCHa JIIsL 3araJbHOIO

MPOLIeyPHOTO MIporpaMyBaHHs (puc. 4).

Puc. 4. Ctpykrypa Mozemi Bizyaiizauii pyxy

Jns kepyBaHHS pOIO peasli3oBaHO JBa OCHOBHI

QITOPUTMHU: METOA  MOXiJHOrO Ta  IHTErPaJIBbHOTO
KIHIIEBOTO KOB3HOTO PEXXUMY IS Jijepa ¥ HemiHIHHUH
croctepiray  30ypeb (NDOB) is moCiiIOBHHKIB.
3a0e3nevyBaad TOYHE

i anropurMu MIPSMYBaHHA

MOCITIIOBHUKIB 32 JIAEPOM, IIATPUMYIOUH 3aIaHy
JUCTAHINIO Ta YHUKAIOYH 3iTKHEHb.

Jlinep OyB 3amporpaMoBaHuii Ha BUKOHAHHS IEBHOT
TpaekTopii pyxy. Jis mporo 3actocoByBanacs (QYHKIIiS
sim.setJointTargetVelocity, ska 3agaBaja HEOOXIIHY
IIBUAKICTE oOepTaHHA Kouic. Jlimep pyxaBcs Bmepen,
BUKOPHCTOBYIOUH TIPOCTY MOJIEIb Y3TO/IKEHHSI IIBUAKOCTI.

[ocmiTOBHUKKM ~ 3aCTOCOBYBAJIM  IMOXiTHUE  Ta
IHTerpajJbHUI KIiHIEBUH KOB3HMH PEXHM 1 HeNHIHHHNA
croctepiray  30ypeHb  [UII  TOYHOTO  CIIAyBaHHSI
3a sigepoM. OCHOBHa inmes mojsirajla B TOMY, MO0
NOKa3HUKH 3

BUKOPHCTOBYBATH YIBTPa3BYKOBHX

JMATYUKIB JUIS BU3HAYEHHS BiACTaHI JI0  Jijepa
Ta BIiANOBIIHAM YHHOM KOPHUTYBaTH CBOIO IIBHAKICTBH
1 HaPSIMOK PyXYy.

Ha puc. 5 300paxkeHo posramryBaHHA pPOOOTIB
Ha IM0YaTKOBIH cTamil MOJETIOBAHHS.

Ha puc. 6 moka3aHo, K poOOTH PyXalOThCS B POIO
nocaigoBauk". Ilig uac

3a  Momewo migep —

eKCIICpUMECHTIB BUSIBJICHO, o 3arpoIOHOBaH1
METOAM KEepyBaHHS JalOTh 3MOTY JOCSITH BHCOKOI
TOYHOCTI CiTyBaHHSA Ta YHUKHEHHS 3iTKHCHb HAaBiTh

y CKIIQTHUX YMOBaX.

Puc. 5. ITouatkose po3ranryBanHs poboTiB dr20 Ha cieni B CoppeliaSim
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Puc. 6. Monens Bi3yarizaiii pyxy po6otiB dr20 3a Momeiro "nmiaep — mociiIoBHUK"

JUIs monampmioro aHallizy IMPOBEICHO JNEKiTbKa

eKCTIIEPUMEHTIB,  Pe3yNbTaTH  SKUX  MiATBEPIHIH
e(eKTUBHICTh TOXiTHOTO Ta IHTETPANFHOTO KIHIIEBOTO
KOB3HOTO PeXXMMY W HENHIHHOTO crocTepiraya 30ypeHb
MOPIBHSHO 3 TPAJMIIIHHUMH METOJAMU KePyBaHHS.
Pe3ynbTati TOKa3aju, 10 BUKOPUCTAHHS IMOXiHOTO
KIHI[EBOTO ~ KOB3HOTO

Ta  IHTETPAIBFHOTO pEeKUMY

W HemiHIHHOTO cmocrepiradya 30ypeHb 3abe3medye
CTaOUIBHICTH 1 TOYHICTD yIpaBmiHHs poeM. Lle nomomarae
3MEHILIUTH Yac peakilii CHCTEeMH Ha 30BHIIIHI 30ypeHHs
Ta TIIBUIIUTH CTIHKICTH YHPaBIIHCBKAX IIPOIECIB.
[Tix yac ekcnepyMEHTIB YCTAHOBJICHO, IO MOCHTIJOBHUKH
YCHIIIHO MPSIMYBAIM 32 JIJIEPOM, MIATPUMYIOUH HEOOXIiIHY

JUCTAHIIII0, HABITh Y pa3i 3MiHU TPAEKTOPII Jliaepa.

BucHoBku

YV Mekax Iboro IOCIiHKEHHS POBEIECHO KOMITICKCHE

MOJICTIIOBaHHS ~ Ta  aHaJli3  METOMIB  KepyBaHHS
6araTopoOOTHIMM CHCTEMaMH THITY "JiZep — ITOCTiTOBHUK"
3 BUKOPHUCTAHHSM IOXITHOTO Ta IHTETpajbHOro KiHLEBOTO
KOB3HOTO peXHMy Ta HENIHIHHOrO cIocrepirada
30ypenb. [TinTBepakeHO eEeKTUBHICTh 3aMPOMOHOBAHUX
METOJIB y 3a0e3MeueHHi BUCOKOT TOYHOCTI Ta CTaOLIbHOCTI
YIpPaBJIiHHS POSMH POOOTIB y CKJIQJHUX YMOBaX.

[lepeniunmo pe3ynbTaT JOCHTIHKEHHS.

1. Tounicts caixyBanusi. Bukopucranus MeToniB
MOXIAHOTO Ta IHTETPANIBHOTO KIHI[EBOTO KOB3HOTO
PeKUMY A0 3MOTY MOCSITH BHMCOKOI TOYHOCTI PyXy
MOCTIMOBHUMKIB 332  ugigepoMm. Ile  3abesmeuwniio
MIATPUMAHHS HEOOXiMHOI JucTaHII MiK poboTamMu

Ta YHUKHECHHS 3ITKHCHb.

2. CrabinbHicTs cucTemu. HeniHiliHuit crioctepirad
30ypeHb e(EeKTUBHO KOMIIEHCYBAaB HEBHM3HAUEHOCTI, IO
MiIBUINWIO CTIWKICTh CHUCTEMH IO 3O0BHIIIHIX BIUIMBIB
Ta 3a0e3Me4mIo cTablIbHICTh YIPaBIIHCHKUX MPOIECIB.

3. 3meHmeHHs Yacy peakmii. [HTerparis meToziB
NOXIJHOTO Ta IHTErpajJbHOrO0 KIHIEBOI'O KOB3HOTO
peXUMy 3 HENiHIHHUM cIocTepiradeM 30ypeHb CIpusiia
3MEHIIICHHIO 4Yacy peakilii CHCTeMH Ha 3OBHILIHI
30ypeHHs, 110 € KPUTUIHNM UTsl €EKTHBHOTO YIPaBIIiHHS
6araTopoOOTHUMH CHCTEMaMH B peajbHUX YMOBaX.

4. EdextuBHicTh Yy

CKJIAAHUX yYMoBax.

ExcriepuMeHTanbHi T4  CHMYJSIMIAHI  JOCIIHKCHHS

MMOKa3ald, M0 3alpONOHOBaHI METOMM KepyBaHHS
3a0e3MeuyoTh BHUCOKY AamalTHBHICTh 1 €(EKTHBHICTS,
HaBITh y CKIQJHUX YMOBaxX 3 IHMHAMIYHAMH 3MiHAMHU
Ta Herepe0auyBaHUMU 30yPEHHSIMH.

JlocsrHyTI pe3ynbTaTi BiIKpHBAIOTh HOBI MEPCTICKTHBH
UIS  ONTUMi3allii

KEepyBaHHS 6araTopobOTHUMH

CUCTCMaMU, 3&6631’[6‘1}/}0‘{1/1 BUCOKY TOYHICTh

1 HapmiiHicTh ympaemiHHsa. Lle mociipkeHHS MoXe
CTaTH OCHOBOIO ISl TOJAJBIINX pO3poOOK y cdepi
POOOTOTEXHIKH, aBTOMATH3AII1 CKIaJHIX TEXHOJOTTUHUX
MIPOIIECIB Ta IHTENEKTYyaIbHUX TPAHCIIOPTHUX CHCTEM.
3anpornoHoBaHi METOH MOXYTb OyTu
PEKOMEH/IOBaHi ISl IUPOKOMACIITaOHOTO 3aCTOCYBaHHS
B IPOMHKCIOBOCTI, A€ HEOOXigHa BHCOKa TOYHICTh

1 HaxmifHicTh ympaBmiHHA. Ilomambmn  mociipKEHHS
MOXYTh OyTH CHpSMOBaHI Ha aJanTaiil0 [UX METOIB
JUIl  pI3HUX THIB poOOOTIB Ta YMOB eKCIUTyaTaril,
a TaKoX Ha

IHTETpamilo 3 IHIIUMH [EPEIOBUMHU

TEXHOJIOT1SIMU IITYYHOTO 1HTENEKTY.
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APPLICATION OF DERIVATIVE AND INTEGRAL TERMINAL SLIDING MODES
IN LEADER-FOLLOWER TYPE SYSTEMS

Subject matter: The study focuses on the control methods for dr20 type robot swarms, specifically on the derivative and integral
terminal sliding mode control combined with a nonlinear disturbance observer. The problem of effective swarm control is highly
relevant in the current conditions of automation and robotics, especially in the context of performing complex tasks in limited space
and in the presence of disturbances. Goal: The development and analysis of a simulation model for the movement of a robot swarm
using advanced control methods to ensure system accuracy and stability. The research aims to improve the control methods for robot
swarms, enhancing their efficiency and reliability in various operational conditions. Tasks: 1) Develop a simulation model of a robot
swarm in the CoppeliaSimEDU environment, considering all necessary parameters for modeling real operating conditions.
2) Implement control algorithms for the leader and followers to maintain the swarm structure and avoid collisions. 3) Conduct a series
of experiments to test the effectiveness of the proposed methods, analyzing the results in terms of stability and control accuracy.
Methods: Modeling in CoppeliaSimEDU, implementing control algorithms based on derivative and integral terminal sliding
mode control, applying a nonlinear disturbance observer to improve system stability. The applied methods allow for the
consideration of various disturbances and ensure high control accuracy. Results: he proposed control model allows achieving
high following accuracy and collision avoidance even in complex conditions. Experiments have shown that the control methods
ensure the stability and accuracy of the robot swarm's movement, reducing the response time to external disturbances. The research
results demonstrate that the use of derivative and integral terminal sliding mode control combined with a nonlinear disturbance
observer significantly enhances the efficiency of multi-robot systems. Conclusions: The use of advanced control methods
significantly improves the efficiency of multi-robot systems, ensuring their reliability and accuracy in real operating conditions.
The proposed methods can be applied in various fields where the coordination of a large number of robots is required, including
logistics, rescue operations, and environmental monitoring.

Keywords: robotics; control systems; reliability; stability; automation; sliding mode; disturbance observer; multi-robot systems.
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M. KIKOTb, FO. MAJIEEBA

MOJEJII ®OPMYBAHHS JTOTICTUYHOI IHOPACTPYKTYPHU
PECAHUKJITHI'Y CKJAJTHOI TEXHIKH

Ipeamer nocaimskenHs — Mozeni (GopMyBaHHS JIOTICTUYHOI iH(PPACTPYKTYpH pECcallKIiHTy CKIagHOI TexHiKH. MeTow podoTu
€ CTBOPCHHSI ONTUMI3aLitHUX MoJesIeH, sKi 3BaKaTUMyTh Ha OCHOBHI (hakTopH mix 4ac opmyBaHHs iHYPACTPYKTypH pecailkiiiHry
I TOENHYIOTh IICHTPATi30BaHi Ta [CICHTPATi30BaHI €JIEMEHTH I MiABUIICHHS €()EKTUBHOCTI LBOTO MpPOIECy. 3aBIAHHSI:
MpOaHaTi3yBaTH CyYacHI IiAXOMH 0 OpraHizamii pecailkiIiHIy CKIAJHOI TeXHIKH; BU3HAYHTH KpUTepii Ta GakTopu s onTHMizanii
IHQPACTPYKTYpH pECalKIIIHTy; PO3pOOUTH OaraTopiBHEBY I1H(PAacTpyKTypy pecallkiminry; chopMyBaTH MOZAET ONTHUMi3amii
1HQPACTPYKTYPH PECAMKIIIHTY 3 OIJIALy Ha BUPOOHMUI MOTY>KHOCTI MiAMPUEMCTB 1 JIOTICTUYHI BUTPATH, €KOJIOTIYHMI BIUIUB Ta 1HIIL
(daktopu. MeToaH: CUCTEMHHMI MiAXil, CTPYKTYpHE MOJICIIIOBAHHSA, MOJCTI onTuMisailii. Pe3yiabTaTH: MpoaHaTi30BaHO MiAXOIH
0 oprasizamii iHQPAaCTPYKTYpH pECAWKIIHTY: NEHTPATi30BaHUH, pO3MONUICHHHA Ta KOMOIHOBaHHIA; OOIpyHTOBaHO BHOIp
KOMOIHOBAHOTO MiIXOAYy sl CTBOPEHHS JIOTICTHYHOI iHQPACTPyKTYpHU PECAHKIIHTY CKJIQAHOI TEXHIKH; PO3POOIEHO CTPYKTYpHY
OaraTopiBHEBY MOJENb iHQPACTPYKTYpH PpECAMKIIHIY 3 HIDKHIM piBHEM (COpTYBaJbHI IJNPUEMCTBA), CEPEAHIM piBHEM
(migmpueMcTBa 3 HmepepoOIeHHs) Ta BEpXHIM piBHeM (opraHisamiifHe ympaBiiHHS); C(OPMOBAHO MaTeMaTHIHI MOJAEINI ONTHMIi3amil
iHQPACTPYKTYpH pPECAHKIIHTYy 3 OINIAy HAa BHPOOHWYI TOTYKHOCTI IiJNPHEMCTBA, JIOTICTUYHI BHUTPATH, CKOJOTiYHWI BIUIAB
Ha 3OBHILIHE cepefoBHIIC. BHCHOBKHU. 3ampomoHOBaHAa CTPYKTypHa OaraTopiBHEBa MOIENb iH(QPACTPYKTypH pecakiIiHry
CKJIQ/IHOT TEXHIKM MOETHY€E TIepeBard LEHTPaIi30BaHOTO Ta JCLEHTPATi30BaHOTO YIIPABIIiHHS, 3a0e3Meuy0Yr THYUKICTb, HaiiHICTh
CHCTEMH [0 30BHIIIHBOTO BIUIMBY, MiHIMI3aIlifo BUTpAT i CTIMKHMI KOHTpOJNH TpoleciB. BukopucranHs po3pobieHHx Mopeneit
OnTUMI3alii Ja€ 3MOTy OpaTH A0 yBard BUPOOHUUI MOTY KHOCTI MiAIPHEMCTBA, JIOTICTUYHI BUTPATH, €KOJOTIYHAHN BIUIHB Ha 30BHIIIHE
cepenoBuIle Ta iHON (aKTOpH IJIsl TMOIIYKY HaiOimbur edextuBHO! KOHQIrypamil iHppacTpykTypu pecaiikminry. Peamizaris
3aIPOIIOHOBAHOI IHPACTPYKTypH pecallkiliHry 3a0e3neynTh (HOpPMyBaHHS 3JIaroKEHOI B3a€EMOJIl MK JIep)KaBHUMHU OpTaHaMH,
HiIPHEMCTBaMH, TPOMA/ICBKIMH OPTaHi3alisIMH Ta MiXXHAPOIHUMH NapTHEPaMHU.

KarouoBi cioBa: pecailkiiHr CKIAQAHOI TEXHIKH; KOMOiHOBaHa iHQpAcTpyKTypa; JOTICTHKA; €KOJOTIYHHWI BILIUB;
BUPOOHNY1 TOTYKHOCTI.

Beryn CIPHUSHHS  KPyroBii  €KOHOMIII Ta  3MCHIICHHA
KIJIBKOCTI BiIXO/IB.
Cy‘laCHI/Iﬁ CBIT CTOITH nepen BUKJIMKAMH, VYesa cucrema pecaf/'IKHiHry CKJIaZ[HO'l. TEXHIKA (CT)

TIOB’A3aHMMM 3 EKOIOTIYHOK KPH30l0, fAKa 3arpokye  OXOIUIIOE Di3HI TUIM NepepobIIoBaHMX —Marepiaiis,

HaWI[IHHIOIIM ~ pecypcaM IUIAaHETH Ta  3arajJbHOMY Takpx fAK METall, IUIaCTHK, aKyMyJISATOpH, CKIIO,

106po0yTy cycninbera. OIHUM i3 HaiiGUIBII akTyanpHHX ~ CJIEKTPOHHI math Tomo. Koxen i3 mepeniueHnx

CyuYacHHX 3aBJaHb € €(EKTUBHE YIPABIiHHA BiIXOJaMH MaTepiaxiB Ma€ CBOi OCOOJIMBOCTI MEPEpOONICHHS, TOMY

Ta PO3pOOJIEHHS CTATNX MOJENell CMOKHBAHHSA, a TAKOK ~ iX HEOOXIIHO CHpPSAMOBYBATH /IO BiIIOBIAHMX IYHKTIB,

0e3BiIXOHOTO BHPOOHHNTBA. Y [BOMY KOHTEKCTI
pecaiiKJIiHT BUXOAMTh Ha MEPeIOBHUH IJIaH K KIFOUOBHH
€JIEMEHT OEe3MeYHOr0 PO3BUTKY IHAYCTPIl.

Pecaiikminr — ne Oararopa3oBe BHKOPUCTaHHS
pecypciB 3aBISKH TOBHOMY TIE€pepOOJICHHIO BiIXOMiB
BiJl CTaHy CHPOBHHH [0 CTaHy TOTOBOTO IPOAYKTY.
YV 3arajbHONPUIHATOMY PO3yMiHHI Iieif Tponec HaIeKUTh
Hacamrepe] 10 repepoOieHHs BupoOiB 13 marmepy,
IUIACTUKY, CKJIa, METaIy TOIIO. Y IIMPOKOMY K 3Ha4eHHI
TEePMiH "pecallkiIiHr" — Iie IpOoIeC OTPUMAHHS CHPOBHHU
BHACJIIOK TOBTOPHOTO TepepoOiaeHHs Biaxomis [1].

PecaiikiiHr y €Bpomneiicbkux KpaiHax € Ba)KIIMBOIO

YACTUHOK  €KOJIOIIYHOL HOJ'[iTI/IKI/I, CHpHMOBaHOT Ha

OCHAIIEHUX OOJNaJHAHHAM I ITepepoOIeHAs KOHKPETHIX
MarepiaiiB. BiqmoBigHo, cucTeMa pecalikiHry mependadae
HasIBHICTH

Mepexi B3a€EMONOB’S3aHUX MiATNPHEMCTB,

IO CHELiai3yl0ThCs Ha PI3HUX Hpolecax MepepoOIeHHs
Ta (GOPMYIOTh IIEBHY iHOPACTPYKTYPY.

Icanceka koposiBcbka axanemis (Real Academia
RAE, 2022) 1HPPACTPYKTYPY
K "CYKyIHICTb abo mociyr,

Espariola, BU3HAYac

eJIEMEHTIB, 3aco0iB
HEOOXiTHUX [UIS HaJe)KHOTO (YHKIIOHYBAaHHS KpaiHu,
dopmu
AMeprKaHCHKUI cTIOBHUK crammuHu (2022) Bu3HAYaE ii

Micta 4u  Oyab-sikoi opranizauii"  [2].
sk "00’ektu" 1 sk "Oa30By OCHOBY, a00 (QyHIaMEHT,

0cobmmBO AJs opranizamii i cucremu' [3].

© M. Kikots, HO. Maieesa, 2024
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Omxe, min iHPPACTPYKTYypOIO pecallkIIiHTY Po3yMieMo
KOMIUIEKCHY CHCTEMY, IO MICTHTh MiANPUEMCTBA
3 TepepoOJIeHHS pI3HUX BHUAIB BiAXOIIB, JIOTICTHYHI
LUEHTPU, TPAHCHOPTHI IUUIAXH, & TaKoX 3B S3KH
Ta B3AEMOJII0 MDK LUMH KOMIIOHCHTAMH CHCTEMH.
O0’exkTOM JIOCTiGKEHHSI B CTarTi € iH(pacTpyKTypa
pecaiikniary cknanHoi TexHikn. Ilpeamer mocaimxkeHHss —
Mojaeni ¢opmyBaHHS JoricTu4HOi  iHQpacTpyKTypH
PECalKIIHTY CKIIaJHOI TEXHIKH.

P03BUTOK TpaHCIIOPTHOI IHGPACTPYKTYPH B IPOIIECi
rio0atizarii BilirpaB BaKIMBY poNb B 00’€IHAHHI Pi3HHX
KpalH y CBITOBY €KOHOMIKYy. BuTparu Ha TpaHCHIOpTYBaHH:I
BIIXOMIB Ta IX YTHII3AII0 CTAIH IyKE BAXIUBUMHU
s Beix kpain [4]. Tomy moOynoBa iH(pacTpyKTypu
PecaliKIIiHTy TaKUM YHMHOM, 100 ONTHUMI3yBaTH IHCTAHIIIIO
MDK ITyHKTaMH TTepepoOIIeHHs], iX KUTbKICTb, BHIN OOJIaTHAHHS
Ta MPOLIEC B3aEMOIil MiXK HIIMH, € aKTyaJIbHUM 3aBIaHHSM.

[adpactpykrypa pecaiikininry mae Oytu moOynoBaHa
3 ONIAAy Ha BaXIMBHA 1 HeBix eMHHHA (akTtop —
eKoJIoTiyHy Oe3meky. HeoOximHO MiHIMI3yBaTH BILIHB
HeOe3neunnx kommnoHeHTiB CT Ha  HaBKONUIIHE
cepenoBuIle Ta Jroneil. 3a yMOBH HEBIANOBITHOTO
MOBO/DKEHHST Ta YTWII3allii Ha HE3aKPUTHX 3BAIHIIAX
CIIONYKH, sIKi MicTAThCS B ckiagi kommnoneHTiB CT,
3a0pyAHIOIOTH TPYHTOBI BOIM Ta CTAHOBIATH 3HAYHUI
pU3MK s JOBKULIA  Ta

310poB’ss  qoaen  [5].

JoTpuMaHHS  TpUHOMIIB  OE3MEYHOCTI  JOMOMOXKE

HE JIMIIE 3aXHUCTUTH IEPCOHA MijJ 4Yac TepepoOsIeHHS,
aie # €KOJIOTI9HO

cupusituMe  e(pEKTHBHOMY Ta

BIJINOBITAJILHOMY ITepepoOICHHIO MaTepialiB.

AHaJIi3 0CTaHHIX J0CaiIKeHb i myOJikanii

Ha croromni y CBITOBi#f HayKOBiil CIITBHOTI TeMa
pecaiikniary CT waOyna 3HayHOro po3BHUTKY. IIporec
nepepodieHass CT bacTo CympoBOIKYETBCS TPYIHOIIAMA
4yepe3 HEJOCTATHIO JOCTIKCHICTh JCSIKHX AaCICKTIB
1 motpeOye 3amydeHHs (axiBiiiB. He3akaroum Ha CKIIaaHICTh
3aBIaHHs, MEpepoOJICHHSI TaKol TEXHIKM € BaKIMBUM
ULt 30epeKeHHS TPHPOIHUX PECYPCIB 1 3aXHUCTy TOBKLULIA,
TOMY BOHO BIJirpae KIIOUOBY pOJIb Yy 3a0e3MeyYcHHI
CTIMKOTO PO3BUTKY Ta 3MEHIICHHI HEraTHBHOTO BIUIUBY
Ha eKocuctemu [6].

[oxpaleHHsT yIpaBIiHHSI PECalKIIHIOM y KpaiHax
€KOHOMIKOIO, BHACIII IOK

3 IepexiTHOI0 30KpemMa

VIPOBAIDKEHHS 3€JICHUX JIOTICTUYHHUX CXEM, MOXKe
MPU3BECTH JI0 30UIBIIEHHS KUIBKOCTI BTOPHHHOI CUPOBUHHU
Ha 20% mo 2030 p. B Takmx Mmicrax, sk J[00oii, a Takox
OIITUMI3YBaTH TPAHCIIOPTHI MapIIpyTH Uil €(hEKTHBHILIOTO

300py Ta repepobneHHs [7].

Buximkn Ta MOXIHBOCTI Y cdepi MOBOKEHHS
3 IUIACTUKOBMMH Bigxoamu B €BpoIli MOB’s3aHi 3 MiCIIeM
Cy4acHOTO TepepoOJieHHsS B 30UTBIIEHHI KUTBKOCTI
Ta THIIB BIIXOHIB, IO MOXYTh OYTH TmepepoOIIeHi.
BaxmBicTe po30yHOBH pallioHANBHOI iHQpaCTpyKTypH
Ta CHCTEM COPTYBaHHA € KIIOYOBUM (hakTopom
JUIsl 3a0e3nedeHHsT CTaOlIFHOTO IOCTa4aHHS CHPOBHHH,
HeoOXimHOro st e(peKTHBHOI pOOOTH MeperoBUX
TEXHOJIOTIH TepepoOIeHHs. YCHilHi MUIOTHI IporpaMu
3  yIOCKOH&JEHHS  ONTHYHOTO  COPTYBaHHSI  Ta
IPTEPHATHBHI METOIU 300py CHPUSIOTH MiJABUINECHHIO
piBHst nepepobiienHs [8].

[HO3eMHWMIT TOCBiA Ma€e CYJacCHHMI MOTIIS Ha TIPOOIIeMHU
Ta edekTuBHI pimenHs y cepi pecaiikininry CT y nHamriit
KpaiHi, moO MoOXXe OYTH OCHOBOIO Ui MOJAITBIINX
JIOCJIJIKCHB 1 BIPOBA/KCHHS IHHOBAIIIMHUX ITiAXO/IB.

B VYkpaini BHBUEHHIO MPOOIEM PECalKIIIHTY TaKOX
MIPUAIJICHO 3HAYHY YBary B HayKOBUX CTYyIisiX. 30Kpema,
YKpalHChKI HAyKOBIII pPO3TIIAaTd MPaBOBi, TEXHIYHI,
€KOHOMIYHI Ta COLiaIbHi acIeKTH epEKTUBHOTO YIPABIIIHHS
TBEpAUMH TOOYTOBUMH  BiAXOJaMH B  KOHTEKCTI
0CO0JIMBOCTEN €KOHOMIKH KpaiHH.

EdexTnBHE yHpaBIiHHA TBEPOUMH IOOYTOBUMH
BiXoJaMu B YKpaiHi nmorpedye KOMIUIEKCHOTO IiAX0Ay,
o0 OXOIUTIOE SK TPaBOBi, TEXHIYHI, EKOHOMIYHI,
TaKk 1 comianbHi acnekTd. BopHowac soricTHYHOMY
HanpsAMy ¥ BiTun3HsIHOMY pecaikiinry CT nmpunpinsgerscs
HenocTaTHo yBaru [9, 10].

IHTEHCHBHOCTI

IIpoGmemaTtnka TeMu TpoIIeCiB

pecaiKIIiHTy BIATBOPIOE TNUTAHHS JIOTICTUKK B KpaiHi,

0e3 BHpIMmIEHHS AKX HEMOXJIHBO  3a0e3MednTH
¢(CKTHBHICT,  HAI[IOHATBHOT CHUCTEMH IMOBOKCHHS
3 Bigxomamu [11, 12].

Mepexi  3aMKHYTOI JIOTICTHKH Ta CTBOPCHHS

MaTeMAaTHYHUX MOZENeH I ONTHMI3alii MapIipyTiB
TIepeBe3eHb BIIITPalOTh KIIIOYOBY POJIb ISl €(hEeKTHBHOCTI
JIOTICTHYHHUX CHCTEM, 30KpeMa CTPYKTYPHO-TOIIOJIOTIUHi
TPUPIBHEBI IEHTpPANi30BaHi Mepexi Uil TII00ATBbHUX
MepPeBe3eHh Ta KUIBIEBI MAapHmIpyTH IS JIOKAJTBHIX
nepeseseHsb [13].

OcHOBHI ~ mapaMeTpd  SKOCTI  JIOTICTHYHOTO
00CJIyrOBYBaHHS CIIO)KHMBAYiB, TaKi SIK 4ac 0OpPOOJICHHS
3aMOBJICHb, JOCTaBKa 3a

rapaHToBaHa OyIb-SIKIX

yMOB, OO’€KTHBHICTh I[IH Ha JIOTICTHYHI IOCIIYTH,
€ BAXJIMBUMHU KPUTEPiMH Ui TOPIBHSHHSA HAasBHHX
iHQpacTpyKTypHHX 00’€KTiB Ta oNTHUMI3alii JIOTiCTUYHOT
CHCTEMH pecaiiKIiHry B YKpaiHi [14].

Oco0yuBy yBary HeOOXiTHO TPUIITUTH yTHIi3arlii
Ta MMOBTOPHOMY BUKOPHCTAHHIO KOMIIOHEHTIB aBiamiiHUX
3ac00iB.

TPaHCIIOPTHHUX AJDKe yTHII3aIlis  BEITUKUX
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JiTakiB, Hanpukian Boeing-747, Moxxe TPUHOCUTH 3HaYHi
JIOXO/M 3aBASKHA TOBTOPHOMY BHKOPUCTaHHIO JieTaiei
Ta MaTepiajiB, i IeH TPOIeC CTa€ BAYXIIMBUM €JIEMEHTOM
ONTHMI3allil BUKOPUCTAHHS PECYpPCIiB Y aBialliiiHill ray3i,
OCKITBKM BHWTiNHINIE TPOAABaTH JITaK Ha 3aYacTHHH,
HiK M. ToMy niepen aBiaOy/iBHUKaMH CTOITh 3aBIaHHS
ONTHUMI3yBaTH KpPyTrooOir MarepiaiiB, MNEPETBOPHUBIIU
chepy BHUPOOHUIITBA ¥ BHUKOPUCTAHHSA IOBITPSIHOTO
(hnoTy B 3aMKHYyTHH nuKi [15].

JIOCHITHUKY B Taly3i peCalKIIiHTy, OCOOJIMBO TAKHX
CKJIATHUX TEXHOJIOTiH, SK IMepepoONIeHHs JiTifd-10HHUX
barapeii (JIIB), akTMBHO BHMBYAIOTh KiUIbKA KIFOUOBHX
nuTadb. [10TOYHI TOCHIKEHHS 9aCTO CTOCYIOThCS METOJIB
npsiMoro niepepobinenns JIIb, 1o mporoHyroTh eKoNoTivHi
nepeBard, HaNpUKJIa] 3MEHIISHHS CHOKUBAHHS SHeprii
Ta BHKUAIB y TpOLECi yTWIi3alii, MOpPIBHSIHO 3 OUIbII
TPAAULIHHAMHA METOJaMH, IIO0 BIPOBAIKYIOTHCS B
nipomeraiyprii abo rigpomeranyprii. OnHaK, He3BaKaIOUH
Ha JOCSTHYTI YCIHiXH, KPUTHYHO BAXKINBOIO MPOOIEMOIO
€ CTBOPEHHS Ta MAacIITa0yBaHHS HOBUX TEXHOJIOTIH
nepepobseHHs Bif J1abopaToOpHOTO O IPOMHCIOBOTO
piBHsA. barato HOBITHIX METOMIB I HE MPOWIUIA
BUNIPOOYyBaHHA B MacmrTabax, sfki O miaTBepammm ix
KOMEpLIiHHY KMUTTE3IATHICTD 1 cTaiicTs [16].

Otxe, epekTHBHE W TOBHOIIHHE MOJEITIOBAHHS
MPOIECIB  PECAWKIIIHTY HEMOXJIMBE 03 pPO3B’sA3aHHS
3aBJaHb JIOTICTHKH.

BusHauyeHHs1 He PO3B’SA3aHUX paHilIe
YACTHH 3arajibHOI MpodemMu

VY mporieci MmiaHyBaHHsS 1 PO3pOOJIECHHS CHCTEMHU
pecaiixutinry CT Hacamriepes; HEOOXiHO MTpoaHaANTi3yBaTH
HaOIIBII MOMIKMPEHI BUIU MEpepOOIIOBAaHOT CUPOBUHH
IIO/I0 TEPCIEKTHB 1 MOXIMBOCTEH iX mepepoOiIeHHs
Ta MOBTOPHOTO BUKOPHCTAHHS, BAPTOCTI Ta HIKIJINBOCTI
JUIs HaBKOJIMIIHBOTO cepenoBuina Tomo. Lle momomorke
Hagajgl MPOBECTH Y3arajJbHCHHUN aHaTi3 MiANPUEMCTB,
AKI MOXYyTb a0o cremiamizyBaTucsi Ha NepepoOJIeHH]
okpemux BuIiB komroHeHTiB CT, a00 Ha KOMILIEKCHOMY
mepepoOIICHHI TEXHIKU 3arajioM, 3BaXKalO4W Ha CKOJIOTiYHI
CTaHAapTH Ta MOXIIMBOCTI aJanTaii 10 MiCIEBHX yMOB,
i, OT)Ke, OIMCATH OCHOBHI €IEMEHTH CUCTEMH PECAHKIIHTY
CT 1 38’s3ku MK HuMH. OOOB’SI3KOBUM 3aBIaHHSIM
€ TaKoX yBara J0 BUTpaT (piHaHCIB Ta 4acy Ha HPOEKT.
3rigao 3 poboToro [6] pecypcH, W0 BUBLIBHAIOTHCS
BHACJIJIOK pECaKIiHry, MOXYyTb OYyTH JONAaTKOBUM
BIIOBITHO

JOKEPEJIOM  OTPUMAaHHsI  O0XO4y, TOMY,

JI0 TIPUHIMITB PeCypco30epekeHHs, HEOOXITHO MPUALIATH

0COOMIBY yBary 3aBepIIaNbHIN CTail )KUTTEBOTO IHKITY
CT — yrumizanii. KpiM Toro, mporec pecaiikiiHry mae
BIIIOBIiaTH HOpPMaM 1 KPHUTEPisIM IMOAO HETATHBHOTO
BIUIUBY TIPOLIECIB TepepoOSieHHsT Ha JIOBKULIA Ta
0e3mocepeTHHO POOITHUKIB.

Omxke, Hapa3i He ICHYE CHCTEMHOI KOMIUIEKCHOT
Mozeni iHppacTpykTypu peiicaiikmiary CT, HegoCTaTHBO
yBard NPHJIUICHO NMHUTAHHSIM ONTHMI3alli iH(ppacTpyKTypu
peCaliKIiHTy 3 Orisaay Ha BHPOOHWYI MOTYKHOCTI
HiINPUEMCTBA, JIOTICTUYHI BUTPATH, €KOJOTIYHUI BIUIUB
Ha 30BHIITHE CEPEeIOBUIIE.
3BakaloyM Ha BKa3zaHi HEMOJIKM TONepenHix
CTymi#, ¥y dopmu
opranizaiii mporeciB pecaiikniary CT 3 BHSABICHHIM

poboTi  HEOOXiMHO  JOCIIAUTH
ix oOMeXeHp Ta TepeBar i OOIPYHTYBaHHSIM BHOOpPY
PpalioHaNBEHOTO MiAXOMY.

Bepyun 1o yBarm pi3HOPIAHICTP KOMITOHEHTIB
i marepianiB y cknani CT, iHdpacTpykTypa pecailkiiHry
Ma€ BIAMOBINATH KOHKPETHUM BHMOraM. Mae OyTu
mependadeHa  KOOpIWHAINS MK  IIIIPUEMCTBAMHU
3 TepepoOJIeHHs] Ta COPTYBaHHS 1 HAsSBHICTH KEPiBHOTO
Opray, 1110 3a0€3MeYnTh ONTUMI3ALIIIO0 MPOLIECY PECANHKITIHTY
1 1acTh 3MOTY MIHIMI3yBaTH BUTPATH Ha TPAHCIOPTYBAHHA,
MiJBUIIUTH CQEKTHBHICT, Ta OC3MEYHICTh MPOLECIB
pecaiixiiary CT.

Bu3HaueHHs1 OCHOBHHX KPHTEPIiB, 1110 XapaKTepU3yIOTh
mporec pecaiikiniary CT, momomoxe po3poOWTH TaKy
CHCTEMY, 110 JJOTIOMOXe OpaTu JI0 yBaru i BiITBOPIOBATH
3B’S3KH MK PI3HAMH MiIMPUEMCTBAMH, IX TEXHOJIOTIdHI
0COOJIMBOCTI Ta OOMEXEHHS 3 OISy Ha HOPMH

1 eKOJIOTIUHI CTaHAAPTH.

Mera ii 3aBaaHHSA po00OTH

Omxe, aBTOpH MyOIiKaIlii CTaBISTH 32 METy CTBOPUTH
ONITHUMI3AITIHHI MOJIEII, SIKI 3BaXKalOTh HA OCHOBHI (aKToOpu
mig 4gac QopMyBaHHA 1HQPACTPYKTYPH pECaHKIIHTY
W TOEAHYIOTh IEHTPAII30BaHI Ta JACHEHTPaIi30BaHi
€IIEMEHTH UTS TiBHUIICHHS ¢PEKTHBHOCTI IIHOTO MPOIIECY.
Jnst 3a1liCHEHHS OKpECIeHOT METH HEOOX1THO PO3B’si3aTh
Takl 3aBJaHHI:

— TpoaHaNi3yBaTH CyYacHi MiIXOAu 0 OpraHizarii
pECalKIIIHTy CKIIaHOI TEXHIKH;

— BH3HAYUTH KpuTepil Ta (axropu s onTHUMizarii
IHQpacTPyKTypH pecaiikiliHry;

— po3pobutu  GaraTopiBHEBY

iH]pacTpyKTypy
pecaiKImiHry;
— chopmyBaTu Mozeni onTuMi3alii iHppacTpykTypH

pecalkiiHry 3 OISy Ha BHPOOHMYI HOTYXKHOCTI
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MiATPHEMCTB Ta JIOTiCTUYHI BUTPATH, €KOJIOT1YHUH BILIHB
Ta iHII (HaKTOpH.

OCHOBHA YacTHHA

[IpoanamizyeMo MiAXOAW IO OpraHizarlii JIOTiCTUYIHOI
iHppacTpyKkTypH pecaiikminry CT.

1. Lenmpanizoeanuii nioxio. XapaKTepu3yeTbcs
3MIACHEHHSAM IMPOIECiB PECAlKIIIHTY 13 BUKOPHUCTAHHSIM
BUPOOHHYMX IOTYKHOCTEH BEJIIMKOrO MiJANPHEMCTBA,
sIKe 31aTHe 00poOUTH 3HAYHMIA 00’ €M BiIXOIIB.

2. Nleyenmpanizoéanuii nioxio. Mae mepeBary
B THYYKOCTI Ta CTIMKOCTI BCi€l CHCTEeMH 3aBISKH 3HAYHIN
KUIBKOCTI JIpIOHMX MIANPUEMCTB, WO 31 CBOro OOKy
CIOpHUSAE PO3BUTKY MICIEBUX EKOHOMIK 1 CTBOPEHHIO
pobounx Micip, ane noTpedye opraHizamii JIOTICTUUHHX
3B’S3KiB MiJK OKPEMIMH IiAPHEMCTBAMH.

3. Kowmb6inosanuii nioxio. Jlpa monepeaHi miaxomu
(opMyIOTh MiIXif, IO Mae€ TepeBard y MO€IHAHHI
MOTYXHOCTEH BEJIMKOro MiANPUEMCTBA 3 JAPIOHHMHU.
Kom0iHoBaHa CTPYKTypa € FHy4KOIO, IHTETPOBAHOIO CUCTEMOIO
nepepoOieHHs, SKa aNanTyeTbCcs 10 PI3HOMaHITHHUX
TUMIB BiIXOMIB 1 JIOKATGHUX YMOB, MOEIHYIOYH BEIUKI
nepepoOHi 3aBOM 3 MEPEKEI0 MAaJCHBKUX JIOKAIBHHX
MyHKTIB miepepoOienns. KomOinoBanmii minxin mae
3MOTy ONTHMI3yBaTH Mpolecu 300py, COpPTYyBaHHS,
TPAHCTIOPTYBAaHHS Ta ITepepoOJICHHS BIIXOMIB, 3HIDKYIOUH
BUTPATH Ta MiJBUIIYI0YN (DEKTHBHICTD PECAUKIIIHTY.

Otxe, mepepobnmernns CT B VYkpaini motpedye
CTBOPCHHSI HOBOTO TMIIXOMy, IO Tiepeadayae po3poOieHHs
1HppPaCTPYKTYpH, AKa
[EHTPaJIi30BaHi Ta PO3MOIIICH] EJICMEHTH.

KOMOIHOBaHOT MTOETHYE
VY mpomeci po3pobieHHS Takoi iHGPaCTPyKTypH
pecaiikninry CT BaXITUBO BU3HAYUTH OCOOJIMBOCTI BH/IIB
BIZIXOMIB, IX BJIACTHUBOCTI Ta MOTEHINAN U IIepepOOICHHS.
AHaJti3 pi3HHX KOMIIOHEHTIB 1 MaTepiaiB, 10 3aCTOCOBYIOTHCS
B Cy4YaCHMX IIPOMHCIIOBHX Ta MOOYTOBMX BHpOOax,
JIEMOHCTPY€ 3Ha4yHy pI3HUIIO Y MOXJIMBOCTAX 1X
MTOBTOPHOTO BUKOPWCTAHHS, BAapTOCTI Ta CKIATHOCTI
nepepoOJicHHs, BIUTMBY Ha MOBKULIsL. Y Tabn. 1 HaBeqeHO
Ta OCOOJNMBOCTI
CTPYKTypYBaTH
iH(popMariro i eheKTUBHOTO MPUHHATTS YIIPABIIHCHKIX

BHIOM MarepialiB, iX BIaCTHUBOCTI

nepepoOsieHHsl, 10 JacThb 3MOTY
pillIeHb Y Pi3HUX JIAHKAX JIOTiCTUYHOTO JIAHIIOTA.
VYHacmigok anamizy miteparypu [17-19] Oymm
BUOKpEMJICHI TI€BHI XapaKTepUCTHKH. PosrisHemo ix
OUIBII ETAIBHO.
Mooicnueocmi nepepobrenns. Bin nepernaBieHHs
METalliB 70 BWIyYEHHS I[IHHAX METaNliB i3 MIKpOCXeM

Ta EJNeKTPOHHMX IUIaT MOXJIMBOCTI IepepoOIeHHs

3HAYHO Pi3HATHCS. MeTalu, 30KpeMa CTaib i alOMiHIH,
€ OJHMMHM 3 HAWIOWMPEHIIUX [yl MepepoOsIeHHs
3aBISKH iX BHCOKIH BapTOCTI Ta HHU3BKOMY (aKTOpy
HeOe3MmeKH Mij yac nepepodiaenus. Haromicts ckmamHirii
KOMIIOHEHTH, TaKi SK aKyMyJiaTOpH Ta eJIEeMEHTH,
110 MICTATH PIAKICHO3EMEINIbHI METaIA, BAMAratoTh OLIBIII
CKIIAIHAX TIPOLECIB MepepoONieHHsT dYepe3 HasBHICTb
TOKCHYHUX pe4doBUH. [lepepoOiieHHsT MIKpOCXeM TaKoX
€ CKJIAIHUM IPOIECOM, OCKUIBKH BOHH MICTATH IIiHHI
METajJM, TakKi sIK 30JI0TO, IO HEOOXiTHO BHIydYaTH
Ta BiJIHOBJIIOBATH.

Mooicnugicmsv nosmophnozo guxopucmannus. Jleski
Marepiaiad, 30KpeMa MeTal 1 CKJIO, MalTh BHCOKY
MOXIJIMBICTh TIOBTOPHOI'O BHKOPHUCTaHHS, TOAI SIK 1HIII,
HamnpuKJIax IDIACTHK 1 PiIWHH, oOMexeHi
Jierpaiariio
HEOOXiTHICTh CHemiaTbHOT YTHITI3aIli.

MarThb

BJIACTHBOCTI  4epe3 MmarepianiB  abo

Bapmicme i yinnicme nepepoonenns. BapTictb
mepepoOsieHHsT MaTepialiB TakoX BapiroeThcs. Merainw,
30KpeMa MaloTh LIHHICTH

JIOPOTOLIIHHI, BUCOKY

y TmepepoOiieHHi, TOAiI SIK BapTiCTh NepepoOIeHHS
IUTACTUKY Ta TYMOBUX €JIEMEHTIB MOXKe OyTH HIKYOIO
yepes iX MEHIy [iHHICTb.

@axmop besznexu nio uac nepepobnenns. besmneka
B TIporeci TepepoOJCHHS € KPUTUYHO BaAXKIUBUM
acriekToM. MeTtanu Ta CKJIO MaloTh HU3BKHHA (akTop
HeOe3mekn, TOAI SAK TEepepoONeHHI  MIKpPOCXeM,
AKyMyJIATOPIB Ta PiAMH MOXEe OYTH Iye HEeOe3MeUuHUM
Yyepe3 HASBHICTh TOKCHYHUX PEYOBHH, IO IOTPEOYIOTh
CreliaJIbHAX YMOB NepepoOIIeHHSI.

Bnaue na  oOoexinia  ni0  uac  36epicanus.
HemnepepobneHni Matepiaiy 3Ha4HO 3a0pYIHIOIOTh TOBKLILIS:
MeTaJl KOpO3iIo€; MacTHia 3a0pyIHIOIOTH IPYHT i BOAY;
IUTACTHK 1 MOJIIETUIICH CIPHYHUHSIE TPUBAJIC 3a0py THEHHS
Ta YTBOPEHHS MIKPOIUIACTHKY, 110 BBAYKAETHCS CEPHO3HOI0
€KOJIOTIYHOI0 TPOOJIEMOI0; TYMOBI EJIEMEHTH JIOBrO
PO3KIIaalOTHCS Ta Pa30M 3 MIKPOCXEMaMH i eJIeKTPOHHUMHU
uatamu, akymyssitopamu, LCD-nucriiesMu 3a0pyIHIOIOTh
TOKCHYHHMH PEYOBHHAMHU.

Craaonicme nepepobnenns. Iporec nepepoOiieHHs
MaTepiamiB 3aJeXUTh BiX iX (IBUYHMX Ta XIMIYHHX
BJacTHBOCTEH. Mertan 1 CKIO € BiJJHOCHO JIETKUMH
JUIA  TIepepoONeHHS, TOMi

SK MIKPOCXEMH, piInHH,

akymysnsaropu Ta LCD-mucriei BuUMAararoTh  OUIBIT
CKJIaTHIX TEXHOJIOTIH i CIIeIialbHIX YMOB.

Hageneni B Tabn. 1 BiIOMOCTI 11070 OCOOJIMBOCTEH
niepepoOieHHsT okpeMux KoMIoHeHTiB CT JeMOHCTpPYIOTb,
o s iX mepepoOsicHHS HEOOXiAHE BIPOBAHKCHHS
CIeMiaTi30BaHUX TEXHOJOTIH 3 OINIIAy Ha EKOHOMIYHI,
eKoJIoTiuHI Ta  Oe3MmeKoBi

¢dakropu. BignosigHo,
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JIOUITbHO 1e Opath m0 yBard B mMOOYIOBI CHCTEMH
pecaiikninry CT i

BU3HAYEHHI

MiATPHUEMCTB,

o

Ta6auus 1. Buou ma éracmusocmi mamepianie i KOMNOHEHMi6 CKAAOHOI MEXHIKU

kommnoHeHTiB CT palioHaJIbHUM YHHOM.

BHKOHYBAaTUMYTh (PYHKIIiIO mepepoOeHHsT HeOe3MeuHIX

Mo:KIuBiCTH

Lina Ta

dakTop

BiummB Ha 10BKiJLIsSI

Martepiaau Ta Mo:xmuBocTi A . . CxiaagHicTb
KOMIOHEHTH Hepepob.ens MOBTOPHOTO HiHHiCTH Hede3MeKH i yac B npoueci Hepepob.ents
BHKOPHCTAHHS | mepepo0JeHHs | mepepodseHHs 30epiraHus
Mertan Iepennasnenns st |Bucoka, ocobnuBo |Bucoka, ocobmmBo |Husbkuit must Tpusana kopo3ist Ta|Huzpka
BUPOOHUIITBA HOBUX |[UIS CTali Ta JUTs TOPOTOLIHHKX |O1TBIIOCTI 3a0py IHEHHS
METAIEBUX MPOJYKTIB |aTIOMiHiIO METaIiB MeTaJiB IPYHTY ¥ BOIH
TTmactux [epepobnenus OOMesxeHa yepe3 |3alexuTh Bix Huspxwuii, Tpusane Cepenns
B HOBI IUTACTHKOBI  |A€rpajariiro THUITy TUTACTHKY; |32 BUHSATKOM 3a0pyAHCHHS
BHpoOH abo eHepriio |Marepiaiy 3a3Buuail Hu3bka |[1BX JOBKLLIS
Cxki0 Ilepennasnenns ans |Bucoka, Cepenns, Husbkuit Hemkinmusuii, Husbka
BUPOOHUIITBA 0COOJIHBO ISt 3aJIeXKUTh Bij aiie 3aiimae 6arato
HOBOTO CKJa a0 6e30apBHOTO SIKOCTI CKJIa MICII Ha 3BaJIMIIAX
IHIIUX IPOIYKTIiB CKJIa
Mikpocxemn  |BuiydeHns niHanx |OOMexeHa, Bucoka gepes Bucokwuii uepe3  |Bucokuii piBerp  |Bucoka
MeTaliB KOMITOHEHTH HasBHICTh TOKCHYHI 3a0pyAHCHHS
3HOLIYIOTECS JOPOTOI[IHHUX  |PEYOBHHH BaKKIMH MeTalaMA
MeTaliB Ta XIMIYHIMHI
peYOBHHAMU
Kabeni ta Bunydenns meranis, |Bucoka, ocodmuBo |Brcoka, ocobmiso |Huzbkuit 3a0pymHeHHs 1pyHTY |CepenHs
MIPOBITHUKH 30KpeMa Mifi Ta JUTA Mifi IUIA Miai Ta BOJY 4epe3 BUTIK
AIIOMIHIIO XIMIYHHUX pPEUOBHH
3 130JIAIHHUX
Matepialis
Pigunu ta Yacto nmotpebyroth |OOMexkeHa, 3aneKuTh Bi Bucokuii uepe3  |3abpymHEeHHS Bucoka
MacTHIa CIIeliaTbHOT YTIITI3ALI, | 3aJIe)KHO CKJIa/y; 3a3BHYall |MOXKIIUBI BOJJHUX pECypCiB Ta
MOXKJIUBICTh Bifl CKJIa[y HU3bKa TOKCHYHI IPYHTIB
BTOPUHHOTO KOMITOHEHTH TOKCHYHUMH
BHUKOPHCTAHHS SIK pedoBHHAMU
TTaJIBa
I'ymoBi Iepepobaenus OOmerxeHa depe3 |3aIexuTh BiJ Huspxkuil, ane Tpusane Cepenns
eJIeMEHTH JUIS TOAANTBIIOTO 3HOLTYBaHHS THUITYy TYMH; MOXE MICTHTH  |pPO3KIJIaJIaHHS,
BUKOPHCTaHHS, Mmarepiaiy 3a3BHYal TOKCHYHI BUJIIJICHHS
HaIPUKIIAJ, y CKJIai cepemHs JIOMIIIKH TOKCHYHHX
JIOPOXKHBOTO OKPHTTSI PEYOBHH
Onruuni Iepepobaenns ObmexeHa, Bucoka Huspkuit 3a0pynHEeHHS Bucoka
KOMIIOHEHTH OIITHYHOTO CKJIa 300 |TeXHOJIOTITHO JUTSL IKICHUX JI0 CePeHBOTO,  |MOBKLLIS
IUIACTHKY B HOBi CKJIQTHO Marepiaiis 3aJIeXKHO CKJIQJTHIMH
OINITHYHI NPHIAAN BiJl MaTepialiB  |marepiamaMu
[Monietunen [TepepobiieHHs B Buxopucranus  |3anexHo Big puHKy; | Husbkuit pusnk, |Tpusane Husbka
HOBI IJTaCTUKOBI Yy BUTOTOBJICHHI ~ |BUCOKa I[IHHICTh |HpOCTHil mpolec |3a0pyJHEHHS,
BHpOOH, 30KpeMa CYMOK, y mepepodeHi MOXKITUBE
TaKyBaJIbHI KOHTEHHEPiB MaKyBalbHi YTBOPEHHS
MaTepiain MaTepiaiu MIKPOIUIACTHKY
Enexrponni Bunyuenns ninaux  |OOMexeHe Bucoxka Bapricts |Bucoxwuii pusuk  |3a0pynHeHHS Bucoka
IaTn MeTaiB (30J10TO, MOBTOpHE yepes IiHHI 4yepe3 TOKCHYHI  |IPYHTY i BOIH
cpibi10, Miab) BUKOPHCTaHHS MeTalu PEUOBHHU
4epe3 3HOC
KOMIIOHEHTIB
Axymymnaropu  |[lepepobnenns Ha  |Bropunae Bucoka, uepe3  |Bucokuii, motpedye| 3a0pyaHeHss rpyHTy |Bucoka
HOBI aKyMyJISITOPH ~ |BUKOPHCTaHHS  |CKJIaJHICTD Ta 00epeKHOTO Ta BOAY TOKCHYHIMHI
a00 BUITy4eHHS Ticist BapTICTh TIOBO/PKCHHS peIoBHHAMH,
XIMIYHUX nepe3apspKeHHs |nepepoOsieHHsT  |depe3 TOKCHYHICTb [30KpeMa CBHHIIEM
KOMIIOHEHTIB MarepiajiB i KHCIOTaMU
LCD-nmucrutei  |Bunyuenns ckina ta |OGMexeHa, Cepenst LiHHICTD, | [ToMipHUiA, 3a0pyaHeHHS Cepenus
IHIIUX MaTepianiB  |4epe3 CKIAIHICTh |[3aJISKUTh Bif notpedye Ba)XKUMH METaJIaMU
IEMOHTaxy 0e3  |AKOCTi MaTepiaiB|00epesKHOCTI Ta PTYTTIO

TOMIKO/[PKCHHS

4yepe3 HasBHICTD
PTYTi B JeIKnX
MOJEISX
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[ToOymoBa e(deKTHBHOTO MeXaHIi3My YIIpaBIiHHIL
JIOTICTUYHOIO CHUCTEMOIO MiJIIPHEMCTB i3 TepepoOIeHHS
MEPEeCTifye METy ONTHUMI3yBaTH Ta BJIOCKOHAIHUTH BXKE
HasiBHY JIoTicTHUHY cucteMy. Lle mepenbauae iHTerpariiro
PI3HUX BUAIB MIATIPHEMCTB, IO BiAPI3HIIOTHCS CBOIMHU
(yHKIISIMH, MacIITaboM 1 CTyNEeHeM LeHTpatizalii.

Iadpactpykrypa pecaiixniary CT mae GaraTopiBHEBY
CIPYKTYpY, sIKa TIOEHYE IICHTPaTi30BaHi Ta JACCHTPaTi30BaHi
eleMeHTH. [i MOHA YMOBHO MOJIIINTH HA TPH OCHOBHI
piBHi (puc. 1):

1) BepxHili piBeHb — pErJIaMEHTYIOUHI OpraH,
1[0 BiJIIIOBIJIa€ 32 KOOPJHHAIIIIO IPOIECIB PECANKIIHTY
Ta KOHTPOJIb 32 HUIMH Ha 3arajlcHOJICPKABHOMY DiBHI;

2) cepenHiit piBeHb - HiINpUEMCTBa
3 mepepoonennas (III1) BimxoxmiB. Borm MoxyTh OyTH
BY3bKOCIIEI[iaJli30BaHUMHU a00 LIMPOKOTr0o Mpodisto, sKi
IepepoOIIAIOTE Pi3HI BUAM BiIXOIB;

3) HWKHIH piBEeHb — COPTYBalbHI MiJIPHEMCTBA
(CII), mmo

BigXomiB:

3aliMalOThCSI TEPBHHHUM  OOpOOJICHHAM

300pOM, COPTYBaHHSAM 1 MiJATOTOBKOIO

J0 IMoaaJIbIIoro H€p€p06HeHH$I.

Puc. 1. PiBHi iepapxii Ta mapameTpy eJieMeHTIB iHPPaCTPYKTYPH PeCailKIIiHTIy CKIIaHOT TEXHIKU
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PosrisiHeMO JeTanbHO CKIAIHUKH Ta IapaMeTpH
3a3Ha4YEHHX PIBHIB.

Bepxwiii piBens. [HpacTpykTypi HEOOXimHO MaTH
epexTuBHUN KepiBHuW amapar (KA) s mianyBaHHS
Ta koopauHaii pecaiikninry CT B Ykpaini. Bin mae 6ytn
CTBOPEHHMI 3 JaHIIOra MiACTPYKTYp, IO BiIINOBIAIOTH
3a CBiif CeKTOp, a came:

1) HamioHanpbHMH  OpraH —  BiAMOBiAATbHUN
3a po3poOJCHHSA HAI[IOHANBHOI CTpaTerili yIpaBIiHHSL
BiZIXOJIaMH, KOOPJIUHAIIIO 3 PEriOHAILHUMU areHTCTBAMH
Ta BIPOBA/DKEHHS MONITHK, ITOB’SI3aHUX i3 pecailkiIiHIOM;

2) perioHaibHI OpPraHd — MPALIOITh 0e3MOCEePETHBO
B 00NacTsX 1 KepyoTh BIPOBaKEHHAM HalliOHAIBHOI
TIOJIITUKH Ha MiCIIeBOMY piBHI. Takox CIiIKYIOTh 32 300poM
Ta TEepepoONeHHAM CKIAJHOI TEXHIKH, B3a€EMOJIIOTH
i3 MICHEBUMH OprafizalisiMi Ta HiAIPUEMCTBAMH,
CTEXXaTh 32 JOTPUMAHHIM CTaHJAPTIB 1 BEXyTh OOIK;

3) KOOpIMHALIHUIA LIEHTp — 3a0e3euye B3aeMOIII0
MDK PI3HIMH Y9aCHUKaMU PUHKY peCaiikiIiHTy: BUPOOHMKaMHU,
nepepoOHUMH MiANIPUEMCTBAMH TA TPOMAICHKICTIO.

Opmnanmu i3 Kmo49oBUX 3aBAaHb KA € po3poOmeHHs
Ta BIIPOBaLKeHHs cyyacHux [T-cucrem aist eeKTHBHOTO
MOHITOPHHTY Ta VIPABIIHHSA TPOILECAMH, a TaKOXK
iHTerparis 3 MDKHAPOJAHUMH CTaHAAPTAMHU i MMPaKTUKaMU.
CriBripans 3 €BpPONEHCHKUMH OpPTaHI3aIisIMUA BiTIHHSE
JIBEp1 JUTs MI>KHApOAHOTO (piHAHCYBaHHS Ta MAapTHEPCTBA.

Cepenniii piBens. [licis mepBuHHOTO 00pPOOIICHHS
Ta COPTYBaHHS BIIXOJM TPAHCIIOPTYIOTHCS HA MiIPHEMCTBA
3 TepepoOIIeHHs, IO BiANOBIAAIOTH CEPEIHHOMY PIBHIO
cTpyktypu. s 3abe3nedeHHs eQEeKTUBHOTO 300py
Ta JIOCTAaBKH BIANIPAIIbOBAHHUX MPHUCTPOIB Bill JHKEpen ix
YTBOPEHHSI JIO LIEHTPIB IepepoOIIeHHsT BaXKITMBO BU3HAYUTH
ONTHMaJbHI MapmIpyTH i pPO3KIagu TPaHCIOPTYBAHHS.
Lleii noricTuyHmMiA nporiec nependavac ypary 1o BiJCTaHeH,
gacy TPaHCIOPTYBaHHI, 00’€My BaHTaXy, TOCTYITHOCTI
Ta MOKJINBOCTEH TPAHCIIOPTHHUX MEPEK.

[igmpueMcTBa MOXKYTh OYTH SIK IICHTPaJi30BaHUMHU
(BenmuKi 3aBOJM 3 IIMPOKHM CIIEKTPOM IepepoOIeHHs
PI3HOMaHITHHUX BiIXOJiB), TaK i By3bKOCIIEITiali30BaHIMHU
(Hanpukiaa, MiANpUEMCTBA 3 HepepoOieHHsT OaTapeliok
a00 aKyMyJITOPiB, YU TPOMHUCIOBUX BiIXOIiB 3 YBaroro
Ha €KOJIOT1YHO YMCTUX METOAAX MepepoOICHHS).

HenTpamizoBani MHiANPHEMCTBA MAaTHMYTh OULTBIII
BUPOOHHMYI TIIOTY>KHOCTI Ta

3MOXKYTh TE€pPepoOIsITH

3HaYHi O00’€MH BIOXONIB pi3HUX BHIIB. BomHOuYac
BY3bKOCIIEL[IaTi30BaH] MiANPHEMCTBA OyayTh 30Cepe/KeH1
Ha KOHKPETHHX BHIAaX BiAXOMiB, IO NacTb 3MOTY IM
JIOCSTTH OUTBINOT €PEKTUBHOCTI Ta MIMOWHHU TepepOOIICHHS.
OCHAILEH]  BIIIMOBIIHUM

Yci BOHM MawTh  OyTH

TEXHOJIOTIYHUM O0JIaTHAHHAM, TaKHM SK po30ipHi JiHil,

TIedi IS TUTABJICHHS METAlliB, YCTAHOBKH JJISI BIJTYYCHHS
LIHHUX KOMIIOHEHTIB, CHCTEMH OYHILICHHS Ta HeHTpati3aliii
TOKCUYHUX PEYOBUH TOIIIO.

Kommonentu cucremu pecaiikiinry CT Ha pisHUX
piBHSIX BU3HAYAIOTECA  PI3HUMH mapaMeTpamu.
Cepenniii piBenb cucremu pecaiikiaiary CT MoxHa
CXapaKkTepu3yBaTH TaKUM HaOOpOM mapameTpiB:

mun — TN WIIOPUEMCTBA 3  HepepoOSIeHHS
(meHTpani3oBaHe, By3bKOCIICIIaTi30BaHE);

MBII I1I1B — MaxcuManbHa BUPOOHMYA NOTYKHICTh
MIMPHEMCTBA 3 IMEpepoONIeHHS  BigXOMdiB, TOOTO
MaKCHUMaJdbHHII 00’€M BIOXOMIB, SKHH BOHO MOXKE
mmepepoOUTH 3a TEBHHUH Tepion (3a3BUYail 3a pik).
OnuHUL| BUMIpY: T/pik a6o M*/pik;

sumpamu nepepobnerHs — BUTPATH Ha TIEPepOOIICHHS
ONMHHUIII  BIAXOMIB  Ha

MEBHOMY  IiANPHUEMCTBI.

[lepenbagaroTh BUTpaTH Ha MEPCOHAN, CHEPTIIO,

oONamHaHHS, YTWIi3amilo BigxomiB Tomo. OnxuHUI
BUMIpY: TPH/T 260 TpH/M;

00Xi0 — JOXiJ, SKUM WiIOPUEMCTBO OTPUMYE
Bil peamizamlii NPOAYKTIB mepepoOJIeHHS (BTOPUHHOI
CHPOBUHHM, MaTepiajiB TOIIO) 3 OJMHUII HepepoOsIeHNnX
BimxoxiB. OauHUII BUMIpY: TPH/T a0 rpH/M3 ;

EBIT — exonoriyHuil BIUIMB MPOLIECY MepepoOIeHHs
Ha TIEBHOMY IIIIPUEMCTBI, [0 MAa€ BUKUIW, YTBOPIOE
HEOE3MeYHI BiXOMHU, CIOXKUBAE YAMAJIO CHEPrii TOIIO.
BuMiproeTbess y BIANOBIIHUX OAWHUILIX (HAPUKIIAI,
CO,-exB/pik /Il BUKUIIB ITAPHUKOBUX T'a3iB).

Huxuiii piBens. Ha mpomy piBHI mependadaeTses
CTBOPEHHSI MEpeXi COPTYBAIBHHUX MIANPUEMCTB, SIKi
OynyTh
HeoOxigno, mo0 BOHM Maaud HEOOXigHI TEXHIYHI Ta

po3TamioBaHi B pI3HUX perioHax KpaiHW.
TEXHOJIOTIYHI 3aco0M, Takl SIK JEMOHTaXKHE OOJIagHaHHS,
COPTYB&JIBHI JiHI{, OONaJHAHHS JJs TONEPEIHBOTO
TepepoOieHHsI, TEXHOJIOTii BHKOPHUCTAHHS BTOPWHHOI
CHPOBUHH, MOHITOPDHUHIOBI Ta YNPaBIiHCHKI CHCTEMHU.
Take oOmamgHaHHS MOXYTb MaTH SK IICHTPai30BaHi,
TaKk 1 JCUCHTPANli30BaHI MIiAMPHEMCTBA 3aJIEKHO BiJ
KOHKPETHUX YMOB i BuMor. Kpim Toro, 1i miampueMcTBa
MOXXYTbh BI/IirpaBaTy poJib Y BIIPOBADKEHHI BAOCKOHAICHUX
TEXHOJIOTIH COPTYBaHHS Ta PO3MUICHHS BIIXONIB IS
3a0e3nedeHHs eheKTHBHOCTI IMOAAJIBIIONO iX epepoOIeHHs.
CopTyBaiibHI HIIMPUEMCTBA MOXYTHh PI3HHTHCSA 3a
CBOIMM BHUPOOHMYMMH TOTY>KHOCTSIMH Ta CIIeLliai3alli€cro.
Ix XapakTepucTHKH BU3HAYATUMYThCS 00’ EMAaMH YTBOPEHHS
BIJIXOJIIB y PETIOHI Ta JOTICTUYHUMH MOXJIHBOCTSIMH.
BaxmBoro yMOBOIO (DYHKITIOHYBaHHS COPTYBAJIBHHX
MIAIPUEMCTB € HAsIBHICTH BiAMOBINHOI 1H(pacTpyKTypH
JUTA TIPUOMY BIAXOIIB BiJ HACEJCHHS Ta OpTraHi3amii.
e MoxyTh OyTH SIK CTaliOHapHI IYHKTH HpUIOMY,
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TIepeCyBHi MMyHKTH 300Dy, TaK i mporpaMu 300py BiIXOIiB
0e310CcepeIHBO BiJl CIIOKUBAYIB TOIIIO.

Takox BaxmBO, MO0 I yMOBa OXOIUTIOBAJIA
BupoOHukiB CT. Bonu wmawoTe OyTH oOCHaleHi
KOHTEWHepaMH a0o0 CIIeIialli30BaHOK0 1HPPACTPYKTYPOIO
JUISl IPUHOMY BIJIPAIbOBAHUX TPUCTPOIB BiJl CHIOXKHBAYIB.
Jns  3amydeHHsS CHOXHMBAYiB 1 TOKpamieHHS 300py
TEXHIKH JIOIUIFHO 3alPOBaJUTH MPOTPaMU CTUMYJTIOBaHHS,
Taki SK OOMIH BiIIPalbOBaHOI TEXHIKH 3 BiIIOBITHOIO
3HWKKOIO Ha HOBY, NPOrPaMu MiJTPHUMKH ITOBTOPHOTO
NpoJaxy cTapoi, aje 1me poOo4Yoi TEeXHIKH depes
iHTepHeT-TIaTGopMu  ab0  MarasuHM,  OpraHizaris
0€3KOIITOBHOTO BMBE3CHHS TEXHIKM 3 oMy. Ll mporpama
Jla€  3MOTy CIIOKMBayaM e(QeKTUBHO  yTHIII3yBaTH
CBOIO CTapy TeXHiKy, 3amobirarouu ii MOTPAIUIIHHIO Ha
CMITTE3BAJIMIIIE Ta CIPHSAIOYA BTOPUHHOMY BHUKOPHCTAHHIO
pecypciB. Kommonentn cucremu pecaiikniary CT Ha
pi3HMX pIBHSAX BU3HAYAIOTHCS PI3HHUMHU IapaMeTpamu.
J1ns HIKHBOTO PIBHS BJIACTHBI TaKi MapaMeTpu:

00 ’em 8i0X00i8 — KITbKICTh BIIXO/IB, 10 HAAXOINUTh
Ha COPTYBaJbHE MiJIPHUEMCTBO BiJ IKEped yTBOPEHHS
(HaceneHHs, oOpraHizamiii TOIIO) y MEBHOMY pETiOHi.
OnuHHLI BUMIPY: T/pik a60 M*/piKk;

MBII CII — makcumaibHa BUPOOHWYA IMTOTYXKHICTh
COPTYBAJIBHOTO MIAPHEMCTBA, TOOTO TPAHUIHUN 00’ €M
BIZIXO/IiB, SIKWIf BOHO MO>KE NMPUHHSTH Ta BIICOPTYBATH 3a
neBHuit nepios yacy. OauHuI BUMIpY: T/pik a60 M°/pik;

eumpamu  copmyeawHs. — BHUTpaTH Ha 30ip
Ta COPTYBaHHA OJWHHUIN BimxomiB Ha mneBHomy CIL
[TepenbavatoTh BHUTpaTH Ha IEpPCOHAN, OOJaJHAHHS,
TPAHCMIOPTYBAHHSI, YTHIII3aIii0 BiAXOAIB Tomo. OauHHAII
BUMIpY: IpH/T a00 rpH/M’;

EB3 — exonoriyanii BIUIMB TpoIIeciB 300py BiAXOIiB
HA TICBHOMY IMiJANPUEMCTBI, TOB’SI3aHUHA 13 BHKHIAMHU
Bil TPAHCIOPTY, VYTBOPEHHSM  BIAXOMIB  TOIIO.
BuMiproeTbes y BiIOBIAHUX OJMHHLISIX.

3p’s3ku. MiX pI3HUMH pPIBHSAMH Ta €IeMEHTaMH

IHQPACTPYKTYpH PpECalKIIHTy ICHYIOTH  JIOTiCTHYHI
3B’A3KM, MO 3a0e3MeuyroTh B3a€MOMiI0 Ta OOMiH
MarepialbHUMH  Ta  iH(QOpMaliiHUMH  IOTOKaMu.
Opranizamiss Ta  KOOpIWHALIA  pyXy  BaHTaxiB,

3a0e3rnedeHHs 1X BIJNpaBICHHS 1 MpUHOMY MaloTh
Oyt BuacHUMH ¥ Oesmepebiitanmu. lle mepenbauae
CKJIaZlaHHsl Ta BUKOHAHHS rpadikiB TPaHCIIOPTYBaHHS,
VIPaBIiHHA  CKJIAJACBKHMH

3ammacaMi, a TaKOX

po3B’sizaHHsl  OyAb-siIKMX IpoOieM abo  3aTpUMOK,
1110 BUHUKAIOTh IiJ] Yac TPAHCIOPTYBaHHS.

CopTyBasIbHI TiPUEMCTBA MTOCTAYAIOTh BIICOPTOBAHI
BiIXOAW HAa TMIANPHEMCTBA 3 TepepoONeHHSI. Y LbOMY

pa3i BaxuBMM (akropoM Oyne BiJCTaHb MDK IMMHU

MIMPUEMCTBAMH, IO  BIUIMBaTUME Ha  BapTiCTh
TpaHCIOpTyBaHHs. ToMy B IUIaHyBaHHI 1HQPACTPYKTYpH
HEOOXiTHO 3BaXKaTH Ha ONTHMANbHE PO3MIMICHHS
COPTYBAJIBHHUX Ta MEPEPOOHHX MiMPUEMCTB JITS MiHIMI3aIlii
JIOTiICTUYHHX BUTPAT.

[MinmpuemcTBa 3  mepepoOlieHHS — MOCTavyaroTh
BTOPMHHY CHPOBHHY ¥ MaTepianm Ha pHHOK abo
Ha Tojanblie mnepepoOneHHs. BaxiuBuM —acnekToM
€ HaNaro/KeHHA eQEeKTHBHAX KaHAIIB 30yTy UIs
OPOAYKINI pPECadKIIiHIy, MO0 JacTh 3MOTY IiJBUIIUTH
€KOHOMIUHY €()eKTUBHICTD yCi€l CHCTEMH.

3B’S13KM MK CEpeJHIM 1 HWKHIM PIBHSMU CHCTEMH
pecaiikninry CT Bu3Ha4YaroTBCS Hacamrmepel TaKuM
HaOOpPOM TapaMeTpiB:

séiocmans — Bigctans Mk CII 1 III1, mo BrinBae Ha
BUTpaTH Ta EKOJIOTIYHMH BIUIMB TPAHCIOPTYBAaHHS
BimxoxiB. OAUHUII BUMIPY: KiJIOMETPH;

MpAaHCROPMHI sumpamu - BUTpaTu
Ha TpaHCIOpTyBaHHSA oamHUII BimxoxiB mix CIT i IIIL
3anexkaTh BiA BIJICTaHi, BHAY TPaHCHOPTY, BapTOCTI
nanuBa Touo. OXMHUIN BUMIPY: IPH/T 260 rpH/M’;

EBT -

BIIXOMiB MK HIiANPUEMCTBAMHU — IIOB’SI3aHUH, 30KpeMa,

€KOJIOTIYHUI BIUIMB TPaHCHOPTYBaHHS

3 BUKHJaAMH Bi}l TPaHCIIOPTHUX 3aCO6iB, CIIOKHMBAaHHAM

nanuBa TOIO. MoXKe BHMIpIOBaTHCS, HaIlpUKIIAL,
y TorHax CO;-eKB/KM.

Jns onTrMizamii 3amporioHOBaHOI iH(ppacTpyKTypu
pecaiikninry CT mMoxe OyTH BUKOpPHCTaHa MaTeMaTH4HA
MOJIeNb, IO MICTHTH Pi3Hi (pakTopH, a came: BHPOOHHII
TIOTY)KHOCTI MiIIPUEMCTB, JIOTICTUYHI BUTPATH, €KOJIOTTYHIN
BIUIMB TOIIO. 3a3Ha4deHi (aKTOpH MOXYTb OyTH
(hopMmatizoBaHi SIK Y IUTHOBIH (QYHKIIT, TaK i B OOMEKCHHSIX.
Otxe, MoxHa MOOymyBaTH pi3HI MOZAENi omTHUMI3arii
Ta oOpatu came Ty, 1o Oyne eeKkTUBHA [T BUKOHAHHS
TIPIOPUTETHUX 3aBIaHb KOMIUIEKCHOTO iepepoonenns CT.

Jns  moOymoBH — ONTUMI3AI[HUX  MOJEJCH,
[I0 MAaroTh ITOKPALIUTH OCHOBHI IIOKa3HUKH CHCTEMH
pecaiikniary CT, Taki sk JOXiJl, BATPATH Ta CKOJOTIYHHN
BIUIMB, HEOOXiAHO 3BaXKaTH Ha HHU3KY MapaMeTpiB.
3 oIy Ha TEXHOJIOTIUHI Ta eKOHOMIYHI XapaKTepUCTHKU
MPOIECiB  TIEPEepoONCHAS  BiAXOIIB  3alpOIIOHOBAHO
MaTeMaTH4Hi MOJIeli 3 TAKUMH TIapaMeTpaMu:

R — noxim Bixm peamizamii KiHIIEBOTO TPOAYKTY
pecaiKIiHTy;

V — 00’eM BiIXOiB, SKi MIIATAIOTh PECAHKITIHTY;

C — BUTpATH HA PECAMKIIIHT BiJXOIB;

D — BigcTaHP MiX JIOKAIBHUMH IYHKTaMH 300py
Ta COPTYBAHHS 1 MiIPUEMCTBAMH 3 IEPEPOOIICHHS;

E -

Ha HaBKOJIMIIHE CCPCIOBHUIIC,

OIiHKa BIUIMBY TIPOLIECIB PECAMKIIIHTY
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T — qac, HeoOXiTHWI JJIsl TIPOBEJICHHS PECANKIIIHTY.

CTPYKTYDPY
3aIIPOIIOHY€EMO  TIO3HAKH,

3BaXalOUl Ha MEpPEexHY CUCTEMHU
MiATPHEMCTB  PECAKIIIHTY,
IO AayTh 3MOTY PO3IVISIHYTH 11 CKJIQAHUKHU:

i — IOPSIIKOBHUIT HOMEp BHUIY Binxony, [ = 1...n;

7 — KUIBKICTh BHIIB BIiIXOMIB, IO IiIJISATal0Th
300py, COPTYBAHHIO 1 IEPEPOOIICHHIO;

J — TIOPSIIKOBHI HOMEDP JOKAIBHOTO ITyHKTY 31 300py

it copryBanns (JIII3C), j=1...J ;

J — XinpKicTh nokanbHUX nyHKTIB JITI3C;
k-
3 nepepobuenns (II1), £k =1...K ;

HNOPSJKOBUH  HOMEp  MiJNPHEMCTBA

K — XiJTBKICTP MIATIPHEMCTB 3 TepepoOIeHHS.

iH(pacTpyKTypy
puc. 1,

[Tomamo pecaiikniary  CT,

3allpONIOHOBAaHY  Ha y  (dopmaiizoBaHOMY
Bursanl (puc. 2). Ilo3Haku Ha puc. 2 BiIIOBIAAIOTH

OIIMCAaHUM BHIIC ITIOKa3HHUKAM.

Puc. 2. CtpykrypHa MoJeib iHQpacTpyKTypH pecailkiIiHTy CKIaHOI TEXHIKH

BignoBinHo, ocHOBHI  ¢akTOopu B Mozei
pecaiikiIiHTy OZaMO TaKMUM YHHOM:
rr — JOXIJ BiI MpoJaxy rnepepoOieHol MpoayKIil
Ha k-my I1IT;
Vi —
Ha k-my I1IT;

v; — 00’eM BIAXOJiB I-ro BHJY, IO 30MpPaETHCH

00’eM TOTOBOi TPOMYKIii, BHUPOOICHOT

Ta copryerhes B j-my JIII3C;

Vik — 00’eM  BiAXo#iB  i-ro  BHAYy, 1IO
Tpaacnoptyetbes 3 j-ro JII3C mo k-ro I1IT;

Vit — 00’€M BIJIXO[IB i-TO BHAY, IO MEPEPOOIIIETHCS
Ha k-my I1I1;

dy — BincTans Bin j-ro JII3C no k-ro IIT;

¢;j— BUTPATH Ha 30ip i COPTYBaHHS OAMHUILI 00’ €My
BizmxomiB i-ro Bumy B j-my JII13C;

Cjjx— BUTPATH HAa TPAHCHIOPTYBAHHs OJMHHUIII 00’ €My
i-ro Buay Bigxomuis 3 j-ro JITI3C mo k-ro I1IT;

Cir — BHUTPAaTH Ha TEpPEpOOJCHHS OMWHHMIN 00’eMy
BIIXOiB i-ro BUIYy Ha k-my I1I1;

e; — EB3, exonoriunuii BrnmuB miax d4ac 300py
Ta COPTYBaHHS OJHMHHUIN 00’€MYy BIAXOIIB i-rO0 BHIY
B j-my JIII3C;

e; — EBT,
TPAHCIIOPTYBAHHS BiIXOMIB OIUHHII 00’€MY i-TO BHIY
3 j-ro JIII3C no k-ro I1I1;

€KOJIOTIYHMM BIUIMB IiJ 4ac
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e — EBII, exkonoriunmii BIIIMB IiJ d4ac
nepepoOieHHsT OAMHMLI 00’€My BIIXOHNIB i-r0 BUAY
Ha k-my II1.

CohopmyeMo  JlOKajJbHI  LUTBOBI  GYHKIIT A
MOXJIMBHX  3amad  onrtumizamii  pecaiikmiary CT

y BI/IFJ'I)I}:[i, MMOJJaHOMY HMIKYE.

1. Minimizamis  BuTpar Ha 30ip  BiOXOiB

Y JIOKaJIbHUX ITYHKTaXx:
ZZCUV b, — min, (1)
J=li=1

e bl.j — minmogncensHa (OyieBa) 3MiHHA!

1, axwo 30iticnioemubcs 30ip ma copmyeanhs
b, = i-e0 8udy 8iox00ie na j-wy JII13C, 2)
0, siKwyo He 30TUCHI0EMbCAL.

Minimizaris BI/ITpaT Ha TPaHCIIOPTYBAHHS:
ZZZ% Vb — min, 3)
k=1i=1 j=1

ne b, — uinouncensha (Gynesa) sMiHHa:

1, sAKWoO HasleHUL Mapupym nepeeeseis
b, =4 60 j-20JIII3C dok-eo0 I, @)
0, axwo mapwpym 6iocymuil.

MiHimi3ariisi BUTpaT Ha epepoOICHHS:

chkv b, — min, (%)

p; oc

ne b, — uinouncenpHa (OyseBa) 3MiHHA:

1, sikwo 30iticnioemvcst nepepooetHs
b, =< i-e0 6uoy 6ioxoodis na k-my I1l1, (6)
0, sKWo He 30TUCHIOEMbCAL.

Toni y3arampHeHa wiIboBa (GYHKIIS MiHIMI3aLil
BuTpat Ha pecaiikmiar CT MaTuMe BUTIISAL:
c=C,+C, +C, . — min. (7

col proc
2. HimeoBa QyHKIS MakcHMi3amii TOXOMIB Bif

nepepoOIIeHOT MPOLyKIii Ma€e TaKUi BUTIIAL;
K

R :Zrkvk — max. ()

k=1
3. Oxpemi miboBi (PYHKIII €KOJOTIYHOTO BILUIUBY

mix yac 360py Ta coprysanHs (E,, ), TPaHCIOPTYBaHHs

(E,) Ta nepepoGents (E roc ) , BIIMOBITHO, MAIOTh BUTJLSI;

ZZeyvlby — min; 9)
i=1 j=I

E, ZZZeUkakb — min; (10)
k=1 i=1 j=1

E,, —ZZelkv b, — min. (11)

k=1i=1

VY3arampHeHa — IimkoBa  (DYHKINS — MiHIMi3aIil
€KOJIOTTYHOTO BIUIUBY MAa€ TaKHH BUIIISL:

E=E,+E, +E,, — min. 12)

HeoOximHO 3BakaTh Ha OCHOBHI OOMEKEHHS

B 3aJa4i ONTHMI3allil, a came:

1) xoxen j- nokansHuil myHkt JIII3C Mae
oOMeXeHHS 3a 00’€eMOM BigXOiB, IIO0 MOXYTh OyTH
nepepoOIIeHi 3a IeBHUM Hepiox:

szj _ijax’ (13)
i=1

ne V. — MaKCHMAaJbHHH 00’€M BIiAXOMIB, SIKUH MOXKE

J max
Oytu niepepobienuii Ha j-my JITI3C 3a neBHuit nepiox;

2) nentpanizoBaHi 3aBogu I1I1 mMaroTe oOMekeHHS
3a 3araJIbHUM 00’ €MOM HIepepoOIIeHHS:

zv[k < Vkmax’ (14)
i=1

e V, — MakKCHMAaJILHHH 00’€M BIigXOMIIB, IO MOXKE

max
OyTu mrepepobnenwmii Ha k-my 111 3a meBHMIA TIepion;
O0OMEKEHHS

3) exkoJoriuni BCTaHOBJIOIOTh

MaKCHMaJIbHO ,ZlOHYCTI/IMI/Iﬁ piBeHL BIUIMBY Ha Z[OBKiJ'IJ'IH,

a came:

Bt S E g (15)
ae  E. MaKCHMaJIbHO TPHUITyCTUMUN  BIUIHB
Ha JIOBKLJUIA 1] 4ac 300py Ta copryBanns Ha JI[13C;

E <E_ ., (16)
ae E,_ .. MaKCHMMaJIbHO TIPUIYCTUMUN BIUIMB Ha
JOBKLLISA 111 9ac TpaHcrioptyBanns 3 JIII3C na I11T;

E e S E proemans )

e E, o MaKCHMaJIbHO TPUIYCTUMHUI  BIUIMB

Ha JOBKULISA Mmif 9ac nepepodienns Ha [TI1.

PesynbTaTn nociaigxkeHs Ta ix 00roBopeHHs

3anexxHO Big yMOB 1 KOMOiHAIii BHIIB BiIXOIiB

MOXYTh  OyTH  BHMKOpUCTaHI  pi3HI  IOCTAaHOBKH
onTuMi3aliifHoi 3amadi Ta OoOMEXeHb, aje, Ha AYMKY
aBTOpiB, came UUIbOBAa (yHKILis MiHIMI3alii BUTpar

HAa pecallkimiHr 3 OIIAy Ha OOMEXEeHHSA, IO

XapaKTePU3YIOTh BUPOOHUYI  MOTYXKHOCTI  HHXKHBOT
Ta CEepeIHbOl JIAHKW MIiANPHEMCTB 3 TEPepoOICHHS
Ta JOTPUMAHHS BHMOI' 3aXHUCTy JIOBKULIS W Oe3neku
Ha BUPOOHHUIITBI, € HAWOIMBIN aKTyalbHUM 3aBIAHHSIM
JULst OLIBIIOCTI MiIIPHEMCTB.
MorkHa BHOKpEMHTH KiJTbKa HarpsiMiB pecallkuminry CT.
1. 3HUIIEHHS Ta NOXOBAaHHS TEXHIKU. Y IIbOMY pasi

MOXJIMBAM 3HAYHWNA HETaTHBHHUHM BIUIMB Ha JOBKIIA.
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OcoONuBICTIO IFOTO HAIPSIMY € BIICYTHICTH NMPHOYTKY
BiJl peatizallii MpOeKTY.

2. Komepmiamizamiss  pecaiixuminry. [lepenbauae
po3oupanns CT Ha CKIaJHUKH, OLIHIOBAHHS TEXHIYHOTO
CTaHy, PEMOHT, MOJIEPHI3alit0, 30epiraHas Ta MPOJaX.
Lleit HanpsM HaWOUIBII paliOHANBHUH Yy  Tpoleci
pecaiixutiary CT.

3. Ilepepobnenns CT y BTOPHHHY CHpPOBHHY,
Ky MOXXHA BHKOPHCTATH IOBTOPHO JMJIS CTBOPCHHS
HoBuX 3paskis CT.

Came B pa3i mepepoONeHHS BUCOKONMPHUOYTKOBHX
BUIIB BimxomiB (2-#f 1 4acTkoBO 3-ii HampsMH)
MOXJIMBOIO € MihoBa (YHKINS MaKCHMIi3allii J0XOmy
3 OrJIsIy Ha OOMEKEHHS! BUTPAT Ta €KOJIOTIYHUHA BILIUB.
Sk mpukman Moxke OyTH PO3TILIHYTO NMPOEKT YTHITi3aIlii
nitaka Boeing-747 [15].

Y  mpomMy pa3i  OCHOBHUMH  KPHTEPisIMH,
II0 XapaKTepU3YyIOTh el NMPOEKT 1 BUKOPHCTOBYIOTHCS
B ONTUMI3aLiiHIi MOJEMI, €:

— 1inmkoBa (GYHKIISA max R — JOXiM BiJ yTWIi3amii
JITaKa;

—obomexennss C — ¢iHaHCOBI BHUTPAaTH MPOEKTY
yTHITi3aI],

—E — xpurepiii Oe3mekn, 10 BH3HAYa€ BIUIMB
TEXHOJIOTIYHOTO TpOIleCy Ta O0’€KTa pecallKIiHTy
Ha JIOBKIJLIA 1 omeparopa.

OOMexeHHsIM I1i€i MoJieNti € Te, 0 BOHA HE Oepe
JI0 yBark B SIBHOMY BHIJISIZl YacOBHMH IapameTp, a came
BUTPATH Yacy Ha BUKOHAaHHS NPOeKTy pecaitkminry CT
y Mexax c)opMoBaHOi iHQPACTPYKTYpH.

BesymoBHO, OakaHO TaKOX 3BaKaTH 1 Ha SKICTh
OTpPUMaHOI CHPOBHHH Ta pU3MKH yTwiizauii. Kpim mporo,
Ha eTarmi (opmaizamnii Mogens He Oepe 0 yBaru BTPaTH,
10 BUHHUKAIOTH Mijl 4YaC TEXHOJOTIYHUX HPOLECIB 300Dy,

COPTYBaHHSI, TPAHCIIOPTYBAHHSI Ta IIepepOOTICHHS BiIXOIIB.

BucHoBku

EdextuBHEe ympaBiiHHSA TPOIECAMH PECAUKIIIHTY
CKJIaZHOI TEXHIKH € aKTyalbHUM 3aBIaHHSIM 3 OIJIILY
Ha HeOOXiHICTD CTATIOr0 PO3BUTKY Ta 30ePEKEHHS TOBKIIIIA.
VY uifi poOOTi mpoaHaNi30BaHO MIIXOAM IO OpraHizarii
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MODELS OF FORMING LOGISTICS INFRASTRUCTURE
FOR COMPLEX EQUIPMENT RECYCLING

Subject matter: models for forming the logistics infrastructure for complex equipment recycling. The work aims
to create optimization models that consider key factors in forming recycling infrastructure and combine centralized and
decentralized elements to enhance the efficiency of this process. Tasks: analyze modern approaches to organizing complex
equipment recycling; identify criteria and factors for optimizing recycling infrastructure; develop a multi-level recycling
infrastructure; formulate optimization models for recycling infrastructure, taking into account enterprise production capacities,
logistical costs, environmental impact, and other factors. Methods: a systems approach, structural modeling, optimization models.
Research results: approaches to organizing recycling infrastructure were analyzed: centralized, distributed, and combined;
the selection of a combined approach for creating logistics infrastructure for complex equipment recycling was justified;
a structural multi-level model of recycling infrastructure was developed with a lower level (sorting enterprises), middle level
(processing enterprises), and upper level (organizational management); mathematical models for optimizing recycling
infrastructure were formulated, considering enterprise production capacities, logistical costs, and environmental impact.
The conclusions: proposed structural multi-level model of complex equipment recycling infrastructure combines the
advantages of centralized and decentralized management, ensuring flexibility, system reliability against external influences,
cost minimization, and sustainable process control. The application of the developed optimization models allows for
consideration of enterprise production capacities, logistical costs, environmental impact, and other factors to find the most
effective configuration of recycling infrastructure. Implementation of the proposed recycling infrastructure will ensure the
formation of coherent interaction between government bodies, enterprises, public organizations, and international partners.

Keywords: complex equipment recycling; combined infrastructure; logistics; environmental impact; production capacities.
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O. KOMEHUYK

AJAIITUBHI METOJU ITIOINEPEIHBOI'O OBPOBJIEHHSA
JIJIAA NIJIBUILEHHA TOYHOCTI CETMEHTAILIIT
CTOMATOJIOTTYHUX PEHTI'EHIBCbKHUX 3HIMKIB

IIpeamerom nociigkeHHsi B CTaTTi € €(EKTHBHICTh aJaNTUBHUX METOMIB IIOTEPEIHBOTO OOpOOJICHHS MEOUYHHX 300pakeHb,
30KkpeMa OinmarepanbHoro ¢inbrpa ta MoaudikoBanoro CLAHE, y 3amadax cermMeHTalil CTOMATONIOTIYHUX PEHTIeHIBCHKHUX 3HIMKIB.
Lli meroau nawoTh 3MOry 30epiraTH BaJIMBi JeTaii 300pakeHHS Ta €(EeKTHBHO 3MEHIIYBaTH LIyM, HaBiTh y pa3i BUCOKOI
BapiaTUBHOCTI 300pakeHb, IO HAIXOIITH i3 Pi3HUX JpKepen. MeTa po6oTH — po3poOieHHsS HMOKpPAIleHb METOJIB IONEepPEeIHBEOrO
00poOIeHHs MeTUIHUX 300pakeHb, a came OimarepanbHOro ¢ineTpa Ta CLAHE, 3 ormsimy Ha KOHTEKCT 300paskeHHs. JlocmimKeHHs
COpsAMOBaHEe Ha MiABHIICHHS €()EeKTUBHOCTI CETMEHTalii MEeIUYHHX 3HIMKIB 3a JOINOMOTOI0 30€peXEHHS BAXIMUBUX AeTalei
i 3MEHIICHHS BIUIMBY IOyMy W apredakTiB y 300paKCHHSX i3 pI3HHX JOKepesl. Y CTaTTi po3B’A3YIOTHCSI 3aBJAaHHS:
CKCIICPUMEHTAJbHE IOPIBHAHHSA  pO3POOJCHHMX  aJanTHBHUX METONIB  INONEPEAHBOr0  OOpOOJeHHA 3  TpagulliiHAMU
MiAX0aMH; OLIHIOBaHHS €(EeKTHBHOCTI CErMEHTALlil 3a JOIOMOTOI0 METPHUK, TakuX sAK koediuieHt [Haiica (Dice Score), xoedilieHT
Kakkapa (loU Score), Bayunictb (Precision) Ta 4yTiauBicTh / moBHOTa (Recall); aHami3 BIUIMBY MOIMEPEAHLOrO OOPOOICHHS
Ha SIKICTB cerMeHTalii. BmpoBamkeHo Taki MeToam: MaTeMaTH4YHE MOJCTIOBAaHHS, TPEHYBAaHHS HEHPOHHOI Mepeki Ha OCHOBI
Mogeni U-Net i3 monepenqHb0 HATPECHOBAaHHUM EHKOJEepoM timm-resnestl(le, MacmrabyBaHHS 300paskeHb a0 512x512 mikcenis,
HaBuaHHA 3 ¢ikcoBaHuM learning rate 0.001. Jocsarnyti pesyiabratu. [lig yac eKCepHMMEHTaIBHOTO MOPIBHAHHS PO3POOICHUX
aJIalITUBHUX METOJB IONEPEeIHbOr0 OOpPOOJCHHS 3 TPagWLiHHUMHU IiJXOJaMH BCTaHOBJEHO, 10 KOMOIHOBaHE BHUKOPUCTAHHS
ajanTuBHOro OimatepansHoro ¢inbrpa Ta MomudikoBaHoro CLAHE 3abesmeumno HaiBHINI INMOKA3HHKH SIKOCTI CETMEHTAIIi.
3okpema, 3a MeTpukamu KoedimieHt [aiica (Dice Score) 0.9603 Tta woedimient XKakkapa (loU Score) 0.94501 mi meromm
MEepeBepIIMIN TPAIULiiHI, [0 CBITYUTH NpPO iX e(deKTHBHICTH y 30epekeHHI KOHTYpiB O0’€KTIB Ta 3HIKEHHI MLIyMy.
BucHoOBKH. 3acToCcyBaHHs pO3pOOJICHHUX aJallTUBHUX METO/IB ITONEPEHHOr0 0OpOOIICHHS CYTTEBO IOKPAIY€ TOYHICTD CerMEHTALlil
MeIMYHUX 300pakeHb. KoMOiHOBaHWI minxin, mo mnependadae amanTuBHUI OimatepansHuil ¢ineTp i MoxudikoBanmii CLAHE,
€ HaWOUThbIl eQEeKTHBHUM JUIi 3aBIaHb MEIWYHOI Bi3yawmi3amii, IO TiIBHUILY€ TOYHICTh JIarHOCTHKH Ta HaIiifHICTh
ABTOMATH30BaHUX CHCTEM ITIATPHMKH TIPUHHATTA pillIeHb.

KirouoBi ciioBa: mTyuyHHI iHTENEKT, INTMOOKE HABUAHHSI, CETMEHTAllis 300pa)keHb, MeIWYHI 300pakeHHs; MONEePeIHE

o6po6nenns; CLAHE; Ginarepanbauii GinbTp.

Beryn KOMIT'FOTEPHOTO 30pY, HEOOXiZHO OpaTu 0 yBard BHCOKY

BapiaTUBHICTH SKOCTI 300pa’keHb, HASBHICTh apTe(aKTiB

Y cyyacHii MEIUIMHI aHali3 PI3HOMAaHITHHX Ta Pi3HOTO POJY NIYMY, IO MOKYTh HETaTUBHO BIUTMBATH

MOKa3HUKIB Binirpae KITIOYOBY POIb Y IiarHOCTHI Ta Ha C(l)eKTI/IBHiCTL 1 TOYHICTH TAKAX aJII‘OpI/ITMiB.

IIaHyBaHHI JiKyBaHHs TauicHTiB. OKpiM TOro, MeIUYHA Y nonepeaHbOMY JOCIiKEHHI aBTopis [1] npoBeaeHo

iHpOpMaIlis, IIMPOKO TIOAaHa HE JMIIE Yy BHUIVIAAL
TaOJMYHUX YHM TEKCTOBHMX MOKa3HUKIB, & i y 3Ha4HIN
KUTBKOCTI 300pa)KCHb METUYHOI Bizyawizallii, A0 SKHX
Hanexutb penrtreHorpadii, MPT, KT, V3J] Tomio.
Oco0aMBO 11 CTOCYETHCSI CTOMATOJOTII, € MaHOpaMHi
YM TPHULUIBHI PEHTTeHIBChbKI 3HIMKU JAIOTh  3MOTY
OTpUMaTH JAETalbHHUH OIS 3yOHOrO psAay Ta BCiX
CTPYKTYP.
aHaJi3y TaKWX 3HIMKIB 3pOCTa€ 3 KOXHHM pOKOM,

MIPUJIETIINX BaxmBicTh  aBTOMATH3ALIIT
OCKUIBKH LI€ MiZBHINY€E TOYHICTH AIarHOCTHKH, 3MEHILYE
yac Ha oOpoOsieHHs1 iHdopmauii Ta 3abe3neuye OLIBII
AKicHe JIikyBaHHS. OfHAK JJIs YCIIIHOTO 3aCTOCYBaHHS

ITOPUTMIB aHAJII3y TaKHUX 3HIMKIB, 30KpeMa alroOpUTMiB

KOMIUICKCHUH OTJIAJ Ta NMPaKTHYHE MMOPIBHAHHS METOIIB
MIOTICPETHHOTO OOPOOJICHHS TAHOPAMHUX CTOMATOJIOTIYHUX
PEHTTEHIBCHKHX 3HIMKIB 3 METOIO ITOKPAIICHHS TOYHOCTI
cerMeHTauii 3yOHuX IIoMO. Byno posrisHyTo Kijbka
HaWOIMBII TOMyNSIPHUX Ta e(QEeKTHBHUX (IIBTPIB,
3okpema CLAHE, Ginarepanbuuit gpinbtp, dinetp [aycca
Ta OararoMacmTaOHUA (DITBTP Retinex 3 BiXHOBICHHIM
konbopy (MSRCR — Multi-scale Retinex with Color
Restoration). Pe3ynbraT  IOCHiDKEHHA  TOKAa3ally,
1[0 BUKOPUCTAHHS OijarepaibHOro Qinbrpa 3ade3mneuye
HalKpamii pe3ynbTaTd 3a OIIBINICTIO METPHK, 30KpeMa
3a koedimientom [aiica (Dice Score) Ta iHICKCOM

Kakkapa (loU). Bomuowac ¢inetp CLAHE moka3zaB

© O. Komenuyk, 2024
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BHCOKI pe3ynbTaTH MmoA0 MOBHOTH (Recall) mopenmi,
[0 € KPUTHYHUM Y 3aBJAHHSIX, JI¢ BXKJIMBO MiHIMi3yBaTH
KUTBKICTh TPOMyIIeHUX HinhoBHUX 00°ektiB [1]. ITompu
i MPaKTUYHI Pe3yNbTaTH, JOCIHIIKEHHS TaKOX JOBEIH
HEOOXIHICTh YJIOCKOHAJIEHHS ITAXOMIB 10 IONEPEIHbOTO
00poOJIeHHsST 300pa)keHb JUIsl  IMIABHINEHHS TOYHOCTI
Ta HAIMHOCTI aNTOPUTMIB CETMEHTalii B yMOBax
BapiaTUBHOCTI METUYHUX 3HIMKIB.

OnHUM 13 Ba)KIMBUX BUKIIHKIB, 10 OYJIN pO3TIISHYTI
B mpami aBTOpiB [1], € CKJIAHOINI 3 HaJAIITYBaHHSIM
napameTpiB (QUIBTPIB MOMEPEIHBEOr0 O0O0POOJICHHS, TAKUX
sk Oinatepasauii GuteTp Ta CLAHE, mis pi3HHX THIIIB
300pakeHb. 3a 3aMOBYYBaHHAM IIi TapaMeTpu €
(dhikcoBaHMMHU IJIs BCiX 300paxkeHb HabOopy AaHux [2],
e MOoXe OyTH ONTHManbHO Uis Habopy 300pakeHs,
IO HAJXOMAATH 3 OJHOTO JKepena, HAPHKIA/, 3 OJTHOTO
JUArHOCTUYHOTO arapaTa, aje e MOXKe He MiJIXOJUTH
Juis HaOOpIB JaHUX 3 IHIIUX JOKepes yepe3 po30iKHOCTI

B SICKpaBOCTi, KOHTpAcCTi, PiBHI WIYMy Ta HAasBHOCTI

apredakris (puc. 1).

Puc. 1. IlopiBHAHHA pPEHTIE€HIBCBKUX 300pakeHb i3 pi3HHX
JDKEpeI 3 BapiallisiMu B SICKPaBOCTI, KOHTpACTi Ta piBHI orymy [3]

Taka cuTyamis MoXe HPHU3BOAUTH 1O 3HIDKCHHS
TOYHOCTI JITOPUTMIB KOMIT'IOTEPHOTO 30py abo MOSBU
apre(akTiB, [0 CIOTBOPIOBATUMYTH PE3yIbTATH.

OTxe, BUHHMKAa€E NHTaHHS B IOKpALICHHI METOJIB
TOTIePETHROTO OOPOOIICHHS MEIUYHUX 3HIMKIB 3 METOIO
aBTOMAaTUYHOTO HAaJALITYyBaHHS MapamerTpiB (iuIbTpiB
BIIMIOBITHO IO XapaKTepUCTUK 3HIMKIB. BukopuctaHHI
KOHTEKCTY 300paKeHHs sl aAalTHBHOT'O HaJIalITyBaHHS
napameTpiB TOMEpPeJHbOr0 OOpPOOJICHHST MOXeE 3HAYHO

TTOKPAIIUTHU SKICTh BUXITHOTO 300pa)XKeHHS, IO 31 CBOTO
0OKy MiJIBUIINTh TOYHICTh 1 HAAIWHICTH aNTOPUTMIB Ta
MoJieNel KOMIT FOTEpHOTO 30PY.

Merol0 1BOTO  JOCHIIDKEHHS €  PO3pPOOJICHHS
TIOKPAIIeHb METOIB TTOTIEPETHHOTO 0OPOOICHHS METIMTYHNX
300pakeHb, 30Kkpema OinatepaisHoro ¢imsrpa Ta CLAHE,
Ha OCHOBI KOHTeKcTy 300paxeHHs. Ilepenbadaerncs,
0 TaKu{d MiAXiM JacTh 3MOTY 3HAYHO MiJABHIIUTH
e(EeKTUBHICTh PO3ITi3HaBaHHS 00’€KTIB HAa 300pa)KEHHSAX,
30KpeMa y 3aJadi CerMeHTallii MEIUYHUX 3HIMKIB,
30epiraloun BayKJIMBI I€Tajl Ta 3MEHIIIYIOYH BIUIUB IIyMy

i apTedakTiB Ha OKA3HUKAX 13 PI3HUX JUKEPEIT.

Henoniku 6a30BMX MeTO/iB MONEpPeIHLOIO
00po0JIeHHs TAa HEOOXITHICTH YI0CKOHAJIEHHS

BazoBi MeTom ToTIepeIHBOTO 0OPOOIICHHS 300paKCHb,
30kpema Oinarepansanii GinsTp i CLAHE, € BaskimuBuMu
IHCTpyMEHTaMH B OOpOOJIEHHI MEAWYHUX 300pa)KeHb.
Taxi QLIBTPH MHPOKO BUKOPHCTOBYIOTHCS [UTS 3MEHIIICHHS
LIyMy, TTOKpAIleHHs KOHTPAcTy Ta 30epekeHHs JeTaneit
y 300pakeHHSIX, IO OCOOJMBO BaXIIMBO I TOYHOTO
aHamizy Ta giarHoctuku [4]. IIpotre B KOHTEKCTi
BapiaTUBHOCTI HAOOPIB IaHMX, HANPHKIIA[, SKIIO MEIIMIHI
3HIMKH OyJIM 3po0JieH] PI3HUMH NPUCTPOSIMH Ta PI3HSATHCS
3a SKICTIO, IIi METOAM MalTh HH3KY HEIONIKiB, IO
00MEXYIOTh X ¢(DEKTHBHICTh | BUMAraroTh YIOCKOHAJICHHSI.

Binatepanpuuii QinbTp, MmO MOEAHYE TPOCTOPOBE
3INIQ/DKYBaHHS Ta 3IVIaJPKyBaHHS 32 1HTCHCHBHICTIO
nikceniB, Mae (ikcoBaHi mnapameTpu ¢ Ta o, AKi
OJTHAKOBO 3aCTOCOBYIOTBCS JI0 BCHOTO 300paxkeHHs [4, 5].
e moxe OyTH TPOOJIEMOI, OCKUIBKU Pi3HI JUISHKH
300paXCHHS MaroTh  HEOJHAKOBI  XapaKTEPUCTHKH.
30KkpemMa JAUISHKKA 3 BUCOKOIO JIeTalli3alli€lo (HampHKiIa,
KOHTYpH 3y0iB) MOXXYTh BHMAaraTd MEHIIOTO CTYICHS
3MYIaDKYBaHHS 1711 30€peeHHsl AeTallel, TOJI SK OTHOPIIHI
JUITHKE MOXKYTh NMOTpeOyBaTH OIBIIOTO 3riIa/KyBaHHS

JUIsl €pEeKTHBHOTO YCYHEHHS IyMy (pHuc. 2).

Puc. 2. Ilpuxmag pi3HOrO CTymeHs AeTamizamii B pi3HUX
YaCTHHAX MEANYHOT0 300paKeHH




Cyuacnuii cman HAYKOBUX 00CNiOHCeHb ma mexHonoziu 6 npomuciosocmi. 2024. Ne3 (29)

ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

®DikcoBaHI MapaMeTpu He Jar0Th 3MOTY aIalTyBaTH
(higbTpaIi0 0 JIOKAIBHUX OCOOJHUBOCTEH 300pa)KeHHS,
II0 TPHU3BOIUTH 0 BTPAaTH BAXIMBHX JAeTaieil ado
oIyMy.
(hikcoBaHi mapaMeTpu OiTaTepaTbHOTO (PITBTpa MOXYTH

HEJIOCTaTHLOTO  3MEHIIICHHS OxpiM  ToOTO,
CIPUYUHUTH PO3MHUBAHHS KpaiB 00’€KTiB, 110 KPUTUYHO
B CHUTYyaIlisiX, KOJNM HEOOXITHO HiTKO PO3PI3HATH pi3Hi
CIPYKTYpH,
Ile ocobmmBO  mpoOIEMATHYHO LIS

aHaTOMIYHI Hanpukiay 3yOHI TUIOMOH.
MEIMYHUX
300paXkeHb, I¢ KOHTYPH € KITFOUOBHMH JJISI IIaTHOCTHKH.

Mono CLAHE, to meit ¢pinpTp mokpamrye KOHTpacT
300paKCHHs, OOMEXKYIOUM IOCHUJICHHS IHTCHCHBHOCTI
B JIOK&JbHUX [IUISHKAX, IO Ja€ 3MOTY YHHKHYTH
rnobanbHUX  crotBopeHb  [6].  Ilpore  dikcoBanmii
po3mip citku Ta clip limit MOXyTh HE BiOIOBigaTH
pi3HMM  IUITHKaM ~ 300pakeHHS 3  HEOJHaKOBOIO
TEKCTypoIo Ta sickpasicTio. Lle, IMOBIpHO, CIPHYUHHUTH
NepeHacHYeHHs] KOHTPacTy B OKPEMHUX JIUISHKax,
0COONMBO Y BHCOKOKOHTPACTHHX IUISHKAX, IO MOXKE

BUKJIMKAaTH TMOsBY apTedakTiB abo BTpaTy BaXKIMBUX

JleTajiel y 30HaxX i3 HU3bKUM KOHTPacToM (puc. 3).

Puc. 3. Tlpuknan nepeHacHdeHHs 300payKEHHS 3 BUKOPUCTAHHIM
(hikcoBanux mapametpiB pinmbrpa CLAHE [7]

Y pa3i 300paxkeHbp 13 PI3HOK  TEKCTYpPOIO
(hikcoBaHHMI pPO3MIp CITKH MOXe He 3a0e3medyBaTH
HAJIOKHUN piBeHb neTaimizarii. Besnwki Onoku 3maTHI
mpomyckaTé napiOHI merami, TOAI SK MAaJeHBKI OJIOKH
MOXYTh MiJICHIIIOBaTH IIyM a0o iHII apredakTy.

BincyTHiCTh 3MiHIOBaHOI aZANTUBHOCTI O TEKCTYpHUX

3MiH YCKITaTHIOE 3a0e3rneueHHs ONTHUMAIILHOTO
KOHTPACTY 110 BChOMY 300paskeHHIO [8].

3 ormsAny Ha mepeniueHi HeIOMIKH CTae OUYEBUIHUM,
mo 0a30BI METOAU IIOMEPEAHBOTO OOPOOJICHHS, TaKi
sk Oimarepansuuii  QinbTp 1 CLAHE, wmatote Oytn
BIOCKOHAJIEH] I JOCATHEHHS OB BUCOKOI TOYHOCTI
Ta HaAIHHOCTI aHANI3y MEeIWYHHX 300pakeHb. OCHOBHA
izes moJjsirae B TOMy, 1100 3pOOHMTH IIi METOAM OUIBII
aIANTUBHUMH JI0 JIOKAIBHUX 0COOIMBOCTEH 300payKeHHSI.
Ile macth 3Mory 3a0e3neYnTH ONTHMAJIbHE 3IIaKyBaHHS,
30epeKCeHHST BOXKIIMBUX JieTalell 1 MOKpAIeHHs KOHTPAcTy
B HEOJHAKOBUX YMOBax Ta Ha PI3HHUX AUIIHKAX OJHOTO
i TOro caMoro 300paXkeHHSI.

[TporionyeThcs OAMH 13 MEPCIEKTHBHUX HAIPSMIB
METO/IiB

YAOCKOHAJICHHH, a came TIOKpaIICHHA

MOMePEeIHBOr0  OOpPOOJICHHS HA OCHOBI  KOHTEKCTY
300pakeHHs. OUiKyeThCs, MO TaKi METOAN MOKpAIIEHHS
3[aTHI JUHAMIYHO HAJIAIITOBYBATH apaMeTpu 0OpOOIeHHS
3aJIE)KHO BiJl JIOKATBHUX XapaKTEPUCTHK 300paKeHHS,
o 3a0e3redye Kpary sKICTh TOIepeIHbOr0 00pOOIICHHS.
YaockoHaieHHsT  0a30BHX  METOMIB  MOIEPETHBOTO
00poONeHHsT € BaXJIMBHM KpPOKOM Y IIiJBHIIEHHI
HaIIHHOCT1 JIOCIIIIPKEHD,

TOYHOCTI Ta MEINIHUX

110 BUKOPUCTOBYIOTH 300pa)KE€HHS Pi3HOTO POY.

IMoxpanieHHs: MeTOAiB MONEPETHHOI0 00POOIeHHS
HA OCHOBi KOHTEKCTY 300paKeHHs

[MTokpaiieHHs] METOJIB IONEPEeHbOr0 OO0pPOOICHHS
300paXkeHb Ha OCHOBI KOHTEKCTY JIalOTh 3MOTY JAWHAMIYHO
HaJIAIITOBYBaTH TapaMeTpu (GUIBTPIB  3aJeKHO BiJ
JIOKAJIBHUX XapaKTEPUCTHK KOXKHOI AIJISTHKY 300paskeHHSI.
Ile 3abesnedye OiNbIy THYYKICTh Ta €(QEKTUBHICTS,
SKIIO TIOPIBHIOBAaTH 3 TPAaJULIHHUMH  METOJIAMH,
Je mapamMeTpH € (hiKCOBaHUMH JJIsi BChOTO 300paXKCHHS.
3arporoHoBaHi MOKPANIEHHS TTONEPEeIHHOr0 00pOOICHHS
0COOJIMBO  aKTyaslbHI  JUIi  MEOUYHHMX 300pa)KeHb,
Jie BaXJIMBO 30epiraTW TOHKI AeTalli, HanpuKiag Kpai
Ta TEKCTypH, BOJHOYAC e(PEKTUBHO YCYBAaOYH IIyM
1  MOiABUIIYyIOYM  KOHTPAcT  BaXKJIMBHUX  JIeTaleH.
Jani HaBeleHO JETalNbHUI OIS 3alpONOHOBAHMX
YAOCKOHAJICHb pa3oM 13 MaTeMaTH4HOI0 OCHOBOIO,
110 OOIPYHTOBYE 1X €(hEKTUBHICTD.

Binarepansuuil QinbTp — 1€ TEXHIKa, KA 3TIAKYE
300pakeHHs1, 30epiraroud Kpai, [0 Ma€ BHpIlIAIbHE
3HAYCHHS JUIsI MEAWYHOI Bi3yawmizamii, Je BaKIHBO
30eperTd IUTICHICTh aHATOMIYHHX MekX. CTaHmapTHUR
OinarepaibHUil (UIBTP IPAIFOe 3a JOTIOMOTOIO TTOETHAHHS
MPOCTOPOBOI OJU3LKOCTI Ta MOAIOHOCTI IHTEHCHBHOCTI,
0 MPHU3BOIUTH JIO

CCPCAHBO3BAKCHOI'O  3HAYCHHA
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IHTEHCHBHOCTI TIKCEINiB, ke Oepe 0 yBard i MpoCTOpPOBY,
i poTOMETPHUYHY BiZICTaHb MiX miKcessimu [9].

1

Ljerea () = le(y)fxp

ne I (x) — IHTEHCHBHICTb IMKCEIS X ;

I(y) - iHTeHcuBHicTH mikcens B mosuuii y
(me y —1e cycigHs TOYKa HABKOJO X B AUIIHIN € );

X — IIe TMIKCeb, VISl SIKOTO MPOBOAMUTECS (LIBTpALLis;

y — Ie cycimHilf mikcenp y numstHmi (2, Ka OXOIUII0E
MmKCceI HaBKOJIO X ;

W (x) — koediLieHT HOpMYBAHHS;

0, — KOHTPOJIIO€ IPOCTOPOBY MPOTKHICTH (PLIBTPA;

O, — KOHTPOJIIOE iara3oH MoAiOHOCT] IHTEHCUBHOCTI.

hiTeTp
300pa)XeHHs TAaKUM YHHOM:

Binatepanbuuit 3aCTOCOBYETBCSL 110

1. IpocropoBuii ¢inbTp (KOMIOHEHT 3 O,)

3MEHIYe BIUIMB MIKCETIB, pPO3TAlIOBaHUX AaJeKO

Bimx Toukm x. o Ommxde cycigHii mikcems
TO OlIbIle BiH BIUIMBAE HA PE3yNbTAT QLIbTpaLii.
2. Pagiomerpuunuii inbTp (KOMHOHEHT 3 O, )

3MEHIIIy€ BIUIMB CYCIiIHIX MIKCENiB, AKi MalOTh 3HAYHY
PI3HUITIO B IHTEHCHUBHOCTI 3 mikcemeM x . Lle BaxkimBo
JUTSL 30€PEIKEHHST KOHTPACTHUX KpaiB, OCKUIBKH IIKCEIi
3 Pi3KOIO 3MIHOIO iIHTEHCUBHOCTI MalOTh MEHIIIMIA BILINB.

3. Ilicnsg MHOXEHHS IHTEHCUBHOCTEH mikcemiB [ (x)
HAa IX Barm pe3yJabTaT HOPMYETHCS 3a JOMOMOTOKO
W(x), mo6

30ayaHCcOBaHe 3HAUEHHS IHTEHCUBHOCTI Micis (inbTparii.

HOpPMYBaJIBHOTO  (haKTOpa OoTpHUMaTn

VY TpanuiiiiHoMy OinarepanbHOMy GIIBTPI MapameTpu
o, Ta O, (QIKCYIOTbCS MO BChbOMY 300paxkeHHIo [11].

Opnak, sk Oyll0 pPO3MIITHYTO IMONEPETHBbO, MEIMIHI

300paKEHHsI YacTo MICTATh JUISHKA 3  PI3HUMH
XapaKTEepUCTHKaMH, HANpUKIan 3 APIOHUMHU AeTalsIMu
Ta iHmI, 3 OUIBII  OJHOPIAHUMH  TEKCTypaMH.
o6 po3B’s3aTy 1IF0 MPOOIIEMy, TIPOTIOHYETHCS aIalTHBHE
HaJlalTyBaHHS OlnatepasbHOro (idbTpa Ha OCHOBI
KOHTEKCTYy 300pakeHHs, IO 3MIHIOE IIi TapaMeTpH,

CIIUPAIOYKCH HA JIOKAJIbHI BJACTUBOCTI 300PaXKCHHSI.
[IponoHyeThest BIPOBaUTH aiaNTHBHUN O , IO /A€
3MOry (PLIBTPY AMHAMIYHO PETYJIOBATH CBii POCTOPOBHH
BIUIMB 3JISKHO BiJl BENMYMHU TIpajieHTa B JIOKAIBHIH
nuUIgHOi. Bwimi rpamieHTH, MmO BKa3ylOTh Ha Kpai,

nepe0avaloTh MEHIINiA O , 11100 30eperTH pi3KiCTh KpaiB.

=" [(x)-1()
bl | g 20

Binatepanpuuit ¢inpTp It mikcens [( x) MokHa
MOJIaTH 33 A0NOMOTror0 opmytu [10]

; ; (1)

[vi ()

% 2

max [v1 (=) )

ne o, —6a30Buii ab0 MOYATKOBHI ITAPaMETp 3IVIaHKyBAHHS;

O-s ('x) = O-SO

VI(Xx) - TpajieHT IHTEHCHBHOCTI 300paXKCHHs
B TOUIll X ;
”VI (x)" — BeJMYMHA TpajJieHTa B MKCEeT X,

SIKy MOXKHA OOYHCIIHTH 3a JOIOMOTOIO omeparopiB Sobel
a00 Moai0HUX;

max("V] (x)")f MaKCHMaJlbHe 3HAYEHHS TpajieHTa
10 BChOMY 300paKeHHIO.
3anponoHOBaHi MOKPAIEHHS MepeadayaroTh:
1. ®opmyna agantye o, (x) 3aIeKHO Bijl BEIMIMHH
rpamieHTa. SIKIIO TPadieHT y TOUIl X BENHMKWH (HAPUKIIA,
TOYKa HaJICKUTH JI0 Kparo 00’€KTa), TO Mapamerp o, (x)

3MEHIITY€EThCS, 100 3MEHIINTH 3TIIA/DKyBaHHs, 30epiratoun
BaXIMBI JICTaJTi, HAMPHUKIIA] Kpal.

2. Sxmo rpamgieHT Mamwmii (IiTsHKa 0e3 3HAYHOI
3MIHA I1HTCHCHBHOCTi, SIK-OT B OJHODPIMTHUX JiTSTHKAX

o, (x)

YMOIKIIUBIIOIOYX OUTBII CHITBHE 3TIaKyBaHHS.

300pakeHHs), TO HaOJIMKAETbCL 10 Oy,
Tak caM0 O, peryiroeTbcsi Ha OCHOBI JIOKAIbHOTO

piBHSA IIyMy, IO MOXXHAa BH3HAYMTH 3 BiIXHUJICHHS
B MeXax JOKaJIBHOTO BiKHA. Perionn 3 OlIBIIOIO

JMcriepcieto (10 BKa3ye Ha IIyM) OTPUMYIOTh OUlblLy O, ,
MTOKPAIIYIOYH 3HWKCHHS IITyMY.
Var([ (ve Q))

oro max(Var([(y € Q))) ’ ®)

o, (x)=

ne o,, — 0a3oBe (MOYATKOBE) 3HAYCHHS MapaMeTpa, sIKe

MOTIM KOPHUTYETHCS 3aJISKHO BiJl Bapiallii iHTEHCHBHOCTI
B JUISTHII HABKOJIO MIKCENS X

Var([ (ve Q)) — Bapiallis (Jcriepcis) IHTEHCHBHOCTI

miKcenmiB y BikHI €), sIKE€ OXOIUIIOE JISTHKY HaBKOJIO
MKCEs X |

max (Var(] (ve Q))) —  MakcuMalbHe 3HAueHHS

Bapiarii IH-TEeHCHBHOCTI cepell YCiX IUITHOK 300pakeHHs.
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3anponoHoBaHi MOKpAIIEeHHS Iepea0ayaroTh:

1. Sdxmo B mumgHmi () HABKOJIO IHIKCEII X €
BHCOKA Bapiallisi IHTCHCUBHOCTI (HANPHKIIAA, TUISHKA 3
KOHTPACTHUMH €JIeMeHTaMU ab0 KpasiMHu), TO/Ii 3HAYCHHS

o, (x) 30UIBLIYETHCS, WO [a€ 3MOTY PajiOMETPHIHOMY

¢inpTpy 30epiratu 1i 3MIHM IHTEHCHBHOCTI Ta YHUKATH
3rJIaJKYBaHHS BOXKJIUBHX JCTANCH.
2. Slkmro Bapiamis B AULMHII He3Ha4yHa (IUISHKA

OJHOpiIHA 3a IHTEHCHUBHICTIO), TOAI 3HAUCHHSI o'r(x)

Oyze 3MEHITYBaTHCh, IO YMOKIIUBIIOE OLTBITY KUTBKICTH
3II1aKYBaHHSI.

Otmxe, 3alpOIOHOBAHI aJaNTHBHI HaNAIITyBaHHS
JIAIOTh 3MOry OinarepanpHoMy OinbTpy OyTH OibII
THyYKMM 1 pearyBaTH Ha JIOKaJbHHH KOHTEKCT
300paxkenHs. Ll rHyukicTh 30epirae npiOHI jgeTani
B CKJIQIHUX AUISTHKaX (HaNpwKIad, Kpal 3yOHHX TIoMO
Ha MEpeTHHI 3 IHIIUMH 3y0aMH), OJJHOYACHO €(hEeKTHBHO
3rIaPKYI0YU OHOPIIHI TUISTHKY Ta 3MEHILYIOUH [IyM, JIe
11e HeOOX1THO (HANpPHKIIA, Ha Kpasix 300pa)KeHHS).

[lomo CLAHE, To0

CTaHAapTHE BHUPIBHIOBAHHS TiCTOTPaMH, 3aCTOCOBYIOUH

¢binpTpa BiH TIOKpaIIye

JIOKaJIbHE MOCHIICHHSI KOHTPACTY, 3aM00iralous HaMipHOMY
CLAHE
3HAYHOI0 MIpOI0 3aJCKUTh BiJl TaKhX MapaMeTpiB,

nmocwieHHo myMy. OpnHak e(eKTUBHICTH
sk clip limit Ta po3Mip CITKH (pparMeHTIB, SKi 3a3BHUYAl
€ (pIKCOBaHUMH JJIs1 BCHOTO 300paXKCHHSI.

Meronq CLAHE mnpaiiroe 3a 10NOMOIo OOYHCIICHHS
¢GyHKIii
y MeXax JIOKaIbHOTO OJIOKY,

KyMYJISTHBHOI po3mojiyly  iHTEHCHBHOCTI

MmiKCceJIiB a IO0TIM
BIITBOPCHHS [WX IHTCHCHBHOCTEW [UIA ITiBUIICHHSI

koHTpacTHOcTi. basoBe mneperBopenns CLAHE s

mikcenst /(x) Bu3sHauaeThes 3a hopmysoro [12]:

CDF (I(x))-CDF,,
Iclahe (x) = CD(F‘ —)CDF (Imax - Imin ) + Imin > (4)

ne CDF (I (x)) - xymynsruBHe 3HaueHHs QyHKUil

posmoniny (Cumulative Distribution Function, CDF)

3a yMoBH iHTeHCHBHOCTI /(X)) ;

TileSize(x) = TileSize, | 1-

ne TileSize, — po3mip 6a30Boi ciTku GIIOKY;
Texture(l (ve Q)) — Mipa CKJIaIHOCTI TEKCTYpH,

SIKY MOYKHA OIIIHUTH 3a JIOTIOMOIOI0 TAaKHX MMOKA3HUKIB,
SIK JIOKaJTbHA JHICTIepCis ab0 eHTPOTis.

3arpornoHoBaHi aJIanTHBHI cTparerii 3a0e3ne4yrTh
ONITHMaJIbHE 3aCTOCYBaHHS IOKpALICHHS KOHTPACTHOCTI

CDFE,, ta CDF , — MmiHIMambHE W MakCHMalbHE

3HAYCHHS KyMYJSITUBHOI (DYHKIIIi po3moaiTy B OIOIIi;
1 Ta [_. -

nax min MakCHMallbHa ¥ MiHIMaibHa
IHTEHCHBHOCTI Ha 300paxkeHHI (3a3Bmyaii 0 abo 255
Ut 8-OITHUX 300pakeHb ).

Onwumremo npunun podoru ¢inerpa CLAHE.

1. ®opmyna BHKOHYe HOpPMAJi3allilo 3HAYCHHS

iHTeHcHBHOCTI [ (x) 010  KyMYJISITHBHOT  (yHKIT

posnoginy CDF (I (x)) B JIOKanbHOMY BikHi. Lle mae

3MOTY PEryioBaTH KOHTpPAcT 300paXKeHHS Ha JIOKaJIBHOMY
piBHI (Y MexaxX HE3HA4YHOI IUISHKH 300pakeHH:),
YHUKAIO4W TJ00aJIbHOIO BUPIBHIOBAHHS, SIKE MOXe
NPU3BECTH JO HAIMIPHOTO TIIOCWIICHHS LIyMy a0o
BUKPUBJICHHS KOHTPACTY.

2. Jlami pe3yipTyloue 3Ha4YeHHS MaclTaOyeThes

JI0 niarna3oHy iHTeHcuBHOCTeH Bif [, mo [ 3 MeToro

x
BIJTHOBJICHHS SICKPABOCTI MICIIs HOpMaJTi3arlii.

3. CLAHE oOmexye BupIBHIOBaHHS TiCTOTpaMH,
TOOTO B pa3i JQy)e BHCOKOTO JIOKAJIBHOTO KOHTPACTy
(HanpuKITaz, y Kpasx ado CIVTFHO BapiaTHBHHX TEKCTYPOBAHHX
JISTHKax ) KOHTpacT He Oyie HaJIMIpHO 301IbIIEHO.

o6 mimBumutn edextuBHicTs (imbrpa CLAHE,
3aMpoBa/PKyEMO  aJaNTHBHICTH mapamerpa clip [limit
Ta po3Mipy CITKM ()parMeHTIB Ha OCHOBI JIOKAIbHHUX
XapaKTEPUCTHK 300parkeHHS.

M I Q
ClipLimit (x) = ClipLimit, can(f(re) - o
max(Mean (I(y € Q)))
ne ClipLimit, — 6a3oBe 3uauenus clip limit,
Mean (1 (ve Q)) —  cepeaHs  iHTEHCHBHICTB

y JIOKaIbHOMY CycCincTBi Q) .

Po3mip ciTku BH3Ha4ae po3Mip JOKAIBHHUX OJIOKIB,
JI0 SIKHX 3aCTOCOBYETHCS BHUPIBHIOBaHHS TiCTOTPaMHU.
Y 30HaX i3 BHCOKOI CKJIAIHICTIO TEKCTyp Kparle
BUKODHCTOBYBATH MEHII OJMOKM JUI1  30epeeHHs
neraneil. | HaBmaku, Ha OJHOPIAHMX IUISHKAX OiIbLI

0JI0KM JOTIOMararoTh yHUKHYTH HaZMIpHOTO 0OpOOJICHHSI.

Texture([(y €Q)) ©)
rnax(Texture(I(y € Q)))
B DpI3HMX JUIAHKaxX 300pakeHHsA. Y  JUISHKaXx,

Iie oTpiOHO 30eperTu apidHi MeTai, aqanTUBHUA PO3MIp
CITKM TrapaHTy€ NOCHJCHHS KOHTpacTy Oe3 BHECEHHs
apredaxtiB. BonHouac amanTuBHI oOMexeHHs clip limit
3ano0iraroTb ~ MEPEHaCHYEHHI0  SICKPaBUX  JAUISIHOK
1 TIOKPAITYIOTh BHAMMICTh y TEMHIIIHUX IUISHKAX, POOIITIH

300pakeHHs OUTBIT KOPUCHUM JUTS JIarHOCTHKH.
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OxpiM  TOro, TPONMOHYETHCI  KOMOIHOBaHE
BUKOPHMCTaHHS aJanTHBHOI OuratepanbHOi (inbTparii
ta MomudikoBanoro CLAHE, mo € mokpamesnm
MiAXOMOM JO TOIEPEAHBOr0 OOPOOJCHHS MEIUIHHUX
Iymy

Ta TOKpaICHHA KOHTpaCTHOCTi 3 Oorjiiay Ha KOHTCKCT

300pakeHb, SKHA ONTHMI3y€ 3MEHIICHHS
300pakeHHS. AJANTHUBHICTH IIMX METOIIB Ja€ 3MOTY IM
mo0pe MpaIoBaTH 3 PI3HOMAHITHUMH 300pa)KCHHIMH,
0 HAAXOIAITHh i3 PI3HUX JDKepen, y poOoTi 3 SKUMHU
3HIDKCHHS IIyMy 1 30epeXeHHs neTaleil € KPUTHYHUMU
JUTSI TIOJTANTBIIIOTO aHANTi3Y.

OTxe, IIPOIIOHYETHCS Take KoMOiHOBaHe
BUKOPHCTaHHSA TOKPAIIEHNX METOMIB MOIEPEIHHOTO

00po0ieHHst 300pakeHb:

1. 3MeHIIEHHS IIyMy 3a JOMOMOTOIO 3aIllPOIIOHOBAHOI
aJanTUBHOI OlnarepasibHOi (UIBTpalii: 3aCTOCOBYETHCS
JUTA 3MEHIIICHHS IIyMy, 30epiraloym Mexi Ta JHHaAMIYHO
PETYJIIOI0YH TTapaMeTPH Ha OCHOBI JIOKAJILHOTO TpaIi€HTa
Ta XapaKTEPUCTHUK LIyMYy.

2. IligBUIIEHHS KOHTPACTHOCTI 3a JOMOMOIOIO

momudikoBanoro CLAHE Ha OCHOBI  KOHTEKCTY
300paKeHHSI: 3aCTOCOBYETbCS ~ JJIS  IIiJABHIICHHS
KOHTPACTHOCTi, ONTUMI3yIoun oOMexeHHS clip [limit

Ta PO3MIp CITKHM BIJMOBIAHO 0 JOKAIBHOI SCKPABOCTI
Ta TEKCTYPH 300pasKeHHSI.

Hexait [/

orig

Oyle OpWTiHATBPHEM 300pakKeHHSIM,

TOAI poO3poOJIEHI TOKpaIleHi eTamd IOIepPeIHBOr0

00pOOIIeHHSI MOXKHA ITiICYyMYBaTH TaK:

! 41ereq = AdaptiveBilateralFilter (Ion.g, o,(x), 0o, (x)) , (7
L nees = ModifiedCLAHE(1 ., ClipLimit (x), TileSize(x)) . (®)
3anpornoHoBaHe BUKOPHUCTAHHS MOKpAaIIeHUX KITBKOX KJIIOYOBUX IIOKa3HMKIB: Koedinienta Jlaiica

METOJIB MOIEPEHBOr0 OOpPOOJICHHST TrapaHTyBaTHME,
10 300pakKeHHs CIIOYATKY 3MVIA/KY€EThCSI TAKMM YHHOM,
mo6 30eperTv BaKJIMBI JeTaii, a MOTiM HOro KOHTPAcT
MOCWIIIOETBCSI B TakWil crocid, mo0 MiATpUMYBaTH
IUTICHICTD 300pakeHHs Ta BUAUJICHHS OCHOBHUX JICTaJICH.

OTxe, TOKpAIICHHS  METOMIB  IOIMEPEIHHOIO
00po0OICHHSI MEIMYHHX 300pakeHb, ONICAaHI B il CTATTI,
TIKPIMIeHI MaTeMaTHYHOI OCHOBOO, 3a0€3MeYyBaTUMYTh
CyTTEBE BJOCKOHAICHHS MOPIBHIHO 3 TPaTUIIHHUMHU
METOJaMH. 3aBASKH  JAWHAMIYHOMY  PETYJIIOBAHHIO
TapaMeTpiB Ha OCHOBI JIOKAJTBHOTO KOHTEKCTY 300pakeHHS
4yJ0BY

HpO,HyKTI/IBHiCTB o0 3MCHUICHHA IyMYy, 36epe)K€HHH

3aMpONOHOBaHI  METOOU  3a0e3MedyroTh
KpaiB 1 MOCHJICHHS KOHTpacTHOCTI. Taki BIOCKOHATICHHS
€ 0co0IMBO KOPUCHHMH JJISI MEIUYHOI Bi3yamizarii, 1e
TOYHICTB 1 SIKICTh 300pakeHHs Oe3MOoCepe/IHbO BIUIMBAIOTH

Ha Pe3yJIbTaTH AITOPUTMIB KOMIT FOTEPHOTO 30Dy .

Pe3ysabTaTH gocaigKeHHs

VY mporeci JOCTIKEHHST BIPOBAHKEHO MOKpAIeHi

METOIN TIOTIEPETHHOTO 00pobIeHHS MEINIHUX

300pakeHb Ha OCHOBI aJaNTHBHOIO HAaJAIITyBaHHS
mapaMeTpiB Ha OCHOBiI KOHTEKCTY 300pa)KeHHsS. 30KpeMa
Oylo BHKOPHCTaHO HANpallOBaHHS 3 IONEPEJHbOT
pobotu aBtopiB [l], a came mId 3amadi cerMeHTaii
MAaHOPAaMHUX CTOMATOJIOTIYHUX PEHTTEHIBCHKUX 3HIMKIB.
Jlami 3amporoHOBaHO aHaji3 pe3yNbTaTiB, NOCATHYTHX
YHACJIIZIOK €KCIIEPUMEHTAJILHOTO OL[IHFOBAHHSL.
EdexTuBHICTE pO3pOOIEHNX aTaNTUBHUX METOMIIB

HoTepeIHLOro 00poOIIEHHS OLIHIOBAJIACS 33 JOIIOMOTO0

(Dice Score), xoedimienra XKakkapa (Jaccard Index
a6o loU), BnyunocTi (Precision) 1 4yTIUBOCTI / IOBHOTH
(Recall). 11i mOKa3HWKH [AIOTh TOBHY YSABY TIIpO T€,
HACKUTbKM  J100pe  mpalfoe MOAEAb  CerMeHTaIll,
II0 HATPEHOBAaHa Ha 3HIMKAax IICIAS MONEepPEeIHbOTO
00poOJICHHS 3a JOMOMOIOK IOKPAIEHHX METO/IB
MTOPIBHSHO 3 TPAJAUIIIHHIMH.

Jist mpoBe/ieHHS €KCIEPUMEHTIB Yy Mexax [bOro
JIOCITIJPKEHHST BUKOpHCTOBYBasiacst monens U-Net [13],
0 € OJHIEI0 3 HAWOUIBII NOMYJISIPHUX apXITEKTYp
JUIA 3a7a4 CerMeHTallii 300paxkeHb. Bubip miei mozmemi
3yMOBJIEHHH 11 37aTHICTIO €(QEeKTUBHO 3aXOILTIOBATH
KOHTEKCT Ha PpI3HMX MacmTabax, 10 € 0cOoOJIHBO
BRXIUBUM ISl MEIUYHHAX 300pa)keHb, 1€ HEOOXIITHO
30epiraTy BHCOKY JAETajli3alil0 aHaTOMIYHUX CTPYKTYp.
BaxiMBUM acrieKTOM €KCIIEpUMEHTAIBHOTO HAJIAIITYBaHHS
€ Te, IO BOHO 3alMIICHO HE3MIHHUM MOPIBHSHO
3 momepenHiM JgociiukeHHAM [1], mo0 3abe3mednTH
HAOYHICTH 1 MMOPIBHIOBAHICTB PE3yJIbTaTIB.

VYei

MacmraboBaHi 10 po3mipy 512x512 mikcenis, mo aano

300payKeHHs] Ul CerMeHTamii  Oynu

3Mory 30epertd OajmaHCc MDK  JieTaji3aili€elo  Ta

e(eKTUBHICTIO 00uYHMCIeHb. [ miIBUIIEHHS TOYHOCTI
CerMeHTallli  BUKOPUCTOBYBaBCS  HEpEATPEHOBAHUI
enkoxep timm-resnest!0le [14], mo 3abe3neuye BUCOKY
SKICTh ©KCTPaKiii O3HAaK 3aBASKH CBOIH TJIHOOKIH
apXITeKTypi Ta 3aCTOCYBAHHIO MOIEPEIHHOIO HABUAHHSI
Ha BENMKOMY Habopi 300paxenb. Kpim Ttoro, s
ONTUMI3aIlil HaBYAaHHSI MOJCNi  BHKOPHUCTOBYBABCS
mo €

ONTUMAIILHUM JUIsl 3a0€3IeUYCHHST CTaOUIBPHOTO MPOIECy

¢bikcoBanuii learning rate wHa piai 0.001,
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HaBYAaHHSI, a TakKOX  YNPOBaKyBaJUCSI  METOIU 00’ €KTHBHICTbH 1 HAAIHHICTh BUCHOBKIB, CPOPMYIIEOBAHUX

aprymMenTaiiii 300paxess [15]. y JOCHIDKEHHI, 1 JEMOHCTPYE TMepeBard aaanTHBHHUX

30epexXeHHsT CeKCIIePHUMEHTANFHIX HAaJaITyBaHb MIXOMIB y 3aa4aX MEINIHOI CETMEHTAIIi1.

A0 3MOTY TIOPIBHATH pe3yiabTaTd, MIOCSATHYTI 3 Jaini HaBeneHo Tabu. 1, sika BIITBOPIOE Pe3yJIbTaTH

BUKOPHCTaHHIM aJalTHBHUX METOJIIB IIepenoOpoOIeHHS, 3aCTOCYBaHHS DPO3POOJIEHNX aJanTHBHOI OlraTepanbHOI
CLAHE

3 TPaIUIIIHHUMH METOJaMH TIOTIEPETHHOTO OOPOOICHHS.

3 MOMEpPeJHIMH AOCIIKSHHSIMHU, Ji€¢ BIPOBAKYBAIHCS ¢utpTpanii Ta MOKpaIIeHOro MOPIBHSHO

TpaauMiitHi MeToau mepenoopodmerns [16]. Lle moBoauTh

Tabauust 1. [lopienanenuii ananiz egexmuenocmi a0anmMueHux I MPAaouyitiHux Memooié NonepeoHbLo2o 00pPOoONIeHHs
6 3a0a4ax MeoudHol cecmenmayii

HasBa ¢iibTpa Dice Score IoU Score Precision Recall Loss

Tpaguuiitauii GinaTepanbHUi GUIBTP 0.94493 0.928249 0.995193 0.982434 0.0031
Tpamuuiitanii gpinstp CLAHE 0.926958 0.912003 0.982922 0.995365 0.0036
ApmantuBHUi OinaTepaabHUH QigbTp 0.95992 0.93001 0.99801 0.982678 0.0027
IMokpamennit ¢pinstp CLAHE 0.94812 0.92995 0.99567 0.997898 0.0031
KomOGinoBanuit miaxin (afanTUBHUN OijaTepanbHUMA

insTp + nokpamenii CLAHE-(inp) 0.9603 0.94501 0.9991 0.985397 0.0026
Be3 dinbrpa 0.912757 0.90474 0.985562 0.98341 0.0037

AHai3 pe3yJbTaTiB, IOIaHUX y Tabn. 1, meMoHCTpye TaKOXX JaJ0 3MOry JOCITTH BHCOKHX 3HA4YeHb

3HAYHWIA BIUIMB aJalNTHBHUX METOMIB MOMEPEIHBOIO
00poOIIeHHs Ha TiABHUINCHHS ¢(QEKTHBHOCTI CETMEHTAIIil
MEIUYHUX  300pa)KeHb.

30kpemMa,  BUKOPUCTAHHSA

aJanTUBHOTO OimarepambHOrO (QUIBTpa 3a0€3MednIo
HaWBHII 3HAYEHHS MMOKa3HUKIB Dice Score ta IoU Score,
nocsrarount 0.95992 ta 0.93001 BigmosinHo. Lli pesynbratn
CYTTEBO IMEPEBHUIIYIOTh IOKA3HUKH, JOOYTI BHACHIIOK
YIPOBA/DKCHHS. TPAJULIHHUX METOJIB IONEPEAHBOTO
00pOOIICHHS,
dimpTp i
Tpaguuiiinoro OinarepansHoro ¢ineTpa Dice Score
cranoBuB 0.94493, a loU Score — 0.928249. Ananorigao
tpaguuiitnuit CLAHE-¢inetp nemoncrpyBas Dice Score
Ha piBHI 0.926958 Ta loU Score 0.912003.

AnanTUBHUK MIAXIA 10 MONEPEIHBOr0 0OPOOICHHS

TaKUX SK KIAQCUYHUI OlnarepanbHuid

tpamumiianit  CLAHE. Hampuknmax, mis

MIOKa3aB 3HAYHO Kpamli pe3yslbTaTH 3a ITOKa3HHKaMH
Precision i Recall, o Bka3zye Ha e(eKTHBHIllIE YCYHESHHSI
IIyMy 32 YMOBHU 30€peXEHHS KPUTHIHO BaXKIIMBUX JieTaseit
300pakeHHsA. 30Kpema, Precision i adalTAUBHOTO
Gimarepanshoro Qinsrpa craHoBuB 0.99801, mo Bkazye
Ha MiHIMaJbHY KUIBKICTh XUOHOIIO3UTHBHHX CIHPAIFOBaHb,
a Recall 3amummBess Ha BHcokoMmy piBHI — 0.982678,
IO JAEMOHCTPYE 3JaTHICTh METO/AY 3aXOIUIIOBATH BCi
Ba)KJIMBI CTPYKTYpPHU Ha 300paskeHHI.

BaknMBo 3a3Ha4MTH, 1110 BUKOPUCTAHHSI TTOKPAIIEHOTO
CLAHE-¢inptpa TakoX IpOJEMOHCTPYBalIO 3Ha4HI
MOKPAIIICHHS, SKIIO MOPIBHIOBATH TPAMUIIHI ITiIXOIH.
HoOyti 3naueHHs Dice Score 0.94812 ta IloU Score
0.92995 miaTBEpMKYIOTh €(PEKTUBHICTH LOTO METOMY
B TOKpAILIEHHI KOHTPACTHOCTI Ta 30€pEeKEHHI CTPYKTYD

300pakeHHs1. 3acrtocyBanHs nokpanieHoro CLAHE-¢insTpa

Precision (0.99567) ta Recall (0.997898), mo CBiTYUTH
mpo Horo 34aTHICTH €(EeKTHUBHO IMiABHINYBATH SKICTh
CerMEeHTallil B KpUTUYHUX JUITHKaX 300paKeHHsI.
OCo0NMBO BaXJIUBUMH € PE3YJIbTaTH, MOCATHYTI
MiAXO0MTY,
mo rmnepexbadae ananTUBHUK OlnarepanbHUN  QigbTp

il Yac BHKOPHCTAaHHS KOMOIHOBaHOI'O
i nokpatiennii CLAHE-¢inptp. Ie#t migxix nas 3mory
JIOCATTY MaKCHMaNbHUX 3HaueHb Dice Score Tta loU Score
cepen ycix mocmimkeHux meroaiB — 0.9603 ta 0.94501
BignoBinHo. Kpim Toro, Precision y ibOMy pa3i CTAaHOBUB
0.9991, a Recall — 0985397, mo € HaWKpaIIUMHU
pe3yJbTaTaMy cepell ycix omnmcanux merofiB. Lle Bkasye
Ha Te, IO KOMOIHOBaHWM MiaXim He JjwMile 30epirae
KPUTHYHI ZieTalli 300pakeHHs], aje i MiHIMi3ye KUIbKICTh

XUOHOIO3UTUBHMX 1 XHOHOHETaTUBHUX CITpalffOBaHb.

HaBnaku, BiacytHicts  ¢inpTpamii  mpusBena
IO  3HAYHOTO  TOTIPIICHHS  SKOCTI  CerMeHTaIlii,
0 BHUSBWIOCS B  HAaWHWKYMX 3HAYCHHSIX  yCIX

MOKa3HUKIB, 30kpema Dice Score 0.912757 ta loU Score
0.90474. Bucoke (0.0037) Takox
CBIIYMTH MPO HECTAOUIBHICTH CErMEeHTAllil 32 BiJICYyTHOCTI

3HaueHHs Loss

roriepeIHpoi  PinbTparii, Mo MiATBEPAXKYE BaXKIUBICTH

3aCTOCYBaHHS  MOMNEPEAHBOTO  OOpOOJIEHHS s
TTiIBUIIEHHS SIKOCT1 PE3yJIbTATIB.

OTxe, TOCHIKEHHS JOBEJIO, 110 aJalTUBHI METOIN
MOMEePETHBOT0  OOpOOJICHHS, OCOONMBO Y IOETHAHHI,
€ OuTbII e(h)EKTUBHUMH IS 33139 MEAMYHOI CerMeHTaIlil
300pakeHb TOPIBHSAHO 3 TPATUIIMHAMH ITiIX0JaMU
abo BixcyrtHicTio ¢unbTpauii. KomOGiHoBanuit migXxi,
mo mnepexbavae ajanTUBHUK OlnarepanbHUN  QiABTP

i nokpamennit CLAHE-¢inbTp, nponemMoHCTpyBaB HalBHILI
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MOKA3HUKH SAKOCTi, MO0 pOOWUTh WOTO ONTHUMAIBHUM

BUOOpPOM [UIs 3aCTOCYBaHHS B MEIWYHIA raysi,

JIe TOYHICTP 1 HANIWHICTD € KPUTHYHO BaXKITUBUMH.

BucHoBkH

3ampornoHoBaHi B [bOMY JOCTIDKEHHI METOAM
AIANITHBHOTO  IMONEPEIHBOr0  OOpOOJICHHS MEIUYHHX
300pakeHb, 30KpeMa TOKpallleHuid OlnarepanbHuii (iLIbTp
i mogudixoBannit CLAHE, nponeMoHCTpyBaim 3HauHE
cerMeHTauii  300paxxeHb

MIABUICHHS ¢(QEKTHBHOCTI

HA TIAHOPAMHHUX CTOMATOJOTIYHUX PEHTIECHIBCHKUX
3HiMKax. KoMOiHOBaHE BIPOBAPKEHHS IIMX METO/IIB
JIANI0 3MOTY JIOCSATTH HAMBHIIMX MOKA3HUKIB 32 TAKHUMHU
Kputepismu, sk koedimient J[aiica (Dice Score),
koedimient Kakkapa (loU Score), Bmyanicts (Precision)
i uymmuBicte / moBHoTa (Recall). lle cBimunts mpO
3aTHICTh aNaNTHBHUX METOAIB He Jjmmie 30epiratu
BOXJIMBI jgeraymi 300pakeHHs, ane W  e(eKTHBHO
3MEHILYBATH IIYM, II0 € KPUTHYHO BOKJIUBUM Y 33]a4ax
CEerMeHTallll, € TOYHICTL BH3HAUEHHS MEXK 00 €KTIiB
0e3nocepeHbO BIUTUBAE HA SKICTh AiarHOCTHKH.
JocmipKeHH s TI0Ka3aio, 10 JMHAMIYHE HaJIaIITyBaHHS
mapaMeTpiB TOMEPEIHHOTO OOpOOIEHHS Ha OCHOBI
JIOKaIBHUX O0COONMBOCTEH 300pa’KeHHS! € KIIOUYOBUM

(hakTOpOM IS TOCSTHEHHS BUCOKOI TOYHOCTI B 3aCTOCYBaHHI

B MEIUIHMHI. Y pasi, KOJN MEAUYHI 300paKeHHS MOXYTh
3HAYHO BIAPI3HATHUCS 3a SIKICTIO Ta XapaKTePUCTHKaMH
yepe3 pi3HI yMOBH OTPHUMAaHHS, AaNalTHBHI METOJH,
¢buteTp
ORI

Taki SK 3alNpONIOHOBAaHWH  OinaTepalbHUNA

CLAHE,

YHIBEpPCAILHUMHU Ta e(EKTHBHUMH, SKIIO MOPIBHIOBATH

Ta  MOKpaIleHui BUSBIIIOTHCS
3 TPaTUIIIIHHAMH ITiXO0IaMHU.

JocsarHyTi  pesynbrath  MiATBEPIUKYIOTH, IO
aJalTUBHI METOAU TOMEePEIHBOr0 OOPOOIEHHS 3HAYHO
MOKPAIyIOTh ~ AKICTh ~ CErMEHTAIlii B  MCAMYHHUX
300pakeHHAX, M0 MiJBUIIYE TOYHICTh IiarHOCTHKHU
Ta 3HIKYE PHU3UK IMOMIJIOK. 3Ba)KAIOUW Ha KPUTHYHE
3HAYEHHS TaKUX 300paXKeHb Ui MEIUYHUX PillleHb,
3alpOINOHOBAHI ~ METOAUM  MOXYTh MaTH  Ba)KJIUBE
3Ha4YeHHS [UIS CTBOPEHHS OUIBII HAIIHUX CHCTEM
ABTOMATH30BaHOI MIATPUMKH MPUAHATTS PIllICHb.

OTxe, METO/IIB

BIIPOBAIPKECHHA aTallITUBHUX

MOMEePEeIHBOT0  OOpOOJIGHHS B TIPOIIECH  aHAI3Y
MEIMYHUX 300paKeHb € TEePCIEeKTHBHUM HAMPsSMOM,
10 3[aTHE CYTTEBO IMiJBUIIUTH €(PEKTHBHICTD i TOYHICTh
MEIWYHOi  Bi3yaumizamii. Tlomanpmii  HOCIIIKEHHS
B OKpECIIEHOMY HampsiMi MOXYTh OYTH CHpsSMOBaHi
Ha ONTHMI3alii0 MapaMeTpiB IMX METOMIB UL Pi3HUX
TUIIB MEIUYHUX 300paXKCHb Ta IHTETPAIlil0 3 IHIIUMHU
ITOPUTMAMH  KOMIT IOTEPHOTO 30py Uil  CTBOPEHHS

KOMITJIEKCHUX PillIeHb Y MEJMYHIN 1iarHOCTHII.
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ADAPTIVE PRE-PROCESSING METHODS
FOR INCREASING THE ACCURACY OF SEGMENTATION
OF DENTAL X-RAY IMAGES

The subject of research in the article is the effectiveness of adaptive methods of preprocessing of medical images,
in particular adaptive bilateral filter and modified CLAHE, in the tasks of segmentation of dental X-ray images. These methods
make it possible to preserve important image details and effectively reduce noise, even in cases of high variability of images
coming from different sources. The goal of the work is to study the impact of adaptive preprocessing methods on increasing
the accuracy of segmentation of medical images and to determine the optimal combination of methods that provide the
best results in segmentation tasks. The article addresses the following tasks: experimental comparison of adaptive
preprocessing methods with traditional approaches, evaluation of segmentation efficiency using metrics such as Dice Score,
Jacquard Coefficient (IoU Score), Precision and Sensitivity/Completeness (Recall)), as well as analysis of the effect of pre-processing
on the quality of segmentation. The following methods are used: mathematical modeling, neural network training based
on the U-Net model with a pre-trained timm-resnestlOle encoder, image scaling to 512x512 pixels, training with a fixed
learning rate of 0.001. The following results were obtained: the combined use of the adaptive bilateral filter and the modified CLAHE
provided the highest segmentation quality indicators (Dice Score 0.9603 and Jacquard Coefficient (IoU Score) 0.94501),
surpassing traditional methods. This proves the advantage of adaptive approaches in preserving the contours of objects
and reducing noise. Conclusions: the application of adaptive preprocessing methods significantly improves the accuracy
of segmentation of medical images. The combined approach including the adaptive bilateral filter and the modified CLAHE
is the most effective for medical imaging tasks, which increases the accuracy of diagnosis and the reliability of automated
decision support systems.

Keywords: artificial intelligence; deep learning; image segmentation; panoramic x-rays of teeth; preliminary processing;
CLAHE,; bilateral filter.
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ARCHITECTURE OF AN AUTOMATED PROGRAM COMPLEX BASED
ON A MULTIPLE KERNEL SVM CLASSIFIER
FOR ANALYZING MALICIOUS EXECUTABLE FILES

Subject matter. This article presents the development and architecture of an automated program complex designed to identify
and analyze malicious executable files using a classifier based on a multiple kernel support vector machine (SVM). Goal. The aim of
the work is to create an automated system that enhances the accuracy and efficiency of malware detection by combining static
and dynamic analysis into a single framework capable of processing large volumes of data with optimal time expenditure.
Tasks. To achieve this goal, tasks were carried out that included developing a program complex that automates the collection of static
and dynamic data from executable files using tools like IDA Pro, IDAPython, and Drakvuf; integrating a multiple kernel SVM
classifier to analyze the collected heterogeneous data; validating the system's effectiveness based on a substantial dataset
containing 1,389 executable samples; and demonstrating the system's scalability and practical applicability in real-world conditions.
Methods. The methods involved a hybrid approach that combines static analysis — extracting byte code, disassembled instructions,
and control flow graphs using IDA Pro and IDAPython — with dynamic analysis, which entails monitoring real-time behavior using
Drakvuf. The multiple kernel SVM classifier integrates different data representations using various kernels, allowing for both linear
and nonlinear relationships to be considered in the classification process. Results. The results of the study show that the system
achieves a high level of accuracy and completeness, as evidenced by key performance metrics such as an F-score of 0.93 and ROC
AUC and PR AUC values. The automated program complex reduces the analysis time of a single file from an average of 11 minutes
to approximately 5 minutes, effectively doubling the throughput compared to previous methods. This significant reduction
in processing time is critically important for deployment in environments where rapid and accurate malware detection is
necessary. Furthermore, the system's scalability allows for efficient processing of large data volumes, making it suitable
for real-world applications. Conclusions. In conclusion, the automated program complex developed in this study demonstrates
significant improvements in the accuracy and efficiency of malware detection. By integrating multiple kernel SVM classification
with static and dynamic analysis, the system shows potential for real-time malware detection and analysis. Its scalability and
practical applicability indicate that it could become an important tool in combating modern cyber threats, providing
organizations with an effective means to enhance their cybersecurity.

Keywords: cybersecurity; malware detection; automated program complex; static analysis; dynamic analysis; drakvuf;
IDA Pro; multiple kernel.

Introduction

Cyber threats have become increasingly
sophisticated, presenting significant challenges to global
security. Modern malware uses advanced techniques like
code obfuscation, polymorphism, and zero-day exploits
to bypass traditional security measures. This escalation
necessitates the development of more robust detection
systems capable of identifying threats in real time.
Traditional antivirus programs, relying on signature-
based detection, are inadequate against novel and rapidly
changing malware variants. There is an urgent need
for automated systems that can effectively analyze
executable files without prior knowledge of specific
threats, processing large volumes of data efficiently.
Integrating machine learning into malware detection

shows promise in enhancing accuracy and speed.

By combining static and dynamic analysis methods,
comprehensive features can be extracted from executable
files, enabling the detection of sophisticated malware that
traditional methods might miss. However, challenges
remain in optimizing these systems for performance and
scalability, especially when dealing with the vast and
diverse nature of modern malware.

Analysis of publications and problem statement

Study [1] focuses on the use of deep learning for the
static analysis of complete executable files. It presents
a method that automates feature extraction without the
need for manual definition, allowing the system to ingest
.exe files and classify them as malicious or benign.
This approach employs convolutional neural networks
to effectively detect complex patterns and anomalies
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in binary data indicating maliciousness. However,
limitations arise due to the large volumes of data required
for training and vulnerability to adversarial attacks.
Additionally, the significant computational resources
needed restrict its practical deployment.

Another study [2] explores the application of
dynamic analysis for automating the feature extraction
process, relying on the behavioral characteristics of
malware. It utilizes techniques that detect malicious
actions based on observations of program execution,
providing a deeper level of analysis. Despite its

effectiveness, this approach demands substantial
computational resources and time, rendering it inefficient
for real-time applications where prompt detection
is essential.

Recent research [3] introduces a novel approach to
malware detection using graph-based features. It employs
graphlet frequency distribution as feature vectors for
classifying malware, demonstrating improved accuracy
study [4] has

explored feature selection and learning techniques for

over traditional methods. Similarly,
graphlet kernels, further advancing malware analysis
through machine learning. These methods highlight the
potential of graph-based representations in capturing
complex structural patterns within malware code.

Furthermore, research [5] investigates the
performance overhead of virtual machine introspection
using Drakvuf for malware analysis. This study
underscores the potential of virtual machine introspection
in providing detailed behavioral insights while
minimizing system performance degradation. Another
work [6] contributes by employing graphlet analysis on
complex data, which can be adapted to analyze
intricate malware behaviors, offering deeper insights
into malware dynamics.

Based on these challenges, the goal of this work is
to develop an automated program complex that integrates
static and dynamic analysis into a single system using
a multiple kernel SVM classifier, thereby enhancing
the accuracy and efficiency of malware detection.
By creating an automated system capable of analyzing
large volumes of data with optimal time expenditure, the
proposed solution aims to address the limitations of
previous methods. Based on our previous works [7, 8, 9,
10] that theoretically and practically substantiated the use
of an SVM classifier, a program complex was developed

that integrates the described approaches and algorithms.

Architecture of the program complex

The program complex developed in this work
employs a multiple kernel SVM classifier structure,
ensuring an effective combination of static and dynamic
analysis of executable files. The program complex
consists of three interconnected modules that provide
data collection, processing, and analysis, forming the
necessary foundation for effective malware detection.
Each of these modules has its unique parameters
set, directly influencing the final decision of the
SVM
an executable file [11].

classifier regarding the maliciousness of

The Information Extraction Module consists
of four submodules, each focused on a specific type of
executable file representation:

1. Binary: This submodule uses IDA Pro and
IDAPython to extract byte code from executable files,
allowing for low-level information retrieval about the
file's structure. [12, 13]

2. Disassembly instructions: Utilizing IDA Pro and
IDAPython, this
instructions, enabling the analysis of the program's

submodule extracts disassembled
internal commands. [14]

3. CFG (Control Flow Graphs): Also using IDA
Pro and IDAPython, this submodule creates control flow
graphs that depict the possible execution paths of the
program and its structural connections. [15]

4. Dynamic: The use of Drakvuf for dynamic
analysis allows tracking the program's execution in
real-time, providing behavioral features essential for
identifying malicious actions. [16, 17]

The Information Processing Module analyzes and
transforms the data obtained from the first module,
preparing it for classification. This module optimizes the
data for further analysis, ensuring its standardization
and normalization, which are necessary for accurate
machine learning.

The Multiple Kernel SVM Classifier Module
classifies executable files as malicious or benign.
The integration of features from different sources
and their analysis using various SVM kernels ensures
high accuracy in malware detection, considering
both static and dynamic aspects of the analysis.
The architecture of the multiple kernel SVM classifier
program complex can be seen in Figure 1. Experiments
were conducted on a personal computer with the
following  specifications: Windows 10 operating

system, Intel Core i5-7600 processor, 8 GB of RAM.




Cyuacnuii cman HAYKOBUX 00CNiOH#CeHb ma mexHonoziu 6 npomuciosocmi. 2024. Ne3 (29)

ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

The dynamic analysis was performed in a Linux
(Ubuntu 22.04) virtual machine environment with

Fig. 1. Architecture of the program complex

Dataset

To wvalidate and train the proposed architecture
of the program complex, an own dataset was collected
from public sources. Forming the dataset is a fundamental
step in creating a machine learning model [18, 19].
For this study, a dataset comprising 1,389 executable
files was assembled. This set was divided into training

Windows 7 operating system, allocated 4 GB of
RAM and two processor cores.

and testing samples. The training sample includes
889 files, with 437 benign and 452 malicious files.
The testing set includes 500 files, with 250 benign
and 250 malicious files. The ratio of malicious to benign
files is approximately 50/50 to achieve more balanced
accuracy results for the model. Figure 2 and Figure 3
shows the distribution charts of files by type for
each sample.

Fig. 2. Infographic of the distribution of malicious files by type in the training set
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Fig. 3. Infographic of the distribution of malicious files by type in the test set

The malicious files were collected from various

sites:  "virusshare.com", "malicia-project.com", and
"thezoo.morirt.com". The benign files were taken from
the installation folders of legitimate software applications
across different categories. Additionally, files were
sourced from the website "exefiles.com". The "VirusShare"
category represents a collection of malicious files of
unknown origin, downloaded from the "virusshare.com"
resource. The assembled dataset was used for training and
testing the program complex, allowing its effectiveness
and accuracy to be verified under conditions close

to real-world scenarios.

Information extraction module

Automation of static analysis data collection

The automation of the static analysis process in our
program complex is a crucial component that allows for
the rapid processing of large volumes of executable files.
This process is based on using IDA Pro with integrated
scripting in IDAPython, which implements a complete
analysis cycle for three different representations of an
executable file: bytecode, disassembled instructions, and
control flow graphs. The static analysis process starts
with the launch of the main script "main_static.py",
which automatically processes a set of executable files.
For each file, the script runs IDA Pro via the command
line and applies the "IDAPython_static.py" script, which
performs several key tasks:

— Bytecode extraction: The script extracts all the
bytecode from the executable file. This code, which is the
fundamental representation of the program at the lowest
level, provides critical information for further analysis of
malicious patterns.

— Disassembled instructions extraction: Using the
IDA Pro disassembler, the script transforms the bytecode
into disassembled instructions, allowing an understanding
of the program's logic and potentially malicious actions.

— Control flow Graph (CFG) generation: The script
constructs control flow graphs representing all possible
execution paths of the program. These graphs are
essential for identifying complex behavioural patterns
and dependencies between different code blocks.

All collected information from each executable file
is stored as text files, enabling convenient archiving and
data analysis during subsequent processing. The recorded
data includes raw byte data, disassembled code, and
control flow graphs as adjacency matrices. Examples
of these text files can be seen in Figure 4. The required
time to process one executable file ranges from 4
to 18 seconds, depending on the file itself.

Automation of dynamic analysis data collection

The dynamic analysis process starts with the
execution of a control script that orchestrates a sequence
of actions to run each executable file in a virtual
environment. The system utilizes the Drakvuf tool to
monitor system calls, interactions with the file system,
registry, network requests, and other critical program
behaviour parameters [20]. The control script coordinates
the process, ensuring each file runs in isolation, and no
processes can affect the host machine or other virtual
machines. The analysis of an executable file lasts
120 seconds, during which the running program has time
to exhibit its properties. After the execution, Drakvuf
logs all relevant events triggered by the executable file
and saves this information in text files for further
analysis. It should be noted that preparation for analysis
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and process completion requires additional time. Before
running each executable file, it is necessary to prepare the
environment: start the virtual machine and create its
snapshot. A snapshot is a state capture of the virtual
machine at a certain point in time, allowing it to be
quickly restored to this state after the analysis. This is
particularly important when working with malicious
programs, as it ensures that each file runs in the same

Fig. 4. Fragments of text files of static data types

Information processing module

The information processing module takes a set of
text files for each of the four data representations
as input. The module's goal is to transform the text files
into a format suitable for machine learning, particularly
for the SVM classifier. The output consists of five final
matrices for each data representation: Binary,
Instructions, System calls, CFG, File Info.

The data processing process begins with the
automated parsing of text files by running a Python script
that uses regular expressions to parse information from

the text files and store it in NumPy arrays. This makes it

state, and any system changes caused by the malicious
program do not affect subsequent tests. After analyzing
the executable file, the virtual machine is destroyed.
Overall, starting the virtual machine, creating the
snapshot, and deleting the environment after the analysis
adds extra time, resulting in a total processing time of
one file of 280 seconds. The dynamic analysis system is

described in detail in our previous work [8].

easier to manipulate the data in subsequent processing
stages. The resulting arrays store sequences of certain
elements such as bytes — [4A, 5D, 00, 6G, ..., FF],
disassembled instructions — [mov, push, call, ..., jm],
or system calls — [NtOpenKeyEx, NtDelayExecution,
NtTraceEvent].
The next step is to create adjacency matrices that account

NtAlpcQueryInformationMessage, ...,

for interactions between sequential elements. However,
first, it is necessary to determine the feature set for each
data representation, as the adjacency matrices are built
based on this feature set. For the binary representation,
the feature set includes all existing bytes, so the
adjacency matrix's 256x256.

dimensionality equals
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For the other two representations, all corresponding
NumPy arrays must be analyzed and the number of
unique elements: disassembled instructions or system
calls, must be counted. It was found that our set of
executable files includes 322 wunique disassembled
instructions and 241 unique system call names. These
unique elements form the basis of the corresponding
adjacency matrices, from which transition matrices are
then built, where each cell stores the probability of
transitioning from one byte, instruction, or system call to
another. Each transition matrix is then converted into
a vector representing a separate row in the final matrix of
a specific data representation. This vectorization process
reduces the data complexity to a format that can be
effectively used for machine learning. The final matrix's
dimensionality, which is input to the SVM classifier,
can be calculated using the following formula: the
number of files * (the number of unique elements)”2.

To process text files with control flow graphs, the
graphlet kernel method is used. The graphlet kernel
analyzes a graph through its local structures - graphlets,
which are subgraphs with a certain number of vertices.
We wuse four-vertex graphlets, such as 4-clique,
4-chordalcycle, 4-tailedtriangle, 4-cycle, 3-star, 4-path.
For each executable file, the number of occurrences
and this data

is transformed into a feature set representing the

of each graphlet type is counted,
percentage ratio of each graphlet type in the graphs
of all executable file functions.

Based on the already processed data, another
representation of the executable file is built — File info.
Seven key metadata are used, which help gather
a broader spectrum of information about the executable
file and its potential malicious activity. This metadata
includes: file entropy, which indicates the randomness
level of the data; file packing to detect code obfuscation;
file size; the number of vertices and edges in the control
flow graph; and the number of static and dynamic
instructions. The data processing for the five data
representation types is described in detail in our
previous work [10].

Multiple kernel SVM classifier module

The foundation of the software complex for
analyzing malicious executable files is a multiple kernel
SVM classifier capable of integrating various types of
data into a single model. These representations include
binary code, disassembled instructions, control flow

graph information, dynamic analysis of system calls,
and file metadata. Combining this data into a single
integrated machine-learning model allows the classifier
to consider the diverse aspects and features of each data
type during training, significantly improving the accuracy
of detecting malicious files. One of the key aspects
of the multiple kernel SVM classifier is its ability
to combine different types of kernels, allowing the
use of both linear and nonlinear relationships between
the data. We use Gaussian and polynomial kernels.
The multiple kernel SVM classifier module is divided
into two submodules. The first submodule handles
training the classifier, using the available data to learn
and improve the model before applying it in real-world
conditions. The input to the submodule consists
its data
these matrices are

of five matrices, each corresponding to
representation. During training,
combined using kernels, allowing the model to account
for various dependencies between the data.This approach
ensures high accuracy in classifying malicious programs
and the samples.

For retraining the classifier in case of new samples,

model's adaptability to new
an incremental learning approach is used, where new
data is added to the existing training dataset, and the
model is retrained to account for these new samples.
The second submodule classifies new samples using the
already trained model. The process of the multiple kernel
SVM classifier is detailed in our previous work [10].

Results

This section compares the results of the new model
developed in this study (New model) and the old model
presented in our previous work [10]. The Old model
was trained on the dataset used in the previous work,
which included 180 executable files, but testing was
carried out on the new test set used in this study.
The New model described in this work was trained on
a set of 889 files and was also tested on the same test
set of 500 executable files

Metrics such as F-score, Precision, Recall,
ROC AUC, and PR AUC are used to reflect the models'
ability to distinguish between malicious and benign
files. Additionally, the throughput of each system is
compared, providing insight into efficiency and speed.
The metrics results can be seen in Table 1. The training
in the new model increased

dataset significantly

compared to the previous work, likely impacting

the overall accuracy improvement. The F-score,
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Precision, and Recall metrics not only improved but

also became more balanced, indicating the new
model's ability to effectively recognize both classes
(malicious and benign files). The previous model
was more prone to identifying malicious files. In this
study, the method of distributing types of malicious
files for the test and training sets was changed.
The test set includes a significant number of 'undefined'
malicious files that are not classified into specific
families. This gives the model a more balanced and
generalized ability to recognize both malicious and
benign files, making it more realistic and better at

adapting to unknown threats.

In the previous work, the dynamic analysis with
Drakvuf Sandbox required manually running each
executable file and manually saving the results, taking
about eight minutes per file. In the static analysis, files
were manually opened in IDA Pro, and text files were
saved, taking about three minutes per file. The new
program complex with a multiple kernel SVM classifier
automated the data collection processes. Dynamic
analysis based on Drakvuf now takes 280 seconds per
file, and static analysis with IDA Pro processes each
file in 4-18 seconds. Automation made the system's
throughput two times faster, making it more efficient

in detecting cyber threats.

Table 1. Experiment results. The throughput metric represents the minutes required to extract information from

one executable file

F-score Precision Recall
roc_auc pr_auc throughput
0 1 0 1 0 1
Old model 0.8667 0.8732 0.8903 0.8517 0.8443 0.8961 0.9521 0.9542 11
New model 0.9327 0.9351 0.9502 0.9189 0.9160 0.9520 0.9716 0.9723 5
Conclusion real-world application conditions. In cases where a high

In this study, an automated program complex based
on a multiple kernel SVM classifier was developed for
analyzing malicious executable files. One of the key
results is the notable increase in the system's throughput,
specifically the reduction in the time required to analyze
each file. Compared to the previous system, where
processing each file took an average of 11 minutes, the
automated program complex now requires only about
5 minutes per file. This improvement allows for the
analysis to be over two times faster, optimizing time and
resource utilization. Thanks to the improved data
processing speed, our complex can be useful in various
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APXITEKTYPA ABTOMATHU30BAHOI'O TIPOT'PAMHOI'O KOMIIVIEKCY
HA OCHOBI BATATOAJAEPHOI'O SVM-KJTACU®IKATOPA
JIJISA AHAJI3Y HKIIJIUBUX BUKOHYBAHUX ®AWJIIB

TemaTuka gocaigKeHHs. Y CTaTTi 3alpOIIOHOBAHO PO3POOJICHHS Ta apXiTEKTYpy aBTOMATH30BAHOTO IPOTPAMHOI0 KOMILIEKCY,
MPU3HAYEHOTO Ul iMeHTU(QIKamii Ta aHami3y NIKiAJIMBHX BHKOHYBaHUX (ailmiB 3a JOMOMOroK Kiacudikatopa Ha OCHOBI
6araTosIepHOr0 HAaBYAHHS MAIIMHH ONOPHUX BeKTOpiB (SVM). MeTa — CTBOPEHHS aBTOMATH30BaHOI CHUCTEMH, IO IiJBHUIIYE
TOYHICTh | e()eKTHBHICTD BHSBICHHS LIKiJJIMBOTO MPOrPaMHOr0 3a0e3MEedeHHs 3aBISKH IO€JHAHHIO CTATMYHOTO H JAMHAMIYHOTO
aHai3y B €IUHY CTPYKTYpY, 34aTHY OOpOONSTH 3HauHI oOCATH JaHHX 3 ONTUMAJbHUMH BHTpAaTaMH dYacy. 3aBJAaHHSl CTATTi.
J171s HoCATHEHHS OKpeCIeHOi METH pO3pOOJICHO MPOTrpaMHHUK KOMITIIEKC, 10 aBTOMATU3Y€ 30ip CTATUYHUX 1 TUHAMIYHUX BiJOMOCTEH
i3 BHKOHYBaHHMX (aillliB 3a JOIOMOIOI TaKHX IHCTPYMEHTiB, sk [DA Pro, IDAPython i Drakvuf, 3acTocoBaHO iHTerpamito
OararosimepHoro knacudikatopa SVM mis aHanmizy 3i0paHHX PI3HOPIZHMX TaHWX; BHKOHAHO Baigallif0 e€(EKTHBHOCTI CHCTEMH
Ha OCHOBI 3HA4YHOTO JaraceTy, IO MicTuTh | 389 BHKOHYBaHHMX 3pa3KiB; HNPOAEMOHCTPOBAHO MaclITaOOBAHICTh 1 NMPAKTHYHY
3aCTOCOBHICTE CHCTEMH B pealbHHX yMoBax. Mertoam nepenbadand TiOpHIHMI MiAXil, IO TOEAHYE CTaTUYHHMN aHami3 —
BUTAT OalT-KOIy, AnM3aceMONbOBAaHMX IHCTPYKIIH Ta TpadiB MOTOKY KepyBaHHS 3a poromoror IDA Pro ta IDAPython —
3 ITUHAMIYHUM aHANi30M, SKH{ MOJSIraB y MOHITOPHHTY TOBEAIHKM B peaJbHOMY 4aci 3a momomororo Drakvuf. baratospepHuit
knacudikatop SVM iHTerpye pi3HI TNONAHHA JaHWX, BUKOPHCTOBYIOUH pIi3HI sApa, OO0 Aa€ 3MOTy OpaTh OO YBaru sk
TMiHIMHI, TaKk 1 HeNmiHIHI B3a€MO3B’SM3KHM B Tpoleci kiaacudikamii. Pe3yabraTm AoCHiIsKeHHS TPOIEMOHCTPYBAIH,
IO CHCTEMa J0CATa€ BUCOKOTO PiBHA TOYHOCTI Ta MMOBHOTH, IPO IO CBigYaTh KIOYOBI METPUKU eeKTUBHOCTI, 30kpeMa F-mipa 0,93
ta 3HaueHHI ROC AUC i PR AUC. ABTOMaTH30BaHMH MpPOTrpaMHHH KOMIUIEKC 3MEHIIy€ dYac aHajiizy ojaHoro (aitry
3 cepemHix 11 XB 10 npuOMM3HO 5 XB, MmO (aKTUYHO IIOJBOIOE MPOIYCKHY 3AaTHICTh IIOPIBHSAHO 3 HOMNEPeAHIMU
Metonamu. Lle 3HayHE CKOpOUEHHsS 4acy OOpOOJICHHS € KPUTUYHO BaXKIMBUM JUIs BIPOBA/DKCHHS B CEPEJOBHINAX, A€ HEOOXiqHe
MIBUJIKE M TOYHE BHSBICHHS LIKI/UIMBOTO IIporpaMHOro 3abesnedeHHs. KpiM Toro, MacmrabOBaHICTh CHCTEMH Ja€ 3MOTY
e(eKTUBHO 0OpOOJIATH 3HAYHI OOCSTH JaHMX, IO pOOWTH 1i MPHUAATHOIO IUIS pealbHOrO 3acTOoCyBaHHS. BmcHoBKkH. Po3pobneHwmit
y Mexax IIbOro JOCIHI/UKEHHS aBTOMATH30BaHMH NPOrpaMHHIl KOMIUIEKC JEMOHCTPYE 3HAyHi MONINIIEHHS MO0 TOYHOCTI
Ta e(h)eKTUBHOCTI BHSBJICHHS IIKIJUIMBOTO ITPOrpaMHOTro 3abe3nedeHHs. [nTerpytoun GararosaepHy knacudikanito SVM 3i craTHIHIM
i IMHAMiYHMM aHANi30M, CHCTEMa BMSBJIAE MOTEHIiaN JUlA aHanisy wmkigmusoro I13 B peambHux ymoBax. Ii MaciraGosaHicTh
Ta MPaKTHYHA 3aCTOCOBHICTH CBif4aTh MPO T€, IO CHCTEMa MOXKE CTaTH BKIMBUM IHCTPYMEHTOM y OOpoThOi i3 cydacHHMH
Kibep3arpozamMu, HaJarouu OpraHi3allisiM eeKTUBHUIA 3aci0 A MiABUIIEHHS iX KibepOe3neku.

KurouoBi cioBa: xibepOe3neka; BHSBICHHS IIKIIJIMBHX IPOrpaM; aBTOMATH30BAaHWK HPOTPAMHHN KOMIUIEKC; CTaTHYHHA

aHami3; fuHaMiyHui aHani3; Drakvuf; IDA Pro; GaraTosiiepHe HaBYaHHS.
bibnioepaghiuni onucu / Bibliographic descriptions

Hadier A. E., PomionoB A. M. ApxiTekTypa aBTOMaTH30BAaHOTO INPOTPAMHOTO KOMIUIEKCY Ha OCHOBI 0ararosiepHOro
SVM-knacudikaTtopa Uil aHANi3y MIKIJUIMBHX BUKOHyBaHUX QaimiB. Cywachuil cman HAYKOGUX — 00CHIONCeHb — ma
mexnonoeitl 8 npomucnosocmi. 2024. Ne 3 (29). C. 39-47. DOI: https://doi.org/10.30837/2522-9818.2024.29.039

Nafiiev, A., Rodionov, A. (2024), "Architecture of an automated program complex based on a multiple kernel svm classifier for

analyzing malicious executable files", Innovative Technologies and Scientific Solutions for Industries, No. 3 (29), P. 39-47. DOIL:
https://doi.org/10.30837/2522-9818.2024.29.039



https://doi.org/10.30837/2522-9818.2024.29.039
https://doi.org/10.30837/2522-9818.2024.29.039

ISSN 2522-9818 (print)
ISSN 2524-2296 (online) Innovative technologies and scientific solutions for industries. 2024. No. 3 (29)

YK 621.317.082.5 DOI: https://doi.org/10.30837/2522-9818.2024.3.048

I. HEBJIIOZI0B, M. CTAPOYBLEB, I'. MAKAPEHKO, M. BUIOYCOB, C. IITUBAHOB, FO. PAMAII

PO3POBJIEHHS MOJIEJI ITPOLIECY PO3BUTKY BUPOBHUUNX JE®EKTIB
Y 3ACOBAX ABTOMATHU3AIIII

VYV cucremMax aBTOMAaTH30BAaHOTO YNPABIIHHS TEXHOJNOTIYHMMM MPOIECaMH IIMPOKO BHKOPHCTOBYIOTBHCS TEXHIUHI 3acobu
aBTOMaTH3allil (IATYUKH, MEPEeTBOPIOBAYi, MiJCHIIOBAadYl TOIIO), AKI MAlOTh TEeXHIYHI Ae(eKTH, [0 BHHHUKAIOTH MiJ dac iX
BUTOTOBJICHHS, 1 € OJJHIEI0 3 OCHOBHHUX IPHYMH BiIMOB. Y poOOTI BCTAHOBJICHO MOJKJIUBICTh BUKOPHCTAHHS 3aKOHIB HEPiBHOBa)KHOT
TEPMOAMHAMIKH SK OCHOBH IJIsI BU3HAYEHHS 3B’S3Ky MDK KOHTPOJBOBAHMUMH IIapaMeTpaMH TEXHIUYHHX 3aco0iB aBTOMarm3amii
Ta IapaMeTpaMd BiATBOPIOBAHOTO cepenoBuma. lle mamo 3Mory mnoOyayBaTH JAETEPMIiHOBaHY MOJETIb IPOLECIB PO3BUTKY
BUPOOHMYUX Ae(EKTiB 1 3PEIlTO0 BU3HAYUTU HANpsMU 3MIHM Ta KOPEKTYBAaHHS TEXHOJOTIYHMX MPOLECiB BUPOOHHUITBA 3ac00iB
aBTOMaTH3alii. Po3pobneHo Merox peamizamii rapaHTOBaHOIO MPOTHO3Yy 3MIHM HapaMeTpiB TEXHIYHHUX 3ac00iB aBTOMAaTH3aLlil
Ha OCHOBI pO3B’SI3aHHS pPIBHSAHHSA €BOJIOMII i3 3aCTOCYBaHHSAM aJTOPUTMIB ONTUMAalbHOI (iNbTpamlii, M0 i € NpeaAMeToM
aocjizkeHHsl. MeTol0 po00TH € MiIBUINEHHS SKOCTI Ta HaAIHHOCTI TEXHIYHHMX 3ac00iB aBTOMAaTH3allii 3aBISKH BIOCKOHATICHHIO
MOHITOPHHTY JeeKTiB, 110 BHHHKAIOTH Y BHUPOOHHMLTBI NpHiafiB, (YHKIIOHAIBHUX OJIOKIB i JaTUMKIB 3aco0iB aBTOMAaTH3allii.
VY cTaTTi po3B’A3yIOTHCS Taki 3aBAAHHS: aHATI3 HAasSBHUX MIAXOMAIB 1O HPOOJIEeMH BHPOOHHYHX Je(eKTiB i MEeTOAiB iX BHSBICHHS
Ta BU3HAYCHHS METH JIOCII/DKCHHS; MOJCTIOBAHHS IPOLIECY PO3BUTKY BHPOOHHYMX NE(EKTIB, 10 BUKIMKAIOTh 3MiHY TEXHIYHOTO
cTaHy 3aco0iB aBTOMAaTH3allil; po3poOJIEHHS METOAY YXBaJleHHS DILICHHS Ha OCHOBI TapaHTOBAHOT'O NPOTHO3YBAaHHS TEXHIYHOTO
CTaHy 3aco0iB aBTOMaru3ailii. MeTomoJIoris MpPOBEICHHSA POOOTH OCHOBaHA HAa METOAAX TEPMOIUHAMIYHOTO OMHCY KiHETHKH
nporeciB (ig gac po3poOJICHHS MOJENi IPOIeCy PO3BUTKY BHPOOHMYMX Ne(eKTiB, IO BHKIMKAIOTH 3MiHYy TEXHIYHOTO CTaHY)
i OI[IHFOBAaHHS Ta MPOTHO3YBaHHSA Ha OCHOBI aJITOPUTMIB ONTHMANBHOI (inbTpamii (i yac po3poOIeHHS METOIY YXBAJICHHS PilllCHHS
Ha OCHOBI T'apaHTOBAaHOTO NPOTHO3YBAaHHA TEXHIYHOTO CTaHy). Pe3yabTaTH podoTH: MOAEnb MpOIeCy PO3BUTKY BHPOOHHYUX
nedexTiB, M0 BUKIMKAIOTh 3MiHY TEXHIYHOTO CTaHy 3aco0iB aBTOMATH3alil, i METO/ yXBaJCHHS pillleHb Ha OCHOBI IapaHTOBAHOTO
MPOTHO3YBaHHs TEXHIYHOrO CTaHy 3aco0iB aBromaru3anii. BHCHOBKH. Y cTaTTi BCTAHOBIIEHO MOJIJIMBICTH BUKOPHCTAHHS 3aKOHIB
HEpPIBHOBaYXHOI TEPMOJUHAMIKU JUIi BU3HAYCHHS 3B’S3KY MK KOHTPOJHOBAHHMH NapaMeTpaMH TEXHIYHHX 3ac00iB aBTOMAaTH3amii
Ta BiATBOPIOBAHOT'O CEPEAOBHIIA 1 MOOYIOBH ETEPMiIHOBAHOI TEPMOIMHAMIYHOT MOZAENI MPOIECiB PO3BUTKY BUPOOHHUYMX AE(PEKTIB.
3anponoHOBAHO PIBHSHHS €BOJIOLII TEXHIYHOTO CTaHy 3aco0iB aBTOMaTu3allii, OCHOBaHE Ha JETEePMiHOBaHIH KiHETHYHIH Mojeni
HpoleciB, MO BigOYBAlOTECS B 0araTOKOMIIOHEHTHOMY CEpEIOBHILI, 1 MOJENb CIIOCTEPEXKEHHs, sKa Oepe MO yBark HOMMIIKH,
BUKJIMKaHI HeCTAOLTBHICTIO 30BHIIIHIX BIUIMBIB, i TOXNOKM BUMIpIOBaHb. 3aIpONOHOBAHO METOJ peaisalii rapaHTOBAaHOTO MPOTHO3Y
3MiHM HapaMeTpiB 3aco0iB aBTOMATH3allil HA OCHOBI PO3B’SI3aHHS PIBHAHHS €BOJIOLIl 3 BUKOPUCTAHHSIM alITOPHTMIB ONTHMAIbHOL
¢inpTparii, SKi 3aCTOCOBYIOTHCS B PO3B’sI3aHHI 3a/1a4 OLIIHIOBAHHS Ta MIPOTHO3YBaHHSI.

KurouoBi ci1oBa: 3acobn aBroMarH3altii; BApoOHHYI Ae(eKTH; cepeJoBHUIIle; TePMOANHAMIYHA MOJIeNIb; TapaHTOBAHE IIPOrHO3YBAHHS.

Beryn PO3BUTOK  BHpOOHMYMX  Ae(eKTiB. YIPOBaIKCHHS
MOHITOPUHTY B CTPYKTYpPY TEXHOJIOTIYHOTO MPOIECY

IlpakTuka eKcIUTyaTamii 3aco0iB  aBTOMAaTH3alii BUTOTOBJIEHHS 3A J1a€ 3MOTY MiABUIIUTH €()EKTHBHICTH
(3A) mokasye, MmO PO3BUTOK NeheKTiB, AKi BUHMKAIOTH  BUSABJICHHA  BUPOOHMYMX  AeEKTiB,  3MEHIIMTH
y TIPOLEC] BUTOTOBJICHHS IIPHIALIB, € OJHICIO 3 OCHOBHHX WMOBIpHICTh  BiiMOB a00 OLIHWTH TapaHTil ix
npuuuH BigMoB. HuHI icHye 3HAaYHA KilbKiCTh METOMiB  BIJCYTHOCTi, WO 3a0€3M€YnTh HEOOXilHYy 3MiHY Ta
1 CHOCO6iB, o0 JAafTh 3MOTY BHSBIATH BI/IpO6HI/I‘li KOPCKTYBaHHSI TEXHOJOTTYHUX HpOHCCiB BI/IpO6HI/II_ITBa
nedeKTH, OfHAK MOJIMBOCTI IUX METO/IB oOMexkeHi [1-5]. 3A. VY1I0CKOHAJEeHHS METOAy BiATBOpeHHs iHdopmarrii
Onepauﬁ KOHTPOITIO Ta BI/IHp06yBaHL, 11 (0} Hepen6aqa}0]‘5 3a0€31eYnTh MOJIMBICTE CIIOCTCPECIKCHHS 3MIHA
CydacHi TEXHOJOTiUHi TIpolecH, He MOXyTh jaTé  TEXHIYHOro crany 3A. AJekBaTHi MOJENi Mpouecy
IIKOBUTOI TapaHTii BIACYTHOCTI 3a3HAYCHUX IC(PCKTIB PO3BUTKY BUpOOHMUYHX JedekTiB 3A 1al0Th 3MOry
Yy BHPOOHHUNTBI TpUIaaiB, (YHKIIOHANEHUX OJIOKIB NpUAMATH PILICHHS NPO TapaHTOBAHE NPOTHO3YBAHHSL
1 1aT4MKIB 3aC00IB aBTOMAaTH3aLil. apaMeTpU4HHUX BiaMoB [6-9].

V 3B’A3Ky 3 LUM BMHHUKA€ 3aBJAHHS MOHITOPHMHIY Omxke, MOJENIOBaHHS Ta BiATBOPEHHsS MpOLECIB
TEXHIYHOTO CTaHy 3A, IO OIIHIOETHCS 3a JIOTIOMOTOIO PO3BHUTKY BUPOOHMYMX Ne(eKTiB 3A sl IPOrHO3YBaHHA
KOHTPONIO MapaMeTpiB, SAKi 3MIHIOIOTECS 3 YacOM. NapaMeTPUYHUX  BiJIMOB, 3MiHM #  KOPEKTyBaHHS
OTpI/IMaHa B IBOMY pa3i iH(bopMaujg Bi[lTBOpIOG TEXHOJIOTIUHUX HpOI_[CCiB BI/IpO6HI/II_ITBa le/ma,uiB,
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(yHKIIOHAMFHUX ~ ONOKIB 1 JaT4WKiB  3aco0iB

aBTOMaTI/BaLIi.l. € aKTyaJIbHUMU NMTUTaHHAMU.

1. KineTnuna moaejian
PO3BUTKY BUPOOHHYHX AedeKkTiB 3A

HaiBaXxMBIIIOI0  XapaKTEpPUCTUKOIO  OyJb-SKOTO
mporiecy € foro mBHUAKICTh. Audy3is Ta XiMigHi peaxmii
MOXYTb OyTH OCHOBOIO BH3HA4YEHHs IIBUJIKOCTI Ta,
OTXKe, OTIMCY KIHETUKH aHATi30BaHUX HPOIIECIB.

Cratuctuuna ¢izuka [10, 11] MOsCHIOE KiHETHUKY
TePMOAWHAMIYHUX IMapaMeTpiB CEpEeNOBHINA Ha OCHOBI
MOBEMIIHKA aHCAMOJII0 YACTHHOK, SIKI MICTHTh IIe

cepenoBume.  MIKpOCKOMYHMA  CTaH  aHCaMOJIIO

IOBHICTIO 3aJa€ThbCs KAHOHIYHMMH 3MIHHUMUA (X )

3  MakpoCKONIYHOrO  MOMISAY  CTaH  pPEYOBUHH
BHU3HAYAETHCS Ty’Ke OOMEKEHOI0 KITBKICTIO MapaMeTpis,
JOCTAaTHIX  JUIst

MaKpOCKOIIIYHOT ~ XapaKTepHUCTUKH

cepermoBuma.  3amaHHA ~ [OUX  [apaMeTpiB, IO

BUMIPIOIOTECS. B MAaKpOCKONIYHOMY  JOCIIKEHHI,

BU3HAYAa€  MAKpPOCKONIYHMHA  CTaH  CepelOBHILA.

Makpockormiyni  mapameTrpu, 3okpema 00’em 1P,
€ QYHKIISIMI KaHOHIYHUX 3MiHHUX
V. (X),kpimtoro, k=1, 2,...,n,1e n<<N..

3 oAy Ha MaKpOCKOIMIYHI BHMIipIOBAHHS MOXKHA
3pOOUTH JIHIIE CTATUCTHYHI CY/DKEHHS PO 3HAYCHHS
MIKpoCKOmiuHMX 3MiHHUX X . OTxe, cUCTeMa, IO
3a7a€ThCS MAKPOCKOIIIYHO, TOJAETHCS 3a JOMOMOTO0

3aBJAHHs I[UIBHOCTI WMOBipHOCTI 3MiHHHX @ (X,1).

Ils ¢as3oBa HIUIBHICTH IMOBIPHOCTI HA3MBAETHhCS I1HOI
(a3oBUM pO3MOALIOM IMOBipHOCTEH, abo iHakme —
(ha3oBUM PO3MOALIOM.

Buaroun o (X,t), MOKHA OOUYMCIUTH CTATUCTHYHE

cepenue 3HadeHHs ¥ (X') 3rigHo 3 popmyoro

V= [V(x)o(X,t)dx, (1)
(0
a TaKOX CEpPCAHE KBA/IPATUIHE Bi)IXI/IJ'IeHHHI

av=\(r-7) . )

o MposBIsEThCS K (urykTyanis aitsaku 1P, sika
CIIOCTEPITa€THCS.

Anmnapar craructraHoi MexaHiku ['i60ca yMOXIIMBITIOE
BUBCICHHS 3araJlbHUX CIIiBBiIHOIIEHb, IO OB S3YIOTh
cepenHi 3HaueHHs, AMCHepcii Ta KBaApaTU4HI KOpEIsIii
y3araJbHEHUX KOOpPAMHAT 3 iX CepeiHIMH 3HaYCHHSIMH
32 HassBHOCTI IOAIATKOBUX CHUJI, 11O IFOTh Ha 11l KOOPHHATH.

SIkiio BeIMYMHA V(x) € (YHKIIEIO JIHIIEe KOOP/IMHAT,

il MOXHa MNOJaTH SK JAESIKYy HOBY Y3arajJbHEHY

koopznHaty ¢ (X ). ITix BeTHIMHOIO @ MOXKHA PO3yMITH

JIOZIATKOBY 30BHILIHIO CHIIy, IO Ji€ B HAaIpsSMKY

y3araibHeHoi KoopauHatd ¢ . OcCTaHHE O3HA4YaE, MIO0
raMiJIbTOHOBA (PYHKIIisSi CHCTEMH Ma€ TaKUW BHUIJISL:
H(X,a)=H,(X)+aq(X). (3)
CrmpaBni, y mpOMy pasi, BIAMOBIZHO OO piBHSHB
T'amineToHA
. OoH O0H,

g

T00TO Ha cucreMy, KpiM cwm A, =—-0H,/dq, nie

—-a=4,-a, 4

J0oJaTKoBa — a4, OTpI/IMy€MO
dq
oa

BukopucranHs OCHOBHUX IOJIOXKEHB Teopii ['100ca

(¢-q) =41 5)

Jla€ 3MOTY OOYHCIIUTH CepelHi 3HauYeHHA Ta (IIyKTyarii
Oynp-sKMX (I3WYHUX BEJIMYHMH, 110 € (YHKUISIMHA
KOOpAMHAT, SIKIIO BiZoMa 3aJIe)KHICTh CEpeIHiX 3HAUYCHBb
IMX BEJIWYUH BiJ 30BHIIIHIX IMOCTIHHUX CHII, AKi JIiIOTH
Ha HUX. Ha Xanb, OMIHWTH Wi CHIM UIT KOHKPETHHX
00’exTiB HeMOXJMBO. TyT TUIBKM MOXHA 3poOuTH
BHCHOBOK TIpO i€papxXiuHuil XapakTtep (IayKTyami,
0 MarTh pIi3HUH MOPSIOK dacy perakcamii s
MiIKPOCKOIIIYHUX i MAKPOCKOIIIYHHX MapaMeTpiB.

[IBunkicTh mpolecy NEpPeTBOPEHHS PEYOBUHU
JIOLUTBHO OIiHIOBaTH 3MiHOIO 00°’emy [P wm HP
3a OJJMHUIIIO Yacy.

Ha ocHoBi TepmomuHamigHOrOo mimxomy [12, 13]
3alPOIIOHOBAHO Ta BUKOPUCTAHO PIBHSHHS JUISL OIHCY
KIHeTHKH 3HAYHOI KUTBKOCTI pEaKIii, mo BimOyBatOTHCS

B 6aFaTOKOMHOHeHTHOMy Cepe[[OBI/IHli:
dv]di=-K IV, (6)

e TOKa3HUK 7 — CYMapHHH TOpPAOOK peakmii, BiH
MOJKE MOpPIBHIOBAaTH HYNIO, OyTH IUIMM Y JpOOOBUM
TIPOIIECiB
1, 2.
€ OIHWUM 13 OCHOBHHX

YHUCIIOM. st aJICKBaTHOTO  OIHUCY
MPOTMIOHYEThCST  OOMEXyBaTHCs mopsiakamu 0,
Koncranra mBugkocti K
mpoIiecy,

pemakcariii, i TOMy Ha3WBa€ThCS TIOCTIMHOT peakcartii.

napaMeTpiB BU3HAYAIOUM, BJIACHE, Yac
JIyis HaImoro JOCIIHKEHHS PUIAHATI TaKi TIMOTEe3H:
— JIBOKOMITOHEHTHUH CKJIaJl CepeIOBHUIIIA;
— 3aJIEKHICTh MIBUIKOCTI MPOTIKaHHS MPOILECY Bix
o6’emy HP (W, -V, ne W, — nodarkosuii 06’em HP,
alV —ob6’emIIP;

— TpaBWIO MPOHOPUWIHHOCTI MK  KUIBKICTIO
peuoBHHM Ta i KOHLEHTpALi€l0 B IPOIEC PO3NOALLY

3a 00’€eMOM cepeloBHINa, TOMi aHami3oBaHU 00’em ITP
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i HP mMoxHa cipuiiMaTy sSIK KOHIIEHTPAIIIF0 KOMITIOHEHTIB,
110 OepyTh y4acTh y peaKiisix;

— TPUITYIIEHHS PO Te, MO MiJ Yac MPOTIKaHHS
peakuiii TepMOAWHAMIYHI KOE]ILIEHTH TaKOX MOXYTh
3alleKaTd  Big  CTaHy

CepellOBUINA,  BiATBOPIOIOYHN

WMOBIpHICTh ~ BHKOpUCTaHHs  piBHsSHHA  OH3arepa
JUTS HeNMiHIHHUX mporecis [14, 15].
Toxni piBHSHHS MpolleCy MOXHA TOAaTH B TaKOMY

BUTJISAIL:
—dvijdt=K(W,-V) =f(V), (7)

e TIOKa3HUK 7 — TOPSAJOK pEaKiii; BIiH MOXe
OpIBHIOBATH HYyMI0 a00 OAWHWIN Ui JiHIHHOI Ta
IBOM JUI HediHiiMHOI Mozeni. Po3B’sd3aHHS  IbOrO
pIBHSHHS MOX€ OYyTH BHKOpPHCTaHE IUIS 3HaXOIKCHHS
JIETEpMIHOBAHOT YaCTHHH 4acoBO] 3aJie)kHOCTI 00’ emy T1P.

AHaIi3 JaHuX MITBEPHKYE MOKITUBICTS BUKOPUCTAHHS
piBHsHHS (7) A0S BHAUIGHHX MEXaHI3MIB MpPOLECIB
PO3BUTKY BUPOOHUYNX NEPEKTiB, TaK IS

— mudysii  3a

xonuentpauii HP (W, — V) , =2y pasi nocriinoro D

yMOBH D,  TIpONOPLIHHOMY

MOYKHa IpUUHATH =1 abo r =0 ;

— pI3HHX BHIIB KOpPO3ii, 3Ba)Kal0YM Ha 3aJIC)KHOCTI
eHepril akTWBallii Ta MOCTIHHI peakilii BiJ KOHIICHTpAIT
HP r =2 ; nns niniitaoro onmcy » =0 abo r=1;

— BHUITApOBYBaHHsI Matepiany 7 =0 .

Jnst peakuii HyJIbOBOTO MOPSIIKY BUKOPHCTOBY€ETHCS
Take qudepeHiiiiiHe piBHIHHS:

dv/di=K . ®)

[Ticnst iHTETpyBaHHS MAaEMO PIBHSHHS peaKiii
V=Kt. ©)]
3mina AV =6x'6x/, mo  coocrepiraethes

Ha IHTepBaNi CIIOCTEPSXKEHHA Of, MOXe OyTH
BUKOpHCTaHa JUIsl 00YMCIIEHHS MOCTiHHOT penakcarii K .
3Bigcu mocTiifHa perakcartii
Sx'ox’
5t

Jlyist BIATBOPEHHS KIHETHKH TPOIECY JJISl MEPIIOTro

K= (10)

MOPSIAKY peakiii 3acTOCOBYEThCSA Take IuQepeHIiiHe
PIBHSIHHS:
dv/dt=K(W,-V). (11)
[Ticnst iHTETpyBaHHS OTPUMYEMO
V=W, (1-e"). (12)
Y mpomy pasi mocTiliHa penakcarii
‘- In(W), - ln(W0 —6x'5x’ )
St '

(13)

3a yMOBH TOpSIKY peakilii, M0 IOPIBHIOE IBOM,
BUKOPHCTOBYETHCS Take TU(EPEHIiHE PIBHSIHHS:

dv/di=K(W,~V) . (14)
[Ticxs iHTerpyBaHHS PIBHAHHS peakilii Mae BUTIIS
W,
V=Wy=—"—. (15)
V+Kt W,
Y npoMy pasi mocTiiiHa penakcarii
L
—ox'SxT w
K:W° ox'ox 0 (16)

ot
Orxe, cTaTucTHdHa (i3WKa A€ 3MOTY MOSICHUTH
KIHETHKY TEPMOAMHAMIUYHUX MapaMeTpiB CepeIOBHIIA
HA OCHOBI TTOBEIIHKH aHCAaMOJI0 YaCTHHOK, SKi MICTHUTBh
I[e CepeIOBHUIE, a MAaKPOCKOIYHHUN CTaH aHCaMmOIIro
Ta HOro 3MiHa BiJTBOPIOIOTH MOBEHiHKY 00’emy IIP.

BukopucranHs OCHOBHHMX TOJIOKeHb Teopii [160ca
JorroMarae OOYHMCINTH CepeHi 3HAYCHHS Ta (QIIyKTyaril
Oynb-skux (I3UYHUX BEJIMYMH, 110 € (QYHKUISIMH

KOOPJHHAT, SKIIO BiJIOMa 3aJI€XKHICTh CEpeIHIX 3HAYCHb
[MX BEJIHMYMH Bij 30BHINIHIX MMOCTIMHMX CHJ, IO IIFOTH
Ha HuX. Ha ’xanb, OMIHUTH Il CHIU Ui KOHKPETHHX
00’€KTIB

HEMOXIHUBO. TyT TIIBKM MOXKHA JIHTH

BHCHOBKY TIpO i€papXidyHumii Xapakrep (uIyKTyami,
0 MalTh pI3HUH MOPSIOK dacy pesakcarii s
MIKpPOCKOITIYHMX 1 MaKpOCKOIIIYHHX TapaMeTpiB. 3HailIeHo
eBOJIIOIifiHe auepeHIliiiHe pIBHAHHSA, SKE Ha€ OIUC
peakmiii, IO BiIOYBarOTECS B  CIIOCTEPEKYBAHOMY
CepelloBUIlll, Ta BUKOPUCTOBYETHCS JUIS 3HAXOJDKECHHS
JETePMIHOBAHOI YAaCTHHH YacoOBOI 3aJIE)KHOCTI 00’emy

eneMeHTapHoi nisstaku [1P.

2. Po3po0sieHHsI MeTOLy NPOTrHO3YBAHHS
BUIA/IKOBOI'0 CKJIATHUKA MOJeJi
PO3BUTKY BUPOOHMYUX HedekTiB 3A

Hns BigTBOpeHHS (QUIyKTyalif, 3 OIIsImy Ha

HEMOXXJIMBICTh I[TOBHOTO BUKOPHCTaHHS pe3yJIbTaTiB
CTaTUCTHYHOI (i3UKM dYepe3 BIACYTHICTH HEOOXimHOI
KinbkicHOT iH(QoOpManii mpo TramMuIbTOHIaH aHCcaMOJIo
B3a€EMOJIIFOYNX YACTHHOK, MOKHA BIIPOBA[KYBAaTH METOIU
CTaTHCTHYHOTO aHajli3y pe3yJjbTaTiB CIOCTEPEKEHb.
OCKUTBKE METOI0 TaKOTO aHajily € MPOTHO3yBaHHS,
MOYKHA CKOPHCTATHCSI TEOPIEI0 EKCTPAIoJIsil BUIaJKOBUX
MIPOIIECiB, 30KpeMa METOIaMU ONTHMAIBHOI (QibTparii.
Oco0nuBICTIO  pO3B’sI3aHHS  3ajadi, IOB’sI3aHOT
i3 3aCTOCYBaHHSM ONTHUMAJBHOI (QIIbTpamii JI1 BUIUICHHSI
Ta MPOrHO3YBaHHS BUIIAJKOBOTO CKJIAHUKA MOJEINI, 110

PO3TIINAETECS, € HENiHIMHICTh €BONIOUINHUX PIBHIHB.
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[IponoHyeThCs JiHEapU3aIlis 3aqadi Ha OCHOBI KOHIICTIIII1

OMOPHOT  TpaekTopii Ta pO3KJIAMAHHA HEIHIHHOT

dynxuii / (V) no psmy Teitnopa. Sk onopHa TpaekTopis,

JOCHTH Onu3bKa a0 iCTI/IHHOI, BUKOPUCTOBYETbHCA

poss’sisok V,, () nudepeHuiiinux piBHAHE I Pi3HOTO

on
MOPSAKY pEeakilifi, TOMi OLIHIOBAaHHIO Ta Iepea0adeHHIO

Hizm;{rae BUIIAJKOBA aJIUTHBHA TIOMpaBKa Z pi (o]

JIETepMiHOBaHOTO V

on >

SIKE € PO3B’SI3KOM JHepeHIiHHIX

PIBHSHB 1 I ICTHHHOI TPaeKTopii V' (t) , IO XapaKTepu3ye
MPOIIEC PO3BUTKY BUPOOHHUNX e()EKTiB

V(t)=V, (1)+Z(1). (17)

Mertony OIIHIOBaHHS NONPAaBKU IepeadadaroTh

3HaHHS 3aKoHy il posmoniny. BumagkoBi mporecu

3MiHM ~ mapameTpiB  3A

BBaXXarOTh HOpMaJIbHO

posmoninernmu.  CrpaBeAnMBICTh — TINOTE3W  INPO
HOPMaJIbHUH PO3MOJI HapaMeTpiB  MiITBEPIKYETHCS
OaraTOpiyHUMH JOCHiIKEHHIMH B TeOpil TOYHOCTI
Ta €KCIEePUMEHTAIFHUMHU PE3yJIbTaTaMU MPO BUPOOHHYI
(TeXHONOTiYHI) BIOXWIEHHS IapaMeTpiB, 3a SKAMH

HAKOMMYEHO  HaWOuIpmmi  (GakTHYHUN  Marepial.
TexHOJIOTiYHHI PO3KUI MapaMeTpiB BH3HAYAE PO3MOALT
BUIAJIKOBOIO Tpoliecy Apeiidy mapamerpiB y HOYaTKOBHI
gac (y nepepizi ¢ =0). J7s MOHOTOHHUX MPOIECIB THII
MOYAaTKOBOTO  PO3MOAIMY B IEpHIOMY HaOIMKeHHI
30epiraerbest 1 uist Oyb-SKUX 1HIINX YaCOBHUX IMepepi3iB.
BukopucranHs TraycciBChKMX —BHIIAJJKOBUX IIPOILECIB
MEBHOIO MIPOIO BUIPABAAHE 1€ W THM, 110 HOPMATbHUI
3aKOH PO3NOALITY MiCTUTh MAKCUMYM €HTPOIIi] MOPiBHIHO
3  Oyap-sKUM O€3MEepPEepBHHUM PO3MOAUIOM 13  Ti€k0
camoro aucnepcietro. OTxe, 3aMiHa AESKOTO PO3MOILUTY
Ha HOPMaJIbHUI HE CIIPUYUHUTH 3aBUILEHHS OI[IHOK.
OcraTouna (hopma piBHSHHS €BOJIOLIT
@, d:
dt dt

ne f (V )— JiBa dYacTWHA IU(EPEHIHUX piBHSIHB,

on

=f%)+%w, (18)

BiJINIOBiJla€ CHCTEMa PiBHSIHB

av,,/dt=f(V,,), (19)
a_ —df(Vo" ) AV (20)
dt dv ’

y TepMiHaX 3aBJaHHS OIIHIOBAHHS Ta IPOTHO3YBAHHS
MIEPETBOPIOETHCS HA CUCTEMY PiBHSHB JUIS 3MIHHUX CTaHy
dz [dt=z,, z, =z, 21

daf (v,
dz,[dt =w(t), z, :%AV, (22)

Ta CIOCTCPECIKCHHA

g(t)=z(t)+v(r). (23)

Tyr w(t) — HOpManbHHMIl GiNKil UIYM 3 HyIbOBHM
cepennim snavennam covi{w(),m(z)} =¥, (¢)5,(t-7),
ne 6,(t—7) — nensra-Qynkuis Jlipaka; mnpuposa
npouecy w(t) oGymoBIeHa (IyKTyarisMu mapamerpis

HEPIBHOB)KHHMX CEPEIOBHII, IO BiAMNOBIIAIOTH OCHOBHHM

TIOJIOXKEHHAM HEPIBHOBa)XHOI TepMomuHaMikm; V(1) —

mponec, BUKJIUKAHUI  MMOXUOKaMH CIIOCTCPCIKCHHA

z, (1), z,(¢t) — 3minni crauis. Ilpupoga npomecy w(t)

3yMOBIIeHa (QIIyKTyallisIMH IapamMeTpiB HepiBHOBAKHIX
CepelloBHUIL, SIKi BiINOBIAAIOTH OCHOBHHM ITOJIOXKEHHSM
CTaTUCTHYHOI (I3WKH, M0 Ja€ 3MOTYy OOIPYHTYBaTH
MOBEIHKY aHCaMOI0 MIKpOYAaCTHHOK, SKi BH3HA4alOTh
TePMOAMHAMIYHI ITapaMeTPH CEPEIOBHIIA, Y SIKOMY BOHH
MicTaThed. JSIK  HacHigoK Takol IOBENIHKM MOJKHA
mo0AYNTH TEIJIOBI IIyMH, OPOYHIBCBKHH pyxX Ta IHIII
noi0Hi sBHUIIA.

Y po3rIAHYTIH 3amadi IIyM BH3Ha4Ya€ WMOBIpHICHY
posmuticts Mex HP, 3ymoBneny daykryauwismu i
po3MipiB, IO MalOTh BHIIQAKOBHH Xapakrep. TyT Tak
CaMO CIIOCTEPIra€eThesl aHAJIOTIS 3 PEATBHUM CEpPEOBUIIIEM,
o0 MIiCTUTh aHCaMOJi MIKPOYaCTHHOK, PO3MOIIICHIX
3a eHeprisiMM, HanpuKiIaja, KaHOHIYHUN po3monin ['160ca
IUIA  130TepMIYHOI CHCTeMH, po3mofin MakcBemia —
Bonpivana sk HACIIOK IBOTO PO3MOALTY IS 1/1€albHOro
rasy, 110 Jja€ 3MOT'y JaTh "MexaHiuHe" TpaKTyBaHHS.

3HaueHHs V=0, To

on

OCKUIBKM ~ I1IOYaTKOBE

B MEXKax JIIHIHOr0 HAOIMKEHHS

ar () 4% (51)]

24
av Vo (52,) @4
Mopenb npoliecy eBOJIIoLii Y BEKTOpHIH hopmi
. 0 1
Z(1)= 0 0 z(t)+| . |w(1), (25)

ne Z(f) — BekTop cTaHy mporecy, (9) MaTuMe mepexigHy

MAaTPHIIIO
1 1 ¢ -t
D(t,,t)=exp t,—t )= 2L (26)
(2 l) 0 (2 1) 0 1
Je f,t, — Yac CHOCTCPEIKCHHS Ta Yac IPOTHO3yBaHHS
BiJITIOBi/THO.

Toxi anroput™ omiHioBanHsS Z(f,) 3a BiZoMOi
OLIHKH Z (#,) MaTHMe BUIIIA

1 t—t
Z(t2)= . 21 1

— Yac CHOCTEPEIKEHHS Ta Yac IPOrHO3YBAaHHA

Z(1,), 27

ae f,t,

BIAITOB1IHO.




ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

Innovative technologies and scientific solutions for industries. 2024. No. 3 (29)

I[I/ICI'IepCiSI NOIPaBKX BU3HAYATUMETBHCS BUPA30M

d (6,)=dy (1) +2(t, —1,)dyy () + (6, =1, ) dsy (1) +

ned,,.d,,d,, eJIEMEHTH KoBapialiiiHoi MaTpui
TIOTIPABKH, 1110 OLIHIOETHCSI B MOMEHT {, .

PeanpHi  OLIHKM TONpPaBKM Ta KoBapiamiidHOT
MaTpuii B MOMEHT f,, IO BIANOBIZAae IOYATKy

mporiecy, MOXKyTh OyTH 3pOOJieHI TUTBKU Micia Habopy
CTaTUCTUYHHX IOKAa3HUKIB IIOAO BiJXWJICHHS peajbHOL
TpaekTopii Bix Ti€l, MO po3paxoByBajaci Ha OCHOBI
00paHO1 JeTepMiHOBAaHOT MOJENI Ta TOXIMHUX BiJ IMX
BigXmiIeHb 3a yacoM. OIiHKaMHu HPUPOJHO OOMPAIOTHCS
BIIIOBiTHI ~MaTeMaTH4YHI OYIKyBaHHSA. 3  OIIIAY
Ha JWCKPETHUH XapakTep BIAJIKIB 9acy BUMIpPIOBaHHS

rapaMeTpiB 3HAYEHHS LUX BEIMYMH Yy MOMEHT ¢,

BU3HAYaTUMYTbHCA TAKMMH BUpA3aMU:

Z,(t,)=M,(AV), (29)
dy(t,)=M,[M, (aV)-AVT, (30)

d12(tn)=Mn [Mn(AV)_AVJ Mn(%j_% :(31)
dyy (1,)=M,[M,(AV/A)-AV/ALT (32)

AJNTOpUTM OIiHIOBaHHA 3MiHHOI V¥ , 10 Mae ceHc

(24

B3a€EMHO KOPEISIIIHHOT (PYHKIIIT

2
Y, =K, AIZ/
At

(33)

MOXiTHOT IIBWAKOCTI 3MIiHHM TIOTIPaBKH, MOXe OyTH
noOyZ0BaHUil, SIKIIO NMPUNHATH 3a IHTEPBalT KOPEISIil
Cepe/iHE 3HA4YCHHS IHTEpBANIB BIUTIKIB 4acy BHMIPIOBaHb,
a TaKoX pIBHICTH HYJNIO MaTEMaTHYHOTO OYiKyBaHHS
MOX1JTHOT, 10 BUTUTHBAE 3 (32).

Bupas (33)

CTATHUCTHKH, TOOTO T€ MiHIMalbHE 3HAYEHHS 71, KOJH

BHU3HaYa€ II0YaTOK 3aCTOCYBAaHH

MOXXIIUBE OL[iHIOBaHHH BUIIAIKOBOTI'O CKJIaJHHKA MPOLECY
3 METOXO rapaHTOBAHOI'O IIPOrHO3YBAHHA, OYCBUIHO 7 > 4.

Orxe, ockinbku y Bupasi (28) 1,—f =01,

BUIIAIKOBA aJIMTMBHA IMOIpPaBKa 10 ,Z[GTCpMiHOBaHOl"O

3HA4YCHHA V:m BHU3HAYaTUMETHLCS BUPA30OM

a( v, (o1,)]
Y (51,)

3HaHHSA MaTEMaTHYHOTO OYiKyBaHHS Ta IUCHeEpCii

z(st,)=|ot, +1 (M, (AV). (34

YMOXJIMBJIIOE TapaMETPUuYHy OLIHKY HOPMaJbHOTO

3aKOHY pO3IMOALTY BHUIANKOBOI BenuunHH. Ha OCHOBI

orpumanoi GyHKuii mineHOCTI posnoainy @(z) MoxHa

3
(tz _tl)
T\Pa) (28)
OLIIHUTH HMOBIpHICT, P TOMMJIKH NPOTHO3YBaHHS a0o0,

HaBIIaKH, iHTepBaJ'I AZ IIOMWJIKK 3a YMOBH 3aJ1aHO1

HWMOBIPHOCTI 3HaXOJPKEHHSI IOMWJIKH B [[bOMY IHTEpBaJIi,
BHKOPHCTOBYIOUH IO HMOBIPHICTh SK TapaHTIIO pillleHb
PO TEXHIUYHUHU cTaH 3A, a TAKOXK BHPa3
+A,
P(-A. <z<+A)= [ o(z)d:. (35)
A,
BincytHicte iH(poOpMamii mpo TMOPSAOK peakiii
MIPUBOJUTE A0 33/a4i BUOOPY Ha OCHOBI CHOCTEPEKEHB.
Kpurepiem BuOOpYy Moxe OyTH MaKcHMajbHE 3HAYECHHS

MOMMIIOK, IO crocTepiratoTbes max, AV . Ha ocHOBI

iHTepBaJ'H)HOl"O OIIiHIOBaHHSI MaTeéMaTU4YHOI' 0 O‘JiKyBaHHﬂ

IIOMHJIOK Ta TOro, IO max, AV PO3TAIIOBYETHCA

Ha MEXi OTPUMAHOTO IHTEpBaly, IJIi OJHAKOBHX YMOB
BUOOpY U1 BCIX MOJENel, IO XapaKTepU3yIOThCS
JOCTOBIPHICTIO OILIIHOK

max, AV:M"(AV)+d”—(n). (36)

In

Po3p’s3aHHs 3aqa4i BHOOPY mependadae 0OUMCICHHS
MaKCHMAJIFHOTO 3HA4YEHHs IOMWJIOK JUIi KOXKHOTO
TIOPSIKY peaKiiif Ta BUOIp TAKOTO MOPSIKY, 110 3abe3medye
MiHIMaJIbHE 3HAYEHHS IIOMUJIOK, $KI OOYHCIIIOIOTHCS
3 BUKOpHUCTaHHAM Bupasy (33).

Omxe, Ui BiATBOpEHHs (IyKTyalidd, 3Bakarouu
Ha HEMOXXJIMBICTh NMOBHOTO BHKOPHCTaHHS pE3yJIbTaTiB
CTaTHCTHYHOI (i3WKM dYepe3 BiACYTHICTH HEOOXiJHOT
KiTpKicHOI iH(OpMamnii Tpo TaMiTBTOHIAaH aHCAMOIIO
B3aEMOJIIFOYHX YACTHHOK, MOKHA BUKOPUCTOBYBATH METOAN
CTaTUCTHYHOTO aHaji3y pe3yJbTaTiB CHOCTEPEKCHb.
OCKITbKM METOI0 TaKoro aHajiizy € IpOrHO3yBaHHS,
MIPOTIOHYETHCSI  CKOPUCTATUCS TEOPI€I0  EKCTPAIIOIIAIIT
BUIAIKOBHX MPOIECIB, 30KpeMa METOJJaMU ONTHMAJIbHOT
¢imprparii. OcobaMBICTIO PO3B’sA3aHHS 3a1adi, ITOB’SI3aHOT
i3 3aCTOCYBaHHSM ONTHUMAIIBHOI (DLIBTPALi TS BUALICHHS
Ta TPOTHO3YBAHHS BHUIIAJKOBOTO CKJIAJHWKA MOJENI,
€ HEeJIHIHHICTh EBONIOLIHHMX PIBHSIHB. 3alpPOIIOHOBAHO
JiHeapu3aIlifo 3agadi Ha OCHOBI KOHIIEMIN{ OIOpPHOL
TpaeKTOpPii Ta PO3KIAJAHHS HETIHIHHOT QYyHKIIT 10 psay
Teitmopa. Ilomampine OIiHIOBaHHSA Ta IPOTHO3YBAHHS
BUIAIKOBOI aJMTHUBHOI MOIPABKH 10 JETCPMiHOBAHOTO
PO3B’sI3aHHS €BONIIOLIHHIX AU(EepeHIIHHIX PIBHSIHD Ja€
3MOTY OTPHUMATH MOJIEINb IPOLECY PO3BUTKY BUPOOHHUYHX
nedexTiB 3A, mo Oepe 10 yBaru BUNAIKOBY KOMIIOHEHTY
B IpOLIECi BIATBOPEHHS Ta INPHUUHSTTS T'apaHTOBAHOI'O
PIIIEHHS B IPOTHO3YBaHHI 3MiHU ITapaMETPiB.
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BucHoBkH

[1in yac BiATBOpPEHHS MPOIIECIB PO3BUTKY BUPOOHHYNX

nedexTiB  HEOOXimTHO  3Ba)KaTH  HA  EBOJIOLIITHUIA
Ta (uIyKTyaniiiHuii Xapakrtep mporeciB. Pemakcauiitnuit
Xapakrep BEJIMKOMACIITaOHUX €BOJTIOIIITHIX
1 QuyKTyaniiHUX ITPOLECiB 3yMOBJICHUH BIACTHBOCTSIMHU
HEepIBHOBAXKHUX CTaHIB (i3MyHMX cucTeM. ExcrioHeHmiitHa
¢opma QyHKUIIH 3MIHM TEepMOAWHAMIYHUX IapaMeTpiB
03HAua€ iHBApiaHTHICTH y TIEBHUX MeXaX THITY Ta 3MICTy
BUJLY

3a yacom

3A, ymoB 1 B3aemomii i3 CepelOBHIICM,
Ta MacmTaby aHaJi30BaHWX IIPOIECIB.
penakcariii eBOJIOLIHHI MPOLECH, IO CIOCTEPIraroThCs
y BHPOOHHUNTBI Ta TEXHIYHOMY OOCIYroByBaHHI 3A,
1 BiOODoBigHI 1M MozZell MarTh BiJHOMIEHHS OO
BUTpauaHHs pecypcy Ta 3MiHU Qi3HYHOT CTPYKTYpH 3A.
CraructnyHa ¢i3uKa Ja€ 3MOTY HOSICHUTH KIHETHKY
TEPMOJIMHAMIYHHX TapaMeTpiB CepeIOBHINA Ha OCHOBI
M0 MICTATh IIE

IOBEIIHKA aHCaMOJNI0 YaCTHHOK,

CepelloBUIIle, a MAaKPOCKOMIYHUNA CTaH aHCaMOJIro
Ta HOro 3MiHa BiOTBOPIOIOTH MOBeHiHKY 00’emy IIP.
BukopucranHsT OCHOBHHMX TIOJIOKeHb Teopii ['i60ca
JorroMarae OOYNCITUTH CepelHi 3HaueHHS Ta (IyKTyarii
mo €

KOOpAUHAT, AKIIO Bi,HOMa 3aJIe3KHICTh cepez[Hix 3Ha4YCHb

Oynp-skuXx  (PI3MYHUX  BEJTMYMH, byHKIISIMA
IMX BEJIWYHMH BiJ| 30BHIIIHIX MOCTIMHHX CHJI, IO JIiFOThH

Ha HUX. Ha ’kanb, OWIHWTH Wi CWIM I KOHKPETHHX

o0 MaTh pPI3HAH TMOPANOK dYacy peJakcamii s

MIKPOCKONIYHMX 1  MAaKpOCKONIYHHUX  IapaMeTpiB.
3HaliJIecHO eBOJIOINiiiHe MudepeHIiiiHe piBHIHHA, IO
OIIUCYE peaklii, sKi Bii0OYBalOThCsl B CIIOCTEPEKYBAHOMY
CepelloBUIN, 1 3aCTOCOBYETbCA IS 3HAXOIDKECHHS
JETePMIHOBAHOI YaCTHHHM YacOBOI 3aJIC)KHOCTI 00’eMy
eneMeHTapHO1 ninsakn [1P.

Jns  BinTBOpeHHs (UIyKTyamiif, 3Bakaloum Ha

HEMOXIIMBICTh TIOBHOTO BHKOPHCTAaHHS pe3YJIbTATIB
CTaTHCTHYHOI (i3WKM dYepe3 BiACYTHICTH HEOOXiJHOT
KiTpKicHOT 1H(OpMamii Tpo TaMiTBTOHIAH aHCAMOIIO
B3a€MOJIIIOYMX YaCTHHOK, MOYKHA BIIPOB3/KyBaTH METOIH
CTATHCTUYHOIO aHAJi3y pe3yJbTaTiB CIOCTEPEIKEHb.
OCKITbKM METOI0 Takoro aHajii3y € IpOTrHO3yBaHH:,
MIPOTIOHY€ETHCSI CKOPUCTATHUCS TEOPI€I0  EeKCTPAIOIIAIil
BUIAKOBHX MPOIECIB, 30KpeMa METOJlaMi ONTHMaJIbHOT
¢impTparii. OcobaMBICTIO PO3B’A3aHHA 3a1adi, ITOB’SI3aHOT
i3 3aCTOCYBaHHSIM ONTHUMAJIBHOI (DUIBTpAIlii IS BUIUICHHS
Ta TPOTHO3YBAHHS BHIIAJKOBOIO CKJIAJHHKA MO,
€ HEeJIHIHHICTh EBONIOLIHHMX PIBHSIHB. 3alPOIIOHOBAHO
JiHeapu3aIilo 3agadi Ha OCHOBI KOHIENINi OIOpHOL
TPa€EKTOPIi Ta PO3KIATAHHS HENMIHINHOT QYHKIIT 10 pAIy
Teitnmopa. Ilomampine OIiHIOBaHHSA Ta MPOTHO3YBAaHHS
BUMAKOBOI aJUTHBHOI HONPaBKH 0 JIETEPMiHOBAHOTO
PO3B’sI3aHHS €BONIFOLIAHIX AU(EpeHIIHHIX PIBHIHD Ja€
3MOTY OTPHUMATH MOJIEINb IPOLECY PO3BUTKY BUPOOHHYHMX

nedexTiB 3A, mo Oepe 10 yBaru BUNAIKOBY KOMIOHEHTY

00’ekTiB  HeMmoxauBO. TYT TINBKM MOXKHA JiHTH M 4Yac BIOTBOPEHHSA Ta NPUHHATTA TapaHTOBAHOTO

BHCHOBKY NpO iepapxiunuii xapaktep QuyKTyallii, PpIIIEHHS B IPOTHO3YBaHHI 3MiHU ITapaMeTPiB.
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DEVELOPMENT OF A MODEL OF THE PROCESS
OF DEVELOPMENT OF MANUFACTURING DEFECTS IN AUTOMATION MEANS

In automated process control systems, automation equipment (sensors, converters, amplifiers, etc.) with technical defects
arising during their manufacture, which are one of the main causes of failures, is widely used. The paper establishes the
possibility of using the laws of nonequilibrium thermodynamics as the basis for determining the relationship between the
controlled parameters of automation equipment and the parameters of the displayed medium, which made it possible to build
a deterministic model of the development of production defects and, ultimately, determine the directions for changing and
adjusting the technological processes of production of automation equipment. A method has been developed for implementing
a guaranteed forecast of changes in the parameters of automation equipment based on solving the evolution equation using
optimal filtering algorithms, which is the subject of research. The purpose of the work is to improve the quality and reliability
of automation equipment by improving the monitoring of defects arising in the production of instruments, functional units and
sensors of automation equipment. The article solves the following problems: analysis of existing approaches to the problem
of manufacturing defects and methods for their detection and setting a research task; modeling of the process of development of
production defects causing changes in the technical condition of automation equipment; development of a decision-making
method based on guaranteed prediction of the technical state of automation equipment. The methodology of work is based on the
methods of thermodynamic description of the kinetics of processes (when developing a model of the process of development
of production defects that cause a change in technical condition) and methods of assessment and forecasting based on optimal
filtering algorithms (when developing a decision-making method based on guaranteed foresight of technical condition). The results of
the work include a model of the process of development of manufacturing defects that cause a change in the technical
condition of automation equipment, and a decision-making method based on a guaranteed forecast of the technical condition
of automation equipment. Conclusions. The paper establishes the possibility of using the laws of nonequilibrium thermodynamics
to determine the relationship between the controlled parameters of automation equipment and the displayed medium, and to
build a deterministic thermodynamic model of the development of production defects. Disclosed is an equation of evolution
of technical state of automation equipment based on a deterministic kinetic model of processes occurring in a multicomponent
medium, and an observation model which takes into account errors caused by instability of external effects and measurement
errors. Disclosed is a method of implementing a guaranteed forecast of change in parameters of automation equipment based
on solving the evolution equation using optimal filtering algorithms, which are used to solve estimation and prediction problems.

Keywords: automation tools; manufacturing defects; environment; thermodynamic model; guaranteed prediction.
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O. [IOHOMAPEHKO, B. [OPEAUOB

METO/J OB®YCKAIIIl MPOEKTY EJJEKTPOHHUX CUCTEM
HA OCHOBI ATPET AIIIT

[liz 4ac BUTOTOBIICHHS IHTETPAaJbHUX CXEM ICHYyE€ HMOBIPHICTH NOJAaBaHHS alapaTHUX TPOSHIB Ha OyIb-sSKOMY eTami UKy
po3po0eHHs. ATaKH amapaTHUX TPOSHIB MOB’s3aHi 31 3TOBMHCHUMH MOAM(DIKAIISIMH 1HTETPAIIBHIX CXEM Y MpOLEeci MPOEKTYyBaHHSI
a00 BHUTOTOBJICHHS, /€ 3aJIy4aloThCsl HEHAIHI IHCTPYMEHTH MPOEKTYBaHHS a00 KOMITOHeHTH. Taki Moaudikanii MOXyTh IIPU3BECTH
o HebGakaHOI MOBEAIHKH IHTErpaJbHUX CXeM ab0 10 MOSBH NPHUXOBAaHHMX KaHAIIB BUTOKY iHQopmarii. IcHyIoTh pi3HI MeTomm
knacugikarii, BUSBICHHS Ta 3armo0iraHHs JOJABAaHHIO amapaTHUX TPosHiB. OIHUM i3 TaKWX MiAXOMIB € MPOEKTYBAaHHS HAa OCHOBI
obdyckariii, O TIPYHTYETbCS Ha NPHXOBYBAaHHI (DYHKIIOHAJIBHHX Ta CTPYKTYPHHX BIACTUBOCTEH IIPOEKTY, IO YCKIAJHIOE
JUI  3JI0OBMHCHMKA JofaBaHHS TposHiB. Ilpeamerom pmociuimkeHHsi € Meron oOQycKalii HPOEKTYy eNEKTPOHHHX CHCTEM
Ha OCHOBI arperamii. Mera podoTum — OCHiIKEHHS Tporecy oOdyckamii MpoeKTy eNeKTPOHHMX CHCTEM Ha OCHOBI arperarii.
KirouoBa izes momsArae B ToMy, IO eTan po3poOieHHs Ta Mif €IHAHHSA MOHITOpPY Oe3NeKH BHKOHYETHCS B HAAIHHOMY CEpeIOBHIII.
OTmxe, 37TOBMHUCHUK HE 3MOXE OTPUMAaTH HOro (yHKLIOHAJBHICTh Ta OPHUTIHAIBHY CTPYKTYpPY. AKTYyaJdbHIiCTh PO6OTH Mojsrae
B TOMy, IO 3a3Ha4eHHH MiAXix 3amobirac MOXIMBOCTI (YHKIIOHYBAaHHS amapaTHUX TPOSHIB. Y cTarTi mHependadaeThest
PO3B’sI3aHHS TAKMX 3aBAaHb: PO3POOJCHHS Ta JOCIKCHHS aNropUTMy OOQYCKaIlii MPOEKTy EIeKTPOHHHUX CHCTEM Ha OCHOBL
arperarii; peanizawis HOZaHHS MOHITOpPY O€3leKu SIK OKpeMoi MiJICHCTEMH, MOB’A3aHOi 3 OCHOBHUM IIPOEKTOM; €KCIIEPUMEHTAIIbHE
OLIIHIOBAaHHSI MOJMJIMBOCTeH MeTony. Pe3yJbTaTH po6oTH: NpPOJIEMOHCTPOBAHO MeTOH 0O0(YycKalil MPOEKTY EIEKTPOHHUX CHCTEM
Ha OCHOBI arperamii; 3allpOIIOHOBAHO MOHITOp O€3NeKH SIK OKpeMa ITJCHCTeMa, IO IIOB’S3aHa 3 OCHOBHHM IIPOEKTOM; BHKOHAHO
eKCIEepUMEHTAJbHE OIIHIOBaHHS MOXIHMBOCTEH MeTomy. BucnHoBkm. Ilimxinm Uil MpOEKTyBaHHS Ha OCHOBI 0oOQyckarii moisrae
B TOMY, IO IHTerpaibHa cxeMa MOAMGIKYEThCS, OT)KE, MPUXOBYIOThCS (YHKI[IOHANBHI Ta CTPYKTYpPHI BIACTHBOCTI MPOEKTY,
IO YCKJIAIHIOE JUIS 3J0BMHCHHKA MoJaaBaHHS TposiHiB. OO(yckallisi Ha OCHOBI arperaiii moyisira€ B TOMY, IO MOHITOp Oe3meku
PO3IIISIA€THCS K OKpeMa IiJICHCTEMa, OB’ s13aHa 3 OCHOBHUM IIPOEKTOM.
Kawuogi cioBa: amapatHa Oe3neka; 00(ycKallis MpoeKTy eIeKTPOHHUX CHCTEM; MOHITOpP O€3IeKH; arperarfis.

OOdyckarfiss € pileHHsIM

Beryn nonaBaHHS TposHIB  [1].

I 3aXUCTY iHTeJ’ICKTyaﬂLHO.I. BJIACHOCTI CJICKTPOHHUX

AmapaTHi TpOSHH TIOB’si3aHI 31 3JIOBMHCHUMH CUCTCM Bl TaKUX AaTak, 5K 3BOPOTHA IHXCHEPIS Ta

MOZ[I/I(i)iKaHiHMI/I iHTel”paJ’ILHI/IX cXeM (IC) Ta BOHU HipaTCTBO [6] 3a ocTaHHE ,Z[eCSITI/IJ'IiTTﬂ 6y.]'IO pO3p06J'ICHO

MOXyTbh OyTn nonani B IC Ha Oyap-aKoMy eTami IUKITy il YMMAIIO METO/IB 06(yCKaLlil eIEKTPOHHNX CHCTEM.

po3pobnenns. Taki Moxudikamii MOXYTh IPU3BECTH VY mponmeci oO0Qyckanii €IeKTPOHHHX CHCTEM

0 TIOSABH TPUXOBAaHWX KaHAJIB BHTOKY iHQopmarii crienuikalis MPOEKTy IHQPYETHCS, 3MIHIOETBCS OIHUC

a6o 1o Hebaxanoi noseainku IC [1]. ab6o crpykrypa IC Ta HaBMHUCHO TPHXOBYETBCA 1l

YV pobori [2] cTBepmKyeThes, WO Taki ertamu,  (QYHKUiOHanbHICTb. OTXKe, pe3y/bTyioua apXiTeKTypa crae

Ak crenu@ikalis, TeCTyBaHHS IAKEeTiB 1 PO3rOpTaHHS,
HE Bpa3lWBi M0 IOMABAaHHS amapaTHUX TPOsHIiB. [Hmri
€Taly, HalpHKIaJ TPOEKTYBaHHS Ta BUIOTOBJIICHHS,
Bpa3NMBi 10 aTak Oe3MeKH, Ta MiATPUMAHHS KOPCTKOTO
KOHTPOJIIO HaJl IIUKJIOM po3poluieHHs npoekTy IC € myxe
nmoporuM. Ha mieif ac Bxke iCHye 9MMaio pi3HUX METOIIB
BUSIBJICHHS. Ta 3amo0iraHHs JIOJaBaHHIO —arapaTHUX
TpOsHIB (Kacudikaris HaBeaeHa B [3, 4]).

OOdyckalliss MPOEKTY € METOJOM 3amoOiraHHs
Kpaaixkii iHhopMaIlii, 3SBOpOTHIN iHKeHepii, KITOHYBaHHIO
Ta He3akoHHOMY Bukopucranuo IC [5]. Iligxin
IUT TIPOEKTYBaHHA Ha OCHOBI oO(dyckamii rpyHTyeTbCs
(yHKUIOHANBHUX 1

Ha IIPUXOBYBaHHI CTPYKTYPHHUX

BJIACTUBOCTEH TIPOEKTY, IO YCKIIAJHIOE IJISI 3JIOBMHCHHKA

HEOYEBH/THOIO TSl 3TIOBMHCHHKA, 1110 YCKIIA JHIOE MIpaTCTBO.

Ils pobora mpHCBSIYCHA MAOCHIIKEHHIO METOIY
o0¢yckamii MPOEKTY ENEKTPOHHUX CHCTEM Ha OCHOBI
arperaiii. Po3B’s13yl0TbCs Taki 3aBJaHHsS: PO3pOOICHHS
Ta JIOCHUKEHHS alroput™my oOdyckamii NpoexTy
€JIEKTPOHHHUX CHCTEM Ha OCHOBI arperaiii; peaiizaiis
MMOJIAaHHST MOHITOPY OC3MEeKH SK OKPEMOi MiJICHCTEMH,
MOB’513aHOT 3 OCHOBHUM MPOEKTOM; €KCIEPHUMEHTAaIbHE

OHiHIOBaHHSI MOXKIIMBOCTEH METOAY.

AHaJi3 gitepatypu

AnapatHi TposiHH MOXyTh OyTu momani B IC
Ha Oynb-sKOMy erami LUKIY ii po3poOsieHHs. ATaku

© O. Ilonomapenko, B. 'opbauos, 2024
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amapaTHUX TPOSHIB CTalld OCHOBHOIO MPOOJIEMO0
Oe3nexu inTerpanpHux cxem [1]. Lli aTaku moB’sizaHi 3i
3moBmucHIME Moaudikamismu IC mig gac mpoexTyBaHHS
a00 BHUTOTOBJICHHS B HEHAIIHHOMY MPOEKTHOMY LIEHTpI
YU Ha BHPOOHMIITBI, /¢ 3aMy9arOTbCs HEHAINHI JIOIM,
IHCTPYMEHTH NPOEKTYBaHHs 200 KOMIOHEHTH [1].

Bymn 3anporioroBaHi MeTou Kiacupikarii amapaTHIX
TPOSIHIB Ha OCHOBI pi3HUX XapakTepucTHk [2]. IcHye Taka
kimacudikamis: KOMOIHANiHI — aKTHWBaIlisl TpPOSHIB
3aJIOKHUTh Bl BHHUKHEHHS KOHKPETHOI YMOBH Ha IMEBHUX
BHYTpIIIHIX BYy3JaX CXEMH, IIOCIIIOBHI — aKTHUBaIlisl
TPOSIHIB 3aJICKUTh BiJ] TOSBH SKOICh IOCIIZOBHOCTI
JIOTIYHUX 3HAYEHB Y BHYTPIIIHIX By3nax [2].

Heski xmacudikaii ocHOBaHI Ha MexaHi3Max
aktuBamii (Trojan trigger) Ta dYacTuHI cXeMH abo
(yHKIIOHATBHOCTI, Ha $IKi BIUIMBAE€ aKTHBALis TPOsSHA
(Trojan payload) [2]. Jeranpna kmacudikamis anmapaTHAX
TPOSIHIB HaBelleHa B poOoTi [2].

IcHYIOTB Taki miaXxoau BUSABICHHS TPOSHIB: JOTidHE
TECTYBaHHS Ta aHalli3 CTOpOHHIX KaHamiB [1]. Jloriuxe
TECTYBaHHS TOJISITAa€ Y PO3POOJICHHI TECTOBMX IAOJIOHIB
JUTS. BUSIBIICHHS TpOsHA. Takuil MinXix, HaiiMOBIpHIIIE,
HE 3MOK€ AaKTHUBYBATH BENWKI TPOSHHU, IO MiCTATh
3HAYHY KUIBKICTh TPUTEpHUX BXOAIB [1].

[HmmM  migxomoM €  BHUMIpPIOBAaHHS —MapameTpa
CTOPOHHBOTO KaHaJy, HANpUKIad, 3aTPUMKH IUIIXY,
Ha SKHA MOXYTh BIUIMHYTH HEHaBMHCHI Momugikarii
KOHCTPYKIIii. AJjie e(EeKTHBHICTh aHai3y CTOPOHHIX
KaHaNiB OOMEXeHa BENWKHMH BapiamisiMd BHYTPIIIHIX
mapaMeTpiB TPUCTPOI0 B CYYaCHUX TexXHoorisax [l].
PimenHs, mo moenHye B co0i mepeBarn 000X MiAXOiB,
MoOXe OyTH BHKOPUCTAHO ISl BHSIBICHHS TPOSIHCBKHX
Tporpam pi3HUX THIIIB i po3mipis [1].

[linxomu, MmO 3amo0iraroTh JO0JABAHHIO TPOSHIB,
MOMUIAIOTE HA JIBi Kareropii: MiAXOOM Ha OCHOBI
00(yckarrii Ta miaxoau i3 3aroBHEHHSIM MakeTa. [Tigxomu
Ha OCHOBi 00(ycKarii IpyHTYIOTBCS Ha TNPUXOBYBaHHI
(DYHKIIOHAIBHUX Ta CTPYKTYPHUX BIJIACTUBOCTEH IU3aliHY,
M0 YCKIJIAIHIOE JUTS 3TI0BMHCHUKA JOTaBaHHS TPOSHIB [1].

[ligxomu i3 3aMOBHEHHSAM MaKeTa CIpsSMOBaHI Ha Te,
mo0 mo30yTHCS MOXKIMBOCTI JOTYYCHHS TONATKOBHX
KOMITOHEHTIB CXEMH B TIPOEKT CIIOCOOOM 3allOBHEHHS
BUTBHOTO TpocTOpy. Takuil MmiaXiy YCKIAAHIOE IS
3JI0BMHCHHKA TIOIIYK MiClsi HA MPUCTPOi 3 METOI0
JoaBaHHS TPOsHiB [1].

IcHyroTh TpH THIM 00dYyCcKalliil eNEeKTPOHHUX CHCTEM:
nmacuBHA 00(dyckaris, akTiBHA 00¢yckamis Ta 00dyckaris
Ha OCHOBI pekoH(IrypoBaHoi yioriku [5]. Cxemu akTHBHOL

00(yckamii eTeKTpOHHMX CHCTEM MO)KHA TOHITUTH Ha

o0¢yckamito Ha OCHOBI KOMOiIHamiWHOI JIOTIKM 1 Ha
OCHOBI ckiHueHHOT0 aBToMata (CA).

* VYV pa3i macuBHOI O0O0QycKamii eIeKTpOHHUX
CHCTEM OIUC TPOEKTY MMH(PYETHCI 3a JIOMOMOTOI0
KpunrorpagiyHUX METO/IB HIEpe]] TUM, K epeaTh Horo
JI0 HeHaiHuX eTariB KKy crBopeHHs IC. Po3poOHuK
HAJIA€ KITIEHTAM NPABIIBHUAN KIFOY JUIs po3iupyBaHHs
MPOEKTY [5].

* AxrtmBHa oO(dyckamis momnsrae B MoAuMQikarmii
¢ynxkuionanbHocTi [C 17151 3aXKMCTY TIPOEKTY BiJl 3BOPOTHOT
IEKeHepii, KIIOHYBaHHS Ta CTBOPEHHS OLTBINOI KUTBKOCTI
koriit IC, Hix OyJ10 3aMOBJIEHO [5].

* OOdyckariss Ha OCHOBI KOMOIHAIIITHOI JIOTiKH
MOU(IKye MPOEKT CIIOCOOOM BKIIFOUCHHS OJATKOBUX
JIOTIYHUX BEHTHIIB [5].

* 3a
MOan(IKyeThCS MPOEKT cXeMHu Ta OJoKyeTbess kKoxkHa 1C

ymMoBH  oOdyckauwii Ha ocHoBi CA
3a JIOTIOMOT'0I0 YHIKJIFHOTO LIIIXY Hepexoay crany [5].

* OO0¢yckarriss Ha OCHOBI PEeKOH(IrypOBaHOI JIOTIKH
BUKOpHCTOBYE (yHKLIT pexoH¢irypanii IC mis obdyckamii
npoekTty. [linxix monarae B ToMy, mo0 3p0OUTH HEBEITUKHI
KOMITOHEHT TIpOeKTy pekoHpiryposanum B IC. Otxe,
MIPUXOBYIOThCS (DYHKITIOHANBHI Ta CXEMHI JeTam Ha
HEHAJIIHHUX eTanax UKy po3po0ieHHs [5].

Iligxonn [0 TPOEKTYBAaHHS 3aXWIICHOI CHUCTEMH
MaroTh OyTH OCHOBaHI Ta TAKUX YHMHHHUKAX:

1) popmanpaIX MomenmsIx Oe3rnek, Mo 3a0e3MeTyoTh
CTIHKICTh CUCTEMH JI0 HECAaHKLIIHOTO JI0CTYIy, B YMOBax
BHHUKHEHHS B il KOMIIOHEHTaX 3JJ0BMUCHHUX BTOPTHEHB;

2) cy4acHHX METOJax IIPOEKTYBAHHS 3aXHUILEHOT
CHUCTEMH, IO TMependavyaroTh HAABHICTH MeEXaHIZMY
0e3reKH K 000B’SI3KOBOTO €JIEMEHTa;

3) TeopeTHYHO OOTPYHTOBAHHX TapaHTIAX Oe3MEeKH
CHCTEMH;

4) 3acTOCYBaHHI MATEMaTHYHOTO MOJICITIOBAHHS JIJIS
OLIIHIOBAHHS TEOPETUYHUX PE3YJIBTATIB, 110 CTOCYIOTHCS
Oe3mnexu cuctem [7], [8].

Konuenuiss MoniTopa 6e3nexku (MB) — mexaHizmy
KOHTPOIIO TIOCTYITy — € 0a30BOI0 B TPOEKTYBaHHI Ta
po3po0bieHHi 3axuiieHux cucteM [9]. Mb e xoHuenitieto
JOCTYITy
OIMOCEPEIKOBYE BCi TOCTymH Cy0’eKTiB 70 00’ekTiB [10].

KOHTPOITIO abcTpakTHOI  MamMHHA, IO
3aBasaku Mb po3poOHHUKH MOXKYTBH JOAATH aCTIEKT Oe3NeKn
B TPOIEC MPOEKTYBAHHS CUCTEMH 3aMiCTh TOTO, MO0
HaMaraTucs JONYYHWTH HOTO Ti3Hime. AOCTpaKTHa MOJIETb
MBb mosxe 3acTocoByBaTHcs 10 Oy/Ib-5IKOTO THITYy CHCTEMH,
sika oTpedye 3a0e3neueHAs KOHTPOIIO JocTyry [11].

MOHITOpa  Oe3meKu

IlepeniunmMo  BIACTHUBOCTI

BiIMOBiMHO A0 mpari [12]:
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* Mb mae Oytu TakuM, 00 HOTO HEMOXIUBO
OyJ10 00IHTH, 30KpEeMa 3JIOBMUCHUK HE MIT' O0IATH MEXaHi3M
KOHTPOJIIO IOCTYITY i HOPYIINTH MOJITHUKY OC3MEeKH;

* Mb mae OyTH 3axMIEHUM BiJ HECAHKLIHHOTO
JIOCTYIIy, OCKUTBKH B IHIIOMY pa3i 3JIOBMHCHHK MOXKE
pYHHYBaTH caM MEXaHi3M 1 TaKUM YHUHOM IOPYLIMTH
TOJITHKY O€3IeKH;

* MBb Mmae mignaBaTrcs OLHIOBAaHHIO, TOOTO aHAI3Y
Ta TecraM, IMOBHOTAa SKHX MOXe OyTH TapaHTOBaHa.
B iHmomy pasi MexaHi3M, iIMOBIpDHO, MaTHMe HEIOJIKH,
Yepes sIKi MONITHKA Oe3MeKH He BHKOHYBAaTUMEThCS;

e MBb Mae 3aBKI1 BUKIHMKATHCS, OCKLIBKH O€3 i€l
BIACTUBOCTI MEXaHi3M MOXXe HEe MpafoBaTH B TOM
MOMEHT, KOJM 1e Oyae mOTpiOHO, depe3 IIo
3JI0BMHUCHHUKY BIIACThCS HOPYIIUTHU MOTITUKY OC3MEKH.

VY wmiii craTTi po3riagaeTbes o0QycKamis Ha OCHOBI
peKxoH(}IrypoBaHOi JIOTIKH Ha CTafil MiCIs BUTOTOBJICHHS
IC, a TakoX TOpPYHIYETHCS THTAHHS HEOOXiTHOCTI
JOJTaBaHHS €Taly pPeKOH(IrypoBaHO{ JIOTIKH 10 LUKIY
po3pobnenns. lleit miaximg gomomarae MPUXOBATH
YaCTHHY IIPOEKTY BiJ 3IOBMHCHHKA, a came (QYHKIii
Ta CTPYKTypy MIKPOCXEMH JOTH, JOKHM He Oyne

3amporpamMoBaHa pekoHdirypoBana jorika. O6¢yckaris

Y, On
—’E

Y, On
—>|:

Y;‘O)“

Y, OH
—>|:

HAa OCHOBI pEeKOH(DIrypoBaHOi JIOTIKH JIa€ 3MOTY
po3pizHATH po3pobicHHs Ta BupoOHHITBO IC. OTxe,
MIPOEKT MO’KHA MalKe MOBHICTIO pO3POOUTH B HATIHHOMY
CepelloBHUIll, 3a BHHATKOM JesSKuX nepudepiitHux

(YHKIIN, TOIaHUX 10 OCHOBHUX €JIEMCHTIB.

O0¢yckania MoHiTopa 6e3neKkHn Ha OCHOBI arperauii

Y wmifi crarti IeMOHCTpyeThbcs MeTon o0dyckarii
MPOEKTY €JEKTPOHHUX CHCTEM Ha OCHOBI arperarii,
SIKM{ TIOJISITa€ B TOMY, IO TIPHXOBYEThCS i €IHAHHS
MB, 1100
(YHKIIOHAJIbHICTH Ta OPUTiHAIBHY CTPYKTYPY.

3I0BMHCHHK HE MIr OTpHUMaTH HOTro

Po3sristHeEMO 11ei METOI IETAIBHIIIIE.

Enementu cucremun S 00’€qHYIOTBCS B MiJCHCTEMH
S Lo e =1, 2,.,M . Skwo migcucTeMa Sy € CKIIaIHOIO,
TOJAI BOHAa Ma€ 30BHILIHE CEpPEIOBHUINE. 3OBHIIIHE

CepellOBHINEe MO3HAYAEThCA K (GikTHBHUHA enemeHT Cf
abo mixcucrema S, [13], [14].

IMincucrema S oB’s3aHa 13  3OBHIMIHIM

u

cepeIoBHIlEeM, 300paxkeHa Ha puc. 1.

Puc. 1. ITincucrema S o OB’ s13aHa 13 30BHIIIHIM CEPEIOBUILEM

Bzaemomiss MK MiACHCTEMOIO S# Ta 30BHIIIHIM
CEepEe/IOBUIIEM 3IIFCHIOETHCS 3aB/ISKU BXIITHAM KOHTAKTaM
0 .
Xl.(  30BHiMIHBOTO CepelloBUILA, IO 3’€IHYIOTHCS

3 BHUXIIHUMHM KOHTAaKTaAMH €JIEMEHTIB IiACACTEMH S s

Y(()),u

Ta 3a JOIMOMOIOI0 BHXIJHHX KOHTAKTIB f

30BHILIHBOTO CEPEIOBUIIA, SIKI 3’ €JHYIOTHCS 13 BXIJHUMH

KOHTAKTaMH €JIEMEHTIB IigcucTeMu S e
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BBoauTbCs 0HO3HAUYHMI OnEparop, 1O Ha3UBAETHCA
OIepaTopoM CIIOJyYSHHS €JICMEHTIB Ta MOEIHY€E BXITHUN

KOHTaKT X )

i

13 BUXITHUM KOHTAKTOM Y[(j ) [15]:

y :R(Xl.(j)), (1)

N
ae 00JIacTh BH3HAYEHHS HA MHOXHHI U|:XI(’)j|
Jj=0

m

1

N .
: GNE
Ta 00JIaCTh 3HAYEHb HA MHOYKHHI U Y
k=0
Y poboTi po3rasmaeThCsl MPUKIAA CHCTEMH S ,

. .

mo wmictuth 10 eneMeHTiB, 00’€THAHUX Y IiJCHCTEMH

TaKUM YHHOM: Sﬂz{Cl,Cz} i S/JO:{CO,Q—CQ}.

[Mpumyctumo, mo migcucrema S B oyne Mb cucremu

Ta BUKOHYBaTHME (PYHKIIii KOHTPOJIIO JJOCTYITY.

Meton ob6¢dyckamii Mb mnependawgae Taki eramu:
BU3HAYCHHS (DIKTHBHUX KOHTAKTiB Ha MEXI ITiJICHCTEMHU
S i S

B L, Ta 1o0yioBa BHYTPILIHBOIO ONeEpaTopa

CIOJYYICHHS eJIEMEHTIB IiAcucTeMu S -

Ormnuiemo nporiec BU3Ha4eHHsT (PiIKTHBHUX KOHTAKTIB.

IcHye 1OBI MHOXHHH  KOHTAaKTIB  €JIEMEHTIB

migcucreMu S - MHOXHHA BUXIJHUX KOHTAKTiB [Y;(’)]
u

BCix exeMeHTis C ;> 21€ C € S, 3’eaIHaHUX 13 BXIAHUMU

w2

KouTaktamu enemenTis C , ne C, & S, ; MHOXHMHA BXiTHUX

CJICMCHTIB C.,

KOHTaKTIB [X V) ] ycix ;
u

i

ne C ; esS > O 3’€IHaHI 3 BHUXIJHHUMH KOHTaKTaMH
enementiB C;, ne C, ¢S,. Jlna BCiX eNeMEHTIB 1UX
MHOXXUH HEOOXiTHO BHM3HAUUTH (IKTUBHI KOHTaKTH
miacucremMu S -

Oneparop Q! HA3UBAETHCS OMEPATOPOM HyMepallii
(hiKTUBHUX KOHTAKTIiB Ta BH3HAYA€ 3HAYCHHS (DIKTHBHOTO

xontakry X,

Yl(j) c [Y[(j)]

3aJIe)KHO BiJl BUXIJHOTO KOHTaKTy

M
O _o (v

X =077 2)

! see

Omneparop P, Ha3MBAE€THCA ONEPATOPOM HyMepailii

(DIKTUBHUX KOHTAKTIB Ta BU3HAYA€ 3HAUEHHS (DIKTHBHOTO

(0)u

KOHTAKTy Y; 3aJIC)KHO Bi,Z[ BXi)JHOFO KOHTAKTYy

YI(O)H :P,:(Xi(j) )UX . 3)

Hactynmuum etanom € moOynoBa 3B’sI3KiB MiX
eJieMEHTaMH B TijcucTeMi. ICHye 1Ba THUIHM 3B’S3KiB, 110

HEOOXimHO po3risgHyTH. [lepmmid THm — 1€ BHYTpIIIHI
3B’3KM MDK BXIJHUMHM Ta BUXIJHUMU KOHTAKTaMU

€JIEMEHTIB Cj, ne C ;€ Sﬂ. Hpyruit Tam — 1e 3B°SI3KU
MDK BXIZHMMH Ta BUXIJHUMH KOHTaKTaMH eineMeHTiB C i
migcucremMu S B 13 BXIJHMMH Ta BHUXITHUMH KOHTAKTaMH
enementa C; , ne C, €S, .

VY mepuiomMy BHIIAIKY 3aJaHO MHOXKHHHM KOHTAKTiB

[X[(/‘):L'" i [K(’f)]lr nns enementis C,, ne C,€S,.
Omneparop Croiy4eHHs e€JIeMeHTIB R, y LbOMy pasi
fopiBHIOE R . V mpyromy BUNaAKy B migcuctemi S,
(0)u

(0)u (0)u

MaroTh OyTH KOHTakTH X, ta Y'*, koHTakr X,

3’€IHy€ BXiJHI KOHTaKTH (DIKTHBHOTO eJIEMEHTa CO(”)
3 BHUXIIHHMH KOHTAaKTaMH €JIEMEHTIB IMiacucTeMH S s

(0)u

KOHTakKkT Y, 3’€IHy€ BHXiJHI KOHTAaKTH (PIKTHBHOTO

eJIeMeHTa CO(” ) i3 BXiZHHMH KOHTAKTAMH eJleMeHTIB
miiIcucTeMu S, .
3 I0NOMOT OO OriepaTopa CHIONyYeHHs R, BU3HAYAEThCS

cXeMa CIIOJTyYeHHS eIeMEHTIB MiJCUCTEMH S W

. .
y =R, (x). )
CrionmydeHHsT €IEeMEHTIB MiACUCTEMHA Sﬂ HaBeIeH1

B Tabm. 1.

Tabmuus 1. Cnonyuenns eremenmie niocucmemu S u

7 i 1 2 3 4
0 1,1 1,2 1,3 2,2
1 0,1 0,2 2,1
2 0,3 0,4

VYV T1abn. 1 ememenrty CO(” ) Bimnosigae psgok O,
enementy C, — psagok 1, emementy C, — psmok 2.
Ha mepernni psakiB 3 HOMEpamMH EJIEMEHTIB CHCTEMH
( j) 1 CTOBMIIB i3 HOMEpaMH ii BXiJHHX KOHTAKTiB (l' )
po3MillleHa Tapa YHuce (k, l), IO [MO3HAa4Ya€ HOMEP
eJIeMeHTa (k) i HOMep HOro BUXiZHOTO KOHTAKTy (l) ,
IO AKOIO Mif’ €IHAHWA KOHTaKT (l' ) DiKTHBHI KOHTAKTH
Xl.(o)“ Ta YI(O)” BIAMOBIZAIOTh BXiHUM 1 BHUXiIHUM

kontakram C;' BigmoBimHo. VY Tabn. 1 momana

iHpopMmamisg, moB’s3aHa 3 mix’eaHaHHsM Mb (S#)

1 OCHOBHOT'O TIPOEKTY (Sﬂo). Iz indopmanis HeoOXinHa
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AL TIPOrpaMyBaHHs MiACHCTEMM S, HA HACTYIHHX

€Tarax MpoOEKTYBaHHA.

Y  3ampomnoHOBaHOMY  CHOCOOI  IPOEKTYBaHHS
0e3meyHoi eNeKTPOHHOI CHCTeMH O0OB’S3KOBHI eran
PO3pOOJIEHHST MEXaHi3My KOHTPOJIIO JOCTYILY IOAAETHCS
B LHUKI PO3pOOJCHHSA MPOEKTY. 3aBHSIKH 0O0Qyckarii
NPUXOBYETHCST (PyHKLIOHAN 1 CTPYKTypHi Jerani MB,
a TakoX 3abe3meuyroTbes Taki BimactuBocTi Mb: crae
3aXMIIEHNM BiJl HECAHKI[IHHOIO JOCTYITy i CTa€ TakuM,

00 HOro HEMOXKIUBO OYII0 001HTH.

ExcnepuMeHnTaibHe OLiHIOBAHHS
MOKJIMBOCTEH MeToay

Y @it crarTi TPOAEMOHCTPOBAHO MIOXim HO
00¢yckauii Mb Ha 0CHOBI 4acTKOBO peKOH]IrypoBaHHX
mpoekTiB Ha FPGA. 3ampomoHoBaHM{ MiAXix MOJaHO
Xilinx Artix 7 FPGA cimeiicTBa

MMPU3HAYCHOT O JUJIA

Ha apxiTeKTypi
TIIC

BHUCOKOIPOAYKTHBHUX

CbOMOTI'O HOKOJ’IiHHﬂ,

cucteM. PoO3rIsHYyTHHA — miaXif
JNEMOHCTPY€eThcs Ha 1ati po3podku Nexys 4 DDR
npuctporo  Xilinx Artix 7 XCA100T.

Jns  TpoeKTyBaHHS

Ha OCHOBI
BUKOPHCTOBYEThCS ~ MPOTPaMHE

3abe3neuends Xilinx Vivado.

BucHoBkn

OLIIHIOBaHHS
pexoHpiryparmii,
peamizaiiii  MIXOOy
(hizmgHOTO

Posrnsaemo CKCIICPUMECHTAJIbHE

MOTCHI[IMHAX  TlepeBar  TEXHOJOTii
0  BUKOPHUCTOBYETHCS  JUIS
ob6¢yckamii  MBb.

EKCTIIEPUMEHTY SIK IHCTPYMEHTY MOJIEIIOBAHHS 3 METOIO

JeranpHuii  omuc

JEeMOHCTpalii amapaTHol peami3alii 3aIpONOHOBAHOTO
METONy 13 3aCTOCYBaHHSM IUIATPOPMHU PO3POOIEHHS
cucremn Ha kpucrtani (SoC) € mocraTHRO crennpiaHIM
1 TPOMI3JIKMM, 110 BUBOIUTH HOTO 3a MeXi Ii€i podoTH.
OOMexxeHuit 00CST CTaTTi HE Ja€ 3MOry OIHCaTH
OLIIHIOBAHHS

IOKJIagHIIIe eKCIICpUMEHTAJIbHE

METOAy. 3 OmIiAy Ha I pO3TISIHEMO OCHOBHI
KOHIICTITyaJIbHI MOMEHTH.

VY miii poGOTi 3arpornoHoBaHui MeTon 00dyckarii
MPOEKTY EJICKTPOHHUX CHCTEM IS 3aXUCTy MPOEKTY
BiJ pisHUX (hopM arak. Y Mekax TEXHOJOTIl 4aCTKOBOI
pekonpirypamii SoC OCHOBHa KOHIICIIiSA MIIXOAy Mae
CBOi1 0OCOOJIMBOCTI, MO/TaHI HUXKYE.

MOJKJIUBICTh

FPGA
B Oymp-siKWil dYac micis 11 MO4aTkoBOi KOH(Iryparii.

YactkoBa pekoHQirypauis — 1e

MOBTOPHO  KOHGIrypyBatn oOpani oOmacti
IMpoekr cucremu Ha kpuctam (SoC) S mnoginserses
Ha 1Bl migcucremMu: S .» Aka € Mb npoexkry, 1S 0 » IO €

6a30BuM mpoekToM cucteMu S . Ile o3Hauae, 0 OPOEKT
3araioM MoOXke OyTH po3poOieHuii Maibke TOBHICTIO
B HEHA/IHHOMY CEpeZOBHIL, 32 BHHATKOM camoro RM,
SIKAH PO3POOIISIETHCS] TIOBHICTIO B IOBIPEHOMY CEPEIOBHIIII.
i dyskmit
IHTETpyBaTH acIlleKT OE3MEeKW B MPOIEC IMPOEKTYBAaHHS

JAal0Th 3MOTY PpO3pOOHHMKAM  OIiKye

cucremu. [Hdopmanis 3 Tabn. 1 BUKOPUCTOBYETBHCS ISt
nporpamyBanns (pekondirypauii SoC) migcucremn S,
Ha HACTYIHHMX eTalmax 1 B JIOBIPEHOMY CEpEJOBHIII.

[IpakTrnyHO MH MPUXOBYEMO (HYHKIIIOHAT Ta CTPYKTYpHIi
neram Mb.

Y crarti 3ampomoHOBaHO MeToJ  OoO0Qyckarii
MPOEKTY €JIEKTPOHHUX CHCTEM Ha OCHOBI arperarii, skui
nojiara€ B TOMY, IO NPHUXOBYETbCS IiJ €AHAHHS
MOHiTOpa Oe3reku, mo0 3JOBMHUCHHK HE MIT OTPHUMATH
Horo (yHKIIOHAJIBHICTE Ta OPUTIHAIBHY CTPYKTYpY.
[ligxin U1 TPOEKTYBaHHS Ha OCHOBI 00Qyckarii
nependavae, IO iHTerpajbHa cxemMa MOAH(DIKyeThCs
CTPYKTYpHI

BJIACTHBOCTI TIPOEKTY, IO YCKIJIQJHIOE JUIsl 3JI0BMUCHHKA

W TpUXOBYIOThCS  (YHKIIOHANBHI Ta
JIO/IaBaHHS TPOSHIB.

O0d¢yckarist Ha OCHOBI arperaiiii Honsrae B Tomy,
o0 MOHITOp O€3MeKH pPO3MIIIAEThCS SK  OKpeMa
MiZICKCTEMAa, OB’ s3aHa 3 OCHOBHHM MPOEKTOM, 1 TaOIHIISA
3’€IHaHHS CIIEMCHTIB IIJICHCTEMH MIiCTUTh iH(opMaIliio,
MOB’sI3aHy 3 M €IHAHHAM MOHITOpa OC3IEKH [0
OCHOBHOTO MPOEKTY. OTKe, MPUXOBYIOTHECA CTPYKTYpPHI
netani Ta GyHKIIOHAT MOHITOpa Oe3MeKH.

YacTkoBa peKOH]Irypamisi 1a€ 3MOTY IIOBTOPHO
FPGA

MOYaTKOBO1 KOHQIryparii. 3aBIsKH IbOMY HPOEKT MOXKE

KoHbIirypyBath 00paHi o0jacTi micns 1l

OyTH pO3pOOJICHUI MaiKe IMOBHICTIO B HEHAAIHHOMY
CEpelOBUINI, a JUIS MiJCHCTEMH, IO € MOHITOPOM
OesIeKu, 3ilicHEHO

Moxe OyTu IpOrpaMyBaHHs

(pexordirypamis  SoC) Ha HACTYmHHMX erTamax i

B JOBipeHOMY cepenoBuini. OTxe, 3a0€3MCUyIOTHCS
BJIACTHBOCTI MOHiTOpa Oe3meku: BIiH Mae OyTH
3aXMIICHUM BiJl HECAHKIIIHOTO JIOCTYITy Ta CTAaTH TaKuM,
006 fforo HeMOXXJIMBO OyII0 00iiTH.

IMomaneia poOoTa mMmoJyissrae B PO3B’SI3aHHI TAKUX
3aBJaHb: JIONAaBaHHSA €Tally CTBOPCHHS MEXaHi3My
KOHTPOJIFO JIOCTYIly B UHKI pPO3POOJICHHS MPOEKTY
€JIeKTPOHHOL aHamiz i

CUCTEMU; TeOpeTI/I‘IHI/Iﬁ

MaTeMaTH4yHe MOJEJIOBAHHS TPOEKTY  EIEKTPOHHOT
CUCTEMHU, SIKU BHKOHAHWUW 3 BUKOPUCTAHHSM MOHITOpA
Oe3meku, IS OIL[HIOBAHHS CTIHKOCTI 3alpOIOHOBAHOT

cxemH o0dyckarii.
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AGGREGATION-BASED OBFUSCATION METHOD
FOR ELECTRONIC SYSTEMS DESIGN

Hardware Trojan attacks relate to malicious modifications of integrated circuits during design or manufacturing, involving untrusted
design tools or components. Such modifications can lead to undesired behavior of integrated circuits or the appearance of hidden
data leakage channels. There are various methods of classification, detection and prevention of hardware Trojans insertion.
One approach to prevent of Trojans insertion is an obfuscation-based design approach. This approach is based on hiding
the functional and structural properties of the design, which makes it difficult for an attacker to insert Trojans. The subject
matter of research is an aggregation-based obfuscation method for electronic systems design. The goal of the work is to study
the process of aggregation-based obfuscation of the electronic systems design. The main idea is that the development and
connection phase of the reference monitor is performed in a trusted environment. Thus, an attacker will not be able to
obtain its functionality and original structure. The relevance of the work lies in the fact that this approach prevents the
possibility of functioning of hardware Trojans. The following tasks were solved in the work: development and study of
an aggregation-based obfuscation algorithm for electronic systems design; implementation of the reference monitor
presentation as a separate subsystem associated with the main design; experimental evaluation of the possibilities of the method.
As a result of the work the aggregation-based obfuscation method for electronic systems design was demonstrated,;
reference monitor was presented as a separate subsystem associated with the main design; experimental evaluation of the
possibilities of the method was demonstrated. The studies allow us to conclude: the obfuscation-based design approach is
that the integrated circuit is modified, thus, the functional and structural properties of the design are hidden, which makes
it difficult for an attacker to insert Trojans. Aggregation-based obfuscation considers the reference monitor as a separate
subsystem associated with the main design.
Keywords: hardware security; obfuscation of electronic systems design; reference monitor; aggregation.
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O. ITocAlIKOB, O. LIMMBAJ

PO3POBJIEHHSA APXITEKTYPU CUCTEMM BIJJIAJIEHOI'O JOCTYITY
A0 HABYAJIBHOI'O JJABOPATOPHOT'O OBJIAJHAHHSA
3 BUKOPUCTAHHAM ABTOMATHU30BAHUX PIIIIEHb

IIpeamerom nocaigxeHHs € 3acO0HM BiITAaJCHOTO IOCTYITy IO HAaBYANBHOTO OONamHAHHA Ha 0a3i Raspberry Pi Ta mporpamHe
3a0e3mnedyeHHs BignaieHoro pobouoro croay. Mera podoTu — aHami3 3aco0iB BiJalIeHOr0 KepyBaHHA O0JaJIHAHHAM 1 pO3pOOICHHS
apXiTEeKTypH CHUCTEMH BIAJAJCHOI0 JOCTYIY CTYICHTIB 0 JabopaTOpHOro OOJamaHAHHS I peanizalil AUCTaHI[IHHOrO HaBYaHHSI.
VY craTTi po3B’sA3YIOTHCS KOHKPETHI 3aBAAHHS: IIPOAHATI30BaHO Taiy3i, y SIKMX 3aCTOCYBAaHHS 3ac00iB JUCTAHLIHHOTO IOCTYITY
€ HaMOUThII KPUTHYHHUM, 30KpeMa OcOOJIHBE MICIe TOCIIa€ OCBITHA Taly3b, ONMMCAHO HasBHI METOIM OpraHi3alii BiImaieHOTro
JOCTYIly [0 HaBYAIBHOTO OOJagHAaHHS, BUOKPEMJICHO IIepeBard W HEIONIKM KOXHOTO 3 METOIiB; OOIpyHTOBaHO BHOIp
MiHIKOMIT'I0Tepa Raspberry Pi gk amnapatHoi miaTtgopMmMu st NMOOYZOBH CHCTEM AWCTAHIIIHOTO JOCTYILy; 3alpOIIOHOBAHO
apxiTeKTypy KOMIUICKCY TEXHIYHHX pilleHb Ha 0a3i Raspberry Pi mns OUCTaHIIHHOTO YNPaBIiHHA OCBITHIM JIaOOpaTOPHUM
o0agHaHHIM; OMMCAHO Peai3allilo NPUKIATHOI CHCTEMU MOHITOPUHTY TEMIIEPaTypH Ta BOJIOTOCTI 3 BUKOPHCTAHHAM PO3POOIEHOTO
migxony. MeToau [OCTiKeHHs] Tiepen0ayaroTh TOPIBHAIBHUN aHaNi3 HasBHUX TEXHOJIOTIH JUCTAHLIIHHOTO KepyBaHHS,
NPOTOTHITYBaHHS Ta EKCIEPHMEHTAJbHE TECTyBaHHA po3poOneHoi cucteMu. JIOCATHYTO TakuX pe3yJbTaTiB: OOTPYHTOBaHO
TOUUTBHICTh BUKOPHCTAHHS MIIXOAY BIIAJICHOTO0 poOOYOTro CTONY Ta MporpaMHOro 3adesmedeHHS AnyDesk mns opranizamii
JOCTYIy; po3pobieHo cucteMy Ha 0a3i MiHiKOMIT'toTepa Raspberry Pi nns ynpaBiiHHS oONagHaHHSAM Ta Bisyanlizalii JaHHX;
peanizoBaHO TNPHUKIAAHY CHCTEMY MOHITOPHHTY TEMIIepaTypH ¢ BOJIOTOCTI 3 BHKOpPHCTaHHSIM Raspberry Pi Tta AnyDesk.
BucnoBkn. 3anporoHoBaHMI MiAXix 3acTocyBaHHS Raspberry Pi Ta mporpamMHOro 3a0e3nedeHHs BiggaJeHOro poOodoro CToIy
Jla€ 3MOTY CTyZAeHTaM e(eKTHBHO OpraHi3yBaTH BiIJaJCHHH IOCTYN 10 J1abopaTOpHOro 0OJajHAHHS 3 IHXKCHEPHHUX AUCLHIUIIH
i 4ac AMCTaHLiHOrO HaBYaHHA. lle pilIeHHS MO€IHY€e MPOCTOTY peaiizalii, B3a€MOAII0 3 peaJbHUM (i3UYHUM OOIaTHAHHIM
i HU3bKY BapTICTh MOPIBHSHO 3 BUKOpUCTaHHAM mpomucioBux [JIK.

Kuarouosi ciioBa: Raspberry Pi; BinaneHuii 10CTyIT; KepyBaHHs 001aqHaHHsIM; Tpadiunmii iHTepdeiic kopuctypaya.

Beryn Ta YCTaHOB OylM BHUMYILICHI HIBHIKO TEpPEHTH

Ha JWCTAHIIHHY poOOTYy. Y IBOMY pasi 3aCTOCOBYIOTHCS

Y cy4acHOMY CBITI, IO CTPIMKO pPO3BHUBA€ETHCA,
JMCTaHIiHEe KepyBaHHS OOJIaJHAHHSAM CTa€ Bce OLIbII
aKTyaJlbHUM HE TINBKM B OCBiTHIH cdepi, ane il y
MIPOMUCIIOBOCTI, MEAWIMHI, EHEepreTHii Ta 0araTtbox
IHIAX Tany3sx. Llg TeHAeHIs 3yMOBJIICHA HH3KOKO
(hakTopiB, HEOoOXIiIHICTIO

30KpeMa  Tyobaizauiero,

MiBUIIEHHS e(EeKTHUBHOCTI, O€3MeKH Ta THYYKOCTI
pobounx mporecis.

B OCBITHbOMY KOHTEKCTI JUCTaHIiiiHE yNpaBiiHHS
HaBYAJIBHUM J1a0OPAaTOPHUM OOJaJHAHHAM J1a€ 3MOTY
CTy/ICHTaM OTPUMATH TPAKTUYHHUN JOCBIJ] HE3alekKHO
BiJl iX QizumyHOro posramryBanHs. Lle ocobanBo BaxxiIMBO
B YMOBax 3pOCTaHHS MOMYJISAPHOCTI JUCTaHIiIHOTO
HaBYaHHS Ta HEOOXIHOCTI 3a0e3medeHHs Oe3repepBHOCTI
OCBITHBOTO TIPOIIECY B YMOBaxX TJIO0ATBHHUX CyYaCHHX
BHUKJIUKIB, TakuXx sk maggemis COVID-19 a6o BiiHu.

VY 3B’53Ky 3 BOEHHHM CTaHOM B YKpaiHi, a paHirie
gepe3 mnaHmemicro COVID-19 BuHHKIA HEOOXiIHICTH
3HayHa  KUIBKICTb

COLHAJIBHOIO  JAUCTAHIL{IOBAHHA.

HABYANbHHUX  3aKJIaJiB, IJOPUEMCTB, OpTaHi3aIlii

BIJIOMi CEpBIiCH BiJJalieHOrO 3B’s3Ky, 30Kpema Skype,
Google Meet, Zoom, Microsoft Teams tompo. Ilpore me
HE PO3B’s13y€ MPOOIEMHU JIOCTYITY JI0 (Pi3UYHOrO OOJIaJHAHHS,
HAMpPUKIA/, [UIsi BAKOHAHHS MPAKTUYHHUX 1 J1JaDOpaTOPHHUX
pOOIT CTyJEHTaMH iHXCHEPHUX, MCIWYHHX, (PI3UYHUX,
XIMIYHUX Ta IHIIUX CIEIiaTbHOCTEH B YHIBEPCHUTETI.
OTXe, aKTyalbHUM 3aBJAHHSIM € PO3POOJICHHS
THYYKHX Ta EKOHOMIYHHMX pilleHb JJIS BiITaJICHOTO
JOCTYIly CTYJCHTIB JO0 J1abopaTopHOro OO0 HAHHS.
Ile nmacte 3MOry YHUKHYTH MEpPEpPHUBAHHS MPAKTHYHOT
MMATOTOBKA B IHUCTAHLIIHOTO

yMOBax HaB4YaHH,

HATPUKJIIA, ITiJ 9aC KapaHTHHHIX OOMEKEHb.

AHaJi3 ny0Jikaniii Ta NocTaHOBKA 3aBJIaHHA

HasiBHi pimeHHs Ui AWMCTAHIIWHOTO JOCTYIY
0 J1abopaTtopHOro OONagHAHHS MArOTh Pi3HI MiIXOIH,
JUTS KOXKHOTO 3 SIKUX BJIACTHBI IIEpEBAru Ta HEIOJIKH.

Cucremn BimpaleHUX poOOYMX MicCIh 3a0e3MedyroTh
po0OTY 3 peaslbHUM O0JIaHAHHSM, aJie JIst OE3MOCePETHBOr0
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KEpyBaHHS MPUCTPOSIMH HEOOXIZHO CTBOPHUTH JOAATKOBY

CHCTEMYy, OCHOBaHy Ha IPOTPaMOBaHHUX JIOTTYHUX
KOHTpOJIepaX, MiKpOKOHTposepax Tomo [1].

Hanpuknan, y po6oti [2] onucano cucremy 3 ITJIK
Ta Arduino 1 KepyBaHHS MaKeTaMH KOHBEepa
i copryBasbHOT Mamuau. KopuctyBad uepes TeamViewer
mig’enayereest o IIK B maGoparopii Ta 3amyckae
GUI-3aCTOCYHOK TSI B3a€MOJIIT 3 00J1aTHAHHSM.

OpHak TaM BHKOPHCTaHMH JOPOTHH IMPOMHCIOBUI
IIJIK. Ile 30inblrye BapTiCTh pILIEHHS IOPIBHSHO
3 BIIKpUTHMH IUIaTGopMaMud Ha Kmrtant Raspberry Pi,
SIKI MarOTh TMOMIOHUH (QYHKITIOHAT.

Y mpoMHCIOBOMY CEKTOpi BifmajicHe YIIPaBIIiHHSI
BiZlirpae KJIIOYOBY pONb y KoHUenuii Industry 4.0.
Ile pmomomarae oNTHMI3yBaTH BHPOOHWYI MPOIIECH,

3HU3UTH BHUTPAaTH Ha TEXHIYHE OOCIIyrOBYBaHHS
oOyamHaHHA Ta MOBUINUTH Oe3meky mpaui. Hanmpukian,
y HaTOras3oBiii rayy3i IUCTaHIIHHE KepyBaHHS Ja€ 3MOTY
KOHTPOJIIOBAaTH BUAOOYTOK Ha BiAJaJIEHNX POJIOBHIIAX,
MiHIMI3yBaTH HEOOXIAHICTb  (I3UYHOI MPHCYTHOCTI
MEePCOHATY B MOTEHIIHO Hebe3meyHnx yMmoBax [3].

B enepreTnuHOMy CEeKTOpi JUCTaHIlIIIHE KepyBaHHS
3HaueHHS A

Ma€  BHpimIaibHE e(eKTUBHOTO

(DYyHKIIOHYBaHHS CHCTEM pO3YMHHX EHEPrOCHCTEM.
Lle momomarae MIBHAKO pearyBaTd Ha 3MIiHH IOIHUTY
Ta MPOTO3UILIIi eNeKTPOeHEeprii, BOJHOYAC 3a0e3reuyBaTi
cTabiIbHICTE pOOOTH €HEProCUCTEMH [4].

VY MeQuIuHI TEXHONOTIT TUCTaHIIHHOTO KepyBaHHS
BIIKPHBAIOTh HOBI MOJJIMBOCTI ISl TEIEMEIUIINHU
Ta poboTOTEeXHIYHOI Xipyprii. Jlikapi MOXXyTh BUKOHYBaTH
CKJIa[IHI oTreparlii, eKCIUTyaTyround poOOTH30BaHI CHCTEMHU
Ha BiJICTaHi, 0 OCOOJIMBO BaXJIMBO B YMOBaxX AediluTy
(haxiBIiB y BiImaeHUX perioHax [5].

OTXe, METOIO CTATTi € aHaJi3 3ac00iB BiIIaIEHOTO
KepyBaHHS OOJaTHAHHSAM Ta PO3POOJICHHS apXiTeKTypH
CHCTEMH BIJJAJICHOTO JIOCTYITY CTYJIEHTIB JIO J]aA0OpaTOpHOro
obOnamHaHHA IS peami3amii AWCTaHIIHHOTO HaBYaHHS.
JlocsirHEeHHST MeTH JacTb 3MOTY 3HU3HTH BapTiCTh
1 IIBUIIIATH THYYKICTh CHCTEM IUCTAHIIIHHOTO JOCTYITY.

Y  crarti HasBHI

MpOaHali30BaHO METOIN

opraHizamii BIZTANCHOTO JOCTYIy JO HaBYaJIbHOTO
o0JyaiHaHHs, BU3HAYEHO IepeBark i HEJOJIKU KOXHOTO
3 MeToHiB; OOTpyHTOBaHO BHOIp MiHIKOMIT I0Tepa
Raspberry Pi sk amapatHoi minatdopmu it moOynoBu
CHCTEM IUCTaHI[IHHOTO JOCTYILY; OMKCAHO PO3POOICHHS
KOMIUIEKCY TEXHIYHMX pilleHb Ha 0asi Raspberry Pi
JUTSL IUCTAHIIHHOTO YIPABIIHHS OCBITHIM JTaOOpaTOPHUM
o0yaiHaHHSM; 3aIlPOIIOHOBAHO pealizallilo MPUKIAIHOT
CHUCTEMH MOHITOPHHTY TEMIIepaTypd Ta BOJIOTOCTI

3 BUKOPHCTaHHSAM PO3pPOOJICHOIO MiX0y.

AmHaJji3 MetopiB i 3ac00iB opranizanii
Bi11aJIEHOT0 JOCTYIY A0 HABYAJBLHOI0 00J1aJHAHHS

Po3pobneHHs TEXHOJIOTIH AUCTAHIIIIHOTO KepyBaHHS
MPOWIIIO TPUBAIMH NUIIX — BiJ TPOCTHX CUCTEM
JMCTAHLIIHOTO KepyBaHHS IO CKJIAJHHX IHTEPAKTHBHHX
aThopM 13 3aCTOCYBaHHSIM TEXHOJIOTIM IITYyYHOTO
inTenexkty Ta loT. IcropmuHO

mepmi  crpobu

OpraHi3yBaTH BiIJaicHWA JOCTYN JO OOJaJHAHHSI
3pobieni me Bopomox 1990-x pp., ame obOmexeHa
MIPOITYCKHA 3[IaTHICTh MEPEX 1 BIACYTHICTH BiAMOBITHOTO
MPOTPAMHOTO  3a0e3MeueHHsT 3HA4HO  OOMeXyBayn
MOJJIUBOCTI TAKHX CHCTEM.

3 PpO3BUTKOM TEXHOJOTiH, OCOOIMBO 3 TIOSBOIO
Industry 4.0 1 IoT,

IUCTAHLIMHOTO

KOHIIEMIT MO>KJIMBOCT1

KEepPyBaHHS 3HA4YHO  PO3IIMPHIIKCS.
CydJacHi CHCTEMH JAI0Th 3MOTY HE TUIBKUA KOHTPOJIOBATH
o0JiaIHaHHS Ha BiICTaHi, ajie i OTpUMYyBaTH iH(popMaIlito
B PEKHMI pPEATBHOr0 Yacy, HPOBOJHWTH MPOTHO3HY
AQHANITUKY W ONTHUMI3yBaTH NpOLECH 32 JIONOMOTOI0
MAaIIMHHOTO HAaBYaHHS.

BaxnuBo 3ayBakuTH, IO BIPOBAKEHHS CHUCTEM
JMCTAaHIIHOTO KepyBaHHSI MOTpeOye KOMIUICKCHOTO
miaxomy, sIKMi Oepe /10 yBaru He TUTbKW TEXHIYHI aCTeKTH,
ane W moxacekuit ¢axrop. HeobximHO po3pobuty HOBI
METO/IM HaBYaHHS MEepCOHAy, 3a0e3MEUYUTH BUCOKHIl
piBeHb KibepOe3mekn Ta pPO3B’A3aTH ETHYHI IHUTaHHS,
IOB’s13aH1 3 ABTOMATH3AIIIEI0 TA JUCTAHI[IHHAM YIIPABIIIHHSIM.

IcHye KiTpKa OCHOBHHX CHOCOOIB —oOprasizamii
BIZJTANICHOTO  JIOCTYIY JJsl KepyBaHHS HaBYAIbHUM
obnasHaHHAM. Po3risiHeMo ix.

1. BiprtyanbHi 1a0opaTopii Ha OCHOBI iMiTaIliifHOTO
MozemoBaHHs. el minxin IpyHTYeThCS Ha BUKOPHCTAHHI
mporpaMHoro 3a0es3mnedyeHHss uisg  iMmiTamii  poOoTH
peanbHOTO 00J1aHAHHS.

Hanpuknan, 3a gomomororo MATLAB MoxHa
MoOyAyBaTH MOJIENb EIEKTPUYHOTO JIAHIIOTa, 3a7aTH
rapameTpy i JOCHIIUTH HOro BipTyasibHy NOBEAIHKY [6].

ITepeBaru BipTyanpHux abopartopiii:

— He noTpelyroTh nmpuadaHHs Jopororo (i3u4HOro
00J1aTHaHHS,

—  OCTYyIHI LJ101000BO I BiganeHux
KOpHUCTYBaYiB;

— MOXJIMBICTh MOZAENIOBaHHS CKJIAIHUX TPOLIECIB.

Henoniku:

— BIICYTHICTh TMPAaKTUYHUX HABHYOK POOOTH
3 peaNbHOI0 TEXHIKOI0;

— CKJQJHO KOPEKTHO BIATBOPUTH BCi AacCHEKTH

(I3UYHKX MPOIIECIB.
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2. BeOopienToBaHi  aAucTaHOiWHI  Jaboparopii.
Ty ¢izuuHe oONaxHaHHS pO3TAlIOBaHE Yy BiJAICHIH
nmabopatopii. KopucryBau 3a momomororo BeOGOpaysepa
MOXE  3aBJaTH  I[apaMeTpu I [poaHai3yBaTH
MOKa3HWKH 3 JAaTYMKIB MICNs MPOBEACHHS PEajbHOTO
eKcrepuMenty [7].

Hampuknan, 3amaTm CKIajg peYOBHH Ta YMOBH
JUIsl TIpOBeICHHs XiMiuHOi peakiiii. AGo oOpaTu pexum
poOOTH ¥ mapaMeTpu CHTHAJIIB JUIA  CJICKTPHYHOTO
naHiora. Taki cHCTEMH BHKOPHUCTOBYIOTH, HANpHKIAL,
BipTyasnbHi saboparopii HTYY "KIII" ta yHiBepcutery
Hoptaectepn, CLIA.

[lepeBaru BeOOpi€eHTOBaHUX JTAOOPATOPIHi:

— JIOCTYI JI0 PEalbHOTO 0018 THAHHS;

— MOXIHMBICTh BigiaJeHOl CIOUTBHOI  poOOTH
KOpHUCTYBaYiB;

— THYYKE IIPOrpaMyBaHHs eKCIICPHMEHTIB.

Henomniku:

— TOTpeOyIOTH MOABIHHOTO KOMILTEKTY 00JIaJHAHHS;

— CKJaJgHEe pO3pOOJCHHA CEepPBEPHOi YACTUHU
Ta iHTEepdeEiiciB;

— TOTpeOYIOTh  BHUCOKOIIBHIKICHE  CTa0lIbHE
IHTepHeT-3’ € THAHHS.

3. Cucremu BigganeHoro poOO4oro  CTOIy.

Leit mixxix mependayae BUKOpUCTaHHA crieriansHoro 113

JUTS  BiJUTaJICHOTO 3’€HAaHHS 3 pOOOYUM  CTOJIOM
KOMIT FOTepa, A0 SKOTO i’ €THaHe HaBYaIbHe 00IaTHaHHS.

[pukiagamMu TAKKX CHCTEM €:

— cucTeMa AWCTAHIIIHOTO JOCTYITY JI0 IAOOpaTOpHHX
komruiekciB KIII na 6a3i mporpamHOro 3a0e3rnedeHHs
UltraVNC;

— pimenns kommaHii ADLE Laboratory s

BIIaJICHOTO  yNpaBIiHHA  (PI3UUHUMH  MOJCISIMHU
yepes iHTepdetic LabView;

— CHCTeMa BipTyaJbHHX JJa0OPaTOPHUX MPAKTHKYyMiB
BiHHUIIBKOTO HAIIOHAJIBHOTO TEXHIYHOTO YHIBEPCUTETY
Ha matdopmi AnyDesk.

[epeBaru nigxomy BignaieHOro podo0YoOro CToily:

— TIpOCTOTa OpraHi3amii 3’ eHaHHS Yepe3 HasBHE 113;

— poboTa 3 peabHUM 00JIaJHAHHSIM;

— He moTpebye  JONATKOBHX  KOMILUICKTIB
YCTaTKyBaHHS.

Henomikn:

— 3aJIeKHICTH BiJ] AKOCTI MEPEKHOTO 3’ € THAHHS;

— nHTaHHA O0e3NeKH JaHUX Ta JOCTYILY.

Omxe, minxig 13 3aCTOCYBaHHSAM  TEXHOJOTIH
BIJIJIAJIEHOTO POOOYOT0 CTOJY € ONTHMAIBHUM PILICHHSIM
JUIs OopraHizamii JIOCTYyIly CTYJEHTIB A0 J1abopaTOpHOro

o0agHaHH.

OCHOBHUMH €JIEMEHTaMH TaKOi CUCTEMH € [8]:
— amapaTHO-IPOIPaMHUIl KOMIUIEKC KepyBaHHs
o0agHAHHSAM;

— mporpamHe 3a0e3redeHHs opraHizalii BiIaieHoro
pobodoro cromy;

— KOMIT'10Tep Y J1ab0paropii, 10 SKOTO BCe I €/THAHO;

— KOMIT'IOTep KOpHCTyBada 3 KJIi€HTChKHM 13
Ta JIOCTYIOM JI0 Mepexi [HTepHeT.

Cepen mporpaMHHX pilIeHb [ BiIZaJICHOTO
noctynmy HanbOinem nomupennmu € VNC  (Virtual
Network Computing) Ta RDP (Remote Desktop Protocol).
Bonu naroTh 3MOry mim’emHaTHCS 0 poOOYOro CTOIY
BiJITAJICHOTO KOMIT FOTE€pa Ta KepyBaTH HHUM.

[TepeBaru ux TEXHOJOTIH:

VNC- i
Ta cepBepH € i Beix nomupenux OC (Windows, Linux,
Android, iOS);

— MOJKJIMBICTD Ilepefadi BiJleo Ta 3ByKYy B PEKHMI

—  KpOCIUIaT(OPMHICTE: RDP-xnienTn

peasbHOTO Yacy;
— HEBUCOKI CHCTEMHI BUMOTH Ta IIBUIIKE 3’ €THAHHS,;
—  TiATpYUMKa aBTeHTH(]IKALT] Ta I pyBaHHS Tpadiky.
Henonixku VNC ta RDP:
— CKJIaHIIIC HAJIAIITYBAaHHS, HK y CIIEIiaTi30BaHNX
nporpamax Ha Krait TeamViewer;
— 7 SIKICHOTO Bifieo MOTpiOHe MBUIKE 3’ €THAHHS
Ta pecypcu;
- RDP
YHEMOJXKJIMBITIOE 0araTOKOPHUCTYBAILKUAN PEXKUM.

motpeOye  axkTHWBalii Ha  cepepi,

AnprepHatuBoro VNC Ta RDP € cneniami3oBaHi
XMapHi CepBIiCH BiJJaIEHOr0 IOCTYIly. BOoHM NpornoHyroTh
Taki epeBaru:

— eaunuii ID Ta maposp A7s WBUIKOTO 3’ €IHAHHS;

— BOyzmoBaHi ¢byHKmii nepenadi (hatimis,
BiJICOKOH(EPEHIIii, YaTy;
— MOXIMBICTE OJHOYACHMAX I €OHAHb  Bif

JEKUTbKOX KOPUCTYBaYiB;

— posmmpeHi ¢yHKmii Oe3meku Ta KOHTPOIIO

JIOCTYILY;
— HE BHMAaralTh HalAIITYBaHHS  MEPEXKHHUX
TapameTpiB Y1 MapLIpyTH3aTopa.
Po3rnsiHeMo  momyssipHI  MporpamHi  pilICHHS

JUIA OpraHi3amii BiIHaJCHOTO MJOCTYIy IO pPOoO0YOro
CTOJTy KOMIT FOTEpIB.

1. TeamViewer. KpocminarhopMHHUH 3aCTOCYHOK,
oo Jae 3Mory BimmameHo ming egayBatucs 1o 11K
¢aiinu, opraHizoByBaTH

Ta CcepBepiB, IepelraBaTH

BiICOKOH(EPEHIIil. 3a  IOIOMOrOI0 TeamViewer
MOXXHA OTPUMATH TIOBHUIM KOHTPOJb Hal BiIaJICHUM

koMmIT totepoM (puc. 1).
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Puc. 1. Bikno TeamViewer

OcHoBHI QyHKIIT Ta MOXIHBOCTI TeamViewer:
— BiJyIajieHe yNpaBIiHHI POOOYUM CTOJIOM;
— repenaya ¢aiiiis Oyab-sIKOTO po3Mipy;
— BiIEO Ta TOJIOCOBHH 3B’SI30K Yy PEXKHMI
peasbHOrOo Yacy;
— opranizailis oHIaiiH-3ycTpiveii Ta BeOiHapiB.
Otxe, TeamViewer
byHKIin s

3aCTOCOBYBATHCS, 30KpeMa, aJsl opraHizamii JocTyry

HajJae IMIUPOKHHA  CHEKTP

BignaneHoi  pobotH W Moxe
10 71ab0opaTopHOro 0018 THAHHS.

2. UltraVNC. be3komToBHE PIlIEHHS 3 BIIKPUTHM
BUXIIHUM KOJOM ISl BIAZaJCHOTO aaMIiHICTPYBaHHS Ta
nmoctymy no pobouoro cromy OC Windows. UltraVNC
BUKOpHCTOBYE TpoTokon VNC, 1110 JloroMarae rnepeaBari

BIZICO Ta ayJIi0 B PeKMMI peabHOTo Jacy (puc. 2).

Puc. 2. Bikno UltraVNC

Oco6mmsocti UltraVNC:

—  MiATpUMKA SIKICHOT nepeaayi eKpaHa
3 MOXJIMBICTIO MacIITaOyBaHHS;

— aBTeHTU(iKalis KOPUCTYBadiB 1 wIH(pyBaHHS
Tpadiky;

— JI3epKaJbHUI PEKUM — OJHOYACHE YIpaBIiHHS
3 ZIBOX KOMIT IOTEPiB;

— IUJIariHy JUIsd PO3IIMPEHHS (YHKIIOHANBHOCTI;

— KepyBaHHS Bi/ICONOTOKOM 3 BeOKamep.

UltraVNC 1mMpoKo 3aCTOCOBYETHCS Uil HaJIaHHS
TEeXHIYHOI MIATPUMKH  BIJJTAJICHUM  KOPHCTyBadaM
Ta OpraHi3allii JUCTAHI[IHHOrO HAaBYaHHS, 30KpeMa JIOCTYITy
710 1a00paTOPHUX yCTaHOBOK.

3. AnyDesk.

3aCTOCYHOK  JJid

HIBunkicHud  KpocrutaThopMHHUIA

BIIIaJICHOTO aJMIHICTPYBaHHSA Ta
MiATPUMKH, IO OCTAaHHIM YacoM HaOyBae Bce OLIbIIOT
ToIyJIsIpHOCTI (pHc. 3).

KirouoBi xapakrepuctuku AnyDesk:

— BHCOKAa IIBHAKICTH Tepemadi  300pakeHHS
31 CTHCHEHHSIM;

— MiHIMaJTbHE CHIOXHUBAHHSA iHTEPHET-TpadiKy;

BOy/ZOBaHa cUCTEMa a/IpECHOT KHUTH KITI€HTIB;

nepenada QaiimiB i TEKCTOBUX MTOBIIOMIICHB;

— 3axMileHe 3’eaHaHHA 3a gomomoror 7LS 1.2
Ta RSA 2048.
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Puc. 3. Bikuo AnyDesk

OcHOBHI HampsIMU 3acTocyBaHHS AnyDesk:
— TexXHIYHa MiATPUMKA Ta PO3B’SI3aHHS MPOOIEM

KOMII FOTEPiB i MepeX KOPHUCTYBaUiB,;

— aJMIHICTPYBaHHS Ta MOHITOPHHT CepBepiB
1 pobounx CTaHIIH;
— BigmajieHa cCmiBmpams Ta OOMIH  JaHUMHU

MIX TIPUCTPOSIMH.
3acrocyHok AnyDesk ebekTUBHHN MUl OpraHi3arii
BITaJICHOTO JAOCTymy 10 (i3WYHOTO OONaIHAHHS,

30KpE€Ma HaBYaJIbHOTO.

4. Ammyy  Admin. llpompierapHe  pilIeHHS
JUIs  BIJJIQJICHOTO  aAMIHICTPyBaHHS Ta  JOCTYIY
JO poboYoro CTONMy, IIO BHKOPHUCTOBYE BIACHHUI

MPOTOKOJI Tiepeaayi indopmarii (puc. 4).

KimrowoBi xapakrepuctuku Ammyy Admin:

— MakcHMajJbHa IIBUJKICTh Ta SKICTh Mepeaadi
300pakeHHs Ta 3BYKY;

— BHUCOKHUH piBEHb CTUCHEHH: Tpadiky — 10 90%;

— MOXIJIMBICTh OIHOYACHMX M €IHAHb KUIBKOX
KOpHUCTYBaYiB;

— (¢yHKUIi 9aTy Ta ayaio- Ta BiICO3B’A3KY;

— MIATPUMKa  Pi3HUX

HNPUCTPOiB  BBEJCHHSA

HAa BiIaJIECHOMY KOMII FOTepi;

— HH3BKI CHCTEMHI BUMOTH.

Puc. 4. Bikno Ammyy Admin

Ammyy Admin nmpoko 3actocoByeTbes I T-axiBismu

Ta  CIOyXO0aMH  TEXIMiATPUMKH  JUIS  BiJJAICHOTO
a/IMIHICTPYBaHHSsI, HAJIAIITYBAHHS Ta MOIIYKY HECIIPaBHOCTEH
KOMIT FOTEpIiB 1 MepeXX KOPHCTYBayiB.

Takox e I13 MokHa BUKOPUCTOBYBATH ISl HAJIAHHS
BiZITAJICHOTO JIOCTYITY A0 (Pi3MYHOTO 0OJNaTHAHHS, TIPHIIA/IIB
Ta YCTaHOBOK, 30KpeMa B HaBYJIbHUX I[LISX.

OTXe, 3ale)KHO BiJl KOHKPETHUX BHUMOT OyJIb-sIKE
3  PO3MISHYTHX pilleHb MOXe OyTH e(QEeKTHBHUM
JUIA OpraHi3allii BiIJAICHOr0 AOCTYIY OO0 OOJIagHAHHS

Ta YCTAaHOBOK.

Taobnuysa 1. Iopisnansua xapakmepucmura po3enaHymux piuiets

Xapakrepucrtuka / I13 TeamViewer UltraVNC AnyDesk Ammyy Admin
[IBuakicts po6OTH BHCOKa cepenHs JIy’Ke BHCOKa HaJIBUCOKa
SIKkicTb 300paskeHHS BHCOKa cepenHs BHCOKa HaJIBUCOKA
BararomnardopmMHicTh TaKk Hi Tak Tak
Bapricts 663K9.I.HTOBHa TATUATHA | o roBHA 6e3K?mTOBHa Ta IIaTHa 663K9.I.HTOBH8. Ta IUIaTHa
Bepcii Bepcii Bepcii

besnexa BHCOKA cepenHs BHCOKA cepenHs
[MigTpumka IIaTHa CIIIJILHOTA 0OE3KOIITOBHA 1 IIaTHA IUIaTHA

Juis  HaBYaNBHHMX 3aKJadiB Kpamie IiJXOAUTh Onuc anapaTHO-NPOrpaMHOro KOMILIEKCY
TeamViewer — abo  AnyDesk  3aBmskm  MpoCTOTI AUCTAHLIIHOIO KepyBaHHs 00.1aIHAHHAM
BUKOPHCTAHHS, KpOCIIIaTPOPMHOCTI Ta  HAsABHOCTI

0E3KOIITOBHUX BEPCIM.

[IMono anapaTHO-NPOrpaMHOIO KOMIUIEKCY KEPYBaHHS
00JIaTHAaHHSIM MOYKITBE KUTbKa OCHOBHUX BapiaHTIB peai3arlil.
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1. BuxopucTaHHS IIPOTPaMOBAHOTO  JIOTiYHOTO
koHTpodepa (IIJIK) — mpuctporo Ha 6a3i Mikpomnpoiecopa
JUIsl KepyBaHHsS BHPOOHHUYMM YCTaTKyBaHHsIM. BiH mae
MOJIyJIi BBEICHHsI / BUBEACHHS I 3B 3Ky 3 IaTUHKAMU
Ta BHKOHABYMMH TMPHCTPOSMHU, a TaKkOK 3aco0u
i’ € THAHHS IO MEPEeXi Ta HIIHX cucTeM [9].

TTJIK MicTUTB TaKi KJIIOYOBI KOMITOHEHTH:

— ueHTtpansHuil mporecop (CPU);

— TaM’SATh UM 30epiraHHs IporpaM i TaHuX;

— MOy BBEJCHHS / BUBEICHHS IS MMiJ’ €HAHHS

aTYMKIB 1 BAKOHABYMX MEXAaHI3MIB;

— KOMyHiKamiiiHi  iHTepdeiicn 1 3B’s3KY
3 IHITIMH TPUCTPOSIMH Ta cucteMami [10].

IIporpamyBanns IIJIK 3a3Bu4aii  BHKOHY€ThCS
32 JONOMOTOI0 CIEialli30BaHMX MOB, BH3HAYEHHUX

crauaaptom [EC 61131-3, Takux sik:

— cTpyKTypHa cxema (LD);

— ¢yskuionansHa 6mok-cxema (FBD);

— cTpykrypoBanuii Tekct (S7);

— CIIMCOK iHCTpYKUiit (IL);

— TmocnigoBHa ¢pyHKIiOHATRHA cxeMa (SFC).

OcnoBHoo niepeBaroto [TJIK € ix 3HaYHa HAMIHHICTH
TJIK
JUIs poOOTH B JKOPCTKMX YMOBaxX 3 BHCOKHM piBHEM

y TpPOMHCIOBHX  OOCTaBHHAX. MpU3HAYCHI
EIIEKTPOMArHITHUX TEPEIIKo, BiOpamii Ta eKCTpeMaIbHIX
Temrepatyp. BoHu Takox MaroTh BOynOBaHi (QYyHKIIT
JIarHOCTUKY Ta 3aXWCTY BiJ HecnpaBHocTeit [11].

Opnnax IIJIK mocutes nmopori it MaroTh (ikcoBaHMi
HabOip ¢ynkmiii. Bapricte IIJIK mMoxke BapiroBaTucs
BiJl JICKUIBKOX COTCHb JO JCCATKIB THUCSY JOJapiB
3aJIeKHO B TOTYXXHOCTI Ta  (PYHKI[IOHATBHOCTI.
IJIK

mpuaOaHHS JOJATKOBUX  MOIYJIB

KpiMm Toro, po3mupeHHs (yHKIIOHAIBLHOCTI
gacto moTpedye
a00 HaBITh 3aMiHU BCHOTO IIPUCTPOIO.

HesBaxkaroun Ha 11 oomexennst, ITJIK 3ammmarorscs
MOMYJISIPHUM  BHOOpOM Uit GaraTboX IPOMHUCIIOBHX
3aCTOCYBaHb 3aBISKH CBOIM HaAiHHOCTI, JOBTOBIYHOCTI
Ta CIeIiali30BaHOMy XapakTepy. BoHM mmpoko
BHUKOPUCTOBYIOTBCSI B TaKHX Trally3sX, SIK aBTOMOOIJIbHA,
HadTorazoBa TPOMHCIOBICTB, Xap4yoBa Ta Oararo
iHmmx [12].

2. Bukopucranus riathopmMu  Arduino  um
Mikpokomm 'totepa Raspberry Pi 3 MOIyNnsIMU BBEICHHS /
BUBEICHHS. Arduino — ONyJsIpHA open-source-iatopma
IUIE TIOOYIOBH CHCTEM AaBTOMATHKH Ta POOOTOTEXHIKH.
Bona npocra B 3actocyBaHHi Ta He gopora. Raspberry Pi —
e (HaKTHYHO TOBHOIIIHHWN MIHIATIOpPHUA KOMIT IOTep,
Ha SIKOMY MOXKE BHKOHYBATHUCSl OyHb-sIKE INpPOrpaMHe
OC Linux [13].

3a0e3ledeHHs M  YHpPaBIiHHAM

Taxi pimeHHs HaZal0Th BUCOKY THYUYKICTh Ta € 3pYIHHMHU
JUIsl HABYAJIBHOT'O TIPOLIECY.

Jns peamizamii CHCTEMH BiJIaJI€HOTO OCTYILY
JI0 HaBYaJBHOTO OOJIa[IHAHHS HAMOLIbII NEepCIIEeKTHBHUM
€ BHKOPHCTaHHS came IuiarhopM Ha KIITalnT Arduino
uyu Raspberry Pi.

Ix mepesaru nopiasno 3 [JIK [14]:

— Hu3bKa Bapricte; Arduino Uno  xourye
menme Hix 108, Raspberry Pi — Big 35% 3a mozaeins 3B+,
a  Baprictb  npomucioBux  IIJIK  mouuHaeThCs
BiJl COTCHB J0apiB;

— BIIKPHUTICTH 1 THYYKICTh; Ha Bimminy Bim ITJIK,
s Arduino uu  Raspberry Pi MoxHa po3poOnaTu
Oynb-sIKi aJrOPUTMH KEpyBaHHS, peaii3oByBaTH 30ip
1 00poOJICHHS TOKA3HUKIB i3 JATUHKIB;

— CIpOILEHe MPOTOTHIYBaHHS CHCTEM aBTOMATHKH;
mnatdopmu Arduino 1 Raspberry Pi TaroTh 3MOTY IIBHIKO
1l IeIIeBo CTBOPIOBATH JIOCIHIIHI 3pa3KH TaKUX CHUCTEM;

— 3py4HICTH UIi HAaBYaHHS; IPOrPaMyBaHHI
MIKpPOKOHTPOJIEPIB 1 MIHIKOMII'IOTEpiB PO3BUBAE IiHHI
TIPAKTUYHI HABUYKH 3 EJICKTPOHIKH, MEPEKHUX TEXHOJIOTIH,
po3poobnenns I13.

Omxe, 3actocyBaHHS Arduino abo Raspberry Pi
€ ONTUMAJbHUM pIIIEHHSM Uil TOOYJIOBH anapaTHO-
NPOrPaMHOT0  KOMIUIEKCY KEepyBaHHS  0O0JaJHaHHAM
y CKJIaJli CUCTEMH HOT0 BiJIaJIEHOTO JIOCTYIIY.

JloxmaHinme po3riITHEMO MOXJIMBOCTI 1iaTdopMu

Raspberry Pi nnsa moOymoBH CHUCTEM KEpyBaHHS
00J1aTHAHHAM.
Raspberry Pi — 1ile OJHOIUIATHUNA MiHIaTIOPHUIA

KOMII'FOTEp PO3MIpOM 3 KpeAWTHY KapTky. BiH micTuTh
Bci K1r040Bi koMmmoneHTH [1K:
mporecop ARM 1,2—1,5 TT (monemi 3B/4B);

Bix 1 1o 8 I'0 omepaTtuBHOT mam’sTi;

— cIoT s Mikpo-SD-kapTu K HAKOTUYyBaya;

— inTepgeiicu: USB, Ethernet, WiFi, Bluetooth,
HDMI Tomo;

— 40 GPIO ninHiB s mip’eqHaHHS 30BHIIIHIX
MIPUCTPOIB.

Ha Raspberry Pi MoXe mnpauioBaTH olepariiHa
crucTeMa Linux Ta BUKOHYBATHCS TIPOTpaMy MoBamMHu Python,
Java, C/C++, JavaScript Ta 6aratbMa inmmmu [15].

Tomy 1s maTopma gae 3MOTY peari3yBaTH:

— 30ip 1 0Opobnenns iHdopmarii 3 pi3HOMaHITHUX
JIATYHKIB;

— TEeHepaIlil0 KePYIUYHX CUTHAIIB Ta YIPaBIIHHSI
BUKOHABYMMH IIPUCTPOSIMHU;

— Bi3yaulizalliro NpoleciB i CTBOpeHHs iHTep(eiiciB
KOpHCTYBa4a;
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— MEpeXHy  B3a€EMOJiI0, Mepeaady  JaHuX
Ta MEIaroTOKIB;

— iHTerpariro B XMapHi Ta MOOTBHI 3aCTOCYHKH.

Otxe, Raspberry Pi € TOBHOLIHHUM KOMII IOTEPOM
y MIHIaTIOpDHOMY BHKOHAaHHI 3a JIyXe TPUBAOIHBOIO
inoro (Bix 35% 3a mogens 3B+) [16].

Us  nmatdopma
JUIs CTBOpPEHHs IHTepHEeTy peuell, pO3yMHUX HPUCTPOIB,

AKTUBHO BUKOPHUCTOBYETBHCS

MOOLTBPHHX  poOOTiB  Tomo. 30kpema, Ha 0asi
Raspberry Pi peai3oBaHO Taki I[iKaBi MPOEKTH:

— METEOCTaHIlisI 3 BIATBOPEHHAM I[TOKA3HHKIB
y peaJbHOMY 4Yaci;

— OesmiyoTHWH ~ aBTOMOOITs 13 QyHKIiEO
aBTOHOMHOI HaBirarii;

— TIOpPTaTHUBHHUHA IrpoBUil emulator KIACHYHHUX
BiZIcOirop;

— My3WYHHHA IEHTp i3 MATPUMKOIO TOJIOCOBOTO
YIpaBIiHHS;

— cucremMa po3mi3HaBaHHA o00pa3iB Ha Python
3 BuKopuctanuam OpenCV.

3 ormamy Ha THYYKI MOXIIHMBOCTI Ta AaKTHBHY
HiATPUMKY 3 OOKY PO3pOOHUKIB open-source-CIijIbHOTH,
Raspberry Pi € ineansHOIO 1matdopMoro A moOynoBH
CHCTEMH BIIIAJIEHOTO JIOCTYITY JIO HABYAIBLHOTO O0JIaTHAHHSL.

e macte 3Mory edekTuBHO Ta 3 MiHIMATEHUMHU

BUTpaTaMH peallizyBaTH HeoOXimHi (yHKIIT 300py
iH(opMarIii, kepyBaHHS PICTPOSMH, Bi3yami3allii Ta 3B’ 513Ky .
Kpim BOynmoBanoi mnepudepii, Raspberry Pi

YMOXIIUBIIOE T €THAHHA 30BHINIHIX MOMYNIB IS
pO3UIMpEeHHs (YHKIIOHATBHOCTI. 30KpeMa aKTyaJllbHUMHU
€ TaKi JOJaTKOBI TIPUCTPOI:

— GPIO Extension Board — po3IHpIOE KUTBKICTh
HOPTIB BBEACHHS / BHUBEACHHS 3arajbHOI0 MPH3HAYCHHS
JUISL T €THAHHS PI3HOMAHITHUX JAQTYUKIB 1 BUKOHABYMX
MeXaHI3MIB;

— Sense HAT — MICTUTh JaTYMKH TEMIEpaTypH,
BOJIOTOCTi,  aTMOC(EpHOTO

THCKY;  aKCeJIepoMeTp,

MarHiTOMeTp, TipOCKOIl; CBITJIOJIOAHY MaTpuio 8x8,

MOJKE€  3aCTOCOBYBAaTHCS B  OCBITHIX  IPOEKTaX
3  METCOpOJIOrii, acTPOHOMIl, TeoJorii Ta IHIIKUX
ranysel HayK;

— Camera Module — pae 3Mory mij’eaHaTu

IUPPOBY KaMepy BHCOKOI YiTKOCTI /IS 3aXOIUICHHS (OTO
Ta BiJICO, KOPHUCHO B 3ajJayax KOMII FOTEPHOTO 30pY
Ta HAOYHO{ Bi3yaui3amii JaHUX;

— LCD Display — andaiTHO-un(bpoBHUH eKpaH Jyis
TEKCTOBOI'O BiATBOpeHHs iH(OpMAIl Ta CTBOPCHHS
iHTepdeiicy kopucryBaya.

3acTocyBaHHA TaKWX JOJATKOBHX MOJMYIIB 3HAYHO

chepu
Raspberry Pi, 30kpeMa B HaBYAIBHUAX Ta HAYKOBUX IILJISX.

po3muproe  QyHKIOHAT 1 BUKOPHUCTAHHS

OTke, aHami3 HajIBHUX METOMIB  OpraHisarfii
BiJIAJIEHOTO JOCTYMYy JI0 JabOpaTropHOro oO0JaJHAHHS
JIOBOJINTh, IO HAHOLIBII MEPCIEKTUBHUM € MiAXiJ Ha
OCHOBI TEXHOIIOTIH BiganeHoro pododoro croiy [17].

KirouoBUMH TEXHONOTISIMH 71l TIOOYJIOBU TaKol
CHUCTEMH BH3HAYEHO:

— Raspberry Pi — anapatny miatdopMy ajst 300py
JAaHWX, KepyBaHH: 00JIaJHAHHSIM Ta Bi3yali3arlii;

— TporpaMHe 3a0e3leucHHs Kiacy '"BigmaieHUi
pobounit crin" (TeamViewer, TightVNC, UltraVNC)
JUTs opraHizarii goctymy [18].

3acTocyBaHHA 3a3HAUEHHWX TEXHOJOTIH  JacTh
3MOTY €(QEeKTHBHO Ta 3 MiHIMAJIGHUMH BHUTpaTaMu
CTBOPHTH CHCTEMY BIiAJal€eHOTO JOCTYIy CTYyICHTIB
1o naboparopHoro o0namHanHA. [le 0coOIMBO aKkTyaabHO
B YMOBax KapaHTHMHHHX OOMEXKEHb Ta MOUIMPEHHS

JUCTaHIIIHAX (HOpM HaBUAHHS.

Po3po0aenHs cucreMu
Bi//Ia;1eHOT0 MOHITOPUHTY TEMIIEPATYPH Ta BOJIOTOCTI

Cucrema MOHITOPUHTY TEMIIEpPAaTypu Ta BOJOTOCTI
MpU3HaYeHa I Oe3MepepBHOrO KOHTPOIIO MIKPOKIIMATY
Yy BUPOOHMYMX I[I€XaX, CKJIAJChKUX MPUMIIICHHX,

CepBEpHHMX 3ajlaX Ta IHIIMX KPUTHYHO BaXKIHMBUX
00’extax (puc. 5). [linTpuMaHHs HEOOXiAHUX JialTa30HIB
LUX TIapaMeTpiB € BKpail BaXIIMBUM sl 3a0e3IedeHHs
HaJIS)KHOTO 30epiraHHs BaHTaXiB, poOOTH 0OJaTHAHHSI
Ta KOM(QOPTHHUX YMOB Mpalli NepCoHay.

EdexTuBHMIT KOHTPOJIb TEMIIEpaTypy Ta BOJOTOCTI
BIZIITpae KIFOYOBY POJIb Y 0AraTb0X rary3sx MPOMHUCIOBOCTI
Ta Oi3Hecy. Hanpukmax, y xapuoBiii cdepi TouHMH
KOHTPOJIb X MapaMeTpiB HEOOXIMHUHN I 3amobiraHHs
PO3MHOXEHHIO OaKTepiif 1 3a0e3redeHHs Oe3MeKH MPOTYKIIi.
VY (dapmareBTHUHIH MPOMHUCIOBOCTI CTaOLIbHI yMOBH
30epiraHHs MalOTh BUpIIIAIBHE 3HAYCHHS AJISL 3aXUCTYy
e(EeKTUBHOCTI JIIKIB. Y TEKCTWIBHI Taixy3i KOHTPOJb
BOJIOTOCTI HEOOXIHUH ISt JOTPUMAHHS SIKOCTI TKaHWHH
Ta 3aro0iraHHs BAHUKHEHHIO CTATUYHOI EJIEKTPHKH.

[ cepBepHHMX KIMHAT KOHTPOJb TEMIIEpaTypu
Ta BOJIOTOCTI € 0coOinBO BaximBuM. [leperpiB Moike
MIpU3BECTH 10 300iB y poOOTI oOnagHaHHA Ta BTPATH
MMOKAa3HHUKIB, TOI SIK HAAMIPHA BOJIOTICTH MOXKE CIIPHUMHUTH
KOpO3if0 KOMIOHEHTiB. OnTHUManbHa TeMIleparypa s
CEepBEpHHUX NPHMIILEHb 3a3BHYai KOJIMBAETHCS B MEXax
18-27°C, a BimHOCHA BOJIOTICTh — Bif 45 10 55%.
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N

-l Main PC
USB interface

USB interface

Audio output
device GPIO

Puc. 5. ApxiTekTypa CHCTEMH BiIIaJICHOTO MOHITOPUHTY

Ha CKJIaiax HiITpUMaHHS HPaBHIEHOTO
MIKpOKJIIMaTy JonoMarae 3amoOirTd IICyBaHHIO TOBAapiB
(HampuKIan, eNeKTpoHika, JepeBHHa, mamip abo
NPOXYKTH XapyyBaHHS), OCOOJHMBO YYTIHMBHX JIO 3MiH
TemnepaTypu Ta Bosorocti. Kpim Toro, ctabisHi yMOBH
30epiraHHs JalOTh 3MOTY 3HA4YHO IIOJOBXKHUTH TEpPMiH
MPUIATHOCTI 6araTboX MPOIYKTIB.

Jns mepconany komQopTHI YMOBH Tpalli HE JIHIIe
HIIBUIIYIOTh TPOAYKTUBHICT, ale H 3HIKYIOTh PH3HK
3aXBOPIOBaHb, OB’ I3aHUX 3 POOOTOI0 B HECHPHUSTIMBUX
oOcTaBMHaX. BIOmoBigHO 0 IOCIIIKEHb OINTHMAalIbHA
Temrepatypa aias podotu B odici craHoBuTh 20-26°C,
a BigHocHa Bosioricts — Bijg 30 mo 60% .

CyuacHi  cuctemu

MOHITOpUHTY — TEMIIepaTypu

Ta BOJOTOCTI YacTO IHTETPOBaHI 13 CHCTEMaMu
aBTOMaru3auii OyzaiBens (BMS), o nae 3MOTy He TUIBKH
KOHTpOJIIOBaTH, @ i aBTOMATHYHO PETYJIIOBATH TapaMeTpH
Mikpokiimary. lle 3abesmeuye eHEprocdeKTHBHICTh
Ta ONTHUMAaJIbHE BUKOPUCTAHHS PECyPCiB.

LleHTpaJbHUM BY3JIOM CHCTEMH € OJHOIIATHHN
komm’totrep Raspberry Pi 3 Model B+. Bin 3uutye
MOKAa3HUKK TEMIlepaTypd Ta BiIIHOCHOI  BOJIOTOCTI
MOBITPS 3 I €JHAHOTO BHCOKOTOYHOTO IH(POBOTO
naruuka DHT22 B pexuMi peaibHOro yacy. [TokasHuku
3 JaTduKa HAagXxoaaTb Ha Raspberry Pi depe3 BUBOIU
3arajpHOrO npusHadeHHs: GPIO. ApxiTekTypa cUCTEMH
BiJIIaJICHOTO MOHITOPHHTY ITOKa3aHa Ha pHC. 5.

3i0bpana  iHdopMamis TPO  TOTOYHWI  CTaH
MIKpOKJIIMaTy TepenacThcs Ta Oe3nepepBHO OHOBIFOETHCS
Ha OCHOBHOMY MIEPCOHATILBHOMY KOMIT OTepi,
po3TamoBaHOMYy B Tid camiil JIOKaNbHIH Mepexi.
38’530k Mix Raspberry Pi ta IIK 3piiicHIOETBCS
3a goromororo USB-inTepdeiicy.

Ha ocnoBHomy IIK mpamioe crenianizoBane

nporpamMHe 3a0e3ledeHHs, L0 Bi3yali3ye pe3yJbTaTH

Home PC

Internet connection

-

-3 Razberry pi €=—————————— DHT11/DHT22

GPIO

MOHITOPHHTY B 3pyYHOMY UII KOpHCTyBada hopmaTi —
rpadikiB, miarpam,
peampHOrO dHacy. TyT Takox peanizoBaHa (QYHKIIiSA

y BUDIAOL TabaHMIb y pexuMi

3alaHHA IMOPOTOBUX 3Ha4YCHb TEMIIEpaTypu Ta

BOJIOTOCTI  BIANOBIZHO [0 HOPM M KOXHOTO
KOHKPETHOTO 00 €KTa.

Skmo mapamMeTpu  MIKPOKIIMAaTy BiIXWISIOTHCS
Bil 3aJlaHUX MEX y TOW YW IHImHMA OiK, cUcTeMa
aBTOMAaTUYHO  TEHEepPye  3BYKOBUH  CHTHal-CHPEHY
JUISL  ONEPaTHBHOTO CIIOBIMICHHS OOCIyTrOBYBaJIbHOTO
mepcorany. Hms mporo Ha omaomy 3 GPIO-BUBOIIB
Raspberry Pi mip’eqHaHWi aKTUBHHH I €30/IMHAMIK.
Moro ryunuii pi3kuii 3BYyK MHTTEBO NPHBEPTAE YBATy
MIPaIiBHUKIB 10 KPUTUYHOI CHUTYaIlii.

KpiM 7n0KampHOTO MOHITOPHHTY, CHCTEMa TaKOX
3a0e3rnedye BINJaJCHUA JOCTYN JO JAHUX 4Yepe3
IHTEpHET 3a JOITOMOTOIO CIIEIiali30BaHOTO MPOTPAMHOTO
3abe3neueHus TeamViewer abo AnyDesk. e nae 3mory
aBTOPH30BaHMM KOPHCTYBayaM OTPHMYBAaTH aKTyaJbHY
iHpopMalit0o mHpo craH O00’€KTa Ta KOHTPOJIOBATH
HOTo MIKPOKJIIIMAT i3 OYb-IKOI TOUKH CBITY.

CTpyKTypa CUCTEMH:

— Raspberry Pi 3 Model B+ — nieHTpanbHHANA BY3011
JUTs 300pY JTaHUX;

— JaT4MK TemIepatypu Ta Bosorocti DHT22 —
nix’eqnanuii 1o GPIO Raspberry Pi;

— QaKTHBHHMH II’€30IMHAMIK IUIS  3BYKOBOT'O
curHaiy, mia’ ennanwii 10 GPIO,;

— ocuoBuuii IIK B naboparopii — oTpumye
iHpopmaniro yepes USB-3’erHanHS;

— gpomamHii TIK — s BimpaneHoro nocTymy
yepe3 TeamViewer abo VNC.

Kox Ha Python nns peanizauii CUCTEMH MOHITOPHUHTY

3 BUKOpHUCTaHHAM Oi0miorexu Adafruit DHT:
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import Adafruit DHT
import time
import RPi.GPIO as GPIO

GPIO.setmode(GPIO.BCM)
GPIO.setup(18, GP10.OUT)

sensor = Adafruit DHT.DHT22
pin=4

temp_max =30 # °C
temp_min=10 # °C
hum max =70 # %
hum min=30 #%

while True:

humidity, temperature = Adafruit DHT.read_retry(sensor, pin)

if humidity is not None and temperature is not None:

print(f"Temperature: {temperature:.1f}C, Humidity: {humidity:.1f}%")

if temperature > temp_max or temperature < temp_min or humidity > hum_max or humidity < hum_min:

GPIO.output(18, True)
else:
GPIO.output(18, False)

else:
print("Failed to get reading. Try again!")

time.sleep(10)

IlosicHenns kony:

— IMIOPTYIOTHCS HEOOXiHI Oi0mioTeKy;

GPIO Raspberry Pi Ta
NpU3HAYa€ThCS BUBIX 18 1151 KepyBaHHS CUPEHOIO;

— iHimiami3yeThcs

— HamamToByeTbes natank DHT22 ua GPIO 4;

— 3aJaroThCsl  JIOMYCTHMI MEXi TeMIeparypu
Ta BOJIOTOCTI;

— Y HECKIHUEHHOMY LHUKJII 3UUTYIOTHCS TIOKa3HUKU
3 JJaT4YMKa 3a JOMIOMOTOI0 read_retry();

— KOO0 TIOKa3HWKHM YCHINIHO 34YWTaHi, BOHHU
BHUBOJATHCS HAa CKpaH 1 MEPeBIpSIOTHCS 3 MOPOTOBUMH
3HAYCHHSIMU;

— Yy pa3i BHXOQy TeMIIepaTypd UYH BOJOTOCTI
3a MeX1 BMUKa€eThCsl cupeHa Ha BuBogi 18 GPIO;

— SIKIIO TTapaMeTpH B HOPMi, CHPEHA BUMHUKA€ETHCS;

— IMKJI TOBTOPIOETHCA KOXHI 10  CekyH[
JUTS TIOCTIHHOTO MOHITOPHHTY.

Omxe, ommcaHa cucrtemMa Ha 0a3i Raspberry Pi
3[aTHA TIOCTIMHO BiICTEXKYBaTH TEMIIEPATypy Ta BOJIOTICTh

HIOBITPS, IepeAaBaTH iHPOPMaIlilo Ha cepBep IS aHAIIZy

Ta Bi3yasi3allii, a TAKOXK CIIOBIIIIATH PO KPUTHYHI CHUTYaIlii
3ByKOBUM cHrHaioM. CHcTemMa Moke OyTH KOpPHCHOIO
JUTA TIPOMUCIIOBHUX MIATIPHEMCTB, CKJIAIIB 1 OYyIb-SIKIX
00’€eKTiB, e HEOOXiJHUI KOHTPOJIb MIKPOKIIIMATY.

BucHoBku

Y crarti 3amporoHOBaHa CHUCTEMa OpraHizaiil
BIAJICHOr0 JOCTYIy JAO HaBYaJBHOTO OOJNagHAHHS
Ha OCHOBI mporpamHoro 3abesmneueHHs Raspberry Pi
T1a AnyDesk. AHami3 METOZIB ITOKa3aB, IO HAHOUIBII
e(peKTUBHUM € BUKOPHCTAHHS BIJJAICHOTO0 POOOYOro
CTOJTy, OCKIJIbKH BiH MO€IHYE B CO01 MPOCTOTY pearizamii
Ta B3aEMOIII 3 PeaIbHUM O0JIaHAHHSIM.

HaykoBa  HOBW3HAa  JOCHIIKEHHS  MOJIATAE
B PO3pOOJIEHHI KOMIUIEKCHOTO MiXOAY 1O Oprasizamii
JMCTaHLIHOTO JOCTYITy 10 J1Iab0opaTOpHOro o0JaJHaHHS,
110 1epeabavac:

— CTBOPCHHS apXiTEKTypHU CHCTEMH BiANajeHOro

MOHITOpUHTY, w0 TNoeanye Raspberry Pi, AnyDesk
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i coemiami3oBaHe mporpamMHe 3a0e3ledeHHs A
KepyBaHHs 00J1aIHAHHSIM;
THIIIB

— amanTamil0 Ta IHTETpamil0  Pi3HUX

naboparopHoro  oOJiaHAHHS B  €IUHY  CHCTEMY
BIZTAJICHOTO JOCTYIIY.

Ha Bigminy Bin IUJIK, Raspberry Pi nae 3mory
JETKO pealliyBaTd HEOOXiMHY JIOTIKY VIpaBIiHHS
ta iHTepdeiicu s obmamHanHs. KopucryBau 3 IIK
AnyDesk

i aHami3yBaTH IMOKAa3HMKH JAaTYHMKIB 1 BiZCO B PEKUMI

yepe3 MOXE  KepyBaTH  MNpPUBOJAMHU
peabHOTO Yacy.

3arpornoHoBaHuil mijxin Moxxke OyTH BITPOBaHKEHHUI
HaBYAJHHUMH 3aKIaJaMH ISl OpTaHi3allii TUCTaHIIHIX
1a00paTOPHUX POOIT 3 IHKEHEPHUX TUCIHILTIH B YMOBaX

KapaHTHHY Ta BOEHHOTO CTaHy.

JI1s moJanbsImmX JOCHTIKSHb TIPOTIOHYEThCS:

—  PO3MIMPUTU (byHKIIOHAJBHI MOYKJTUBOCTI
CHCTEMH 3a JOTIOMOTOI0 iHTETrparlii eJIeMEHTIB MTYYHOTO
IHTENEeKTY JUIsi aBTOMAaTH3alil MPOLECIB YIpaBIiHHS
Ta aHANI3Y JaHHX;

—  pO3LIMPHUTH CUCTEMH
GyHKIiH

KepyBaHHS POOOTH30BaHUM OOJaTHAHHAM BHPOOHHYOTO

ctepy
MOHITOPHHTY

3aCTOCYBaHHs
BIZAJIEHOTO JO/IaBaHHIM
Ta CIeLiaJbHOT0 NPH3HAYCHHS;

— JIOCTIJMTH MOXJIMBOCTI MaclITaOyBaHHS CUCTEMH
JUTSL OTHOYACHOT POOOTH BEIHMKOI KITBKOCTI KOPHCTYBAIB;

— pPO3pOOHMTH METOJH OIiHIOBaHHS €()EeKTUBHOCTI
HaBYaHHSA i3

3aCTOCYBaHHIM 3aIPOIIOHOBAHOT

CUCTCMU HOpiBHHHO 3 TpaﬂHHiﬁHHMH METOoOAaMU

mab60paTOPHUX POOIT.
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DEVELOPMENT OF THE ARCHITECTURE
OF THE REMOTE ACCESS SYSTEM
TO EDUCATIONAL LABORATORY EQUIPMENT
USING AUTOMATED SOLUTIONS

The subject of the study is remote access to Raspberry Pi-based training equipment and remote desktop software. The purpose
of the work is to analyze the means of remote control of equipment and develop the architecture of the system of remote
access of students to laboratory equipment for the implementation of distance learning. The following tasks are solved in
the article: the branches in which application of means of remote access is the most critical are analyzed, among which the
special place is occupied by the educational branch; analysis of existing methods of organization of remote access
to training equipment was carried out, advantages and disadvantages of each method were allocated; justification is being
made for choosing a Raspberry Pi minicomputer as a hardware platform for building remote access systems; describes
the architecture of a complex of technical solutions based on Raspberry Pi for remote control of educational laboratory
equipment; implementation of applied system of temperature and humidity monitoring using developed approach is described.
Research methods include comparative analysis of existing remote control technologies, prototyping and experimental
testing of the developed system. The following results were obtained: the feasibility of using the remote desktop approach
and AnyDesk software for organizing access was substantiated, a system based on the Raspberry Pi minicomputer
for managing equipment and visualizing data was developed, an applied system for monitoring temperature and humidity
using Raspberry Pi and AnyDesk was implemented. Conclusions: The proposed approach of using Raspberry Pi and remote
desktop software allows students to effectively organize remote access to laboratory equipment from engineering
disciplines during distance learning. This solution combines ease of implementation, interaction with real physical equipment
and low cost compared to the use of industrial PLCs.
Keywords: Raspberry Pi; remote access; equipment control; graphical user interface.
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T. PAJIBUIOBA, JI. KIPIUEHKO, B. TTAHTEJIEEB, A. MA3EIA, B. BUIO/IT

AHAJII3 METOIIB ABTEHTU®IKAIIII 1/ BEB3ACTOCYHKIB
TA PEAJIIBALISA BEB3ACTOCYHKY
3 IHTETPOBAHOIO CUCTEMOIO ABTEHTU®IKAIIIL

IIpeamerom nociim:keHHsl € METOAW ¥ 3aco0m Oe3mewyHoi aBTeHTH(}IKamii KOpUCTyBadiB y BeO3acTocyHkax. MeTa poGoTu —
aHali3 MeToniB aBTeHTH(ikallii Ta peami3amiss Be03acTOCYHKY i3 CHCTeMOIO aBTeHTHU(]ikamii 3 iHrerpauieto JWT-ToKeHIiB
i cranmapty OAuth v2.0. Y cTaTTi pO3B’SI3YyIOThCS TakKi 3aBAAHHS: aHANi3 OCHOBHHMX IIPOTOKONIB i METOMIB aBTEHTHIKaIii
KOpUCTYBauiB y Be03acTOCyHKax, peaiizaimis aBTeHTH(ikarii Ha ocHOBi craumapty OAuth 2.0 ta JWT Access/Refresh-TokeHa,
OCII/DKEHHST PU3UKIB BPa3IMBOCTEH 1 aTak s peali3oBaHMX BE03aCTOCYHKIB. YTIPOBa/KCHO Taki METOAM: TIOpiBHSIHHSA,
eMIIIpUYHUN aHali3, Po3paxyHKOBI MeTo[u. JOCATHYTi pe3yJbTaTH: MPOAHATi30BAHO MPOTOKOIM Ta METOAM aBTeHTH(iKamil
KOpPHCTYyBauiB y Be03acTocyHKax; oOpaHo MeTtomu aBTeHTHOikanii JWT-tokeHiB i craumapry OAuth v2.0 nns moOynoBu
Cy4JacHUX BeOIporpam; CTBOPEHO Be0O3aCTOCYHOK Ha OCHOBI OOpaHHMX METOMIB aBTCHTH(]iKalii y Be03aCTOCYHKAX; OIMHMCAHO PU3UKH
peamizamii BpasnmmBocTed 1 aTak y BeOmporpamax. BucHoBkM. IlpoaHanmizoBaHo HaWOimpII Bigomi MeTOIM aBTEHTHdiKaIii
y Be03acTOCyHKaX, L0 IIOKa3aJ0 HasBHICTh 0araTboX HENOJIKiB, SIKI CHPHYMHSIOTH 3HAYHI PU3MKHA B IPOLECi BUKOPHUCTAHHS
BeOnporpaM. CTBOpEHO CTaHAAPTHHH Be03aCTOCYHOK HA OCHOBI KOHCTpYKTOpa BeOmporpam shopify 3 aBTEHTH]IKaIli€io
Ha ocHOBI Hypertext Transfer Protocol cookie session Ta mpoaHalli30BaHO PU3UKH BPa3IMBOCTEH 1 aTak Ha HBHOTO, YHACIIJOK YOro
BCTaHOBJICHO, II0 PU3UKHU € Ty’ke BUCOKMMH. OOpaHO /1Ba Haiibe3neyHImMX MeTOAMu aBTeHTHU(IKAI] 1 peanizanii Be03aCTOCYHKY:
JWT Access/Refresh-tokena 3 browser fingerprints Ta cranmapty OAuth 2.0, Ha OCHOBiI SKHX pEai30BaHO BIOCKOHAJICHHI
BeO3acTocyHok. [IpoaHami3oBaHO pPH3HKM BPa3IMBOCTEH 1 aTak HAa BJOCKOHAIEHHWIH Be03aCTOCYHOK, SKHI NOKa3aB, IO PH3UKU
peamizamii BpasnuBOCTEil 1 arak HAa HBOrO € JyXK€ HHU3BKHMH. Peanmisallis, HalamTyBaHHA Ta aHaji3 yNpPOBAJPKCHHS
Metony aBreHTUQiKamil JWT Access/Refresh-TokeHa B IOENHAHHI 3 browser fingerprints moka3aid, Mo 11 KoMOiHamig 3a0e3medye
HalOLTbII HajifiHe 3amo0iraHHs BHMKPAJCHHS TOKEHIB Ta 3acTOCYBaHHS iX 3 IHIIOro KoOMII'oTepa. Takox peasi3oBaHO
aBTeHTH(]IKaIi0 32 gonomorow OAuth 2.0. Y mociipkeHHI OyJio BUSBICHO, IO JejeryBaHHs aBTeHTH(IKaIIl Ha cepBicu Facebook
a6o Google MoxyTb 3a0e31eunTy HU3BKHH PiBEHb PU3UKY peai3allii aTak i Bpa3IuBoCTeil Ha Be63acTOCYHOK.
Kurouosi ciioBa: aBTeHTH(DIKAISN; KOMIUIEKCHA cucTeMa aBTeHTudikaii; OAuth; JWT, TokeH; Be03aCTOCYHOK.

Beryn 3BaKaouW Ha MEpeNiueHi YWHHHUKH, MOXKHA

3pOOMTH  BHCHOBOK,  IHIO  MpiOpUTET  Oe3NeKu

[HTEpHET CTaB OAHMUM 3 OCHOBHHMX CTaHAApPTIB
Cy4acHOT JIFOJIMHH, BIH MPOHHU3YE MPAKTUYHO BCl aCTIEKTH
HAIIOTO >XWTTS — Bl aKayHTIB y COIMEpexax Jo
0aHKIBCHKUX PAXyHKIB. YCIO IO BOXIUBY JJIS JFOAUHU
iHpOpMaIlifo, BTpaTa SIKOi MOXE CIPUYMHUTH YHMAJIO
po0JIeM, 3aXHUIA0Th OaraTbMa pisHUMH MeTomamu [ 1-3].

3aBXau iCHye NUTaHHS BHOOpY MK HEOOXiTHHM
piBHEM 3aXHUCTy Ta eEKTHBHICTIO POoOOTH B Mepexi [4].
Y nedkux BUNAAKax 3aXxonu 1010 3a0e3neyeHHs
Oe3neku € 3aHaNTO CKIAJAHUMHM, 10 MOXE BUKIMKATH
HEMO>KJIMBICTh OTPUMaHHS NMOTPiOHOI iH(popMallii HaBITh
JUIs aBTOPU30BaHMX Ul I[LOrO KOpUCTyBayiB [5, 6].
OpHak 3aco0H 3aXUCTy JIaHHUX JIAI0Th 3MOTY 3a0€3MEeUNUTH
KOH(IAEHIIHICTB, LUTICHICTE Ta JOCTYIHICTb
iHpopMarii 3a yMOB BIUIMBY Ha Hel pI3HOrO BUIY
3arpo3 Ta 3MEHIIUTH PHU3UKH BTPaTH YU BUKPAJCHHI

KOH(QIACHIIITHIX TaHUX.

iHpopmarii y BeOcepeaoBHIi € HAWBUIIMM Yy HUHIIIHIX
peanisix. OCOOMUBO II€ CTOCYEThCS BE0O3aCTOCYHKIB,
o0 € OJHUMH i3 HaHOUIBII BpazIMBHX 00 €KTIB
y Mepexi. OmHMM 13 KIIIOYOBHX acleKTiB Oe3neKu
Be03aCTOCYHKIB € aBTEHTH(]IKaIlis, sKka mependadae
NepeBipky  0coOM  KOpUCTyBadiB, IO OTPUMYIOTh
JOCTYTI 10 Be03acTOCYHKiB. ABTeHTH(IKaIlis HeoOXimHa
JUIL TIEPEeBIpKM 0coOM KOpHCTyBaua ab0O CHCTEMH,
SIKI XO9yTh OTPUMATH JOCTYII IO CEpPBICiB Ta iH(popMaIIii.
Uepe3  HempaBWIbHY  peaiizaliiro  aBTeHTH(IKAIii
3JI0BMUCHUKH MOXYTh CKOPHCTAaTHCS BPa3IMBOCTSIMH
aBTeHTH(IKallli, peani3yBaTH aTaku Ha Be03aCTOCYHOK
JUIA  OTPUMAHHS HECAHKIIHHOTO MocTymy. YmMano
BYEHHX JOCIIDKyBalK Oe3neKky MeToIiB aBTeHTHdiKalii
Ta aBTOpHW3allii Ta IX BIPOBAPKEHHS y Be03aCTOCYHKAX,
3 4YOro BUIUIMBAE HEOOXIJHICTh aHaNi3y HAyKOBHX

poOiT i Ta iHINOI JTiTepaTypH.

© T. PaniBinosa, JI. Kipiuenko, B. [TanTtenees, A. Masemna, B. binonin, 2024
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AHani3 ny0Jikauiii Ta nocTaHoOBKa 3aBIaHHSA

Huni mnommpeHnM € BUKOPHUCTAaHHSI —pillIEHHS
enuHoro Bxony JSingle Sign-On (SSO), T00TO OMHOTO
obmikoBoro 3amucy uisi aBTeHTHGiKkalii Ha 0aratbox
caifrax, sk 1e 3a3HaueHO B pobOotax [7, 8]. Lle pimenus
OCHOBaHE Ha BIPOBA/DKCHHI METOJIB aBTCHTHU(IKAI1
OAuth, OpenID, TOKEHIB Ta IHIIUX, IO, BIAIOBIITHO,
MaroTh OyTu 3axuuieHi. Kpim Toro, BaxkiamBo, mio0
cucreMd SSO TakoX 3aJOBOJBHSIN BHCOKI BHMOTH
Oesmexkn Ta  KOH(IIEHIIHHOCTI.
Schmitz  Guido [9]

B cucremMax OSSO, 1O NOPU3BOAATH [0 KPUTHYHHUX

OpHak HayKOBeIb

BHUSBHB CEpHO3HI BPa3JIMBOCTI

aTak Ha iX 0e3meKy Ta KOH(IICHIIHICTb.

Besnekoro  mportokorny — QAuth 2.0,  sxuit
BUKOPHUCTOBYEThCS B SSO, 3aliKaBWINCH aBTOPHU
pobdoru [10], sKki 3a JOMOMOIOK  TECTyBaHHS
75 BeOCaWTiB BHABWIM  BpPA3IMBOCTI  MPOTOKOIY

3a HeHaJle)KHOI KoHpirypamii caiitiB. Takox BOHH
po3pobmny po3mmpeHHs A Opaysepa, MO YCITITHO
ineHTH(diKye Ta TONepemKae  KOpUCTyBaya  Mpo
HeHanexxHi HamamtyBaHHA OAuth 2.0. Ane B poOOTi
HE HaBEJEHO CHOCOOM pO3B’si3aHHS HpoOiieM Oe3neku
Ha cTOpOHI cepBepa. s 3a0e3medeHHs Kpamoi 0e3neKn
aBTopu pobortu [11] mpoBenu CHMYISILII0 HPOTOKOIY
OAuth 2.0 i ¢byHKT,

OCHOBaHi MOXYTb

3alpONOHYBANI  JTOJATKOB1

HA BUKOPUCTAaHHI TOKEHIB, sKi

TMOKPAIIATH  apXITeKTypHUH AW3aiH 1 ITIBUIIATH

3arajbHy e(EeKTHBHICTh O€3MeKH TPOTOKOIY, aje

Y mpami [12]
JUTSL TIPOIOBKEHHS Yacy JOCTYIY J0 3aXUIICHUX PECYPCIiB

HE TIOAaNM KOHKPETHHUX pIIICHb.

IUTS  aBTEHTHU(IKOBAaHUX KOPHUCTYBAYiB 3aIpOIIOHOBAHO

VHIKQIGHUM — MiIXiJ, OCHOBAaHWHA HAa  TEXHOJOTISIX
BukopuctanHs OAuth 1 TOKeHIB. Ajie 1e € pIilIeHHSIM
BY3BbKOCIIPSIMOBAHOI MTPOOIIEMH.

Y poborti [13] aBTOpH CIPOEKTYBAIN CIIPOIICHUI
cepBic /sl aBTeHTU(]IKallii, aBTOpH3alii KOPUCTyBadiB
Ta yNpaBIiHHI HUMH Yy BeO- Ta MOOUTBHHX IIporpamax
Ha ocHOBI QOAuth Tta OpenID. OpmHak po3pobieHui
cepBic € HeOe3NeyHNMM, OCOONMBO IS 3aCTOCYHKIB,
mo 30epiraroTh Bpa3nuBy iH(opmaliro. Han anamizom
miel  mpobleMH  TpaIfoBaNA

aBropu mpari [14].

Bonn  po3poOumnm  MeTron — BIAKIMKAaHHS — TOKEHa
3a JIOIIOMOTOI0 3alUTy Ha BIOKIMKAaHHA 1O CcepBepa
aBTOpU3Allii, KOJH CepBep PECYpCiB BUKOHYE aHOMAJbHY
MOBEIiHKY 3 BHKOPHCTaHHAM TOKEHa, HAIIPUKJIAJ BUXIZ
i3 cucTeMHu abo 3MiHA IICHTHYHOCTI BJIACHHKA PECypCy.
Ane ¢axiBimi He 3alpONOHYBaM CHOCOOM PO3B’SA3aHHS

IHIIUX POo0OJIeM Oe3NeKH.

YV pobori [15] nmpoaHasi3oBaHO TPOTpamMHi MPOIYKTH,
IO peaNi3yloTh MIATPHUMKY TEXHOJIOTI] €JIWHOrO BXOAY
SSO na ocHOBi Security Assertion Markup Language
(SAML) abo OpenID, mnonaHo pekOMeHIALIl 00
KOHKPETHOTO BHOOpPY. ABTOpH AOCHipKeHHS [16] onmcamm
npotokonl OpenID Connect, KU BUKOPUCTOBYETHCS
B cranmapti SSO. Ha ocHOBI aHamizy BH3HA4YE€HO
pU3UKK A1 KOH(IICHIIHHOCTI, MOB’s3aHi 3 JOCTYIIOM
KopuctyBadiB 10 cucreM SSO 3a 1OMTOMOTOI0 MIPOTOKOITY
OpenlD  Connect. Ane B crymisx [15, 16]
HE 3alpOIIOHOBAHO CHOCOOM pO3B’s3aHHA IMpoliieM
Oesrexy. [lutaHHs Oe3MeKW BHKOPUCTAHHS TOKEHIB
ta OAuth TakoX IOCTI[KyBaIH aBTOopH pobdoTtm [17].
npoBeran  SSO-TeCTyBaHHS  MiX

Bonu CUCTEMAMU,

MpoaHai3yBald  BaJallil0  TOKEHIB, IEPeBipHIN

CTpyKTYpy JSON Web Token (JWT) Ta MepexHY araky
Ha TepexoruieHHs maHux (Network Sniffing Attack).
Opnnak cucremu SSO Bpa3NuBi HE TUIBKH JI0 ITi€T aTakH.

3a0e3medeHHs 6e3mekn

OTrxe, npobiema

Be03aCTOCYHKIB € aKTyaJlbHOIO. 3 OINIAIY JIiTepaTypH

3p03yMiNo, IO TOTPiOHO MpoaHaNi3yBaTH METOIU
Ta craHgapTH aBTeHTHQikamii amusa  BeOmporpam,
CIIUPAIOYMCh HA pEe3YyNbTaTH BUBYCHHS, PO3POOHUTH

Be03aCTOCYHOK i3 O€3MEeYHOI0 CHCTEMOI0 aBTeHTH(IKaIil
Ta MOPIBHATH HOTO SIKICTP i3 CTAHIAPTHIM BE03aCTOCYHKOM.
aHaji3  MeTo.iB

Metoro  1iei  pobotH €

aBTeHTH(QIKaii Ta peamizamis Be03aCTOCYHKY i3
cucteMoro aBTeHTH(iKawii 3 iHTerpanicto JWT-TokeHiB

i crangapty OAuth v2.0.

Orasia meToaiB aBTeHTHiKaii

IIporiecy aBTeHTH(IKAII KOpPHCTyBaya IMEPEAyE

tioro inentudikamis [18]. Ilim wac ineHTH}IKAIIT
hopmi

Cucrema

iHpopMmalis mpo  oco0y  HamaeTbcs y

imeHTH(iKaTOpa I CHCTEeMH  Oe€3IeKH.

Oe3reky ImykatuMe Bci aOcTpakTHi 00’€kTH B Habopi
izeHTH(IKAaTOPiB 1 3HaWAEe  KOHKPETHHH 00 €KT,
1[0 3aCTOCOBYE peaibHa JroaWHA. SIK TiTbKK 1€ Oynme
3po0IeHo,

KopuctyBad  Oynme  iIeHTH(IKOBaHHUM.

Hanpuknan, o0’ektom Moxe Oytu id  akayHTa
KopuctyBada. Tod (akt, mo ocoly ineHTH(IKOBaAHO,
He OO0OB’SI3KOBO O3Hayae, IO BOHA CIPaBXKHII.
KopuctyBay mae Hajmatu J0Kas, MO MiATBEPIKYIOTH
foro oco0y B cHCTeMi, HAIpUKIa[ Napoib, SKAN
HA3MBAETHCA  OONIKOBMMM JaHMMH. IX mepeBipka
€ mnpomecoM apreHTH(iKamii. Skmo apTeHTH]IKALIS
Oyna yCIHiITHOK, TO KOpHCTyBada Oyle aBTOPH30BAaHO

J0 CHCTEMH 3 HaJaHHAM Ha3HA4YCHUX ﬁOMy opaB
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nmoctyry. ABTeHTH(IKAIiS HEOOXiTHA IS 3aXUIIEHOTO
Be03aCTOCYHKY.

Hafibinpim BUKOPHUCTOBYBAHMMH € TaKi METOIU
aBTeHTH(dikamii [19]:

- aBTeHTH(]IKaIis Ha ocHOBI ¢aitniB Cookie;

- apTeHTH(DIKaIlis 32 JOTIOMOTrOI0 TOKEHIB;

- croponHii moctyn (OQAuth, ToxkeH Application
Programming Interface (API));

- OpenliD;

- SAML.

ABTeHTH(]iKALliSI HA OCHOBI
Hypertext Transfer Protocol Cookie session
(HTTP) Cookie
session — 1€ KpOK IO OUIbIN HATIHHUX 1 CKJIaTHUX

Hypertext Transfer Protocol
MeToziB aBTeHTHiKanii. Yci 3anutn HTTP He MmaroTh
crarycy [19], To6TO HeMOkITHBO 30epiratu iH(GOpPMAIIFO
po  B3aEMOIIIO,

mo Bimdymacsi MK CepBepoM

i kxopucryBaueM. Jlnsa Toro, mo0 po3B’s3aTd IO

mpobnemy, Oyna crBopeHa ¢ynkmis HTTP-cecii, mo mae
3Mory BeOcepBepamM 30epiratd jaaHi (3amuT / BiIMOBIII)
B3aeMOJii MDK KOpPHCTyBadaMH Ta cepBepaMu. BoHu
30epiraroTh iH(OpPMAIIliF0, OCHOBaHY Ha KOHKPETHiH cecii
(imenTHdiKaTop cecii, Yac CTBOpEHHS, OCTaHHIN IOCTYII
TOII[0), & TAKOXK BITOMOCTI ITPO KOPUCTyBaya (CTaH BXOAY
B CHCTEMYy Ta IHIII [aHi, SKi MOXYTh 3HAIOOHTHCS
3aCTOCYHKY Big KopuctyBaua). Cecii MOXyTh OyTH
peamizoBani 3a pomnomororo ¢aitnmiB  Cookie, TOOTO
HEBEJIMKOro (parMeHTy AaHUX, SIKHH cepBep HaJCHIIac
BeOOpay3epy KopucTyBaua. bpaysep Moxke 30epiratu
Horo 1 BIAMPaBIATH Ha3ax i3 3alUTaMHd HA TOW CaMHA
cepsep. aiim Cookie 3acTOCOBYIOTBCS I aBTEHTH(IKaIil
0oco0H Ta MicTATh KOH(DIiAeHLiHY iH(popMallio, MalOTh
HEeBENWKHUN 00csT, ajle 32 YMOBU 3HAYHOI KUTBKOCTI ceciit
1 KopuCTyBauiB oOcCSr nmaHuMX misi 30epiraHHs crae
mpobnemoro. Y Tabn. | HaBeZeHO MepeBaru Ta HEJOTIKU
aBreHTH(iKaii Ha ocHoBI HTTP Cookie session.

Ta6auus 1. [lepesazu ma nedonixu asmenmuepikayii na ocnosi HITP Cookie session

IlepeBaru

Henomikn

Daiinu Cookie 3aiiMalOTh TIy’Ke MaJIO MiCIIs. Daiinu Cookie Bpaznusi 1o XSS- Ta CSRF-artak.

MacuirabyBaHHS cTae mpo0IeMoro, Ko 6araTo KOpUCTyBaviB

®aitnu Cookie ipocTi y BUKOPUCTaHHI.
BXOJIATh Y CHCTEMY.

Mictste KoH(DineHiiHy iHpopMaIifo PO KOPHUCTYBaYa,
10 poOUTH HOT0 MIIICHHIO JIs 37I0BMUCHUKIB.

®aitnn 30epiraloThest Ha cepBepi Ta IX HabaraTo Baxxue
BKPAacTu abo MiAMIHUTH.

HanamtyBanHs BUKOpUcTaHHs Ta BianpasnenHs Cookie
3aJIe)KHUTD BiJl pO3poOHUKA CANTy, KUl MOXKE 3pOOUTH HEKOPEKTHI
HaJIAIUTYBaHHSL.

Indopmauiro, siky 3anucyrots y Cookie, 3aindpoByoTh
niepen BianmpasieHHsIM, a cami Cookie iepeaTh
3a mporokonom HTTPS.

OCHOBHI NpUHIUNYN aBTeHTH Pikauii
HA OCHOBI TexHOJI0Tii foken

Sk 1 @i momepemHROro METOXy aBTeHTH(iIKarii
3a mornomororo Cookie session nis i€l cTpaterii HeMae
KOHKPETHOTO 3pa3ka, YHACHiOK IIhOTO BCi peajizarmii
cnenudiyHi IS TEBHUX CHUCTEM. ABTCHTH(IKAIL
Ha OCHOBI TEXHOJIOTII foken HalidacTimie 3aCTOCOBYETHCS
B TOOYyIOBI po3momiuieHux cucteM SSO, ne 0nuH
3aCTOCYHOK (Service provider abo relying party) nenerye
¢dyHKIIIO

3acToCyHKY (identity provider abo authentication service)

aBTeHTH(IKalll  KOpUCTYyBayiB  iHIIOMY
[19]. TunoBuM mpUKIATOM IHOTO CIIOCOOY € BXiA
y mnporpamy uepe3 OOJIKOBHH 3alHC Yy COLIAIBHHUX
cepBicaMu
¢byHKIIO
aBTeHTH(IKallii KOPUCTYBaviB 0OpaHii coIialIbHII Mepexi.

Mepexxax. TyT comiambHi Mepexi €

aBTeHTH(IKAIll, a 3aCTOCYHOK JOBipsi€

Peamizaiiss 11boro crnocoOy IMoJisirae B TOMY, MLIO

nocTayajnbHUK  ineHTH(dikaniiinoi iHdopmanii Hanmae

JIOCTOBIpHI BIZIOMOCTI PO KOPUCTyBaua y BHUIJIS[II
TOKEHa, a 3aCTOCYHOK MOCTAYATbHHUKA MTOCTYT BUKOPHCTOBYE
aBTeHTH(IKAIT

meil  TOKeH Ui imeHTHdiKarii,

Ta aBTOpH3AaMii KOpHCTyBaya. ITocTauanbHuk
imeHTU]IKAIIIHHUX JAaHUX 37COUTBIIOT0 BUKOPHCTOBYETHCS
B craHmaptax Ha 3pa3ok OAuth 2.0, siKi 3aCTOCOBYIOTH
[TocTauanpHuKa

JIeJIeTyBaHHSI aBTeHTU(IKAIIIT.

iICHTUQIKAIIIfHAX ~ MaHUX MOXHa Oyae OMHUHYTH
B JISSIKUX peati3alisix aBTeHTU(]iKalii 3a TOKEHOM
nocryiy. Hanpukian, meski peamizamii 3 JWT-TokeHOM
HE noTpeOyrTh JIOZIATKOBOTO nocTavyajabHUKa
imeHTHdiKaiiiHOT iHpOpMamii I TeHepalii TOKEHa.
CaMm cepBep CTBOPIOE TOKCH, BINIPABISE Ta MPUAMAE

HMOro 3 KJII€HTA.

ABTeHTH(iKanis HA 0CHOBI
JSON Web Token (JWT)

JWT € MexaHi3MOM TEpEBIPKHM BJIACHHKA JESIKHX
naaux JSON. lle 3ammdpoBaHuii psmok, IO MoOXKe
MICTUTH HEOOMEXeHy KibKicTh iH(opMarii (Ha BigMiHy
Bix (aitnmy Cookie) i mae kpunrorpadiuauii migmuc [20].

Komu cepsep orpumye JWT, BiH MOKe rapaHTyBaTH,
110 JJAHUM Y LIbOMY PSJKY MOXKHA TOBIPSTH, OCKIJIBKH BiH
migmucoM.  Kozxen

MIAMACAHUA — KPUNITOrpadiaHuM
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MOCEepeTHUK He Moxke 3MiHuta JWT micna #oro
BiZnpasieHHs. BaximBo 3ayBaxuru, mo JWT rapantye
BOJIONiHHA iH(OpMariero, ame He muppyBaHHI. ToOTO
nani JSON, ski 30epiratotecst B JWT, He 3amm¢poBai,
1 iX MOKHa ITOOAYNTH B TPOLEC] NMEPEXOIIICHHS TOKEHA.
NIPUYNHU HACTIHHO PEKOMEHAYEThCS

HTTPS i3 JWT.
i3 HAWCKIAAHINIMX pIlIeHh MO0 peaizamii

3 i€l
Onanm
JWT
€ wmicme 30epiraHHi TOKECHa, TaKUM YHHOM Oe3IeKa

BUKOPUCTOBYBATHU

aBreHTH(ikanii Ha ocHoBi JWT 3amexatume Bif
HaJIAIITYBaHb PO3pOOHHKa caiiTy. TokeH Mae 30epiratucs
B Oe3rmeyHOMY MicCIIi B Opay3epi kopucTyBaya: local storage/
session storage; Cookie-baiin; y mam’siTi 3aCTOCYHKY.

VY nmepuioMy BHOAAKy, SKIIO TOKEH 30epiraerhcs
Beepenuui LocalStorage abo Session Storage, BiH

JIOCTYIHUH KO)XKHOMY CKpPHNTY Ha BeOCTOpiHII. ATaka

Cross-site  scripting

(XSS)

OTpUMATH  JOCTyI [0

MOXKE JO3BOJIUTH

3JI0BMHCHHUKOBI TOKEHIB.
He pexomeHnyeThcs 30epiraTé TOKEH Yy JIOKAIBHOMY
CXOBHIIII 200 CXOBHIIII CEaHCIB.

Y ApyromMy BHUIAAKy TOKEHH, L0 30epiraroTbcs
y Cookie-haitnax, Bpa3nmusi 10 CSRF-atak (Cross-site
request forgery).
30epiratu ix y Cookie-daiinax.

TOMy TAaKOK HE PCKOMCHAOBAHO

Sxmo  Oymp-fkumii i3  CKpHNTIB, JOJaHUX
y BEOCTOPIHKY, OyZie CKOMIIPOMETOBAHO, TO 3JI0BMUCHHK
3MOXE€ OTpUMAaTH JOCTYyH JO BCiX TOKCHIB, SKi
30epiraroThest B Opay3epax. Came TOMY HaMIpaBHIIBLHIIIM
pimeHHsM Oynme 30epiraHHS TOKEeHa Oe3lmocepeIHbo
B Iam’sTi 3aCTOCYHKY, J0 sIKoi He Oy/Ae MOMIIMBOCTI
micTaTHCS 3BHYAHHUMHM MeTomaMu. Y TaOi. 2 HaBeIeHl

TiepeBary Ta HeloJIiKK BUKoprcTanHs JWT-TokeHa.

Ta6mauus 2. [lepesacu ma nedonixu suxopucmants JWT-moxena

IlepeBaru Henoaiku

MacuitaboBaHICTb cepBepa HE 3MiHIOEThCS B pa3i 301IbIICHHS
KUJIBKOCTI KOPUCTYBauiB.

Po3smip JWT 3nauHo Oinpmmii 3a ineHTudikatop ceancy Cookie.

He mae crany — Be63acTocyHOK He 3000B’s13aHHl 30epiratu
iH(opMaIIito cecii Ha cepBepi, 0 3MEHIITYe HaBaHTaKCHHS
Ha cepBep, MOKpallye IPOAYKTUBHICTD Ta MAaCIITa0OBaHICTb.

JWT He MOKe BiIKIMKATH JOCTYH IO KOPHCTYBaya.

JWT mictuth 6inblie iHopMalii mpo KoprcTyBaya. TokeH 30epiraeTbcst Ha CTOPOHI KIIiEHTA, 10 POOUTH HOTro

BpasJIMBUM JJid 3JIOBMHMCHMKIB.

[lepeHOCHMICTB — Ja€ 3MOTY MIXKIOMEHHY Ta
MDKIDIaT(GOPMHY aBTEHTH(]IKALIIO Ta aBTOPU3ALIIIO.

CXUIIBHICTB 10 KPaIiKOK, TOOTO AKIIO XTOCh BUKpane JWT
y KOpHCTyBauda ab0 CHCTEMH, BiH MOXKE€ 3aCTOCYBATH HOTO,
100 MPUBIIACHUTH TXHIO OCOOUCTICTH 1 OTPUMATH TOCTYII
JI0 IXHIX PecypciB.

AanToBaHiCTh — MICTHTB OyAb-SKy iH(pOpPMAIIiIO 1010
BE03aCTOCYHKY, SKa J]a€ 3MOTY KOHTPOJIFOBATH JJOCTYII
Y TOYHHH 1 mepcoHai30BaHui crocio.

ABTeHTH(]iKALisI HA OCHOBI
Access/Refresh-ToxeHiB
s migBuineHHs Oe3mekw aBTEHTH(dIKAIl Ha
ocHOBI JWT-TokeHa OyIl0 3ampONOHOBAHO PO3MEKyBaHHS
MIXK BHIAaMH TOKEHIB Ha Access 1 Refresh [21, 22].
Access-TokeH

BUKOPHCTOBYEThCS ~ JISI  aBTOpH3aLil

3amuTiB 1 30epiraHHs q0AaTkoBoi iH(popMarii Impo
KOopucTyBada. Refiresh-TOKeH BHAAETHCS CEPBEPOM 3a
pe3ysbTaTaMu yCIimHOl aBTeHTH(IKALIT Ta 3aCTOCOBYETHCS
JUIl OTpUMaHHsA HOBOI mapu Access/Refresh-TokeHiB.
Yacrime 3a Bce 30epiraetbcss B 0a3l AaHUX cepBepa.
KoxxeH TOKeH Mae CcBi TepMiH >KHUTTS, HaNpPHUKIA]
Access — 30 xB, a Refresh — 60 nHiB. Refresh-toxen
30epiraeTbcsi Ha cepBepi JuId OOJKYy JOCTyIy Ta
iHBamgamil KpaaeHWX TOKeHIB. TakuM YHHOM CcepBep
TOYHO BH3HAYAE, KOMY JI03BOJIEHO aBTOPH3YBATHCSI.

Jlis  BUKOPHCTAHHS MOJKJIMBOCTI aBTEHTH(IKAIT
Ha OUIBII HDK OIHOMY JeBaiici HeoOXigHo 30epiraTu

BCl Refresh-ToKeHHU MO0 KOXKHOT'O KOPUCTYBaya.

Y MomeHT Refresh, TOOTO OHOBIEHHs Access-

TOKCHa, OHOBIIOIOThCS OOWABa TOKeHH — Access
Ta Refresh. Refresh-TokeH y MOMEHT Refresh mopiBHIOE
cebe 3 TuM Refresh-TOKEHOM, IO JICKUTHh B 0a3i NaHUX,
1 B pasi ycmixy, a TakoX SIKIIO B HbOI'O HE 3aBEPIIHBCS
TEPMiH, CHCTEMa OHOBIIOE TOKEHH. Refresh-TOKeH
Ma€ TEPMIH JKHTTS B pasi, SKIIO KOpPHCTyBad Oyme
B odumaiini monax 60 aHIB, TOAI IOBEAETHCS 3aHOBO
BBOJIUTH JIOTIH / TApOJIb.

Fingerprint

Opay3epa — 1me  IHCTpyMEHT

inenTu¢ikamii  Opay3epa kopuctyBaya. Lle rem,
3reHepoBaHWil Ha 0a3l AESKHMX YHIKaJbHHUX ITapaMeTpiB
Opaysepa. IlepeBara fingerprint B TOMY,
oo B oyne

VHIKaJIBHUM JUII KOHKPETHOro Opays3epa KOpHCTyBauda

noJrAarae

mporieci  TeHepamii 1¢  3HAa4YCHHS

Ta HE 3MIHIOBATUMETBECS B MaiOyTHhOMy. Tomy

CKOMITPOMETYBATH fingerprint Gpay3epa LyKe BasKKo.
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ABTeHTH(]iKALISI HA OCHOBI
MOBH PO3MITKH TBepIKeHb Oe3nexn SAML
SAML - me
Ta aBTOpHU3allii, BapiaHT PO3IIUPIOBAHOT MOBH PO3MITKU

CTaHIApPT aBTeHTU}IKAIIT
(Extensible Markup Language, XML) nni oOMiHY
iHpopMaIiiero npo Oe3neKy B iHTEpPHETI.

O6minE SAML BigOyBaeThCs MK CHCTEMHUMH
00’€KTamMH, 10 HA3MBAIOTHCSI CTOPOHOIO, sIKa ITIITBEPIDKYE
(Takox HazuBaeThcs opraHoM SAML), 1 CTOpOHOIO, sIKa
JOBipsie Ta 0OpOOJsSE OTpUMaHI HEHO MiATBEPIKCHHS
[19, 21].
Lle CTaHAApPTU30BaHI MiATBEP/PKEHHS MOBOIO PO3MITKH,

Oe3nexku [ligTBepmxeHHs Oe3mekun  —

SIKi BU3HAYAIOTH PIIIEHHS I[0JJ0 KOHTPOJIIO JOCTYITY.
Icuye nBa tumm emuHoro Bxoay (Single Sign-On,

SS0O) SAML: 3

ineHtudikaniiianx nmanux (Identity Provider,

IHIIIaTHBA ocTravyajibHUKa

1dP)
Ta 3 IHIIAaTHBH TOCTAa4aJbHHUKA TOCIyT (Service
SP).

aBTeHTH(IKaIlii KOPUCTyBa4ya, OCHOBHA PI3HHUIII TMOJISATAE

Provider, OOuznBa BUKOPHUCTOBYIOTH [dP s

y BigmpaBHii Toumi. SAML SSO 3 inimiatuBoio IdP:
KOPHUCTYBad HaMmaraerbcs yBidTH 1m0 IdP, a IdP moxe

Oe3mocepelHRO  TEpeBIpUTH  0co0y  KOpUCTyBaya
3a  gomoMororo  SAML-pigmoBimi. SAML  SSO,
iHimiioBaHe SP: KOpUCTyBad HAaMaraeTbCsl yBIWTH

mo SP, i SP wmato 3reHepyBatu SAML-3amut. 3amut
1 KOpHCTyBa4d HajcwiaroThes IdP mis aBTeHTHIKAI],
a TIOTIM TTOBEePTAIOThCA A0 SP I 3aBepIICHHS BXOY.

ABTeHTH(]iKALliSI HA OCHOBI

npoTokoJy apTeHTH(ikauii OpenID Connect

OpenlID Connect — 1ie TIPOTOKOJI aBTEHTH]IKAIii,
nobyznoBannit Ha ocHoBi OAuth 2.0. BiH no3Boisie
KOpHCTyBadaM aBTEHTHU(IKyBaTHCA Ta OOMIiHIOBATHCS
CBO€IO ieHTU(dIKaliifHOIO iHOpMalli€lo 13 3aCTOCYHKaMHU
Ta cepBicaMH B CTaHIApTH30BaHUiI croci6b [19, 21].

Onnak ocHoBHa piznuusg Mix OAuth 2.0 i OpenlD
Connect monsrac B THIN TOKEHIB, IO BHIAIOTHCS.
OAuth 2.0 BUmycKae TOKEHM JMAOCTYIy, IIO 3a3BHYald
MalOTh OOMEXEHHH TepMiH Jii Ta BHAAIOTBCS I
neBHOro Habopy no3BoiiB. OpenlD Connect BUITyCKae
1o
aBTeHTH(IKallii KOPUCTyBaya Ta HaJaHHs 1IeHTU]IKaliiHOT

TOKEHH imeHTH]iKamii, 3aCTOCOBYIOTBCS IS
iHnpopmarii 3actocynky. Xoda OAuth 2.0 i OpenlD
Connect BUKOPUCTOBYIOTH CXOXI1 MOTOKHA U MEXaHIi3MHU,
PI3HHUIA MK TOKEHaMH IOCTYIy Ta ineHTH(IKAIiitHIMI
JIOCTYILy

JO3BOJIAIOYH

TOKEHaMH € BaXXJIMBOIO. Tokenu

BUKOPHCTOBYIOTBCSI Ul aBTOPH3Allii,
mporpami OTPHMATH JOCTYIl 110 3aXHIICHUX PECypCiB,
TONI SIK TOKEHW INeHTHU(IKaIil 3aCTOCOBYIOTHCS IUIS

aBTeHTH(]IKaIIT, TiATBEPKYI0UH 0CO0Y KOpUCTyBayYa.

IlepeBaru Ta He0JiKH PI3HUX METOAIB
aBTeHTHikauii

s apreHTHIKALT BeO3aCTOCYHKIB BUKOPHCTOBYIOTECS
KiJIbka MeToqiB, 30kpeMa ¢aitmu Cookie, JWT, OAuth,
API Token, SAML ta OpenID, onmcaHi BUIIe. 3aIeKHO
BiJl CIIEHapil0 3aCTOCYBaHHS Ta BHUMOI Oe3NeKH BOHHU

MAaIOTh Pi3HI epeBaru Ta HeloJiky (Tadi. 3).

Tabauus 3. [lepesacu ma HeOONIKU HAUNOWUPEHIWUX

Memoodie asmenmugirayii

MeTtona IlepeBaru Henmogiku

Coofkies | IIpocri B peamnizauii Ta Bpasnusi 1o
LIMPOKO MiATPUMYIOTHCS, CSRF-atak, 101al0Th
30epirarTs iH)OpMaIito HaKJIaJHI BUTPaTH
PO CeaHc, HaJlallTyBaHHs JI0 KOXKHOT'O 3aITiTY,
a0o iHmI gaHi Ayt 00MEXYIOTh PO3Mip
ineHTHQIKaNil KOpUCTyBada |1 KUIBKICTB.
a00 HaJalTyBaHH:
KOPHCTYBAIIbKOTO JOCBIJY.

JWT besnepxaBHuii, Moxe Bpasnusuii no
MepeHOCHTH Oinplie JaHuX, | XSS-atak, Mae
MOJKe MiATPUMYBATH KiJIbKa | piKCOBaHHH TepMiH
JIOMEHIB 200 cryx0, Moxke Iii, He MOXKe OyTH
OyTH mepeBipeHuii Oy Ib-KUM, | JIETKO BiJKIMKaHUH
XTO Ma€ JIOCTYTI JI0 KJII0Ya. a00 OHOBJICHHI.

OAuth | J103BoJIsIE KOPUCTYBAYCBI CkiaaHuii i BUMarae
HaJIaBaTH JAOCTYTI A0 CBOIX y4acTi 6aratpox
pecypciB abo iHdopmarii 3 CTOPIH Ta B3aEMO/Ii1,
OJIHOTO CaiiTy iHIIOMY CaliTy |CTBOPIOE MEBHI PH3UKH
6e3 0OMiHy 00JIIKOBUMHU IUTst O€3MEeKH, TaKi
JaHUMH, MOXKE SK (DIIMHTOBI aTaKH,
BUKOPHUCTOBYBATH Pi3HI THUIN | BUTIK TOKEHiB abo 1x
TOKEHIB, TaKi ik JWT-, API- | OBTOpHE BiATBOPCHHSI.
ToKeHH a00 SAML-TBepHKEHHSI.

SAML | Jlo3BOIsI€ KOPHCTYBA4EeBi CknagHuii 1 BUMarae
BXOJMTH HA OJIWH CalT 00pobIeHHs
i OTpUMYBaTH JOCTYT JI0 Ta po3bopy XML, mae
IHIIOTO caiTy 6e3 JIesIKi IpooIeMu
MIOBTOPHOTO BBEJICHHS 3 IPOJYKTHBHICTIO
00JIIKOBUX JIaHUX, 4epes po3Mip i
BHKOPHCTOBY€ TBEP/IKEHHS, | KUTbKICTh ITOBiZIOMJICHb,
110 MICTSITh iHpOpMaLIito 110 OepyTh y4acTb.
po 0co0y KOPUCTYBaua,
aTpulyTu abo pilIeHHs mpo
aBTOPH3ALIII0, MOXKE OYTH
miAnucana i 3amuppoBaHa
MOCTa4aIbHIKOM
inenTudikaiii Ta mepeBipeHa
0CTaYaJIbHUKOM MOCIIYT.

OpenlID | J103BOJIsI€ KOPHCTYBaueBi CxiagHuii, BUMarae
BXOJMTH HA OIWH CalT y4acTi 6aratbox
1 3aCTOCOBYBAaTH CBiit CTODIH 1 B3aeMoii,
iIeHTU(IKATOP VTS AOCTYITy | CTBOPIOE MEBHI PU3UKU
JI0 THIIIOTO calTy 0e3 IUTsT O€3IIEKH, TaKi sIK
CTBOpPEHHSI 00JIIKOBOTO (imMHroBI aTaky,
3anmcy abo IOBTOPHOTO nizpoGIIeHHs
BBEJ/ICHHS OOJIKOBUX JIaHUX, |igeHTH(IKaTOpiB
MO BUKOPHCTOBYBAaTH a00 BUTIK TOKEHIB.
Ppi3HI TUIIK TOKEHIB LIS
MOJaHHS 11eHTUpIKAITHOT
iHopmanii.
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OCKINBKH 13 3araJbHOTO TOPIBHSHHS CKIIATHO
3pOOMTH BHCHOBOK, TO OLIbLI AETAJBHO MHOPIBHIEMO
JWT  token,

Metonu aBreHTH(ikamii Cookie Ta

OAuth 1 SAML.

IMopiBHsIHHS BUKOPUCTAHHS
Cookie Ta JWT token
Ha meii yac HalOUIBII MOIMMPEHUMH METOJaMHU
aBreHTudikanii € Cookie sessions ta JWT token [21].
VY Tabn. 4 HaBelAEHO Pe3yJbTaTH MOPIBHSIHHS IUX IBOX
METOMIB 33 TaKUMH MapamMeTpaMH: MacIITabOBaHiCTh,
cepBicu APl RESTful,
HeoOximHO 3ayBakUTH, IO PO3IISIAETHCS CTAHAAPTHA

Oesrexa, MIPOYKTUBHICTb.

peamnizanis anroputmy JWT token 63 cienniqHAX 3MiH.
[pukianom e Refresh-TokeH.

3Bakar04M Ha Pe3yNbTaTH aHAJi3y, MOKHA 3pOOUTH
BHUCHOBOK, 1110 MeToa aBTeHTH]ikamii Cookie sessions
BIIXOJWUTH HA JPYTHH IUIaH MOPIBHSIHO 3 JWT-TOKEHOM.
VY koHTekcTi BUKOpUCTaHHs JWT-ToKeHa 13 porpamamu
HEBEJIMKOTO PO3MIpY MOXKHA 3aCTOCOBYBATH 3BHYAiiHY
JWT-aBrentudikauito  6e3  Refresh-TokeHa,  sika
TIOBHICTIO 3aMIiHHTH ceciifHuii BapianT i3 Cookie sessions.
VY pasi motpebu 3actocyBanHs JWT i3 mporpamaMu
po3mipy
BUKOPHCTOBYBaTH KoMOiHawiio Access/Refresh-rokeHa

CepCaAHLOTO Ta BCIIMKOT'O MOJXHa

Ta fingerprints 6paysepa.

Ta6muus 4. [lapamempu suxopucmants memoodie asmenmudpicayii Cookie ma JWT token

IMapamerpu Cookie sessions JWT token
Macmra6oBanicts | IHbOpMaris ceaHcy 30epiraeTbes B ITaM’sTi Jlerxo MacmTaby€eThCs, OCKUIIBKE MOXKHA
Ha cepBepi abo B 0a3i gaHux. Y creHapii BHUKOPUCTOBYBATH MapKepH UL AOCTYILy 0 PECypciB
TOPU30HTAIFHOTO MACIITa0yBaHHS CTBOPIOETHCS 3 Pi3HUX CepBepiB, 10 EKOHOMUTH BUTPATH,
OKpeMa IIeHTpallbHa cucTeMa 30epiraHHs Ceancis, OCKLUIBKH HE MOTPiOCH BUAIIICHUH cepBep A
JI0 SIKOT MArOTh JIOCTYII YCi CEpBEPH 3aCTOCYHKIB. 30epiraHHs ceciif CroKUBaviB.
besneka V crparerii Cookies session yci gaHi 30epiratoTbest 3aBASKY MIAIIICY 32 JOIOMOTOI0 CEKPETHOTO KITFoYa
Ha cepBepi, TOMY BBaKAIOThCS BiTHOCHO Ha cepBepi TOKEH He MOKHA 3MIHUTH HETIOMIY€HO
3aXUIICHUMH. 0e3 ToCTyIy JI0 CeKpeTHOTo Kifoda. 30epiranHs
TOKEHA B OYyIb-KOMY MICIIi, OKpIM I1am’sITi
3aCTOCYHKY, € y)Ke PU3UKOBHM.
Cepsicu API 36epexkeHHs CTaHy 3aCTOCYHKY. A PI-iHTepdeiic TocHTh RESTful API He mae cTaHy, TOX HE Ba)IIUBO,
RESTful 4acTo 0OCIYTOBYETBCS 3 OTHOTO CEPBEPa, a B pealibHOCTI | 3Biaku APJ ab0o 3aCTOCYHOK 00CITyTOBYEThCSI.
3aCTOCYHOK BUKOPHCTOBY€ HOTO 3 IHIIIOTO.
IponyxTuBHICTH Haxnagui BUTpaTH He 3HA4HI, OCKUTBKH B TIPOIIECi 3HavHe HaBaHTaXXKEeHH: 111 9ac koxkHoro HTTP-3ammry.
KoxyBaHHs po3mip JWT Oyne B KijbKa pa3iB Opnak JWT 0OMIHIOIOTE pO3Mip Ha MOXKJIHBICTh
TIepeBHIITyBaTH po3Mip ineHTudikatopa SESSION. 30epiraTy iHopManiro Ha cTopoHi KitienTa. Hanpuknag,
npuBiiei B caMOMy TOKeHi abo id KopucTyBada.

IopiBHsIHHSA MeTOAIB

KOPIOPaTUBHUX

MEPCIK, Be63aCT00yHKaX TOMIO.

aBTeHTu(dikauii Ta aBTopuzamii
OAuth i SAML

Juis  mocsATHEHHS MeETH poOOTH Ta peami3armil
aBTeHTU(]IKaIlii y Be03aCTOCYHKY HEOOXiTHE BUKOPHCTAHHS
0O0JTIKOBOTO 3aImncy €IpHOTO BXOAy. llepeBara oOiikOBOTO
3aMUCy €IUHOTO BXOAy (single sign-on — SSO) momsirae
B TOMY, L0 KOPHCTYBadi BXOJAATh y CUCTEMY OJIMH pa3,
3aCTOCOBYIOYHM OJIMH HaOip OONIKOBUX JaHHX, y LEOMY
pa3i BOHM MOXYTb OTPUMYBaTH AOCTYN A0 JEKUIBKOX
CepBICIB 1 3aCTOCYHKIB IPOTAroM OJHOro ceaHcy [21].
BXIiJ

€ nuHui BUKOPHCTOBY€ETbCA  JUISL  YIPABIIHHS

aBTeHTH(IKaielo Ta  OE3MEYHUM  JIOCTYIOM IO

s BupoBamkenHs SSO HaiyacTimie BIPOBAKYIOTHCS
craupapta SAML (Security Assertion Markup Language,
SAML), OAuth, pinmie — OpenID Connect. Pesynpratn
aHamizy BHKOpHCTaHHI MeTomiB SAML Tta QAuth
JUTA peai3alii e IMHOTo BXOIy HaBeIeHO B Tal0I. 5.
bepyun nmo yBarm momaHe TOpPIBHSHHS, ISt
peanizarii Oyso oOpaHO aBa MeTOmd aBTeHTH(IKAIii
OAuth  2.0.

Tox pO3riIsitHEMO TEXHOJOTIT 3aXHCTy BeOIporpamu,

y BeO3actocyHky: JWT-TokeHHM Ta
sKi OyJI0 BUKOPHCTaHO MJIsi peanizalii 3axHIIEeHOTro

B€633CT0C}7HKY 3 BIPOBA/P’KCHHAM 3a3Ha4YCHUX

MiIXOiB aBTCHTU(IKAITIT.
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Tabnuus 5. Ilapamempu enposadscennss memoodie  asmenmugpikayii  Security — Assertion Markup  Language
ma Open Authorization
IHapamerpn SAML OAuth

Po6ouwnii poriec

Ilepenbauae o6MiH iHpOPMAITiEO

MIXK MiATBEP/IKYBaITEHOIO CTOPOHOIO

(opranom SAML) i CTOPOHOIO, 110 MOKIIAAETHCS
Ha HbOTO, BUKOPUCTOBYFOUH ITiATBEPIKCHHS
Oesmeku y popmati XML.

OcHOBaHHUH Ha B3aEMO/IIT MiXK BIACHUKOM peCypcy,
CEpPBEPOM PECypCy, KIi€EHTOM (3aCTOCYHKOM)
1 cepBepOM aBTOpH3aLlii.

SSO (Single Sign-On)

[ixrpumye SSO 3a nomomororo nepenayi
iHdopmarii npo aBTeHTH(IKaLi0
Ta aBTOPH3AIliI0 MiXK BeOCepBEpaMH.

Bwmuxae SSO, no3Bomnstroun aBTeHTH()IKOBAHIM
KOPHCTYyBadaM B OJJHOMY 3aCTOCYHKY
ABTOPH3YBATH CTOPOHHI MPOTPAMH JUIS TOCTYILY
JI0 JAaHUX KOPUCTyBaya.

iHBecTUIisIMA B XML 1 TUMH, 10 TOTPEOYIOThH
6e3neyHoro, dheepaTUBHOTO YIPABIiHHS
1ICHTHYHOCTSIMH.

Besmneka Baaskaetbcs OibI Oe3MEYHNM 3aBISKH MOXKIIUBOCTL 3ocepeKy€eThCs Ha JIeJIeTyBaHHI TOCTYITY 4epes
mudpyBaHH TBEPAKEHD, IO MiAXOIUTh TOKEHH, 110 He nepenbavae mudpyBaHHs TBEPIUKCHb.
Uit 00poOIieHHs KOH(DiAeHIiiTHOT iHpopMartii.

InTeponepabensHicTh | BuUKOpHCTOBY€ETHCS OpraHizaliisiMi 3 BETHKAMH IlixTpuMye pi3Hi THITH KITi€HTIB, 30KpeMa BeO-,

MOOLUITBHI Ta IECKTOIHI 3aCTOCYHKH, 110 POOUTH HOTO
LIHHUM JUTsl pO3POOHHKIB MOOLIBHHX IIPOrpamM
i CepBICIB y BIIKDUTOMY iHTEPHETI.

OCHOBHI YHHHUKH

EBomtoriist SSO, po3uupenss GpenepaTHiBHOTO
YIpaBIIiHHA 1ICHTHYHOCTSAMH, 3MiHa I'aly3eBUX
CTaHIAPTiB.

IIpocrota s po3poOHUKIB, MOTpeda B 0OMEKEHOMY
0o0OMiHi iH(pOpPMAIIi€I0 PO KOPUCTYBAYiB 3 IHIIUMHU
3aCTOCYHKaMH, CITUIbHA pEeKJIaMHa JisUTbHICTh

MK BEJIMKUMH iHTEPHET-KOMITaHIsIMH.

1100 BIIPOBA/IPKEHHS

SK1 BKJIQIAIOTh 3HAYHI KOIITH B pecypcu XML
i TOTpeOyOTh HaIHHUX METO/IIB aBTEHTH]IKaIIi.

udpysanus Jo3Bousie mmdpyBaTH TBEpIKEHHS, 3a0e3meuyroun | [lepeBaxkHO 30cepe/Ky€eThCs Ha JOCTYII Ha OCHOBL
Ta Ge3nexa BUIIMH piBeHb Oe3MeKH A1 OOMiHy TOKEHiB, 0e3 neranizanii craHAapTiB MHpPYBaHHS
KOH(DIICHIITHUMU TAaHUMH. T CaMUX TOKEHiB.
CyMicHICTb Moxe BUKopHcTOBYBatucs pasoM 3 OAuth Moxe inTerpysarucs i3 SAML nns cueHapiis,
y cepeloBHIaX, II0 BUMAaralTh SK aBTCHTH]IKalii, | Je HeoOXiJHA MepBUHHA MEepEeBipKa iIEHTUIHOCTI
TaK i aBTOPH3AIIil JJIsI PI3HUX ACTIEKTiB KOPHCTyBaua repe HaJaHHsIM TOKEHIB JOCTYITY
YIPABITiHHS JOCTYIIOM. JUTSL TOCTYIIY JI0 PECYPCIB.
Bapiantu Bararogomenne SSO, i1eanbHO MiIX0IUTh KondineHmiitHicTs KOPUCTYBaUiB, HAAAHHS JOCTYITY
BUKOPHCTaHHS JUISL BEIMKUX OpraHizalliif Ta KOpHopaTHBHUX JI0 IPUBATHHUX PECYpPCIiB Ha Pi3HUX BebcakTax
3acTocyHKiB (Hanpuknan, Salesforce, Marketo). a0o B pi3HUX 3acTOCYHKax Oe3 mepeaadi
iTeHTH]IKaliHHUX JaHUX KOPUCTyBaya.
Pexomenmarii Haiixpamie migxoauTh A opraHizariid, PexkomeHayeThes I CydacHUX MOOLTEHIX

3aCTOCYHKIB, & TAKOX y Pasi, Koiu Joctyn 10 API
€ TIPIOPUTETHHUM, OCOOJIMBO Y BIIKPUTOMY iHTEPHETI.

Onuc TexXHOJIOTiH,
110 BUKOPHCTAaHi 1711 peanizanii Be03acTOCYHKY

[poanamizyemo Oe3nexy aBreHTH(iKAIi BeO3aCTOCYHKY,

3alpoOroOHOBAHOr0  CTaHAAPTHUM iHTepHeT—MaFaSI/IHOM

i3 TpOmaxy eNeKTPOTOBapiB, SIKHHA pPO3POOISIETHC
3a JIOIIOMOTOI0 KOHCTPYKTOpa BeOmporpam shopify [23].
Be63acTocyHOK €  pO3AUICHHAM  CEpBEpHOTO  Ta
KIIIEHTCHKOrO MOAyiB. Ile po3mineHHS Ta TEXHOJIOTII,
BUKOPHCTaHI B TpOIECi pO3poONeHHA, OA0Th 3MOTY
Ha3BaTW KIIEHTCHKY 4YacTHHY BeOnporpamu Single page
application (SPA). SPA — me Be03acTOoCyHOK, IO
B3aeMoJlie 3 BeOOpay3epoM, THHAMIYHO TEPEIUCYHOUYU
MOTOYHY BEOCTOPIHKY HOBUMH [aHUMH, OTPUMAHUMH
crocoOOM BIJIIIPABJICHHST HA KIHIIEBY TOYKY BeOcepBepa
3alUTy, 3aMICTh TOTO MO0 3a 3aMOBUYBAHHSAM Opay3ep
[21, 24].

Y Be03acTOCYHKY peani3oBaHO 0a30BHIl CTaHZapTHHUN

3aBaHTaXyBaB Il HOBI  CTOPIHKH

(yHKLiOHaN cydacHOI BeOIporpaMu: aBTeHTUdIKallis Ha
ocHOBI Hypertext Transfer Protocol Cookie session;

KOHTPOJIb JA0CTyIy 3 pOBHOHiJ’IeHHﬂM Ha  TUIIK

KOpUCTYyBaya Ta aJMIHICTpaTropa; MeXaHi3M pOOOTH
3 0Oazoro mammx SQL; MexaHi3M poOOTH i3 cepBicoMm
paypal.
B  po3pobieHHi

byno BuKOpuCTaHO CTaHAApPTHI O0i0JiOTEKH

KIIIEHTCHPKOT ~ YacTHHU  MPOTPaMH.
CepBepHa yacTHa Be03aCTOCYHKY CTBOPEHA B CEPEIOBHIIL
po3poOku Nodejs 3 TOMOMIDKHOI Oi0IIOTEKOIO express
Ta CTAaHIAPTHUMH Oi0MiOTEeKaMH, OCKUIBKH CepBEpHA
YacTHHA HE MICTUTH CKJIQIHOTO (DYHKIIOHATY B poOOTi
3 iHpopmalliero, MO NPUXOAUTH Ha ceprep. [IpoBeaemo
SKICHUA — aHawi3 aTtak 1

PH3HKIB Bpa3IUBOCTEN

CTaH/IapTHOTO 3aMpoIOHOBAHOTO Be03aCTOCYHKY
Ha 0CHOBI MeToj0i0Tii OWASP Ta METOy eKCIEepTHOTO
OLIIHIOBaHHS [25], pe3ynbTaTy sIKOro mojaHi B Tadi. 6.
JI71st KUTBKICHOTO OIIHFOBAHHSI PH3UKY PE3YJIETYFOUOMY
PHU3UKY HaJaHO 3HA4YCHHA Bix 1 10 5, me nyxe HU3BKOMY
pU3UKY BIANOBiNae 3HAa4YeHHs |, HU3BKOMY — 2,
cepeaHboMy — 3, BUCOKOMY — 4, MyXe BHCOKOMY — 5.
BinmoBimHO 0 MBOTO 3HAYCHHS PE3YIBTYIOUOTO PUHKY

JUIA CTaHOApTHOTO Be03aCTOCYHKY IHTEpPHET-Mara3suHy
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nIopiBHIOE 49, 32 MaKCHMAJIBHOTO 3HAYEHHS PU3UKY 55,
a wiHiMaigpHOrOo — 11. 3po3ymino, 10 craHzapTHa 10
peamizariiss Be03aCTOCYHKY MICTHTh 3HAa4HY KUIBKICTh

CEpHO3HUX BPA3JIUBOCTEM,

€ nyxe Bucokumu. Came TOMy med BeO3acTOCYHOK

pU3UKK  peajizallil

SAKUX

BUKOPUCTOBYE

Ta6auus 6. fxicha oyinka pusuxy cmaHoapmuo2o 6e03acmoCyHKY IHMEPHem-Ma2a3uty

MIPOBIIHI

METOIU

OyZe BIOCKOHAJIEHO Ta MOOYIOBaHO CHCTEMY Oe3IeKH,

3aro0iraHas

Bpa3IMBOCTAM 1 Kpamli MeTond aBTeHTH(]ikarmii. Taka
cHCTeMa 3Be/Ie PH3UK Haraay 3I0OBMHCHHUKIB JI0 MIiHIMyMy
Ta 3MEHIITUTH IMOBIPHICTH peai3allii Bpa3IMBOCTEH.

. Biporignicte | Pe3yibTyroumnii
Ha3sBa pusuxy Tun Bpa3iuBocTi 36uTok pori YARTY
BHUHHKHEHHS PM3HK
BiampaBiieHHS MIKiIJIMBOTO KOIY Ha CEpBE L o .
P Ay PBCp SOL injection IIyKe BUCOKHUI BHCOKA BHCOKHI

3 KJIIEHTA Yepe3 He3aXHUIIICHI MOJIs BBEICHHS

OTtpumanHs Ta 00pOOICHHS cepBepOM
IIKiIJTMBOTO KOY

SOL injection

JIy>K€ BUCOKUU

JyKE€ BUCOKa

Jly’e BUCOKUI

3nam mapoJro

MOpYUICHHS aBTCHTU KAl

BHCOKHI

AY7KE€ BUCOKA

JTy’K€ BUCOKHH

BukpazenHs Tokena cecii

MIOpYyIIeHHs aBTeHTH]iKarmii

BHCOKHH

JYKE€ BUCOKa

JIy’e BUCOKUI

Po3KpHTTS MapodIiB mix yac OTpHUMaHHI
HECaHKLIITHOro JoCcTymy A0 6a3u JaHuX

PO3KPHUTTS KOHDIACHIITHUX
JTAaHUX

JTy>K€ BUCOKUHU

AYyKE€ BUCOKa

JTy’K€ BUCOKHH

Bukpanenns kon¢iaeHmiiHoi iHpopmarii
B IIpolieci mepexomieHHs Tpadiky

PO3KPUTTS KOH(DIASHIIIIHUX
JIAHUX

JIy>K€ BUCOKUHU

JYKE€ BUCOKa

Jly’e BUCOKUI

OTpuMaHHS HECAHKI[IHHOTO JOCTYITY

MOPYIIEHHSI KOHTPOITIO

. . BHUCOKHI BHCOKa BHCOKHI
J10 00JIIKOBOTO 3aIUCY aIMiHICTpaTOpa JIOCTYITY
OTpuMaHHS HECAHKIITHOTO JOCTYITY MOPYIICHHS KOHTPOJTIO . .
i .. BHCOKHI1 BHCOKA BHCOKHI
110 GYHKIIN aqMiHiCTpaTopa JIOCTYTY
BBeaeHHs MIKIIIMBOTO KOIY B KIIEHTCHK! . -
. A ny Y XSS BHCOKHI HH3BKA cepenHin
YaCTHHY 3aCTOCYHKY
BpasznusicTs BianpaBneHHs: KOH(ASHIIHHOT
iH(opMarii 3a 1onomororo Bedcaiity CSRF BUCOKHUH cepenHs BHCOKHI

3JIOBMHCHHKaA

HeBuacHe 3HaXOIKE€HHS Bpa3IuBOCTEMN
y cucTeMi

HenocraThe noryBaHHs
Ta MOHITOPUHT

JIy>K€ BUCOKUHI

Jly’e BUCOKa

Jly’e BUCOKUI

TexHoJ10Tii cepBepHOi YaCTHUHH
B/IOCKOHAJICHOT'0 Be03aCTOCYHKY

Y  mpomeci  BOOCKOHAJIEHHS  BeOIporpamu
Ta peanizauii Oe3neYHMX METOMIB  aBTeHTH(iIKaIil
HEoOXiHO po3pobuTH cepBep Be03aCTOCYHKY

3a JIOIOMOTrOI0 OE3MEYHUX, MIBHAKHX 1 e()EKTHBHHX
TEXHOJIOTiH. 3a OCHOBY CEpBEpHOI YaCTHHH OOpaHO
TEXHOJIOTiI0 Nodejs, sika BIIPOBAIKYETHCS 3 (DPEHMOBOPKOM
Express, sx 1 B craHfapTHiil peanizarii Be03acTOCYHKY.
Jns  3BuuaiiHoi  aBTeHTH(IKAIT

B3ITO  010MIOTEKY

jsonwebtoken, sdKa  yMOXJIMBIIOE TCHEpaIlil0 Ta
nepeBipky JWT. Sk aBreHTH(]iKallil0 Ha OCHOBI
cranmaptry QAuth 2.0 Oyno B3sito Oibmoreky

aBTeHTH(DIKALIT passportjs 1 TONOBHIOBAIBHY CTpPaTErito
aBTeHTH(IKAIl, 110 Ha3WBAETBCA passport-facebook-
token. XocTuHr Ta cepTU(IKyBaHHs CepBepa HAIAEThCS
XMapHUM cepBicom Heroku. bazoio maHumx oOpaHo
PostgreSOL, mo TakoX po3MilllcHA Ha XMapHOMY
Heroku.

BUKOPHCTAaHHX Y pPO3pOOJIeHH]

CXOBHIII HeranpHimmid  nepeltik  6i0mioTex,

CEpBEpPHOI  YAaCTHHH

3aCTOCYHKY, HaBeJIeHO B Ta0I. 7.

Taoauus

7. JlemanvHuii  nepenik - BUKOPUCTIAHUX

obioniomex Ha cepeepi

Hazsa Onuc 6i6rioTekn
beryptjs Bibmioreka asst mudpyBaHHs AaHUX
Ha OCHOBI CEKPETY.
body-parser | bibmioreka, HeOOXiTHA TS CIIPUAHSATTS
cepBepoM iHpOpMAIii, 10 HAAXOAUTH
BiJT KJIIEHTCHKOI YaCTHHU BE03aCTOCYHKY.
cookie- BibnioTeka, moTpiOHa A1 CIPUHHATTS
parser cepsepoM Cookie-daiiniB, 1110 HAAXOAATH

BiJl KJIi€EHTCHKOT YaCTUHU BE03aCTOCYHKY.

cors Bibmioreka, HeoOXigHA TSI COPUHHATTA
CEepBEPOM 3aIHTIB, 10 HAJXOIATh
BiJI KJIIEHTCHKOi YaCTHHU Be03aCTOCYHKY.

pg BiGmioreka, HeoOXigHa )i B3a€MO Il
3 6a3oro manux PostgreSQOL.

express- Bibmiorexka, 110 JonOMarae cepBepy BU3HAYUTH
promise- endpoints, 10 SIKHX 3BEPTATUMETHCS KIIIEHT.
router
express- JonomixkHa 6ibmioTeka amns peamizamii
dynamic- aBTeHTHU]IKAIIii.
middleware

Termep HeoOXimHO oOpaTW  TeXHOJOTrii, IO

BHKOPHCTOBYIOTBCS Ha CTOPOHI KITi€HTA.
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TexHO0JI0Til KJIIEHTCHKOT YACTUHUI

B/IOCKOHAJIEHOT'0 Be63aCTOCYHKY
3a OCHOBY KJII€EHTCHKOi YaCTHHH B35ATO TEXHOJIOTIIO
JavaScript, sxa BHKOPUCTOBYEThCS 3 (QpEeHMOBOPKOM
React. Ins imimitoBamas QAuth 2.0 apreHTH]IKAMii
B3sITO 010Mi0TeKY react-facebook-login, mo nae 3mory
MoYaTH TpOIeC  AaBTCHTHU(]IKAII 3a  JOMOMOTOIO
cepBicy Facebook. XoctuHr i cepTudikyBaHHsS KIi€HTa
HAJaeThcs XMapHUM cepBicom Heroku. JletampHimmit
nepeik  010JTiOTeK,

BUKOPHCTAaHUX Yy  pO3poOJIeHHI

KITIEHTCHKOI 9aCTHHH Be03aCTOCYHKY, HaBeJIeHO B TaOII. 8.

Tabnuua 8. [emanvhuii nepenix — 8UKOPUCMAHUX
0ibiomex KIIEHMCbKOT Yacmunu 6e63acmocyHKy
Ha3zsa Onuc didaioTexkn
React- Bibmioteka, mo gomomarae mepexoauTH
router MDK CTOpiHKAMH Ha KIII€EHTCHKIH YacTHHI
Ta 3a0e3neuye Oe3NeYHUH POYTHHT.
Axios BibmioTeka, mo gae 3MoOry KIi€HTCHKIH YacTHHI
pOOUTH 3amUTH Ha cepBep i 10aBaTh
BCIO HeoOXiHy iH(OpMaIlifo 0 IIUX 3aMHUTIB.
Redux BibmioTeka, mo 3abe3neduye KIi€HTChKY YaCTHHY
LEHTPAII30BAHUM CXOBHIICM JIaHHX.
Bin miei TexHOMOTI] yHACHITYETHCS HU3KA THIITHX
IOMOMIKHUX TEXHOJIOTIH.
Redux- Bibmioreka, 110 gormomarae KIie€HTChKiN YaCTHHI
thunk IPAIFOBATH 13 3a[THTAMH Ha CEPBEP.
Redux- Bi6moreka, 110 JomoMarae KIl€HTChKIA YaCTHHI
form MpaIioBaTy 3 popMamMu Ta NEPEeBipATH BaTiJHICTh
iHpOpMaIlii, sska MPUHILIA Ha [0 GOpMYy.
material- | BibmioTeka Ay MOJIETIEHHS POOOTH 3 Bi3yaJIbHOIO
ui YaCTHHOIO KJIIEHTCHKOI CTOPOHHU.
Js- bibmioteka mis pobotu 3 Cookie-daiinamu
cookie Ha KJTI€HTCHKIN YacTHHI.

ABteHTH(]IKAIs 3acTOCYHKY Oyzne peanizoBaHa
JIBOMa CIiocodamu:

— JWT-tokeH aBTeHTH(]IKaIsA 11 KOPUCTYBAdiB,
sIKi HE 3aCTOCOBYIOTH cepBic Facebook;

— aBTeHTH(iKalis, M0 BHUKOPUCTOBYE CTaHAAPT
OAuth 2.0 ta cepgic Facebook.

Puc. 1. Cxema Oauth 2.0y peanizanii 3aCTOCyHKY

Y umii  peamizamii crpareris  aBTeHTH]IKALi1

JIO3BOJISIE  KOPUCTyBady 3aliTH Ha CalWT Big iMeHi

Facebook. Kumient, skuii aBTEHTH(IKYETbCA Uepes

Peanizauis JW7-Toxken aBTeHTHQikamii
JWT-Token
mporpami

Hdus peanizanii aBTeHTH(DIKAIT

B  TPUKIAIHIN 3aCTOCOBaHa  CTpaTeris,
1o nepeadayae BUKOPUCTAHHS Access/Refresh-TOKeHiB.
Hdus  imenTudikamii  KOpUCTyBada  3aCTOCOBYETHCS
browser fingerprints, O Aa€ 3MOTY BiJCTEXUTH IIPYTHUI
Opay3ep, 3 KOTro 3p00JICHO 3aIHT Ha CepBep.

[Ticns BigmpamieHHS NaHUX KOpHCTyBaua (e-mail,
JIOTiH, Taponb, browser fingerprint) Ha cepBep, BiH
peectpye 0cody Ta momae 1o iHdopMarliito B 6a3y maHuX
PostgreSQL. Ycimaponi B 0a3i manmx PostgreSQL
30epiraloTbcsi B TEIIOBAHOMY BHWIJISAI 3 JIOJABaHHIM
TICEBJIOBUIIAIKOBHIX YMCeN JUTA Li€l peaizamii 3aCTOCYHKY.
e 3pobneno mis TOro, mo0O 3amolirTH BUKPaACHHIO
MapoyiB  KOPHCTYBadiB, SKmO 0Oa3zy maHuX Oyne
CKOMIIPOMETOBAHO 3JI0BMUCHUKOM. [licist peectparii
KOPHCTyBad MOKE BBECTH CBOI JaHi 3HOBY Ta IPOWTH
aBTEHTH(IKAIIIO JJIs TOJJAJIBIOT aBTOpHU3allii Ha CalTi.

AptenTu(dikamis 10 caiity BigOyBaeThCsS TaKuM
YMHOM, IO CepBep NOpiBHIOE iH(opManilo, HaIaHy
KopuctyBadeM. Skmo ocoba Oyna 3HaiimeHa B 06asi
JMaHWX, TO 1 OyayTh BumaHi Access/Refresh-TokeHu,
JIOCTyIy 70

3axuineHnx API xiHneBux Touok. Jlis 3amoOiraHHs

sKi BOHA BUKOPHCTOBYBAaTHME JUIs
¢danbcudikanii HOBUX Access-TOKeHIB Refiresh-TokeH
JIOJITATKOBO TIOPIBHIOE fingerprints Opay3epa, Ta, SKIIO
naHi 30irafoThcsl, BUIAE HOBHUH Access-TOKeH. B iHmomy
BHACIIIJIOK ~ YOTrO

pa3i  Refresh-TOKEH 3HUIIYETHCS,

IHIIIIIOETBCS TOBTOPHA aBTEHTU(DIKAIIIS.

Peanizauisi arentudikauii OAuth 2.0
OxpiM 3BHuaifHOI aBTeHTH(IKAIl B 3aCTOCYHKY
TaKo)XK peai30BaHO aBTEHTH(IKAIiI0 3a CTaHIAPTOM
OAuth 2.0. Hapwuc.1 mnogaHO CXEMaTHYHHA BUTJIS
aBrertugikamii OAuth 2.0 y 1boMy 3aCTOCYHKY.

Facebook, nosipse noctym 10 4YaCTHHHM CBOIX JaHUX.

OTpHMYE
3 BIIOMOCTSIMH KOpPHCTyBaya Ta HaJa€ IOBHE IIPaBO

Cepaep Joctym 1o cepsicy Facebook
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0cobi, sKa mpomnuia aBTeHTUIKaIifo dyepe3 Facebook,
Ha JOCTYyNl Ta BHKOPUCTAaHHS 3axXWINEHOl iH(popMarlii
13 3axumennx AP/ KiHIIEBUX TOYOK.

Iporec aBTeHTU]IKAIT MOYNHAETHCS HA KIIEHTCHKIN
YacTHHI, KoM ocoba 3a gomomororo QAuth Hajgae
nmaHi Bim Facebook-akayHTa.

CBO1 Ile nmocsaraerscs

3a JIONOMOTOI0 CIUIMBAIOYOro BiKHA, SKE IOJaHEe
cepBicoM Facebook. Ilepenaua naHuX y UbOMY BIKHI
BinOyBaeThcs 3a mpotokonoM HTTPS, ToMy MoXIHBicTh
iHpopMmamii  y

MiHiManeHa. [licas HamaHHA O3BONY KIIEHT OTPUMYE

KpaaiKK{ mpoIieci  BiATIPaBICHHS
TOKeH, M0 Oyae BiAmpaBieHH# a0 cepepa. Ilicims
BiJIIIpaBJICHHS cepBep 0O0poOisde TOKEH 1 Tmeperae Horo

Ha3aj 1o cepricy Facebook nist oOMiHy Ha JaHi KITi€HTa,

[Micns 30epexeHHs ocobu B 0aszi HaHWX cepBep
Bifmparise ix Refresh- Ta Access-TOKEHH, 3reHEpOBaHi
cepicom  Facebook, Ta  iHpopmamito  mpodinsa
3 Facebook. Tlix yac HacTYmHOTO BXOXy CEpPBEp 3MOXKE
3aMpOCUTH IIi BiIOMOCTI 3 0a3u NaHWX Ta TEPEBIpUTH

JIOCTOBIPHICTh KOPUCTYBAyYa.

AmHaJi3 eeKTHBHOCTI
3aNpONOHOBAHUX MeTOAIB aBTeHTUdikail

SIKAH BiJIPaBUB IIEH TOKEH.

CHoucoxk JaHwMX,

oo MOpuxXoasAThb

13 Facebook,

KOpHCTYBad MOke HanmamroByBaTh. [licis Toro, six ocoba

MiATBEpAMIA CIIHCOK JTaHWX, cepBep 30epirae BiIOMOCTI

HOBOTO KopuctyBaua (browser fingerprints, facebook

refresh token, facebook id) B oxkpemy KOJIeEKIlito B 0a3i

IaHuxX, sKa

XTO aBTEHTHU(]IKyBaBcs

HpU3HaYeHa

cremiaabHO

IS

THX,

3a  gomomoror  Facebook.

Jlns BU3HAYEHHS SKOCTI pealli30oBaHUX METOIIB
aBTeHTH(IKaIii BeO3acTOCyHKY OyIl0 MPOBEICHO HOTO
SIKICHE OI[IHFOBaHHS B TPOIleCi peaizallii aBTeHTHdiKaii
3a pomomororo JWT Access/Refresh-tokeHiB ta OAuth
2.0 3 BUKOpUCTAHHAM browser fingerprints. Y nboMy pasi
Be03aCTOCYHOK Ta (DYHKIIT 3aXKUCTy OYyJI0 HAIAIITOBAHO,
SK BKa3aHO BHIIIE. OILIHEHO  PU3UKHU

Byno aTak

1 BpasiaMBOCTEH po3po0ieHOi BeOIporpamMu Ha OCHOBI

METOHOJIOTIT OWASP 1 METOLY €KCIIEPTHOTO
OLIHIOBaHHS [25] 3 yHpOBaKEHUMH  MiIXOJaMHU
aBreHTHOiKaii JWT Refresh- Ta Access-TOKeHIB

1 OAuth 2.0. Pe3ynpTaTy OLIIHIOBaHHS HaBe/eHi B Ta0I. 9.

Tabauuns 9. fxicna oyinka pusuxy 6e63acmocyHKy 3 peanizayicio QyHKyiil 6esnexu

Hassa pusuk T a3 ocTi 36uTOK BiporiaHicTe BUHUKHEHHSI Pe3yabTyrounii pusuk
Ba PU3H U BPa3JIMBOCTI HT
pusmKy P JWT OAuth JWT OAuth
BignpaBrieHHs WIKiUTABOTO
KOJly Ha cepBep 3 KIi€HTa L N N Ke
y PBEP 3 | SQOL injection HHU3bKUI Jy’Ke HU3bKa | Jy’Ke HU3bKa | Ay’>Ke HU3BKUI fyxKe
4yepes He3axHUILeHi oI HU3BKUI
BBEJICHHSI
OTtpumanHs Ta 00poOICHHS L o Y TyKe
. SOL injection HU3bKHI Jly’)K€ HU3bKa | Jy»Ke HU3bKa | Jy>KE€ HU3bKUUI .
CEepBEPOM IIIKiUTMBOTO KOy HHU3BKUI
MOPYIIECHHS N N Iyxe
3naM naposro R HHU3bKHUH Jy’)Ke HU3bKa | Jy)Ke HU3bKa | Ay’Ke HU3bKUil N
aBTEeHTH]IKAII] HU3BKAH
MOPYIIECHHS - . .
BukpanenHs TokeHa cecii R cepenHii cepeHs HU3bKa cepenHii HHU3BKUI
aBTEHTU]IKALLT
Po3kpuTTS apostiB y mporieci PO3KPUTTSH TyoKe
OTpPUMaHHA HECAaHKIIHHOTO | KOH(pigeHIiitHOT HU3BKUI Iy’Ke HU3bKa | Iy)Ke HH3bKa | Jdy’Ke HU3bKHI Hnsybmﬁ
JOCTyIy A0 0a3u JaHuX iHpopmarii
Bukpanenns koHQiIeHIiHHOT PO3KPHUTTS TyoKe
iH(popMaIIii mij yac KOH(1IeHITIHHOT Jly>Ke HU3bKUH JIy’)Ke HU3bKa | JyXKe HU3bKa | Jy>Ke HU3bKUN HHzBKHﬁ
nepexoruieHHs Tpadiky ingopmarii
OTpuMaHHS HECAHKIIITHOTO
. MOPYIIECHHS - . .
JOCTYITy 0 OOJIIKOBOTO cepenHii Jy’Ke HU3bKa HU3bKa HU3BKHI HHU3BKUI
. KOHTPOJIO TOCTYILY
3anmcy agMiHicTpaTopa
BBezieHHs IKiUTHBOTO TyoKe
KOJy B KIIIEHTCHKY YaCTHHY XSS JIy’Ke HU3bKHUH Jy’Ke HU3bKa | Jy’Ke HU3bKa | My’>Ke HU3BKUI HHzBKHﬁ
3aCTOCYHKY
BpasnuBicTh BifmpaBieHHs
KOH(}IZEHLIHHUX TaHUX . N ne
Ginenu . A CSRF HU3bKHH Jly’K€ HU3bKa | Jy»XKe HU3bKA | Jy’KE€ HU3bKHUI AYE
yepe3 BeOcaiT HU3BKUI
370BMUCHHUKA
HEJIOCTAaTHE
Hesuacne 3nax0/KeHHS N . -
. . JIOTyBaHHS Ta HU3BKAI cepeHs cepeHs cepeHii cepeHiit
BPa3IMBOCTEH y CHCTEMI .
MOHITOPHHT
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Hus KUTBKiCHOTO OLIIHIOBaHHS PU3UKY
Pe3yJIbTYIOUOMY PU3UKY HaJaHO 3HaueHHs Bix 1 jgo 5,
e OyXe HU3BKOMY pH3UKYy BIITIOBiZae 3HadeHHA |,
HU3BKOMY — 2, CepeIHbOMY — 3, BHCOKOMY — 4, Iyxke
BUCOKOMY — 5. MaxkcuManbHe 3HAueHHS PH3UKY
JOpiBHIOE 55, a MiHiMasbHe — 11. 3rigHO 3 MM 3HAYCHHS
PE3YIBTYIOUOTO PHU3UKY i aBTEHTH(IKAIil Ha OCHOBI
JWT Refresh- ta Access-TOkeHiB jaopiBHIOE 15, a s
OAuth 2.0 — 14 BigmoBimHO, IO € JOCHTH HU3BKUM
3Ha4YeHHSM. Sk MO)kHa mobGauuTH 3 Tabm. 9, Ba MyHKTH
MalwTh CEpeAHId CTYIiHb pPH3UKYy — Il HEBYacHe
3HAaXO/KEHHsI Bpa3JIMBOCTEH Ta BUKPAJCHHS TOKEHA
cecii. 1llogo HeBYACHOTO 3HAXOIKEHHS BPa3JIHBOCTEH,
TO L€ 3AJISKUTh BiJ JIIOACKKOrO (akTopa. Ska 6 HajiiHa
He OyJa CHCTeMa JIOTYBaHHS, JIIOAMHA BCE ONHO MOXKE
He No0a4YMTH 3arposu, IIo BXe Oyia 3amucaHa B JIOT.
[Iomo Bpa3nMBOCTI BUKPAACHHA TOKEHA CECii: OCKIIBKHU
poip ceciiHuX TOKeHiB Binirpatote Cookie 3 JWT,
BOHH BCE IIe MOXYTh OyTH BHKpaJIeHI depe3 MIKiITUBE
nporpamue 3abesneucHHs (I13) Stealer. Y mpomy pasi
KpaaiKKka MOke OyTH TpoBeleHa HampsMmy 3 ¢aioBoi
CHCTEMH J>KepTBH BHACHINOK morpamisiHHs [13 Stealer
0 KOMIT'IOTepa JKePTBH, a I€ 3aJeKUTh Bin Horo
3axumieHocTi. Otxe, Bukopuctanus OAuth 2.0 pazom
i3 browser fingerprints € OipII Oe3NeYHUM, HIXK y pasi
aBreHTudikanii 3 JWT Refresh- ta Access-TokeHamu,
aje pi3HUIST B PU3HMKY € MiHIMaTbHOIO, TOXXK MOJXKHA

BUKOPHCTOBYBATH Oy/Ib-SIKUH 13 pealli30oBaHNX ITPOTOKOJIIB.

BucHoBknu
Y poboTi poO3B’si3aHO  3aBIAAaHHSA  CTBOPEHHS
Be03acTOCYHKY 3  0Oe3leuHol0  aBTEHTHIKaIi€ro.

Jlis 1pOro mpoaHaNi30BaHO HAWOUIBIN BiOMI METOAU
aBTeHTH(iKamii 1o BeO3actocyHkiB: Hypertext Transfer
Protocol Cookie sessions;, JWT-TokeHH; cTaHAapT
OAuth 2.0; OpenID; SAML. YcTaHOBIEHO, II0 KOXCH
i3 [WMX METOMIB aBTGHTH(}IKAI[l Mae HEIOJIKH,
a Ie O3Haya€ HasBHICTh pPH3MWKIB Yy TIpomeci ix
BUKOPHCTAaHHS Ta HEOOXI/IHICTh HaJIaIITyBaHb
3a3HaYEHMX METOJIB Mij Yac iX mporpamHoOl peamizaii.

CTBOpEHO CTaHAAPTHHH BeO3aCTOCYHOK EICKTPOHHOTO
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Bpa3NHMBOCTE 1 arak Ha med Be03aCTOCYHOK, SIKHA
MOKa3aB, M0 PHU3MKH pealizallii Bpa3IMBOCTEH 1 aTak
Ha TporpamMy € JyKe BHUCOKMMH, 3 4YOTO BHILIUBAE
HEOOXITHICTh YIOCKOHAJICHHS aBTeHTH(IKAIil, HAJaIITyBaHb
Ta QyHKIIH Oe3mekn BeO3aCTOCYHKY. 3 OIIAAY Ha aHai3
PH3HKIB Bpa3IHBOCTEH i aTak CTBOPEHOTO CTaHIAPTHOTO
HENOJIKH  METOJIiB

Be03aCTOCYHKYy, IIepeBarn Ta

aBTeHTH(QIKaIii, Oyl10 BIOCKOHAJIEHO BEOIpPOTpaMy:
MeTOAM aBTeHTU(IKAIII,
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ANALYSIS OF AUTHENTICATION METHODS
FOR FULL-STACK APPLICATIONS AND IMPLEMENTATION
OF A WEB APPLICATION WITH AN INTEGRATED AUTHENTICATION SYSTEM

The subject of research is methods and techniques for secure user authentication in web applications. The goal of the work
is to analyse authentication methods and implement a web application with an authentication system integrating JWT tokens
and the OAuth v2.0 standard. The article solves the tasks of analysis of the main protocols and methods of user authentication
in web applications, implementation of authentication based on the OAuth 2.0 standard and JWT access/refresh token, and analysis
of the risks of vulnerabilities and attacks for the implemented web applications. Methods used: comparison, empirical
analysis, calculation methods. The next results have been obtained: analysed the protocols and methods of user authentication
in web applications; selected authentication methods of JWT token and OAuth v2.0 standard for building modern web applications;
created a web application based on the selected authentication methods in web applications; analysed the risks of vulnerabilities
and attacks in web applications. Conclusions: The most well-known authentication methods for web applications are analyzed.
It is established that most modern authentication methods have many disadvantages, which leads to increased risks when using
these authentication methods. It is shown that one of the most reliable methods of web application user data security is the
use of a combination of JWT Access/Refresh token and browser fingerprints. The implementation, configuration, and analysis
of this methodology have shown that this combination provides the most reliable prevention of token theft and use from
another computer. OAuth 2.0 authentication was also implemented. The study found that delegating authentication to services
such as Facebook or Google can provide a low risk of attacks and vulnerabilities for a web application. It is noted that
authentication using OAuth 2.0 can be compromised only at the beginning of the connection between the client and the server,
or rather when the client first sends initial information from the browser fingerprints. This information is sent over the
secure HTTPS (Hypertext Transfer Protocol Secure) protocol, so the risk of compromising OAuth 2.0 authentication is low.
Keywords: authentication; integrated authentication system; OAuth; JWT; token; web application.
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. TEPEHUK, B. XAPYEHKO

BUBIP CTPATEI'T PO3IOPTAHHS I 3ABE3IIEYEHHS HAJIIMHOCTI POIO BrJIA
JIJIA NIITPUMKHA KOMYHIKAIIIA B YMOBAX PYHHYBAHBb

IIpeameToM nociaigeHHsI B CTAaTTi € CHCTeMa KOMYHIKamiiHUX Mepex BnJIA (mitampHux Mepex, JIM), mo BHKOPHCTOBYIOTH
TexHoJyoriio LiFi ana mepenadi iHgopmarii Bix pkepena no mpuiiMada B yMoBaxX ()i3MYHUX MEpeIIKoA i Kibep3arpos, a Takox
cTpaTterii posropTanHs Ta 3abesneueHHs HamifHocti (CP3H) JIM. MeTa po60oTH — po3pOoOJCHHS KPUTEPIiB 1 alropuTMiB BUOOPY
CP3H JIM, mo 3abe3nedyioTh HEOOXiAHMH piBeHb HAIIHOCTI Ta e(EeKTHBHOCTI 3a YMOBH 3aaHHX OOMEXeHb. Y CTarTi
PO3B’SA3YIOTECS KOHKPETHI 3aBJAaHHSA: CHCTEMATH3aIlisl CTpaTeriii po3ropTaHHs Ta 3a0e3leueHHs HaIiifHOCTI JITaJbHOI MEpexi;
(hopMyIOBaHHS NPUHLUIIB 1 pO3pOOJICHHA aNrOpUTMy BHOOPY ONTHMANIBHOI CTpaTerii po3ropTaHHs Ta 3a0e3MeyYeHHs HaAidHOCTL
JIM; HajaHHSI peKOMEHAALI{ 1070 BUOOPY ONTHMAaJbHUX CTPATErii po3ropTaHHs Ta 3a0e3NedyeHHs HaIiHOCTI JiTaabHOI MEepexi.
VYIpoBa/UKeHO Taki MeTOAM: CHCTEMHHMH aHaji3 Julsi BHOOPY ONTHMAalbHOI CTpaTerii po3ropTaHHs Ta 3a0e3NedeHHS HaIiiHOCTI;
Teopis HaXidHOCTI Ta e(eKTHBHOCTI cUCTeMH. JIOCATHYTI pe3yabTaTH: PO3IMIUpEHO kiacudikaTtop cTparerii posropranus JIM
3aBISIKM JIOJIATKOBUM O3HAaKaM PEMOHTY W OOCIyroByBaHHs, a TaKOX HasBHOCTI KiOeparak; c(opMyJIbOBaHO KpHTepil BHOOPY
cTpareriii po3ropTaHHs Ta 3abe3nedeHHs HamiiHOCTI JIM; po3poOiieHO anropuTM BHOOpPY ONTHMMANBHOI CTpaTerii po3ropTaHHS
Ta 3abe3neveHHs HagidHOCTI JIM; mpoaHami30BaHO Ta HaBEIEHO NMPHUKIIAT 3aCTOCYBAaHHS PO3POOJICHHUX alTOPUTMIB IS 1TIOCTpamii
MIOKPOKOBOI MpOLIeAypU BHOOPY CTpaTerii, 10 CyNPOBOKY€ETHCS PO3paXyHKaMH MOKAa3HUKIB HaaiifHOCT. BUCHOBKM: 3aIIpOIIOHOBaH1
MHOKHHH, KPUTEPii Ta alnroputM BUOOPY CTpaTerii po3ropraHHs Ta 3abe3neueHHs HaaiiiHOCTI KOMyHiKaliiHUX Mepex BriJIA naroth
3MOTy OOIpYHTYBaTH CYKYIHICTh TapaMeTpiB 1 CIUIaHyBaTH pealli3amil0 ONTUMAaNbHOI (32 BH3HAUCHHM KPHUTEPIEM) MONITHKH
BIIPOBAKCHHSI aBTOMATHYHOI CHUCTEMH MiJTPUMKH KOMYHiIKaIlliii Ha 00’€KTax KPUTHYHOI iHQPACTPyKTYpH B YMOBaX pyHHYBaHb
Ta KiOEpBIUIMBIB, a TAKOX MIABUIIUTH €(QEKTUBHICTH (MiHIMI3yBaTH BapTiCTh) 3aCTOCYBaHHS JTiTaJbHUX MEPEK.

Karouosi ciosa: briJIA; LiFi; miTaipHi Mepexi; anropuTMu BUOOPY; HaIIHHICTh; €(pEeKTUBHICTH CTpaTerii.

1 Beryn

1.1 Momueauyia ma o2na0 nyoaikayii

3abe3medyeHHs] HAIIMHUX KOMYHIKalili B yMoBax
pYHHYBaHb € KPUTHYHO Ba)KJIMBUM, OCOOJMBO B pa3i
MIPUPOJTHHUX KaTacTpo(, TEXHOTEHHUX aBapil Ta BOEHHUX
KOH(QITKTIB. BifiCyTHICTh KOMYHIKalliil y TAKUX CHTYyallisiX
MOXe€ ITPU3BECTH JI0 BTPAT JIIOJCHKOTO XKHUTTS TA 3HAYHUX
MaTepialbHUX pecypciB. JliTampHI Mepexi, MO MiCTATh
y cBoeMy ckyazai OesminoTHi mitanpHi amapatn (BriJIA)
iH(pacTpyKTypOIO,
MOXYTh CTaTd €(EKTHBHUM pIIICHHSIM ISl IIBUIKOTO

Ta MIATPUMYIOTHCS  BIZTIOBITHOO
HaJlaHHs a0o BIJHOBJICHHS KOMYHIKaIlii 32 KPUTHYHHX
YMOB 3aBISKH MOOITBHOCTi, THYYKOCTI Ta MOXIIMBOCTI
PO3ropTaHHs B HAMKOPOTIII TEPMiHH.

3actocyBanns briJIA mnst 3a0e3rne4eHHsT KOMYHiKaIlii
yBary
HAyKoBOi cminbHOTH. Hampuknan, y mocmimxenHi [1]

B GKCTpEeMaJbHUX CHTYyallisiX PUBEPHYJIO
PO3IIITHYTO KJIIOYOBI XapaKTEPUCTUKU Ta TEXHOJOTIT
0C3MITOTHUX aJ-TOK-MEPEeXk, IO JTOBOJHUTH iX MOTEHINA
y PO3B’si3aHHI 3aBJaHb 3 KOMYyHiKalliii. ABTopH podoth [2]

MPOaHATI3yBaAIM MOXITBOCTI BUKOPUCTAHHS OE3MUIOTHUX

JTaJIbHUX amapaTiB y Oe3JpOTOBUX Mepexax Juis
3a0e3mnedeHHs KOMYHIKalil y CKIIaJHIX YMOBaX.

IIpoTe icHye 3HaYHA KITBKICTh TEXHIYHUX BUKIIHUKIB,
K1 HEOOXITHO ITOXOJIATH Ul 3a0e3eueHHs HamMiiHOCTI
Ta CTIAKOCTI (PE3WIBEHTHOCTI) Takux Mepex [3].
Jlo ocHOBHEX TIpoOIIeM HaleXaTh ONTHMI3AIlisi MapIIPyTiB
BriJIA Tta B3aemopis apoHiB y poi [4], 3a0e3nedeHHs
Oe3mepebiifHOTO  eHepromocTadaHHs [5], MiHIMi3aIis
3aTPUMOK Y TIepe/iadi JaHUX i 3aXUCT MEPEX Bifl 30BHIIIHIX
3arpo3. Y JOCTipKeHH] [6] HarolonryeTbesl Ha BaKIMBOCTI
onTHMI3alii pecypciB y pO3NOJIUICHHX CHCTeMax i3
BUKOpHUCTaHHAM bnJIA, mo € omHUM i3 KIFOYOBHX
ACTEKTiB JUIs 3a0e3MeueHHs HAIIHOCTI TaKuX MEpeK.
BaxnuBuM € 3aBJaHHS BU3HAYCHHS PAaIliOHAIBHOTO
po3mipy ¢uotwrii BnJIA 3 ormsamy Ha HamgifHICT
JMTANBPHUX amapariB Ta HEOOXimHY SKICTh KOHTPOIIO
cUTyalil B HaQ/J3BMYalHHMX CHTYyallisIX, IO PO3IJISAHYTO
B pobori [7]. ¥V crarTsax [8—10] mpomoHyOTECS METOAH,
ABTOHOMHO HaBiryBaTu

mo jgaoTek 3Mmory bBnJIA

B HEBIIOMHX paHillle BHYTPIIIHIX  KOPHIOPHHUX
npumimeHHsx 6e3 Bukopuctanus GPS, i3 3acrocyBaHHSIM
MOHOKYIISIDHOI KaMmepH, Ja3epHHX MJalbHOMIpiB abo

MPOCTHX Kamep.

© . Tepenuk, B. Xapuenko, 2024
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OxpiM TEXHIYHUX BUKJIHKIB, BaXIUBUM AaCIECKTOM
TaKOX € EKOHOMi4Ha e(peKTUBHICTh BUKOpUCTaHHs briJIA
UL 3a0e3eueHHsT KOMyHIKamin. Y mocmimkeHssax [11, 12]
JIOBEICHO, IO NpaBWIbHE IUIAHYBAaHHS, PO3TOPTaHHS
Ta YOpaBIiHHA pecypcaMH MOX€E 3HA4YHO 3MEHIINTH
BUTpaTH Ta TMiJBUINUTH €(QEKTUBHICTh POOOTH TaKHX
Mepexx. OkpemMo BapTo 3rajaTH IPO  BHUKIHKH
kibepOesneku [13], M0 CynpOBOKYIOTH BHKOPHUCTAHHS
BriJIA Ta miTanbHMX MeEpeX B YMOBaxX pyHHyBaHb
Ta iHGOpPMAIIMHUX BIUIMBIB. bBe3MmiIOTHI  JiTalbHI
amapartd, ocoOMMBO B pasi iX MacoBOTO 3aCTOCYBaHHS,
CTalOTh MILICHHIO Ul Kibeparak, [0 MOXKe IPH3BECTH
JI0 BTPaTH KOHTPOIIO 200 10 KOMIIpOMeTamii neperaHoi
iHpopmarii. Y npai [14] HaroysonryeTscst Ha BaXIIHBOCTI
po3poOeHHsT  METOHiB  3axWcTy  Big  kibeparak
Ui 3a0e3nedeHHsT Oe3MeKH Ta HAMIHHOCTI oreparii
13 BukopuctanusaM briJIA, mo Moxe cpusiTu cTabiTbHIi
POOOTI JTiTABHUX MEpEX Y Oyab-sKil cuTyarii.

OTxe, BaXJIUBUM € BHU3HAYCHHS [PUHIIHIIB
1 anroputMmiB BHOOpYy cTparerid, sKi 3a0e3medyroTh
3HAYEHHS MOKA3HWKIB HAMIHHOCTI BIAMOBIAHO IO BUMOT
1 MiIBUINYIOTh ¢(PEKTUBHICTh CHCTEMH 33 YMOBH 33JJaHUX
obmexxenb. lle macTp 3Mory imeHTHGIKyBaTH HaHKpamli
cTpaterii ans 3a0e3MedyeHHs CTaOUIbHOI Ta HATIHHOT
poOOTH JITaTbHUX MeEpeX Yy CKIAJAHUX Ta MIHIHUBHX
oOcraBuHax. Takuil MiAXiJ € BaKJIUBUM Ul NPUHHATTS
OOIPYHTOBAHMX PIIICHb TiJ] Yac IUIaHYBaHHSA, PO3TOPTAHHS
Ta BUKOPUCTAHHS JIITAJBHUX MEPEX y pa3i pyiHyBaHb.

KirogoBumu poboTamu, Ha SIKi CITUPAIOTHCS aBTOPH
ILOTO JIOCIiPKEHHS, € cTarTi [15-17], y sSKuX omucaHo
cTpaTerii pO3TOpTaHHA Ta Mojeni 3abe3nedeHHs
HaIIMHOCTI JITaNbHUX MeEpeX MiJ 4Yac 3a0e3ledeHHs
LiFi-komyHikamiii B ymMoBax pyiHyBaHb. Y poboti [18]
CHCTEMaTH30BaHO MHOXXHHY CTpareriii, HajaHo ix
kimacu(ikamiro Ta OMUCAHO MPUKIATU TaKUX CTPATETiH.
ToMy NpUPOJHMM € HACTYIMHHMH KpPOK: OOIpYHTYBaHHS
KpHUTEPIiB i po3poOICHHS aNrOpuTMiB BHOOPY CTpaTeriit
3 MHOXHMHHU MOJXJIMBUX BapiaHTiB 3 OIJIAQY Ha BHMOTH
Ta OOMEXEHHS CHCTeMH, sika 00’eqHye BimacHe brJIA

1 BIAMIOBITHNI KOMITJIEKC KEpyBaHHS Ta 00CIyrOBYBaHHSI.
1.2 Mema it 3a60anns 00cnioiiceHHA

VY3aranpHeHa MOJEIb JIOCHIIPKYBaHOI CHCTEMHU
(puc. 1) micTuTh Y CBOEMY cKiafi piit mitanmsHEX BrJIA,
mo 3abes3neuyroTh LiFi-KOMyHIKAI[il0 uUis mnepeaadi
JTAHUX BiJ [uKepena A (BUMipIOBalTbHI TATYHKH, HATIPUKIIA],

JUIs  KOHTPOJIIO piBHA paniauii B 30HI peakTopa)

no mpuitMada B Toumi B (oTpumyBau iHQopwmarii,
HAMpPUKIAA, KPU30BHH IIEHTP, 1€ BOHA 30HPAETHCS
BrJIA
po3tarioByethes B Toulli C (Iemo, e po3MIICHO anapar,

Ta  aHaui3yeTscs). Pill  KOMyHiKamiHHUX
3IIIIICHIOETECSI KEPYBaHHS MEPEXEI0 Ta pPO3TALIOBAHO
BYy30JI TPO(DUIAKTUYHOrO OOCIyrOBYyBaHHs H PEMOHTY).
VY mpocropi  momampmoro  posropraHHs  brmJIA €
PI3HOMaHITHI, XaOTHYHO PO3TaIOBaHi (Gi3UYHI NEPEIIKOIH,
SKi HEOOXiTHO OMWHATH, 00 3a0e3MeUnTH TMPAMY
BUAMMICTH MiXk cycimHiMu BriJIA. Kpim nporo, Ha poboTy
BrJIA BmumBaroTe ¢i3wdHi (axTopm Ta Kibep3arposu.
Omxe, Ha BIAMIHY Bl MOJelNi, 3ampPOINOHOBAHO]
y poborti [18], mocmimkyBaHa MOEIh JOTIOBHEHA BY3JIOM
PEMOHTY Ta 3aXUCTY BiJ| KIOEpBILIUBIB.

Merta craTTi — po3po0IeHHS KPUTEPIIB 1 aNTOpUTMIB
BHOOPY CTpaTeriii, mo 3a0e3neuyroTh HeOOXITHUH piBEHb
HAJIHHOCTI Ta €(pEeKTUBHOCTI CHCTEMH 32 YMOBH 3aJIaHIX
oOMexeHb. MHOXHHA CTpaTerii JONOBHEHA 3 OISy
Ha JOAATKOBI Kiacu(ikaliifHi 03HaKW. 3alpONOHOBAHUI
TIIX1T € BaXKJIMBYM JUTS TIPUAHSITTSI OOIPYHTOBAHHX PillICHb
MiA Yac IUIAaHYBaHHS, PO3TOPTaHHA Ta BUKOPHUCTAHHS
JITaJIbHUX MEpeX y pasi pyHHyBaHb, IO 3a0e3MEYUTH
3a TMEBHUX YMOB IIiJIBUIICHHS €(pEKTHBHOCTI Ta OE3MEeKH
PATYBAJIBHUX OIEpallii Ta iHIMMX KPUTUYHUX 3aBJIaHb.

{06 mocsrTr OKpecieHoi MeTH, HeOOXiTHO BUKOHATH
Takxi 3aBJlaHHS:

e JIOMOBHUTH MHOXHHY CTpaTeTiii pPO3rOpTaHHSI
Ta 3abe3neyeHHs HaaiHocTi JIM;

e chopMymOBaTH TPHHIUIN Ta  PO3POOUTH
ITOPUTM BHOOpPY ONTHMAJILHOI CTparerii po3ropTaHHs
Ta 3a0e3neuenns HagiliHocti JIM;

e [poaHaNi3yBaTH CTpaTerii po3ropraHHs Ta
3abe3nedenHs HagiHOoCcTI JIM 32 cdopMmynboBaHUMHU
MIPUHIMIIAMHU | aJlTOPUTMaMH;

e HajxaTu 10710
ONITUMAJIBHUX CTpATeriii po3ropTaHHs Ta 3a0e3NeueHHs

pexoMeHaanii BHOODPY
HaxiiHOCTI JIM.

CratTss Mae 4iTKy CTpyKTypy. Hpyruit posnuin
MIPUCBSIYCHUH  YTOYHEHHIO  Kiacugikamii — crparerii
3 OISy Ha JONATKOBI O3HAKHW, a TaKOX Ii OMHUCY
oxafi

W aHamizy. VY TpeTboMy po3aimi KpuTepii

Ta alTOPUTM BHOOPY CTpaTeriii, a TaKoX CTHCIO

1HPPACTPYKTYPY
UYerBepTuid pO3IUI MICTHTh TPHUKIAIU 3aCTOCYBAHHS

HaBeAeHO iH(popMariitHy CHUCTEMHU.
aropuTMiB BHOOpY crpateriii. Hapemri, y mn’stomy
po3aiai miAOUTO MIACYMKH Ta OKPECICHO MOAAJIbIIi

HaIpPsIMUA TOCIIPKEHb.
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Puc. 1. Y3aranpHeHa MOJIeNb TOCTIKyBaHOI cuctemu JIM

2 ®opMyBaHHSI MHOKMHH CTpaTeriii

Ha ocnoBi anamizy mnpenmerHoi ramysi [15],
CIUpAOYKCh Ha pe3ynbraTd [18], me BU3HAYCHO IMICTh
O3HaK Ay Kiacugikamii cTpareriii po3ropTaHHs Mepex
i3 BUKopuctanHsaM bnJIA, nogamo o3Haky npoginakTHKH
i pemoHTy. Po3micTUMO O3HaKM 3a TPUHLHUIIOM
3pOCTaHHS BKJIMBOCTI Ta 3rpyMyeEMO 1X 3a OJHM3BKICTIO.
Hanamo Ko)XKHOMY 3HAa4eHHIO O3HAaKH NEBHUH KOJ, IO
3aCTOCOBYBaTHMETHCSI [Is1 ileHTH(IKALIiT CTpaTerii po3ropTaHHsL.

{Mowcﬂusicmb nepepusanHs 36’ﬂ3ky} /

Hasenicms pemonmy ma 05Cﬂy206y661HHﬂ} /

{
{Pe3ep6y6aHH;z} — {Memod pe3ep6y6aHHﬂ} /
{

IMogamo knacuoikaiio crTpaTeriii  po3ropTaHHs
Mepexi BbriJIA y Burmsmi aBoxX croBmuuMKiB (puc. 2):
JIIBOpYY HaBEICHO O3HaKkWM Kiacuikamii, mpaBopyd —
CyTHOCTI (BapiaHTu cTpateriif). Lls cTpykTypa mosnerirye
ajanTamilo Kiacudikaiii 10 HOBHX BHMOT 1 Ja€ 3MOTY
JIETKO JIOJaBaTH O3HAaKW a0o0 BapiaHTH cTpaTeriii 0e3
MOPYIIEHHS 3arajibHOT JIOTIKH Kiacudikarii.

IIpononyerscst KogyBaHHS cTparerii 3a cxemoro (1),
1[0 y3arajJbHIOE CXeMy, HaBeeHy B poooTi [18]:

(1

3mina pozmawtysanms nepemkob} - {Cnoci6 docmasku EnJYA} — {T un cmapmosoi motmu}.

3anpornoHoBaHe KOJIYBaHHS MICTUTh YOTHPH OJIOKH
B Takiil MOCTIIOBHOCTI: KOMYHIKAIiHHI O3HAKH, O3HAKU
00CITyroByBaHHsI, HaIIHHICHI 03HAKH, apXITEKTYpHI O3HAaKH.
3a pesyabpraTamu aHamizy Kiacudikaropa BU3HAYHMO
MHOXXHMHY CTpaTerif, mo Moxe OyTH cdopMoBaHa
SK JeKapTOBHA JOOYTOK MiAMHOXHUH (CyTHOCTEH)

3a KO’KHOO 03HaKor (Tadi. 1).

PosrisiHeMo oOMeXeHHsI, 1OB’s3aHi 3 JOAABAaHHAM
O3HaKH MPOQLIaKTyBaHHs Ta peMOHTY. CTpaTterii po3ropTaHHsl,
IO HE MPHIYCKAIOTh MEPEpHBAHHS 3B’53Ky, BHMAraroTh
6e3mepepBHOi podotn Mepexi BriJIA 6e3 xomHHx 3001B.
Taxki crparerii nepenbavaroTs, IO Mepeka Mae IOCTIHHO
(GYHKIIOHYBATH, 110 YHEMOXIIUBIIIOE 3YIIUHEHHS] POOOTH
BriJIA s peMoHTy 200 TeXHIYHOTO 00CITyrOByBaHHS.
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Puc. 2. Knacudikatop crpareriii posropranns Mepexi briJIA ta npuknan gpopmysanns oxaniei 3 CP3H

Taoauus 1. Muoocunu cmpameziii pozeopmanna JIM 3a epynamu o3nax

MHoxuHa MHuoxuHa MHoxuHa MHoxuna
cTpareriii po3ropTaHHs cTpareriii po3ropraHHs 3a cTpareriii po3ropraHHs cTpareriii po3ropraHHs
32 KOMYHiKalliifHUMM 03HAKaAMH | O3HAKaMH 00CJIYrOBYBaHHs | 3a 03HaAKaMH HajiliHOCTi | 32 apXiTeKTYpHUMH 03HAKAMHU
1. TIH 1. BO 1. BP 1. CII-BM-IIT
I1I1 2. OP 2. PL-IIP 2. CII-BM-CT
3. OII 3. PL-PII 3. CII-MO-IIT
4. PO-PII 4. CII-MJ-CT
5. MII-BM-IIT
6. HII-BM-CT
7. JAII-MO-IIT
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Crparerii po3ropTaHHs, IO MepeadavaroTb PEMOHT
i 00CIyroByBaHHS, BUMArarOTh MOXIIHUBOCTI 3yIHHCHHSI
BrJIA
oOciyroByBanHs a0o peMoHTy. Lle o3Hadae, 1m0 mia yac

OKpEMHUX JJIA TMIPOBEACHHSA TEXHIYHOTO

peMOHTy abo0 OOCIyroBYBaHHS Mepeka MMOBHHHA MaTH
JIOJIATKOB1 pecypcH Uil MIITPUMKH Oe3lepepBHOCTI

pobotn.  Ommak  crparerii  06e3  pe3epByBaHHS

He TepenbavarOTh HAsSBHOCTI  M0JaTKOBUX  BriJIA

Y1 KOMIIOHEHTIB, SKi MOXYTh 3aMIHUTH HECIIpaBHi a0o Ti,
110 noTpedyIoTh 00cyroByBaHHs. OTKe, IOEAHAHHS X
IIBOX CTpaTeriii € Hee()eKTUBHUM, OCKIIBKUA CHPUUIHHSIE
HPOCTIM CUCTEMH Mifl Yac TEXHIYHOTO OOCIYroBYBaHHs
abo peMOHTY.

OTpuMaeMoO MHOXKHHY cTpaterii posropranss JIM —
104 moxxauBiI KOMOIHALIT, 3Ba)Kal0YM HA BCI OOMEXKCHHS
Ta BUJIyYeHHs] Hee()eKTUBHUX CTpaTerii (tadum. 2).

Tabauuns 2. inanvra muodxcuna cmpameziii pozeopmanna JIM

IepepuBanus Iepepusanus npunycrtume | IlepepuBaHHs npUIycTHME IepepuBanns npunycTAME
HeNmpuIycTuMe 6e3 0e3 00cIyroByBaHHS Ta peryJjsipHe Ta 00CJyroBYBaHHs 32 MOTPeOH
oocayrosyBanns (ITH/BO) (ITI/BO) oocayrosyBanus (IIII/OP) (II1/011)

1. TIH/BO/PU-IIP/CII-BM-IIT | 1. TIIT/BO/BP/CIT-BM-IIT 1. TIT/OP/PU-TIP/CIT-BM-IIT | 1. III1/OIl/PL-ITP/CII-BM-IIT
2. TIH/BO/PU-IIP/CIT-BM-CT |2. IIIl/BO/BP/CIT-BM-CT 2. II/OP/PU-IIP/CIT-BM-CT 2. III1/OI/PLI-ITP/CII-BM-CT
3. TIH/BO/PL-ITP/CIT-MO-IIT | 3. TII1/BO/BP/CIT-MO-IIT 3.  III/OP/PU-TIP/CII-MO-IIT | 3.  IIIT/OII/PLI-ITP/CII-MO-IIT
4. TIH/BO/PU-TIP/CII-M/I-CT | 4. IIII/BO/BP/CII-MA-CT 4. TII/OP/PL-IIP/CII-MA-CT (4. IIII/OII/PU-ITP/CIT-MI-CT
5. TIH/BO/PU-TIP/ATI-BM-IIT | 5. TIII/BO/BP/OIT-BM-IIT 5. TIIVOP/PLI-TTIP/AII-BM-IIT | 5. IIII/OII/PLI-TIP/AII-BM-TIT
6. ITH/BO/PL-TIP/OII-BM-CT | 6. TIII/BO/BP/AIT-BM-CT 6. TII/OP/PLI-TTP/OIT-BM-CT | 6.  IIIT/OII/PLI-TIP/AITI-BM-CT
7. TIH/BO/PL-ITP/AN-MO-IIT | 7. TII/BO/BP/AI-MO-IIT 7. MIIOP/PU-TIP/OIT-MO-IIT | 7. [III/OIT/PLI-TTP/ATI-MO-IIT
8. TIH/BO/PII-ITP/AI-MJI-CT | 8. TI/BO/BP/AIT-MI-CT 8. TIVOP/PLI-IIP/II-M/-CT |8.  TIT/OI/PL-ITP/ITI-M/I-CT
9. TIH/BO/PL-PII/CIT-BM-IIT | 9. TII/BO/PL-ITP/CIT-BM-IIT |9. TIIIT/OP/PLI-PITI/CIT-BM-IIT |9. III1/OI1/PL-PIT/CIT-BM-IIT
10. TTH/BO/PLI-PIT/CII-BM-CT | 10. TIII/BO/PLI-ITP/CIT-BM-CT | 10. TIIT/OP/PLI-PIT/CIT-BM-CT | 10. III1/OI1/PLI-PIT/CII-BM-CT
11. TIH/BO/PLI-PIT/CII-MO-IIT | 11. TIIT/BO/PL-TTP/CIT-MO-IIT | 11. TII/OP/PL-PIT/CII-MO-IIT | 11. TIIT/OI1/PLI-PIT/CII-MO-IIT
12. TIH/BO/PLI-PIT/CTI-MA-CT | 12. TIIT/BO/PL-TITP/CII-MA-CT | 12. IIII/OP/PL-PIT/CII-M/I-CT | 12. TIIT/OIT/PLI-PIT/CII-MJ-CT
13. ITH/BO/PU-PII/AIT-BM-IIT | 13. TIT/BO/PL-TIP/ATI-BM-IIT | 13. IIII/OP/PL-PIVAIT-BM-IIT | 13. TIIT/OII/PII-PII/AIT-BM-IIT
14. TIH/BO/PU-PII/AIT-BM-CT | 14. TIT/BO/PL-TIP/ATI-BM-CT | 14. TIIII/OP/PL-PIVAIT-BM-CT | 14. TIII/OII/PII-PII/AIT-BM-CT
15. TIH/BO/PU-PIT/AIT-MO-IIT | 15. TIT/BO/PU-TTP/AIT-MO-IIT | 15. TII/OP/PLI-PII/AI-MO-IIT | 15. TIII/OI/PL-PIT/AIT-MO-IIT
16. TIH/BO/PLI-PIV/ATI-M-CT | 16. TIT/BO/PLI-ITP/AI-MJI-CT | 16. TIVOP/PLI-PIVI-M/-CT | 16. TIII/OI/PL-PIVAN-MJ-CT
17. TIH/BO/PA-PII/CIT-BM-IIT | 17. TII1/BO/PL-PIT/CII-BM-IIT | 17. TIII/OP/PO-PIT/CII-BM-IIT | 17. TII1/OI1/PA-PII/CII-BM-IIT
18. TIH/BO/PA-PIT/CIT-BM-CT | 18. TII1/BO/PLI-PIT/CIT-BM-CT | 18. TIII/OP/P-PIT/CII-BM-CT | 18. III1/OI1/PA-PI1/CII-BM-CT
19. TTH/BO/PA-PIT/CIT-MO-IIT | 19. TII/BO/PL-PIT/CIT-MO-IIT | 19. TIIT/OP/P-PIT/CII-MO-IIT | 19. III1/OI1/PA-PIT/CIT-MO-IIT
20. TTH/BO/PA-PIT/CII-M/-CT | 20. TII/BO/PLI-PIT/CII-M/I-CT |20. HIVOP/PJ-PIVCII-MJI-CT | 20. IIT/OI/PA-PII/CI-MJI-CT
21. TIH/BO/PA-PIV/AIT-BM-IIT | 21. TITT/BO/PL-PI/AIT-BM-IIT |21. TII/OP/PA-PIT/AII-BM-IIT [21. TIIT/OIl/PA-PII/AII-BM-IIT
22. TIH/BO/P-PIVT-BM-CT |22. II/BO/PLI-PIVAI-BM-CT |22. MITVOP/PA-PIVAI-BM-CT [22. TIVOIY/PJ-PIVAII-BM-CT
23. TIH/BO/P/I-PIV/TT-MO-TIT | 23. III/BO/PLI-PIV/II-MO-TIT |23. MIVOP/PA-PIVAT-MO-TIT |23. MII/OT/P-PIV/AII-MO-IIT
24. TIH/BO/P-PIVAMN-MJI-CT | 24. TIT/BO/PLI-PIVATI-MJI-CT | 24. TIIVOP/PI-PIVAII-MA-CT |24. TIVOIL/PA-PIVAII-MA-CT

25. TITI/BO/PA-PI/CIT-BM-IIT

26. II1/O/PA-PIT/CIT-BM-CT

27. TII/BO/PA-PIT/CIT-MO-IIT

28. TII/BO/PA-PII/CII-M/I-CT

29. TII/BO/PA-PI/ATI-BM-IIT

30. TIT/BO/PA-PIV//TT-BM-CT

31. IT/BO/PAA-PIV/IT-MO-TIT

32. II/BO/PA-PIVATI-MJI-CT
3 ITpuHUUNH i aATOPUTM BHOOPY cTpaTerii Be3BiIMOBHICTB: 30aTHICTh CUCTEMHU Oe3MepepBHO
BUKOHYBaTH (YHKIi KOMYHIKallii MpOTSAroM 3aJaHoro
3.1 Busnauenns Kpumepiis eubopy yacy. ¥ 1poMy pasi 6eperhbcs 10 yBaru Kinbkicts briJIA,
PosriasiHeMo XapakTepUCTUKU CHCTEMH, 32 SIKUMU IO YTBOPIOIOTE  MEPCKY, JIKA  BAPLIOETHCA  3TILHO
. . .. 3  OOMEKEHHSIMH, [0 BH3HAYAIOTLCA IOTOYHUMH

BOXJIMBO OI[IHUTH Ta TIOPIBHATH Pi3HI CTpaTerii

posropranHs miTambHOI Mepexi BrmJIA. Lle momomoske

BU3HAUUTH Halkpauy cTparerii, ski 3a0e3Me4YyIOTH

HeoOXimHMH piBeHb HaAIHHOCTI Ta e(EeKTUBHOCTI

CHCTEMH 33 YMOBH 33/laHUX OOMEXXEHb, 11I0 BAXKIIMBO IS
NPUIHATTS OOTPYHTOBAHUX PIllIeHb ITijJl Yac IUIaHyBaHHS,
po3ropTaHHs JITaNbHUX — MEpex

Ta BUKOPUCTAHHA

YHACJIIIOK pyHHYBaHb.

yMoBamH Ta Bumoramu. PesepByBanus briJIA nae 3mory
3HU3UTH HMOBIPHICTD BiIMOBH MEpeXi Ta 3a0e3MeunTH il
Oe3nepepBHe (pYHKI[IOHYBaHHS 13 33/1aHOI0 OE3BIZIMOBHICTIO.
PemoHTONpPUAATHICTD (BiIHOBJIIOBAHICTD,
00CJIyroBYBaHICTh): 3[]aTHICTh CHCTEMH JIO BiTHOBJICHHS
MPaIe3JaTHOCTI IICJsS BiIMOBH 200 B KOHTEKCTI IIBOTO
[15]. IIe o3Hawae dac

JOOCTIKEHHS Ta poOOTH
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nepesapsmkerHs Oarapeir BriJIA, ockinbkd iX peMOHT
He po3misaaeTbesi. [lepexin cucremu B Henpare3JaTHHMA
cTaH BIOOyBaeThCS dUepe3 pO3PSAMKEHHS Oarapei.
BaxnuBo onTumizyBaTH Ipolec 3apsKeHHs, 1100
MIHIMI3yBaTH 9ac MPOCTOIO Ta 3a0e3MeUUTH Oe3MepePBHY
poboTy Mepexi.

Bpa3auBicTh /10 30BHillIHiIX BIVIMBIB ((KMBYYiCTb,
3IIaTHICTh

Pe3WILEHTHICTD): CUCTEMH MPOTUCTOSITH

BIDIMBY i3W4HUX abo iH(popMamiifHuX (aKTOpiB.
BoHa TakoX XapaKTepH3yeThCs KEPOBAHICTIO IPOLECIB
nerpananii (3MeHIIeHHs e(eKTUBHOCTI) B yMOBaX BTpaTd
Mpane3laTHOCTI  YacTUHOI  €JIEMEHTIB  CHCTEMHU.
Pizni BriJIA mo-pi3HOMY pearyroTh Ha BIUIMB 30BHIMIHIX
YMHHUKIB, @ Ha PIBHI CHCTEMH MAalOTh peali30ByBaTHUCS
MpoIeyprd KepoBaHOI Jaerpajarii, mod MiHIMi3yBaTH
BIUIMB Ha  e(EeKTHBHICTb.  YBara MpHUIUISETHCS
KOMIUIEKCHOMY BIUIMBY HaBKOJHMIIHBOTO CEpPEeIOBHIIA
yepe3 Koe(ilieHT IHTeHCHBHOCTI BiZIMOBH, SIKUH BiJITBOPIOE
gyymmBicte BbnJIA nmo nwmx ¢akrtopiB. Bpasmmsicts
JI0 Kibep3arpo3 € KpUTUYHUM aCIIEKTOM, IO BIUIMBAE HA
JKUBYYICTh Ta PE3MIBEHTHICTh cHCTEeMH. Jl0 TaKuX 3arpo3
HaJle)kaTh aTakd Ha KOMYHIKalifiHI KaHalM, CHpooH
nepexoruieHHs abo miIpoOIeHHS TaHUX, a TAKOXK CIPOOH
B3ATH MiJl KOHTpoJb Oe3nocepennbo briJIA. HeoOxinHo,
00 cucTeMa Majla MeXaHi3MH BUSBJICHHS Ta pearyBaHHI
Ha kiOepaTaky, IO JAacThb 3MOTY HIBHJIKO BiJIHOBHUTH
(DYHKIIOHANBHICTG  TCNA  iHOWACHTIB. Po3poOieHHs
1 TecTyBaHHs cleHapiiB KiOepOe3nekn JONOMOXYTb
MOKPAIIUTH TOTOBHICTh CUCTEMH JI0 MOYKJIMBHUX aTaK.

OmnepaTuBHICTH PO3rOpPTAHHS: 4Yac, HEOOXiTHUI
UL~ TIOBHOTO  PO3TOPTaHHSA  JHTalNbHOI  Mepexi
3 BUKopHUcTaHHSIM BriJIA mis 3a0e3neueHHsT KOMYHIKaIii
MK KeperaMu iH(opMalli Ta HEHTpaMH NPUHHATTS
pimenb. Yac, 110 BUTpayaeThcsi Ha 3aMilllEHHS OKPEMHX
amapaTiB abo ix rpyn 0e3 HENpHUITyCTHMOI TepepBU
KOMYHiKalii, Mae OyTH OKpPeMHM IOKa3HHKOM,
III0 BIUTMBA€E Ha €()EKTUBHICTH CHCTEMH 3arajoM.

EdexTuBHiCTh: KOMIUIEKCHA XapaKTEPUCTHKA, IO
BU3HAYAETBCA THM, 5K CHcTeMa 3abe3nedye JOCATHEHHS
KJIFOUOBHX LIell (SKICHWH, TpuUBaIWil 1 Oe3nepepBHUMA
3B’A30K), 3BAKAIOUM Ha BHUTpaTH. Ll XapakTepucTHka
JTa€ 3MOTY OLIHUTH EKOHOMIYHY JOIUIBHICTE BHOOPY
Tiel YW 1HINOI cTparterii pO3ropTaHHS Ta MiITPUMKH
Mepexi, Oepyud A0 yBarM BHTpaTH Ha 3aKyIIiBIIIO,
obOciyroByBaHHS Ta eKciuryaramito brnJIA, a Takox
OUiKyBaHMH pe3yJbTaT y BUIVISLAI SKICHOI Ta HamiiHOT
poboTH Mepexi.

Hanamo noxasHukH, 32 SKUMH JOLUIBHO BUMIPIOBATH

neperiueHi XapaKTePUCTHKH.

1. ImoBipHicTe  Oe3BiAMOBHOI  poloTm  3a
BU3HA4YeHMil 4yac, P(1x): IMOBIpHICTb, 110 cUCTeMa Oye
0€e3BIIMOBHO 3a1aHOTO

(yHKIIOHYBaTH MPOTSITOM

yacy fx. lle KI0OYOBUII TOKa3HUK OE3BIAMOBHOCTI
(HamiHHOCTI), IO BH3HAYa€, HACKUIBKH JOBTO CHCTEMa
MOe TIpaloBaTi 0e3 BiJIMOB 3TiTHO 3 BUMOTaMH.

2. Cepenniii yac Bignoiaenuss (MTTR — Mean
Time To Repair). cepenHiii yac, HEOOXiTHWHA IS
BiTHOBJICHHSI TPALE3JaTHOCTI CHUCTEMH IICIsA BiIMOBH,
mo nepeabavae dYac Ha 3aMiHy abo 3apspKaHHS
Oarapeit briJIA.

3. InrencuBHocTi BitMmoB BniJIA B HOMiHAJILHHX
yMoBax Ao i mix BmIMBOM 30BHIiIIHIX (hakTOpiB Ae,
NOB’SI3aHUX MK C00010, Y HaMmpocTinioMy BapiaHTi
IOOYTKOM KOeQiIli€eHTiB, IO 3BakaloTh Ha (i3W4HI
Ta iH(OpMaIiifHi BIUIMBH.

4. Yac (T): wdac
(HeoOXiHMI AT MIATOTOBKU CHCTEMH JI0 PO3TOPTaHH!),

PO3ropTaHHs HiATOTOBKH
yac 3amycKy (HeoOXimHud uii (Di3MYHOTO PO3TOPTaHHS
Ta 3aMyCKy CHCTEMH), YaCc HANANTyBaHHA (HEOOXiTHUN
JUTSL HAJIAIITYBAHHS 1 IEPEBIPKU MPAIe3qaTHOCTI CHCTEMH).
5. Ioxa3Huk exoHOMiuHOI epexTUBHOCTI (EP —
Economic Performance): BiTHOIIEHHS MaTEeMaTHIHOTO
OYiKyBaHHs 4acy Oe3BiIMOBHOi pOOOTH 3 IMOBIpHICTIO,

HE HIWKYOIO B 3aJaHOl (TP ), JI0 cCyMapHOi BapTOCTi

req
cucremu (TC — Total Cost , ne TC = CAPEX + OPEX ,
CAPEX (Capital Expenditure) — BUTpaTi Ha 00JIa{HAHHS;
OPEX

Ha eKCIUTyaTalilo Mepexi,

(Operational  Expenditure) —  BHUTpaTu
JI0O OYiKyBaHOTO dYacy
6e3nepediiiHOT poOOTH.
Busnaunmo, ski MOXyTh OyTH KpuTepii uis
BUOOpY cTpareriii.
e [lpoctuii KpuTepiii: BUKOPHCTOBYETHCS TUIBKH

ONMH TMOKa3HUK, JUIsi SKOTO C(OPMOBAHO BUMOTY,

HaNpUKIAJI, P(tx) > P_ . Moske TakoK 3aJaBaTHCS BUMOTa

req
JI0 MaKcuMi3arlii abo MiHiMi3aii TeBHOTO TTOKa3HUKA.

e KoMIulekCHUH  KpHTepiil: BHKOPHUCTOBYETHCS
KiTbKa TMOKAa3HWKIB JJI1 TaKUX XapaKTEPUCTHK, SK
OC3BIIMOBHICTh, BapTiCTh, YaCc Ha 3aMiHy, IS SKHX
MOXYTh OYTH BCTAaHOBJICHI OKpEMi BUMOTHY (OOMEKCHHS).

e Kpurepiii, konu 3amaeTbes 1iboBa (QYHKIS Ta
OOMEXEHHS: HaNPHKIIA/, MiHIMyM BapTOCTi pO3B’s3aHHA

3agaui B, (BapricTs Beix 3amisHux bnJIA + BapricTh
oGcyroByBsanHs), ko P(ix) > P, .Y usomy pasi B

€ UIboBOI QyHKUi€w0, a P(fx) > P, — 0OMEKeHHSM.

req
o Kpurepiii ananorivHo O0 TYHKTY 3, aje

3 KUIbKOMa OOMEXEHHSIMH.
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e DBaratokpurepiampHa 3amada  (OmTHMI3aIlisNn):

KiJIbKa UTBOBUX (DYHKIIIH 1 KiJIbKa 0OMEKEHb.

3.2 Anzopumm eubopy

AnroputM BHOOpPY — 1€ TIOCTINOBHICTH i,
II0 BUKOPHCTOBYETHCS Ul BH3HAUEHHS ONTUMAJbHUX
3a 3aJaHNM KPHUTEpiEM CTpaTerii po3ropTaHHA MEpexi
BIUVJIA. 3a airopuTMOM CHCTEMATHYHO OIlIHIOIOTHCS
BCI MOXIHMBI BapiaHTH ¥ oOupaeTbcs HaWKpamuit
3a BH3HAUYE€HHM KpUTEpieM. BHKOpUCTaHHS aIroputmy
BHOOpY 3abe3redye OOTPYHTOBAHICTh i €(EKTHBHICTH
NPUIHATHX PIllleHb, OMOMAaraldd 3HU3UTH PUBUKU Ta
MMABUIIIATH HAAIWHICTE CUCTEMHU.

3arpornoHoBaHO 3arajibHy IOCIIIOBHICTH BHOOPY
ONTUMAIIBHUX CTpaTeriit posropranus JIM.

1. Imimiamizamis. 30ip NOYATKOBUX JaHHWX TIPO
PO3TOPTAaHHSA JNITAIBHOI MEPEeXi, pe3yIbTaTH BU3HAYCHHS
YMOB €KCIUTyaTallii Ta JOCTYITHI pecypcH.

2. MopMyBaHHSI MHOKMHHM MOKJIUBHX CTpaTerii.
OinbTpaniss HENpUAATHUX KOMOIHAIiW (31 cHHCKy
PO3po0IICHOT MHOXHHH CTpATeTiil) 3TiTHO 3 0OMEKSHHIMH,
310paHMMHU B TIpoLIeci iHimiamizarii.

3. BuszHaueHHsi KkpuTepiiB BuOOpy crparerii
posroprannsi. Takuii BHOIp BCTAHOBIIIOETHCS HacamIiepe[
3aMOBHUKOM cuctemMu. KpiM TOro, 3Baxarodm Ha Te,
0 3aCTOCYBAaHHA

JITaTbHUX MEpeX 3a3HaYeHOro

KJIacy Opi€HTOBaHE Ha CKJIAJHI MIHJINBI yMOBH,
CKJIaJIHUKU KPUTEPir0 (3HaUCHHS 0OMEXEHb, ITOKa3HUKH,
ki OepyTbcs 70 yBarm) abo HaBiTH caM THII KPUTEPilO
MOXYTb 3MIHIOBATHCS.

4. OuiHoOBaHHA TOKa3HUKIB  e(eKTHBHOCTI.
BukoHaHHST MOJIEITIOBaHHS Ta CUMYJISIIT (DYHKITIOHYBaHHS
CHCTEMH 3a KOXXKHOI cTpaTerii. Po3paxyHOK HEOOXimHHUX
MOKa3HUKIB  (HaailfHOCTi, IIBHJKOCTI  PO3rOpTaHHS,
€HEepProCIOXMBAHHS, (IHAHCOBUX BUTPAT TOIIIO).

5. Bubip ontumaasnoi crparerii. OuiHroBaHHS
CTpareriii Ta iX BHOIp BiITOBIHO 0 BU3HAYEHOTO KPUTEPIFO.

6. Ilepesipka Ta Bamigamisi. TecTyBanHst 0OpaHOi
cTpaTerii B CUMYJLIIIHHUX YMOBaxX. AHaI3 pe3yibTaTiB
1 KOPEKIIisl cTparterii 3a HeoOXiTHOCTI. AHai3 MOKIMBHX

PU3UKIB 1 CIIOCO0IB TX MiHIMI3aLIii.
3.3 Apximexmypa cucmemu

[liaTpuMKy BIPOBA/PKEHHS MEBHOTO aJTrOPUTMY
Ta aJrOpUTMIB KepPyBaHHS 3a JOMOMOIOK PO3TOPTaHHS
ta ekciuyarauii JIM 3abesneuye IT-indpactpykrypa
CHCTEMH, €JIEMEHTaMH SIKO] €:

e cepBepH, MO 0OpOOIAIOTh 3HAYHI 00CITH TaHUX
y peaJbHOMY 4Yaci, 30KpeMa aHaJi3ylTh TeJIeMETPUYHI

nokasHukn Big DBrJIA Ta 00YMCHIOIOTE ONTHMAaJbHI
MapIIpyTH;

e MepekHe OONaTHAHHS I 3a0€3MeUeHHs 3B’ 3Ky
MIXK KOMIIOHEHTAaMH CHCTEMHU;

e nporpamHe 3a0e3MeYeHHs [JIsI MOHITOPUHTY
CTaHy CHUCTEMH B peajlbHOMY Yaci, a came: BUSBIICHHS
BiZIMOB, MOHITOPHHT TIPaIe3]aTHOCTI MEPEXKi Ta YIPABIiHHS
3anacamu bnJIA;

e IHCTPpYMEHTHM [UIi 3aXHCTy CHCTEMH BiX
kibep3arpos;

e 0a3um maHWMX JuIiA 30epiraHHs Ta 0OpOOJIEHHS
iHpopmanii; BukopucToByroThcs sk SOL, Tak i NoSQOL
0a3u JaHuX Uit 3a0e3NeYeHHs THYYKOCTI Ta e(hpeKTUBHOCTI
YIpaBJiHHS iHQOpMali€lo, 3BaKarouYd Ha Pi3HI BHMOTH
0 CTPYKTypH il 0O0pobnenHs nmamux. [lomiOHWIA migXin
JIOCJIJIKEHO Ta OOTPYHTOBAHO B po0oTi [19];

e iHTepdeiich anA  BigTBOpeHHS  iH(opMamii
y BUIJBIII KapT, TpadikiB Ta iHIIMX Bi3yalbHUX EIEMEHTIB,
10 TIOJIETIIYIOTh aHAJIi3 Ta MPUUHATTS PillleHb.

4 TIpukaaau BuOOpy cTparerii

PosrnssHemo mnponec posropraHHs poro  brnJIA
JUIsl YTBOPEHHS JITajdbHOI KOMYyHiKauiiHoi LiFi-Mepexi
B TpPHUMILOIEHHI 3 TEpelmKoAaMH Mij dac aBapiiiHol
cUTyalil Ha KIITAIT pyHHYBaHHS TYpOIHHOI 3anu
aTOMHO{ CTaHIi1 YM iHIIO1 criopyau. Piif koMyHiKaIiifHUX
BriJIA (ui0 MICTUTh OCHOBHI Ta pe3epBHI amaparm)
po3ramoBanuii y gemo B Toumi C. Lle Moxe Oytm
3po0neHo  3a3;aierimp, 1 3aBIaHHS ~ PO3TOPTaHHS
Ta (YHKIIOHYBAaHHS MEpEXi PO3B’SI3YETHCS MOBHICTIO
B aBTOMaTWYHH crnoci0. Jleno He ocHalleHe MyHKTOM
peMoHTy Ta oOciyroByBaHHsS, ane € pe3epBHi BrJIA.
Mapuipyr nepenaui  LiFi-curnany  (LiFi-mapmpyr)
Bin ToukM A (mkepeno iHdopmarnii) mo Toukn B
(cmoxxuBay iHpopmariii), kinekicth BriJIA s cTBopeHHs
Mepexi Ta IX pO3MILIeHHs Ha MapIIpyTi BU3HAYarOTHCS
3a3majieriib Ha MIACTaBl  aArOPUTMIB,  OMHUCAHHMX
y poboti [15]. BukopucroByrorscst ogHoTHnHi BbrJIA
10710

IIBUKOCTi, IHTEHCHBHOCTI BigMOB TOINO). HasiBHiCTH

(0oHAKOBI  XapaKTEPUCTHKH ABTOHOMHOCTI,
bnJIA-maTku He epeabdadeHo.

3acTocyeMO MHOXHMHY cTpaTeriii pozropranus JIM,
po3pobieHy B po3mimi 2, moO obparu crparterii,
JOIYCTHMI JUIsSl BAKOHAHHS ITOCTABJICHOTO 3aB/IaHHSI.

[TounHaeMo 3 03HAK 32 3POCTAHHIM BaXKJIMBOCTI.

e MoxauBicTh NepepuBaHHA 3B’A3KY: 3aJaHa
YMOBaMH 3aBJlaHHS:

— IlepepuBanns npurmycrume (kox — I1IT).
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e HasBHicTb peMOHTY Ta 00CIyrOByBaHHS:
He nepeadadeHa yMOBaMH 3aBaHHS:

— bes pemonty Tta obcimyroyBanHs (kox — BO):
JIETIO HE OCHAIlIEHE ITYHKTOM PEMOHTY Ta 00CITyrOByBaHHS.

e PezepByBaHHsi: 3a  yMOBaMH  3aBJaHHSI
BHUKOpPHUCTaHHA pe3epBHUX brJIA nomyckaerbcs:

— 3 pesepByBaHHAM J1poO0BOi KpaTtHOCTI (Kom — PJT).

e MeToa pe3epByBaHHsI: 32 yMOBH "npo0OoBOi
KpaTHOCTI" MO3MiHHE pe3epBYBaHHS CTa€ Hee(hEeKTUBHIIM:

— PesepByBanns 3a notpeboro (xox — PIT).

e Po3ramyBaHHs mepemKkoA: iX po3Mmipw,
KIUJIBKICTB 1 PO3MILIIEHHS 3aJaHi YMOBaMH 3aBJ/IaHHS:

— Cramionapsi nepeurkonau (xox — CIT).

e Cnocio nocraBku BILJIA: 3amanuit ymoBamu

3aBJIaHHS:

Puc. 3. Crpareris posroprants mepesxi [1T1/6O/PI-PIT/CIT-BM-CT

[pumyctumo,  mo  3amaHi  Taki  BUMOTH
JI0 pO3ropTaHHs KOMyHiKaliifHoi Mepexi briJIA:
e iMOBipHiCTE  0e€3BiAMOBHOI  (Oe3mepepBHOI)

poboTn Mae OyTH HE HIXKYOI BiJl MNPUIYCTUMOTO
3HAYECHHS IPOTATOM 3aJJaHOTO Yacy;

® [I0Ka3HUK €KOHOMIYHOI eeKTUBHOCTI Mae OyTH
MaKCUMAJIbHUAM.

— be3s Buxopucransas briJIA-Hocis matku (kox — BM).
e Tunm crapToBOoi TOYKHM: HE YTOYHIOETHCS,
ale CHUMYJIAMIi TOKasaiw, M0 CTpaTerii i3 CepemHBOIo
TOYKOIO CTapTy € Oinbll e(peKTHUBHUMHU (MEHIIHit
Yac pPO3TOpTaHH).

Kpim Toro, sKkmo posrisigatu

KOMIUIEKC, M0 3a0e3ledye pO3ropTaHHs JiTaJbHOI
Mepexi, K YaCTUHY IITATHOI CHCTEMH OC3IEeKH, MicCIe
po3TallyBaHHsS Jerno MOKe OyTH BH3HAYE€HO 3 OIISAIY
Ha If0 00CTaBHHY:

— Cepennst Touka mapiipyTy (kox — CT).

Otxe, obupaemo oxmny crparerito IIII/BO/PI-
PII/CII-BM-CT,  sika

i BucHoBKaM (puc. 3). BoHa TakoX ITIOCTPY€THCA

BIAIIOBiZa€ UM  BUMOraM

BiJIMIOBITHOIO TPA€EKTOPi€t0 (IUB. puc. 2).

Orxe, kpuTepieM BUOOpYy cTpaTerii 3abe3nedeHHs
BbJIA  Oyne
3 BUKOPHUCTAHHSM IIiTEOBOT (DYHKIIIT 3 0OMEKEHHIMHU.
dynkuis:
e(pEeKTUBHOCTI Mae OyTH MAaKCHMAaJbHUM, 3BaKalOUl

HaJiHHOCTI CUCTEMHU KpHUTepii

HinsoBa [MOKa3HUK  E€KOHOMIYHOI

Ha cymapHi Burpatu TC Ta oOuikyBaHMH uHac

6e3nepebiiinoi podotu (MTBF).
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OOMeskeHHSsI: Mepeka Mae BIIOBIIATH TEBHOMY

3aJaHOMY DIBHIO HajiiiHoCTi, P(fx)> P

eq - |IPHIIYCTHMO,
=0,9.

upo P

req
OCKIIBKH 3a TIONEPEeHBOTO aHali3y MaeMO OJHY
(III/BO/P A-PIT/CII-BM-CT),
ii pi3Hi Bapiamii.

MPUAHATHY  CTpaTerilo

HaBeJIeMO PosrnsHemMo mpukIiagm
3aCTOCYBaHHS Ili€l cTparerii 3a YMOBH BHUKOPHCTAaHHS
pizaEX Momened BmJIA, mo6 3’scyBatw, MmO € OiIbII
E€KOHOMIYHO e()eKTHBHMUM: 00paTu OuIblI JeleBi, aje
MeHI HaniiHi BriJIA un oOpatu moposxdi Ta HaiiHi.

Maemo Taky 3araibHy BXiAHY iH()OpMAITio:

e Kimbkicts briJIA B Mepexi — 5;

e uac poboru (f,) —20 rox.

Bapiamis 1, nopoxui BITJIA:
e miHa oguoro briJIA — 2000 USD;

e iHTeHCHBHiCTh BinMoB oxHoro BmJIA (4,) —

0,0010 BigMOB Ha roAMHY.
Bapiaris 2, nemesmri briJTA:
e mina oguoro bnJIA — 1500 USD;

e iHTeHCHBHiCTH BiaMoB omHoro BmJIA (4,) —

0,0013 BiAMOB Ha TOAWHY.

Hapiiinicts (rapanro3narHicts) briJIA Bu3HauaeThCst:

— 0Ee3BiIMOBHICTIO TEXHIYHHMX 3aco0iB (OepyTbes
JI0 yBaru BiJIMOBU €JIEKTPOHHUX KOMIIOHEHT, JIBUTYHIB,
CEHCOPIB TOIIO, @ TAKOXK KOe(illieHT 30BHINIHIX (haKTOpiB);

— 0e3BIIMOBHICTIO (KOpPEKTHICTIO) BOYAOBaHOTO
MpOTrpaMHOTO 3a0e3rnedeHHs (BIAMOBH MOXYTh OYTH
BUKJIMKaHI JnedekramMu B KoOJi, 300iMH B oOmepariiHii
cucremi, pobori 3 0a3ol0 maHMX abo NPOrpaMHOMY
3a0e3Me4YeHH] ypaBJiHHS MOJIBOTOM);

— pHU3MKaMHM YCHIMIHUX Kibepartak (peainizalieio
3arpo3, TOB’S3aHUX 13 BTPYYaHHSIM Yy CHCTEMY
KEepyBaHHS, 3J0MOM a00 caboTaXxeM depe3 MEpekHi
BPAa3IHMBOCTI).

Ha mincraBi mporo anamizy MOXEMO INpPUIYCTUTH,

[0 IHTEHCHBHICTh BiAMOBH oaHOro brJIA (ﬂwV)
nepenbayae IHTCHCUBHOCTI BIIMOB TeXHIMHUX (A, 4.0 )
1 TporpamMHHUX (/I.mﬁnm) 3ac00iB, a TakKOX BIJMOB
YHACJIIZIOK yCIIIIHUX Kibeparak (/1 ), i B pasi

cyber

TMPUHHATHOCT] TIPHUITYIIEHHS PO HE3AICKHICTh BiJMOB
orpumaemo Gopmyiy (2):
A’UAV = /Ihardwm + ﬂﬁmﬁware + A’cyber . 2
Posrmsinemo cucremy 3 n BrniJIA B Mmepexi Ta m
pesepeanx BrJIA. Komm B mepexi Bigmommse BrJIA
Ta WOro HEMOXJIWBO 3aMiHMTH (pe3epBHUX brnJIA
HE BHCTaya€) — CHCTEMa BBAKAE€THCS HEMPane3daTHOIO.
IMOBipHiCT, 0€3BIIMOBHOI pPOOOTH CHCTEMHU MOXKHA

po3paxyBaTH, BHKOPHCTOBYIOYH MOJENb  KOB3HOTO
pe3epBYBaHH.
Monens KOB3HOTO pe3epBYBaHHS Iepenodadac,

II0 MAaEMO OCHOBHI Ta pe3epBHI eleMeHTH (y Hamomy
Bumaaky — BmJIA), ski MOXyTb TolepyBaTH BiIMOBH
OCHOBHHX €JIEMEHTIB CIIOCOOOM iX 3amiHM. IMOBIpHICTB
0e3BiIMOBHOI POOOTH CHCTEMH 3aJE€XKHUTH BiJl KUTBKOCTI
OCHOBHHX Ta eJEeMEHTIB, a

pe3epBHUX TaKOX

Bil IMOBIpHOCTI  0€3BiIMOBHOI pOOOTH  KOXHOTO
OKpPEMOTro0 eJIEMEHTA.

[purmymenHs: #MOBipHOCTI 0€3BiTMOBHOI poOOTH
OCHOBHHMX 1 pE3EpPBHHX CJIIEMCHTIB OJHAKOBi, a iX
BIIMOBH € HE3aJIIGKHUMHU TMONIAMHU; pe3epBHI brJIA
HIOCTIMHO TIepe0yBaloTh y MOBITPi; BiIMOBA BHSBISIETHCS
MHUTTEBO; 3aMiHa bBmJIA, mo BiIMOBHB, BHKOHYETHCS
MHTTEBO.

ImoBipHicTh Oe3BiMOBHOI poboTH cuctemu P,

MOJKHa PO3paxyBaTH 3a HOPMYIIO0
Ps=YC(n+mk)*P""**(1-P)',  (3)
k=0

e C (n +m, k) — KUTBKIiCTh KOMOIHAIIH BHOOPY k BiIMOB

cepell n OCHOBHHX 1 m pe3epBHUX brJIA;

P — imoBipHicTh 0e3BiaMOBHOT poboTH oaHoro briJIA
3a 3aJIaHuN Yac;

n — kinpkicte BriJIA, 1o 6e3mnocepeiHbO0 BUKOHYIOTh
3aBJIaHH, Y MEPEXKi;

m — KiNnbKicTh pe3epBHUX brnJIA, mo MoXyTh
3aMiHUTH OCHOBHI JIITJbHI arapaTy B pasi iX BiIMOBH;

k — KiIBKIiCTE BiZIMOB.

O6uncnnmo (tabn. 3) aus BapianTiB 1 1 2 peamizarii

MI1/6O/PA-PII/CII-BM-CT. 3naiizemo m,
32 YMOBHU SKOI HMOBIpHICTh 0€3BiIMOBHOI poOOTH Bei€l

cTparerii

CHCTEMH 3aJI0BONIBHATUME YMOBY P, = P,

req *

Ta6auus 3. PospaxyHnku timogipHocmi 6e38i0Mo6HOT pobomu cucmemu

Bapianr by P (20) n m Ps YmoBa (PS 2 qu) Ilina Bcix BuJIA (price *(m+ n))
BapianT 1 | 0,0010 0,980 0 0,904 0,904 >0,9 10000

. 5 0 0,878 0,878 < 0,9 7500
Bapiant 2| 0,0013 0,974 I 0.990 0.990>0.9 9000
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Hdus Bapianta 1 3a BiICYTHOCTI pe3epBy MaeMo
HMOBIpHICTE 0e3BiIMOBHOI pobotu (mpoTsirom 20 rox)
CUCTEMH P =0,904, o

3a10BOJIbHAE 3a1aHe

00OMeKeHHS (R 2P ) VY mpomy pasi nina ¢aoty briJIA

req

cranosuth 10 000 USD.
s BapiaHTa 2 3a HasSBHOCTI OJHOTO PE3EPBHOTO
brJIA  maemo 0€e3B1IMOBHOI

HMOBIpHICTH pobotn

(mporsirom 20 rox) cucremun P, = 0,990, mo 3amoBosbHSIE

s

req
BrJIA cranosuts 9000 USD.
3BakarouM Ha BHILY WMOBIPHICTh 0€3BiIMOBHOI

3aaHe 0OMeKEeHHS (R_ 2P ) VY npomy pasi miHa ¢uorty

pobotn Ta Hmwk4Yy Bapricth (ioty bnJIA, BapianT 2
€ eKOHOMiuHO Oimpmr BurizauM. Moro BuGip mae 3mory
MaKCHUMI3yBaTH MOKAa3HUK EKOHOMIUHOi e(eKTHBHOCTI,
3MEHIIUTH CyMapHi BUTpaTh Ta 3a0€3NEeYUuTH BHIILY
HaIIMHICTH CUCTEMHU.

Po3risHyTI IpUKIIaAM MaloTh CYTO LIIOCTPaTUBHHN
XapakTep, 3arajioM MONIyK HaHKpamioi 3a BH3HAYCHUM
KpHUTEpiEM cTparerii Mae IPYHTYBaTHUCS Ha KIIACHYHUX
METO/aX ONTHMAJIBHOTO pPE3EepPBYBAHHS, aalTOBAHUX
it briJIA W momyky MapupytiB [20], a Takox Ha
3aCTOCYBaHHI CTOXaCTHYHMX Mepex IleTpi abo MapKOBCHKHX
BUIIAJAKOBUX MPOIIECIB 1 BigHOBMOBaHuX JIM [21].

5 BucHOBKH

5.1 Ocnoeni pezynomamu

Kimro4oBuM  pe3ynpTaToM  IOTO  JOCIHIKEHHS
€ aNropuTM BHOOpPY CTpaTerii MiATPUMKH HAIIHHOTO
(YHKIIIOHYBAaHHS  JIITANIBHOI ~ MEpPEXi, PO3rOPHYTOI
IUI  3a0€3MEeYeHHsT ONTHKO-0e3pOTOBUX KOMYHiKamil
MDX JpKepellaMu i oTpuMyBadamy iHdopmartii.

Y poboti y3arampHEeHO Kiacudikatop CcTpaTeriit
3a JI0JaTKOBUMH O3HAaKaMH, II0 JAJI0 3MOTY PO3LIMPUTH
MHOYKHMHY CTparTerii, sSKIIO MOpiBHIOBAaTH 3i crartero [18].
3amporoHoBaHi  BapiaHTH

KpHUTEpiiB  JONOMararoTh

BapilOBaTH IIOCTAHOBKM 33jadi  BHOOpY CTpareriu.
[Mpuknan HagaHoO YIS OIHOTO 3 MPOCTUX KPHUTEPIiB, STKUH
UTIOCTPY€E TOKPOKOBY TPOLENYpY BHOOpY cTpaTerii, 1o
JIOTIOBHIOETHCS PO3paXxyHKaMH ITOKa3HUKIB HaIIHHOCTI.
HaykoBa HOBHM3Ha pe3ysbTaTiB, Ha AYMKY aBTODIB,
NOJISITAa€ B TAKOMY:
e JopaHo kinacuikaiiiiHy o03HaKy "HasBHICTh

PEMOHTY Ta OOCITyTOBYBaHHS'", IO a0 3MOT'Y PO3IIHPUTH

MHOXKHHY cTpareriii posropranas JIM BriJIA. BaxmiBicts
yBaru 10 Wi€i I0BOJI BiJOMOi O3HAaKd 3yMOBJICHA THM,
10 BOHA Tepeadadae CTBOPSHHS MOBHICTIO aBTOMATHIHO
npamorodnx aeno brJlA;

® BH3HAYCHO PI3HOMAHITHI KpHUTepil Ui BHOOPY
ONITUMAJIBHUX CTpAaTeriii po3ropTaHHs KOMYHIKaI[liHUX
Mepex briJIA, mo mae 3Mory cucTeMHO OOTpYHTOBYBAaTH
BapiaHTH BUOODY;

® 3aIPONOHOBAHO AITOPUTM I BHOOpPY cTparerii
po3ropranHs Mepexi briJIA Ha OCHOBI 3aIpPOMOHOBAaHUX
KpUTEpiiB, SKWH BH3HAYa€ OCHOBHI €Tamy MOLIYKY
3aJIeXHO BiJl BUMOT.

OTXe, MOCTiKEHHS PO3LINPIOE 0a3uc crparterii
pPO3TOpTaHHS JITAIBHUX MeEpeX 1 Hajae IHCTPyMEHTH
Ui X e(deKTHBHOTO BHOOpY Ta ajamTamii 10 3MiHHHX
YMOB ekcrutyartarii. 1le crpuse miaBUICHAIO HAAIHHOCTI
Ta eextuBHOCTI JIM y KpH30BUX CHUTYyaIlisiX, 3a0e3meuye
0e3mepepBHICT MK  JDKEepelaMu

nepejadi  JTaHUX

Ta OTpUMyBadaM# iH(opMaIrii.

5.2 lIepcnexkmueu pooomu

TomanpImi KocmimKeHHS MatoTh OyTH CIIPSIMOBAaHI Ha:

® pPO3pOOJICHHS ANTOPUTMIB JUISi aBTOMATH30BaHOT
3aminn brJIA, mo OepyTes 10 yBarm pi3Hi cueHapii
PO3TOpTaHHS 3aJI€KHO Bia Kiacu(ikamiiHUX 03HAK;

® CTBOPEHHS Ta JIOCHIDKCHHS MAaTEeMAaTHUIHHUX
MoOJieNel HaAIRHOCTI, 10 OMHMCYIOTh MOBEAIHKY CHCTEM
32 YMOBH BHUKOPHUCTAHHS Pi3HUX CTpPAaTETili pPO3TOPTaHHS
JIM. Lle nepenbavae aHaii3 BIUTUBY pi3HUX (pakTOpiB Ha
Oe3mepebiiiHicTs  (0E3BIIMOBHICTE) pOOOTH  CUCTEMH,
HaIIAHICTh 3arajioM;

® pO3pOOJIEHHS MPOTPaMHOTO 3a0C3MEUCHHS IS
pPO3B’si3aHHSI 3aJa4 1 CTBOPEHHS CUCTEMH MiATPUMKH
MPUAHATTS PIllICHb, M0 JacTh 3MOTY aBTOMAaTH3yBaTH

MpoLleCH  TUIAHYBaHHS Ta PO3TOPTaHHS  JIITAJIbHOT
Mmepexi briJIA;
e JOCH/DKCHHs  BIUIMBY  KiOep3arpo3  Ha

rapaHTo3JaTHicTh (Oe3neKy Ta HaxiiHicTs) JIM, a Takox
PO3pO0IIeHHST METO/IIB 3aXUCTY BiJl Kibeparak;
e aHaNi3 EKOHOMIYHOI

e(eKTUBHOCTI  PI3HUX

CTpaTerii  posropraHHs Ta o0ciayroByBanHs JIM
3 OISy Ha BUTpPATH Ha OOJIaJHaHHS, EKCIUTyaTallifo
Ta 00CITyTOBYBaHHS;

e pospobnenus IT-apxitekrypu JIM i kKoMmIiekcy

00CITyrOByBaHHSI.
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CHOOSING STRATEGIES FOR DEPLOYMENT AND ENSURING THE RELIABILITY
OF A UAV SWARM TO SUPPORT COMMUNICATIONS IN DESTRUCTION CONDITIONS

The subject matter of the article is the system of communication networks of UAVs (flying networks, FNs), which use LiFi
technology for data transmission from the source to the receiver in conditions of physical obstacles and cyber threats,
as well as deployment and reliability assurance strategies (DRAS) of FNs. The goal of the work is to develop criteria and
algorithms for choosing DRAS of FNs that provide the necessary level of reliability and efficiency under given constraints.
The following tasks were solved in the article: systematization of deployment strategies and ensuring the reliability of the flying
network; formulation of principles and development of an algorithm for choosing the optimal deployment strategy and ensuring
the reliability of FNs; providing recommendations on choosing the optimal deployment strategies and ensuring the reliability of the
flying network. The following methods are used: system analysis for choosing the optimal DRAS; theory of reliability and system
efficiency. The following results were obtained: the classifier of FNs deployment strategies was expanded due to additional
features of repair and maintenance, as well as the presence of cyber attacks; the criteria for choosing deployment strategies
and ensuring the reliability of FNs are formulated; an algorithm for choosing the optimal deployment strategy and ensuring
the reliability of FNs was developed; the analysis is carried out and an example of the application of the developed algorithms is given
to illustrate the step-by-step procedure for choosing a strategy, which is accompanied by calculations of reliability indicators.
Conclusions: the proposed sets, criteria, and algorithm for choosing deployment and reliability assurance strategies of FNs enable
the substantiation of a set of parameters and planning of the implementation of the optimal (according to the defined criterion) policy
for the introduction of an automatic communication support system at critical infrastructure objects under conditions of destruction
and cyber influence, as well as increase efficiency (minimize cost) of the use of flying networks.

Keywords: UAV; LiFi; flying networks; choice algorithms; reliability; strtategy efficiency.
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MANAGEMENT OF INNOVATIVE PROJECTS
TO ENSURE INNOVATIVE DEVELOPMENT OF ENTERPRISES

The subject of the study is theoretical provisions, methodology of adaptive management of innovation projects and innovative
development of enterprises, methodological basis, practical proposals for its research in modern conditions. The purpose of the article
is to summarize generalization of the theoretical basis of the features of innovative projects, the expediency of using organizational
structures for managing the processes of their formation and implementation, analysis of adaptive methodologies for managing
innovative projects to ensure the employment of workers, their innovative development, and development of practical
recommendations on these issues for a working enterprise. The purpose is revealed by solving the following tasks: generalize
the features of innovative projects that determine the success of their implementation; determine the feasibility of using
organizational structures of enterprise management for the formation and implementation of innovative projects to ensure innovative
development; identify and propose the use of adaptive management methodologies for innovative projects to achieve
successful innovative development of enterprises; develop a hybrid organizational structure for innovation management;
the main directions of innovative personnel management of enterprises to promote their employment and management of innovative
development are proposed. To solve the tasks, the following methods were used: theoretical generalization, analysis, synthesis,
induction and deduction, structural and logical analysis, systemic and situational approaches, the method of working day
photography, Agile adaptive management methodology, graphic method, and the authors' own practical
The conclusions and results of the article are as follows: it is proved that the management of innovation projects
should take into account their features, be based on the use of project, matrix and hybrid organizational management structures
and the application of adaptive methodologies for managing innovation development and the formation and implementation

experience.

of innovation projects, such as Agile, Scrum, Kanban, Lean. For the operating enterprise Nebozvid LLC, using adaptive
management methodologies, a hybrid organizational structure of the project department has been developed to ensure
the innovative development of the enterprise through the implementation of innovative projects with the organization of
small project teams. The main trends in innovative personnel management of enterprises are proposed, the use of which
contributes to the success of innovative project management to ensure the innovative development of enterprises.

Keywords: innovative project; innovative development; organizational management structures; adaptive management
methodologies; trends; innovative personnel management; employment of workers.

Introduction The management of innovation projects is

characterized by dynamism, focusing on the complexity

In the complex world of business and technological
progress, the role of innovation projects is becoming
increasingly important. These projects, which differ
significantly from traditional ones, such as investment
projects, focus on creating new products, services, or
processes with the potential to have a significant impact
on markets and societies. The essence of these
projects lies not only in their novelty, but also in their
ability to expand the boundaries of socioeconomic
realities and stimulate qualitative changes in business
processes. This is a particularly important feature of
innovative projects in the current military environment
and the future post-war period, as the implementation
of innovative projects will enable enterprises to increase
profits and focus their activities on creating unique
products or introducing advanced technological processes
that are difficult to copy, which will be a certain

protection for the competitiveness of business entities.

of the modern business environment. These projects often
involve exploring uncharted territories, which requires
a unique combination of creativity, strategic thinking, and
adaptability. Unlike conventional projects, which can
focus on achieving clearly defined outcomes within
specified parameters, innovation projects, being
predominantly exploratory, deal with a higher degree
of uncertainty and risk. This makes the role of project
management crucial, as it involves not only guiding
these projects to implementation, but also managing
the inherent unpredictability that characterizes them.

The impact of innovation projects on business
operations and markets is profound. In an era when
technology is evolving rapidly and consumer demands
are constantly changing, innovation is becoming
a cornerstone for businesses to stay relevant and
Businesses that succeed

competitive. in managing

innovation projects are leaders in their industries, setting
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trends and defining future standards. Thus, these projects
are not only about creating new products or services, they
can ensure the success of future businesses and markets.
One of the key aspects of managing innovation
projects is understanding the balance between creativity
and feasibility. While innovation requires out-of-the-box
thinking, it also requires a pragmatic approach to ensure
that ideas are not just imaginative, but are also realizable
and aligned with business goals. This balance is critical
to turning creative ideas into successful projects that
deliver real value. In addition, managing innovative
projects requires staff to have specific professional
competencies and continuous learning. Project managers
in this field must be able to handle ambiguity, make
decisions with incomplete information, and be able
to lead and motivate diverse teams. They also need
to be proficient in a variety of project management
methodologies, from Agile to Lean, each of which offers
different benefits and is suitable for different types
of innovation projects. In the field of innovation
of different
methodologies and the role of technology and leadership

project management, the importance
are becoming increasingly evident. Agile and Lean

methodologies, which focus on adaptability and
efficiency, play a crucial role in managing the unique
requirements of innovation projects. The challenges
of aligning these innovative approaches with
organizational culture, securing resources, and managing
diverse teams are central to the discourse on innovative
project management. The integration of management
technologies for innovative projects is gradually
artificial

intelligence, big data analytics, and the Internet of

becoming transformative. Tools such as
Things are not only facilitators but also enablers that
increase the scale and efficiency of innovation projects.
Balancing the technical aspects with the indispensable
human element of creativity and intuition is a critical
challenge facing businesses in managing innovation
projects. Business internationalization is the main driving
factor that contributes to the intensification of the
development and implementation of innovative projects
that become the basis for innovative development [1].
Based on the National Economic Strategy 2030, the
national state agency for the development of Industry 4.0,
the Digital Innovation Hub network, and a network of
innovation clusters, especially in the IT industry, are
being developed, but the issue of determining the
feasibility of using adaptive methods of managing
innovative projects, taking into account their modern
features, to ensure the innovative development of

enterprises that can ensure the success of their activities
through the
not yet resolved. Therefore, it is advisable to analyze

latest management methodologies is

current proposals related to these issues to take

them into account in the process of managing

innovation  projects to ensure the innovative

development of business entities.

Analysis of recent research and publications

The dissemination of modern methods of managing
innovation projects for the innovative development of
enterprises is a topical issue that is being studied by the
global scientific community. Based on the latest
publications for the period from 2022 to 2024 in the most
professionally developed and well-known scientometric
database Scopus, the following generalizations can be
made about the state of the research problem and the
achievements of scientists in this area.

An important area of publications and proposals is
the management of innovative projects through
organizational structures and the introduction of modern
digitalization achievements that affect the acquisition
of certain new features by innovative projects.

Feng and Yiming (2024) explore the landscape of
digital transformation, characterized by profound changes
in organizational structures and operating models [11].
Central to this transformation is the role of artificial
intelligence (AI), which creates many challenges and
opportunities. This study examines the use of Al
technologies to promote organizational innovation, with
a focus on their impact on structural change.
The author emphasized that in modern conditions,
there is a lack of comprehensive analysis and assessment
of the aspect

and integrate knowledge into project management.

organizational to quickly identify
This conclusion confirms the relevance and necessity
of analyzing the organizational component of managing
innovation projects and innovative development
of enterprises.

This topic will be continued by Zhang, Juliana J. Y.
et al (2023), who reasonably consider the process
of managing innovative projects for innovative
development in terms of digitalization as a modern trend
in the global economic space [41]. The authors analyze
the organizational aspects of implementing and managing
chatbots to manage the development of enterprises,
organizational factors of influence. We can agree with
the article's conclusions about using the benefits of

digitalization to transform the management of innovative
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development and applying the advantages of the IT
industry to this process and management methodology.
Since qualified specialists are involved in the
functioning of project teams, scientists are exploring the
peculiarities of innovative management of personnel
and other economic resources of enterprises in the
process of innovative development. The resource
component of innovative projects is highlighted in the
article by Alhagbani, Sultana Fayez et al (2024),
which examines the factors that contribute to the
successful implementation of technological innovations
in Saudi Arabia in the context of factors influencing
the implementation of innovative projects, the results of
the study revealed the negative impact of project
leadership on the effectiveness of technological
innovation and the positive significant impact of financial
resources and senior management style [8]. That is,
considering innovative projects as a set of economic
resources, the authors' research shows their inequality and
the need to prioritize the management of those types of
resources that have the largest share in terms of volume,
which relates to the organization of project management
of resource intensity as their important modern feature.
Haim, Kurt & Aschauer, Wolfgang (2024)
investigated the issues of human resource management in
the context of human project management and concluded
that it is necessary to train employees in advance to
promote the development of creative problem-solving
skills in the context of sustainable development [13].
They suggest using the Innovation Focus program, which
uses a two-stage approach that combines flexibility,
originality, creative personality development, and
strategic planning. Such an organization of innovation
innovative

project ensure the

development of enterprises indicates the need to apply

management  to

strategic adaptive management in organizing the
formation and implementation of innovative projects.
Nowak, Radoslaw M. (2023) devoted an article to
the study of the resistance of employees of an innovation
project to the changes that will accompany it, which
can affect different stages of the innovation process [23].
To identify

the paper presents a new model that theoretically

methods of reducing resistance,
substantiates three mitigating effects of resistance to
change on different elements of absorptive capacity:
design/methodology/approach. The article presents
specific practical implications for managers and the
social consequences of working in a project team that
show a decrease in resistance, namely, originality and

value of work. These findings are useful for managing

innovative human resources projects and identifying the
main trends in innovative methods of managing them.

Malte (2022)
emphasize that achieving high and consistent use of

Schneider, Hans Georg etal
innovation requires enterprises to focus on project team
members and their individual characteristics rather
[31]. In addition,

a middle management-centered approach that combines

than on organizational design
implementation leadership and dialog facilitates effective
innovation adoption. In summary, the study contributes
to innovation adoption by providing a framework to
guide future research while helping practitioners to
implement innovations more effectively.

A number of publications on project management
pay attention to the interaction of performers,
organizational structures, and adaptive management
methodologies, which is important for innovative
development.

A separate issue is the study of the methodology
for managing innovative projects and innovative
development, which proves the importance of this
aspect. Thus, Myronenko and Oleksii (2024) addressed
the very important issue of choosing a project
management methodology and determined the impact
of research and development costs on the income of
enterprises in the field of innovation engineering

in the context of changing project management
methodology [22]. The paper proves that a change
in project management methodology significantly affects
the costs, timing, and end result associated with research
and development, as well as the use of resources,
which ultimately affects the company's performance.
The results of the study show that the use of project
management methodologies such as Waterfall and
Agile has a positive impact on the quality of project
management and financial performance. Projects
implemented according to the Agile methodology are
more efficient, reducing the number of canceled
and closed projects. Both methodologies lead to the
successful completion of most projects, but the
percentage of successfully completed projects using
the Waterfall methodology is higher than that of Agile.
The use of Agile allows to achieve a significant reduction
in project implementation time and increase the
efficiency of costs and resources. This conclusion is the
basis for the use of the Agile adaptive management
methodology at domestic enterprises as the preferred
of which should be

one, the implementation

further investigated.
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Sitenko, Diana et al (2023) analyzed the
effectiveness of the implementation of existing
mechanisms for the implementation of innovative

projects in the field of renewable energy through
identified their
shortcomings and provided suggestions for improvement.

auctions [32]. In addition, they
The analysis uses data from the Kazakhstan Bureau
of National Statistics. The analysis of barriers to the
implementation of innovative renewable energy projects
revealed contradictions in the price regulation of
innovative projects, the lack of market-based pricing
mechanisms, and the unpreparedness of market
infrastructure to integrate with the proposed project
sources. The results of the study confirm the need
to use adaptive project management methodologies
for the

the regulatory role of government

success of innovative development and
institutions in
innovation processes.

Stahiv O.V. et al. (2023) have formed scientific and
methodological principles and practical recommendations
of the

investment

for identifying problem areas and aspects
implementation  of innovation and
projects [33]. One of the key features of the effectiveness
of investment and innovation projects is systematicity,
which involves a combination of measures to intensify
and develop investment and innovation activities in
institutional, economic,

the organizational, product

and service, social and psychological components.
Such proposals can be useful for highlighting the
features of innovative projects and basing the process
of building organizational structures that can
flexibly respond to changes in the environment of
innovative projects.

The article by Akhmetzhanova, Aikun Kh. et al
(2023) discusses the

management of an innovative enterprise through the

issues of economics and
management of innovative projects [3]. They highlight
the main feature of innovation project management as
coordination, which 1is essential for the successful
implementation of innovative activities at any level
of the enterprise. Such coordinated interaction should
facilitate the development and implementation of
an effective system for the distribution of productive
capital, Such

an emphasis on the coordination of actions of various

both tangible and intangible assets.

organizational systems of the enterprise confirms its
importance and the need to take it into account
as a feature of innovation projects.

Vysochan, Oleh et al (2022) investigated the use of
multicriteria analysis tools to determine the relative

effectiveness of the implementation of a set of projects
in the program of innovative development of domestic
enterprises [39]. This indicates the expediency of using
economic and mathematical methods in the process of
managing their formation and implementation and
adaptive management methodologies that involve the use
of these methods to make management decisions on the
implementation of innovative projects.

Zhao, Na et al (2022) found that as the complexity,
breadth of experience, and number of agents involved

in megaprojects increase, collaborative innovation
models become invaluable in helping to achieve
sustainable  project development and enterprise

innovation [42]. The researchers developed a multi-agent
simulation model, CIMP, which was developed using
the NetLogo tool and covers behavioral factors and
interaction rules that affect the process of managing
innovation projects. That is, this article combines the
human factor and economic and mathematical
management tools and takes into account their mutual
influence. It is advisable to agree with this proposal
and use it, especially when using the Agile methodology
when working in small project teams.

The article by Hron, Michal et al (2022) discusses
how to develop radical innovations and suggests
efforts [15]. The

conducted a long-term study of a radical innovation

distributing  innovation authors
project in a digital company that created a separate
organization to develop radical innovations, but over
time, innovations moved from radical to incremental.
It proved difficult to keep the organization separate.
In explaining the events in this case study, the authors
argue that new theories of digital innovation can be
developed with reference to the specific properties
of digital artifacts, the diffusion of innovations can
contribute to their drift, i.e. the tendency of radical
innovation ambitions to drift gradually towards more
incremental realizations. Therefore, the authors propose
to turn

to adaptive methodologies for managing

innovation development to support the effective
implementation of innovation projects.

Summarizing the areas of research of the
international scientific community in recent years on
addressing the issues of managing innovation projects
for the innovative development of enterprises, we can
conclude that they are multidirectional and lack complete
agreement in the use of methods to achieve successful
management, which will allow us to conclude that
it is advisable to continue and develop research

on the above mentioned topics.
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Unsolved issues.
The purpose and tasks of the work

The diversity of research on the characteristics
of innovative projects, innovative development of
enterprises and methodologies for adaptive management
of their practical use has confirmed the lack of agreement
between scientists and practitioners on the integrated
application and development of practical proposals on
these issues. That is, the use of Agile methodology for
managing innovation projects to ensure the innovative
development of enterprises and building organizational
structures based on Agile principles remains insufficiently
resolved. This confirmed the existence of an objective
need to continue further research in a systemic context.
Therefore, the purpose of the article is to summarize the
theoretical basis for the features of innovative projects,
the feasibility of using organizational structures to manage
the processes of their formation and implementation,
analyze adaptive methodologies for managing innovative
projects to ensure the innovative development of
employment of workers,
these

enterprises, and develop

practical recommendations on issues  for
an operating enterprise.

Given this goal, the article solves the following
main tasks to achieve it:

—the features of innovative projects that determine
the success of their implementation are summarized;

—the expediency of using organizational structures
of enterprise management for the formation and
innovative

implementation of projects  to

innovative development is determined;

ensure
—methodologies for adaptive management of
innovation projects to achieve the success of innovative
development of enterprises are identified and proposed;

—a hybrid organizational structure for managing
innovation projects based on an adaptive project
management methodology for a specific operating
enterprise has been developed;

—the main trends in personnel management to
improve the efficiency of project teams in the process
of innovative development of enterprises are identified;

—the main directions of innovative personnel
management of enterprises to ensure the employment of
workers and management of their innovative
development are proposed.

The object of research is the process of managing
innovative projects to ensure the innovative development

of enterprises.

The subject of the study is the theoretical provisions
of adaptive management of innovative projects and
innovative development of enterprises and employment
of workers, methodological basis, practical proposals
for their research in modern conditions.

Matertials and methods

The methodological basis of the article is the work
of domestic and foreign scientists and practitioners
on the problems of innovation, innovation development,
and innovation project management, which are the
theoretical basis and research materials. The article is
based on the results of the authors' independent research
on the practice of building and using organizational
structures, managing innovative projects and the work of
their developers at medical enterprises, in particular,
Nebozvid LLC, where they studied photos of the
working day of employees who participated in the
work of project teams.

In the process of conducting research and writing
the article, the following methods of scientific cognition
and search were used:

—methods of theoretical generalization, analysis,
synthesis, and a systematic approach were used to
analyze and summarize the literature, highlight the
types of adaptive technologies based on Agile;

—to improve and present the main features of
innovative projects, organizational management structures,
directions of innovative personnel management to ensure
the innovative development of enterprises and the
introduction of adaptive management technologies,
structural and logical analysis, systemic and situational
approaches, and the authors' own practical experience
were used;

—to develop proposals for improving the
management of innovative projects to ensure the
innovative development of a particular enterprise, the
methods of working day photography, induction and
deduction, and the Agile adaptive management
methodology were used;

—a graphical method was used to visualize the
proposals and results of the study.

The materials and methods used allowed to expand
the directions and offer recommendations for solving
the identified unresolved issues identified in the analysis

of literature sources in a systemic context.
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Results and their discussion

The management of innovative projects should
take into account their features that distinguish this type
of project from other traditional ones. Based on the
authors' own experience and a synthesis of scientific
literature [2, 6, 9, 24, 25], the following relevant features
of innovation projects are identified.

These projects are characterized by an increased
level of novelty, uncertainty, and complexity, which
requires a specialized and innovative approach to
management [22]. Innovative projects are aimed at
implementing a fundamentally new object aimed at
meeting the latest or even clearly non-existent consumer
needs, using new methods, technologies that have not
been used or explored before [33, 40]. That is, novelty
and uniqueness, which are unprecedented, are one
of the features of innovative projects [2, 4].

The novelty and uniqueness of innovative projects
give rise to the second feature — uncertainty and
risk [20], i.e. they are unpredictable, and changes in
business conditions, such as regulatory, technological,
organizational and managerial restrictions, technologies
and implementation methods, increase the risk of
implementing project ideas. Overcoming these challenges
requires a shift from traditional risk management to
proactive risk management. This often involves the use of
advanced risk management strategies and tools that can
anticipate and mitigate potential pitfalls, ensuring that
projects remain on track for success [40].

Such wuncertainty is associated with complex
networked relationships between project implementers,
which requires the use of the latest organizational
structures and management technologies. Since the
combination of different areas of activity is aimed at
obtaining and implementing innovations, this adds
a synergistic feature to innovation projects that takes into
account the complex nature of different areas of activity
and a nuanced approach to their management [4—6].

Synergism supports the next feature of innovation
projects — interdisciplinarity, which is due to the
synergy of different areas of knowledge that ensure the
novelty of innovative projects, such as information
sciences, materials  science,

technology,  social

management technologies, psychological methods

of influence and support for developers and
implementers to solve complex and diverse problems
that accompany the development and implementation

of such projects [9, 10].

The fluid and ever-changing nature of innovation
projects requires an adaptive and dynamic management
approach that ensures the ability to change strategies
in response to new ideas, challenges, and opportunities
that emerge during the project life cycle. It is the
adaptability and dynamism of management that is
the next feature of innovative projects.

Innovative projects are usually characterized by
intense demand for resources. They require significant
investment, time, capital, and specialized competencies,
often involving long development cycles and a significant
allocation of human and financial resources.
This emphasizes the need for strategic planning and
resource management to ensure their optimal use and
efficiency [21]. That is, an important feature of
innovative projects is resource intensity.

A defining feature of innovative projects is their
focus on creating a meaningful and significant impact
on the objects and subjects of management [16]. This can
manifest itself in various forms, from technological
breakthroughs and market leadership to significant
social contribution and the formation and implementation
of innovations that become budgetary for individual
territories [3].

A deep understanding of the specifics of innovation
projects is not only useful, but necessary for their
effective management. These features emphasize the
unique challenges and opportunities that such projects
present. They serve as important navigational indicators
for project managers, directing them to focus primarily
on the strategic implications of project formation and the
formation of a team of like-minded individuals to foster
an innovative environment in enterprises [17]. This helps
to align organizational goals with the transformational
potential of innovation projects, promoting growth,
increasing competitiveness, and ensuring sustainability
in an increasingly dynamic and rapidly changing
external business environment [2, 19]. That is, a feature
of innovative projects is the teamwork of like-minded
people. Effective stakeholder engagement is essential
in the field of innovation projects. This involves not only
the project team and customers, but also a wider range
of investors, regulators, and sometimes the wider
community [17]. Navigating this complex network of
interests and expectations is essential to the success of
innovation projects. This requires a deep understanding
of stakeholder dynamics and the development of
strategies that can harmonize these diverse perspectives

and needs [28].
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Innovation projects act as harbingers of change and
progress, often leading the introduction of innovative
technologies or rethinking existing business models,
as exemplified by blockchain technologies [10], which
have introduced a new technological paradigm and
revolutionized certain sectors of the economy, such as
finance and supply chains, characterizing the scalability
of innovation projects, which spans industries of
different focus, transforming them and changing the
market landscape [21].

The internal complexity of innovation projects often
lies in the complex interaction and integration of various
technological, market, and organizational elements.
Successfully managing this complexity is not a simple
task; it
understanding of these multifaceted components [17].

requires a comprehensive and nuanced
Project managers need to use sophisticated and holistic
project management methodologies that can orchestrate
these different elements into a coherent and functional
whole. Therefore, the next feature of innovative projects
is complexity, which is manifested in ambition [18].

Summarizing the identified relevant features of
innovation projects, it is reasonable to conclude that their
management should be adaptive, dynamic, proactive,
interdisciplinary, synergistic, and strategically oriented.
Understanding and effectively navigating the peculiarities
and taking them into account is important for project
managers and enterprises and not only contributes to the
successful implementation of innovative projects, but also
develops a culture of continuous improvement and
adaptability, which are vital in the modern business
landscape, which creates conditions for the innovative
development of enterprises, territories, and countries.

In order to take into account the identified features
of innovation projects, it is advisable to determine
an effective organizational structure for their
management, as organizational management structures
play a key role in determining how projects are planned,
implemented, and monitored. In the context of innovation
projects, choosing an appropriate and workable
governance structure is crucial to meet the unique
challenges and dynamics that innovation projects present
to ensure the innovative development of business entities.

Since innovation projects have a specific nature
that is reflected in their characteristics, traditional
organizational structures that divide the enterprise into
separate functional areas, such as marketing, finance,
human resources, and that operate independently with
their own management and specialized teams, are

inappropriate because they do not take into account

such features as synergies, impact, and teamwork.
Such structures contribute to the accumulation of deep
experience and efficiency in specific functional areas,
as employees are organized into teams by function and
related competencies. Therefore, when it comes to
innovation projects, traditional organizational structures
can pose significant challenges, as these projects often
require the integration of knowledge and skills across
multiple domains. The siloed nature of traditional
structures can impede effective cross-functional
communication and collaboration. This can be especially
detrimental in scenarios where innovative solutions
require combining ideas from different functional areas.
In addition, the decision-making process becomes slower,
as approvals and input from multiple functional
departments are often required, which can hinder
the flexibility needed for innovative projects to move
forward quickly. In turn, the allocation of resources
in a traditional structure may not meet the dynamic
requirements of innovative projects, leading to situations
where critical resources for an innovative project are
used to fulfill the normal tasks of the unit, thereby
limiting the project's potential [37].

Unlike traditional organizational structures, the
project organizational structure has been shown to be
inherently designed and used widely enough in Ukraine
to serve individual projects as organizational units with
teams created specifically for their implementation.
This structure provides project managers with significant
autonomy and authority, allowing them to make quick
decisions and respond quickly to project requirements,
which is an important advantage in managing innovative
projects and takes into account their management features
such as teamwork and impact. The project structure
ensures that the innovation goals are achieved, and teams
focus on achieving the goals. This focus is especially
useful for innovation projects, where clarity of vision and
purpose stimulates creativity and problem solving.
However, this structure can also lead to problems in
resource utilization. Since resources are intended for
specific projects, there may be cases of underutilization
or overutilization, especially when several projects are
running simultaneously or when projects are at different
stages of their life cycle [2, 34]. In addition, the project
structure often leads to the use of a temporary workforce,
where team members can move between projects.
While this can provide a variety of experiences for
employees, there are increasing problems with this work
organization in terms of building a cohesive team culture
and retaining knowledge within the team [2].
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A more adapted organizational structure for
managing the formation and implementation of innovative
projects, taking into account their characteristics,
is a matrix structure that combines the specialized
capabilities of functional departments with the flexibility
and focus of project teams. In this hybrid structure,
employees have a dual reporting line — they are members
of both functional departments and project teams,
reporting to both functional managers and project
managers. In a matrix structure, the convergence of
project and functional relationships requires increased
coordination. This complex environment forces project
managers to develop a detailed understanding of the
organizational workflow, requiring a balance between the
requirements of functional managers and the dynamic
needs of different projects. The matrix structure also
plays a crucial role in developing a strong project culture.
Employees participating in various projects gain exposure
to different aspects of the business, contributing to
a well-rounded perspective and a broad skill set.
This diversity is especially beneficial in innovation
projects, where different perspectives can lead to more
creative and effective solutions [13]. The features of
innovative projects supported by matrix structures are
teamwork, cross-functionality, efficient use of resources
due to their flexibility of application, focus, balance of
interests, and goals of decision-making processes.
However, matrix structures do not take into account
the vast majority of features of innovative projects, and
to this end, proposals

organizational design through the use of flexible project

have emerged to expand

management structures. Such structures support the use
of the Agile methodology, which is adaptable and was
developed to manage projects, especially innovative ones.
Then, according to the Agile methodology [5], a unique
organizational structure is formed for each enterprise
based on the interaction of small teams of an innovative
project that interact on its formation or implementation.
Their advantages correspond to matrix structures, and
their disadvantages depend on the success of building
them at each individual enterprise. In Ukraine, the spread
of both the Agile and flexible
organizational structures is still not widespread and

methodology

limited, but promising, so it is advisable to pay attention
to their characteristics, which depend on the chosen
adaptive methodology based on the Agile idea.

One of the world's most widespread adaptive
management methodologies that allows you to
successfully use the Agile methodology to build flexible
structures  for innovative

organizational managing

projects is the Scrum Framework, which is designed for
dynamic projects whose requirements are constantly
changing. In this case, the project is divided into separate
phases or sprints, with each sprint leading to a final
product segment. This approach is especially useful for
complex projects that require frequent adjustments
and rapid development. The key emphasis of Scrum is
on team collaboration. This requires a high level of
discipline and commitment from all team members,
supported by effective communication and collaborative
problem solving. This focus on teamwork is essential to
fostering a productive and cohesive project environment.
The Scrum Framework is highly adaptable, allowing
teams to respond quickly to changing requirements or
market changes. Flexibility makes the organizational
structure effective for managing projects with a high level
of innovation. The adaptability of the Scrum Framework
is one of its most important strengths, allowing teams to
change as needed to achieve project goals. Regular
retrospectives and reviews are a critical component of the
Scrum process, fostering a culture of continuous feedback
and process improvement. This focus on continuous
improvement is vital to maintaining the quality and
effectiveness of innovation project deliverables.
Scrum principles have been adopted across industries,
moving beyond its origins in software development.
Its flexibility and customer-centric approach make the
organizational structure appropriate for use in a wide
range of sectors. In software development, for example,
Scrum facilitates rapid development cycles, allowing
teams to quickly adapt to customer feedback and market
changes. While Scrum is often considered the most
appropriate management methodology for small and
medium-sized projects, it can also be effectively applied
to larger, more complex projects. An example of this is
the Scrum of Scrums platform, where multiple Scrum
teams collaborate and combine their efforts to effectively
manage large-scale projects. Maintaining a balance
between flexibility and discipline is a key aspect of
Scrum. Teams need to be adaptable, but they also need to
strictly adhere to Scrum principles and practices to ensure
the effectiveness of the agile structure. This balance is
necessary for the successful implementation of the Scrum
methodology. Adoption and use of the adaptive Scrum
management methodology resembles mini-startups
within an enterprise, which allow the company to
constantly innovate and improve, while maintaining
its competitive advantage in the market [4, 9].

The Kanban methodology is a key Agile
methodology, and is mainly focused on visualizing the
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workflow of an innovation project, effectively managing
work in progress, and optimizing the overall flow of
tasks. This methodology is characterized by the use of
Kanban boards, which serve as visual tools for tracking
the progress of individual tasks, providing transparency
and a comprehensive overview of project progress.
This visual tracking is crucial for identifying bottlenecks
and optimizing project efficiency, making the workflow
smoother and more consistent. One of the significant
advantages of Kanban is the flexibility that is achieved in
handling tasks. Unlike Scrum, which has more structured
sprint cycles, Kanban allows for greater adaptability in
task management. This flexibility is especially useful for
projects with changing priorities, where tasks may need
to be reorganized or reassigned in response to changing
project requirements. Kanban design is inherently
focused on continuous output, making it ideal for projects
that require a steady stream of deliverables. In addition to
its traditional applications in the IT and software
development industries, Kanban has found utility in
a number of other sectors, including marketing,
human resources, and manufacturing. For example, in
manufacturing, Kanban helps to optimize workflow and
inventory management, leading to significant waste
reduction and overall productivity. This wider
applicability emphasizes the versatility and effectiveness
of Kanban in various organizational contexts. A key
feature of Kanban is its role in facilitating continuous
improvement for teams and projects. By providing
a visual representation of work and facilitating easy
bottlenecks, teams

identification of process using

Kanban can iteratively improve their workflows.
This continuous improvement process increases both
efficiency and productivity, contributing to the overall
success and flexibility of the project management
process. The adaptability of Kanban boards is another
aspect that increases the effectiveness of the
methodology. These boards can be widely customized
to meet the specific needs of a project or team.
Customization can include variations in workflows, types
of work items, and the level of detail displayed on the
boards. This ability to adapt the Kanban system to the
unique requirements of a project makes it an incredibly
versatile and valuable tool in the arsenal of project
the Kanban

methodology stands out as a highly effective project

management methodologies. As such,
management methodology, especially known for its
visual approach to project management, flexibility in
task management, and suitability for continuous output.
Its widespread use across industries and role in driving

continuous improvement mark Kanban as a critical tool
for modern project management that meets a wide range
of project types and organizational needs [14].

Based on the principles of lean manufacturing, lean
project management, i.e. the Lean project management
methodology, aims to maximize value while minimizing
waste. That is, optimizing processes, reducing waste,
and accelerating delivery times, which makes this
methodology particularly suitable for time-sensitive
innovation projects. The focus of Lean is on value
creation, ensuring that every component of the project
positively contributes to the overall goals. Adopting Lean
principles often requires a cultural change in enterprises
when implementing projects and improving management
processes to ensure innovative development. Originally
developed for manufacturing, Lean principles have been
applied to various other sectors, such as healthcare,
construction, and services. For example, in the healthcare
sector, Lean innovation project management
methodologies have been used to improve patient care
processes, leading to increased efficiency and patient
satisfaction. The application of Lean extends to services
and intelligent work, where its focus on delivering
value and eliminating non-essential  activities
significantly increases efficiency. Lean principles can be
effectively integrated with other project management
methodologies, such as Agile in its purest form, to create
a comprehensive approach that maximizes value and
minimizes waste. This integrated approach is particularly
effective in managing complex innovation projects
where efficiency and adaptability are critical.

Combining different structures and methodologies
for managing innovation projects can create a more
adaptive and robust organizational management structure.
Combining methodologies such as Scrum with Lean
principles can combine the adaptability of Scrum with the
efficiency of Lean, creating an approach that is well
suited for fast-paced innovation projects. The integration
of these methodologies should be customized to meet the
unique needs and context of each project. This may
include a hybrid structure that combines the resource
allocation and cross-functional collaboration of a matrix
structure with the flexibility of the Agile methodology for
project execution [18]. Integrating different project
management organizational structures can significantly
increase their adaptability and reliability. A synergistic
mix of flexible organizational structures and adaptive
management methodologies will allow to take into
account all the above features of innovative projects.

Customizing integrated adaptive methodologies is crucial
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and should be aligned with the specific requirements and
context of each project. This may involve developing
a hybrid structure that combines the strengths of a matrix
or hybrid organizational structure in resource allocation
in cross-functional collaboration with the flexibility
offered by agile adaptive management methodologies.

The integration of hybrid organizational structures
and adaptive methodologies for managing innovation
projects can ensure the success of the innovative
development of enterprises, as enterprises are faced with
the task of managing innovative development based on
innovative activities, which is ensured through the
implementation and development of innovative projects —
internal and external, customer-oriented, which help them
develop and implement innovations (Fig. 1).

Fig. 1.
management and enterprise project management (generalized

Interrelation between innovation development

by the authors based on practical experience and analysis
of enterprise activities)

Projects consist of several stages that are difficult
to coordinate (for example, the start date of one
stage depends on the timing of the previous stages).
Effective project management requires well-established
organizational processes based on open communication
and workflow control. One of the main advantages of
applying agile management methodologies is achieving
goals at each stage of the work while remaining flexible
and open to change. Thus, agile development answers
the question that many large companies face — how
to achieve control over project development while
introducing innovative ideas and maintaining creativity.

Most projects involve some risk. One way to
minimize risk is to be open to change during the project
development individual

process. By encouraging

responsibility and collaboration among team members,

agile development ensures adaptability in project
management. In addition, a workflow based on agile
development principles encourages creativity, thus
ensuring that the project management process evolves.
The most effective way to execute successful innovation
projects is to form a small project team and manage it
Small

an organized group of people united by common

using Agile methods. project teams are
processes and goals. Social ties are formed within the
group, meaning that group members are in direct contact
with each other, which is the basis for the emergence of
emotional connections and relationships, as well as group
norms of behavior. A significant advantage of small
project teams is the flexible distribution of roles and
responsibilities depending on the current tasks. This is
an important factor, as many tasks can be loosely
regulated, and the speed of finding the right solution
and the efficiency of processes depend on how flexible
and active employees are. A small group is created for
a certain period of time, namely to develop a specific
project. Since any project has a clear deadline, organizing
a small project team requires more careful planning.
The need for careful planning arises when small project
teams work on atypical projects. In this case, the group
needs to resort to new development methods as well as
new tasks. It is necessary to take into account the fact
that some employees may be involved in the development
of several projects at the same time. Effective planning
in this situation will allow you to distribute tasks in such
a way as to minimize time overlap.

Small project teams are quite effective in the project,
but there are a number of problems that may include:

— communication difficulties;

— planning difficulties;

—negative retrospective experience of executors
working on already completed projects.

Communication is an important element in the work
of small project teams that is often overlooked. Effective
should be established between all
members of the same project team. This way, less time
is spent on
communication can be encountered at the stage of
communicating with the client and collecting initial
information. Often, small project teams do not recognize
this as a problem, which can cause the project to go
beyond the deadline. The specifics of small project teams
require careful planning of the work of the performers.
A common problem is the project manager's lack of
competencies and flexibility. In such a situation, the
workload of small project team members may be

communication

solving atypical tasks. Ineffective
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distributed inefficiently, which can lead to further
exhaustion of employees and failure to meet deadlines.

A project retrospective allows you to evaluate the
quality of work of each project team member, the degree
of complexity of the tasks implemented and the
methodologies used, as well as the effectiveness of
planning. This is an important element that allows you to
summarize the experience gained, systematize it, and use
it in future work. However, this is often overlooked in the
work of project teams due to the lack of necessary
resources, such as the competence of executors to analyze
project retrospectives and understand the need for its
implementation [20].

Conducting a retrospective involves collecting and
processing a large amount of information. It is necessary
to take into account the fact that the collection of
information should be carried out as tactfully as possible
in relation to the members of the project team, and the
effective processing of the information received will
allow an accurate assessment of the processes taking
place within the formed group. Problems in such groups
arise due to a high degree of process orientation.
In this case, they can be solved with the help of Agile
tools and methodologies. In this article, the authors
will consider the Agile manifesto [26] as one of the
methodologies. Thus, the focus will be shifted from
processes to people and results. To implement this
approach, it is necessary to establish interaction between

members of small project teams and the manager
(director of innovation development). You can increase
the effectiveness of communication between group
members by holding daily structured meetings, which
will result in information about the current state of
project development and problems that have arisen.
It is important to build direct communication between
the manager and project team members, eliminating
unnecessary connections. Planning efficiency can be
improved by visualizing processes. Since project
activities are often heterogeneous and unpredictable,
planning for project implementation and the work of
performers must be flexible [12].

Agile tools are associated with the tasks and
processes of project activities, as shown in Fig. 2, using
Agile; Scrum; Kanban; Lean management methodologies.
An analysis of the problems of small project teams helped
to identify the tasks that will be solved using the selected
Agile tools. Fig. 2 shows the correlation of Agile tools
with the tasks set, and also shows how the solved tasks
fit into the processes of project activities. The use of
agile management, according to which employees are
organized into self-organized project teams with no
hierarchy and a clear focus on customer needs, helps to
accelerate the innovation process, increase its adaptability
and profitability. Table 1
characteristics of traditional and agile management

shows the comparative

by key features.

Fig. 2. Selection of Agile methodologies and tools for tasks and processes in a small innovation project team (proposed by the authors)
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Table 1. Comparative characteristics of traditional and agile management (summarized by the authors after [4, 5, 19, 24, 25])

Comparative feature Agile-management Traditional management

It can be used under any conditions, but in
an unstable market situation, its effectiveness
is significantly reduced.

Terms of use The market situation is constantly changing.

It is complicated by a high degree of uncertainty
about the main problems, ways to solve them,
and many characteristics of the innovative
product.

Each stage of creating an innovative product is
carefully planned: key executives are appointed,
and the scope of work is distributed in accordance
with the tasks set.

Planning of activities

The work can be divided into separate parts
and performed in quick, repeating cycles.
Cross-functional cooperation is effective.

Processes are carried out sequentially at the stages
of product creation. Each specialist performs their tasks
according to the plan.

Organization of work

Ability to make changes

even at the final stage.

Changes can be made at any stage of the process,

Late changes are undesirable because they can lead
to undesirable consequences, including loss
of resources and time.

Agile projects have proven to be more successful
than traditional projects. The results of the 2019 surveys,
based on a survey of 1,319 employees of organizations
around the world (most respondents are from three
industries: IT (25%), banking (19%), and professional
services (10%)) showed that agile approaches are rapidly
spreading outside the United States — in Europe and Asia;
Agile is becoming increasingly popular, particularly in
the banking sector and professional services, with the
top 5 Agile tools being the most used (daily meetings,
sprint/iteration planning, retrospectives, sprint/iteration
review, short iterations) [3, 4].

The authors analyze the use of an adaptive
methodology for managing innovative projects to
ensure innovative development on the example of
LLC "Nebozvid". Having studied the main problems
in the management of innovation development of
LLC "Nebozvid", the ways to overcome them are
identified, which are aimed at reorganizing the structure
of innovation management, implementing Agile
management and creating a project department. Today, in
the activities of LLC "Nebozvid", there is a need to
organize a set of elements and subsystems that could fully
and effectively meet the activities of the enterprise.
Thus, it is necessary to consider reorganizing the
structure of innovation management at the enterprise
using Agile management, which will be realized by
ensuring that structural elements and processes meet
certain requirements and principles, in particular:

— Implementation of an active innovation strategy of
the enterprise aimed at rapid response to changes and
market needs during the war in Ukraine and the economic
instability caused by it;
active

appropriate  conditions  for

implementation of innovations in the company's activities;

— ensuring

— determination of motivational levers and employee
behavior aimed at meeting the needs of employees;

—creating attractive conditions for strategic
decision-making by innovation development managers;

— optimization of enterprise functions.

Formation of a new organizational structure is
an effective tool for ensuring efficient innovation
activity of an enterprise. The optimal organizational
structure of LLC "Nebozvid" will be able to adapt
the management and production units of the enterprise
in accordance with rapid changes in the market
environment and the emergence of new competitors.
The next stage in the formation of the management
structure of LLC "Nebozvid" for the management
creation and

of innovative development is the

launch of investment and diagnostic units that
will analyze and evaluate the innovation -climate,
set preliminary innovation parameters in accordance
with the needs and resources of the consumer,
and perform feasibility studies. Thus, the proposed
organizational changes at LLC "Nebozvid" will be able
to rationalize the process of introducing innovations
into the company's activities.

The next problem observed in the activities of
LLC "Nebozvid" is the low level of innovation and
automation of communication processes. To eliminate
this problem and improve the indicators of innovation
activity, it is necessary to improve the existing enterprise
management complex. In order to improve the company's
innovation activities and accelerate the pace of innovation,
it is advisable to introduce a new project unit at the
company. This department of LLC "Nebozvid" will be
responsible for the implementation of certain innovative
tasks, which are schematically presented in Fig. 2.

To form an effective project unit, it is necessary to
attract highly qualified and responsible specialists with
creativity, creative potential, and the ability to develop
innovative products. A significant advantage of introducing

this unit into the activities of LLC "Nebozvid" is its
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ability to ensure the integration of science and enterprise,
which will allow us to fully meet the needs of possible
consumers. In addition, the design of the department will
help simplify the procedure for making innovative
decisions at the enterprise and accelerate the introduction
of new products.

Fig. 3. Innovative tasks of the project unit

The project department of Nebozvid LLC should
include personnel focused on the innovative development
of the enterprise. From an economic point of view and in
order to avoid high costs for the creation and operation of
this department, at the first stages it should include a head
of the department, a specialist in innovative development

Fig. 3 lists and schematically shows the innovative
tasks of the new project unit. Such tasks include the
formation and development of innovative projects,
organization and cooperation of innovative programs,
implementation and coordination of the innovative
development of LLC "Nebozvid".

of the enterprise and 4 innovation managers. According
to the Agile methodology, these employees will form
2 flexible teams, whose members will move from one
team to another depending on the needs of the project.

Fig. 4 shows the structure of the proposed unit based
on the Agile methodology.

Fig. 4. Structure of the proposed unit based on the Agile methodology

Structures built with the Agile methodology in mind
differ significantly from traditional hierarchical structures.

The emphasis is on flexibility, collaboration, and the
ability to respond to change, fostering a culture that is
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with the iterative and customer-centric

principles of the Agile methodology. The transition to

consistent

an Agile structure also involves a cultural change,
emphasizing collaboration, communication and adaptability,
which should be done in accordance with innovative
HRM methods. To use innovative methods of HR
management in accordance with the Agile methodology,
the main trends that will determine the HR landscape and
affect the cooperation between employees in project
teams to ensure the innovative development of enterprises
have been identified (Fig. 5).

Innovative development of enterprises based on
the implementation of innovative projects managed
according to the Agile methodology necessitates the use
of the latest methods in human resources management.
At the same time, the main focus of HR management
should be on the introduction and development of
personnel technologies, innovative ideas, and the
intensification of the creative activity of employees, and,
above all, project teams, which will ensure the success of
project activities and create conditions for achieving

constructive innovative development.

Fig. 5. Analysis of the main trends in the field of human resources management for employment (summarized by the authors)

Conclusions
and prospects for further development

The conducted research has confirmed the existence
of complexity and multidimensionality of the problem of
managing innovation projects to ensure the innovative
development of enterprises in modern conditions.
The basis of the proposals presented are the generalized
features of the formation and implementation of
innovative projects, which are analyzed in relation to the
existing types of organizational structures of enterprise
management; traditional, project, matrix and concluded
that hybrid structures are formed using different types of
methodologies for adaptive management of innovative
projects to ensure the innovative development of

enterprises. As varieties of methodologies for adaptive

management of innovative projects for the innovative
development of enterprises, the Agile methodology and
its most common varieties Scrum, Kanban, Lean were
studied directly. Based on their application, proposals
have been developed to create a hybrid organizational
which
involves the formation of small project groups using

structure for managing innovation projects,
the Agile adaptive management methodology for the
enterprise LLC "Nebozvid". In order to achieve successful
management of innovative projects for the innovative
development of enterprises, the main trends in innovative
HR management of enterprises are formed to ensure
employment and provide an innovative HR landscape.
Directions for further research on this topic are
the development of methodological proposals for the
integrated simultaneous use of the analyzed adaptive
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management methodologies for large-scale innovation basis of such organizational forms as an association

projects implemented by several enterprises on the or consortium.
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YIPABJIIHHA IHHOBAIIMHUMHU MTPOEKTAMHU
JIJIS BABE3IIEYEHHS IHHOBAIIMHOI'O PO3BUTKY NIANPUEMCTB

Merta craTTi — Yy3arajJbHEHHs TEOPETHYHOTO MIATPYHTS OCOOIMBOCTEH IHHOBAIIMHUX IIPOEKTIB, MOLINBHOCTI BHUKOPUCTAHHS
OpraHizallifHUX CTPYKTYp YNpaBIiHHA IporecaMd iXx (OpMyBaHHSIM 1 BIPOBA/UKCHHSIM, aHAN3 aJalTUBHUX METOMOJIOTiH
YOpaBIiHHS iHHOBaLiIfHUMHU MPOEKTAMH s 3a0e3MeueHHsl 3aiHATOCT] MpaliBHUKIB, iX 1HHOBALIHHOTO PO3BUTKY Ta PO3pPOOIECHHS
MPaKTUYHUX PEKOMEHIAIIH 3 UX NMUTaHb I IPALIOI0Y0ro MiIIpHeMcTBa. MeTa po3KpUTa Ha OCHOBI BUPIIICHHS TAKHX 3aBAAHb:
y3arajlbHEHO OCOOJNMBOCTI 1HHOBAIlifHUX TMPOEKTIB, IO 3YMOBIIOKITH YCIIIICICTh iX peaii3amii; BHU3HAYEHO JAOULIBHICTH
BUKOPUCTAHHSl OpTraHi3alliiHUX CTPYKTyp YIpPaBIiHHA MiANPUEMCTBAMH Ui (opMyBaHHS 1 BHPOBAJDKEHHS IHHOBAI[IHUX
NPOEKTIB JUIs 3a0e3NIedeHHs iHHOBAfHOTO PO3BUTKY; BUSIBIEHO 1 3alpOIIOHOBAHO BIIPOPKYBAaTH METOJOJNOTI] aJanTHBHOTO
YOpaBIiHHS 1HHOBALIHHUMH NPOEKTAMH Ui JOCSTHEHHS YCIIIIHOCTI 1HHOBAaiHHOTO PO3BUTKY MiANPHUEMCTB; PO3POOICHO
riOpunHy  OpraHizaliifHy CTPYKTYpy VYHpaBIiHHA IHHOBaWiHHAMHM TIPOEKTAaMH Ha OCHOBI  aJalNTHBHOI  METOJOJOTil
YIpPaBIiHHA HUMH IJIS KOHKPETHOTO IPAIFOI0YOro MiJMPUEMCTBA; 3al[PONIOHOBAHO OCHOBHI HAIPSIMH IHHOBALIMHOTO YMpPaBIiHHI
MEPCOHANIOM TiANPUEMCTB Ul CHPHSHHS 1X 3afHATOCTI Ta YNpaBIiHHS IHHOBaUiHAM pO3BUTKOM. [yl BHpILICHHsS 3aBIaHb
3aCTOCOBAHO TaKi METOAM: TEOPETHYHOIO Yy3arajbHEHHS, aHamidy, CHHTe3y, IHAYKLii Ta JeayKuil, CTPYKTYpHO-JOTIYHUH
aHaJi3, CUCTEeMHHMH Ta CHUTyaliHMH mimxoau, mero] Qotorpadii poOodoro AHSA, METOAOJIOITI0 aJaNTUBHOTO YIpaBIiHHS Agile,
rpadiyHUi MeTOoH, BIACHWH NPAaKTHYHUH JOCBiJ aBTOpiB. BHCHOBKHM i pe3yabTaTHm cTaTTi NMONSAraroTh y TAaKOMY: JOBEIEHO,
IO yNpaBNiHHA IHHOBAIlIMHUMH TIPOEKTAMH TIOBHHHO BPAaxXOBYBAaTH iX OCOONMBOCTi, TPyHTYBaTHCS Ha BHKOpPHCTaHHI
NPOEKTHUX, MATPUYHUX Ta TiOPUAHMX OpPraHi3allifHUX CTPYKTYp YHpaBIiHHA Ta 3aCTOCYBaHHI aJalTHBHHX METOMOJIOTIH
YIpaBITiHHA IHHOBAI[IMHUHA pPO3BHUTKOM Ta (OPMYBaHHS 1 peami3amii IHHOBaIiHHMX TWPOEKTIB, Takux sK Agile, Scrum,
Kanban, Lean. [na mpamotogoro minnpuemctBa TOB  "He0Go3Bix" 3 BUKOPHCTaHHSAM  aJaNTHBHUX  METOJOJIOTIH
YIpaBIiHHA pPO3p0o0JeHO TiOpHAHY OpraHi3amiiiHy CTPYKTypy NPOEKTHOTO BiAmiay Juisi 3a0e3NeueHHs iHHOBALIHHOTO
PO3BHUTKY HiANpPUEMCTBA Ha OCHOBI BIPOBAPKCHHS 1HHOBAIlIMHMX MPOEETIB 3 OpraHizalielo poOOTH MalHX MPOEKTITX KOMAaHI.
3anponoOHOBAHO OCHOBHI TpPeHAW IHHOBALIHOTO YNpPaBliHHA [EPCOHAJIOM IiJNPUEMCTB U JOCSTHEHHS YCIIIIHOCTI
YIpaBIiHHS IHHOBAIIIHHUMH TIPOEKTAMU JIJIsI 3a0€3MIICUeHHS IHHOBAIIHHOTO PO3BHUTKY ITiAPHEMCTB.

KirouoBi ciioBa: iHHOBauUidHMI TNPOEKT, IHHOBALIHUI pPO3BHTOK; OpraHi3auiiiHi CTPYKTypH YIpaBIiHHS, aJanTHBHI
METOOJIOTIi YIpaBIiHHI;, TPSH/IM; IHHOBaMLiiHEe YIPaBIiHHS IePCOHANIOM; 3aifHATICTh NpalliBHUKIB.
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B. APEIIEHKO, B. KOCEHKO

METO KOAYBAHHA 3 HU3bKUM EHEPI'OCIIO)KUBAHHAM
Y CUCTEMAX IIEPEJJAYI JAHUX

O0’ekTOM  JOCTiI:KeHHSIT B CTaTTi € TexHomoris Network-on-Chip  (NoC), ska

TS BHYTPIIIHBOKPHUCTAIIYHOI KOMYHIKAIIIIHOT apXiTeKTypH cy4acHUX HNpUCTpoiB System-on-Chip (SoC). IlpeaMeT nocaiKeHHs —

cTaja TONyJSIPpHUM  BHOOpOM
METOJM 3HWKCHHS po3citoBaHOi moTyxHOcTi B NoC i SoC. Merta poGoTm: po3poOjeHHS METONy KOIYBaHHS 3 HHU3BKUM
€HeproCIoXUBAaHHM, IO Jla€ 3MOry edekTHBHO mepenaBati abo 30epiratu iHdopMmariro. ¥ craTTi po3B’s3yIOThCs TaKi 3aBIAHHSI:
aHami3 MeTomiB kimacuikamii KoMOiHATOPHHX CTPYKTYp, MOOyIOBa CHCTEMH THIOBUX IPEICTaBHUKIB KJIAaciB €KBiBaJEHTHOCTI
Ta aHajJi3 IX XapakTepucTHK. MeToau AOCJiIzKeHHs] OCHOBAaHI Ha BUKOPUCTAHHI Teopili MHOXXHUH, TeOpii CHCTEeM 1 KOMOIHATOPUKH.
HocarayTti pesyabraTt. [IpoaHamizoBaHo (akTOpW, N0 BIUIMBAIOTh HA PO3CIFOBaHY MOTYXKHICTh, 1 NPHHIUIUA MOOYIOBH
eHeproeekTHBHUX KoxiB. [loka3aHo, IO KOMyTaliifHa aKTHBHICTh CHPHsIE€ 3HAYHIA MO 3araJbHOi IOTY)KHOCTI Ta METOAH
KOZYBAaHHS 3 HU3bKUM EHEPrOCHOXHMBAHHAIM € e(EeKTHMBHUMH U1 3HIDKCHHS KOMYTALIHHOI aKTHBHOCTI MiA 4ac 3B’A3KY MiK
HPUCTPOSIMH a00 3B’sI3Ky Ha KpHcTani. Po3pobieHo meron iepapxiuHoi kinacugikanii KOJiB €IMHOTO PO3TAIIyBaHHS Ta ajJrOPUTMHU
PO3B’sI3aHHS IOETAIHUX 3agad. B OCHOBI MeTOXy JeXWTh IHBapiaHTHHH MigXix i MoOynoBa CHUCTEMH PI3HHX IIPEICTaBHUKIB.
OTpHUMaHO OWIHKY iX KiTBKOCTi, BH3HAYECHO XapaKTEPHCTHKHU, C(OOPMOBAHO KATAIOTH TUIIOBHX IIPEICTaBHUKIB. BHCHOBKH. VY cTarTTi
MpOaHati30BaHO (haKTOPH, LIO BIUIMBAIOTH HAa PO3CIFOBaHY MOTYKHICTh, PO3IIISTHYTO MPHHIMIN TOOYA0BU eHeproeeKTUBHUX KOJIiB.
Po3pobieHo MeTton iepapxiuHOl Kiacudikaiil KOAIB €JUHOTO PO3TAllyBaHHS Ta AJTOPUTMH pO3B’S3aHHS IOCTAITHHUX 337ad,
c(OpMOBaHO KaTaJOTH THUIIOBHX IIPEJCTAaBHUKIB. 3aCTOCYBaHHS PO3POOJICHOTO METOIy JacThb 3MOTY PO3pOOHHKAaM aHaji3yBaTH
it oOupaTé KOAM 3 KPAIlMMH BJIACTUBOCTSIMH Ta, 3PEIITOI0, OTPUMYBATH KpAalll pe3ylIbTaTd IIOA0 MEPEXHUX 3aTPUMOK, BUTPAT

Ha eJEKTPOCHEPrilo Ta IHIINX KOHCTPYKTUBHUX OOMEXKEHbB U1 KOMIT FOTEPHUX CHCTEM.

KirouoBi cjoBa: KOOyBaHHsA, KOAW OJWHHUYHUX BiﬂCTaHeﬁ; 6HepFOed)eKTI/IBHe KOJYyBaHHA; KOMyTaLIiﬁHa aKTI/IBHiCTL;

CKBIBaJICHTHICTh; KiacuQikallis; nepepaxyBaHHs.

Beryn (Bu3HaveHHs1 mpo0JieMu)

AHaJi3 oCTaHHIX J0CTiTKeHb i myOJaikanii

3aBJsIKM MacITabOBAHOCTI Ta BUCOKIH POAYKTUBHOCTI
texHonoriss Network-on-Chip (NoC) crana NOmyIsipHAM
BUOOpPOM ISl KOMYHIKAIiHHOT apXiTeKTypH Cy4acHHX
npuctpoiB  System-on-Chip (SoC). Yepe3 3pocTtaHHS
ckaanHocti SoC CHOXHUBAaHHS E€HEPril CTajo CepHO3HOI0
npobiemoro B po3podienHi NoC [1].

KomyTariiiina akTHBHICTh IIMH € NPUYUHOI0 3HAYHOI
YaCTKH 3arajibHOI MOTYXHOCTI, 1110 PO3CIIOETHCS y CyYaCHUX
npuctpoiB  SoC. OCHOBHMM DKEPEIIOM  PO3CIFOBaHHS
JMHaMIYHOI TIOTY)KHOCTI B IM(PPOBHX CXEMax € IIHHH,
SIKI 3BMYAHO HABAHTAKCHI OUTBIITUMHU EMHOCTSIMH BX1JHOTO
W BHXIZHOTO BY3JiB, a TaKOX €MHOCTI MDK3’€IHAHHS.
i eMHOCTI 3pOCTalOTh 3aICKHO BiJl PO3BUTKY TEXHOJIOTIH.
3 yckinagHeHHsIM SoC KUTBKICTB IIMH TaKOX 30UTBIIY€EThCS.
JIyist 3HIDKEHHST KOMYTAI[iiHOT aKTUBHOCTI Mifl Yac 3B SI3KY
MDK IPUCTPOSIME 200 3B’SI3Ky Ha KPHCTaJIl OTPiOHI MeTON
KOJIyBaHH 3 HU3bKHM €HEPrOCIIOKHBaHHM [2, 3].

3 ormsamy Ha CKa3aHe aKTyaJlbHOIO € IIpobiema
TOLITYKY METOAIB KOJTyBaHHI 3 HU3bKHM E€HEPIrOCIIOKHUBAHHSIM,
IO Jaf0Th 3MOTY e(EeKTHBHO IepeaaBaTu abo 30epiratu
iHopmariiro.

Yumano mpodiaeM Teopii KOTyBaHHS MOXKHA OIHCATH
B TepMiHax KoMmOiHatopHuX 00’ektiB [4]. Lli mpobremu
MOTIM MOXYTh OyTH pO3B’sS3aHI 3 BHUKOPHUCTAHHSIM
TEOPETHYHHX 1 OOYMCIIOBAIBHUX MeToaiB. Teopis
KOMOIHAaTOPHOTO KOIyBAaHHS BIANOBIZa€ 3a3HAYCHUM
mpo0iieMaM, OMUCYIOYH KOJI SIK KIHIICBUH HA0Ip KOIOBHUX
CIiB, IO MICTATh CHMBOJIM KiHIIEBOTO amndasity [5].
OCHOBHUM € MaTeMaTH4HHWIl CIOCi0 TOIIYKy KOJiB,
10 MarOTh NIEBHI KOMOIHATOPHI BIACTUBOCTI.

MaremaTiuHe MOJENIOBaHHA OaraThboxX 3a1ad, LI0
MAaroTh KOMOIHATOpHY CTPYKTYpy, BAMara€ BHKOPHCTAHHS
HOBHX KJIaciB KOMOIHAaTOPHMX MHOXHH. 3acTOCYBaHHS
KJIACHYHUX IIXOMIB IO ONHCY W TeHepalil eleMeHTIB
KOMOIHATOPHUX MHOXKHH y peaIbHHX 3aBJIaHHSX PU3BOUTH
O TPOMI3IKHX pe3ylnbTaTiB 1 BOHM HE 3aCTOCOBHI
Ha npaktuli. ToMy BUHUKae HEOOXiTHICTH PO3POOICHHS
KOHCTPYKTHBHUX 3ac00iB ONMHKCY KIaciB KOMOIHATOPHIX
MHOJKHH, 1110 MalOTh HEOOXI1JIHI BIACTHBOCTI [6].

Iporec BUKOHAHHS 3aBIAHHS TOOYIOBH KOMOIHATOPHHX
MHOXHH, [I0 MalOTh CKJIQJIHYy KOMOIHATOpPHY CTPYKTYpY,
MOJKHA TIOHUTUTH Ha ABa eranu. [lepmmii eram — ommc

© B. Spewenko, B. Kocenko, 2024
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1 TeHepamis eJEMEHTIB KOMOIHATOPHOI MHOXXHHHU
i3 3a7aHMMHU BiIacTUBOCTAMU. Jlpyruii eram mnepenbadae
MiApaXyHOK YCiX eJIeMEeHTIB KOMOIHaTOPHOI MHOXXHUHHU
i MOXe OyTH BUKOHAHHU METOJaMH KOMOIHATOPHUKH [7].

Teopis mepepaxyBaHHS KOMOIHATOPHOTO aHANI3y
bopmynu

JJIs1 TOYHOT'O W aCHMIITOTHYHOTO niz[paxyHKy eJIEMEHTIB

31e0UIBIIIOr0  3HAXOAUTh 1  JOCIHIIKYE
y Pi3HHX KJlacax KOMOiHATOpHHX 00’ekTiB. Po3B’s3aHHsS
KOHKPETHOI 3a[ja4i IepepaxyBaHHs J1a€ 3MOTY BCTAHOBHTH
crerpdivuHi KOMOIHATOPHI BJACTUBOCTI BHXIIHUX 00’ €KTIB,
IO BHUABJIIOTBECS B caMill MpoLenypi nepepaxyBaHHI

a00 BUIUTMBAIOTH 13 IOCSATHYTHX pe3ybTaris [§].

Icaytots Taki Meromm mepepaxyBaHHA [8, 9]
Oe3rnocepeIHIX MiIpaxyBaHb; PEKYPEHTHHX CITiBBIHOIIECHB;
TBipHEX (YHKIIH; aCHMITOTHYHI METOIH, Teopis

nepepaxysanus JI. Iloita [10, 11]. Llenrpanbhe Micie
cepell 3a3HAYCHHWX METOJIB IIOCiTa€ MeTOJ TBIpHHUX
DYHKITIH,
H. Kamepon [13], . Bect [4]. 3a3HaueHuii merox mae

ormucanuii 'y poborax M. Kiazap [12],

PO3BHHYTHH MaTeMaTHYHHUH amapar, 3BOJUTH 3a1ady
TepepaxyBaHHs 10 BU3HAYEHHS KUIBKOCTI TIOCIITOBHOCTEH,
10 MaroTh ad0 HE MAIOTh JIesIKi CHelialibHI BIaCTHBOCTI.
Y koMOiHaTOpHOMY aHali3i 3aCTOCOBYIOTHCS TBIpHI
(yHKUIT pi3HOrO BHIY: TBipHI (DYHKIII €KCIIOHEHTHOT'O
tuny, psaau [1. dipixie, tipHi ¢pynxmii JI. Eitnepa Tormmo.
H. Tloita, ocHoBaHa
@. Xapapi [15],
XapaKTepu3yeThCs

Teopiss mepepaxyBaHHS
Ha poborax B. Dbepncaiima [14],
J. Dbpeitna [16],

BiHOIIIEHD

BBCJICHHSAM

eKBIBaJICHTHOCTI Ha MHOXHWHI 00 €KTiB
nepepaxyBaHHs MOJI0 33J]aH0T TPYIIH MiJICTAHOBOK.
Po3pi3HsIOTH 1B OCHOBHUX THITH 33/1a4 TIepPEPaxyBaHHs:
nmepepaxyBaHHS MMO3HAYCHHX OO €KTIB 1 00 €KTIB,
HEeKBIBAJCHTHUX IIOA0 3a/JaHOi TPYNH IiICTaHOBOK.
Jnist 00’€KTIB MEpHIOro THIy ICHYE YHMalo pi3HUX
METOJIIB, aJle BOHM HE MOBHICTIO YHidikoBaHi. /s 3amay
JIPYTOTO THUIYy CXEMa PO3B’SI3aHHS TIOJIATAE Y 3BEACHHI
JPyroro

a6o moaudikoBaHoi 3a1a4i nepioro tumy [4, 13].

3amaqi TUOYy 10 pIMIEHHS  BigNOBiTHOI
3acrocyBanas Teopii [I. Iloita B po3B’s3aHHI
KOHKPETHOI 3ajJia4i BUMAarae, moo OyJid BUSBJICHI YMOBU
il 3aCTOCOBHOCTI, 3a[jaHa BiANOBiTHA TPyTa MiJICTaAHOBOK
1 IBHO OOy I0BaHU# IuKI0BUI iHaeKC [9, 10, 11].
AKXTyaipHOIO TIPOOJIEMOI0 KOMOIHATOPHKH € TeHeparlis
Ta MiJPaxyHOK KiJIbKOCTI KOMOIHATOPHUX KOH(QIrypariu,
0 MaroTh 3anaHi BiaactuBocTi [17]. ¥ poborax [18, 19]
PO3IJISIHYTO MOOYA0BY (DOPMATEHHX OITHCIB KOMOIHATOPHUX
MHOXHH, [I0 MAalOTh CKIaJHYy CTPYKTYpy, Ha OCHOBI
omuciB 0a30BUX KOMOIHATOPHMX MHOXHH, 0 SKHX

HaJle)KaTh IIEPECTAHOBKH, CIIOIYYEHHS Ta PO3MIILICHHS.

BusHaveHHs He pO3B’A3aHUX paHilIe
YACTHH 3arajibHoil npodaemu. Mera po6oTu, 3aBJaHHS

Criermndika 6aratbox HPUKIATHUX KOMOIHATOPHUX
3a/la4 BUMara€ BiOWTTSA B MaTeMaTHYHHX MOJEIIX 1iX
KOMOIHAaTOPHOI CTPYKTYpPH, IO YacTO € CKJAJHOIO
W He Moxe OYyTH aJeKBaTHO OITMCAaHA BiJOMUMHU
KOMOIHATOPHUMH MHO>KUHAMH. ToMy [UIsl MATEMaTHYHOTO
MOJICIIOBaHHS ¥  pO3B’S3aHHSA  3a3HAYCHHUX  3ajad
BBOZSTHCSA HOBI KOMOIHATOPHI MHOXHHHU 3 HEOOX1THUMHU
BrnacTuBOoCTAMU. KitacmuHi migxomu g0 ¢opmaiizarii
Oymyun

YHIBEpCAIBHUMH, JAI0Th e(DeKTHBHI PIlIEHHS JUIS IPOCTUX

BU3HAYCHHA  KOMOIHaTOPHMX  MHOXUH,
KJIaciB KOMOIHATOpHUX MHOXHWH. BukopucranHs ix mms
CKJIaTHIX KOMOIHATOPHUX KOHQIrypamifi NPU3BOIUTH
JI0 TPOMI3JIKUX Pe3yJIbTaTiB, HE MPUIATHUX Ha MPAKTHIIL.

Meta po6oTH — PO3pOOJICHHS METONY KOIyBaHHS
mo Jae
e(eKTHUBHO TepenaBaT abo 30epirat iHGopMariiro.

3 HHU3BKHM E€HEProcHoXHBaHHSIM, 3MOTY

Y crarti po3B’sA3yIOThCS Taki 3aBJaHHS: aHaji3
METO[IIB KIIach]ikaIlii KOMOIHATOPHUX CTPYKTYp, ITOOYI0Ba
CHCTEMH THIIOBHX TPEACTABHHKIB KJIACIB €KBIBaJICHTHOCTI

Ta aHalli3 IX XapaKTepPHUCTHK.

Martepianu it MmeToau

VY pobotax [20, 21] po3rasHyTO METOJ MOOYIOBU
KOIIB OIMHWYHOI BIACTaHI Ta CKJIAIEHWA KaTajior
UL TPbOX KUTBKOCTI
po3psniB
1 pO3rIIs yciel MHOKUHH KOJIB CTA€ BAXKKHUM 3aBJIAHHSIM.

po3psamiB. I3 3pocTaHHSIM

ICTOTHO  30iNBIIYETBCA  KUTBKICTH — KOIIB
Tomy mmsa #ioro po3m’s3aHHsS OyB po3poOneHuii MeTon
iepapxiyHoi Kiacudikarii.

B ocHOBI MeTOAy JeKUTH po30HMBKa KOMIB HA KIIACH
eKBIBAJICHTHOCTI IIOA0 3aJaHoOl TPyNH MepeTBOPEHb
1 TOCTiPKEHHST BIACTUBOCTEH MPEICTABHUKIB KIIACIB.

Meroto knacudikanii € moOymoBa Jeskoi MOBHOT
CHCTEMH PI3HHX TPEACTaBHHKIB, IO PO3IUIIE OYIb-aKi
JIBa HEEKBIBAICHTHHX 00 €KTU 3 PO3MVISTHYTOI CYKYIHOCTI.
VY pesynpTarti Kiacudikarii MHOKHHA 00’€KTIB PO3IAIa€ThCS
Ha TIOMAPHO HEMEPEeCiuHi KJIaCH CeKBIBAJICHTHOCTI, ¥y
KOXXHOMY 3 SIKHX BUOKPEMITIOETHCSI TUTTOBHIA MPE/ICTABHHUK.

OCKIJIBKH BCi 00°€KTH, 110 HAJISKATh OJTHOMY KJIacy
€KBiBaJICHTHOCTI, TIEPEXOATh OJIMH JI0 OJHOTO BHACIHIIOK
3aJjaHoi TpynH TIEPEeTBOPEHb, TO JUIS OIUCY Kiacy
€KBIBAJICHTHOCTI JJOCHTh BU3HAYUTH THUIIOBOTO IPEICTABHMKA,
SKMM MoOXke OyTu oOpaHuil OyAb-sIKMH  €JIeMeHT,
o0 HAJCKUTHh PO3TISTHYTOMY KJacy eKBiBaJICHTHOCTI.

Jnsi OIHO3HAYHOTO OIKCY THUIOBUX IPEJCTaBHUKIB
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JOLITbHE BU3HAYEHHS 00’€KTa HANMIPOCTINIOTO BHIY,

o SIKOTO MOXKHa  IPUBECTH JIOCITIIKYBaHHUN
MaTeMaTHIHUH 00’ €KT 3a JOMMOMOTOI0 PO3TIIIHYTOI TPYITH
MepeTBOpEHb, TOOTO MOOY10Ba KAHOHIYHUX (HOPM.
Kanoniuna ¢opma MaTeMaTHdHOTO O00’€KTa —
Ile CTaHOApTHUHA CMocid TOJaHHA LBOrO 00’€KTa
Yy BHDSIAI MareMaTHYHOTO BHUpasy, IIO YMOXIJIHBIIIOE
foro imeHTH(]IKAIlI0 yHIKaJIbHHUM criocoboM. KaHoHiuHi
hopmu

mo6 3poOuTe pobOTy 3 KIacaMH CKBIBAJICHTHOCTI

3BHYAfHO BUKOPUCTOBYIOTBCS JUIL  TOTO,
Oimem eexTBHOO [22].

Jiist kacy 00°€eKTiB, VI IKAX BH3HAYCHE BiHOIICHHS
€KBIBaJICHTHOCTI, KaHOHIYHA (opMa IOIsTae y BHOOPI

KOHKPETHOI0 00’€KTa B KOXXHOMY KJaci (THIIOBOTO

TpencTaBHUKA). [IpencTaBHUK OOHMPAETHCS OTHO3HAYHO
cepen 00’ €KTIB, 110 HAJICKATh IbOMY KJIacy.

MHOXWHAa  THUMOBHX  NPEACTABHUKIB  KIIACIB
€KBIBJICHTHOCT] YTBOPIOE CHCTEMY DPi3HUX IPE/ICTAaBHHKIB.
OTxe, pO3TISIHYTHHA TIAXiA 3BOAWTHCS MO pIIICHHS
KOMOIHATOPHUX 3aBlaHb, IOB’SA3aHUX 13 BU3HAUCHHIM
ICHyBaHHSI CHCTEMH Di3HUX MPEICTAaBHUKIB IS CiMEHCTBa
MHOXXWH, 1 BCTAHOBJIGHHsSI KIJIBKOCTI CHUCTEM pi3HHX
MIPEICTABHUKIB, IO 33I0BOJIBHAIOTH Pi3HI KpUTEPIl.

lepapxiyna kmacudikaimiss — cucrema, y sSKii
BiTHOIICHHS KIIaciB YTBOPIOIOTH iepapxiuHy
kinacu(ikamiiHy CTPYKTYpYy.

Ha puc. 1 300pakeHa iepapxiuHa kmacudikamiiiHa

CTPYKTYpa KOJIB OJJMHUYHOI BI/ICTaHI.

n %..

B

\
E. CEwe

Puc. 1. Iepapxivyna knacudikariifHa CTpyKTypa KOJiB OJHHIYHOI BicTaHi

Oco0uBICTIO i€papXiuHOi Kiacu(ikarlii € po3risig
Ha DI3HMX PIBHAX iepapxil pi3HUX MHOXHUH 00’ €KTiB,
00’eTHAaHHA 1X Y KJIACH MO0 3a1aHOi JJIS PO3TIIAHYTOTO
piBHA €KBIBaJICHTHOCTI,

BU3HAYCHHA THUIIOBHUX

MPEICTaBHUKIB y KOXKHOMY Kiaci, moOyIoBa MHOXXUH
1 TUIOBHX IpeAcCTaBHUKIB. TOOTO Ha KOXXHOMY piBHI

knacudikaimii  BinOyBaeTbCs IMEPETBOPEHHS MHOXHH

i THIOBHX TIPEJCTAaBHHKIB, IO HAAXOIATH 13
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MOMEePETHROTO  PIBHS, 3 OMMSAAy Ha BCTAHOBICHI
BiJTHOIIICHHS CKBIBaJCHTHOCTI MDK KJacaMH, Yy HOBY
MHOXMHY THIOBHX IPEACTaBHHKIB, IO HAaIXOIHTh
Ha HACTYNHHMH piBeHb Kiacudikamii. 3 Tmepexoaom
Ha OUTBINI BHCOKWHA piBeHb KIACH]IKaIii KiTBKICTh
TUIOBHX MPEJCTAaBHUKIB 3MEHIIYEThCSL.

Posrmsaemo  kmacuikamiro  KOMIB  OOWHUYHOI
BIJICTaHI 3a JOMOMOTOK OIKCAHOI0 METOAy. Y IMOJaHHI
MaTepiary BUKOPHUCTOBYIOTBHCS TO3HAKH 1 TEPMiHOIIOTIS,
npuitHATI B podorax [20, 21].

Kon — GiexTnBHE (B3a€MHO OIHO3HAYHE) BiATBOPEHHS
KIHIIEBOT BIIOPSIIKOBAHOT MHOXHUHH CHMBOIJIIB,
0 HAJEXKWUTH ESKOMY KiHIIEBOMY ajidasity Y, Ha iHIIY,
He OOOB’S3KOBO BIOPSJKOBaHY, SIK IPABUIIO, OLIBIIY
MHOXXHHY CHMBOJIB X [UI1 KOXyBaHHA, Iepenadi,
30epiranss abo neperBopeHHs iHpopmarii [5].

s xoxmis

OlexTMBHAa (YHKIISI Ma€e BHIIIL

f:Y—>X, ne Y — xiHueBa BIOpPSAAKOBaHA MHOKHHA
cuMBOIB, Y = { Vis Vareoos yk}; X — MHOXHMHA KOIOBHUX

CIIB, OTpUMaHa BHACITIIOK BiITBOPCHHS,
X:{Xl, X, Xk}; k — KiIBKiCTH KOMOBHX CIiB;
1 — KUTBKICTh pO3PSAIIB IBIHKOBOTO KOMY.
Konose cioBo X' MicTUTB 71 CHMBOJIB (KimbKicTh
pospaniB): X' = {xl’x;} ; xj. e{0,1}; i=1...,k;
j=1...,n.
KimpkicTe 3MiH 3HaueHb i-i 3MIHHOI Yy CTOBIIII
MO3HAYeHA /i, i BU3HAYAETHCS B TAaKHil CIIOCi0:
k
b= (x,.®x,) i=l..n. (1)
j=2

V 1abn. 1 3aIlpoOIIOHOBAHO TabIu4YHE MOJAaHHA KOAY.

Tadbmuusas 1. Mnuoowcuna kooosux cnie ma ix
xapaxmepucmuxu
X

Y
X 1 X J xn
1 X! 1
)2 X ... J X,
2 2 2
Y, X, v X; X,
i 1 1
V; X, X; . X,
k k k
Ve X, . X; . X,
H hl hf h”

[MpeamMeToM  HBOTO  JOCHIKSHHS €  KOAU
3 OJMHUYHOIO BIJICTAHHIO, Y SKAX KOJOBI CJIOBa MAlOTh
TaKi BIIACTUBOCTI:

— JBa CYCIOHIX CJIOBa BIAPI3HAIOTHCS TUIBKA

B OJTHOMY pO3psifi, TOOTO
p(X X" =1, i=l..k-1, 2)
e p — BiAcTaHb 3a XEMIHIOM MK KOJOBHMH CIIOBAMHU
Xi Ta Xi+1;
— 3arajbHa KUIBKICTh 3MiH 3HaueHb pO3PsiB
Y KOZIOBHX CJIOBAax OPiBHIOE

Sp(Xf,Xf“)zk—l. 3)
=

Kon, y sxomy p(X LXxt ) =1, Ha3uBaeThCs

LUKJITYHUM.
30anmancoBaHicTh koxy C BU3HAYa€ThCS B TaKUH

crocio:

=
B
~.

=3 |n - (4)

Kanoniunoto ¢opmoro komy W(X ) HA3WBAETHCSA
Horo nojaHHs y BUTIIAAIL
o 1.2 2 i i k k
W(X)=x . XX X, XXX X

Jlnst KoMnakTHOCTI ABiKikoBa (opma nonanus W (X )

MOJKe OyTH IEPETBOPCHA B IIICTHAISATKOBY (hopMy.
Ha mepmomy piBHI kimacuikamii po3risgaroThes

Taki BUJAM TEPCTBOPCHb: IEPECTAHOBKA  CTOBIIIIB
( P -niepeTBOpEHHS) Ta iHBEpCis CTOBIIIIIB
( N -miepetBOopeHHs1). P -IepeTBOPEHHS  OMUCYIOTHCS

y BHUIUISI MHOXHHU TIEPECTAHOBOK CTOBIIIIB BUXiJHOTO

xkoay P = {7[1, ..,ﬂ'n} , @& N -nIepeTBOPEHHS — Y BHIVISI

MHOXHHU N = {”1: ..,nn} , ie v, =1, K0 BUKOHYETHCS

imBepcist i-ro croBmms, Ta Vv, =0 — B iHImOMy pa3i.

3a yMOBHM 3a3HAuUCHHMX IEPETBOPEHb 30epiracThcs

BIIACTUBICT OIWMHUYHOI BiACTaHI MK CYCiZHIMH
NBINKOBUMH CIIOBAMU B KOJI.

Konx, OTpUMaHUN YHACTIIOK

rpynm
(P,N)-nepetsopenn komy X , nosnauaerses X (P,N),

a ioro kaxoniuna popma — W (X (P,N)).Kom X' i X*

HaA3MBAIOTLECA PN -eKBiBaIEHTHUMH, IKII0 X '= x? (P,N ) .

VY Tabn. 2 HaBeneHi npukinand PN -eKBiBaleHTHUX

KOJIB.
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Taoauus 2. PN-exsisanrenmui koou

MHOXWHa KOMiB OAMHUYHOI BiICTaHi pO30MBAETHCS
Ha kinacu eksiBanentHocti CE, —CE,,, , ne LPN -

X' X’ X’ X!
xl] x; X; xi X12 X22 x32 xf x13 x; X; xi x14 x; x; X: KIHI)KIC:TIJ KJ1aClB eKBlBaﬂe.HTHOCTl Hep]_II.OFO plBHﬂ:
Hdus i-ro Koy, IO MICTUThCI B j-My KJaci

0({0/0]0O]0|0O]JO]JO]O]O|1]O]JO]T1]O]1 )
ololol1lol1lolololol1l1l1]1lo0]1 ekBiBasieHTHOCTI X j , BHU3HAYA€ThCSd MHOTr0 KaHOHIYHA
0(01]1(0(1|0]1]0]0(O0O|1]|1]1]0]0O0 ; . .

ool T ToloTolol T Tololololol 1 0ol0 ¢dbopma W(X j). TumoBuii mpeAcTaBHUK [ -TO KiIacy
1/{0]/1]0]0]O ]I |1]1]0]0]0O]O]I|I]O PN -exBiBaneHTHOCTi 7, BU3HAYA€ThCs B Takui crocio:
r{oj1r|(rf{oj1rj1r|yrf{rjyjojo|rjrj{1|1(fo ) '
L{oJo[1fo[uJufJo[ufJolu[u]i]1]1]l Tj=min{W(X’,-)}, i=L..,n12";  j=1,...,LPN.
11010101010 1[0 TJOJ1]0OJOJL}1L]1 MHOXMHA  THIIOBUX  IPEACTABHUKIB JIst TH
L[1jojoft]ol[1]o[1[1]1]olo]o[1]1 e o TPy
tlT1lol1lil1iltlol et ltltl1il1lol1l1 PN -neperBopens no3uayaerbes MT = {Tl, . .,TLPN} .
Lytj1jry1tj1j1rj1j1rj1rjojrj1rjojirjo MHOXHHA TUMOBMX TPENCTABHUKIB sl TPyMH
L1110 1joj1j1j1j1j0j0j0j01110 PN -mepetBopenr st n=3 1 k=8 wmictute Tpu
O(1[1]0(1[0|0]1]0]1[0|0]0]0O]0]|O

ottt ilolilol ot lilololo enementn: MT = {01375462, 01326457, 01326754} .
O[L]Oof1]1]1|OofOjO]1|1]1]1]O0]|O]!1 VY Tabin. 3 HaBeneHUH pparMeHT MHOXKUHH THUIIOBUX
0[{1/0[0[1][0f0O]OJO]T1]1]O]O]JO]O]|1 MIPEACTaBHUKIB Ui Tpynu PN -miepeTBopeHb s n=4

ik=16.
Ta6muust 3. Muoocuna munosux npedcmaenuxis 015 epynu PN -nepemeopens ons n=4 i k=16

Ne T Ne T No T Ne 7

1 013264ceabf75d98 2 013754ce62abfd98 0137fb98a26ecd54 0137fd54c89bac62

5 013264c89baef75d 6 01326ec457tba89d 013762a89d54cefb 8 0137fec8a2645d9%b
9 0132675d9bfea8c4 10 01375d9bfe64c8a2 11 01376ec45dfb98a2 12 0137fec8ab9d5462
13 013264ceal9bf75d 14 013267fd54c89bae 15 01375d98c462aefb 16 013762ab98c45dfe
17 0132645d98ceabf7 18 01326eab98cdf754 19 013762a89bfecd54 20 0137feab98cd5462
21 01326457fb9dc8ae 22 01326754c8aefb9d 23 01375462abfd98ce 24 01375462aefdc89b
25 0132645dc89baef7 26 013267fec45d98ab 27 01375dfb98a264ce 28 01375dfec462a89b
29 01326457fb98aecd 30 01326754cdfb98ae 31 01375462aec89dfb 32 0137645dfec89ba2
33 01326754cd98abfe 34 013267fea8c45d9b 36 013754cdfb98a26e 36 013267feab98cd54
325 01326457fdcea89b 326 01326457fecd9ba8 327 01326754cefd98ab 328 01326754cefd9ba8

Ha ppyromy piBHi knacudikamii po3risgaerbes
MHOYKHMHA THIOBUX TNpeacTtaBHUKIB M7 , chopmoBaHa
KO>KHOTO

Ha mepmoMmy  piBHi. s TUIIOBOTO

npeacTaBHUKa, IO MiCTI/ITI:- oA MHO>XHWHA, BU3HAYAETHCA
S(X)=(H(X).<).  Tunosi

noro CTPYKTypa

npeacraBHuku 1), — 7T, PO3MOIUIAIOTECS Ha HEepeciuHi

Kinacu S -ekBiBaleHTHOCTI. THUIOBI  NpENCTaBHUKH
T, i T ;  Ha3MBAIOTHCS S -eKBIBaJICHTHUMH, SKIIO
S (T : ) =S (T j) . YHacmigok (OpMyeTbCI MHOXHHA

TUMOBUX S -€KBIBAJICHTHUX IPEJCTaBHUKIB, MO3HAYCHA
MS={S,,....S}, ne NS — KiIbKicTb THIOBHX
S -eKBIBaJICHTHUX IIPEJICTABHUKIB.

Y  r1abn. 4

S -eKBiBaJIEHTHUX TpeACTaBHUKIB st n =4 1 k=16

nomaHa MHOXHHa THIIOBUX

Taomuuss 4. Muoocuna munosux S -exgiganeHmHux
npedcmasnukie 01 n=4 i k=16

Ne Sy Sy S5 S4
1 1 2 4 8
2 1 2 5 7
3 1 2 6 6
4 1 3 3 8
5 1 3 4 7
6 1 3 5 6
7 1 4 4 6
8 1 4 5 5
9 2 2 3 8
10 2 2 4 7
11 2 2 5 6
12 2 3 3 7
13 2 3 4 6
14 2 3 5 5
15 2 4 4 5
16 3 3 3 6
17 3 3 4 5
18 3 4 4 4
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Ha tpersomy piBHI Kiracudikamii po3risigaeThes Tadmuust 5. Muoowcuna munosux C-exgisanenmuux
MHOXKMHA THUIIOBHX IPEACTaBHUKIB MS, cdopmoBaHa npedcmasnuxie 01z n=4 i k=16
Ha gApyromy piBHi. JlnS  KOXHOIO  THIIOBOTO S
MIPEACTaBHUKA, 1[0 MICTHTH I1 MHOXKWHA, BU3HAYA€THCS ¢ Ne s, s, 5, 5, LPN
fioro 36amancoBanicte C (S ) TunoBi TpeacTaBHUKU 1 1 2 4 8 1
. . 9 2 1 2 5 7 4
S.,...,8ys PO3MOAUIIOTBCS Ha HEHEpecidHi Kiacu 3 1 3 6 6 3
C -exBiBanentHocTi. Tumosi mpeacraBuukd S, i S, 85 4 1 3 3 8 1
! ! ’ 5 2 2 3 8 1
HasuBaroThC C -eKBiBaleHTHNMH, KMo C (S,.) =C (S S ) . 6 1 2 4 Z 84
7 1 5 1
YHacnigok thopmyeTnest MHOXHHA TUIOBUX 7 8 2 2 4 7 2
C -eKBIBaJICHTHHX NPE/ICTaBHUKIB, TO3HAYEHa 9 2 2 S 6 9
o 6,5 10 2 3 3 7 8
MC = {Cl,...,CNC} , Ae NC — KXUIbKICTh THIIOBHUX 11 1 4 4 6 10
>3 12 1 4 5 5 13
-eKBiBaje €ICTaBHUKIB.
C -eKBIBaJICHTHUX NPE/ICTABHUKIB 3 3 3 2 5 20
Y  Tabnm. 5 HaBeleHAa MHOXKHHA  THIIOBUX 5.0 14 B 3 5 5 22
C-exBiBaJIEHTHUX TIPEICTAaBHUKIB st n =4 i k=16 4,5 15 3 3 3 6 6
XapakTepuCTHKH MHOXHHH TUITOBUX 3.5 16 2 4 4 > 30
paKTep 30 | 17 | 3 3 4 5 50
C -eKBIBaJICHTHUX TPEACTaBHUKIB it n=5 i k=32 1,5 18 3 4 4 4 16
300pakeHi Ha puc. 2.
35
30
25 B Ci) 1L
m NC(i)
20 —
15 —
10 —
5 4 L
0 L l
1 3 5 7 9 11 13 15 17 19 21 23 25 271 29 31 33
i
Puc. 2. XapakTepucTUKU MHOKUHH THTIOBUX C-€KBIBAJEHTHUX TIPEACTABHUKIB st n=15 1 k=32
PesysnbraTu gociizxkens Ta ix 06roBopeHHst 3HavyeHHs 30amancoBaHocti komy Ipes, C.. —
MiHIMaibHe 3Ha4eHHs 30aJJaHCOBAHOCTI KOIIB.
3a JIOMOMOroI0 ONHMCAHOTO METOJY i€papXiuHol
wiacndikanii eHeproeGeKTUBHUX KOAIB MOOYZOBAHO Tabmuust 6. Xapaxmepucmuxu Oocniodcenux xo0ie
CHCTEMH THIIOBHX NPEICTABHUKIB IS PI3HUX 3HAYCHDb 1 onan=345
Ta BU3HAYEHI iX XapakTepucTuku (Tadi. 6).
p p . ( ) . . n 14 NS NC CGrav Cmin CGray/Cmin
Ilo3naku: V  — KUIBKICTB KOIIB y KJAcCl -
: . . . 3 48 3 3 33 1,3 2,5
PN -exBiBaneHtHocti; NS  — KUIBKICTh  THIIOBHX
. . L. 4 384 18 10 9 1,5 6
S -eKBIBAJIGHTHUX TpeAcTaBHUKIB; NC — KIUIBKICTh
5 3840 | 299 34 23,2 1,6 14,5

tunoBux  C -eKBiBalleHTHUX TpeacTaBHUKiB; Cg,,,
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HaBeneHi pe3ynmpTaTd MOKa3ylOTh, IO KUTBKICTH
TUIOBUX BapiaHTIB KOAIB 3 OJWHMYHOIO BIJICTaHHIO
3arajJlbHOl  KIIBKOCTI  KOJIIB,

3HAYHO MEHIIAa Bif

mo Jae
0e3 mepebopy BapiaHTiB. EdeKTHBHICTH 3acTOCYBaHHS

3MOry oOupaTH ONTHUMallbHE KOJYyBaHHS

METONy 3pOocCTa€ i3 30UIBLICHHSIM KUIBKOCTI DPO3PsIIB
kony. Tak, qs n=3 mnominmeHHs 30aJaHCOBAaHOCTI
ONTUMAIFHUX KOMIB CTaHOBHUTH 2,5 pa3a, 6 pasiB
s n=4 rald4Spazamia n=>5.

BucHoBkH i NEPCHEKTUBH NMOJAAJIBIIOT0 PO3BUTKY

PosrasiHyTO aKkTyanpHy 1po0ieMy 3MEHIISHHS

MOTY>KHOCTI, IO PO3CIIOETHCS B TIIOOATBHUX JTHISAX
MDK3 €IHAHHS 32 BHCOKOT

YMOBH  30€pexeHHs

npoayKTUBHOCTI. [lokasaHo, 1110 KOMyTalliiiHa aKTUBHICTh

[IMH € TPUYIUHOI0 3HAYHOI YAaCTKH 3aralbHOI MOTYXHOCTI,

mo poscitoerbest. OnHuUM 3 e(eKTHBHUX METOIB
3HIDKCHHSI KOMYTAIiiHOI aKTUBHOCTI TiJT 9ac 3B’ SI3KY MiXK
NPUCTPOSIMUA 200 3B 53Ky Ha KPUCTali € 3aCTOCYBaHHS
METO/IiB KOJyBaHHS 3 HU3bKUM €HEPrOCHOXHBAHHSAM.
3anpornoHOBaHO METO/ iepapxiuyHoi Kiacudikamii
€HEeproePeKTUBHAX KOJIB 1 IOOYAOBU CHCTEMH THIIOBUX
IpeCTaBHUKIB. 3aCTOCYBaHHSA pO3POOJIECHOTO METOLY
JlacTh 3MOTY aHANI3yBaTH Ta OOMpaTH KOAH 13 3alaHUMHU
BIIACTHBOCTSIMH Ta OTPUMYBAaTH Kpalli pe3yJbTaTH

3 noriagy MCPCIKHUX 34aTPUMOK, BUTpAtT Ha

€JIEKTPOCHEPTil0 Ta IHII KOHCTPYKTHBHI OOMEXEHHS
JUTSL KOMIT FOTEPHHUX CHCTEM.

[Momanpimi  MOCTIMKEHHS B [bOMY  HampsMi:
po3pobieHHss MeTony MOOyIOBH KOMIB 13 3aJaHUMU

CTPYKTYPaMH KOJIiB 1 MOOYIOBH ITEPETBOPIOBAYIB KOJIIB.
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LOW-POWER CODING METHOD IN DATA TRANSMISSION SYSTEMS

The object of the study is the Network-on-Chip (NoC) technology, which has become a popular choice for the on-chip
communication architecture of modern System-on-Chip (SoC) devices. The subject matter of the article is methods
of reducing dissipated power in NoC and SoC. The goal of the work is: development of a low-power coding method that allows
for the efficient transmission or storage of information. The following tasks are solved in the article: analysis of classification
methods for combinatorial structures, construction a system of typical representatives and analysis of their characteristics.
The research methods are based on the use of set theory, system theory and combinatorics. The following results are obtained:
analyzed factors that affect the dissipated power, considered principles of constructing energy-efficient codes. It is shown
that switching activity significantly affects the total power and one of the effective methods for reducing switching activity
during communication between devices or on-chip communication is the use of low-power coding methods. A method of
hierarchical classification of unit distance codes and algorithms for solving step-by-step problems have been developed.
The method is based on the invariant approach and construction of a system of different representatives. Estimates of their number
have been obtained, characteristics have been determined, and catalogs of typical representatives have been formed.
Conclusions. The article analyzes factors that affect dissipated power, and considers the principles of constructing energy-efficient
codes. A method of hierarchical classification of single distance codes and algorithms for solving step-by-step problems have been
developed, and catalogs of typical representatives have been formed. The application of the developed method will allow developers
to analyze and select codes with the best properties and, as a result, obtain better results in terms of network delays, energy costs,
and other design limitations for computer systems.
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