XapKiBCbKHIA HAI[IOHAIBHUN YHIBEPCUTET PaioeIeKTPOHIKU

LD

HATHIIPOHHHABHAIIPOM

Jlep>kaBHE TIIPUEMCTBO
"TTiBneHHUI nep:KaBHUIA
MIPOEKTHO-KOHCTPYKTOPCHKUIN Ta HAYKOBO-IOCIIITHUI
IHCTUTYT aBialliifHOT MPOMHUCIOBOCTI"

Kharkiv National University of Radio Electronics

State Enterprise
"Southern National Design & Research Institute of Aerospace Industries”

Cy4yacHuun ctaH
HayKOBUX OOCHiAXeHb
Ta TeXHONOriun

B MPOMUCIOBOCTI

Ll]oxeapmanvHuii HAYKOBUL HCYPHAT

Ne 3 (33), 2025

3aTBepLKEeHU 10 OpyKy
HayxoBo-texHiuHOM0 Pasoro
XapKiBCHKOTO HAIliOHAJILHOIO YHIBEPCHTETY PaiiOeIeKTPOHIKH
(ITpotokon Ne 8 Bix 26 BepecHst 2025 p.)

3ACHOBHUKHA
XapKiBCbKHUi1 HALIIOHATBHUN YHIBEPCHTET PaliOeNIEKTPOHIKH,
HeprxaBue mianpuemctso "[liBaeHHui aepixaBHUN
MPOEKTHO-KOHCTPYKTOPCHKUIA Ta HAYKOBO-IOCIITHUI IHCTUTYT
aBiawiitHoi npoMucIoBOCTI"

AJIPECA PEJAKIII:
VYkpaina, 61166, M. Xapkis, npocnext Hayxkwu, 14
I opmariiiamii cair: http://itssi-journal.com
https://journals.uran.ua/itssi
E-mail pexxoserii: journal.itssi@gmail.com

Innovative
technologies and
scientific solutions
for industries

Quarterly scientific journal
No. 3 (33), 2025

Approved for publication
by the Scientific and Technical Council
of the Kharkiv National University of Radio Electronics
(Protocol No. 8 d.d. 26 September 2025)

ESTABLISHERS
Kharkiv National University of Radio Electronics,
State Enterprise
"National Design & Research Institute
of Aerospace Industries"

EDITORIAL OFFICE ADDRESS:
14 Nauky Ave., Kharkiv, Ukraine, 61166
Information site: http://itssi-journal.com
https://journals.uran.ua/itssi
E-mail of the editorial board: journal.itssi@gmail.com

Inentudikarop meaia R30-03878
BuTsir 3 peectpy cy0’ekTiB y chepi meaia — peectpaHTiB Bif 25.04.2024 Ne 1410

Kypuan exnioueno oo Ilepeniky naykoeux ghaxosux eéudansv Ykpainu, ¢ AKUX MOHCymo nyonikyeamucs
pesynvmamu oucepmauiiinux pooim Ha 3000ymms HaAyKOGUX CHYHEeHi8 00KmMopa i KaHOuodama HayK
Hakazom Minicmepcmea océimu i nayku Ykpainu 6io 16.07.2018 Xe775 (0o0amox 7)

XapkiB — 2025

© XapkiBchKuil HalliOHAJIBbHUIT YHIBEPCUTET palioeIeKTPOHIKH,
Hepxaue mignpuemctBo "[liBaeHHUI NepKaBHUN MPOSKTHO-KOHCTPYKTOPCHKUIA
Ta HAYKOBO-IOCIIAHMN IHCTUTYT aBialiifHOI MPOMHUCIOBOCTI"


http://itssi-journal.com/
https://journals.uran.ua/itssi
mailto:journal.itssi@gmail.com
http://itssi-journal.com/
https://journals.uran.ua/itssi
mailto:journal.itssi@gmail.com

PEJAKIIMHA KOJIETTSI
T'onoenuii pedoakmop
Bonsucbkuii €Brexiii Boaogumuposuy,
II-p TEXH. HayK, Tpodecop

3acmynnuk 201061020 pedakmopa
Aiizen0epr Irop HaymoBuy,
KaHJI. TeXH. HayK, nmpodecop (CLIA);
lexep Cepxat, 1-p TeXH. Hayk, npodecop (Typeuunna)

Ynenu peokonecii:
Apriox Poman BosioguMupoBuUY, KaH]. TEXH. HaYK;
Bba6enko Biranxina OnekciiBHa,
I-p €KOH. HayK, KaHJ. TEeXH. HayK, Ipodecop;
Be3kopoBaiinunii Botogumup BanenrunoBuny,

I-p TEXH. HayK, mpodecop;
I'acimoB KOcid, 1-p mar. Hayk, npodecop (Azepbaitkan);
I'oneenko BikTop, 1-p TexH. Hayk, npodecop (Jlarsis);

I'o Isin, 0-p TexH. Hayk, podecop (KHP);
3aiineBa €aena, 1-p TexH. HayK, npodecop (CroBauunHa);
3auko Outer BornanoBuy, 1-p TexH. HayK, npodecop;
KoBasnenko Anapiii AHaToJiiioBuY, 1-p TexH. HayK, podecop;
Kocenko Bikrop BacuiboBuy, 1-p TexH. Hayk, mpodecop;
KocTin IOpiii /ImuTpoBuY, 1-p €KOH. HayK, podecop;
JleBamenko Biradiii, 1-p TexH. Hayk, npodecop (CnoBauunHa)
Jlememko Onexcanap BitamifioBuy, 1-p TexH. Hayk, podecop;
ManeeBa Oabra BosogumupiBaa, 1-p TexH. Hayk, mpodecop;
Mowmot Tersina, 1-p ekoH. Hayk, npodecop (CILIA);
My3uka Katepuna MukomaaiBHa, I-p TeXH. HayK, npogecop;
Hazaposa I'antmua BanenTuniBHa, 1-p eKOH. HayK, npodecop;
Hesuionos Irop HlakupoBuy, 1-p TexH. HayK, mpodecop;
Onanacrok AnaroJiii Cepriiiopny,

I-p ¢i3.-Mat. Hayk, podecop;
MasnoB Cepriii BoiogmmupoBuy, 1-p TexH. HayK, mpodecop;
Map:xun F0piii, 1-p TexH. Hayk, npogecop (CLIA);
IepoBa Ipuna I'ennaaiiBHa, 1-p TexH. HayK, npodecop;
HersnenxoB Exyapn, xana. texH. Hayk (Ecronis);
Herpummn JIrodomup, 1-p TexH. Hayk, npodecop (ITosbiua);
Py6an Irop BikropoBuy, 1-p TexH. Hayk, mpodecop;
Cemenenpb Basepiii BacuiboBuY, 1-p TeXH. HayK, npodecop;
CemenoB Cepriii, 1-p TexH. Hayk, npodecop (ITonbiia);
Cetnak 'anuna, 1-p. TexH. Hayk, npodecop (Tlonblua);
Tep3isn Baran, 1-p Texs. Hayk, npodecop (PiHsHIIs);
Tenero Osexcanap CepriiioBud, 1-p eKoH. HayK, mpodecop;
TimodeeB Bonogumup OJiekcanapoBuy,

I-p TeXH. HayK, npodecop;
®inaroB Bajnentun OnexcaHapoBuy, 1-p TEXH. HayK, mpodecop;
Yymauenko Irop BotoqumupoBuy, 1-p TexH. Hayk, npodecop;
Yyxpaii Harauisn IBaniBHa, 1-p ekoH. Hayk, mpodecop;

IOn dxuH,
kau. §i3.-Mar. Hayk, npodecop (KHP);
SAcrpemcbka Osiena MukosaiBHa, 1-p €KOH. Hayk, npodecop.

EDITORIAL BOARD
Editor in Chief
Bodyanskiy Yevgeniy,
Dr. Sc. (Engineering), Professor, Ukraine

Deputy Chief Editor
Igor Aizenberg,
PhD (Computer Science), Professor (United States)
Serhat Seker, Dr. Sc. (Engineering), Professor (Turkey)

Editorial Board Members:

Artiukh Roman, PhD (Engineering Sciences) (Ukraine);
Babenko Vitalina,
Dr. Sc. (Economics); PhD (Engineering Sciences), Professor (Ukraine);
Bezkorovainyi Volodymyr,

Dr. Sc. (Engineering), Professor (Ukraine);
Gasimov Yusif, Dr. Sc. (Mathematical), Professor (Azerbaijan);
Gopeyenko Victors, Dr. Sc. (Engineering), Professor (Latvia);
Guo Qiang, Dr. Sc. (Engineering), Professor (P.R. of China);
Zaitseva Elena, Dr. Sc. (Engineering), Professor (Slovak Republic);
Zachko Oleh, Dr. Sc. (Engineering), Professor (Ukraine);
Kovalenko Andrey, Dr. Sc. (Engineering), Professor, (Ukraine);
Kosenko Viktor, Dr. Sc. (Engineering), Professor, (Ukraine);
Kostin Yuri, Dr. Sc. (Economics), Professor (Ukraine);
Levashenko Vitaly, Dr. Sc. (Engineering), Professor (Slovakia);
Lemeshko Oleksandr, Dr. Sc. (Engineering), Professor (Ukraine);
Malyeyeva Olga, Dr. Sc. (Engineering), Professor (Ukraine);
Momot Tatiana, Dr. Sc. (Economics), Professor (USA);
Muzyka Kateryna, Dr. Sc. (Engineering), Professor (Ukraine);
Nazarova Galina, Dr. Sc. (Economics), Professor (Ukraine);
Nevliudov Igor, Dr. Sc. (Engineering), Professor (Ukraine);
Opanasyuk Anatoliy,

Dr. Sc. (Physical and Mathematical), Professor (Ukraine);

Pavlov Sergii, Dr. Sc. (Engineering), Professor (Ukraine);
Parzhyn Yurii, Dr. Sc. (Engineering), Professor (USA);
Perova Iryna, Dr. Sc. (Engineering), Professor (Ukraine);
Petlenkov Eduard, PhD (Engineering Sciences) (Estonia);
Petryshyn Lubomyr, Dr. Sc. (Engineering), Professor (Poland);
Ruban Igor, Dr. Sc. (Engineering), Professor, (Ukraine);
Semenets Valery, Dr. Sc. (Engineering), Professor, (Ukraine);
Semenov Serhii, Dr. Sc. (Engineering), Professor (Poland);
Setlak Galina, Dr. Sc. (Engineering), Professor (Poland);
Terziyan Vagan, Dr. Sc. (Engineering), Professor, (Finland);
Teletov Aleksandr, Dr. Sc. (Economics), Professor (Ukraine);
Timofeyev Volodymyr,

Dr. Sc. (Engineering), Professor (Ukraine);
Filatov Valentin, Dr. Sc. (Engineering), Professor (Ukraine);
Chumachenko lgor, Dr. Sc. (Engineering), Professor (Ukraine);
Chukhray Nataliya, Dr. Sc. (Economics), Professor (Ukraine);
Yu Zheng,
PhD (Physico-Mathematical Sciences), Professor (P.R. of China);
lastremska Olena, Dr. Sc. (Economics), Professor (Ukraine)



CYYUACHMUM CTAH HAYROBUIX LOCHIEPKRERL TA TEXHOIOIIN
MBONMNCEINOBOCHI

Ne 3 (33), 2025

3MICT

IHhbopmauinHi TexHonoril
5  Bapkoscvka O. IO.

JBodakropHa apTeHTH(iKAIIS HAa ocHOBI MeTomy KWS Ta roiocoBoi Bepudikartii (en)
19  Kixkomo M. C., Manecea IO. A.
Mogens JIOTiCTHYHOI iHPPACTPYKTYPHU JBOXETAITHOTO MPOIECY PECANKITIHTY CKIaHOI TEXHIKA (ua)

33 Koéunxin JI. C., 3auxo O. b., Muysko P. L., 3axapuuwun C. B., EImas Chetin

YnpaBiiHHS KpUTHYHUMH TapaMeTpaMH JIOTICTHYHHX Ta 1HPPACTPYKTYPHHX MTPOEKTIB

3aco0aMM KOMIT FOTEPHOTO EKCIIEPUMEHTY (Ha MPUKIAIi ceKTopy Oe3nekn Ta 000pOHH B yMOBax BiHH)  (Ua)
45  Muxnesuu JI. K., Mazyposa O. O., Ilepenuuaii O. I.

Meronq GRAPHMIGRS wmirpatii pensiiiinux nanux y rpagosy monens NEO4J (ua)
58  Hoeaxoecokuii A. B., Anoeeza I. I,
BusHaueHHs posieil areHTiB BelMMKUX MOBHUX Mojenei (LLM) y moneni au3zaiH-Tiporiecy (ua)

73 Hempenxo T.I., 3a0opoxcuuii A.IO.
[Tnatdopma 1t iHTErpalii iIHCTPYMEHTIB i cepBiciB 00pOOICHHS METEOJaHNX

3ac00aMH IITYYHOTO IHTEIEKTY (ua)
88  Hozynaes 10.C., Cmensnxos K.C.
Meton NOpiBHSHHS BiJOUTKIB MaJIbIiB, 3aCHOBAHUI Ha MOJIESI ONEPEIHLOIO BUPIBHIOBAHHS (en)

102  Hoooyonuit B. 0., Cesepinos O. B.

Mopnens aBTeHTH]IKALIT KOPUCTYBaUiB 3 BAKOPUCTAHHSIM HYJIHOBOI'O BOJISTHOTO 3HAKY

Ha ocHOBI RGB-300pakeHp (ua)
111  Honaynan IO. B., Maneesa O. B.

Mopueni BUOOpyY palioHaJ bHOI CTPYKTYPH ITOCTAUYaHHSI KOMILIEKTOBAHHS

Jutst BupoOHunTBa BITJIA B yMOBax pu3uKy, 0OMEXKEHHUX JIOTICTUUHUX BUTPAT 1 4acy (ua)
126  Pyonuuvkuii B. M., Cemenos C., Jlaoa H. B., babenko B. I'., Jlapin B. B., Kopomkuii T. K.

Monens no0yI0BH MHOXKHHHA CUMETPHYHHUX JIBOXOIIEPAHAHUX CET-OMeparlii,

SIKi TOMYCKAIOTh TIEPECTAHOBKY OICPaH/IiB (en)
137  Ceemnincokuit O. A., Pesenuyk I. A.

JocnimkenHs eeKTUBHOCTI BipTyani3auiiHuX pillieHb

JUISl pO3TOPTaHHS U(PPOBHUX NBIHHUKIB Y CUCTEMax 3 OOMEKEHUMH Pecypcamu (ua)
152 Conogein O. JI.
3BakeHa METPUKA YYTIMBOCTI Ut porHo3yBaHus 3atpumkn B KAFKA-kinactepi (ua)

166  Timowun A. C., Kaneniuenko JI. L, I'nycos 1O. B., Xagina L. I1., Ilypanos M. B., /loszans 1. A.

IHTerpoBana MozeNb YIpaBIliHHS pU3UKaMK 1HQOpMaIiHHOT Oe3rmeKu

Ha ocHoBi AHP Ta GaifecoBUX Mepex (ua)
180 Yenypna I C., ®ponos /1. €.

Merop MiZIBUIIIEHHS MPOYKTUBHOCTI PO3MOIIEHOr0 Opanamayepa

Ha 6a3i Proxmox y KoprmopaTHBHHX KOMIT FOTEPHHX MEpPEkKax (en)
189  Hlkins O. C., ®ininenxo O. L., Paxnic /1. I0., Dininenxo I. B., Kopuienko B. P.

Onrtumizamis IporpaMHOro KOy U1 BUCOKOPIBHEBOT'O CHHTE3Y

TIpH amapaTHINA peai3amii 00YnCIIoBaTFHO-HABAHTAKEHUX AJITOPUTMIB (en)

IHXXeHepisa Ta npoMmucnoBi TexHonoril

203  Hacmywenko A. O., Kosans JI. I.
KepyBanHs poO0TOM-MaHIIyIATOPOM 32 JOTIOMOI'OI0 CHTHAJIIB ITOBEPXHEBOI eNleKTpomiorpadii (ua)

213 AJudaBiTHUI TOKAKINK

3a 0ocmosipricms 8uKIA0eHUX (aKkmis, yumam ma iHWUX 8i0OMOCMel 8iONOBIOAIbHICHb Hece asmop



INNOVATTVE TECHRNOLOGIES AND SCIENTIFIC SOLUTIONS

FOR INPUSTRIES

No. 3 (33), 2025

CONTENTS

Information Technology

S Barkovska O.
Two-factor authentication based on keyword spotting and speaker verification

19 Kikot M., Malieieva Y.
Models of forming logistics infrastructure for complex equipment recycling

33 Kobylkin D., Zachko O., Mytsko R., Zakharchyshyn S., Elmas Chetin
Management of critical parameters of logistics and infrastructure projects

by means of computer experiment (on the example of the security and defense sector in war conditions)

45 Mykhnevych D., Mazurova O., Perepichai O.

Method GRAPHMIGRS for migrating relational data to the NEO4J graph model
58  Novakovskyi A, Yaloveha I.

Defining the roles of large language models (LLM) agents in the model of design

73 Petrenko 7., Zadorozhnyi A.
Platform for integration of meteodates processing tools and services using artificial intelligence

88  pohuliaiev Y., Smelyakov K.
Method for comparing fingerprints based on a previous alignment model

102 poddubnyi V., Sievierinov O.
User authentication model using zero watermarking based on RGB images

111 polupan Y., Malyeyeva O.
Models for selecting a rational supply structure of components for UAV manufacturing
under risk conditions, constrained logistics costs and time limitations

126 Rudnytskyi V., Semenov S., Lada N., Babenko V., Larin V., Korotkyi T.
The model for constructing a set of symmetric two-operand set operations
that allow perversion of operands by combining one-operand operations
137 svietlinskyi O., Revenchuk I.
Research on the efficiency of virtualization solutions for deploying digital twins
in systems with limited resources

152 solovei O.
A weighted sensitivity metric for predicting latency in a KAFKA cluster

166  Timoshyn A., Kalienichenko L., Gnusov Y., Khavina I., Tsuranov M., Dovhan I.
Integrated information security risk management model based on AHP and bayesian networks

180  Chepurna I., Frolov D.
A method for increasing the productivity of a distributed firewall
based on Proxmox in corporate computer networks

189 shkil 0., Filippenko O., Rakhlis D. Filippenko 1., Korniienko V.
Optimization of software code for high-level synthesis during hardware implementation
of the computationally-loaded algorithms

Engineering & Industry Technologies

203 pastushenko A., Grigorovich K.
Control of a robot manipulator using surface electromyography signals

213 Alphabetical index

The author is responsible for the accuracy of the facts, quotations and other information

(en)
(ua)

(ua)
(ua)
(ua)
(ua)
(en)
(ua)

(ua)

(en)

(ua)
(ua)
(ua)

(en)

(en)

(ua)



ISSN 2522-9818 (print)

Cyuacnuii cman Haykosux 00Criodxiceny ma mexnonozitl ¢ npomuciosocmi. 2025. Ne 3 (33) ISSN 2524-2296 (online)

UDC 004.932: 004.5 DOI: https://doi.org/10.30837/2522-9818.2025.3.005

O. BARKOVSKA

TWO-FACTOR AUTHENTICATION BASED
ON KEYWORD SPOTTING AND SPEAKER VERIFICATION

The subject matter of the article is the development and evaluation of a two-factor speaker authentication method based on voiceprint
identification and keyword spotting (KWS), designed for secure voice-based access in human-machine interfaces, especially for
users with limited mobility. The goal of the work is to create a method for managing speaker authentication using convolutional
neural networks (CNNs), comparing the efficiency of two widely used spectral feature extraction techniques — Mel-Frequency
Cepstral Coefficients (MFCC) and Short-Time Fourier Transform (STFT) spectrograms. The following tasks were solved in the
article: a model of a two-factor authentication method is proposed, which includes speaker identification and voice
password recognition; the quality of MFCC and STFT spectrograms features is compared; the influence of the number
of epochs, CNN architecture and training parameters on the system accuracy is evaluated; the effect of the sampling rate
on the performance of the models was investigated. The following methods are used: deep learning methods with CNN
architecture, fine-tuning, MFCC, and STFT feature extraction, mathematical and statistical analysis of training efficiency,
and system performance metrics. The following results were obtained: the method achieved 97.95% accuracy in speaker
identification using MFCCs after 60 training epochs, and 99.82% accuracy in voice password verification using the same
CNN structure after 20 epochs. The average accuracy of the entire authentication process was 98.75%. Moreover, using MFCC
features reduced training time by a factor of 23 and memory consumption by a factor of 7 compared to STFT spectrograms.
Conclusions: the effectiveness of a two-factor voice authentication method that combines speaker identification by acoustic
voice characteristics and voice password verification was implemented and studied. Further research directions include studying
the impact of alternative spectral features (in particular, CQCC, GFCC, prosodic parameters) on improving accuracy and resistance
to spoofing. Special attention will be paid to optimizing the model for energy-efficient use on portable devices.
Keywords: voice authentication, identification, voice password, MFCC, spectrogram, CNN, MHI, biometrics.

Introduction

Interaction between humans and computers has
become a common form of communication in the modern
world. Human-machine interaction (HMI) can be
facilitated through hardware devices such as keyboards,
touchscreens, or mice, as well as via a more natural
communication modality for humans — voice [1-2].
The proliferation of voice-based interfaces has led to
significant scientific progress in areas such as speech
modeling, linguistic pattern analysis, and acoustic signal
processing. Voice technologies are emerging as a key
component of the Fourth Industrial Revolution and are
expected to have a growing impact on how people
interact with machines.

Technological advancements in natural language
processing (NLP), text-to-speech (TTS) systems,
real-time speech pattern recognition, noise filtering, and
multi-speaker separation (e.g., for conference calls),
as well as system personalization based on speaker-
specific attributes such as accent, speech rate, or
physiological speech impairments, represent major
scientific challenges with considerable practical value.

Voice and speech recognition methods, along with
voice-driven human-machine interfaces, have particular
practical significance in the following domains:

— providing accessibility for individuals with
disabilities (e.g., voice control for those unable to use
a keyboard) [3-4];

— supporting globalization and cultural preservation
through universal translators and tools for low-resource
languages [5].

A voice sample contains rich information — from the
speaker’s gender and age to, in some cases, emotional
state. Speaker recognition and voice authentication tasks
typically aim to identify or verify a speaker based on one
or more biometric parameters. In contrast to passwords or
PIN codes, which can be guessed, stolen, or observed,
voice biometric data is inherently unique, making it much
harder to spoof. As such, voice-based identification and
authentication offer an effective and secure method for
protecting sensitive data and personal information.

Speaker identification can also serve as a component
of multifactor authentication (Figure 1), alongside other
modalities such as fingerprint recognition, facial
identification, or PIN codes [6-8]. This layered approach

© 0. Barkovska, 2025
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enhances security, requiring an attacker to overcome
multiple verification barriers to gain unauthorized access.
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Fig. 1. The role of voice identification among other biometric authentication methods

The analysis of a human voice sample enables the and biometric information, extending far beyond the
extraction of a wide range of psychophysiological, social, basic task of speaker identification (Figure 2).
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Analyzing a person’s voice sample enables the
extraction of detailed information not only about the
individual but also about their psychophysiological state
at the moment of speaking. Primarily, the voice is used
for biometric identification, as each person possesses
unique acoustic characteristics, including timbre, pitch,
and articulatory movement patterns. These features allow
for not only speaker identification, but also the estimation
of gender, approximate age, and even linguistic
background based on accent or dialect.

Advanced voice analysis can reveal the speaker’s
psycho-emotional state: parameters such as intonation,
speech rate, loudness, pauses, and rhythm provide insight
into emotions (e.g., joy, anxiety, anger), stress level, or
even fatigue. Additionally, the voice contains significant
health markers — neurological, respiratory, and even viral
disorders may manifest through vocal tremor, hoarseness,
irregular breathing, or dysarthria. These indicators are
increasingly studied in the context of conditions such as
Parkinson’s disease and COVID-19.

The sociolinguistic dimension of speech further
enables assessment of the speaker’s educational level,
professional affiliation, or social status through analysis
of vocabulary, stylistic choices, and linguistic behavior.
Paralinguistic features such as speech tempo, loudness,
articulation clarity, and emotional expression offer
additional cues regarding the speaker’s intentions and
confidence level.

Finally, content-level speech analysis can provide
insight into the cognitive complexity of utterances,
strength of argumentation, emotional polarity, and
semantic richness — particularly when supported
by natural language processing (NLP) tools. All these
data can be captured and interpreted using modern
acoustic signal processing techniques (e.g., formant
analysis, spectrograms, MFCC), as well as deep learning
methods, including neural network architectures such
as CNNs, RNNs, LSTMs, and transformers, enabling
the voice to function as a multidimensional channel
of personal information.

Analysis of last achievements and publications

It should be noted that speaker identification and
verification are different processes that can complement
each other in voice authentication systems. According
to the ISO/IEC 19794-13:2018 standard, identification
is the process of determining a person from a set of
registered users based on the acoustic characteristics of
speech. Instead, verification (or authentication) checks

whether the user's voice matches the reference sample,
confirming the right to access. At the same time,
authentication systems can use a fixed phrase (voice
password), combining keyword recognition (KWS) and
voice verification. In this way, voice identification
determines who is speaking, and verification determines
whether this person has access rights.

A review of the literature confirms that spectrograms
(based on STFT) and MFCCs are the de facto standards
in the architectures of modern deep learning models
for speaker identification and verification tasks
(e.g., x-vector, ECAPA-TDNN, CNN-KWS).

In the study by [9], the practical efficiency of
MFCCs for speech feature extraction is demonstrated.
The authors used 13 cepstral coefficients obtained from
speech signals segmented with 50 ms frames and
50% overlap at a 16 kHz sampling rate. Despite
limitations of the Madaline Type | neural network used
for classification, the recognition accuracy within the
database reached 61%, and rejection accuracy for
unknown utterances reached 84%. This highlights the
robustness of MFCCs in encoding speaker-specific
spectral patterns independently of lexical content, which
is critical for real-time speaker identification systems.

In the work by [10], the ECAPA-TDNN architecture
is introduced as an enhanced version of the x-vector
model. The authors implement channel attention and
aggregation mechanisms that allow the model to better
capture speaker-relevant features. The paper also notes
that the use of MFCC as input features is a common
practice in such architectures.

The study by [11] explores automatic speaker
identification based on features extracted from
spectrograms using a convolutional neural network (CNN).
The authors demonstrate that spectrograms are effective
input features for speaker identification tasks, as they
preserve local spectral properties of the speech signal
and result in high recognition accuracy.

A systematic review by [12] analyzes key feature
extraction methods for speaker identification. The authors
conclude that MFCCs and spectrograms are among the
most effective and widely used approaches due to their
capability to represent acoustically meaningful features
relevant for distinguishing between speakers.

Other features — such as LPCC (Linear Predictive
Cepstral Coefficients), PLP (Perceptual Linear Prediction),
GFCC (Gammatone Frequency Cepstral Coefficients),
CQCC (Constant-Q Cepstral Coefficients), as well as
prosodic features (e.g., speech rate, intonation, pauses)
and wavelet-based representations (DWT, CWT) -
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have significant scientific value, particularly in
multimodal systems, noisy conditions, or cross-domain
applications [13-14].

In future work, the analysis will be extended
to include CQCC and prosodic features, with
particular attention to cross-lingual and intermodal
verification scenarios.

This paper focuses on the most widely adopted
feature types, as evidenced by their presence in
state-of-the-art toolkits and frameworks such as
Kaldi, SpeechBrain, and the PyTorch Speaker
Verification Toolkit.

The extracted features serve as the input for the next
stage of the standard audio sequence analysis pipeline —
the analyzer or classifier [15-17].

The purpose of this study is to evaluate the
authentication accuracy of the proposed two-factor
authentication (2FA) method based on keyword spotting
(KWS) and speaker verification by analyzing the impact
of STFT-based spectrograms and MFCC features on
the accuracy of speaker identification and verification.
The system is implemented using a convolutional
neural network (CNN) architecture with the application
of fine-tuning techniques.

To achieve this goal, the following objectives
were addressed:

— a model of a two-factor authentication method
is proposed, which includes speaker identification
and voice password recognition;

— the quality of MFCC and STFT spectrograms
features is compared;

— the influence of the number of epochs, CNN
architecture and training parameters on the system
accuracy is evaluated;

— the effect of the sampling rate on the performance
of the models was investigated.

Materials and methods

There are two main groups of methods on which
voice identification and authentication systems are
based (Figure 3) [18]:

— the reference method is based on comparing
some voice features (these can be either physiological
or articulatory features) with some reference. A group of
individual words is used as a reference;

— the phoneme-oriented method is based on the
extraction of individual phonemes from the speech stream.

Methods and Mechanisms of Voice
Identification

Methods based on comparison with
reference samples of certain voice features
(physiclogical or articulatory)

Texi-dependent

methods methods

Fig.3. Methods and mechanisms of speaker identification

A speaker-dependent model requires preliminary
training on a specific speaker. It generates a speaker
embedding, which is subsequently used to compare
new voice samples. In contrast, a speaker-independent
model is trained on a large, diverse corpus of speakers
and can estimate the degree of similarity between
samples with high accuracy, even when the speaker is not
included in the training data.

Text-independent sixakawk;iu\kut

Phoneme-oriented methods based on the
extraction of individual phonemes from the
speech stream

sixakez--m'\kpcmian

methods methods

Text-dependent identification is effective when the
spoken content is known in advance (e.g., a predefined
passphrase), as this reduces variability in the linguistic
content. Text-independent models, on the other hand,
are more flexible and capable of handling a wider
range of input, but they require larger datasets and
more complex architectures that can generalize across
varying speech content.




Cyuacnuii cman Haykosux 00Criodxiceny ma mexnonozitl ¢ npomuciosocmi. 2025. Ne 3 (33)

ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

These categories are closely related to challenges
posed by acoustic variability (e.g., background noise,
microphone quality), speech variability (e.g., emotional
tone, intonation), and contextual variability (e.g., speaker
stress, fatigue).

Data Acquisition

Preprocessing
|

Feature Selection

A generalized standard pipeline for speaker
identification — across both speaker-dependent/independent
and text-dependent/independent approaches — includes
the following stages: preprocessing, feature extraction,
feature selection, and decision-making or classification
(Figure 4) [19].

Feature Extraction

Analysis (Classification)

Fig.4. A standard pipeline for audio analysis (keyword spotting and voice verification)

Pre-processing is required to remove background
noise and convert the input signal into a form suitable
for feature extraction [20, 21]. The following feature
extraction methods are commonly considered: MFCC
(Mel-Frequency Cepstral Coefficients) — regarded as the
standard for speaker identification tasks, though it
requires signal normalization and pre-processing,
LPC/LPCC (Linear Predictive Coding / Linear Predictive
Cepstral Coefficients) — often used in combination
with MFCC to enhance classification accuracy,
PLP/RASTA-PLP (Perceptual Linear Prediction) -
well-suited for noisy environments due to perceptual
spectrum filtering, GFCC (Gammatone Frequency
Cepstral Coefficients) — an alternative to MFCC,
designed for more challenging acoustic conditions,
DNN/CNN-based features — enable automatic, data-
driven feature learning but demand significant
computational resources, Prosodic features — serve as
complementary inputs to spectral features, capturing
suprasegmental information (intonation, rhythm, stress),
STFT-based features (Short-Time Fourier Transform) —
serve as a foundational representation for time-frequency
analysis and underlie most spectral methods (e.g., MFCC,
GFCC). Typically used as a pre-processing step rather
than as standalone features, CQCC (Constant-Q Cepstral
Coefficients) — apply a logarithmic frequency scale
that aligns with musical tones and low-frequency
speech components; frequently used in modern biometric
security systems (Table 1).

The strengths and limitations of these techniques
allow for selecting an appropriate trade-off tailored
to specific application requirements and computational
constraints [20].

The generalization of the table indicators leads to
the following conclusions regarding the recommended

applications and research directions for feature extraction
methods in audio analysis:

— speech recognition: MFCC, LPCC, GFCC,;

— music processing: CQCC, STFT;

— biometric authentication: CQCC for
recognition;

— medical diagnostics: DWT, CWT for ECG/EEG
signal analysis;

—audio compression:
encoding.

This work focuses on the analysis of deep
neural architectures such as x-vector, ECAPA-TDNN,
ResNet, CRNN, among others, as these models represent
the state of the art (SOTA) in speaker verification
and identification in both current research and
practical systems.

Traditional classifiers such as CNN, RNN, and
MLP are considered as building blocks within larger
composite models and, therefore, are not separately
featured in the comparative analysis (Table 2).

Classical machine learning classifiers such as
SVM, K-NN, and HMM are excluded from the
comparison due to their limited scalability and
effectiveness in large-scale speaker recognition tasks.

The observed balance between accuracy and
computational efficiency of STFT-based spectrograms
and MFCCs ensures high performance with moderate
resource consumption, which is essential for real-time
applications and deployment on resource-constrained
devices.

Moreover, the compatibility of these feature
types with convolutional neural network (CNN)
architectures motivates continued research on CNN-based
models incorporating  fine-tuning techniques on
domain-specific or task-specific datasets.

speaker

DWT, e.g., in MPEG-4
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Table 1. Comparison of local feature extraction methods for speaker identification

Typical Primary Application
Type / Principle Parameters / ):Arss Advantages Limitations
Input Data
MFCC (Mel-Frequency Cepstral Coefficients)
Spectral analysis using Frame length: 20— | Application areas: simplicity, computational sensitive to noise,
Mel-scale filterbanks, 40 ms; number of speaker identification, efficiency, established limited temporal
followed by cepstral coefficients: speech recognition, standard in ASR systems, dynamics
transformation; short- typically 13-39 voice password systems | good performance on clean
time spectral analysis (e.g., ASV) (nanpukiaz, | speech, incorporates
ASV). perceptual characteristics of
human hearing
LPCC, Linear Prediction Cepstral Coefficients
Modeling of the vocal 10-16 coefficients | speaker identification simplicity, effective in clean low robustness to
tract as a linear system per frame environments noise, limited
for signal prediction relevance in modern
ASR
PLP, Perceptual Linear Prediction
Incorporates 13-20 coefficients | speaker identification, improved noise robustness still limited in
psychoacoustic per frame speech recognition compared to MFCC; more temporal resolution;
properties (e.g., Bark closely aligned with human higher computational
scale critical bands) and auditory perception complexity than
spectral filtering MFCC
GFCC, Gamma-tone Frequency Cepstral Coefficients
Uses gammatone 13-20 coefficients | speaker identification in | high noise robustness; well- higher computational
filterbanks to simulate per frame noisy environments, suited for challenging complexity compared
the human auditory voice password systems | acoustic conditions due to to MFCC
system high frequency resolution
CQCC, Constant Q Cepstral Coefficients
Constant-Q transform 29-40 coefficients; | voice password systems, | high resolution at low high computational
with a logarithmic long time windows | anti-spoofing, synthetic | frequencies; effective against | cost; less commonly
frequency scale speech detection, spoofing and synthetic used in traditional
speaker identification attacks ASR systems
under adversarial
conditions
Prosodic Features (e.g., pitch, duration, intensity, rhythm)
Suprasegmental temporal | computed over speaker profiling, convey speaking style and not suitable for short
features longer utterances disfluency detection in emotional state; complement | utterances or
(500 ms —2s) ASR spectral features; useful for passphrases due to
speaker discrimination context dependency
Spectrogram (based on STFT — Short-Time Fourier Transform)
Time-frequency frame length 2040 | speaker identification, visual representation of sensitive to noise;
representation based on ms; FFT voice password systems | energy distribution; rich requires CNNs for
STFT; amplitude windowing information content feature learning
spectrogram
Wavelet Transform (DWT — Discrete Wavelet Transform, CWT — Continuous Wavelet Transform)
Multilevel time- choice of mother speaker identification, captures short-term sensitive to parameter
frequency analysis wavelet; multi- anti-spoofing phenomena; adaptive selection; lack of
scale localization in time and standardization
decomposition frequency
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Table 2. Analytical comparison of ai-based voice feature extractors

Model Principle Input Sensitivity To Accuracy Remarks and Resource Usage
Features
Speaker ldentification
x-vector Embeddings from MFCC/STFT | Noise, speech ~90-95% Stable model, well integrated in
(TDNN) Time Delay Neural | spectrogram | distortion (VoxCelebl) Kaldi. Does not capture long-term
Network context. Moderate resource usage.
d-vector Averaging LSTM- | MFCC Noise, signal length | ~85-92% Captures temporal structure. Slow, less
(LSTM) based embeddings (VoxCeleb) scalable. Moderate resource usage.
Siamese Speech spectrum STFT Quality of ~85-90% Few-shot capability. Depends on pair
CNN comparison spectrogram | positive/negative generation. Moderate resource usage.
(embedding- pairs
distance)
Voice Password (KWS — Keyword Spotting)
CNN- CNN for keyword MFCC/STFT | Noise, 95-97% Easy implementation, good
KWS classification spectrogram | pronunciation, (Google Speech | performance. Moderate resource
speech rate Commands) usage.
DS-CNN | Mobile-optimized MFCC Background noise, 92-95% Optimized for mobile devices. Lower
deep CNN limited vocabulary accuracy. Low resource usage.
CRNN CNN + recurrent STFT Utterance length, 96-98% Context-aware. More complex
layers for temporal | spectrogram | tempo variation training. Moderate resource usage.

modeling

Research results

The proposed voice access system enables both
speaker identification (i.e., determining who is speaking)
and speaker verification (i.e., confirming whether the
correct passphrase has been spoken). The authentication
process is organized in two sequential stages: first, the
system verifies the speaker’s identity, and then it checks

the correctness of the spoken password.

Registered Voioe Sampley

Recoed | .
Signal
Restructuring
Record 2 Frame Preparation
Record 30000
Feature Extraction
| -
¢
Spectrogram

e

Feature Extraction

peration / Color

19

MFCC Extraction

STFT-based

The study focuses on evaluating the
of two commonly used acoustic representations — the
Mel-Frequency
Cepstral Coefficients (MFCC) — on the accuracy of
speaker identification and verification. The extracted
features are analyzed using a convolutional neural
network (CNN) architecture with the application of
fine-tuning techniques to improve model generalization

spectrogram

and the

and performance (Figure 5).
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Fig. 5. Functional model of the proposed two-factor speaker authentication method

A series of experiments was conducted based on the
proposed method to validate and analyze its performance.
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and Mel-Frequency Cepstral Coefficients (MFCC) —
was evaluated and experimentally confirmed for the
task of extracting salient acoustic features.

The study further examined the design of
convolutional neural network (CNN)-based analyzers,
the impact of dataset partitioning into training,
validation, and test subsets, as well as the influence
of training duration and hardware requirements on
the system’s stability and real-time applicability.

Neural network models with convolutional
architectures were trained using a dataset organized as
described in Table 3:

— Speaker_ID — speaker identifier; the dataset includes
60 speakers (labeled Speaker_1 through Speaker_60);

— Digit — the digit spoken by the speaker (from 0 to 9);

— File_ID — unique identifier for each audio file;

—Volume — recording volume level (low,
medium, high);

— Pronunciation — articulation type (clear, muffled,
fast, slow);

— Duration — length of the recording in milliseconds
(ranging from 500 ms to 2499 ms).

Experiment 1 focuses on comparing the accuracy of
speaker identification based on Mel-Frequency Cepstral
Coefficients (MFCC) and STFT-based spectrograms.
The processing sequence for implementing the system
using MFCC features (Figure 6) is as follows:

— the initial dataset, consisting of WAV-format
audio recordings of digits (0-9) pronounced in English
50 times by each of 60 speakers, is loaded into memory
for further processing;

— each audio sample undergoes a resampling procedure
to standardize the sampling rate across the dataset;

— MFCC features are extracted from each audio
sequence, and the first 13 coefficients are stored in
a data array;

— a feature set is formed by pairing the extracted
MFCC vectors with their corresponding speaker
identifiers. The resulting dataset is then split into three
subsets: training, validation, and test;

— a convolutional neural network (CNN) is trained
using the training and validation data subsets;

— the trained model is evaluated on the test set to
determine the speaker identification accuracy.

Table 3. Dataset characteristics for training neural network analyzers

Speaker_ID Digit File_ID Volume Pronunciation Duration
Speaker_1 0 File_1 low clear 500ms
Speaker_1 1 File_2 medium muffled 501ms
Speaker_1 2 File_3 high fast 502ms
Speaker_1 3 File_4 low slow 503ms
Speaker_1 4 File_ 5 medium clear 504ms
Speaker_60 9 File_30000 high slow 2499ms

Audio Files > $ '\Udlf) » Normalization - ,M l'L§
Extraction Extraction
Y
I_rmncd - Model Testing <« Model Training < Rt
System Formation

Fig. 6. Sequential steps for implementing the system using mel-frequency cepstral coefficients (MFCC)

The workflow for the system based on spectrograms
(Fig. 7) differs in the initial preprocessing steps. Instead
of extracting MFCC features, the following operations
are performed:

— each audio signal is converted into a spectrogram
using the Short-Time Fourier Transform (STFT), and

the resulting image is resized to 305 % 184 pixels and
stored for further use;
— the spectrogram image is then loaded and its color
features are extracted across three channels (RGB) (Fig. 7);
— the extracted color channel data from the
spectrograms are used to construct the training dataset.
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Fig. 7. Example of a spectrogram

To compare the accuracy of systems based on
Mel-Frequency Cepstral Coefficients (MFCC) and
spectrograms, two neural networks with identical
configurations, architectures, and training parameters
were developed and trained. The only difference between
the two systems lies in the type of input features

Audio
Audio Files > X >
Extruction
Trained —
o <« Model Testing =
System

Normalization .

Model Training <«

used by the neural network: MFCCs in the first case
and spectrograms in the second.

Both models were trained using the same initial
dataset, consisting of 30,000 WAV-format audio
files. Each file contains the recording of one of
ten digits, spoken by one of 60 different speakers,
with each digit repeated 50 times per speaker under
varying conditions of volume, pronunciation, and
duration. The training was performed over the same
number of epochs for both systems (Fig. 8). To evaluate
the identification accuracy, both models were tested
using a hold-out test dataset that was not included
in the training process.

The results of evaluating training time and speaker
identification accuracy depending on the type of feature
representation (spectrogram or Mel-Frequency Cepstral
Coefficients) using a convolutional neural network
are presented in Table 4.

Audio-to-
Spectrogram >
Transformation

Spectrogram
Saving

4

Color Feature
Extraction

Dataset
Formation

Fig. 8. Sequence of steps for implementing the system using spectrograms

Table 4. Training results of systems using mel-frequency cepstral coefficients and spectrograms

Spectrogram Mel-Frequency Cepstral Coefficients (MFCC)
Number of Epochs | Training Time Memory Usage Accuracy Training Time Memory Usage Accuracy
20 7 rox. 48 xB. 15T6 73.13% 6 xB. 43 cek. 216 96.84%

60 23 rox. 57 xB. 15T06 80.9% 14 xB. 58 cek. 2T6 97.64%

The model trained using Mel-Frequency Cepstral
Coefficients (MFCCs) demonstrated 17% higher accuracy
compared to the model trained on spectrograms.
In addition, the training time for the MFCC-based model
was 23 hours and 42 minutes shorter.

Accordingly, further experiments focused on
analyzing the impact of different training/validation/test
splits within the working dataset were conducted
exclusively using MFCC features.

The proportion of validation data was gradually
increased by reducing the training portion, in order to
assess the relationship between dataset composition,
training time, and model performance.

The results of these experiments (see Figure 9) show
that training time decreases as the size of the training set

decreases. This outcome is expected, as fewer training
samples require less processing time per epoch.

However, the model accuracy also declines
with a reduction in training data. This indicates that
a larger training set improves the model’s ability to
make accurate predictions.

The highest accuracy, 97.4%, was achieved with
a 70% training / 15% validation / 15% test split.

It is important to consider that training time and
computational resources may be limited. Therefore, the
choice of data split should be based on a trade-off
between the desired accuracy and acceptable training
time. The conducted experiment enables the observation
of accuracy trends depending on the ratio between
training, validation, and test subsets.
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Effect of Data Spilt on Model Accuracy and Training Time
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Fig. 9. Impact of data split proportions on model accuracy and training time

In the course of this work, an additional experiment
was performed to determine the optimal sampling rate
that ensures the highest accuracy of speaker identification
by voice. The effect of various sampling rate values
on model accuracy was investigated. The initial dataset
consisted of audio files recorded at a sampling rate
of 48 kHz. For comparative evaluation, the most common
alternative sampling rates were also tested: 8 kHz,
16 kHz, 20.05 kHz, and 32 kHz. The results of this
experiment are presented in Table 5.

Table 5. Model accuracy as a function of audio
sampling rate

Sampling Rate (kHz) Training Time Accuracy (%)
8 14 xB. 57 cexk. 97.62
16 15 xB. 13 cexk. 98.02
20.05 16 xB. 59 cek. 97.84
32 17 xB. 05 cek. 98.06
48 17 xB. 52 cek. 98.28
88.2 19 xB. 35 cek. 97.77

Based on the results of the conducted experiments,
it was determined that the most optimal sampling rate is
48 kHz, which provides the highest accuracy, as well as
efficient training time and faster audio loading. Higher
sampling rates capture more detailed information from
the signal. In audio processing tasks, a higher sampling
rate may help the model detect subtle nuances and
fine-grained acoustic patterns, potentially improving
accuracy. Although such high sampling rates are not
traditionally used in speaker recognition tasks, each
dataset and task may have unique characteristics that
influence optimal system settings.

The experiments were also conducted to determine
the fine-tuning configuration of the convolutional
neural network (CNN) architecture — specifically,
the number of convolutional layers, training
epochs, and hyperparameter settings — to achieve
the highest possible speaker identification accuracy
while avoiding overfitting.

During the course of this work, a CNN was tested
with varying numbers of convolutional layers, different
training durations, and regularization techniques to
mitigate overfitting.

The process began with a baseline architecture of
three convolutional layers, each followed by MaxPooling
and BatchNormalization layers to enhance learning
stability and improve feature extraction accuracy.
Each subsequent convolutional layer doubled the number
of filters compared to the previous one, increasing
the model’s representational capacity and enabling
it to capture more complex patterns.

Throughout the testing phase, the number of
convolutional layers was gradually increased in order
to determine the optimal architecture and number of
training epochs. The initial model was trained on
a dataset consisting of 60 speakers, using the optimal
data split: 70% for training, 15% for validation,
and 15% for testing.

The results of these experiments are summarized
in Table 6.

Based on the results of preliminary testing,
the optimal neural network architecture was determined
to consist of four convolutional layers and 60 training
epochs, providing the best trade-off between model
accuracy and training time.
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Table 6. Evaluation of CNN architectures and training epoch counts

Number of Layers Number of Epochs Training Time Accuracy (%)
3 20 4 xB. 45 cek. 94.3
3 60 12 xa. 96.1
3 150 30 xB. 96.4
4 20 5 xB. 32 cek. 95.66
4 60 14 xB. 58 cek. 97.95
4 150 39 xB. 97.64
5 20 6 XB. 24 cek. 94.6
5 60 19 xB. 25 cek. 96.18
5 150 45 xB. 97.1
6 20 7 xB. 43 cek. 93.4
6 60 22 xB. 57 cek. 96.2
6 150 53 xB. 97.05

The achieved

and 58 seconds.

identification
was 97.95%, with a total training time of 14 minutes

speaker

accuracy

Table 7. CNN architecture and configuration details

A detailed description of the neural
architecture is provided in Table 7.

network

Layer Type Output Dimension Number of Parameters

Conv2D (None, 87, 13, 32) 320
MaxPooling2D (None, 44,7, 32) 0
BatchNormalization (None, 44,7, 32) 128
Conv2D (None, 44, 7, 64) 18496
MaxPooling2D (None, 22, 4, 64) 0
BatchNormalization (None, 22, 4, 64) 256
Conv2D (None, 22, 4, 128) 73856
MaxPooling2D (None, 11, 2, 128) 0
BatchNormalization (None, 11, 2, 128) 512
Conv2D (None, 11, 2, 256) 295168
MaxPooling2D (None, 6, 1, 256) 0
BatchNormalization (None, 6, 1, 256) 1024
Flatten (None, 1536) 0
Dense (None, 128) 196736
Dropout (None, 128) 0
Dense (None, 61) 7869

As a result of fine-tuning the model on a dataset
of 3,000 audio recordings from six new speakers, the
recognition accuracy significantly improved due to the
increased diversity of training data.

An accuracy level of 99.5% was achieved, while the
training time remained nearly unchanged, enabling
efficient integration of new users within a relatively
short period of time.

The second component of the proposed system
(Figure 5) is responsible for voice password verification.
The authentication principle is as follows: the user
is considered authenticated only if both the voice is
correctly identified and the spoken password matches the
one stored in the database; otherwise, access is denied.

At this stage, the analyzer is implemented as
a convolutional neural network (CNN) with four
convolutional layers, trained over 20 epochs.

The main difference from the architecture used
for speaker identification lies in the output layer —
in the wverification model, it contains ten output
neurons, corresponding to the ten digits that need to be
recognized as part of the personal voice password
(a digit sequence). A shared dataset consisting of
30,300 audio files from 66 different speakers was used
for training. In this case, each audio file corresponds
to one of ten digits. The training results of the digit
recognition model are summarized in Table 8.

Table 8. Training results of the neural network for spoken
digit recognition

Number of Number of Training Accuracy
Layers Epochs Time (%)
4 20 6 xB. 22 CeK. 99.82
4 60 18 xB. 4 cek. 99.4
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The model trained with fewer epochs demonstrated
higher accuracy, as the network trained over 60 epochs
encountered overfitting on the initial dataset. The result
of the complete multifactor authentication system for

Execution time: 1194.94 ms

[v]

6] True
15ZN4h1LeK. pIJW8fLvad50pgcNiHeK '

ISNVIeg8abegAteqh

one of the users — who was successfully identified by
voice and verified through correct password recognition —
is illustrated in Figure 10.

: True

Fig. 10. Output of the multifactor authentication method

Based on the console output, a general conclusion
can be drawn confirming the successful execution
of all experimental stages:

—the total processing time was 1194.94 ms,
indicating high execution efficiency;

— the password "9876" was successfully verified;

—voice verification was successfully completed,
yielding output values of [6, 6, 6, 6], which confirm
the authenticity of the speaker;

— the password was securely hashed using the bcrypt
algorithm, ensuring a high level of cryptographic security;

— the password was successfully matched and
validated, confirming its correctness and consistency
with the expected value.

These results demonstrate that the proposed system
effectively performs both password processing and voice
verification, delivering a high degree of security and
reliability. Among the key advantages of the proposed
solution is the maximum voice password verification
accuracy, which reached 99.82% using a convolutional
neural network with four layers, trained for 20 epochs
over a duration of 6 minutes and 22 seconds, with
MFCC features used for acoustic feature extraction.
The maximum speaker identification accuracy achieved
was 97.95%, using the same CNN architecture with
four convolutional layers, trained for 60 epochs over
14 minutes and 58 seconds. The average speaker
authentication accuracy of the proposed two-factor
biometric authentication system is 98.75%.

Conclusions

The relevance of the research is due to the growing
number of people with visual impairments and the need
to create As a result of this work, a two-factor voice
authentication method was developed and evaluated.
It combines speaker identification based on acoustic
voice  characteristics with  keyword verification

(voice password recognition). It is built using
convolutional neural networks (CNNs) and analyzes
two types of spectral features: STFT-based spectrograms
and Mel-Frequency Cepstral Coefficients (MFCCs).

A series of experiments was conducted to compare
the accuracy, training time, and computational resource
requirements associated with each feature type.

The highest speaker identification accuracy -
97.95% - was achieved using MFCC features in
a four-layer CNN architecture trained for 60 epochs.
The voice password verification model demonstrated
even greater effectiveness, reaching 99.82% accuracy
with the same architecture trained over 20 epochs.
The overall average accuracy of the proposed
two-factor method was 98.75%, which is a competitive
result for modern biometric security applications.

The use of MFCCs was shown to reduce training
time by a factor of 23 and memory consumption by
a factor of 7, compared to models using STFT spectrograms.
This makes MFCCs the preferred choice for real-time
applications, especially on resource-constrained devices.

The method was validated on a synthetic dataset
of over 30,000 audio recordings from 60 speakers, and
was further fine-tuned with new user data, achieving
an identification accuracy of up to 99.5%, demonstrating
its adaptability.

Analysis of sampling rate impact revealed that
48 kHz offers the best trade-off between accuracy
(98.28%) and computational efficiency.

The method is of particular practical value in the
context of human-computer interaction for individuals
with limited mobility or bedridden patients, as it enables
contactless and keyboard-free access to digital devices
via voice alone.

The findings confirm that the proposed method
can be successfully integrated into assistive technologies
or home automation solutions to enable reliable, accurate,
and adaptive biometric voice authentication.
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The scientific novelty of the study lies in the
comprehensive analysis of the effectiveness of spectral
features — MFCC and STFT spectrograms — for the
simultaneous tasks of speaker identification and
keyword-based voice verification (KWS) within a unified
convolutional neural network architecture, with a focus
on fine-tuning techniques.

The practical significance of the research lies in the
fact that its results can be directly applied to the
development of real-world contactless authentication
systems, particularly:

— in access systems for individuals with physical
disabilities, where traditional input methods are not feasible;

— in medical or household devices that require
hands-free interfaces;

— in mobile or resource-constrained environments,
where computational efficiency is critical — the use
of MFCC reduces training time by a factor of 23 and
memory usage by a factor of 7 compared to STFT,;

— in biometric security systems where high accuracy
is essential (97.95% for identification and 99.82%
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BapkxoBcbka Outecsi FOpiiBHa — KaHAWIAT TEXHIYHMX HAyK, JIOLEHT, XapKiBCbKUH HAIllOHAJIIBHUN yHIBEpCHTET
PpaioeneKTpoHikH, ToUeHT Kadenpyu EnekrpoHHnX o0uKMCIIoBalbHUX MAlMH, XapKiB, YKpaiHa.

ABO®AKTOPHA ABTEHTU®IKALIA
HA OCHOBI METOJY KWS TA I'OJI0COBOI BEPUDIKAILIIT

IIpeamerom cratTi € po3pobka Ta OLiHKA JBO(GAKTOPHOrO METOAY aBTeHTH(IKalil MOBLS HAa OCHOBI ifeHTH(]IKaLii ToI0COBOrO
BimOuTKa Ta Bepudikauii wmouoBux ciuiB (KWS), npusHadeHoro st Oe3meyHOro TOJOCOBOTO JOCTYNy B iHTepgeiicax
«TI0JIMHA-MaIlInHa», 0COOIMBO /U KOPUCTYBAdiB 3 0OMEXKEHOI MOOUIbHICTIO. MeToI po0OTH € CTBOPEHHS METOAY YIPaBIIiHHS
aBTCHTH(IKaLli€I0 MOBL 3 BUKOPUCTAHHIM KOHBOJIOUiNHMX HelpoHHHX mepex (CNN), mopiBHsHHS epEeKTHBHOCTI JBOX MIMPOKO
BHUKOPUCTOBYBAaHHMX METOJIB BHJIYYCHHS CIEKTPalbHUX O3HAK — CHEKTporpam Mein-yacToTHUX KerncTpanbHux koediuieHtis (MFCC)
Ta KopotkodacHoro neperBopennss ®yp'e (STFT). V crarti BupimieHO Taki 3aBIaHHSI: 3alPOIOHOBAHO MOJENb JABO(AKTOPHOrO
MeTony aBTeHTH(iKalii, M0 BKIOYae ifeHTH(]IKAI[I0 MOBIS Ta PO3Mi3HABaHHS TOJOCOBOTO MApOJisi; MOPIBHSHO SIKICTh O3HAK
cnekrporpam MFCC ta STFT; omineHo BIUHB KijbKOCTI enox, apxitekTypu CNN Ta mapameTpiB HaBYaHHS Ha TOYHICTh CHCTEMU;
JIOCJTI/DKEHO BIUIMB YacTOTH JUCKpeTH3alii Ha MPOXYKTHBHICTH MoJeliell. BHUKOPHCTOBYIOThCS Taki METONM: METOIH TIIMOOKOro
HaBuaHHs 3 apxiTekrypoto CNN, Toune HanamryBanHs, BuinydenHs: o3Hak MFCC ta STFT, MmaremaTiyHuil Ta CTaTUCTUYHMI aHaIi3
e(eKTHBHOCTI HAaBYAHHS Ta NOKA3HMKH HPOAYKTHBHOCTI cucremu. OTpuMaHO Taki pe3yabTaTu: Meron pocsar 97,95% rtouHocti
B izentudikanii mous 3a gomnomororo MFCC micnst 60 enox HaBuanHS Ta 99,82% TOYHOCTI B HEpEBipli TOIOCOBOTO MapoOIIs
3a nonomororo Tiei xk crpykrypu CNN micas 20 emox. CepemHsi TOUHICTH BChOrO Ipouecy aBTeHTHdikauii craHoBuna 98,75%.
Binbme toro, Bukopucranusi MFCC-03HaK [03BOJMIO CKOPOTUTH 4Yac HaBYaHHS B 23 pasu, a CHOXKHBaHHs mam'sTi — B 7 pasiB
nopiBHsiHO 31 crnektporpamamu STFT. BucHoBKM: Oyino peanizoBaHO Ta MOCHIIKEHO €(QEeKTUBHICTH IBOGAKTOPHOIO METOIY
roysiocoBoi aBTeHTH(IKaLil, 0 MOEAHYE iAeHTH(DIKAII MOBIS 32 aKyCTHYHUMHU XapaKTePHCTHKAMH TOJIOCY Ta IepeBipKy
ronocoBoro mnapoisa. [lomanplni HampsMKM JIOCHI/DKEHb BKJIIOYAIOTh BHMBUYEHHS BIUIMBY AaJbTEPHATHBHHUX CHEKTPaJIbHHUX
xapakrepuctuk (3okpema, CQCC, GFCC, npocogudyHux MapamMeTpiB) Ha IMiABUIICHHS TOYHOCTI Ta CTIMKOCTI 1O MiAPOOKH.
Ocob6nuBa yBara Oyjie npuijieHa ONTUMi3aiil MOei st eHeproe()eKTUBHOr O BUKOPUCTAHHS Ha MOPTATUBHUX MPUCTPOSIX.
Kuouosi ciioBa: onocoa aBrenTudikariis, igeHtudikaris, ronocosuit mapons, MFCC, cniekrporpama, CNN, MHI, 6iomeTpist.
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M. KIKOTb, FO. MAJIEEBA

MOJIEJIb JJOTICTUYHOI IHOPACTPYKTYPH
JBOXETAITHOI'O IMPOILIECY PECAMKJIIHT'Y CKJIAJTHOI TEXHIKH

Mpeamer pocaimkennss — Moxeni ¢(opMyBaHHS JIOTICTHYHOI 1H(PACTPYKTYpH pecaiKiIiHry CKIagHOi TEXHIKH 3 OISy
Ha JIBOXETAITHWH TIPOIeC MepepoOeHHs Ta 0araTOKOMIIOHEHTHOTO CKJIaJy BTOPWHHOI cHpOBHHH. MeT0I0 po0OTH € CTBOpEHHS
Mozieni (GopMyBaHHS JIOricTHYHOI 1HQPACTPYKTYpH MiANPHEMCTB PECAlKIIHTY CKIaJHOI TEXHIKH, YIPOBAJUKCHHS SIKOi 1acTh 3MOTY
3MEHIIUTH BUTPATH Ha TPAHCIIOPTYBaHHS BTOPWHHOI CHPOBHHH Ta po30ynoBYy iH(pacTpykTypu. 3aBHaHHS: DOCITIIUTH CYdacHHN
cTaH 1 nmpobneMaTnky cdepr nmepepoOIeHHs KOMIIOHEHTIB CKJIQJHOI TeXHIKM B YKpaiHi Ta 3a KOPJOHOM; BU3HAYUTH OCOOJIMBOCTI
IHppaCTPYKTYpH
pecalikiIiHTy CKJIQJAHOI TeXHIKH. MeToaW: MaTeMaTH4HEe MOJENIOBAHHS, METOAW PO3MIMICHHS-PO3MOAINY, CHCTEMHHH MiIXil.

JIOTICTHYHUX TIPOLECIB PECAHKIIIHTY CKJIAHOI TEXHIKH; pO3POOMTH Mojenb (OpPMYBaHHS JIOTiCTHIHOL
PesyapTaTH: mpoaHaNi3oBaHO CydYacHHH CTaH 1 NPOOIEMATHKY IIepepoOJIeHHS KOMIIOHEHTIB CKIAIHOI TEeXHIKH, 30KpeMa
HEJIOCKOHANICTh 1HQPACTPYKTypH, HU3BKUH PIBEHb COPTYBAaHHS Ta HEPIBHOMIPHICTH PO3MIIIEHHS IIiIPHEMCTB; INPOAHATI30BaHO
MXOAM [0 BUKOHAHHA 3aBJaHHA PO3MILIEHHS OO0 €KTiB 1HPPACTPYKTYpH pecallKiiHry, MoOyaOBaHO IBOPIBHEBY CTPYKTYPY
CHCTEMHU PECAHKIIHIY CKIaAHOI TEXHIKH, L0 MICTHTb MEPEeXy JOKaJIBHUX IyHKTiB 30MpaHHS Ta COPTYBAaHHSA Ta INEPEpPOOHUX
I INMPUEMCTB; 3aIPONIOHOBAHO MOJENb (OPMYyBaHHS JIOTICTUYHOI 1HGPACTPYKTYpH, Yy SAKIH y35TO O yBaru BUPOOHMUI MOTYKHOCTI,
TPaHCIIOPTHI BHUTpPaTH Ta O0araTOKOMIIOHEHTHICTh pecypciB. BHCHOBKH. 3ampornoHOoBaHO Mojenb (OpMyBaHHS JIOTiCTHYHOL
iH}pacTpyKTypu pecaliKiiHry CKIIaJHOI TEXHIKH, Y SIKii y34TO JI0 yBaru JBOXETAaITHHUIl XapakTep MepepoOIeHHs CKIaHOI TeXHIKH —
Bijl 30UpaHHsA Ta COPTYBaHHS 10 KiHLEBOrO NEepepoOJIeHHS KOMIIOHEHTIB, a TaKO)K TPAHCIOPTYBaHHS JIEKIJIBKOX BHUIIB pecypcy.
Moyenie  TIO€IHYE  €KOHOMIYHI,
Ha TPAHCIOPTYBaHHA BTOPUHHOI CHPOBMHM Ta po30ynoBY iH(MpacTpyKTypu pecaiikiinry. BuxopucranHs mozeni 3abesnedye
e(eKTUBHE IUIAHYBaHHS MEPEeXi MiANPUEMCTB PECAHKIIHTY 3 OMJISAy Ha BHPOOHMYI MOTYXHOCTI, JIOTICTUYHI MAapIIpyTH
Ta 00CATH Pi3HUX THUIIB BTOPUHHOI CHPOBHHH.

Kirouosi pecaiikiinr; nepepoOJieHHsT BTOPHUHHOI
iH(ppacTpyKTypa; JOTiCTHKA; JBOXETAIHA CHCTEMA.

HPOCTOPOBI Ta TEXHOJNOTIYHI aCHEKTH, W0 Ja€ 3MOry MiHIMI3yBaTH 3arajibHi BUTPaTu

cjioBa: CUPOBUHH; CKJIaJlHa TeXHiKa; OHTI/IMiSaL[if;IHa MOJCIIb,

Beryn JocnipKeHHs MUTaHHS epepoOieHHs OymiBelbHUX

BIZIXOMIB 1 BimXomiB pyiHamii po3riastHyTO B mpari [2].

Yepes  Biliny  Ykpaina  simroBxHymacs 3 Y HiH  CTaTTi TNPHUAIIAETHCA — yBara — Hacammepern
Oe3MpeLeIeHTHIMU pyiiHyBaHHAMU KUTJIOBHX, NpoOieMaM nepepoOseHHs Ta IOBTOPHOTO BUKOPHCTaHHS

IPOMAJICbKUX MPUMillleHb, PI3HUX iH(PACTPYKTypHHX  KOMIIOHEHTIB ckiajaHoi TexHiku (CT).

Ho xommonentie CT HamexaTh: MeTall, ILIACTHK,

CHOpYJ, TPAHCIOPTHUX OO0’€KTIB, a OTkKe, 1 3

BEIMYE3HUMH O00CATAMH BEIMKOTabapUTHHMX BiAXOmiB.  CKJIO, MIKpOCXeMH, KaOemi Ta IPOBIIHUKH, PpiTvHH
Brmaga TpoMan, HAceNeHHX IIYHKTiB, OCOONMBO THX, H MACTHIIA, NIONIETHIIEH, aKyMyIATOpH TOWO [3].

O TOCTPaXKJadd BiA OKyMNalii, He Mae cTparerii HeoOximHO ~ BHOKpeMHTH  KibKa  HampsMiB

mono 30epiraHHs Ta yTWwilizamii BigxomiB. Uepes  PECAHKIIHTY CKIIAJHOI TEXHIKH.

BiJICYTHICTB IOCTaTHHOI KiTbKOCTI CKIIafliB, COPTYBAIBHUX 1. 3ummenHs Ta noxoBaHHS TexHiku. Hampsm

JHHINT Ta e(beKTI/IBHI/IX MEXaH13MIB IOBOKEHHSA BU3HAYA€THECSI 3HAYHUM  HEraTUBHUM  BIUIMBOM Ha

3 BigxomamMm B KpaiHi 3pocTae KilbKicTh HemerambHHX — JOBKULISL. OCOONMBICTIO TAaKOX € BifICYTHICTH MPHOYTKY

CMITTE3BAIMIN, IO 3arpoXKye JOBKULIIO Ta 370pOB’I0  BiJ peamizailii mpoekTy.

HaceneHHs. HasBHI MOTY)KHOCTI HeJOBAaHTAXKeHi if 2. Kowmepmiamizamis  pecafixmiary.  Ilepenbadae

HE OXOIUTIOIOTH HaBiTh 0a30BWiI piBeHh MOOYTOBHX
BIIXOMiB, IO YHEMOXIHUBIIOE e(eKTUBHE OOpOOICHHS
GipI ckmaHuX (pakirii [1].

Baprto 3a3HaumTH, 10 TpobieMa IOBOKEHHS 3
BiIXOmaMu B KpaiHi iCHyBaja i 0 TMOBHOMACIITAaOHOTO
BTOPTHEHHS: NEPENOBHEH] 3BaJIMINA Ta IOJITOHH, CIadKa
KyJIbTYypa COPTYBaHHS ¥ TIepepOoOICHH BiIXOIIB.

po3bupanrs CT Ha CKIaTHUKH, OILIHIOBAHHS TEXHIYHOTO
CTaHy, PEMOHT, MOJEpHi3amito, 30epiraHHs Ta TMPOAAXK.
Leit wHampsM HaWOUIBII pamioHaTBHUNA Y  Tporeci
pecaiikmiary CT.

3. Tepepobnennss CT y BTOPUHHY CHPOBHUHY,
AKy MOXHA BHKOPHCTATH TIIOBTOPHO JUIS CTBOPEHHS
HOBUX 3pa3kiB CT.

© M. Kikors, HO. Maneesa, 2025
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BamuBUM MUTaHHSM, 10 BIUTUBAE€ Ha €KOHOMIYHUI
CKJIATHUK TIPOIIECY PECAWKIIIHTY, € PO3MIIICHHS 00’ €KTIB
IHQPACTPYKTYpH pecaikiIiHry,
PO3B’sI3aHHS SIKOI PO3IIISTHEMO B HACTYITHOMY PO3LII.

Cy4JacHI TMIiIXOTH J0

AHaJi3 OCTaHHIX J0CHiIKeHb | mMyOaikanin

00’ €KTIB

Jns

PECalKIIIHTY 1 MiJBUINEHHS JOTICTUYHOI e()eKTHBHOCTI

OIITUMAJIBHOI'O pO3MiI_[IeHHH

JOCIIZIHUKA ~ 30CEPE/DKYIOTh  yBary Ha pO3pOOJICHHI
MaTeMaTHYHUX MOJeNell Ta anropuTMmiB. Po3B’s3aHHS
3a/ay PO3TAllyBaHHS MiAIPUEMCTB, CKJIAQIiB Ta IHIIHX
IHPPACTPYKTYPHHUX

0araToacreKTHUM IIPOLIECOM — HEOOXi/IHO OpaTu 110 yBaru

HiI[HpI/ICMCTB € CKJIaJHUM

reorpadiuHi YMOBH, OCOOJMBOCTI 3E€MENBHOrO (HOHY,
JIOTICTHYHY JIOCTYIHICTh, E€KOHOMIYHY €(QEeKTHBHICTb,

eKOJIOoriuHi ~ OOMEXEeHHsT Ta  COIalbHI  KpUTEpii.

Y mMpOKOMY KOHTEKCTI Taki 3ajadi pO3MillIeHHs
HaJeXxaTb A0 ONTUMI3alLiiHUX, 10 ONUCYIOTh JIOTiCTUYHI
Mepexi Ta TpaHcmoptHi cucremu. s dopmanizarrii
BUKOPUCTOBYIOTb SIK AMCKPETHI MOZENI, TaK i HEMEePEPBHi.

3anaui PO3MIILIEHHS 00’€ekTiB HIMPOKO
3aCTOCOBYIOThCSI B pi3HMX cdepax JOTiCTHKH: BHOIp
MICIIS ISt LIEHTPIB 00CITyroByBaHHs abo AUCTPUOYIIIHUX
LEHTPIB; pO3TalllyBaHHS CEPBICHUX IYHKTIB y Mexax
VY GaraTbOX  JOCIIKEHHAX

periony. PO3TIIsIANHUCS

"meHTpuuHI" Mozeni pO3MIlIeHHs, SKI TapaHTYIOTh
TIOKPUTTSI MOITUTY, Ha 3pa30K 3a/ia4 PO3MIILEHHS JIiKapeHb
Iloni6ui  migxomu

Y [OXKSKHHX  CcraHimiin  [4].

3aCTOCOBYIOTH TaKOX Yy IUIAHYBaHHI pPO3pOOIEHHS
TEPUTOPiH, 3pOIIYBAIBHUX CHCTEM 4YH PO3TAIIyBaHHS
0a30BHX CTaHI[iil MOOITEHOTO 3B’ SI3KY.

Uepe3 3HauHy KUIbKICTh (DaKTOpIiB st BHOOPY
JIOKAIii 4acToO 3aCTOCOBYIOTh METONU 0araTOKpUTEPiabHOI
ornruMizamii abo ekcnepTHe omiHOBaHHA. lle mae 3mory
SIKICHI

IomaBaTH OO MOJIEI YUHHUKA TIOpsSn i3

kimpkicammu  [5].  [Ipote  3amydeHicTb  eKcmepTiB

MIPUBHOCHUTH CYO’€KTHBHICTH 1 3a3Jajerigb OOMexKye
MPOCTip TMOMIYKY MOXKIUBUX Micub. Bimomo, mo Takwit
CIIpOLIYE
00’ €KTHBHICTh PE3YIbTATIB.

M IX1T 3amady, aje MOXKe 3HIDKYBAaTH

VY HemiHIAHUX MOIENSIX BHKOPHUCTOBYIOTH METOJ
MHOXHHKIB Jlarpamka, mo6 Opatu 10 yBarum 0OMEKeHHs
3aBaHTAXEHOCTI BUPOOHMYMX IiHIH Ta MIHIMAITBEHO

HeoOXimauid  oOcsAr  mepepoOKH Ui JOCATHEHHS

eKOHOMIYHOi e(eKTUBHOCTI. 3acTOCYBaHHS p -MeiaHu
Ja€ 3MOTYy MiHIMI3YBaTH CEpeIHIO BIICTaHb MIiX
JpKepenaMH BiAXOAIB Ta IMYHKTaMH iX 30mpaHHS. Y pasi

HEpiBHOMIPHOTO TIPOCTOPOBOTO PO3IOIINY CHOXXKHBAiB

Ta CKJIIQJAHOI TeoMeTpii TepuTopii  3aCTOCOBYIOTH

aJIanTOBaHi aJrOPUTMH JUIsl HETIEPEPBHOI p -MediaHH, sIKi

JIEMOHCTPYIOTh 3HaYHE 3HIDKCHHS TPAHCIIOPTHHX BHUTpAT
3a BEJMKUX 00csATiB iH(OpMAaLii Ta 3alaHUX TPOCTOPOBUX
oOMexeHb. Y cTarTi [6] omucaHo MiAXia 10 po3B’sA3aHHS
3a/a4i po3MilIeHHsT 00’ €KTIB Ha HElepepBHOMY HPOCTOpI
CIocoOOM  3HAaXOMKEHHS  p -ONTHUMAaJbHUX  LIEHTPIB
(meniaH), sKi MiHIMI3YIOTh CyMapHy BiJICTaHb JI0 TOYOK

MOMUTY.  3ampOTIOHOBAHUI  aBTOpAaMHU  CBOJFOIIIAHUIMA
AJTOPUTM JEMOHCTPYE BHCOKY €(EKTHBHICTH 3a YMOB
3HayHOro o0csary iHdopmamii Ta CKIagHOI TeoMeTpil

npoctopy. Meroa HemepepBHOI p -MeliaHu € 0COOIMBO

KOPUCHHMM JUTS 3ajady, Je MOmUT abo JpKepena BiIXOJiB
PO3MOiICHI HEPiIBHOMIPHO a00 0€3 YiTKOI AMCKpETH3allii,
0 POOUTH HOr0 MPUAATHUM JJIsi MOJCIIOBAHHS CHCTEM
noricTuke y cdepi pecaiikiinry. PesynbraTi JOCHTIHKEHHS

MNpOAEMOHCTPYBAJIA, MO METOA [da€ 3MOry JOCAITH

CYTTEBOTO 3MEHIIICHHS TPAHCIIOPTHUX BHUTPAT i € THYYKAM
JIO aJianTarlii mij ocoOIMBI MPOCTOPOBI OOMEKCHHS.

HuHi icHye Hu3Ka ajropuTMiB 1  METOJIB,

NpU3HAYeHUX I pO3B’s3aHHS  OaraTOBHUMIipHHX

1 CKIQAHUX 3a7a4 pO3MIilleHHs. 30KpeMa METOAU

Ha OCHOBI TEHETHMYHHUX QITOPUTMIB 1 EBPUCTHYHUX
MiIXOIB  AaKTHMBHO BHUKOPHCTOBYIOTHCSl 3aBISKH  1X
3JaTHOCTI IIBHJKO 3HAXOOUTH e(EeKTHBHI pillICHHS

0e3 moTpedu B CKIAIHUX TEOPETHMYHUX OOIPYHTYBAHHSX.
K. Xak, /x. J[lxoitnc Ta M. Keii [7] nopiBHIOIOTH
TEHeTHYHI QJTOPUTMH 3 IHIIUMH  EBPUCTHYHUMH
METOJJaMH B TPOLIECI PO3B’sI3aHHS MACIITAOHUX 33734
PO3MIIIEHHsT Ta PO3MOALTY pecypciB. YV mocmimkenni [8]
3aIPONIOHOBAHO BJIOCKOHAJIEHUM LEHd CaMHUi aJrOpUTM
i3 3aCTOCYBaHHSIM TeOpii CIpHX CHCTEM JUIs PO3B’sI3aHHS
3a/a4l  ONTHMAJBHOTO PO3MILICHHS OO0 €KTIB OXOPOHU
3JI0pOB’SI B YMOBaX HEBU3HAUEHOCTI.

Cepen ykpaiHCBKMX [OCHIIHUKIB MOXXHA 3TagaTd
npari JI. Kopsikinoi ta JI. JIy6enrs [9] — anropurmu
cerMeHTarii, 11 (6}

TEPUTOPiaTBLHOT (hOpMyIIOI0TH

HeTepepBHi 3a/Jadi  ONTHMAaJIBHOTO MYJIBTHIUIEKCHOTO
pO3OUTTS MHOXKHH 3 OOMEXECHHAMH, (POPMATTI3aIi€I0 TKUX
€ MaTeMaTHYHa MOZETh 3a7adi PO3MIIMIEHHS CepBICHUX
pecypcis.

O. Kicenwona, C. Yc i O. ITpuromanosa [10] 3anporonyBaiu

HeHTPIB 1 TEPUTOPIaIbHOTO  30HYBaHHS

ABOXETANIHYy MaT€MaTU4IHy MOICIIb OIITUMAJIBHOI'O

pO3OUTTA Ta PO3MOLTY PECYpCiB y CHCTEMax, IO MAroTh

CTPYKTYpY,
gKa Moke OyTh ajamToBaHa UL 3a1ad  PO3MIIICHHS

MOENHAHY HENEepepBHY W  JHCKPETHY
B JIOTiCTHIIi, Pa30M 3 €KOJIOTIYHIMHU CHCTEMaMH.
Y KOHTEKCTI MPUKIIAJHAX MOAETCH TS peCaKIIiHTy

BaxmBrMH € nociipkeHras O. CTaHiHOI, sKa 3aIporoHyBaja
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METOIM  JIBOXETAITHOIO  pO3MINIEHHS  BUPOOHMIITBA
3 HemepepBHO po3mnoxiieHuM pecypcom [11]. Ictopudno
BOXUTUBUMH Ui Teopii 3aJMIIAloTbes poOOTH, IO
copMyBaIH OCHOBY KIACHYHUX MOJIENEH pPO3MIILEHHS.
Takok BapTo BigmaTH Hale)XHE YKPaiHCHKUM YYEHUM,
SIKI TOCHIJDKYIOTh PO3MIIIEHHS 00’ €KTIB y JIOTICTHYHHX
1 perioHabHUX CUCTEMAX.

3 ormany Ha OaraTto)akTOpHHIM XapakTep 3aaadi
Ta HasBHICTH OOMEXEHb Yy HAyKOBiH JiTeparypi
3aIpONOHOBAHO HH3KY MIIXOMAIB JO 1i PO3B’S3aHHS.
Cepen akryanbHHX MeToAiB Oyino oOpaHO W’SITh, IIO
JEMOHCTPYIOTh €(PEKTUBHICTh y 3a/a4ax ONTUMAalIbHOTO
PO3MIIICHHS CKJIAIiB y MeXaX JIOTiCTHYHHUX MEPeK
PECaNKIIIHTY CKJIaTHOI TEXHIKH.
[12]

MOxig s

Y  mnpaui 3alporoHOBaHO  TiOpUIHMI

CHMEBPHUCTUYHHI pO3B’si3aHHS  3a/1a4i
PO3MIIIIEHHS TMiINPHUEMCTB B YMOBaX HEBHU3HAUEHOCTI.
[Moennanust Tabu Search (meromy mast moCTymoBOro
NOKpAIlIeHHs pillleHb 13 3amam’STOBYBaHHSM IOIEpeIHIX
KpOKiB, II00 HE IOBEpTaTUCs A0 BXKE IEPEeBIPEHUX
BapianTiB) i Path Relinking (ctparerii, mo mae 3mory
3HAXOIWTH IIE€ Kpalll PIlICHHS CIOCOOOM IO€IHAHHS

JIBOX YCHINIHUX) Ja€ 3MOry e(eKTHBHO 3HAaXOAUTU

pillleHHs, IO MiHIMI3yIOTh 3arajibHi BUTpAaTH 3 OMIAY

Ha MOXJIMBI KONHMBaHHSA T[ONHTY Ta BHTpaT Ha
00CITyroByBaHHSI.
Hocmimkenns  [13] nemoHCTpye

IMITaI[iIfHOrO MOJICITIOBAHHSA I PO3B’sA3aHHS  3ajadi

BUKOPHUCTaHHA

pO3MIllleHHs ~ CKJIQAiB Yy  JIAHILIOTaX  I[TOCTavyaHHS.
3acrocopano  mporpamui  3acoobu FLEXSIM Ta
SIMMAG3D ans MozemoBaHHS PpI3HHMX  CLEHapiiB
pO3MIlllEHHsl, [0  JONIOMAara€  OMIHUTH  BIUIMB

pO3TallyBaHHS HAa e(PEKTHBHICTH JIOTiICTHYHOI CHCTEMH.

KpiMm Toro, mo0 3BakaTH Ha TaKi UYWHHUKHU, 5K
penbed, cTaH 3emenb, HasBHICTh 3a0yNOBH, JOCTYITHICTh
TPaHCIIOPTY TOIIO, Hepiiko 3BepTaroThes no GlS-anamnisy.
Mozeni

Y pobori [14] po3pobieHO MareMaThHuHi

Ta METOAM 30HYBaHHS #  pO3MilleHHS 00 €KTiB
y CHCTEMax eKCTPEHOI JIOTICTUKHM 3 BHUKOPHUCTAHHIM
reoindopmaniiianx cucrem (I'IC). 3okpema 3acTOCOBaHO
Jiarpamu BopoHOro 11 BH3HAa4eHHS 30H OOCITYrOBYBaHHS
Ta ONTUMAJLHOIO PO3MILIEHHS IIEHTPIB pearyBaHHs
B YMOBaX HaJ3BHYAIlHUX CUTyalill.

Hmwxue B Tabmuii

HABEICHO  IIOPiBHANBHY

XapaKTEepPUCTUKY METOJIB, OINUCAHO IX 1HCTPYMEHTH,

KJIFOUOBI BJIACTHBOCTI, NiepeBaru i oomexxenHs (Tadu. 1).

Ta6mmus 1. [Tigxoxu 10 po3B’si3aHHs 3a/1a4i PO3MILLIEHHS CKIIaiB

OcHoBHi
Ne Ha3ssa migxony iHcTpyMeHTH / Kurouosi BiacTuBocTi IlepeBaru OoMmesxeHHs
MeToau
. . - . Jlae KkBazionTUMaIIbHI IMorpedye
Ii6punnuit Onrumizanis Mepexi B ymMoBax | . ..
. Tabu Search, . . pilLlIeHHs 32 BETMKOI HaJIAIITyBaHHSI
1 | cumeBpucTHYHUI s HEBU3HAYEHOCTI Ta 3MiHHOTO . . . .
I Path Relinking po3MipHOCTi; HapameTpiB; BUCOKI
T Xizn TIONUTY N . .
aJlanTHBHHUIL 10 3MiH 004HCITIOBAIbHI BUTPATH
L . A€ 3MOT'y OLIHUTH .
ImiTaniiine MopnentoBaHHs KL1IOBaHHS A . . IMotpelye HassBHOCTI
2 | MOIenmoBaHHS FLEXSIM, Me Z:mci cmanqu;zH i]:;lﬂylx HACTILICH 3MIH Y HOCTposino'i iHpopmaii;
. SIMMAG3D P € P CTPYKTYpi JOriCTHYHOT 'P pOpMALIL,
JIOTiCTUKH CLieHapiiB : CKJIaJIHICTh BaJIiraLii
Mepexi
. L He 6epe no ysaru
IIpocropose 30HyBaHHS Ta Bisyamnizauis ta pe 210 yB .
. . . . . MOTYXXHICTh 00’ €KTIB;
I'IC 3 niarpamamu ArcGIS, QGIS, |anaini3 goCTymHOCTI AJIst IHTerpalLisi peabHuX .
3 S . o0Me)KeHa TOUHICTh y
Boponoro Python OINTUMi3alii HOKPUTTS KaprorpadiaHux AR
o : IIITBHIN MiChKil
TepUTOPii HOKa3HMKIB .
3a0ynoBi
MaremaTtuyHe CxuaiHicTh
MOJIEITIOBaHHS Merox Po3B’si3aHHs 3amadi 3 3Baxka€e Ha peasbHi (dhopMymoBaHHS Ta
4 | (ueniuiitna MHO)KHHKIB 00ME)KEHHSIMH 32 MOTYXKHICTIO | BUPOOHWYI OOMEKEeHHS, | iHTepmperalii s
onTuMi3aliisi, Teopist | Jlarpamka CKJIQJIiB 1 TPAHCTIOPTOM TOYHICTD 3HAYHOI KUTBKOCT1
JIBOICTOCTI) 00’€KTiB
L . 3MeHIIye cepeaHi .
M OnTHMi3alis po3MilleHHs BumMarae inTerpanbHuX
Teomerpirina eron 00’€KTiB y pocTopi 3 BUTPATH Ha 03paxyHKiB; HE
5 | onrumizaris, HENepepBHOL ymp P13 TPaHCIIOPTYBaHHsI; Oepe PO3PAXYHKIB,
. . i HeTepepBHUM PO3IOJIIIIOM . I IXOAUTB JUIS MaJIUX
IHTErpajibH1 METOIU p -memann . h JI0 YBaru po3cCIsiHy .o
BIIXO/IiB . TepHUTOpii
reorpadiro
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Jns BUOOpY ONTHMANbHUX MICIh PO3TALIYBaHHS
CKIaJiB 1 BUPOOHMYMX MaWIaHYMKIB pecailkIiHry

3a3BUYall  3aCTOCOBYIOTH KOMIUICKCHI ONTHUMIi3aiidHi
Mojedi, mo OepyTh 10 yBardm TPaHCIIOPTHI BUTPATH,
BUPOOHMYI  IIOTYXHOCTi, TeorpadiduHi 0coOIMBOCTI
Ta COIliaJIbHO-CKOHOMIUHI oOMexkeHHsA. [Ipore uepes
CKJIQJIHICTD PEajbHUX JIOTICTHYHUX CHCTEM OJHUX JIHIIE
MaTeMaTUYHUX METOJIB HEJOCTaTHbO. ToMy Bce OiIbIIOi
Baru HaOyBae iMmiTaliiiHe MOJENTIOBaHHS SIK €QEKTUBHE
JIOTIOBHEHHSI /10 ONTHMIi3alliHHUX MiIXO/IB, IO A€ 3MOT'Y
THYYKO  aHali3yBaTW  pi3HI  cCleHapii, 3BakaTu
Ha JUHAMIKy 3MiH CEepe[OoBHINa M aJanTyBaTh pillIeHHS

y B3aemoyii 3 aeruaentom [15].

ITocTaHoBKA 3aBAaHHA JT0CiIIKEHHA

3) po3pobutu Monenb (OpPMYBaHHS JIOTiCTHYHOL
iHppacTpykrypH pecaiikiinry CT.

3i cBOro OOKYy CTBOPEHHS ONTHMI3AIiiHOI MOZAEI
noTpeOye po3B’sI3aHHS TAKUX ITUTAHb:

— BH3HAYCHHS THITY ONTUMI3alliiHOT 3a1a4i;

— (opMyBaHHS NUTKOBOI QYHKIIII, IO Oepe 0 yBaru
OCHOBHI BH/IM BUTpaT Ha )OPMYBaHHsI iHPPACTPYKTYPH;

— (opMyrOBaHHST OOMEKEHD OITHUMI3ALIHOL 3a/1a4i.

CyuacHuii ctad cdepu nepepodeHHsI KOMIIOHEHTIB
CKJIAJTHOI TeXHIKHU

AwHamiz cy4acHMX JOCHI/DKEHb CBIAYHMTH, IO
OUIBIIICTE POOIT 30CEpEeKEHO Ha 0a30BHX MOJEIIX
PO3MIIIEHHS, SIKI PO3IIUPIOIOTHCS BHACIIIOK JIONy4YEHHS
YMOB,

BUPOOHHUIITBA,

oOMEXeHHs Ha
MPOIYKIIT,

J0JaTKOBHUX TaKuX K

oocaru KUIBKICTE  BHJIIB
0araToKpHuTepiabHICTh TOIIO.

[Ipore 3HauHa yacTUHA JOCIHIIKEHb OOMEXKYETHCS
OIHOETAITHUMU 3aJa4aMy a00 pO3IIAaE TPAHCIOPTYBAHHS
OTHOTO BHJY pecypcy, HIO He BIJINOBIJA€ CKIAJHOCTI
pealbHUX CHCTEM pECalKIiHTy, N HeoOXigHO Oparu

JI0 yBaru 0araToOCTYIIEHEBI MPOLIECH Ta PI3HOMAaHITHICTh

BUAiB  Bigxomis. Omxe, MoZeli, 110 3Ba)kaloTb
Ha 0araTonpoyKTHBHICTb i OararoeTarnHicTs,
3aJIMIIAIOTHCS HEMOCTATHRO PO3POOICHUMH.

3a3HayuMo, 110 ICHye OOMeXeHa KUIBbKICTh

JOCTIDKeHb, IPUCBIYEHNX ONTHMAJIBHOMY PO3MIILCHHIO

CMITTECOPTYBAJIBHUX  IIJIPHEMCTB Y  KOHTEKCTI

IHTErpOBaHUX  CUCTEM  YNPABIIHHA  BIAXOAaMHU.
Binburicte Takux poOOIT TMPHUCBIYEHO MEPEPO3MOIITY
TBEPAUX MoOyTOBHUX BIIXOMIB, HE3BAKATOUH
Ha 0araTOKOMIIOHEHTHICTh Tpomecy pecakimiary CT
Ta 0COONHMBOCTI 1HQPACTPYKTYPH.

Merta 0CIIDKeHHST — CTBOPEHHSI Mojielti (popMyBaHHs
JIOTiCTHYHOT THPPACTPYKTYPH MiIIPUEMCTB PECANKIIIHTY
CT, ympoBamkeHHS SKOI JacTb 3MOry 3MEHIIUTH
BUTPATH Ha TPAaHCIHOPTYBaHHS BTOPHHHOI CHPOBHHH
Ta po30ynoBy iHppacTpykrypu pecaitkminry CT.

Jns  3mificHEHHS OKpECIeHOI MeTH HeoOXimTHO
BUKOHATH TaKi 3aBJaHHS:

1) mpoaHamizyBaT  CcydacHWH ~ cTaH  chepH
nepepoOIeHAsT KOMITOHEHTIB CKJIATHOI TEXHIKH;

2) BHM3HAYUTH OCOOJMBOCTI JIOTICTHYHHX MPOIIECIB

pecaliKIIiHTy CKJIaJHOI TEXHIKH;

[MpoaHanizyeMo cy4acHHUi cTaH cepu rnepepodIeHHs
BTOPWHHOI CHPOBHMHH B YKpaiHi Ta 32 KOPJJOHOM.

Jo mnoBHOMacmitaOHOI BiliHM YKpaiHa Maia
nepepoOsICHHsS BIAXOmIB Ha T

HU3bKHH  piBEHb

JOMIHYBaHHS  3aXOPOHEHHs: MepepoOIisuIocs — JIHIIe
01m3bKo 5—7% MOOYTOBHX BIAXOMIB, a pellTa IoTparuisiia
Ha YHCIIEHHI JIeralbHi ¥ HeJerajbHi CMITTE3BAJIMILA.
nedinury

CHPOBHHHM, OCKUIBKM CHCTEMa pO3JAIIBHOIO 30UpaHHS

Ile mpu3Bonuno 10 SKICHOI ~ BTOPUHHOI
BigxofiB (akTu4yHO Oyrna BIACYTHSA. YHACHIJIOK LOT'O

BITYM3HSHI MIANPUEMCTBA BUMYLICHO IMIOPTYBaJU
MakyJiaTypy, IOJIMEepHI MaTepianu Ta CKJIOOIH Juist
3abe3mneyeHHst cBOiX moTped y cupoBuHi [16].

Cranom Ha 2020 p. B VYkpaiHi mpaioBaio
17 mignpueMcTB i3 mepepoONieHHsT MakynaTypu, 39 —
nonimepis, 19 — [IET®-cupoBunm, 16 — cxinodoro (puc. 1).
[opiuHo Ha TepepoOHi MmiIpUEMCTBa YKpaiHU MOTpaIuise
160 tuc. T momimepiB, 50 tuc. T IET-msmok. IIpore
MOTY>KHICTb MiJMPUEMCTB 13 TIEpepPOOIICHHS TTONIIMEPIB Ta
MET-nnsimok, HanpuKIiaja, 3aBaHTaXKeHa TiNbKUA Ha 65%.
VY 28 HaceneHHMX MyHKTax MPaLIOTh 34 COPTYBaJbHI
minii, y 17 HaceleHHX MyHKTaX YIpPOBaKYHOThCS
COpTyBalIbHI KOMIUIEKCH. Y 1462 HaceleHHX ITyHKTaX

BIIPOBA/DKYETHCS ~ PO3MiTbHE 30MpaHHS  MOOYTOBUX
BimxoniB  [17]. Cepexm  mignpmeMcTB €  OOUH
CMITTECTIANIIOBAaIbHAN — KHiBChKuM 3aBox "Enepris",

[0 cHamre O0au3bKo 25 % 3arajbHOI KIJIBKOCTI CMITTS

CTONHIl, JKATOMHUPCBKUI CMITTENEpPepOOHUN  3aBOL,
Bimkputuii 2023 p. 3 motyxHicTiO epepodmerHs 85000 T
Ha pIK, Ta e onuH y JIbBOBI, KU INIAHYIOTh 3aITyCTUTH
2025 p. 3 moryxkwictio 250000 T Ha pik. Takox
MIHICTEPCTBO 3aXHCTY JOBKUIISA Ta MPHUPOIHUX PECYPCiB
chopMyBaO TUIaH PO3MIIICHHS HOBHUX 3aBOJIB, KU
nepenbadae 207 MPOEKTIB, MO0 MAIOTh 3 SBUTHCSA II0
Beilt kpaini 1o 2034 p.

Y €Bpomi npamroe moran 500 cMiTTeCHaTOBaTFHAX

3aBoiB, ame kpainm €C MOCTYNOBO BiIMOBISIOTHCS
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Bil CHATIOBAaHHA Yepe3 CEKOJIOTIYHI pPU3HKH, BHUCOKY

BapTicTh Ta iHmI Qakropu. CramoBaHHI — OXUH
i3 HaHIOpOXKYMX CIIOCOOIB BUPOOHUIITBA €Heprii —
HE 3HUIIYE B1IXOM MOBHICTIO, a JIMIIE 3MEHIIYE iX 00’ €M
1 TiABHIIYE TOKCHYHICTb, CTBODIOIOYM HeOe3MeyHi

Mo0IYHI MPOIYKTH, IO MOTPEOYIOTH 3aXOPOHEHHS.
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Puc. 1. Indppactpykrypa nepepoOlieHHsI BTOPHHHOI CHPOBHHH
B YKpaini cranoMm Ha 2020 p.

Cepen KpaiH, [ne
iHppPaCTPYKTypa pecauKiIiHTYy,
guctux € IlIBemis, ska 3a odimiiHO0 iH(OpPMAITIED
100%
Bigxoxie (TIIB). Ilpore ui moOKa3HHKK Cymnepedyarb

€BPONEHCHKUX pO3BHHEHA

OIHICIO 3 HaWOUIbII
nepepoOisie  Maibke TBEpAMX  TOOYTOBUX
IIMCHOCTI, OCKIILKH Maibke 50% IBEICHLKMX BigXoiB
CHAJIIOEThCs, a 1€ aOCONMIOTHO IHIIMKA Mpolec Bij
nepepoOiieHHs, 1 B YkpaiHi zie 32 cMmiTTecnanoBalibHi
3aBoay, e 3 2000 p. mo 2015 p. cnamoBaiy B CEpeaHBEOMY
Mmaibke 50% ycix cBoix TIIB. Illomo mepepoOneHHs,
2015 p. lIBenis nepepoduna 32% BifJ 3aranbHOro 00Csry
TIIB (48% pa3om 3 OpraHiYHUMH BiJXOJaMH), XO4a
e 1 JyxKe Janeko Bix 3arambHOi MeTH €BpOMNENChKOi
koMmicii mozno nepepodienns TIIB y 65% mo 2030 p.
2020 p. llIBewist 3ampoBajmia MOAATOK 75 KpOH
32 TOHHY CHAJEHHX BIJXOMIB, 30KpeMa IMIIOPTOBaHHIA
RDF i3
CHAJIOBAHHA JUIS JOCIATHEHHS KIIMAaTHYHHAX IJIEH

BenukoOpuranii. MeTolo € CKOpOYEHHS
i ehekTUBHIIIOrO yIipaBTiHHsA Bigxomamu [18].
Cranom Ha 2017 p. (byHKI1 OHYBAJIO

285 minpueMCTB 13 KOMIIOCTYBaHHsS, SIKi 00poOsiin

B Itami

Omu3pko 3,3 MJIIH T TBEpPAWX MOOYTOBHX BIiAXOIIB.
Y Jlurei 3 2011 p. 3adikcoBaHO CyTTEBE 3pOCTAHHS

o0CsTiB  KOMIIOCTYBaHHS — 3 mpubmmsno 2,5% mo
moHax 20%. Bopmmowac IpmaHmis — geMoHCTpye
CTpaTeTiYHWN  WiAXiA OO0  YOpPaBIiHHI  OKPEMUMHU

MMOTOKAMH BiIXONiB, BCTaHOBMBIIKM MeTy: no 2030 p.

3a0e3meunTrt  mepepoOiieHHS ab0  KOMIIOCTYBaHHS
70% ycix makyBambHHX MaTepiaimis [19].

B Icmanii mie 137 cMitTenepepoOHUX MiATPHEMCTB,
SIKI IOPOKY 00poOstoTh 01mM3bpK0 13 MIH T BiOXOAiB.

Bonn mominsAioThCs HAa IIICTH  KATETOpid: 4YOTHPH

MPAMOTh 13 3MIMIAHUMH TTOOYTOBUMH  BiTXOIaMHU
(copTyBaHHSI, KOMITOCTYBaHHsI, OiOCYIIiHH, OloMeTaHi3ais),
a aBi — 3 po3auIbHO 3i0paHMMH  OiOBigXOJaMU.
I3 3MimTaHuX BiAXOMIB BAAETHCS BUWIIYYHTH OJH3BKO 5%
BTOPUHHOI CHPOBHHH (TIEPEBAXKHO TUTACTHK, METaJIH, TAITip),
a pelTa ine Ha BUpOOHUIITBO Giora3y abo y Bimxomu [20].
BiamoBigHO 0 CTAaTUCTUYHUX TOKa3HWKiB [21],
cepel 3aBONiB, MO (i3MYHO NEpPepoOIISIOTH BIAXOAN
(30KkpeMa IIACTUKOBI, CIIEKTPOHHI, METajJeBl TOIIO)
Ha HOBI Matepianu, niaupye HimeyuwmHa 3 KiJbKiCTIO

1840 on., a 10-te wmicue mocimae benbris 3 250 om.
(puc. 2).
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Puc. 2. KinpkicTh mianpueMcTs i3 nepepodienHs B kpainax €C

[Ticns mpoBeneHHs: aHammizy Oyiio B3SATO JO yBaru

chepi
pecaiikininry kpaid. [lopiBHSBIIM 1X 31 CTATHCTUYHUMH

NpUKIaAn  1HQPACTPYKTYpU PO3BHHEHHUX Yy
MOKa3HUKaMM Y KpaiHW, MOJKHA [IPUNTU A0 BUCHOBKY, 1110
B KpaiHi HEOOXiZIHO pO3pOOUTH ONTHMI3aliiiHI PillIeHHS
JUTs CTBOpEHHs1 crcTeMu edekTuBHOro nepepodents CT.

Oco0MBOCTI JTOricCTHYHMX NMPoLECciB pecalKIIiHTy
CKJIAIHOI TeXHiKH

3aranom mporec pecaiikiiary CT e GararoetarmrHUM.

Ha nepuiomy erami OpraHizoByrOTh 30UpaHHS Ta
copryBaHHa BimmpansoBaHoi CT, BH3HA4YarOTh OCHOBHI
JDKepeTla YTBOPEHHS BiIXOMIB, cepell SKUX MPOMUCIIOBI
T IPHEMCTBA, KOMYHAITBHI CITyOH, TOPrOBeIbHI MEpexi,
OymiBenmbHI KOMMAaHIi Ta MPHUBAaTHI JOMOTrOCIIOJApPCTBA.
AHami3z 00cAriB, Ckiagy W TepiOJUIHOCTI YTBOPEHHS
BIIXOMIB Ja€ 3MOry c(hOpMyBaTH CTPATETIIO ONTUMAJIBHOTO
po3TalTyBaHHs ITYHKTIB 30upaHHsI. BoHM po3MimIyroThCS
3 Oy Ha TEPUTOpialbHy IIiITBHICTE BIIXOMIIB,
TPAHCIIOPTHY JOCTYITHICTb, MOXIIUBICTh PO3LINPEHHS
i1 13HUX IUTAXIB 0 COPTYBAJIbHUX IIEHTPIB.
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[Ticns 30upaHHs BigXOM IMANAIOTHCS IIEPBUHHOMY
COPTYBaHHIO, MiJl Yac SIKOTO BiJOKPEMIIIOIOTH pi3Hi
MaTepiaid, TaKi sSK IUIACTHK, METall, CKJIO, OpraHigHi
BIZIXOITU Ta €JICKTPOHiKa. JI0MaTKOBO MaTepiaiy MpecyroTh
Ta YIIUJIBHIOWOTH JUIS ONTUMI3allii TPaHCIIOPTYBaHHS,
MOAPIOHEHHST BENMKHX O00’€KTIB, a TAaKOX BIIYYCHHS

HeOe3MeYHNX  KOMIIOHEHTIB, 1[0 HE IIIArarTh
MTOANTBIIIOMY 00pOOJICHHIO.
Hpyruit  eran  pecaiikmiary CT  oxorutoe

TPAHCIIOPTYBaHHS BiJICOPTOBAHMX BITXOMIB 13 IYHKTIB
30UpaHHsA 70 MepepOoOHUX MiIIPUEMCTB, OE3MOCEPETHBO
TEXHOJIOTIYHI ~ IMPOIECH MEpepoOSicHHS, a  TaKOXK
MOAAJIBIIMH PO3MOJIT OTPUMAHOI BTOPUHHOI CHPOBUHH
MIXK KIHIICBUMU CIIOKUBAYAMH.

Ha mouatky 1poro eramy He0OXiTHO 3a0e3MEUUTH
OpraHi3allifo TPaHCIOPTHUX TPOLECIB MK ITYHKTaMH
30MpaHHs Ta COPTYBaHHSA JO TMEPepoOHHUX IIEHTPIB.
Onrumizallis MapupyTiB TPaHCIIOPTYBaHHS IPYHTYETHCS
TepUTOpiaibHe

Ha ToMy, MO0 OpaTth 10 yBaru

posramryBaHHs ~ 00’€KTiB, 0OCSATM  BiOXOAIB,  fKi

i UIATaloTh [IEPEBE3CHHIO, Ta MPOITYCKHY CIIPOMOXHICTh
KOXXHOT'O MiAMPUEMCTBA.
ITicaa Bigxomu, 110

LBOr0  HEepepoOIISIOTh

HaIXoddaTh Ha Hi,Z[HpI/ICMCTBa. BaxnuBuM acmekToM €

Puc. 3. Cxema noxeranHoro npoiiecy pecaiikiiary CT

Otxe, y cucTeMax, MO0 MOEIHYIOTH JIOTiCTHYHI
W BHUPOOHWYI TIpoOIeCcH, KIOYOBUMH KOMIIOHEHTAMHU

€ JBa THINU MiANPHEMCTB: Tepmn (MigIpHeEMCTBA

TIEPIIOro PiBHS) MPU3HAYEHI I 30MpaHHS MPOCTOPOBO
pecypeis,  apyri
MOZAJTBILIOTO

pPO30CEPEMKEHNX  MaTepialbHHX

(manpuemMcTBa APYroro piBHS) — IS
BHUKOPUCTAHHS a00 TepepoOsieHHs pecypciB. 3a3BHuait

MIIPHEMCTBA, IO 3IIMCHIOIOTH IEpPBHHHUN  30ip,

00CIyTOBYIOTH  3aKpilUICHy 3a HHMH  TEPHUTOPIIO.

Pyx maTepialbHHX IOTOKIB y MeXaxX TaKoi CHCTEMH
BiIOYBA€THCS  TOETAITHO:

CIIOYAaTKy — Bi,Z[ JOKEpE

KOHTPOJIb 32  BIAMOBIAHICTIO  OOCSATIB  BiIXOJiB

MOTY)KHOCTSIM ~ IIJNPHEMCTB, IO peaji3yeTbes 3a
JIOTIOMOTOI0  MaTeMaTUYHUX Mojerneld OalaHCyBaHHS
MIOTOKIB CHPOBHUHH.

[licns  mepepoOieHHS ~ OTpUMaHa  BTOPWHHA
CHpPOBMHa a00 EHEpreTHYHI PecypcH PpO3MOIUISIOTHCS
MDX KiHIIEBUMU criokuBauamu. Lleii mportec mependadae
aHaJIi3 TIOMUTY Ha TepepoOIICHI MaTepiaau, ONTHMIi3alliio
Mepexi  IMocTayaHb 1 BHOIp  Haile(eKTHBHIIINX
TPaHCIIOPTHUX 3aco0iB sl iX gonpaBiieHHs. OCKIJIBKH
Miclsl  CIIOKMBAaHHS MOXYTh OyTH TepUTOpialbHO
PO3MOAITICHUMH, BXKIMBUM € BUOIp MICIIb pO3TalIyBaHHS
CTpaTeriyHuX IEHTPiB 30epiraHHs Ta MepeBaHTaKEHHSI.

Omxe, y3aranpHeHuit mnpouec pecaiikiinry CT
MICTHTh J[BA €TalH, 1, BIAIOBIJHO, CTPYKTypa CHCTEMHU
nependavae n8a pieHi (puc. 3):

1 piBeHp — JIOKaNbHI MiANPUEMCTBA 31 30MpaHHS
i copryBanus (JI[13C), mo 3aiiMaroTbCsi TEPBHHHUM
OOpOOJIEHHSIM ~ BIAXOMIB:  30WMpaHHSM, COPTYBaHHSIM
1 MATOTOBKOIO JI0 MOAAIBIIONO ePEpOOICHHS;

2 piBeHb — mianpuemctBa 3 nepepobnenus (I1I1)
BigxoniB. BoHn MoxyTh OyTH By3bKOCIELialli30BaHUMHU
abo MIKMPOKOro Mpodiio, 0 IepepolsOTh pi3HI
BUIM BiAXOMIIB.

- ¥ Nignpecmcresa

Apyroro evany

()

BUHUKHEHHS PECypCy A0 IyHKTIB 30HMpaHHA, a mam —

Bil TONEpEeNHBO OOpOOIEHMX UM  BIICOPTOBAHUX
MarepiajiB JI0 Creliai30BaHuX 3aBOIB, 10 3a0€3MeTyIOTh
KiHIleBe OOpOoONeHHS abo CHOXWBAaHHSA. Y KOHTEKCTI
MepeXi MAMPHEMCTB, IO YIPABIAIOTH BiIXOHaMHU,
pecypcom € Bimxomm y Burisami CT, HempumaTHOL
JI0 BUKOPHCTAHHS Ta 3 BUUEPIIaHUM pecypcom [22].
3a3HauMMO, IO BHUTPATH B CHCTEMi PECAHKIIHTY
Ta TepepoOICHHS BTOPUHHOI CHPOBHHH TICHO ITOB’S3aHI
3 BHKOHAHHSM 3aBJaHHS PO3TAllyBaHHS Ta BH3HAYCHHS

ontuManbHOi KinbkocTi JITI3C Ta IIII. 3i 30iapMIeHHIM
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KIJIBKOCTI nepmux 3pOCTArOTh BUTpATU Ha

TPAHCIIOPTYBAHHS BIiJIXONIB 10 JIPYTHX, OJHAK BOAHOYAC
CKOpOYYIOTHCS ~ BUTpaTH Ha  30MpaHHS  BiJIXOJIB
y HaceJeHMX ITyHKTaX, II0 MOXXE 3arajoM 3MEHIIUTH
BUTpaTH Ha Jorictuky. Kpim Toro, miaBHIIyeThCS
3pY4HICTD IS IHIDUX  JDKepel

BinnpankoBaHoi CT, OCKIIBKH ITYHKTH 30UpaHHs CTarOTh

HAceleHHd Ta
OibIl  JOCTYNHMMH. BomHowac 3pocrae 3arajbHUHA
0o0CsSr NMPOMDKHHUX 3amaciB BiIXOAIB y CHCTeMi, Xo4a
00Csr, IO HAKOMUYYEThCS HAa KOXKHOMY OKPEMOMY
JITI3C, 3meHmyeThes. ExcriryaraniiHi BUTpaTH Ha OfHE
JIOKAJIbHE TiIIPUEMCTBO MOXKYTh OYTH HMXKYUMH, OJTHAK
3arajbHi BUTPATH Ha yTPUMaHHS Mepexi Takhux 00’ €KTiB
i IX yHOpaBIiHHS 3pOCTalOTh, XO4Ya TEMIH IIHOTO

3pOCTAHHs IIOCTYIIOBO CIIOBUNBHIOIOThCS. BomHouac
ckopodeHHs kinbkocti JIII3C 30inmbirye BifcTaHb Mix
JDKepeNlaMi  yTBOPEHHS BIAXOMAIB 1 MiCLsIMHM 30MpaHHS,
M0 MOXE YCKIQJAHUTH  OXOIUIGHHS  TEPHUTOPIi,
JOCTYIHICTh ]ISl HACENEHHS Ta 3HU3UTH e(EeKTHBHICTBH
cucremu nepepoOneHHs. Tomy Juis MiHiMi3anii BHTpaT
Ba)KJIMBO HE JIMILE ONTUMI3YyBaTH KiJIbKICTh MiANIPUEMCTB
000X eramiB, a W MpaBWIBHO 00OpaTH iX po3TallyBaHHS,
3BaKAIOYM Ha BIJICTaHb JO HACEJCHUX ITYHKTIB, 00CST
BaHTa)X000II'y Ta HasBHY TPAHCIIOPTHY 1HPPACTPYKTYPY.

Omxe, Ui PO3B’sI3aHHS 3aBAAHHS PO3MIIICHHS
MIAPUEMCTB TIEPILIOTo i JIPYroro eramiB pecalKiIiHry 3
METOI0 MiHIMi3alii BUTpAaT, IO NependavyaoTh BUTPATH
Ha po30yIOBYy HOBHUX 3aBOJIB 1 BUTpPaTd Ha
TpancrnopryBanHs BigxoxaiB Mk I Ta JIII3C, HeoOXixHO
chopMyBaTH MaTeMaTHYHY IIOCTAHOBKY IIBOXETAIHOI
3a/a4ul ONTHMAIBHOIO PO3MOAUICHHS pecypcy, II0 Mae

Opatu J10 yBaru JieKijibka BUIIB pecypcy (BaHTaxKy).

MoneJib OpMyBaHHS JOTiICTUYHOI iHPPaCTPYKTYpPH
pecaiikIiHry CKIagHOI TeXHiKH

VY mporeci GpopMyBaHHS JIOTCTUYHOI iHQPACTPYKTYpH
pecatikminary kommoHeHTiB CT MOXJIHBI IeKiTbKa CTpaTeriii:

1) BHUKOpHCTaHHS MEpEXi HasSBHHX ITiAPUEMCTB,
SIKITIO iX TIOTYXKHOCTI TIOKPUBAIOTh TTOTPEOH TiepepOoOIeHHS;

2) posbymoBa HasIBHUX

Mepexi 3aBOIIB 13

JNONY4YEeHHSM HOBHX, MO0 3aI0BONIGHUTH MOTPEOH
niepepoOICHHS.

Y upoMy pa3i MOCTa€ MUTAHHS JOCSTHEHHS
KOMIIPOMIiCY MiXK TPaHCITIOPTHUMH BHTPATAMH TA BUTPATaAMH
Ha OyIIBHHUIITBO i €KCIUTyaTaIlil0 IUX ITiJIPUEMCTB.

OmHUM 13 KITFOYOBHX MIIXOMIB IO MOJEIFOBAHHS Ta
onTuMi3amii po3MIIIEHHS JIOTiCTHYHIX 00’ €KTIB € 3a1adi

onTUMaibHOro po3ourts MHOxuH (OPM). Lli 3amaui

nepe0avaloTh MO IPOCTOPY Ha IMiAMHOXHHH TaKHM

YUHOM, W00 MIHIMI3yBaTH BU3HAYCHUWHA IITHOBUI
(GYHKIIOHAT, HATIPUKIIA], BUTPATH Ha TPAHCIOPTYBAHHS,
00poOieHHs abo yTHIII3aIiio pecypciB.

3aranoMm 3agavya pO3MillleHHSI-PO3MOAINY IOJIrae
Y BU3HAUCHHI KUIBKOCTI HOBUX 00’€KTIB, iX IPOCTOPOBOTO
pO3TAIllyBaHHS Ta ONTHMAIBHOTO PO3MOAUTY MOTOKIB
MDK HOBMUMH W HafBHUMH TYHKTAMH 3 OIJIAOY
Ha MiHIMIi3allil0 3arajJbHUX BUTpPAT Ha TPAHCHOPTYBAHHS
JIO KIHIICBUX CIIOKUBAYiB.

3Ba)KalouM Ha BKa3aHy OCOOJMBICTb pECaHKIIIHTY
CT, 1e JOCHiDKCHHS TMPHUCBSIYCHO (OPMYITFOBAHHIO
JIBOXETAMHOI BHUPOOHUYO-TPAHCIOPTHOI 3a1adi, sKa €
OKpEMHM BHIIQJKOM 3ajadi pPO3MIIICHHS-PO3MOILTY.
Taka mocTaHOBKa BIJITBOPIOE TIOCITIJIOBHUH IpOIIEC
36HpaHH${, NEPBUHHOI'0O COPTYBAHHA Ta I[OAAJIBIIOIO
nepepoOIeHHsT BIIXOIB, 10 Ja€ 3MOTY ONTHUMI3yBaTH
JOTICTMYHI BUTPAaTH Ta MiJBUIIUTH €(EKTHBHICTH
YIIPaBJIiHHS peCypcaMu.

[ToctaHOBKa y3arajJbHEHOI JBOXETANHOI 3axadvi
po3MileHHsI-po3noaily Moke OyTH 3ajaHa B TaKHd
crioci6. HeoOximHo oOpaTi po3rallyBaHHsS 3aBOJIIB
HepUIoro ¥ ApYroro eramiB Ta BU3HAYUTH MAapIIpyTH,
3a SKUMH MEPEeBO3UTHCS BU3HAYEHA KiJIbKICTh MPOAYKTY,
IO TOCTA4Ya€ThCsl BiJl KOXKHOTO MiANPUEMCTBA MEPILIOrO
eTary JI0 HiANPUEMCTB IPYroro eramy i BiJ| MiIpHEMCTB
JPYroro eramny ClioKUBayaMm TaKuM YMHOM, 1100 CyMapHi
BUTPATH Ha JONPABJICHHS NPOAYKIIT OyJIx MiHIMAIIbHI.

st edpexTHBHOI peanizaliii ABOXETATHOI BUPOOHHYO-
TPAHCIIOPTHOI MOJIENi HEOOXIIHO 3aCTOCYBATH ONTHMI3aIliiHI
METOJM, IO JAITh 3MOTY MiHIMI3yBaTH JIOTICTHYHI
BUTPATH, ONTHMI3yBaTH PO3MIIIEHHS IMyHKTIB 30MpaHHs
Ta mepepoOsIeHHs, a TakoK 3abe3neunTH OanaHC MiX
o0csraMu 310paHuX 1 mepepoOIeHUX BiIXO/IB.

3Bakaloyl Ha MEPEXHY CTPYKTYpY CHUCTEMH
MiATPHEMCTB ~ pECalKIIiHTY, 3alpOIOHYEMO ITO3HAKH,
1110 Ia/TyTh 3MOT'Y PO3TIIAHYTH ii ckiagauku [3]:

| — mopsikoBuit Homep Buny Biaxonay, | =1...L;

L — KIZBKICTh BHMOIB BIOXOMIB, IO IIISTalOTh
30MpaHHIO, COPTYBAaHHIO Ta ePEPOOIICHHIO;

i — mopsiakoBuit HOMep NyHKTY BinnpasienHs (I1B)
Bigxomis, i=1...1 ;

| — KiTBKICTh MTyHKTIiB BiAIpaBICHHS BiIXOIB;

j — TOpsAIKOBMII HOMEp JIOKAJIIBHOTO MYHKTY 3i
30upanHs i coprysanus (JITI3C), j=1...J;

J — xinpKicTh nokanpHUX MyHKTIB JITI3C;

k — mopsimkoBuit Homep TIIT, k =1...K ;

K — KiNBKiCTh MANPUEMCTB 3 MIepepoOTCHHS.
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[omamo  inppacTtpykrypy  pecaiikiaiary  CT,

3aIporoHOBaHy Ha puc. 1, y dopMani3oBaHOMY BHIJISI

2 pilarsn
(eran)

(puc. 4). TlosHakn Ha puc. 4 BIIOBINAIOTH THM, IO
HaBeJIeHI BUIIE.

o VATIDUAS M FODMY  eed) oD m M O Cu

Puc. 4. Inppacrpykrypa pecaiikininry CT

3ayBaxMMO, W0 TPAHCIOPTYBaHHS BIIXOAIB 13
nyHkTiB Bignpasnenns no JIII3C moxe 31iiicHIOBAaTHCH
3a JIOTIOMOTOF0 JKEpEN, 10 YTBOPIOKOTEH BiIXOMH, TOMY
HEOOXIAHICTD

Opatu [0 yBard BHUTPAaTH Ha IIe

TPAaHCHOPTYBAaHHA Ma€ BHPIIIYBATHCH Yy KOXHOMY

pa3i okpemo. SIKIIO OCHOBHHMH IIOCTadaJbHUKAMH
BIJINpaIbOBaHOI TEXHIKM € BEJIWKI KOMIaHii Ta mporec
BiIOYBAETHCSI HAa PEryJsIpHIM OCHOBI, TOJi 3Ba)kaTd Ha
BUTpPATH HA TPAHCIOPTYBAHHS HEOOXiTHO OOOB’S3KOBO.
Y poboTi pO3IJSIHYTO 3arajibHUN BUMAJOK 3 OIJISLLY
Ha BHTpatd Ha TpaHcnopryBaHHi CT 3 myHKTIB
Bignpasnenns g0 JIT3C.

Kpim Toro, 3me0iipmioro 3a YMOBH ICHYBaHHS
JIOCTATHBOT KUTBKOCTI mianpueMcts apyroro eramy (I111),
3aJaya MONSraTUME B IOIIYKY MicIb PpO3TallyBaHHS
migmpuemctB JIII3C. [o IIII HanmexaTh crerianizoBaHi
3aBOJIM 3 IIepepoOIIeHHsT MeTally, IUIACTUKY, CKJIa TOIIO,
y SIKUX BiZOYBarOTBCS CKJIATHI TEXHOJOTIYHI MPOIECH,
a OoTKe, € 00J1aTHAaHHI.

morpeda B JOporomy

Tomy BaxnmBO pO3IMSAAATH  CydacHi  mepepoOHi

MATIPUEMCTBA Ta PO3B’SI3YBaTH 3aBIAHHS PO3MIIICHHA
JIII3C 3 ornsany Ha HasiBHE po3mimenHs I1I1. 3a3naunmo,
0 JOJATKOBHM OOMEKEHHSM € Te, 10 He Oeperbcs

JIO yBard TOMHUT KIHIEBOrO CHOXHBa4ya MPOAYKIIT
nepepoOHUX MiANMPUEMCTB.

BigmoBinHo, ocHOBHI  ¢akTopu B Mojedi
(hopMyBaHHs JIOTICTUYHOI 1HPPACTPYKTYpH pECarKIIiHTy
CT momaMo TaKUM YHHOM:

Vi - 0o0’em BinxomiB | -ro Buay, mo 30HpaeThcs
Ta coptyetbes B j-my JITI3C;

Vi — 00’eM BigxomiB |-ro By, 1110 TPAHCIIOPTYETHCSE
3 i -ro myHKTy BianpasieHss ao | -ro JIII3C;

Vi, — 00’€M BifIXOMiB | -ro BUJLy, IO TPAHCTIOPTYETHCS
3 j-ro JIII3C mo k -ro ITIT;

V,, — 00’eM BimxomniB | -ro Buy, o mepepodIsteThes
Ha Kk -my IIIT;

dij — BIACTaHb BiA |-TO MYyHKTY BiANpaBICHHS
g0 j -ro JIII3C;

d K~ Biacranb Big j -ro JIII3C mo k -ro IIIT, xM;

C;j — BUTPAaTu Ha 30MPaHHs Ta COPTYBAHHS OJIMHHIII
00’emy Bimxomis |-ro Buay B j -my JII3C;

Cj — MUTOMI BUTPATH (Ha 1 KM) TPaHCHIOPTYBaHHS
omuuMIi 06’emy |-ro BHDy BimxomiB 3 i-TO TyHKTY

Biampasienus g0 | -ro JIII3C;
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Cj — NUTOMI BUTPATH Ha | KM TPaHCIOPTYBaHHS

omuHuIl 00’emy l-ro Buay BiaxomiB 3 j-ro JI3C

1o k -ro III;

C, — BUTpaTH Ha HepepoOJICHHS OOUHUII 00’eMy
BigxoxiB I-ro Buay Ha k -my IIT.

1. PosrnsHeMO croyaTtky TpaHCHOPTHI BHTpPATH
Ha MepeBe3eHHs BiXO/IiB.

CyMmapHi BUTpaTH Ha TPAHCIIOPTYBAaHHS 3 ITYHKTIiB

Bignpasnenns o JII3C:
1 J

L
CIIrYB-ﬂHL?C = zzzclij dijVIij Xij»

=1 i=1 j=1

fie X; — uinouucenpHa (OyseBa) 3MiHHa:

1, sIK110 HAsBHUN MapIIPYT IIepeBe3eHb
X; =4  Bin i-ro mynkry Bianpasnenns 1o j-ro JII3C,
0, K0 MapuIpyT BiACYTHIH.
CymapHi BuTpatn Ha TpaHcnoptyBauHs 3 JIII3C
no IITI:

JIN3C-IIT
Ctr

J K
= chljk djkVIijjk'

L
1=1 j=1 k=1

ne X, — uinouncenbHa (Oysiepa) 3MiHHA:

1, sx110 HasIBHUN MapHIPYT NepeBe3eHb
X; =7 Bil j-ro JII3C mok-ro ITII,
0, SKIIO MapHIpyT BiACYTHIH.
Toxi cymapHi BUTpaTH Ha MEpEeBE3eHHS BiIXO/IB Ta
HamiB(aOpUKaTiB TOPIBHIOIOTh

_ (~IB-JII3C JHI3C-TIT
Ctr - Ctr + Ctr -

L | J L J K
=200 DG Vi X + 0 D> Vi X
1=1 i=1 j=1 1=1 j=1 k=1
2. HacrynHUM KpPOKOM pO3LJIIHEMO BHUTpATH,
MOB’sI3aHI 3 PO3MIILEHHSIM  MiJIPHEMCTB  TEPIIOTO

Ta apyroro piBHiB, TooTo JIII3C Ta III1 BiAmosigHo.

Hexaii M, =(M;,M,) — MHOXHMHAa MOKIMBUX
ITyHKTIB PO3MIMIEHH I -TO piBHA, I =1,2;

M, — MHOXHHa MOXIHMBHX MICIb PO3MIIIECHHS
migmpuemMctB neporo pisas (JITI3C);

M, — MHOXMHA MOMJIMBUX MICIb PO3MIIICHHS
mignpueMcTB apyroro pisas (I111);

g; — Butpaty Ha posmimenns JIN3C y nywkTi j ;

g, — BuTpaty Ha po3mimenHs 111 y myHxri K .

3amaga pO3B’S3YETBCS 3a YMOBH, IO KOXHE

MIIPUEMCTBO  TEPIIOrO PIiBHA Ma€ CBOKO  30HY

o0CIyroByBaHHs, Ii 30HM HE TEPETHHAIOTHCS Ta

MOKPUBAIOTH BCIO TepHTOpiIO.

[MoTpiGHO 0OpaT! MiIMHOXHHH ITHKTIB PO3MIILEHHS
KOKHOro piBHs (eramy) S' < M,,r=12 ta 3xilicHuTH

NpU3HaYeHHs OOpaHMX MiJNPHEMCTB HA  IYHKTH

BIJNIpaBIIeHHS!  BTOPMHHOI ~ CHPOBMHM  Tak, 1100
MiHIMI3yBaTH CyMapHi BHTpaTH Ha pO3MIIEHHS BCIiX

00paHMX MIAMPUEMCTB i Ha TPAHCHOPTYBAHHS MPOAYKTY.

Honamo  winmoumcensui  (Oynesi) 3minmi Y, ,
(jeM;) ta vy, (keM,), mo Bu3HAYAOTH
HEOOXiJTHICTh ~ PO3MIILEHHS  MiANPHUEMCTB  IEPIIOTO

Ta JIpyroro piBHIB BiZMOBITHO:
1, skwo JIII3C po3MiliyeThCs B MyHKTI J,

Yi= 0, B iHIIOMY pa3i.

1, sxio IIT po3mitnyeThest B MyHKTI K,

Yo = . .
0, B iHImIOMY pa3i.

Burpati Ha pO3MILIEHHS MIiANPUEMCTB MEPIIOro
(JIIT3C) Tta ppyroro (IIII) eramiB po3paxoBYIOTHCS

G= Zgjyj+zgkyk'

jeM; keM,

TaKUM YHUHOM:

LlinboBoro (yHKII€IO € MiHIMI3allid BCIX CyMapHUX
BUTpAT, T[OB’SI3aHUX 13 PO3MIIIEHHSAM ITiAIIPUEMCTB,
BUPOOHHMIITBOM 1 TPAHCIIOPTYBAHHSAM CHUPOBHHH (BIIXOZIB,
BianpanpoBanoi CT) i HaniBdaOpukaTis (Tmicist copTyBaHHS
Ta nomnepenHboro oopodienus) 3 JIN3C o II1.

Omxe, MaTeMaTHYHa MOJETb JBOXETAIHOI 3amadi
PO3MIIIEHHSA-PO3NIOITY (OPMYIIOETBCS TAKHUM YHHOM:

3HAWTH Taki 3HAYEHHA 3MIHHHX X, X, Y, Y, LIO

HaJIal0Th MIHIMAJILHOTO 3HAYEHHS IIIbOBIH QyHKIIT

D9+ D0+

jeM; keM,

L J
+Z chij di Vi X +Z

|
Cij d Vi X — min,
1=1 i=1 j=1 1=1 j=1k

L J K
=1
3 OIJISy Ha BKa3aHI HIDKYE OOMEKESHHSI.
3a3HauMMO, IO B CTATTi MPOAHAJi30BaHO 3aJady
pO3MiIIEHHS 32 HAasSBHOCTI OOMEXKEHp Ha IOTYXHICTh
mianpueMcTB. Hacammepen posrisiHeMO OOMEKEHHS
BHPOOHUYOI MOTY>KHOCTI MiATIPHEMCTB 13 IEpepOOTICHHS.

1. Koxuuit j-ii nokanphuii nyskt JIII3C wmae

oOMeXXeHHs 3a 00’€MOM BiIXOHIB, IO MOXYTh OyTH
nepepoOIeHi 3a IEBHIIA TePiof;

| L
Z Vlijxij Sijax )
i=1 1=1

e Vj max — MAKCHMaJbHHH 00’€M BIIXOMIB, SKHA MOXKE
O0yru nepepobnenuit Ha | -my JIII3C 3a meBHuil nepion

(noryxwicte | -ro JIII3C).
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[HIMMU cioBamu, cymapHi 3amacu pecypcy B 30Hi
00CITyrOBYBaHHS | -T'O HiIPHEMCTBA MEPIIOTO €TaIry He

MAaIOTh MEPEBUIIYBATH MOTYKHOCTI L[LOTO IMiATIPUEMCTBA.
2. Hacrynna ymoBa mnepenbadae, MO KUIBKICTB
MIPOAYKTY, KW BUBO3UThe 3 | -ro JIII3C na Kk -ti III,

JIOPiBHIOE MOTYHOCTI 11boro JIII3C:
L K
222 Vi X =V
1=1 k=1

3. IlepepoOHi 3aBogu MarOTh OOMEXEHHs 3a

3araJbHUM 00’ €MOM INepepoOIICHHS:
J L

szljk Xik <V max

=1 11

ne V, . — MakCHMMaJbHUI O00’€M BIJXOIIB, IO MOXKE

k max
O0yru nepepobnenuii Ha K -my III1 3a meBHuii mepion
(motyxHictb K -ro III).

Ils ymoBa
NPOAYKTY, WO JOMpPAaBIsIEThbCs A0 K -ro miAnmpueMcTBa

BIAMOBIiJa€ TOMY, IO KUIBbKICTh
JpYyroro eramy, HE Ma€ IMEepEeBHIIYBaTH BHPOOHUUY
HOTYXHICTb IIbOT'O MiAIPHEMCTBA.

JomaeMo TakoK OOMEKEHHs, BIACTHBI UIS 3a1adi
PO3MIIIEHHSI.

4. Koxen BiJMIpaBlicHHST Mae  OyTH

IIYHKT
nix’egnanuid 1o ognoro JII3C:
DX =Lviel.
jed
5. IlyHkT BimnpaBieHHs MOXxe OYyTH Mija’€JHaHHMA
sme 1o Bigkputoro JII3C:
X; Syj,VieI,VjeJ.
6. JIII3C wmoxe OyTH mig’€AHAHWH JIHIIE IO
BiJIKPUTOTO MIEPEPOOHOI0 MiIIPHUEMCTBA!

Xijyk,VjeJ,VkeK.

YMoBa GIHAPHOCTI 3MIHHHX:

Xir Xjo Vi Vi €{0,1} .

HeoOximHO o00paTé po3TalryBaHHSA IiANPHEMCTB
MIepIIoro Ta APYroro €TamiB 1 BHU3HAYUTH MAapUIPYTH,
SKAMH TPAHCIOPTYEThCSA II€BHA KUIBKICTH HPOAYKTY
3 IYHKTIB BIANpPaBICHHS [0 KOXKHOTO IiAPHEMCTBA
MIEPIIOro eTammy H Bil KOKHOTO MiANPHEMCTBA HEPIIOTO
eraiy J0 IiINPUEMCTB JAPYrOro €Tamy TakdM YHHOM,
100 cyMapHi BUTpaTu Oy MiHIMaJTbHI.

Hapasi icHyloTp anroputMu ¥ METOOW JUIA
pO3B’sI3aHHA TAaKOrO0 BUAY 3agad 3 OrJSAy Ha OuIbITy
PO3MIpHICTh 1 CKIQAHICTh, SKi JOKIAJHO OIHCAHO
B pobori [11, c. 44-48]. IlepeBaxHO 1€ METOIU
PO3B’s3aHHA 3a/a4 JWUCKPETHOI ONTHMIi3alii, 3BaskKaroud
Ha JIHIAHI Ta HEJIIHIHHI oOMeXeHHsA. Buam oOMexeHb

i1 poO3B ’SI3aHHS 3a/:[aqi B KOHKPETHUX YMOBax

BIUIMBaTHMYTh Ha MOXJIMBICTB 1 BUOIp METOY pO3B’sI3aHHSI.

Pe3ysabTaTi AoCTiAKEeHD Ta X 00rOBOPeHHS

3amaui  pPO3MIIIEHHSA-PO3NOAITY  BHPI3HSIOTHCS
BHCOKOIO CKJIQJHICTIO SK Ha erami (opmamizarii, Tak
1 TiJ Yac MPaKTHYHOTO BIPOBAXKCHHS 3alpONOHOBAHUX
pitreHs. MopenroBaHHA TaKuX 3aaad MOTpeOye ydacTi
IOCBIUEHUX  AHAJITHKIB, OCKUIBKM 3MiHa Micld
po3ramryBaHHs 00’€kTa Tichs peani3alii NPOEKTy €
HaJ3BMYAHO 3aTPATHOI Ta MPAKTUYHO HE3BOPOTHOIO
mpoIeyporo. BapTicTh MOMUIIKY Ha €Talli MPOEKTYBAHHS
CHCTEMH MOXE CYTTEBO BIUIMHYTH Ha €(QEKTHUBHICTH ii
nojianbuioro  (pyHKHiOBaHHA, OCOOJMBO B  YMOBax
HecTablILHOrO cepeioBuIla a00 0OMEKEHHUX PECYPCIB.
MatemaTiuHi MOZeN, y SIKUX B3STO 0 yBaru eTanu
nepepoOieHHsT Ta TPOCTOPOBHM PO3MOMAIN CHPOBUHH,
JIAI0Th 3MOT'Y CYTTEBO 3HU3HTH BHUTPATH HA TPAHCIIOPTYBAHHS
B MEXax KOMIUTEKCHHX JIOTICTHYHKX crcTeM. 1le 0cobmuBo
BRXIMBO JUIA  OpraHizamii BUPOOHMYO-TIEpEPOOHUX
JIAHIIIOTIB, JIe JDKepena pecypciB po3MillieHi HEpIBHOMIPHO,
K, HANpPHKJIAJ, Y Mpoleci 30MpaHHs BETMKOradapuTHUX
BigxofiB micis pydHauii iHdpacTpykTypu. Ontumizaris
MepeMillieHHsT MaTepiajlbHUX TOTOKIB HAa KOXXKHOMY eTarii
CHCTEMH 3a0e3Meuye 3HIKEHHS SIK BUTPAT, TaK 1 YaCOBUX
3aTPUMOK Y JIOTiCTHIII.
Jdns  moOymoBH  eeKTHBHOrO MAaTeMaTH4HOTO
3a0e3neyeHHs 3aJad LbOr0 THIY BHKOPHCTOBYIOTHCS
HONIOKEHHST Teopil HelepepBHHUX 3a1ad ONTUMAJIbHOTO
LIEHTPIB

I IMHOXKHH, KOHIIEMNIT JBOICTOCTI Ta IiAXO0IM, OCHOBAaHI

pPO3OUTTSI MHOXHH, METOOW PO3MIIICHHS
Ha KJIACHMYHUX AJTOPUTMAax JIHIHHOIO MpPOrpaMyBaHHs
TPAHCIIOPTHOT'O THITY.

Baprto 3a3HaumTH, IO B pa3i, KOJU pecypc Mae
HerepenoauyBaHU XapaKTep PO3MOALTY, a TaKOXK KOJIH
KUTBKICTh JDKEpeNn I[IOCTadyaHHS HaaMIpHO BelUKa U

MOKYTb BUHUKHYTH IPOOJIEMH 3pOCTaHHST 00UHCITIOBATIBHOL

CKJIQJHOCTI, HEOOX1IHO 3aCTOCOBYBAaTH METOIHU
IMITAII i HOrO MOZETFOBAHH.
BucHoBkn

VY cydacHHMX yMmoBax Tiobamizarii 3pocTae morpeda
B ONTHMIi3allii JIOTICTHYHHX TPOIIECiB Y cepi MOBOMKEHHS
3 BigXOomamH, 30KpeMa B CHCTEMax pPECaHKIiHTY.
PamionanpHe po3MimieHHS iHPPACTPYKTYPHUX 00’ €KTIB,
TIOB’sI3aHKX 31 30MpaHHsM, OOpOOIEHHM 1 MepepodICHHM

BIJIXO/IIB, € CKJIATHOI 0araTOKPUTEPIaTBHOI 3aadeio,
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0 BUMarae OpaTé 0 yBard €KOHOMiuHi, IIPOCTOpPOBO-
reorpagiuni, comianbHi Ta iHmI ¢axropu. Edexrusne
TEpUTOpialbHE IUIAHYBAaHHS TaKoi MeEpeXi CIpusie
3HIDKEHHIO JIOTICTUYHHUX BUTPAT, TiABHUIIECHHIO €DEKTHBHOCTI
00CITyrOByBaHHSI TEPUTOPiil Ta 3MEHIIEHHIO HETATHBHOTO
BIUIMBY Ha JOBKIJIJIS.

VY crarri mpoaHami30BaHO Cy4acHI MiIXOIW M0
3a71a4i pO3MIIIEHHS 00’ €KTIB 1HPPACTPYKTYPH PeCcailKiiHry,
30KpeMa MaTeMaTHIHUX MOJIENEH [ -Me/iaHu, HEHTPUYHUX

MoJeliel, METOMIB PO3OHMTTS MHOXHH, a TaKOX
iMiTariiHoro MoxenmoBanns ta GIS-anamizy. BuokpemieHo
I’ATh €EeKTUBHUX METOJIB 1 HaBEAEHO X MOPIBHAIbHY
XapakTepucTuky. Ha ocHOBI aHasii3y METO/IIB YCTaHOBJIEHO,
mo OUTbIICTh HAasBHUX IAXOMAIB 30CEpe/KeHi Ha
OHOETANHI 3a7ia4yl pecakiIiHry W He 3BaXKalTh Ha
0araTOKOMIIOHEHTHICTh BIIXO/iB.

[poanasizoBaHo TPOOJIEMH OpraHi3amii JIOTICTHIHOL
iHppactpykrypu pecaiikiainry CT. IlopiBHsIHO npuKiaam
iHppacTpyKTypH pPO3BHHEHUX KpaiH 1 Ykpainu y cdepi
mo B
HEOOXIZHO pO3POOUTH ONTUMI3AMIMHI DIIICHHS IS

pecalikilinry Ta BH3HAYEHO, Hamit  kpaiHi

HOKpalleHHs cucteMu edexTuBHOro nepepodnenus CT.

CTPYKTYPY
nepepobnennst BinxoxiB CT, 1m0 MICTUTH JIOKaJbHI

OmnucaHo JIBOXETAIIHOI  CUCTEMU

MyHKTH 30MpaHHs W COPTYBaHHS Ha IEpIIOMY DPiBHI Ta

JIII3C  mokpamrye
nocTravyajgbHUKIB BignpansoBaHoi CT, ane yckiamHroe

KOHTPOJIb 1  3pydHICTH  JUIs

JoricTuky. BoaHowac iX Hecraua TIpH3BOAUTH [0
3HI)KEHHS JIOCTYITHOCTI Ta OXOIICHHS [DKEpelT BiAXO/IiB.

CdhopmoBaHO MaTeMaTH4YHYy MOJIENb JIBOXETAITHOL
3a/1adi  PO3MIIICHHS-PO3MONTY, IO Oepe J0 yBaru
BUPOOHMYI OOMEXKEHHs, TPAHCHOPTYBAaHHS JEKiIBKOX
BUJIIB PECYpCY Ta JIOTICTUYHI BUTPATH.

OTxe, HAYKOBY HOBH3HY JIOCII/DKEHHSI CTAHOBUTD
(hopmyBaHHs iHppacTpyKTypH
pecaiikninry CT, ska 3Bakae Ha JABOXETAIIHUH XapakTep

MoJieb JIOTiICTHYHOT
nepepodieHHs kommoHeHTiB CT Ta TpaHCIIOPTYBaHHS
JICKITBKOX BHUJIB PECypCy, BIPOBADKCHHS SKOI JacTh
3MOTY 3MCHIIIMTH BUTPATH HA TPAHCIIOPTYBAHHS BTOPUHHOI
CHPOBHHH Ta po30ynoBYy iH(pacTpyKTypH pecaukiiHry
CT yHacniiok ontuMizaiii Mepexi mianpueMCTB.
AKTyaJlbHUMHU 3aBJaHHSMH, IO MOXYTh OyTH
BUKOHAHI B TOJNAJIBIINX JIOCHI/PKEHHSX, € PO3POOIICHHS
METO/IB MOJEIIOBAHHS, AKi 3Ba)KalOTh HA HEBU3HAYEHICTH
Ta PU3MKHU (HeCTaOUIBHICTh 00 €My Ta CKJIaly BTOPUHHOI
CHPOBHHH, 3aKOHOJIABYl 3MiHH, TEXHOJIOTIYHI iHHOBAIIi1);
B3SITTSI /IO YBard JMHAMIYHOI 3MiHU TIOTOKIB BIIXOJIB Y
yaci; inTerparis ['IC-TexHOMOri| yIsi TOYHOro BU3HAYCHHS
MIPOCTOPOBHUX  OCOOJIMBOCTEH

TEpUTOpill; CTBOpPEHHS

IHTErpOBaHMUX MOJIEJICH, 1110 Aal0Th 3MOTY ONTHUMI3yBaTh

miAnpueMcTBa 3 mepepolieHHs Ha apyromy. Bymo OHOYAaCHE pO3MIIEHHS KiJbKOX B3a€MOIIOB’ A3aHHUX
3a3HAY€HO, 110 BAKIMBUM € 3HAXOIDKEHHS OalaHcy Mixk THILB IHpPACTPYKTYPH.
KUIbKICTIO mepumXx 1 apyrux. HagmipHa KOHIEHTparlis
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MODEL OF LOGISTICS INFRASTRUCTURE
FOR THE TWO-STAGE RECYCLING PROCESS OF COMPLEX EQUIPMENT

Subject matter: models for the formation of the logistics infrastructure for complex equipment recycling, taking into
account the two-stage processing system and the multicomponent composition of secondary raw materials. This study aims
to develop a model for the formation of a logistics infrastructure for complex equipment recycling enterprises, the implementation
of which will reduce transportation costs of secondary raw materials and infrastructure development expenses. Objectives:
to investigate the current state and challenges of complex equipment recycling in Ukraine and abroad; to identify the characteristics
of logistics processes in complex equipment recycling; to develop a model for the formation of recycling logistics
infrastructure for complex equipment. The following methods were used during the research: mathematical modeling,
location-allocation methods, and systems approach. Research results: the current state and challenges of complex equipment
recycling have been analyzed, including infrastructure deficiencies, a low level of sorting, and uneven distribution of processing
facilities; approaches to solving the facility location problem for recycling infrastructure have been reviewed; a two-level
structure of the complex equipment recycling system has been developed, consisting of a network of local collection and
sorting centers and processing enterprises; a mathematical model for forming the logistics infrastructure has been
developed, considering production capacities, transportation costs and the multicomponent nature of resources. The conclusions
state that the proposed optimization model for the logistics infrastructure of complex equipment recycling considers
a two-stage processing sequence, from collection and sorting to final recycling. The model integrates economic, spatial,
and technological factors, enabling the minimization of total transportation and infrastructure development costs. The application
of the proposed model ensures effective planning of the recycling network, taking into account processing capacities, logistical
routes, and the volume of different types of secondary raw materials.

Keywords: recycling; secondary raw material processing; complex equipment; optimization model; infrastructure; logistics;
two-stage system.
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YIIPABJIIHHA KPUTUYHUMU TAPAMETPAMU
JIO'ICTUYHUX TA IHOPACTPYKTYPHUX IMTPOEKTIB
3ACOBAMMU KOMIT'IOTEPHOI'O EKCIIEPUMEHTY
(HA IIPUKJIAJII CEKTOPY BE3IIEKH TA OBOPOHHU B YMOBAX BIITHH)

IIpeamMeroM nOCTIDKEHHS B CTaTTi € YNPaBIiHHSA KPUTHYHUMH IapamMeTpaMHd 1HQPacTPYKTYpHHX Ta JIOTICTHYHHX TPOEKTIB
Ha TIpHUKJIaJi ceKTopy Oe3rekn Ta 00OpOHH B YMOBax BIHM 3aco0amMM KOMIT IOTEPHOTO €KCIIEPUMEHTY 3 BUKOPHUCTAHHIM Cy4acHOTO
CHCTEM.

IHCTPYMEHTApil0  MITYYHOTO Meroo  nmociimikeHHss €

KOMIT'IOTEpHOTO EKCIIEpUMEHTY 3 JOCTI/DKEHHS KPHTHYHHX IapaMeTpiB (YHKI[IOHYBaHHS I1H(PACTPYKTYPHHUX Ta JIOTICTHIHHX

IHTETeKTy, 30KpeMa MYJIbTHAareHTHUX HPOBEECHHS
IIPOEKTIB Ha 0a3i IHTENeKTyaJbHHX MOJENeH, IO 3aCTOCOBYIOTH TEOPil0 MYJBTHAr€HTHHX CHCTeM. Y CTaTTi BHPIIIYIOTHCS
3aBIaHHs: (opMaitizamii TEXHIYHUX MapaMeTpiB TPaHCIOPTHOI iHdpacTpykTypw; ¢opmaiizamii mpexmMeTHoi obiiacTi yrpaBTiHHS
JIOTICTUYHUMH Ta iHQPACTPYKTYpHUMH IIPOEKTAMH, MOJAEJIOBAaHHS KPUTHYHHUX TapaMeTpiB (YHKLIOHYBaHHSA iH(PACTPYKTypHHX
Ta JIOTICTUYHUX IMPOEKTIB B yMOBaX BOEHHOrO CTaHy, (JOPMYBaHHS PU3MKIB JOriCTHYHHX Ta IHPPACTPYKTYPHUX MPOEKTIB HA OCHOBI
aHai3y KPUTHYHHMX Micllb. BHKOPHCTOBYIOTBCS Taki MeETOOM: METOAM JOCHIUKSHHS Olepaliii; MeTOmu KOMII I0TEPHOro
MOJIENIOBAaHHs, TEXHOJOTi IITYYHOTO iHTEJIEKTY, 30KpeMa MYIbTHATSHTHI CHCTeMH; Teopii pH3HKiB. Pe3ylabTaTH ROCITiKeHHS:
PO3IIISIHYTO METOAMKY IPOBEICHHS KOMIT FOTEPHOIO EKCHEePHUMEHTY MOJETIOBAHHS KPUTHYHUX IapaMeTpiB (YHKIIOHYBaHHS
iHGPAaCTPYKTYpHUX Ta JIOTICTHYHUX IIPOEKTIB B yMOBaxX BOEHHOro craHy. IIpoBeleHO aHami3 peami3awii JIOMiCTHYHHMX
MPOEKTIB B 3aIEXKHOCTI BiJ TaKMX KPUTEPIiB SIK BiACTaHb, 4Yac IIPOEKTY, BAHTAXOIIAHOMHICTb, KPHTHYHI 30HH JIOTiCTUYHHX
MPOEKTIB Ta SIKICHI mepeBary Bij peanisaiii. Po3pobieHo MaTpuIto MapipyTiB JOTiCTHYHUX IPOEKTIB B YMOBaX BOEHHOI'O CTaHY.
[lpoBeneHO sIKICHMIA Ta KUNBKICHUI aHadi3 PU3HMKIB JIOTICTUYHMX Ta 1HQPACTPYKTYPHHX NPOEKTIB B YMOBaX BOEHHOTO
BucHoBKM: OTpyMaHi HAayKOBi  pe3yJbTaTH JONOBHIOIOTH  METONONOTII0  YIpPaBIiHHA  iHPPACTPYKTYPHUMH
MPOEKTaMH Ta AAI0Th 3MOTY peaji3yBaTH JIOTiCTHYHI NPOEKTH B YMOBaX BOEHHOI'O CTaHy Ta IOTipIIEHHS CHTYAL{i 3 MPOIOBOJIBYOI0
Oe3MeKoro, 30KpeMa SIK albTepHaTUBH YOpPHOMOPCHKOI 3€pHOBOi IHIIaTHBH, a TaKoK 1HQPACTPYKTypHI Ta JIOTICTH4HI
MPOEKTH Yy ceKTopi Oe3meku Ta o0OpOHM B yMOBax BilHM. TakoX OTpHUMaHi pe3ylbTaTH MOXYTh OYTH 3aCTOCOBaHi
IIpY IUIaHYBaHHI JOTiCTUYHUX TPOEKTIB IIOCTa4aHHs 030pPOEHD B YMOBAX BOEHHOT'O CTaHY.
KitrouoBi ci1oBa: iHppacTpyKTypHi IPOEKTH; JOTICTUYHI MPOEKTH; yIPABIiHHS 0€3IEeKO0I0; CEKTOp Oe3IeKH Ta 000POHH.

CTaHy.

Beryn HPOEKTIB, iX Oro[pKeT [5—7]. Sk okpeMa JaHKa JOTiCTHYHI

MPOEKTH 3apa3 MalTh HOBI BHKIMKA B CHUTYyalil 3

VrpaBiliHHA TpOeKTaMy, K Hayka € B Taiysi MPOJIOBOJIBYOI0 OE3MEKOI0, CEKTOpI Oe3reKn Ta 000POHH.

TEXHIYHMX HAyK Ta Ja€ 3MOrY  pO3pOOJICHHS

iHCTpyMeHTapilo, MeXaHi3MiB, Mojelel, MeTomiB T AHaJti3 0CTaHHIX JOCHiIKeHDb | myOrikanii

a 1HQOpMAaliHUX TEXHOJOTIH YNpPaBIiHHS CKIAJAHUMU

OpraHi3aIifHIMK COIOTEXHIYHIUMH crcTeMamu [ 1-3]. Amnamizytoun icHytoui crangapta PMBOK [1]

YMOBH BO€HHOTO CTaHy KapIMHAJIbHO 3MiHHIH
criendiky peanizaiii JOTICTHYHUX Ta 1HOPACTPYKTYPHUX
MIPOEKTIB, IO B CBOIO YePry BUMarae po3poOJICHHSI HOBUX
MIXOOIB [0 YHpaBIiHHA.

30kpeMa, HOBI TpeHIN

peamizamii  iHQPAaCTPYKTYpHUX TIPOEKTIB IONATAIOTH
B MaHOyTHIX TporpamMax IIOCTBOEHHOTO BiJHOBIICHHS
iHppacTpykTypn YKpaiHH, B T.4. 00 €KTIB KPHUTHUYHOI
iHQPaCTPYKTypH, SKi BHMAaraloTh HOBHUX MEXaHi3MiB
OIODKETYBaHHS, TPOEKTHOrO  (QiHaHCYyBaHHA  [4].
JloricTn4HI TPOEKTH € MATPYHTSIM YCIIIIHOI pearizaii
iHQPACTPYKTYpPHUX TIPOEKTIB, apKe BiJ paIlioOHAIBHO
CIUTAHOBAHOI  JIOTiCTHKHA

3aNeKATh Yac — peaizarii

ta P2M [3] y3arampHEHO, IO B HUX CHCTEMaTH30BaHi
NPOLIECH YIIPaBIIiHHS IPOEKTaMH, 30KpEMa € BU3HAYCHHMHU
paMKd Ta MapaMeTpH Uil IUTAHYBaHHS, MOHITOPHHTY
1 KOHTpOJIO BEIHKHUX 1H(PPACTPYKTypHHX IMporpam, IIo
B CBOIO 4epry Qopmye 0a30By METOMOIOTIYHY OCHOBY
VIOpaBIMiHHA CKIQJAHUMHU TmpoekTamu. OmHAaK [daHi
CTAaHJAPTH HEAOCTaTHHO AJANTOBAHI 0 YMOB BOEHHOTO
CTaHy 1 He BPaxOBYIOTh BIUIMB JIMHAMIYHHX BOEHHHX
PHM3UKIB HA )KUTTEBUH IUKII TIPOEKTIB.

V¥ cBoix gocmimpkerrsax A. IBko ta C. bymryes [4, 8, 9]
pO3pOOMII  CHHKPETHYHY METOMNOJIOTII0  YIIPaBITiHHSA

Uil TUQPOBUX 1 BIIHOBIIOBAJIBHMX 1H(PACTPYKTYpPHUX

© M. Kobuikin, O. 3auko, P. Muipko, C. 3axapuwnmms, Elmas Chetin, 2025
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MIPOEKTIB, IO TMOETHYE SK THYYKI TaK 1 KIACHYHI

IHCTpYMEHTH yepry
JI03BOJISAE YIIpaBIiHHS

VIpaBIiHHSA, M0 B  CBOIO

MiIBUIIUTH  €(DEKTUBHICTH
y IIBUIKO3MIHHOMY CEpEJOBHILL.

P. Jiang, H. Zhang, M. Bertolini, R. Guido, S. Liao,
M. Tseng y HayKOBUX JOCHIDKECHHSIX [5—7] pO3TIsSHYTO
mporiec 3actocyBaHHs [T cucTem nokamizaiii B pekuMi
pealbHOTO dYacy, aBTOMAaTH3alii i OOpPOOKH BEJIMKOTO
00Csry JaHHX, IO B YMOBAaX MHPHOIO 4Yacy IIiJIBUIUE
piBeHb e(QEeKTUBHOCTI JIOTICTHYHUX orepamiit. OmHak
JlaHi pe3yNbTaTH MAOCTI/DKEHHS HE aJanToBaHi s
BHUKOPHCTaHHs y O€3MIEKOBOMY CEKTOpI, 1 HE aHali3yloTh
BiAMOBiMHY crenudiky MOBEAIHKH 1 (YHKIIOHYBaHHS
JIOTICTHYHHX MPOEKTIB B yMOBa BilHU.

VY naykoBux mpamsix B. Flyvbjerg, N. Bruzelius,
W. Rothengatter [10, 11] oOrpyHTyBaHO MiIX0mu IO
OLIIHKU PHU3MKIB Y MEranpoekTax, 30KpeMa B KOHTEKCTI
CHCTEMHHUX BIAXWJICHHSIX Yy TEpMiHaX 1 BapToOCTi, IO
CTaJO OCHOBOIO JJIsi PO3BHTKY KapT pHU3MKIB Ta iX
iHTerpaii B pouec ynpasminHs. OfHaK HEJOIIKOM € Te,
II0 HEJOCTAaTHS yBara MpUAiJIeHa NPOCTOPOBO-YaCOBIi
JMHAMIIl PU3UKIB, @ PH3MK PO3TJIIAETHCS TEPEBAXKHO

CTaTUYHO, TOHI SIK y BOEHHHX YMOBaX KpPUTHYHI

napamerpu  iHQPACTPYKTYPHUX  IPOEKTIB  MOXYTh
LIBUJIKO 3MIHIOBaTHUCA.
HaykoBui K. Hayat, M. Hafeez, K. Bilal,

M. Shabbir y mpami [12] 0coOIMBO BHOKPEMITIOIOTH
poii  opraHi3aliiHUX CTPYKTYp Ta pPOOOTH KOMaHIH
MIPOEKTY y 3a0e3MeYeHH] YCMiXy MPOEKTIB, IO B CBOIO

4epry € BaXKJIMBUM JUISL  YIPABIIHHA  CKJIAJIHUMH
JIOTICTHYHUMH TIPOIIECAMH Ta MPOCKTaAMH.
Y poborax O. 3auka [13-15] mocmimpKyBaMcs

TIPOLIECH IHTENEKTYAIBHOrO MOJICIOBAHHSI 1H(DPACTPYKTYPHUX
MPOEKTIB,  MpOLIECaM  YMpaBIiHHA  O€3MeKoro  Ta
noptdenbHoro ympasminasa. lle cdopmysano 6a3zy st
IHCTpYMEHTapito mapaMerpiB
IHQPACTPYKTYpHUX TIPOEKTIB Y CHCTEMi IMBUIGHOMY
3aXWHCTi, OMHAK 0e3 iHTerpari 3i crieHapisiMi BOEHHHX il

PO3pOOKH aHaTI3y

S miaCcyMOK, Ha CHOTOIHI HAYKOBIIIMHU IIPOBEIACHO
TPYHTOBHI [OCTI/DKEHHS Ta HaIpalbOBAHWN 3HAYHUI

VIpaBIiHHSA 1HQPACTPYKTYPHUMHU
Ta JIOTICTHYHUMH TmpoekTamu. OpHAK JaHi HAYKOBI

IOpoOOK y ramysi

1 TpaKkTUYHI pe3yapTaTd HE AaJanToBaHI JO YMOB
ceKkTopa Oe3mekd Ta OOOpOHM B YMOBaxX BiifHH,
0 i CTAHOBUTH aKTYaJbHICTh TMPOBEICHHS TOCIIIKEHHS
Mporecy  yIpaBIiHHA

KPUTHYHUMH  TIapaMeTpaMu

JOTICTUYHHAX Ta iHQPACTPYKTYPHHUX TPOEKTIB 3acodaMu
KOMIT FOTEPHOTO YMOB

eKCIepUMEHTYy 3a  JIaHWX

Ta MapaMeTpiB.

AHauti3 npodJieMHu ii HAIBHUX METOiB

HaykoBa mpoOnema, sika € HEBUPIIICHOK JOCI —
I[e TPOBENEHHS HATYpPHOTO EKCIIEPUMEHTY, OCKUIBKA
BIATYK CKJIAJHOI COIIIOTEXHIYHOI CHUCTEMH Ha 3MiHY
mapaMeTpiB  yIpaBIIiHHS 0araTbox

MOXKE ciaraTtu

POKiB, [0 pPOOMTH Take JIOCII/HKEHHS EKOHOMIYHO
He peHTa0enbHUM Ta He peajicTiyHuM. OcoOauBO
iH(pPACTPYKTYPHUX
TIPOEKTIB, SIKI XapaKTEePU3YIOThCS BEIUKUM Ta CKIIAJHHM

I[E CTOCYEThCS JIOTICTUYHUX Ta

JKUTTEBUM LUKJIOM, MAacIITaOHUM OOJPKETOM, BEITMKHMHU
PHU3MKaMU Ta CKJIaHICTIO yrpaBiinus [8, 9].

[Ti yac mpoBeaeHHs NOCHiHKEHb BUKOPUCTOBYBAIIUCS
METOM JOCH/DKeHHS omepauiii — s Qopmaizaii
TEXHIYHMX TapaMeTpiB TPaHCIOPTHOI iHPPaCTPyKTypH;
METO/IM KOMIT FOTEPHOTO MOJIEITIOBaHHS — JuTst (hopMatizariii
npeaMeTHOI  0o0nacTi  ympaBlliHHS —JIOTICTUYHMMHU — Ta
IHPPACTPYKTYpHUMHU TIPOEKTAMH, a TAKOX TEXHOJOTIi
IITy4HOrO  IHTENEKTy, 30KpeMa  MYJIbTHAreHTHUX
CHCTeM — JJisl MOJCJIOBAHHS KPUTHYHUX IapaMeTpiB
(yHKLIIOHYBaHHS 1H(PACTPYKTypHHUX Ta JIOTICTHYHUX
MPOEKTIB B yMOBaxX BOEHHOTO CTaHy; TEOpii PH3HKIB —
(hopMyBaHHs PU3UKIB Ta MPOBEJCHHS IX KUIBKICHOTO Ta
SKICHOTO aHalli3y B JIOTICTUYHUX Ha 1H(QPAaCTPYKTYypHHUX
npoekTiB [10—12]. CyTh KOMIT'FOTEPHOTO EKCIIEPUMEHTY
MIPOJYKTIB

HPOEKTIB

HoJIsATaEe y  omuci BJIaCTHBOCTEH

IHppaCTPYKTYpHHX Ta
imiTaniiinoro mozaemio [13-15].

JIOTICTHYHHUX

MeToro cTaTTi € po3poOIIeHHS MiAXO0iB, METO/HK,
AITOPUTMIB Ta iH(GOPMAIIMHUX TEXHONOrIH 3 MPOBEICHHS
KOMIT FOTEpPHOr0 €KCIIEPUMEHTY MOICIIOBAHHS KPUTHYHHIX
(YHKIIOHYBaHHSI
IHPPACTPYKTYPHHX MPOEKTIB B YMOBaX BOEHHOTO CTaHYy.

napameTpiB JIOTICTUYHHUX  Ta

ITocTanoBka HAYKOBOro 3aBAaHHA

JL1st mocsATHEHHS 1Mi€1 METH CTaBIIATHCS TaKi 3aBIaHHS:

e BHUBYCHHSI CYyJYaCHHX TEXHOJNOTIA Ta METOMIB,
1110 BUKOPHCTOBYIOTECS ISl POBEAEHHS KOMIT FOTEPHOTO
eKCIIEPUMEHTY B CKJIAJTHUX COLIIOTEXHIYHUX OpTaHi3aIlliifHIX
cucTeMax, B T.4. OE3MEeKOBUX, € BIATYK CHCTEMH
Ha 3MiHy IapaMeTpiB YIpPaBIiHHS CATA€ POKiB Ta HE Mae
MOXJIUBOCTI IIPOBECTH HATYPHUI EKCIIEPUMEHT;

e c(hopMyIIOBATH TiMOTE3y Ta IJIAH KOMIT FOTEPHOT O
eKCIIEPUMEHTY MOJEIIOBaHHS KPUTUYHHX IapaMeTpiB
(OYHKIIOHYBaHHS JIOTICTHYHHX Ta 1HPPACTPYKTYPHUX
NPOEKTIB B yMOBAaX BOEHHOTO CTaHY;

e Ha  OCHOBI

pe3yNbTaTiB  KOMIT FOTEPHOTO

eKCTIEPUMEHTY pO3pOOMTH TpPAaKTHYHI pEeKOMEHZALii
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YIIpaBIIiHH KPUTHYHAMH HapaMeTpamy iH(QpacTpyKTypHUX
Ta JIOTICTUYHHX IIPOEKTIB HA MPUKIAIl CEKTOPY Oe3neKu
Ta 000POHH B yMOBax BiliHH,;

® BH3HAYEHHS NEPCIEKTHB PO3BUTKY Ta MalOYyTHIX
TEHJEHIIH y
Ta iHQPACTPYKTYPHUMHU IMPOEKTAMU B YMOBaX BOEHHOTO

rajgy3l  yOpaBliHHA  JIOTiCTUYHHMU
CTaHy 3TiJTHO OTPUMAaHUX HAYKOBHX PE3YJbTATIB.

PesynbraTi nociigxeHHst Ta ixHe 00roBopeHHs

lnore3a HAyKOBOTrO MOCHIDKEHHS, L0 TONSTacE B
TIPOBEACHH] KOMIT FOTEPHOTO EKCIIEPUMEHTY JIOCIi IPKEHHS
KPUTUYHUX  TapaMeTpiB  YNpaBJiHHSA  JIOTiCTHYHHUMH
Ta 1HQPACTPYKTYPHUMHU TPOEKTAMH B yMOBaX BOEHHOI'O
CTaHy TOJSITa€ B PO3POOJICHHI ONTHMAJIBHUX MATPHIb
JIOTICTUYHMX TPOEKTIB, KIIOYOBHUMH ITapaMeTpaMy SIKUX €

BapTICHI MOKA3HWKH, BiJICTaHb Ta OE3MEKOBa KOMIIOHEHTA.
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[Ilo crocyeTbcst YMOB BOEHHOTO CTaHy, TO B IPiOpPHUTETI

3aIMIIAEThCS  camMe  Oe3nmekoBa  KOMIIOHEHTa — Ta
AIBTEPHATHBHICTh JIAHIYOTIB TOCTa4aHb. MOXJIMBI Taiy3i
TPUKJITHOTO 3aCTOCYBaHHS PO3POOJIEHHX KOMIT FOTEPHHX
MoyieneH, siKi OyJTH i71e€t0 KOMIT I0TEPHOTO eKCIIEPUMEHTY —
[le aJbTepPHATHBHICTh peatizalii YopHOMOPCHKOI 3epHOBOI
IHIIATHBA TP TIECHMICTHYHUX CICHAPISX, a TaKOXK
JIOTICTHYHI TIPOEKTH B CEKTOPI 0Oe3nekn Ta OOOpPOHH
B YMOBaxX BOEHHOT'O CTaHy.

Ha puwc. 1 mnpexacraBiaeni po3pobOneHi Mopmemi
JIOTICTUYHUX TIPOEKTIB 3aco0aMy aBTOMOOUIBHOI Ta
3aJli3HUYHOI KPUTUYHOI IHPPACTPYKTYPU B CepelOBHIII
IHTEJIEKTYaIbHOTO MYJNBTHAar€HTHOTO MOJICNIIOBAHHS B

paMKax  yOpaBiIiHHS  KPUTUYHHMH

iHppPaCTPYKTypHHX Ta
NPUKIaAlI CceKTopy Oe3nekn Ta OOOpOHM B YMOBax
BilfHM 3ac00aM1 KOMIT'IOTEPHOTO €KCIIEPHMEHTY.

napaMeTpamMmu

JIOTICTHYHHUX  TIPOEKTIB  Ha
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Puc. 1. KomIT’1oTepHuUii €KCIIEPUMEHT YNPAaBIiHHA JOTICTHYHUMH MPOEKTAMH 3ac00aMU aBTOMOOIIBHOT Ta 3aJli3HUYHOI TPAaHCIIOPTHOI

KpPUTHYHOT iHPACTPYKTYpH B CEPEIOBHILI 1HTEIEKTYaIbHOI'O MYJIBTHAr€HTHOTO MOZICITIOBAHHSL:

a — noricTh4Hui poekT [lepeMunuib-JIbBIB 3 BUKOPUCTAHHSIM aBTOMOOUIBHOI TPAHCIIOPTHOI 1HPPACTPYKTYPH;

0 — norictuunui mpoexT Cy4yaBa-XMeIbHULIBKHN 3 BUKOPUCTAHHSIM aBTOMOOITBHOI TPAHCIIOPTHOI iHPPACTPYKTYpH;

B — 3D-Mozenp NpoxyKTy peanizawii JoricTHaHOro NpoekTy JIbBIBCHKOIO 3a1i3HULICIO;

I — JoricTnuHui npoekT XonM-KoBenb 3 BUKOPUCTaHHSAM aBTOMOO1IBHOI TPAHCIIOPTHOI 1HGPaCTPYKTYpH;

1 — jorictuaHui npoekT [lepeMunuib-JIbBiB 3 BUKOPUCTAHHSM 3QJII3HUYHOI TPAHCIIOPTHOT iHPPACTPYKTYpH;

e - sorictiynuil mpoekt CyuaBa-XMeJIbHUIBKUI 3 BUKOPUCTAHHSM 3QJ1i3HUYHOI TPAHCIIOPTHOI iHPPaCcTPyKTYpH;

K — JIOTICTUYHHH MPOEKT X0onM-KoBenb 3 BUKOPUCTaHHSM 3aJ1i3HUYHOI TPAHCIIOPTHOI iHPPACTPYKTypH

BxiHi mapaMeTpu yisi KOMIT IOTEPHOTO €KCIIEPUMEHTY
Opanucs 3 MDKHAPOTHHUX Ta JEPXKaBHUX CTaHIAPTIB, IO
crocytoTbest Jtorictuku [16, 17]. Ockinbku mpuKIagHe
3aCTOCYBaHHS PO3POOJCHUX KOMIT IOTEPHUX MOZeNei
CTOCYBATHMEThCSI SIK TyMaHITapHOI cepH, TaK i MOXKITMBO Y
cekTopi Oe3mekr Ta OOOPOHH, TO MPIOPUTETOM Oyra
ANFTEPHATHBHICTh MOTEHIIIMHUX JIOTICTHYHUAX JIAHITIOTIB
Ha TPUKITAJ JIOTICTHYHHX TPOEKTIB HABEICHUX Ha pHC. 1.
TexHiyai mapaMeTpu JIOTICTUYHUX IIPOEKTIB TOHAHO
B Tabm. 1.

Komn’torepHa Moaens KOXKHOTO JIOTiCTUIHOT O

MIPOEKTY OMHUCYETHCS KOPTEIKOM:
L=(S,T,.C), )
oe S — BIICTaHB OIIiHEHA 3 ypaxXyBaHHIM peaTbHHUX

MacmrabiB 1 Tomonorii mopir; T, — Wac y J0po3i, mio

BpaxoBye THIl IIEPEBE3CHHS, CEPeHI0 IIBUAKICTH
Ta MOXJHBI 3aTpuMkm; D — po3paxyHKOBHI dHac
NepeTHHY KOpIOHY, LIO BPaXOBYE THI IIEPEBE3CHH,
CepeNHI0 MIBHIKICTh Ta MOXUHBI 3atpumku; C  —
BaHTaXOMiJHOMHICTh (aBTo: (ypa = 20 T, 3aNi3HHUIL:
1 BaHTaXHWA BaroH ~ 75 T (3aNeXUTh BiJ THILY),
1 BaHTaXKHUII 1101371 B cepenaboMy 50-70 BaroHis.

Ha puc. 1 a, 6, , 1, € MO3HAYEHI KPUTHYHI TOYKU
YepBOHMMH KOlIaM{ Ha KapraX. Lle moTeHIiiiHi 3arpo3u
Oe3merri (BOEHHI, JOTICTHYHI BY3ITH, Bpa3JIMBi MOCTH Ta iH.)
AK s JIOTICTHYHHMX TIPOEKTIB 1Mo VYKpaiHi Tak i
MOTEHIIHHUX JOTICTUIHUX TPOEKTIB MEPETHHY KOPIOHIB.
SIKICHI TO aBTOMOOLNBHA

AHamizyoun TepeBard,

iH(ppacTpyKTypa
OIEPAaTHBHOCTI Ta MOJKJIMBICTB JIOCTAaBUTH BAHTAX [0

TPaHCTIOPTHA Ja€  MOXJIMBICTD

KOHKPETHOTO 00’€KTa 0e3 MepeBaHTaKeHHs. 3asli3HUYHA
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TpaHCIIOPTHA 1H(PACTPYKTYypa Na€ BHINY €()EeKTHBHICTH
JUIA  BEIUKUX TMAPTiid, aje OOMEeKEHa MAapIIpyToM
i ctaHoM iHQpacTpykTypu. Buxonsun 3 ananizy tabum. 1
Jlorictuanuii mpoext Ilepemuwnv—/lveis Mae HaWKpaIui
MapupyT 3a IMBHAKICTIO Ta THYYKICTIO IPH BUKOPHCTaHHI
ABTOMOOLIBHOTO TPaHCIOPTY (KOPOTKa BifICTaHb, IIBHAKUHA
gac y Jopo3i). 3ami3HUIA MiIXOAUTh JUIS BEIUKHX
BaHTaXIB, ajle Ma€ CYTTE€BI 3aTPUMKH Ha KOpPJOHI.
Jlorictnunnii mpoext Xoam—Koseenv — ONTUMATbHUMA
JUISL aBTOMOOUTBHMX IepeBEe3eHb CEPEAHBbOI BijCTaHi
3 XOpOIIOI THYYKICTIO, ajieé 3 pU3MKaMH uepe3 CTaH

IHQPaCTPYKTypH 1 3aTPUMKHA Ha KODJOHI. 3ai3HUIA
3a0e3Meuye BEIMKY BaHTaXKOIITHOMHICTD, ajic 3 OUTBIIAMHU
3aTpumkami. [Ipoext Cyuasa—XmenbHuybkuii — MapuipyT
3 BHCOKMMH PHU3HMKaMH 3aTPUMOK 4Yepe3 BiJICTaHb, CTaH
JIOpIr Ta CKIAJHY JIOTICTUKY Ha 3ami3HuIi. [lepeBara —
BeJIMKa BaHTaKOIIIHOMHICTD 3aJli3HUYHOTO TPaHCIIOPTY,
aJjie yac JJOCTaBKU MOXKe OYyTHU JIyXe JOBTUM.

BinmoBimHO 0 OTpUMaHMX BHUXIJHAX JaHHUX
KOMIT FOTEpPHOTO EKCIIEPUMEHTY C(hOpMyImOeMO KpHTepii
e(eKTUBHOCTI  JIOTICTHYHUX

NPOEKTIB B yMOBax

BiliHHM (Tab. 2).

Taomuus 1. Bxioni dani 015 komn 1omepnozo exchepumenmy (0aui 3 GIOKPUMUX eIeKMPOHHUX PeCypCie)

. . . Banraxo-
OpientoBaa | Yac y nopo3i (6e3 uepr/ i3 - .
Tun . . MiAHOMHICTH -
Hanpsmok BicTaHb TeXHIYHMMH SIkicHi nepeBaru / pu3uKu
TPaHCHOPTY TPaHCIOPTHOrO
(kM) 3aTPUMKAMHU)
3aco0y
ABTO ~97 km ~2ron/~2—6ron ~20 T (dbypa) T'HyuKicTb, 3aTOPU HA KOPIOHI
s
JIbBiB 3atizHUISL ~95 kM ~3-4 ron/ ~6 — 30+ ron ~75 T (BaroH) Al ’ jHa
JIOTiCTHKA Ha KOPJIOHi
(TIepecTaHOBKa Bi3KiB)
JloGpa rHyuKicTb MapIIpyTy;
3aTPUMKH Ha Mepexoi
ABTO ~115 xm ~2-2,5ron/ ~3 -8 rox ~20 1 (pypa) P pexot,
PH3HUKH 3 TIOTaHOIO
Xom — iH(PaCTPyKTYpOIO
Kogens - -
binbi obcaru nepese3eHb,
3ani3HuLs ~90 kM ~3-6 ron/ ~6 —36+rox ~75 T (BaroH) | KPUTHYHI BY3JIH 3 HU3BKOIO
HPOITYCKHOO 3/IaTHICTIO
I'Hy4KicTh MapLpyTy,
MOXJIMBICTb OOpaHHS
ABTO 270 kM 4-5,5 ron/ ~5—20 rox 20 T (pypa) B —cs o
JIOBTa BiJICTaHb, CTaH JIOPIT
CyuaBa — —
. Bucoka BaHTa)KOIi IHOMHICTb,
XMeNbHULBKAN ~ .
CKJIaJIHMH MapIupyT i3
3ai3HULT ~290 kM ~8-11,5 ron/ ~24 — 72+ ron ~75 T (BaroH) KiJIbKOMa BY3JIaMH, CKJIJIHA
JIOTiCTHKA Ha KOPJIOH1
(mepecTaHOBKa Bi3KiB)

Tabmaus 2. Kpumepii echexmusnocmi 102icmutHux npoEKmie 8 yMoeax ity

Kpurepiii

ABTOMODINIB (pypa)

3aji3HNYHAH BAHTAKHUH OTSAT

Cepetsi 10BKHHA MapPIIPYTY ~ 161 xm

~159 xm

HIBuAKICTH TPAHCIIOPTY

Bumia (uBuakuii pyx 6e3 uepr 2—5,5 ron)

Hwmxya (pyx 6e3 uepr 3—11,5 ron)

CepeaHiii yac qocTaBKH

2-20 rop 3 ypaxyBaHHSIM KOPJIOHY

6—72+ roj 3 ypaxXyBaHHSIM KOPJIOHY
Ta MePEeCTaHOBOK

BanTaxonigiioMHicTh

. ~20 TOHH
OJTHOT 0 peiicy

~75 TouH (1 moi3x ~ 50—70 BaroHiB)

IIponyckHa 31aTHiCTH

MapUpyTy MPOITYCKY

OOMexeHa KiTbKICTIO Qyp, MyHKTaMu

Bucoxka, ane 3anexxHa BiJ iHQpacTpyKTypu
3aUTi3HUL

HyuKicTh MapuipyTy

Bucoka — MO)KHa 3MiHIOBATH MapIIpyT

Husbka — 3a1€)KHICTD BiJT KOJIiT, JIOTICTUKY CTaHIH

BapricTb TpancnopTyBaHHsN
(32 TOHHY)

Bumia (~1.5-2x Hixk 3ayi3HHYHA)

Hwk4a Ha Benuki 00CsAry, €KOHOMIsI MacIiTady

Kpurnyni Touku
NIepeBaHTAKEHHS

MUuTHHII, YeprH, By3bKi TOpPOrH Ta iX CTaH,

3aJi3HUYHI By3/11, CTHKOBKH KOJii, 3MiHa Bi3KiB,
HEeCTava JJOKOMOTHBIB

Sxicui mepeBaru
nepeBe3eHb

I'Hy4KiCTh, MBUIKICTH HA KOPOTKHUX
JHCTAHIII X, MOXITUBICTh TEPMiHOBHX

O0cAr, EKOHOMIYHICTh, Oe3MeKa

OCHOBHI pU3HKH

JTII, 3aTpuMKH, TOTOAHI YMOBH, MUTHHUI
KOHTPOJIb, 0OMEIKEeHA BAHTAXKOII THOMHICTh

CTHKOBKH KOJMiH, [e(illUT pyXOMOro CKiIasry,
0o0Me)keHa MaHEBPOBICTh, BEJHKI IPOCTOI
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B Tabn. 3 HaBemeHi pe3ynbTaTH MOPIBHSUIBHOTO
GaraTokpHuTepiaIbHOTO aHallizy e(eKTHBHOCTI peajizaii

JIOTICTHYHHUX TIPOEKTIB  3aco0aMM  3aJli3HUYHOI  Ta

TPaHCIIOPTHOI 1H(QPACTPYKTYpH B YMOBax BiliHM 3a
KPHUTEPIsIMH JIOBXXMHH JIOTICTUYHOTO MapIIpyTy, dHacy
MPOEKTY, KPUTUYHHUX TOYOK Ta PU3HKIB.

Tabmuus 3. [lopisuanvuuii 6acamokpumepianvHuil auaniz eQeKmusHOCmi J02ICMUYHUX NPOEKNIE 3ANI3HUYHOK md

a8MmMoMoDINbHOI MPAHCHOPMHOIO THpACmMPYKMYpoIo

Jlorictnunuii poext epemuuine — Jlvsis

Kpurepiii ABTO 3agaiznuns
JoBxkuna ~97 kM ~95 kM
Yac ~2 rox Ge3 4epr; ~3—-4 ron 6e3 yepr;

2—6 roJ1 3 ypaxyBaHHs;IM KOPJIOHY

6—30+ roj 3 KOPJJOHOM Ta NEepPecTaHOBKAMH

Kputnuni Toukn

2 (KOpJIOH, MOKJIMIBI 3aTOPH)

3 (KOp/IOH, TIepEeCTaHOBKA BarOHiB)

3atopu Ha KOpJIOHI, 0OMekeHa

TpuBai 3aTpUMKH Ha KOPJIOHI, CKIIaIHA

Pusuxu . . .
BaHTA)KOIT THOMHICTh JIOTiCTHKA
Jlorictnunmii mpoekt Xoam — Kosenw
Kpurepiii ABTO 3aizHuus
JoBxkuna ~115 xm ~90 kM
Yac ~2-2,5 ron 0e3 uepr; ~3-6 ron Oe3 uepr;

3-8 roj 3 ypaxyBaHHsIM KOPJIOHY

6-36+ roj 3 KOPJIOHOM i IepecTaHOBKAMHU

Kputnuni Toukn

3 (KOpJIoH, iHPPACTPYKTYPA, 3aTPHMKH)

4 (xop/10H, HU3bKA MPOITYCKHA 3/IATHICTh BY3JIiB)

Puszukn

3anI/IMKI/I Ha nepexozli, roraHa

Benuki 3aTPUMKU Ha KPUTUYHHUX BY3Jiax,

iH}pacTpykTypa CKJIQJIHICTh JIOTiCTHKHI
Jloricruunuii npoext Cyyasa — XuenvHuyvKuii
Kpurepiii ABTO 3auizHuus
JoB:xkuHa ~270 kM ~290 kM
Yac ~4-5,5 ron Ge3 4epr; ~8-11,5 ron 6e3 uepr;

5-20 rop 3 ypaxyBaHHSIM KOPJIOHY

2472+ roz 3 KOpZIOHOM Ta IEPECTaHOBKAMHU

Kputnuni Toukn KITIT)

4 (moBra BifCTaHb, KOP/IOH, CTaH JIOPIT,

5 (moBruii MapIIpyT, KOPOH, [IEPECTaHOBKH,
BY3bKi MicCILsi)

Puznkn

3aTPUMKHU

JloBra BiJicTaHb, HOraHM CTaH JOPIT,

Jyxe TpUBai 3aTPUMKH, CKJIAIHA JIOTICTHKA,
BEJIMKI ITPOCTOl

BukopucToByl0UYH CIIEHApHUN TiJIXiJ 3MOJAEIIOEMO
MOXIIUBI ClLieHapii peai3aiii JIOTICTUYHHX IPOEKTIB B
yYMOBax BiiiHH. BinnoBigHo 10 Oe3nekoBoi cuTyallii Ta B
3aJISKHOCTI BiJl TOrO YU Ii¢ TYMaHITAPHUIA JIOTICTUYHHMA
MIPOEKT Y B CEKTOpI Oe3NeKu Ta 00OPOHH, MOTEHIIHHNX
paKkeTHHX Ta JPOHOBHX aTaK, pyHHyBaHb 3aJlI3HUYHOI Ta
aBTOMOOLIBHOI TPAaHCHOPTHOI iH(pacTpyKTypH (Tad:i. 4).

YMOBU BIfiHM NPUHIUIIOBO 3MIHWIM MiAXOAU 0
IHPPACTPYKTYpHUMU
mpoekTaMu. Tak, KIACHYHAMH KPUTEPiSMHU YCIIITHOCTI

YOpaBIiHHA JIOTiICTHYHUMH Ta

JIOTICTUYHHAX TPOEKTIB OyIM BapTICTh Ta 4Yac JOCTaBKU
(puc. 2), B TOif 9ac sk 3apa3 1e 0e31MeKoBa CUTYAITis.

3a pe3ynpTaTaMH KOMII' IOTEPHOTO EKCIIEPUMEHTY
PO3pO0IIEHO MATPHIIIO JIOTICTUYHUX MPOEKTIB N0 YKpaiHi
(Tabm. 5),
TPaHCIIOPTHOI 1HPPACTPYKTYpH YKpaiHM Ta Ha OCHOBI

BPaxOBYIOUM HAWOUIbII BY3JIOBI MYHKTH

KOHIIETITYaJIbHOI TapaMeTpHUYHOT MOJEI:
(S,T,W,R)— min

X= (V,C,P)>max @

Jie X — YHIKQJIbHUI JIOTICTUYHUI IPOEKT; S — BIJICTAHb (KM);

T, — gac (rom); V — mBuakicte (km/rom); C —

X
BaHTaxomiaiioMuicts (T); W — Bapricte (rpu/1); R —

pu3uky (T BUCOKi, — MOMipHi,| HU3BKi); P — mepeBaru.

Tab6uuus 4. [lomenyitini cyenapii peanizayii 102icmuyHUX NPOEKMIE 8 YMOBAX BIliHU

Cuenapiii PexomenaoBaHmii THII TPAHCIIOPTY
[IBumka agpecHa A0CTaBKa ABTOMOO1ITH
Benuki obcsry, MeHIIIa BapTiCTh 3aizHuLs
VHUKHEHHsI 3aTOpiB/uepr 3aizHuLs
CxtaziHi moroHi yMOBH (3UMa) 3aizHuLs
JocraBka 3 MOXIIUBICTIO MAHEBPYBAHHS ABTOMOO1TTH
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25,00
20,00
15.00 i
10,00
6 - saw/ron

5.00

a - KM/BapTICTB

0,00

Agzto (dypa) SamizaHng Agto (dypa) Samisnana Arro (dypa) 3amzaans
Iepevmmnms —  Ilepenmmme —  Xems —Kosems  Xemv — Koeems Cy4aga — Cyuaga —
Jlerie Jseie XMe TP HHOEKHE HempHANRKHRA

Oa - xa/eapricte 00 - xowTog

Puc. 2. Knacwusi xputepii epeKTUBHOCTI JIOTICTUYHHUX HPOEKTIB Y JOBOEHHUH MEPiox:
a — BapTICTh IOCTABKH 3a KM; O — IBH/KICTh JOCTaBKH 32 KM

Tabnuus 5. Mampuys nocicmuunux npoekmis no Yxpaiui

MaTtpuus JOriCTHYHHMX NPOEKTIB M0 YKpaiHi
Hanpsimok / Tpancnopt I S I T | \Y | C | W | R | P
Xoam — Kosenv — yini no Ykpaini (aBroMoOiIbHa Ta 3aJ1i3HUYHA iHQpacTpyKTypa)

XapkiB / ABTo 1025 | 17 60 20 410 " T'HyuKiCTh JOCTABKH, IPSIMi MapIIPYTH

XapxiB / 3amizHuus 1002 | 22 | 45 75 150 y | BewmuKanpomyckia 31aTHICTP, ACUICBINE HA
BEJTHKI BiJCTaHi

JlozoBa / ABTO 1062 | 18 60 20 425 1 Door-to-door, 061311

JlozoBa / 3ani3Huis 1081 | 24 45 75 162 — Benuki o0csiry, HUK4a IiHA/T

Juinpo / ABTO 1107 | 18 60 20 443 1 ['Hy4YKi MapmpyTH

Juinpo / 3ani3Huns 1133 | 25 45 75 170 — JleieBiie Ha TOBTi BiCTaHi

3amnopixoksi / ABTO 1170 | 20 60 20 468 " T'Hy4KiCTh, IPsIMi TOCTaBKU

3amnopixoks / 3atizHuLs 1195 | 27 45 75 179 1 Benuki o0csru

Muikonais / ABTO 968 16 60 20 387 — [Ipsimi mocTaBKU

Muxkonai / 3anizHuus 988 22 45 75 148 - Beunuki obcsaru

Opeca / ABTO 959 16 60 20 384 — ['Hy4Ki MapmpyTH

Ogneca / 3amizHuns 983 22 45 75 147 | JleieBiie Ha BEJIHMKI 0OCSTH

Cyuasa —Xmenvruyokuti — yini no Yxpaini (aBroM0o0LIbHA Ta 3aJT1i3HUYHA iHPPACTPYKTypa)

XapkiB / ABTo 1061 | 18 60 20 424 1 T'HyuKicTh, IpsiMa TOCTAaBKa

XapkiB / 3anizHuLs 1156 | 26 45 75 173 1 MacoBe nepeBe3eHHs, JeHIeBIle

JlozoBa / ABTO 1093 | 18 60 20 437 1 [IBHaKICT, KEPOBAHICTD

Jlo3oBa / 3anizHuns 1235 | 27 45 75 185 — IenTtpanizoBaHe nocTayaHHs

Juinpo / ABTO 955 | 16 60 20 382 — Xopouia auHaMika

Juinpo / 3ani3Huis 1037 | 23 45 75 156 — Peryssipae MacoBe nepeBe3eHHsI

3amnopixoksi / ABTO 1040 | 17 60 20 416 1 MosxJuBicTh 00X01y

3amnopixoks / 3ati3H. 1100 | 24 45 75 165 — MeHu1 3aTpaTHe nepeBe3eHHs

Mukonais / ABTO 815 | 14 60 20 326 l T'Hy4KicTh MapIIpyTy

Mukosnais / 3ami3H. 887 | 20 45 75 133 | IlenrpanizoBaHa J0cTaBKa

Opeca / ABTO 807 | 13 60 20 323 l Tpsimuii moctyn 10 mopTy

Opeca / 3ani3uuis 881 | 20 45 75 132 l Bucoka eheKTUBHICTD, peryISIPHICTh

Hepemuwnv—JIvsie — Vkpaina (asmomobinena ma 3aniznuyna ingppacmpykmypa)

XapkiB / ABTO 1127 | 19 60 20 451 " T'Hy4KHi MapLIPYT, IPsSIME CIIOTYYCHHSI

XapkiB / 3anizHuns 1193 | 27 45 75 179 1 Besmiki 00csiry, MEHILI BUTPATH HA BEJIUKI apTii

JlozoBa / ABTO 1159 | 19 60 20 464 1 O0XiJ KpUTHYHUX 30H, OIEPATHBHICTh

Jlozosa / 3anizuuns 1271 | 28 45 75 191 — MacoBi BaHTaxi, HI)KYi BUTPATH

Juinpo / ABTO 1048 | 17 60 20 419 — | OnTumanbHa BifIcTaHb, HafIilHA iHQpacTpyKTypa

Juinpo / 3ami3Huis 1040 | 23 45 75 156 — | CraOinpHa JIOTiCTHKA, JelIeBIle Ha o0csrax

3amopixoksi / ABTO 1111 | 19 60 20 444 1 [psima gocraBka

3amopixoks / 3aimi3H. 1101 | 24 45 75 165 — O0csiru, MeHiie OJIO0KIOCTiB

Mukonais / ABTO 908 | 15 60 20 363 — Tlopr, xopoma norictuka 10 Onecu

Mutkonais / 3amisi. 895 | 20 45 75 134 ! MacoBi BaHTaXi, 3SMEHIIEHHS] HABAHTAKEHHS

Ha JIOpOTH
Opneca / ABTo 899 | 15 60 20 360 | TlopToBuii By30J1, MIBHAKE pearyBaHHs
Opneca / 3anizHuI 890 | 20 45 75 134 | 3aTi3HUYHA JIOTICTHKA 3 BUXOJOM Ha IIOPTH
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Ha puc. 3 mnperncraBieHuMii TOPIBHUTBHUN aHAIi3
JIOTICTHYHMX TIPOEKTIB 3a 4 mapamerpamu e()eKTHBHOCTI.
B ymoBax BOEHHOro CraHy Ha BiIMIHY BiJ 3BHYHHX
MIXodiB, Ha Tepuie Miclle BUXOAUTh  Oe3neKoBa
KOMITOHEeHTa. ToMy KpiM TapaMerpiB BiJCTaHi, BapTOCTI

Ta 4Yacy mpoekty (puc. 3 a, 6, B), I0 B yMOBaxX BiliHM

MopisraasEa aiarpama A0TiCTHYHEX MAPIIPYTIE AETO VS 3amisHEna mo YKpaini
(eizcTaHe, KM)
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Juinpo  3amopiscks  Muxomaie

S S S—— o
(eapTicTs AocTaERH, TPE/T)

Xapkiep Jlozora

m [lepenmmre—JIbsis (AsTo) m Tepenmmne—/Iseis (amisaans)
8 Cygaga-XnensERIEKHE (3anisHEns)
u Xome-Fosens (3anizEenz)

® Cyuapa—XMeneHEIbERE (AETO)
u Xomu—Koeens (AsTo)

8

TPU peaizallii MPOEKTIB B CEKTOpi Oe3MeKu Ta 00OpPOHM,
SKi HE € KpUTHYHHMH, HEOOXiZHO TMpiopHTe3yBaTH
4-i1 mapameTp — piBeHb pH3UKIB (pHC. 3T).

Hamu po3po0iieHo MaTpuili BiicTaHEH B JIOTiCTHYHUX
MPOEKTAX  BiJ CTaHIIIH

MNPUKOPJAOHHUX  BY3JIOBUX

JI0 KJTFOYOBHX I1iyiel B YkpaiHi (Tabm. 6).

Iopienanbaa niarpaMa J0TiCTHYHHX MapIIPYTIE ABT0 Vs 3aMi3EENS 00 YKpaini
(uac, rom)
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= Xomu—Koeems (AETO)

= Xom—Kopens (3amzHan)
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IopieeaAsaEs Ii: iE aETO V2 oo Vepaini
(pmn przacy (0-1)
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JlozoEa Jainpo  3amopizcia  Muxonaie Opeca
o [Tepensmus—JIsEiE (AETO) m [Tepenmmne—JIesiE (3amisauna)
= Cyuapa-XuemsEENEREH (AETO) m Cyuaga—XmensEanexe (3amsHuns)
o Xoms—FKorens (AeTo) m Xoms-Fopens (3ams=Hmmng)

Puc. 3. [opiBHsuTbHA [iarpaMa JIOTiCTUYHHUX IPOEKTIB 32 MapaMETPaAMH:
a — BiJICTaHb; 0 — Yac MPOEKTY; B — BAPTICTh MPOEKTY; I' — PIBEHb PU3UKIB

Taomaus 6. Mampuys eiocmaneil 8 102icMUYHUX BPOEKMAX 610 NPUKOPOOHHUX BV3I08UX CIMANYIL 00 KNI0OY08ux yinel ¢ Ykpaini

HanpsiMmok, BiicTaHb, KM XapkiB Jlo3oBa Jlninpo 3anopixxs MukoJiaiB Opneca
Iepemunuib—JIbBiB (ABTO) 1127 1159 1048 1111 908 899
Iepemunuib—JIpBiB (3aizHuLs) 1193 1271 1040 1101 895 890
CyuaBa—XMenbHULIBbKHI (ABTO) 1061 1093 955 1040 815 807
CyuaBa—XMenbHULIBKUI (3ai3HuULIs) 1156 1235 1037 1100 887 881
Xonm—Kosenb (ABTO) 1025 1062 1107 1170 968 959
Xenm—Kosens (3anizauis) 1002 1081 1133 1195 988 983

Ha ocHoOBi naHux Tabn. 6 HaWKOpOTIIMIT MapIpyT
0 OCHOBHMX ILijieil B YKpaiHi € JIOTiICTHYHHH HPOEKT
Cyuasa—XmenvHuybKkuti aBTOMOOUIEHOIO TPaHCIIOPTHOIO
iHppacTpyKTypoto. 3a3BHYail 3ami3HUYHI JIOTiCTHYHI

NpoeKTH 3aranmoM oo Ha ~20-80 kM uepes

iH}pacTpykTypHi 0cOOaMBOCTI. JIOTiCTHYHHHA TPOEKT

Xoam—Kosenvp € HaWIOpOXYNM 3 PO3paxyHKy BifcCTaHi

Ta BUTpaT HA TPAHCIIOPTYBaHHA 1O ILijeld B YkpaiHi
(He3aeXHO BiJ TPAHCIIOPTY).

Tomy Ha OCHOBI KyMymslii MOKa3HHKIB dYacy,
BapTOCTi, PH3HMKY Ta MIBUIKOCTI

(tabn. 7) Hamm

pPO3pOOIEHO  KYMYNSTUBHUM  TNOKa3sHUK  YCHILIHOCTI

JOTICTUYHOI0 TPOEKTY B YMOBAaX BOEHHOI'O CTaHy, IS
BHM3HAYEHHS SIKOTO OYII0 3/1iHiCHeHO 4 eTamy.
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Tabauus 7. KymyiamusHuil NOKA3HUK YCHIUWHOCHE I02ICMUYHO20 NPOEKNMY

Ne Mapuipyr us nTy pw nR Ksw
1 Iepemunuts — JIbBIB (3ami3HuIls) 1065,00 41,67 159,75 6,33 0,717
2 CyuaBa — XMenbHUIBKHH (ABTO) 961,83 29,03 384,67 6,83 0,663
3 CyuaBa — XMenbHUIBKUH (3ai3HuLs) 1049,33 71,32 157,33 6,33 0,630
4 Xonm — Kosenb (3asmizHuiis) 1063,67 44,64 159,33 6,83 0,575
5 [epemunuis — JIbBiB (ABTO) 1042,00 21,37 416,80 7,17 0,423
6 | Xomm — Kosesns (ABTO) 1048,50 22,48 419,50 7,83 0,288

Tyr uS — cepemHe 3HAYCHHS BiJCTAHCH JIOTiICTUYHOTO
HpOEKTY 0 YKpaiHi (kMm); 4T, — cepelHe 3HaUEHHS Jacy
JIOTICTUYHOTO TIPOEKTY TO VYKpaiHi 13 BpaxyBaHHIM
koedirienty 3atpuMok (ron); W — cepenHe 3HAUYCHHS
BapTOCTI TPAHCHOPTYBaHHS MPOAYKTY JIOTiCTUYHOTO
MpoekTy 1o Ykpaini (TpH/T); (R — cepemHe 3HAYCHHS

PH3HUKY JOTICTHYHOro NpoekTy mo Ykpaiui [0;10]; K, —

KyMYJIATHBHUH IOKa3HUK YCHIIIHOCTI JIOTiCTUYHOTO
MPOEKTY B YMOBAX BOEHHOT'O CTaHy.

Ha nepriomy erami npoBeneHo HopManmisamio Y,

MiHiMi3yBanbHEX  KpuTepiis  (uS, uTX, W, uR)  3a

¢dopmyoro 3.
max (Y )-Y,

— J
Yoo = max (Y)-min(Y) ®

Ha ppyromy Ta TperboMy eramax po3paxoBaHi

nokasHukH 3BaxeHoi cymum WSsj, ¢dopmyma 4 Ta

nepBUHHUH iHIAEKC KSWyj, Gopmyna 5.

KyMynaTHEHRHE NOKA3HEK YCIIMHOCTI TOTICTHIHHX OPOEKTIE B YMOBax BOCHHOTO CTaHy

Tepensmns — Jssis (3atisErng) 0,717

Cywaga — Xnenpammeemi (Asro)
Cy=asa — Nnensaunnmi

o — Kosens (3amizenng)

0.288

Tlepesmme — JIseie (AET0)

Xomu — Kosems (AsTo)

Wsj =1'/uvnorm,j +1'ﬂTXnorm,j +1':uwnorm,j +2'luRnorm,j (4)
Ksw,; =Ws; /5 (5)

Ha gerBepTomy etami 3a ¢popMyiior 6 po3paxoBaHi

3HAUYCHHS KYMYJIATHUBHOI'O ITOKa3HHUKa yCHiIJ_IHOCTi

JIOTICTHYHUX TPOEKTIB B yMOBaxX BOEHHOIO CTaHy, IO
HaBeJieHI y Ta0u.7 Ta BijmoOpakeHi Ha puc. 4.
Ksw,; —min (Ksw, )

Ksw =
W max ( Ksw, ) —min (Ksw, )

(6)

3rigHo naHux Tadn. 7 Ta puc. 4 HalieeKTUBHININM
€ norictnyHnid npoekt [lepemunnib—JIbBiB 3acobamu
iHpPACTPYKTYpH
ONTHMAJIbHE CITiBBIJHOLIEHHS BAapTOCTi, Yacy i PU3HKIB.

3ali3HUYHOT  TPAHCIOPTHOL yepes

Haiibinbm  30anaHcoBaHMM 32  KpUTEpIsIMH  4acy,

MOMIPHOT BapTOCTI 1 CEPENHBbOrO pIBHS PH3HMKIB €
CyuyaBa—XMeJIbHHUILIBKUI aBTOMOOLIBHOIO TPAHCIIOPTHOIO
inppactpykrypoto. Haiimenim edextuBHUM € XommM—
KoBenb aBTOMOOLIBHOK TPAHCIIOPTHOIO 1HPPACTPYKTYPOIO
yepe3 HaWBHINI B YMOBaX BOEHHOTO CTaHy pPU3UKH
1 BUCOKY BapTiCTh MPU CEPe/IHIX MOKa3HUKAX BiJCTaHi.

KyMyTaTHEHEH MOKA3HHE YCIINTHOCTL JOTICTHYHHX TPOEKTIE B
YMOBaX EOEHHOTO CTaHY

0.8
07
0.6
0.5
0.4
03 0717 0,663 0,630

0,575
02 0,423
o1 0,288

Cyuaga —
(3amizEHmm)
(3am3HHIA)

XMenEHHIBKHE
Xomy — Kopens

(3amizHENA)

TMepenumus — Jssie

Xom — Kosens (ArT0)

Cywapa —
XMeTHHHIEEHH (ABTO)

Puc. 4. KymynsaTHUBHUIA TIOKa3HUK YCHILIHOCTI JIOTICTUYHHUX MPOEKTIB B YMOBaX BOEHHOTO CTaHY

BucHoBku

B HaykoBifi cTaTTi TPOBEAEHO KOMII IOTEPHUI
eKCTIEPUMEHT 3 YNPaBIIHHSI KPUTUYHUMH MapamMeTpamu
(GyHKLIIOHYBaHHA 1HQPACTPYKTYpHUX Ta JIOTiCTHYHUX
MIPOEKTIB B YMOBAaX BOEHHOTO CTaHy 3 3aCTOCYBaHHAM
TEXHOJOTIM  INTYYHOrO

IHTENeKTy, 30KpeMa Teopii

MYJIBbTHAr€HTHUX CUCTEM.

OtpuMaHi Taki HOBi pe3yNbTaTH:

1. 3niticaeno ¢opmanizaiiro TEXHIYHUX ITapaMeTpiB
TPaHCIIOPTHOI 1H(PACTPYKTypH Ta NMpeaMeTHOI o0sacTi
YIPaBIiHHA JIOTICTHYHMMH Ta 1HQPACTPYKTYPHUMH
MIPOEKTaMH.

2. CTBOpEHO CLICHAPHHUIT MiIX1JT peati3alyi JOriCTHIHIX
MIPOEKTIB B yMOBax BOEHHOTO CTaHy, IO BPaxOBYIOThH
rapameTpu  BiACTaHi

JIOTICTHYHHUX TPOEKTIB, dYacy

peaiizamii Ta SKICHUX TIepeBar.
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3. IIpoBeneno KOMIT IOT€pPHUH EKCIIEPUMEHT
3 pearmizamii JIOTICTHYHUX MPOEKTIB aBTOMOOLIBHOIO
Ta 3aJI3HUYHOI iHPPACTPYKTYPOIO 3 JIETAIEHUM aHaJIi30M
KUJIBKICHUX Ta SIKICHUX TapaMeTpiB pU3HK-MEHEIDKMEHTY

B YMOBAax BOE€HHOI'O CTaHy.

4.Ha OCHOBI KOMIT'IOTEPHOTO  €KCIEPHUMEHTY
pO3pO0JIEHO  MATPUIl  JIOTICTUYHHX  IPOEKTIB, IO
BpaxoBYIOTh BAapTiCHI IapaMeTpH, OILIHKY PH3HKIB,

TEXHIYHI napameTpu JIOTiCTHYHUX TIPOEKTIB
(BaHTaXOI THOMHICTh, ITBUJIKICTh, BiJICTAHB).

5. IlpoBeneHo MoOJIEIOBaHHS KPUTHYHHX IMapaMeTpiB
(yHKI[IOHYBaHHS 1HQPACTPYKTYPHUX Ta JIOTICTUYHUX
MIPOEKTIB B YMOBAaxX BOEHHOTO CTaHy Ta C(OPMOBaHO
PHU3MKH JIOTICTUYHHX Ta 1H(QPACTPYKTYpHHUX TIPOEKTIB

Ha OCHOBI aHaJi3y KPUTUYHHUX MiCIb.

Ta € MEPCIEKTUBHUM HAMPSIMOM HAyKOBHMX JIOCIIKEHb
B CEKTOpi Oe3MeKH Ta 000POHH, 30KpeMa;

1. TlepcrieKTUBHUM HaMpsIMOM yIpaBJIiHHS
JIOTICTUHYHAMH TPOEKTAMH B YMOBAaX BOEHHOI'O CTaHY
€ pPO3pOOJICHHS IHTEICKTYaJNIbHUX MOJENCH, M0 JaroTh
3MOT'Y peasi3yBaTd MPOEKTH Y BUMAAKY MECHMiCTUYHOTO
CIIEHApil0 TOTIpIIEHHS CHUTyalii 3 MpPOJOBOJBYOI0
0e3MeKor0, 30KpeMa SIK albTepHaTHBH YOPHOMOpPCHKOI
3CpHOBOI  iHIIIaTUBH 3aco0aMH  aBTOMOOUIBHOI Ta
3aJlI3HMYHOI 3€PHOBOI HII[IaTUBH

2. OTpumaHi pe3ynbTaTd MOXYTh OYyTH 3aCTOCOBaHi
NpYU TUTAHYBaHHI JIOTICTUYHUX TIPOEKTIB TOCTa4YaHb
030poeHb YKpaiHi BiJl COIO3HHKIB B YMOBaX BOEHHOTO
cTaHy, 30KpemMa 1o mporpami Lend-Lease, 1e 0oCHOBHUMH

npobiieMaMy € IUIaHyBaHHS MapUIPYTiB Ta BU3HAYEHHS

HalOe3nevHImMMX Ta Hale(eKTHBHINIMX IUISAXIB JOCTABKH

HanpamMky nogajJbmux A0caigKeHb BaHTaXIiB, BpaxoOBylOud reorpadivHi, MOMITHYHI Ta

OesrekoBi (akTopH, a TakoXK BHOIp TPAHCIOPTHOI

OtpuMaHi HayKoOBi  pe3yjibTaTH JONOBHIOKOTH iHppacTpyKTypu (MOpChKa, 3alli3HMYHA, aBTOMOOIIbHA

METOJIOJIOTII0 YNPaBJiHHS 1HPPACTPYKTYPHUMH MPOEKTAMH Ta MOBITpsHA IHPPACTPYKTYpa).
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MANAGEMENT OF CRITICAL PARAMETERS
OF LOGISTICS AND INFRASTRUCTURE PROJECTS
BY MEANS OF COMPUTER EXPERIMENT
(ON THE EXAMPLE OF THE SECURITY AND DEFENSE SECTOR IN WAR CONDITIONS)

The subject of the research in the article is the management of critical parameters of infrastructure and logistics projects using
the example of the security and defense sector in wartime by means of computer experiments using modern artificial
intelligence tools, in particular multi-agent systems. The purpose of the study is to conduct a computer experiment to study the
critical parameters of the functioning of infrastructure and logistics projects based on intelligent models that apply the theory
of multi-agent systems. The article solves the following tasks: formalization of technical parameters of transport infrastructure;
formalization of the subject area of logistics and infrastructure project management, modeling of critical parameters of the
functioning of infrastructure and logistics projects under martial law, risk assessment of logistics and infrastructure projects
based on the analysis of critical locations. The following methods are used: operations research methods; computer modeling
methods, artificial intelligence technologies, in particular multi-agent systems; risk theories. Research results: the methodology
for conducting a computer experiment modeling critical parameters of the functioning of infrastructure and logistics projects
under martial law was considered. The implementation of logistics projects was analyzed depending on such criteria as distance,
project time, load capacity, critical zones of logistics projects and qualitative benefits from implementation. A matrix of
logistics project routes under martial law was developed. A qualitative and quantitative analysis of the risks of logistics
and infrastructure projects under martial law was conducted. Conclusions: the obtained scientific results complement the
methodology of infrastructure project management and make it possible to implement logistics projects under martial law
and the worsening of the food security situation, in particular as alternatives to the Black Sea Grain Initiative, as well as
infrastructure and logistics projects in the security and defense sector under war conditions. The results obtained can also be
applied in planning logistics projects for the supply of weapons under martial law.
Keywords: infrastructure projects; logistics projects; safety management; security and defense sector.
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J. MuxHeBHY, O. MA3YPOBA, O. TIEPEIMYAI

METOJ] GRAPHMIGRS MITPALIIi PEJISINIHHUX TAHUX
Y TPA®OBY MOJIEJb NEO4J

Y cygacHOMY cBiTi 00po0eHHs iH(opMaIlii Bce OLIBIIOT aKTyalIbHOCTI HaOyBatoTh rpad)oBi 0a3u JaHUX, IO JAIOTh 3MOT'Y e()eKTHBHO
MOZIEITIOBATH Ta OOpOOIATH CKIAAHI B3a€EMO3B’SI3KM MK CYTHOCTSIMH IpeAMETHHX Tamy3edl. HuHI OCHOBOIO OLIBIIOCTI HAasBHHX
MPOrPaMHUX CHUCTEM 3aJHIIAOTHCS pelisitiitii 06asu qanux. IIpore ui 6a3u JaHUX HE 3aBXKIHM € KPaIliM PIlICHHSM JUTs IPOrpaMHHX
CHCTEM, IS SKUX TOCTPO MOCTAlOTh BHMOTH MAacIITa0OBAaHOCTI Ta BHCOKOI JOCTYHHOCTI iHQopmarii. 3 MeTol miIBUIIEHHS
MIPOAYKTHBHOCTI TAKUX CHCTEM Ha NMPAKTHIl BCE YaCTillle MPUIMAIOTHCS PIillleHHs 00 Mirpatii ix pemsmiiaux 6a3 qanux B NoSQL,
30KpeMa B rpadoBi 6a3n nanux. Ilpeamerom mocTixzKeHHsI CTATTi € METOAM MIrpamii CTPYKTYpOBaHUX JAaHUX 3 pelsimiiHol Mozeni
6a3 maHuX y rpadoBy Monens. MeTa pofoTH — migBHIMTH eeKTHBHICTH Mirpamii pensniiianx 6a3 maHux y rpadosi 06a3u maHnX
crocoboM po3poOIIeHHS MPOAYKTHBHOIO, 8JaITOBAHOTO JUIsl CHCTEMH yrpaBiiHHs 06azamu qaHux Neo4j metoy mirpaiii Ta HaJaHHS
peKoMeHanii Mmoo e)eKTHBHOTO BIPOBA/UKEHHS METOIB Mirpaii B rpadosi 6a3n maHnx. Y poOoTi po3B’sS3yIOTECS Taki 3aBAAHHS:
CTBOPEHHSI JIOTYHUX Mogeseil 1t pensuiiHoi Ta rpadosoi B/ Neo4j B pisHHX IpeIMeTHHX raiy3sx ULl MPOBEICHHS Ha iX OCHOBI
€KCIIEPUMEHTIB 3 Mirpaii; po3poOJIeHHs1 MeTOy Mirpauil pelsmiiHuX naHux y rpadoBy Mozxens Neo4j; miaHyBaHHS Ta MPOBEACHHS
EKCIIePUMEHTAIIBHOTO JIOCIIPKeHHsT e(DeKTHBHOCTI 3alpOMOHOBAHOIO METOMY IMOPIBHSHO 3 iHIIMMH METOJAMH MIrpallii, a TaKkox
PO3po0IeHHs peKOMEeHAL| 110710 0coONUBOCTEN TX BUKOPUCTAHHS. Y IPOBAKEHO TaKi METO/M: IIPOEKTYBaHHS 0a3 JIaHUX; Mirparis
B rpaoBi 0a3u JaHUX; EKCIIEPHMMEHTAJIBHE OLIHIOBAaHHS INPOAYKTHBHOCTI 0a3 JaHMX; PO3pPOOJICHHS, OCHOBAHE HA CHCTEMax
ynpaBninHs 6a3amu mannmx MS SQL Server 18 ta Neodj 5.26 i cepemoBumy pospooOnenns Visual Studio 2022. Jocsrmyri
pe3yJbTaTH: 3alponoHoBaHO MeTon Mirpauii GraphMigr8 pemsuiiinux manux y rpadoBy momens Neodj; eKcrepHMEHTAIbHO
OLIIHEHO SIKiCTh METO/IB MIrpaLlii 3a METpHKaMH MPOAYKTHBHOCTI Ta CEMaHTUYHOI LINICHOCTI iH(popMaLii; chopMOBaHO peKOMEHAALIi{
LI0/I0 BUKOPUCTAHHS METOAIB Mirpailii. BUCHOBKH: BUsBICHO NepeBary i HEOMiKKM METOAIB Mirpauii peysiiifHuX JaHuX y rpadoBy
MOJIeNb JIaHWX, 3amporioHOBaHO Meron Mirpamii GraphMigr8 pensiiinoi BJ] y rpadoBy momens Neodj, skuil mpoaeMOHCTpYBaB
Kpallly IPOZyKTHBHICTb Ta BUILY CEMaHTHUYHY BiJIOBIHICTh TPaHCHOPMOBAHKX TaHHUX.

Kuarouoi ciioBa: 6asa nanux; rpadoBa MojeNb; METOI Mirpailil; persiuitina mozaens; CYBJT; Neodj.

Beryn Ta 00poOneHHs iHpoOpMalii Ta, BiANOBIIHO, Mirparii
persILiiHUX TaHUX 10 HOBHX, Ok edektiBHrX NOSQL

CyudacHuii cTaH po3BUTKY iHpopMaiiinux Texnomoriii  Mozeneii bJ1 [4].
BU3HAYAETHCA TIOCTIHHMM  3POCTAaHHAM OOCATiB  Ta I'paosi B[, sx mpencrasnnku Hanpsmy NOSQL,
CKIAJHOCTI ~ CTPYKTYPOBAHHX  JaHUX. Tpajuiiiini OCTaHHIM YacoM Ha0yBarOTh yce OUIBILIOI MOIMYJISPHOCTI
pensmiiinai 6a3n nanux (B]1), He3BaXkalouy Ha iX TpuUBady  3@BJISAKM  3JATHOCTI  €()EKTMBHO IOJABATH  CKIA/HI
iCTOpiI0 BUKOPHCTAHHS, JIEMOHCTPYIOTh MEBHiI OOMEKEHHS B33a€EMO3B’S3KM MK CyTHOCTsIMH. ['padu 3abe3mneqyrorh
B po6OTI 31 CKIIaIHOMOB’ A3aHUMH JAHUMH, AKi € OCHOBOIO NPUPOJAHMA  CHoci0  MOJaHHA  B3a€MOIIOB’A3aHOI
11 poGOTH B TIpoOIeMHHX cepax, o 3 SBIAIOThCS Ta  IHQOpMANii, [0 CYTTEBO CIPOIIYe HABIralilo Mo
CTPIMKO PO3BHBAIOThCA B HAIII YaC, & CAME: CKIIaJHUX ~CTpyKTypax [5]. BimmosigHo no 3Bity
— COLiaJIbHI MEPEXI Ta aHAI3 COLIaIBbHUX 3B’ 13KiB [1]; db-engines [6] rpadosi cucremu ympabiinHA Oasamu
— CHCTEMH PEKOMEHJIALLiA; maanx (CYBJ]) Bxomsate mo Tom-10 Ta OEeMOHCTPYIOTH

— Gioindopmatnka Ta Kibepbesneka; CTIHKY TEHACHIIIIO JI0 3pOCTaHHS MOITYIISIPHOCTI.

— irpoBa aHATITHKA TOMIO. Otxe, rpadoBi B/l € OCHOBOIO HE TITBKH IS

Takok pensifini BJl MaioTh meBHi mpoGieMmu CTBOPEHHS HOBHX IIPOTPaMHHX 3aCTOCYHKIB, ayie W

i3 3a0e3medyeHHsIM MacIITa0OBaHOCTI [2] mporpamMHHAX MOZCILT0,  Ha Sy  CHPSAMOBAHI  IPOLECH  Mirpamil

chctem. Sk sasmauaethcs B poboti [3], Ha omi pemsanifianx BJI. CywacHi MeTomm Mirpamii He 3aBXKIU

CTpiMKOrO  3GinbmieHEs  o6cATIE  B3aemorop’ssamoi | AQIOTh OJHOSHAYHI PESYNbTATH, MO MOTpebye TaKkoxK
inpopmamii TpamumiiHi pensmiiiai Bl neMOHCTPYIOTH Bepudixauil bl micat Mirpanii.
0OMesKeHHs, 0COOTHBO B MpoIeci 0OpOOIEHHs CKIa HNX Omxe, aKTyalbHMM i TPAKTHYHO 3HAYYIIHM €

PEKYPCHBHHX 3aTIHTIB. ]—[e BHKITUKAE HCO6XilIHiCTI> lIOCHilI)KeHHfI e(i)eKTI/IBHOCTi Ta BAOCKOHAJICHHs HasABHHUX

TIOIIYKY aJBTEPHATHBHUX MiIXOAIB 10 30epiraHus MeToziB Mirpauii peiiliiHuX JaHux y rpagosy Mozens,

© H. Muxuesuy, O. Masyposa, O. [lepenuyaii, 2025
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0 JacTh 3MOry MiHIMI3yBaTd BTpaTH iH(oOpMaIi,
TIPUCKOPUTH TIPOIIEC MIrparii JaHWX Ta 3a0e3MeUUTH
CEeMaHTHYHY IUTICHICTh MTEPETBOPEHHSI.

AHaJti3 npodJieMu ii HAIBHUX METOiB

[opiBHSUTBHUH aHaJ3 MPOAYKTHBHOCTI PENALIMHMX 1

rpagoBux BJl,
JIEMOHCTpye 3HauHi mepeBard rpadoBux b/l B mporeci

npoeaenuit  Vicknair 'y pob6ori [7],

00poOIIeHHsT CKJIaJHONOB si3aHMX jAaHux. ['padosa BJ] —
1le MexaHi3M 30epiraHHs iH(opMarii, 1o MnoeaHye 06a3oBi
rpadoBi CTPYKTYpH BepIIMH i pedep 13 TEXHOJIOTIEI0
30epeKEHHS Ta MOBOK 3allMTiB, IO ONTHMI30BaHI
st 30epiraHHs. Ta MIBUAKONO OTPHMAHHS — LIUTBHO
MOB’SI3aHMX JaHMX. Ha BiqMiHy BiI IHIIUX MOJIEIICH,
rpadoBi bJ] moOynoBaHi Ha KOHIEMIIT, IO BiIHONICHHS
MIDK CYTHOCTSAMHU € TaKUMH CaMUMH BAXXJIMBUMH,
sIK 1 cami cyTHOCTi [8].

He3Bakaroun Ha 3araibHy KOHIEMIil0 TpadoBHX
BJl, peamizauii rpadoBoi mozemi B Hampsimi NoSQL-
CHCTEM MOXYTh Pi3HHTHCS. BinnosigHo 10 11boro 0yayTh
BIZIpI3HATUCA 1 MeToau Mirpanii B i rpadoBi Mojei.
Orxe, s NOSQL-cuctem [4], siki nuiie MOEAHYIOTH
B €00l 3arajpHi HampsMd TpadoBHX, JIOKYMEHTO-
opienToBanux touio BJl, ane He HagawoTh yHiiKoBaHHUX
mogened BJI. Meroau wirpanii HeoOXigHO oOupaTH
gitko mig neBny NOSQL CYB/JI.

HuHi HalOUIBII TOMYJISPHOIO B HANpPsIMi rpadoBUX
CYB/l € Neo4J [9], sika Mae BHCOKY MacIITa0OBaHICTh
i, K O0coONuBICTh, 3abe3ledye TMOBHY MIATPUMKY
aTpuOyTiB Ui BepmiuH 1 pebep rpada. NeodJ ue €
MYJIBTUMOJENBHOI0 CHCTEMOIO, a IoOymoBaHa I
MATPUMKH cyTo rpadoBoi Mojeni, mo 3ade3neuye Tit
Kpaily HpOJYKTUBHICTh, & 1€ € OCOOJMBO BaKIMBUM
y Mirpatii ckiaagHol cTpykTypoBaHoi iHpopMariii.

3arampHa METOHOIIOTIS Mirparii JaHuX Iependadae
TaKi eTany: aHaJNi3 BXiAHOI CTPYKTYPH JTaHWUX, BU3SHAUCHHS
MIPaBUJI BIATBOPEHHS BXIJHOI CTPYKTYPH B PE3YNbTYIOUY
CTPYKTYDY, CTpYKTYpH
Ta nepeHecenHs iHdopMmarii qo Hei. HeoOxigaHo Haragatw,

TeHepamis  Pe3yabTYIoUOoi
mo B podori 3 NOSQL-cucremamu eran mnepeTBOPEHHS
BXIIHOI CTPYKTYpH Yy BHUXIOHY (aKTHYHO BiACYTHIM.
Hanpuxnazx, 8 Neo4J, sk i B Oyap-skiid TpadoBiii Mozeni,
BiJICYTHE TIOHATTS "cxeMa JaHuX', TOMY IIiJ{ Yac Mirpamii
iHpopMmarii 3 pemsmiiHoi B/l eram cTBOpeHHS cxeMu
s rpadooi BJ1 BifcyTHiH, TOOTO HE CTBOPIOETHCS TIEBHA
abcTpakTHA CTPYKTypa maHuX. HaTtoMicTh psakw Tabmuip

OIpa3y TEPETBOPIOIOTECS HAa TIEBHI BepImmMHE  abo

pebpa tpada, TOOTO (haKTUUHO BiNOYBA€ETHCA e€Tal
TIEPEHECEHHS TaHVX.

OcHoOBHOW0O mpoOiemMoro Mmirpanii iH(opmamii Mix
pisanMu MoznenssMu B/l € mepeBipka skocTi Mirparii,
a caMe CeMaHTHYHOI ekBiBasieHTHOCTI B/I, apke crpykTypn
BXITHMX Ta BUXITHAX JTJAHUX 3a TAKOi Mirparlil He 30iraroThesl.
Haii6inpir eeKTHBHUM BapiaHTOM II€PEBipKH SKOCTI
Mirpamii B TakoMy pa3i € CTBOPEHHS Ta BHKOHAHHS
CKBIBJICHTHHX 3aIUTIB 110 ToXigHOI BJ] Ta pe3ynbTyrodoi.
Pe3ynbraTy BUKOHAHHS 3aITUTIB MarOTh 30iraTucs.

Cepen MeromiB Mirpamii pensuiiHUX JaHUX Y
rpadoBy Mozens moBomi momymspaumu € Roberto De
Virgilio [10], Yelda Unal [11] Tomo. OxpeMo HeoOXigHO
BUOKPEMHTH IpyIy METO/IB, 10 ocHOBaHi Ha ER-mozneni
B/l Ta 3a CBO€IO CYTHICTIO € OLIBII CXOKHMHU Ha METON
JOoriyHOro mnpoektyBaHHs rpadoBux b/l Ha ocHOBI
ER-moneni [12]. SlckpaBuUM mNpeNCcTaBHUKOM TaKOro
Hanpsamy € meron Wxuxonr Hawp ta Croe bait [13].
[Ipore He BapTO BBaKaTH TaKi METOAM MMOBHOIIHHHUMH
NpeICTABHUKAMH METOJIIB Mirpamii MiX persiiifHo0 Ta
rpacdoBoro B/I.

JloBOIIi HOBMM 1 MEPCHIEKTUBHUM METOIOM Mirparii
pemsiiiaoi BJ1 B rpadoy € Rel2Graph [14]. Teit meton
ocHOBaHuil Ha kiacudikamii Tabmauup pessiuiinHol B/
Ha TaOiMui CyTHOCTeW 1 TaOuui 3B’s3yBaHHS Ta IX
BIJIMIOBITHOrO TIEPETBOPEHHSI HAa CTPYKTYypH TIpadoBoi
Mmozeni. Tak, TabimuLs BBaXKa€eThesl TAOIHUIICIO CYTHOCTEH,
SKIO B3araji He Mac 30BHIIIHIX KIIOYiB, ab0 € OomuH
yp Oijplle HiX ABa, a00 HasBHI [Ba 30BHIIIHI KIIFOUI
3 MPOCTUM IEPBHHHHUM KitoueM. Tabmuipt 3B s3yBaHHS
BU3HAYACTHLCA HASBHICTIO JBOX 30BHIIIHIX KIIFOYIB,
NEepBUHHUI KJIIOY siIKOi abo He € mpoctuM, abo
CKJIAZIA€ThCSl 3 LUX JBOX 30BHIMIHIX KirouiB. [lepurim
KPOKOM QJITOPUTM BHU3HAYA€, sKi TAONUI € TaOIUIsIMU
CYyTHOCTEH, a sKi TaOnuIl BHUKOPUCTOBYIOTBCS st
CTBOPEHHS 3B’S3KiB (HANPHUKIAJ, NPOMDKHA TaOIUIIA
y 3B’s3Ky "Oarato mo Oarateox"). Jami BimOyBaeThCs
CTPYKTYpH.
Tak, kKOXXKHa TaONWI CYTHOCTEH TpPaHCPOPMYETBCA Y

MEepeTBOPeHH  Tabmump y  TpadoBsi
BepmmHA Tpada. Hazpa Tabmumi crae MIiTKOIO BEpIIHHH,
a KOXKEH 11 pSJIOK NEPETBOPIOETHCS HA OKPEMY BEPLIUHY.
ATpuOyTH Tabnumi B I[bOMY pa3i CTaloTh arpuOyramMu
BepmMH.  TaOnmumi  3B’SA3yBaHHS  TEPETBOPIOIOTHCA
Ha pebpa Tpada: Ha3Ba TaOmWIl CTae THIIOM pedpa,
il psagkun — Oe3mocepenHbO pebpamu, a aTpulOyTH
MIEPETBOPIOIOTECA  Ha aTpuOyrm  pebep. JlomaTkoBo
B rpadi cTBoprotoThest pedpa Tuny HAS st BiATBOpEHHS

3B’a3KiB "oauH 10 ogHoro" Ta "omuH qo Oarateox".
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AmHami3 MeToay NMpOAEMOHCTPYBaB IIEBHI HEIOJIKH,
SKI MOXYTb NpHU3BECTH J0 HeeeKTHBHOI Mirparii,
a came:

— TabiuIi, O[O0 MalTh JBa 30BHIIIHIX KIHOYl
Ta TPOCTHHA MEPBUHHUI KIIOY, BU3HAYAIOTHCS SIK
TaONMII CYTHOCTI, XO4a Jy)X€ 4YacTo Taki TaOuuii
MIPOEKTYIOThCS caMe JuIs peatizamii 3B’s3Ky "Oararto
no Oarathox", TOOTO MAKOTh JUIIE TPU CTOBIIII:

MEepBUHHUIA K04  (YacTimle 3a BCE TI'eHEPYEThCS
ABTOMATHYHO) Ta JIBa 30BHINIHIX KJIFOUi (TIOCHIAHHS Ha
JIBI TaOJIHIII, 110 3B’ A3YIOTHCH);

— Tabiuii, O[O0 MalTh JBa 3O0BHINIHIX KIHOYl

Ta CKJIAJCHUM TCPBUHHWNA  KJIIOY, BH3HAYAOTHCS
SIK TaOnuIi 3B’s3yBaHHSA, XOua MOMJIMBI TaOJHII
CYTHOCTEH, 1[0 MalwTh JBa 30BHINIHIX  KIIOYi

Ta CKJIaJeHUN EPBUHHUMN KITIOY.

Takok anroput™M npuiiMae Ha BXig  (aiin
i3 SQL-ckpunramu Juis  cTBopeHHs pemsuiiinoi B/,
a He mig’eqHyerbcs 1o HasBHOI bJl, Burpauaroun
B Takui crnoci0 uyac Ha O0OpoOJieHHS Ta MapCHUHT
TEKCTOBOTO (haiiy.

OCKiIbKM  TIPOAHai30BaHI METOIM  CHPSIMOBaHi
Ha a0CTpakTHy Mirpaimilo AaHux 3 pensinidHoi BJJ
Jo rpadoBoi 6e3 orsay Ha ocoONMBOCTI Tiel YW 1HIION
rpa¢oBOi MOJENi, TO aKTyallbHUM € aJanTallisi HasiBHUX
meroniB no mnesHoi CYBJl, Hampuknan nomynspHOi
Neo4J,

MetoiB st podotu came 3 niero CYB/] Ta gociimkeHHs

YIOOCKOHANeHHs  ab0  CTBOpEHHs  HOBHX
X eheKTHBHOCTI.

Merta poboTH ii 3aBIaAHHA

Po3B’s13anHs 3aBJaHDb

Mera cTaTTi — NiABUIIUTH eEKTUBHICTH MIrparii
pemsimiiaux  6a3  nmanmx y rpadoBi B/l cnocobom

pPO3pOONCHHS  NPOAYKTUBHOI'O,  aJalTOBAaHOTO IS
cucreMu ympapiinus 6azamu mannx Neodj wmeromy
Mirparmii Ta HaZaHHSI PEKOMEHIAIIH 1oa0 e(peKTHBHOTO
BHUKOPHCTAaHHS MeToiB Mirparti B rpacdosi B/
HocmimkenHs moTpedye BUKOHAHHS TaKUX 3aBAAHb:
—CTBOPEHHS JIOTIYHUX MOJAEICH IS pPeSIiiHHOL
ta tpadosoi B/l Neodj B pisHHX MpeAMETHHX Tay3sx
JUTS TIPOBEJICHHS Ha X OCHOBI EKCIIEPUMEHTIB 3 MIrpaltii;
— pO3pOOICHAS METOMY MITpAaIlil pemAiiHnX JaHIX
y rpatdoBy Momens Neodj;
— IUTAHYBaHHS Ta NMPOBEICHHS EKCIEPUMEHTAIEHOT O
JOCIIDKeHHST €(DEKTHBHOCTI 3aIllpOIIOHOBAHOT'O METOAY
TIOPIBHAHO 3 1HITMME METOAAMH Mirparii Ta po3poOIIeHHS

peKOMeHaIi i o0 0COOIMBOCTEH X YIIPOBaKCHHS.

A. Mamemamuune mooenioeanns
Jus dopmamizanii nporuecy mirparii BUKOPHCTaHO
amapat Teopii rpadiB i B3iTO M0 yBaru pensmiiHy Bl
ta rpadoBy Mozenb bJ1 nis Neodj.
Posrisinemo mporiec mirpanii  pemsimiiinoi Bl D
B rpadoBy B/ G min kepyBanusm NeodJ. Pemsuiitny
BJ1 D MoxHa MOaTH y BUTIISAI KOPTEKY

D:<T,P,R>, Q)
ne T= {Ti |i = L_n} — CKIHYEHHAa MHOXHHA TaOIuLb
pemsuiitnoi B/l; P = {PI |i :ZL,_n} — CKIHYEHHA MHOKHHA

atpubyris 'y BJ, nme P = {PIJ |j :L_m}— CKiHUEHHA

MHOXHHA aTpuOyTiB Tabmuni T,; R T xT — MHOXHHA

3B’ S13KIB MK TaOJIULISIMU.
I'padoBa Bl G mix kepyBanusm Neodj, sika Oyme
Pe3yJIbTaTOM Mirpalii, MOXKe MaTH TaKHW BUIJIS:

G= <V, E>, 2
ne V. — MHOXuHa BepiiuH rpada,V = {VI (PV, )|I = L_p} ,

V,(PV,) — ckiHYeHHAa MHOXHMHA BEPUIMH IIEBHOrO | -0

THUILY, IO BHU3HAYAE€THCA  OJHAKOBOIO  MHOXXHHOIO

atpubyriB PV,; EcV xV — mHOxuna pebep rpada,
£ =€ (PE )=},

MHOXKMHa peOep meBHOro K -ro Tumy, sKiii BIlacTHUBA

E.(PE,) —  ckiHuenHa

OZHaKOBa MHOXKHMHa aTpuOyTiB PE, pebep.

[Ipouec Mirpamii MOXXHAa TOAATH SIK CYKYIHICTh
BiJITBOPEHB!

— @:T >V UE — meperBopeHHs, MO CTaBHUTh
y BianoBimHicTh KOXHIM Tabmumi T, €T MHOXHHY
sepumt V, (PV,) eV nesHoro tuiy abo MHOXHHY peGep

E; (PE;) € E nesHoro Tumy;

— Y:P — PV UPE — neperBopeHHs, 010 CTaBUTh
y BIJNOBIOHICTE KOXHIH MHOXHUHI aTpuOytiB P € P
tabmuui T, mHOXuHY PV, atpuOyrie BepmmH abo

mHoxuHy PE; aTpuOytiB pebep;
— Q:R—>E — meperBopeHHs, MO CTaBHUTh
y BIATIOBITHICTH KOXKHOMY 3B’ SI3KY ('I'I T ) € R mHOXUHY

pebep (VI WV, ) € E meBnoro tumy.
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Otxe, 11 BIACHOT'O METOMY Mirpamii pessiuiiiHol
BJl y rpadoBy minm kepiBauurBom Neo4J HeoOXimHO
BHU3HAUMTH BinTBOpeHHs ¢, ¥ Tta (), mo 3ananTh

MpaBwja MEPETBOPCHHS TaOJHIh, 3B’S3KiB 1 aTpHUOYTIB
pensimiiiHoi B/l B MHOXXKMHM BepinH 1 pebep NEBHHX
TumiB rpadosoi BJ] Ta ix aTpudyTH.

b. Pospoonenns memody GraphMigr8
ona mizpauii ¢ Neo4J

VY pobori, cnuparounck Ha Meron Rel2Graph [14],
3amporionoBaHo Meroa Mirpanii GraphMigr8 pemsuiiinoi
BJ (1) y rpadoBy B/l (2) min xepiBauirBom NeodJ,
10 Ma€ Ha METI MOJI0AaTH HEJOJIKH MOMEPEaHIX METO/IIB
1 3a0e3meunTr OUTBII THYYKHHA Ta epeKTUBHHUII mporiec
MIrparii peysiiiHuX CTPYKTYP.

Oco0nMBICTIO 3aIPOINIOHOBAHOI'O METONY € OuIbII
OJIHO3HAuYHE I 4YiTKe BUALIEHHS TaOJHIb, 10 Peali3yloTh
3B’A30K THIy "Oarato g0 ©Oarathox". 3a3Buuaii
y CY4YacHid MpakKTHIi MPOEKTYBAHHsI TaKi TaOJIHIlI MalOTh
KITIOY

IIPOCTUM  IIEpPBUHHUN (cyporatHmii) Ta IBa

30BHIIIHIX KIIIOYi, IO IIOCHUIAIOTECS Ha  BiIIOBIIHI
Tabnuui, iHOAI 3 JOJAaTKOBUM 3MICTOBHHMM aTPHOYTOM.
AJNbTEpHATHUBHUI BapiaHT CTPYKTYpH Takol TaOmuii
3B’s3yBaHHs Iepeadadac HAsBHICTh JBOX 3O0BHIIIHIX
KJIIOYiB, IO OJHOYACHO € CKIJIQJICHHUM IEePBHUHHUM
KITIOYEM, TaKOK 3 MOXKIHBUM [OJATKOBHM 3MICTOBHUM
arpubyrom. Y meromi GraphMigr8 3a HassHOCTI mOHAxR
aTpubyTa
PO3TIISIATH TaKi TaOMHII SIK CTPYIKHEBI, 110 MOJIEIIOIOTh

OIHOTO 3MIiCTOBHOT'O 3aIlIpoOIIOHOBaHO

BpaxyBaHHA HanawTysaHe
KOpUCTYBaYa

PenauiiHa
Baza paHux

E

Y

AHanis CTpyKTypH
penaAyiiHol Basn gaHux

MapanenbHe 34UTyBaHHA
DAHUX

Puc. 1. Brok-cxema merony mirparii GraphMigr8

Po3rissHeMO  KpOKM — 3aIIpONOHOBAaHOTO  METONLY

OULJIBIII IETAIBHO.
Ha xpomi 1 mis amamizy CTpPYKTypH peaisbHOL
i’ € THAHHS

perAmiHOoI bJ 3TIACHIOETHCS

CYTHOCTI PEaJIbHOTO CBiTy, a HE 3B’SI3KHM THITy "OaraTto
o Oaratbox", Ta TEPETBOPIOBATH iX IIJ[ Yac Mirparii
y Bepumuu rpadosoi BJI. Tak, y meroni GraphMigr8
TaONHI BBa)KaTUMETHCST TAOJHIECI0 BEPIIUH IEBHOTO
THITY, SIKIIO JJIsl Hel BUKOHYETHCS OZIHA 3 YMOB:

— 3OBHIIIHI KJTFOYi BiJICYTHI;

— KUTBKICTh 30BHIIIHIX KJIIOYiB TOPIBHIOE OIHOMY
a00 OiNbIe HiX TBOM;
30BHINIHIX  KITIOYi

— icHye pnBa Ta TPOCTHH

NEePBUHHHUK KJIIOY, J0 TOTO KUIBKICTH aTpuOyTiB
y TaONMIli TIEPEeBHINYE 4YOTHUPU, TOOTO B HASIBHOCTI
MiHIMYM /IBa 3MiCTOBHHX aTpUOyTH;

— ICHye JBa 30BHIIIHIX KIIOYi, IO YTBOPIOIOTH
CKJIQZIGCHUH TIEPBUHHMH KIIOY, /IO TOTO X KUIBKICTh
aTpuOyTiB y TaOMMII OijbIle HIXK TPH, TOOTO B HASIBHOCTI
MiHIMYM JIBa 3MiCTOBHHX aTpHOYTH.

Tabnunst BBaKaTUMETHCS TAOJIHIIEIO pedep MEeBHOro
TUITY, SIKILO ISl Hel BUKOHYETHCS OIHA 3 YMOB:

— iCHye JBa 30BHIIIHIX KIIOY9I Ta HPOCTUH
NEepPBUHHUH KIIOY, A0 TOrO 3K KIJIbKICTh aTpuUOyTiB
HE TMEPeBUINYE YOTUPHOX, TOOTO € JHWIIe OJHH
3MICTOBHHH aTpHOYT;

— iCHye JABa 30BHIIIHIX KIIOYi, L0 YTBOPIOIOThH
CKJIQJICHUH TIEPBUHHMN KIIIOY, Y I[bOMY pa3i KUIbKICTh
aTpuOyTIB HE MEPEBHIILYE TPHOX, TOOTO MOXKE OyTHU JHIIe
OJIMH 3MICTOBHHUI1 aTpUOYT.

Ha pHc. 1

300paxeHo OJI0K-CXeMY

3aMpOIIOHOBAHOTO METOJLY MIrparii, 10 MiCTUTh KiHIIEBY

!

NepeTBopeHHA pAAKIB
TabNUUi Ha BEPLUMHKM
rpaca

MOCITI IOBHICTh KPOKIB.

Tabnuua
HANEUTb 40
Tabnuy
BEPLUMH?

[NepeTBOpEHHA pAAKIB
Tabnuyi Ha pebpa rpada

Y

MNapanencHe 3anoBHEHHA
naHvmn rpadrosoi Basm €
LaHWx

lpadoea Haza
DaHKX

Oesmocepennr0 1o B/l (B ekcnmepuMeHTaIbHUX
JOCIIDKCHHIX A €mHAHHS BimOyBamocs mo B/l mix
kepiaumnreom Microsoft SQL Server). Ilix wac anamizy

CTPYKTYypHU Ta6.]'II/IIIL OPONOHYETBCA BHUKOPUCTOBYBATU
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TIPUHITUIH, TIOAaHi B poboTi Pokorny [15], a came mix yac
aHa;mizy cucreMa 30Wpae JaeTanpHy iH(OpMAaIio Tpo
KOXKHY TaOJIHIIIO0, 30KpeMa:

— Ha3BH TaOJMIi Ta aTpUOYTIB;

— THUIN JaHUX aTpHOYTiB;

— TIepBUHHI KJIIOYi;

— 30BHIIIHI KIIOYI.

3i0bpana iHdopmamis 30epiraeTbcs B TaKHUX
CTPYKTypax
CIIOBHUKH. Y IIbOMY pa3i Juis ONTUMI3alii airopurMmy

JNAaHUX, SK CIHCKH, Tell-Mepexi Ta
BHKOPHCTOBYETHCS TapajenbHe 3UNTyBaHHs iHpopMariii.

Ha xpomi 2 OepyThCs A0 yBaru HalaliTyBaHHS
KOpUCTYBa4a, SKHH MOXE 3aJaTd  OCOOJHMBOCTI
MIPEZIMETHOI rajy3i.

HaranryBaHHs KOpHUCTYBaya Jar0Th 3MOTY:

— BH3HAYATH  MpPaBWIa  [EPETBOPEHHS IS
creruivyHUX TaOJNHUIb,

— BWIy4aTH TIeBHI Tabmumi abo
3 Ipotiecy Mirpariii.

Ha kpoui 3 BinOyBaeThcs Kiacudikaiiis TaOIUIb
CTPYKTYPOIO

J0 HABCJICHUX BUIIIC HpI/IHLII/IHiB.

aTpudyTH

3a  IX MpU3HAYCHHAM 1 BiANOBigHO

Ha kpoui 4 mnepeTBOpPIOIOTHCS PSAOKH  TaOIHIb
BepuinH y Bepmmau rpadosoi BJI. Hazea koxHoi
TaOJHILI BEPIIUH CTa€ THIIOM BEPIINHHU, & KOXKEH i1 psiiok
[IEPETBOPIOETHCS HA OKPEMY BEPILIHHY.

ATpubyti BepmimH  (GOPMYIOTBCS Ha  OCHOBI
aTpuOyTiB BXigHoi Ttabmuui. Cucrema 30epirae BciO
CeMaHTU4HY 1H(QOpMAIlif0, 30KpeMa YHCIIOBI, TEKCTOBI
Ta iHII THY iHGOpMAITi.

Ha xpoti 5 nepeTBOpIOIOThHCS PSIIKK TaOIuUIb pedep
y pebpa rpacda. Hazpa tabmnuiii pedep crae Tunom pebdpa,
a il psaku — Oe3nocepenHbO pedpamMu MK BEPIIMHAMHU
rpada. Skuio B Tabmuii pedep Oynu MpUCYTHI 3MICTOBHI
(He w104YOoBi) aTpuOYTH, TO BOHH MEPETBOPIOIOTHCS
Ha aTpuOyTH pebdep.

Ha erani neperBopeHHs psaKiB Tabiuis pedep
y pebpa rpada Takoxk crBOproroThCst pedpa tunmy HAS
JUTSA BCiX 30BHIIIHIX KITIOUIB, PO3TAMIOBAHUX y TAONHIIX
BepmH. KoXXeH 30BHIMIHIA KII0OY cTa€ pedpoM THITY
HAS, sike 3’eHye TOTOYHY BepUIMHY (PSIOK TaOmUIi i3
30BHIIIHIM KITIOYEM) 3 BiIIOBITHOIO IJIHOBOKO BEPIITHHOIO
(psimOK TaOIHIIL, Ha KW MTOCHIAETHCS 30BHIITHIN KITFOY).

Ha xpori 6 BinOyBaeThCs mapasneizalis IepeTBOPSHHS
Ta 3amoBHEHHs naHmMH rpadoBoi BJI, ska € KIrod9oBHM
eNIEMEHTOM IMIJBUIICHHS INPOAYKTHBHOCTI aQJITOPHTMY.
Hdns  peamizamii

mapaienizanii  BHKOPHUCTOBYIOTHCS

TaKl MiIXOMH:

— TmapajenbHe 3YMTYBaHHS JaHUX — CHCTEMa
po3moinsge TaONHIll MiXK JEKIThKOMa IMOTOKAMH, NAIOUYH
3MOTY OJTHOYaCHO OOpOOJSTH pi3HI TAaOJHIN; KOKEH TOTIK
He3aJIe)KHO BUKOHYE aHaJli3 CTPYKTYpH Ta 11 Knacudikariio;

— nmapaenbHe 3aroBHeHHs rpadoBoi b/l nannmu —
CTBOpPEHHS BEpIIMH Ta pedep BiAOYBAETHCS MapajeibHo;
e JIOCATAETHCS CrocoOOoM po3moainy iHdopMmarii Ha
He3aJIeKHI TPYyNH, SIKi MOXKYTh 00pOOJIATHCS OAHOYACHO.

Orxe, 3amporoHoBaHuii Merox Mirpamii GraphMigr8
€ THYYKHM IHCTPYMEHTOM [l TIEPETBOPEHHS PesliifHIX
nanux y rpadoy B/1.

B. IL1anyBanns excrepHMeHTAI6HOI0 JOCTIKEHHST
Jns €KCTIIepUMEHTAIBHOTO JIOCITi IPKEHHST
NPOAYKTHUBHOCTI Ta €(EeKTHBHOCTI 3alpONOHOBAHOTO
METOJly PO3MIISIHYTO JEKiIbKa TPEIMETHUX Trajy3ei,
JUIsl SIKMX € JIOpeYyHMM BHKOpucTaHHs rpadoBux b/l
30KpeMa cepu COIliaIbHUX MEPEXK, ITPOBUX CTaTUCTHK
Ta eJIeKTPOHHOI KOMEpIIii.
Po3rnsitHeMO  MIATOTOBKY — €KCIIEPUMEHTAIBHOTO
Bl nns

cowianpHol Mepexi. Llg chepa MicTUTH MOHATTS NIPO Taki

JOCII/DKEHHSI Ha TPUKIAAl  pO3poOJieHHs
00’€KTH pealIbHOTO CBITY, SIK KOPUCTYBadi, ixHi mpodii,
3B’SI3KU JIPY>KOU, KOHTEHT 1 B3a€EMOJIIT MiXK KOPHUCTYBa4aMH.
Ha puc. 2 300paxeno ER-nmiarpamy BJI y cdepi comianbHol
Mepexi, mo crBopeHo 3a Hotariero Richard Barker
13 JOJATKOBMMM CEMAHTHYHMMH II03HAKaMU 3B’ SI3KiB,

10 € 3aro3nyeHHsaM 3 Horauii Peter Pin-Shan Chen.

Jdus  omiHioBaHHSA  e(EKTUBHOCTI  aJITOPUTMIB
Mirpaiii 0OpaHo TaKi METPUKH:
— wuyac TpaHchopmanii nmanumx (¢) — wac, SKHA

BUTpayae alropuTM Ha TNepeTBOpeHHs pemsiuiinoi B/
y rpa¢oBy; BUMiproBaHHs Yacy s BJ] pisHux po3mipiB
JIaB 3MOTy OLIHUTH MAacIITabOBaHICTh PO3POOICHUX
AJNTOPUTMIB;

— 0o0csr BUKOpHCTaHOI omepatuBHOi mam’siTi (MB)
— KUIbKICHA OmiHKa 00cATY TaMm’ATi, [0 CHOKUBA€E
ANTOPUTM TiJ dYac TpOoLecy Mirparmii; I METpHKa
Jlala 3MOTY TOpPIBHATH PECYPCOEMHICTh PO3POOICHHUX

ANTOPUTMIB;

— BIOCOTOK 30iry MITpOBaHOi CTPYKTypH i3
CIIPOEKTOBAHOI0  po3poOHMKOM  (%); A YHCTOTH
JNOCHIKeHHS  MMiJ] 9Yac  YIPOBAaDKEHHS  METOAY
GraphMigr8 erar BpaxyBaHHsI HaJIalTyBaHb

KOpHUCTyBada OYII0 MPOMYIIECHO.
BaxmuBrM TIOKa3HUKOM SIKOCTI Mirpamii JaHux
CeMaHTHYHOI

€ 30epexxeHHS 1X mimicHoeti  [16].

Jns  omiHIOBaHHS SKOCTI Ta TIIOBHOTH OTPHUMAaHHX

rpadoBux bBJl 3acTocoBaHO METPUKY CEMaHTHYHOL
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€KBIBAaJICHTHOCTI 3amuTiB Ta iX pe3ynbTariB. CyTHICTH

IICHTUYHUX 32 JIOTiKOKO 3amuTiB, C(HOpMOBAaHUX IS

miel METpUKHM TIoNsArae B TIOPIBHSAHHI pPeE3yJbTaTiB, BXi/1HOI (pensuiitaoi) Ta BuxiaHoi (rpagosoi) B/I.
5 Har %] °S"  Nosinomnenun PO UYopwwi ciucok Lo |
e MJae =Tl = - Haeuyox
Har_| + JoBIAOMNEHHA_IU #
Januc 1D # | HaBuyok ID PO
Hazsa KoHTeHT Mpida
Hasga
[laTa CTBOPEHHR [laTa signpasneHHa %To
” Kateropia
Ponk KOpUCTyBaua MpounTaHo 3a0nokoBaHmit o P
3a0noKoBaHWit PiseHs
Hagcunae S
Mictute
CTeOpHOE
- OMeHTa
X P w\ganmu,a - KopucTtyeay = MNpodink KOpUCTyBaYa
# | Komentap_ID bo-
# | Kopucrysay ID Mae— # | Npodink_xopucrysaya 1D o
KoHTeHT
— [laTa HapOQKeHHA
Lara CTBOpPEHHA ¢ HikHenm
TaBUTL _ Ciiiic
CT20pHOE| Email BcraHoBue )
= - Few naponio 3B'A30K Micle HapomLKeHHR
Naik 3 kUM
3 [ata peecTpauji 8CTaHOBNEHO MicTuts
# | DankID 3B'A30K
Yac CTOBOPEHHA = Xo0i
Opyx0a 5
Moct # | Xodi_ID ho
# | Opyx0da_ID
= lewTer Nocr_ID . Hazssa
MlCTMTb Tanc
# | lewrer_ID KOHTEHT
Hazga Tery [laTa CTEOPEHHS
AKTYaneHiCTb Onue
Puc. 2. ER-niarpama 6a3u nanux y cdepi comianbHOI Mepexi
Bukopucrana Jjisi METPUKH TEXHOJIOTISl OLIHIOBAHHS — KUIbKICTh omepauid gocrymy mo bBJl, mo

nependavae Taki Jii:
(dbopMyBaHHs Ha0bOpy TECTOBUX 3alUTIiB s

BX1/1HOT pensitiiinoi b/1;

— TpaHcopmalliro nux 3amutis Ha MoBy Cypher
1ust rpadoBoi BJ1 i kepiBauTBOM Neo4j;

— BUKOHaHHS 3ammTiB Ha 0Oa3si CYBJ MS SQL
Server ma Neo04J, mNoOpiBHSHHS PE3yNbTAaTIB TECTOBUX
IIEHTUYHOCTI  KIJIBKOCTIL

3aIUTIB 32  KpUTepieM

pe3yNbTYIOUMX 3alKCIB 1 3HA4YeHb 3a BIiIIOBITHUMHU
aTpudyTamu.

HonatkoBo Juisi aHamizy e(eKTHBHOCTI METOJIB
Mirpaiiii OI[iHEHO MPOAYKTUBHICTh POOOTH 3 OTPUMAHUMH
rpadoBumu  BJI crmoco6oM BUKOHAHHS EKBiBaJICHTHUX
rpadoBux  BJI,
Mirpamii. Merpukamu
MIPOAYKTUBHOCTI poboTH 3 rpadosumu b/] obpaHo:

3aluTiB  Ha CTBOPEHHX  PI3HHMH

NrOpUTMaMHU OIIIHIOBAHHS
— Yac BUKOHAHHS 3aIUTIB (MC);

— 3aBaHTAXXCHICTh CUCTCMHHUX

pecypciB
(3aBaHTaXKEHICTh TpOIleCOpa i Yac BUKOHAHHS 3aIUTiB
(%), obesr crioxkuBaHHs orepatuBHOi am’sti (MB));

— e(eKTHBHICTh

30epiranus iHpopmarii

(3aranmpHuit o0csr b/ Ha aucky (MB));

BHKOHYIOTBCS MTijI 4ac BUKOHaHHs 3amuty (DB hits).

Pe3ysbTaTH AOCTIAKEHD TA iX 00rOBOpPeHHS

3 BUKOPUCTaHHSIM OITMCAHUX METPUK ITOPIBHSHO

nBa amroputMud  metony Rel2Graph (y  xmacuuwiit

iMIIeMeHTaIl Ta onTuMizoBauuii axroputMm Rel2Graph,

SIKHI BHKOPHUCTOBYE 0araTornoTOKOBICTh) Ta PO3pOOICHHI
anroput™ st GraphMigr8.
ExcriepuMeHTH TpOBOIUINCS HAa OOYHCIIOBATIbHIN

MAIIFHI 3 TAKHMH XapaKTePUCTHKAMU:
— mporecop — Intel(R) Core(TM) i7-10510U CPU

@ 1.80GHz 2.30 GHz (3araniom uotupu siapa);
— omneparuBHa nam’ste — 16 GB;

— 64-06iTHa omepalliiiHa cucTeMa.

Bukopucrosysanucs CYBJ] takux Bepciii: MS SQL
Server 18 ta Neo4j 5.26.

Binpm

JIETAJIBHO

PO3TISIHEMO

pe3yabpTaTH

eKCIIepPUMEHTIB 13 0a3aMH HaHWUX CEpelHBOrO PO3MIpY,
mo Oynao po3poOiieHO il OUTBIN aNeKBATHUX IIOAO
BUKOPHUCTAaHHS TrpadoBUX Mojeneld cdep ComiaabHUX
MEpexX Ta

il"pOBI/IX CTaTUCTHK, AK€ BOHHM MalOTh
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HaKOUIBII 3B’s13aHy CTPYKTYpy. Y Tabi. 1 momaHo 3amipu
3a TAaKUM BXJIMBHM MOKa3HUKOM e(eKTHBHOCTI, K 4ac
Mirpanii pensiiiinoi B/ y rpagory B/1.

OnrumizoBanuii  Rel2Graph  ta  GraphMigr8
JEMOHCTPYIOTh CKOpPOUEHHS dYacy Mirpauii
st obox B/l

3HA4YHEC

3aBISKH  ONTHUMI3alii  crocoooM

Ta6muus 1. Yac mizpayii (c)

6aratomorokoBocti. Meron GraphMigr8 mae Haiikpam
TIOKA3HUKH Y 3B’S3KY 13 MEHIIOIO KUTBKICTIO PE3YIbTYIOUHX
BEpIINH 1 pedep, 1110 BiH YTBOPIOE Mij yac Mirparii.

He MeHII BayKIIMBUM € BIMipIOBaHHSI BUKOPUCTAHUX
CHUCTEMHHMX pECypCiB M dYac poOOTH aJrOPUTMIB
(tabm. 2).

Anaroputm Yac mirpanii aist B SocialNetwork (c) Yac mirpanii s B/ GameDB (c¢)
Rel2Graph 213.27 202,51
Rel2Graph onrumizoBanmuit 8.71 15.24
GraphMigr8 7.93 5.5
Tabmmuus 2. Bukopucmanis cucmemuux pecypcis
Buxopucranus Buxopucranus Buxopucranus Bukopucranus
AJIroputm onepaTHBHOI maM’ sITi ISt onepaTMBHOI maM’AITi npouecopa JaJs npouecopa aJs
SocialNetwork (MB) s GameDB (MB) SocialNetwork (%) GameDB (%)
Rel2Graph 6.7 9.83 14.31 13.99
Rel2Graph 15.19 11.08 3.79 2.39
OINTHMi30BaHHI
GraphMigr8 11.29 6.47 2.99 3.16

Xoua anroputm GraphMigr8 e mokasye oueBHIHOI
riepeBary 3 MorJsiy 3aCTOCYBaHHsI OMEPATUBHOI mam’sTi,
ase BiH 3HAYHO 3HIKYE HABAHTAKCHHS HA MPOIIECOP, 10
pobuTh Horo OuTbIl e€(pEeKTUBHHM MO0 BUKOPUCTAHHS
CHCTEMHHUX pecypciB, a oco0nuBo st cucteM, ae CPU e
0OMEXKEHUM PECYPCOM.

Taomuus 3. Pesyromamu micpayii ona B/ pisnoeo obcszy

[MpoaHamnizyeMo OCSATHYTI pe3yJibTaTH AJsl PI3HUX
obOcsariB pensauiiinux bJl. Bennkoro BBaxatumemo 6a3sy
nannx Ecommerce, cepemmimu — SocialNetwork ta
GameDB Ta manumu — TravelingDb, ReportDb, SportDb.
Hdus cepennix Ta Manux bJ] HaBenmemo ycepeaHeli
3Ha4yeHHs. OTpuMaHi METPUKH MOJAaHO B TalI. 3.

Tun BJI Asropury Uac wirpanii (¢) | DOPHCTAHAS a0 E:,‘(’fl‘l’fcﬁfj‘?j’;
Rel2Graph 8.6 9.6 6.5
Mana Rel2Graph onrrumizoBanmuit 4.67 2.08 3.8
GraphMigr8 3.51 1.3 1.88
Rel2Graph 207.89 8.23 14.15
Cepentst Rel2Graph onrrumizoBanmuit 11.98 13.14 3.09
GraphMigr8 6.715 8.88 3.08
Rel2Graph 10829.44 91.1 26.04
Benuka Rel2Graph onrrumizoBanmuit 433.21 52.99 7.44
GraphMigr8 427.84 42.2 7.07

Opurinamsanit  Rel2Graph memoncTpye sickpaBo
BHpaXKEHY EKCIIOHEHIIINHY 3alexHicTh Big po3mipy B/l
Ilepexin Bim cepemnboi mo Bemukoi bBbJl cnpuuwmnsie
3pocTaHHA Yacy wirpamii B moHan 52 pasu (3 207.89 ¢
o 10829.44 ¢). Onrumizosannit Rel2Graph 3nauno
3MEHIITYE EKCIIOHEHI[IIfHEe 3pOCTaHHSA, XO4Ya 3alleKHICTh
yce mie He € niniiHow. Anropurm GraphMigr8 mokasye
HaWOIMpII HAOMIKEHY MO0 JIHIKHOI 3aJeXHICTh 13
HE3HAYHUM KYTOM HAaxWiIy, W0 € ONTHMAaJbHUM IS
MacmtabyBanHs. Ha Bemwmkiit bBJ]  omrmMmizoBaHuMit
Rel2Graph ta GraphMigr8 mokaszanu maiibke OnHAKOBHI

yac mirpauii. Lle mos’s3aH0 3 THM, 1o cpepa ECommerce

HE € TpHUPOAHOI s 30epiranHs y rpadosiii BJI.
Otxe, pemsmiiiHa cxema wiei BJ] Mictute Tabmumi, sAKi
o0OoMa METoJaMU BH3HAYAIOTHCS SIK TaOJMII BEpIIMH,
1110 He Ja€ 3MOTy 3aaiATh mepeBaru meroxy GraphMigr8.
HesBaxaroun Ha 11e, po3poGiennit GraphMigr8 mokazas
He Tipmni pe3ynsTaTH, Hixk MeTon Rel2Graph [14].
GraphMigr8
TIOPIBHIHO

Hns mamux Bl anroputm

BUKOPHUCTOBYE Ha 86% MeHIe maM sTi
3 opurinanmsEuM Rel2Graph. 3a ymoBum 3GinmbimeHHs
po3mipy Bl cnoctepiraeTbcs 3pOCTaHHS 3aCTOCOBAHOI
mam’sTi B ycix anropurMmax, npore GraphMigr8 sassxmu

JACMOHCTPY€E KpaIIIl ITIOKa3HHUKH.
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Opurinansauit Rel2Graph Haii6inpm iHTEHCHBHO
BHKOPHCTOBYE TIPOIIECOP, OCOOIUBO B POOOTI 3 BEIUKUMU
BA. OnrumizoBanuit Rel2Graph Tta GraphMigr8
JIEMOHCTPYIOTh NPUOJIN3HO OJHAKOBE HABAHTAXXECHHS Ha
mporiecop JUIsl cepemHix 1 Bemukux bBJI.  Anroputm
GraphMigr8 mae HaiiMeHIIIe HABAHTAXKECHHS HA MPOLIECOP
i gac podoru 3 maaumu B/l

[lepefineMo 10 pO3IJISINY EKCICPUMEHTIB OO
BU3HAUYEHHS CEMaHTUYHOI LUTICHOCTI pe3y/IbTaTy Mirpari.

Byno po3pobineHo Hu3ky 3amuTiB MoBamu SQL Ta
Cypher (o¢iuiiina moBa 3amutie Neo4j) [17] Ta BukoHaHO
ix Ha pemsuinHii bJ] min kepiBauTBom MS SQL Server
ta rpadosiii BJ] min kepiBuuirrBoM Neodj. Pesymbratu
3aIUTIB TIOPiBHIOBAJIKCSI aBTOMATH30BaHO 3a JOIMOMOI0I0
PO3pO0IIEHOr0 MPOrpaMHOro 3a0e3neyeHHs.

Jlis  TmepeBipKHM  CEMaHTHYHOI  CKBIBaJCHTHOCTI
JaHUX BHKOPHCTOBYBAIHCA cepii CTATUCTHYHHX 3alUTiB
Ha MiAPaxyHOK KiJBKOCTI CYTHOCTEH pI3HOrO THILY,
3aIUTIB Ha (DUIBTPALiio CYTHOCTEH 3a pi3HUMU aTpUOyTaMH,
a TaKOX 3aIUTiB Ha IEPEBIPKY 3B’ SI3HOCTI CYTHOCTEH.
chepu
3aCTOCOBYBAJINCS 3aITUTH, 110, 30KpEMa, MiCTHIIH:

Hanmpuxnan, s cowjaneHol  Mepexi

— 3anuT Ne | — mouryk mocTiB KOpUCTyBaviB, iMeHa
SIKMX TIOYMHAIOTHCS 3 JiTepu "A";

— 3anuT Ne 2 — MOLIYK TelITeriB i3 PeleBaHTHICTIO
nonazn 0.7;

— 3amuT Ne 3 — OTpUMaHHS CEpeJHBOrO piBHs

HABHYOK KOPUCTYBAUiB;

— 3amuT Ne 4 — IOIIYK MOTEHIIHHKUX pY3iB (3armuT
JI0 IeKUTBKOX 3B’SI3aHUX CyTHOCTEH).

s chepm  irpoBoi  cepBepHOL
3aCTOCOBYBAJINCS 3aITUTH!

CUCTEMH

— 3amut Ne 1 — momryk paeranei CHOpsSKEHHS
TepcoHaXka (3amuT J0 eKUTBKOX 3B’ 3aHUX CyTHOCTEH);

— 3ammT Ne 2 — orpuMaHnHs iHdopMaliii Ipo mpenMeru
TIEBHOT'O THITY, 110 HAsIBHI B IHBEHTApI MEPCOHAXKIB;

— 3amut Ne 3 — momyk Haropona 3a KBECTH
3 IEBHUM aTpUOyTOM;

— 3anuT Ne 4 — icTopist OTpUMaHUX HEPCOHAXKEM
MpeIMETIB.

VYci po3pobineHi 3anuTd IS 000X  JTOCIIIHKEHHX
METO/IB TOBEPHYJH OJHAKOBY KIJBKICTh  3aIlUCIB
3 IJEHTUYHUMH 3HAa4eHHSIMU 3a aTpuOyTaMu, IO Ja€
3MOry 3pOOMTH BHCHOBOK IPO CEMaHTHUYHY ILIJICHICTH
MITPOBAaHUX JAHUX.

MeTpuKi NPOAYKTHBHOCTI OTPUMAHUX TIpadoBUX
b/l 3a pe3ynbraTaMu BHUKOHAHHS LUX 3aIMTIB 3BEJEHI
B Tabn. 4. B wiil cepii ekcreprMeHTIB J0CIIDKyBaIach
Juiie ofHa peamzamis Meromy Rel2Graph, amke
amroputMu  Rel2Graph Tta ontumizoBanmit Rel2Graph
cTpykTypy — rpaosoi B/,

HOIJIALYy TNPOLYKTHBHOCTI

CTBOPIOIOTH  OJIHAKOBY
TOX iX TOpIBHAHHA 3
rpadooi b/l He mae cency. OTxe, TOPIBHIOBAJIKCS came
Rel2Graph ta GraphMigr8, a
OL[IHIOBAJIOCSI TIOKPAIIEHHS METPUK IPOIYKTUBHOCTI

nust meroxy GraphMigr8.

METOIH TaKOX

Ta6muus 4. [Ipooykmuenicme 3anumie

Basa janux 3anur Meron OneparuBHA HaM’ATH (0aiiTH) Yac (mc) CPU (%) DB hits
SocialNetwork | samur Ne 1 | Rel2Graph 4472 3 7 445
GraphMigr8 4472 2 6.3 445
IokpameHHst 0% 33.3% 10.0 % 0%
sarut Ne 2 | Rel2Graph 45000 7 10.2 5331
GraphMigr8 40608 5 8 3257
IlokpaieHHst 9.8% 28.6 % 21.6 % 38.9 %
sarut Ne 3 | Rel2Graph 13672 5 7.3 3669
GraphMigr8 12944 3 7.9 2512
IlokpaleHHs 5.3% 40.0% -8.2% 31.4%
sarut Ne 4 | Rel2Graph 14352 3 11.7 998
GraphMigr8 9592 2 7.9 426
IMokpaieHHs 33.2% 33.3% 32.5% 57.3%
GameDB sarut Ne 1 | Rel2Graph 2536 2 7.2 834
GraphMigr8 2104 2 4.6 758
IlokpalieHHs 17.0% 0% 36.1 % 9.1%
sarut Ne 2 | Rel2Graph 8592 3 7.1 617
GraphMigr8 8584 2 7.4 533
IoxpameHHst 0.1% 33.3% -4.2 % 13.6 %
sarut Ne 3 | Rel2Graph 360 1 8.2 227
GraphMigr8 344 1 6.2 181
IlokpalieHHst 4.4% 0% 24.4 % 20.3 %
sarut Ne 4 | Rel2Graph 2256 2 6.2 718
GraphMigr8 2256 1 6.8 682
IMokpameHus 0% 50.0 % -9.7% 5.0%
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VYHacnminok ymnpoBapkeHHs wmetony GraphMigr8
CIIOCTEpIraeThcsl 3HAYHE MOKPAILIEHHS BHKOPUCTAHHS
OIIEpaTHBHOI MaM’sITi i 31€01IbIIOr0 BUCOKI pe3yibTaTH
3a YacoM BHKOHaHHS. 3aramom Merox GraphMigr8
JIEMOHCTPY€E HIDKYY 3aBaHTa)XEHICTh IpoIecopa.

Heranennii  anamiz  rpadoBux B/l mig wac
eKCIIEPUMEHTIB 3aCBiUMB, IIO OIHIEI0 3 KIIOYOBUX
nepeBar Merony GraphMigr8 e orpumanHs OGinbi
JIOCKOHAJIOI CTPYKTYpH Tpada BIIIOBIAHO MO KUIBKOCTI
Horo BepmmH 1 pebep. Kinbkicth By31iB 1 pebep
pe3yapTyrounx TpadoBux bJl HaBemeHo B Tabm. S
Ta OL[IHEHO BiJICOTOK IMOKPAIIEHHS B pa3i BUKOPUCTAHHS

meroxy GraphMigr8.

Tab6mauus 5. Kinvxicme éepuun ma pebep

KiabkicTs | KinbkicTs
ba3za nanux Merton

BepLINH pedep

Rel2Graph 6744 12388

SocialNetwork | GraphMigr8 2850 8494
Mokpamennst 57.7% 31.4%

Rel2Graph 7885 12879

GameDB GraphMigr8 2717 7711
Mokpamennst 65.5% 40.1%

3MeHILIeHHs KUTBKOCTI BEPIIMH Ta pedep y npoiieci
3acTocyBaHHs MeToy Mmirpariii GraphMigr8 6esnocepesiso
BIuMHYyNno Ha po3mip bB/l. Po3mipu pesynbTyrounx
rpadoBux b/ HaBeneHo B Tabn. 6 Ta MOKa3aHO BiJCOTOK
moKparteHus ais meroxy GraphMigr8.

Ta6muus 6. Posmip 6azu oanux

ba3a nanux Mertoxa Po3mip (MB)
Rel2Graph 3.35
SocialNetwork GraphMigr8 242
IlokpaieHHst 27.8%
Rel2Graph 2.46
GameDB GraphMigr8 1.67
Iokpamennst 32.1%

OcCTaHHBOIO Cepi€r0 eKCIePUMEHTIB Oyia mepeBipka

30iry CTPYKTYpH 1O
CIPOEKTOBAHOI PO3POOHUKOM BPYYHY, KU MaB 3MOTY

aBTOMAaTHYHO  MITPOBAaHOL

B3STH JO YBaru OCOONMBOCTI TPEIMETHOI Tamys3i.
s mporo BpydHy crpoekToBaHo Tpadosi b/ Ha ocHOBI
ER-miarpam, ®a 06a3i skux Oymo  po3poOieHo
BimnoBigHi pensmiitai B/ mis obparux chep. [Ipuxmazn
ER-miarpamu Ta crnpoektoBanoi Bpy4Hy TpacdoBoi B/l
UL chepu

Ha puc. 2 Ta 3 BiAMOBIiIHO.

comiagpbHOI ~ Mepexi 300pakeHo

PosrmgHemMo  meski  pe3ymbTraTé  Imi€i  cepii

eKCTICPIMEHTIB.

IMomamo w©a3Bu Tabmunp pemsamitianx BJ] s
KpaIioro po3yMiHHS pe3yibTaTy Mirparii:

— TravelingDb — Achievement, Role,
UserAchievement;

— SocialNetwork — BlackList, Chat, Comment,
Friendship, Hashtag, HashtagPost, Hobby, Like,
Message, Post, Skill, User, UserChat, UserHobby,
UserProfile, UserSkill;

— Ecommerce — Basket, Category, Order, Product,
Product_basket,  Product_order,  Product_property,
Property, User.

Pe3ynbraTy ekcriepiMeHTy HaBe/eHi B Ta0I. 7.

BJI mamnoro

User,

Pe3ynbraTh  eKCIEpPUMEHTIB s
po3Mmipy mokaszanmu, 1o TpadoBi Momeni, MirpoBaHi
3a momomoror Merony GraphMigr8, wmarote Gimbin
ineHTnuHy cTpykTypy no BJ/I, mo Oymmu crnpoekToBaHi
BpY4HY. rpagosi
3a mormomMoror Merony Rel2Graph, menmn imenTnuHi 10

Hatomictb MozeNi, MIrpoBaHi

CIIPOEKTOBAHUX BpyuHy (Hanpukiaz, bJ] TravelingDDb).
B/l cepemnboro posmipy s cdep comiaTbHUX

MEpeX Ta IrpOBUX CEPBEPHHUX 3aCTOCYHKIB, SIKi

BU3HAYaAKOTHCA BHCOKHUM CTYIICHEM B3a€MO3B’SI3KIiB

MDK ~ CyTHOCTSIMH, €  HAWHOUIbIl — NPUHHSATHUMH

rpadpoBux  BJ
1, BIOOOBIIHO, € OULIBII IIOKA30BUMHU OO0’ €KTaMM IS

KaHOUAaTaMd Ul BUKOPHUCTaHHA
eKCIIEpUMEHTANIbHUX J0CHipKeHb. SIk Oaummo, mis B/l
SocialNetwork wmerton GraphMigr8 mpomemoHcTpyBaB
OUIbII KOMMAKTHY rpadoBy CTPYKTYpy, Ha BiAMIHY
Bi cmpoekToBaHoi BpyuHy. Tak, Tabmuis Like Gyma
nepeTBopeHa Ha pebpa Mik BeprmHamu User Ta Post,
110 MPUBENIO JI0 OLITBII KOMIAKTHOI Ta JIOTIYHOI CTPYKTYPH
rpaga. Jna B GameDB BpY4HY
rpadgoBa CTPyKTypa BHSBHJIACS OLJIbII KOMIIAKTHOIO.
Ane wmerom GraphMigr8
Kpalii pe3yabtaty, Hixk Rel2Graph.

CIIPOEKTOBAHA
3HOBY IIPOJEMOHCTPYBaB

Hns Bl Ecommerce rpadoBi cTpykTypu Ui BCiX
TPHOX METOJIB BHSBWJINCS 1ICHTHYHUMH, SKIIO HE OpaTn
no yBarn Ha3Bu pebep. lle MokHa NOSCHHTH THM,
o0 BCl MPOMDXKHI Tabnumi (TaOmuIi 3B’sA3yBaHHA) B I
pemsauiiitaiit BJ] MaroTh ckiameHWii TEpBUHHUAN KITOY,
YaCTHHH SKOTO OJHOYaCHO € 30BHIIIHIMH KIIOYaMH,
Ta KUIBKICTh 3MICTOBHHX aTpUOYTIB HE TIEPEBUIIYE JBOX.
VYV rtakomy pasi meromu Rel2Graph ta GraphMigr8
CTBOPIOIOTH OfHAKOBi rpadoBi crpykrypu. o Toro x
HEOOXiHO 3a3HAYUTH, M0 PO3TILIHYTHH QparMeHT chepu
€IIEKTPOHHOI KOMEpIIii MaibKe HIKONHA HE MPOEKTYETHCS
po3pobHuKamMu y Burisiai rpagosoi BJI. Omxe, 1e
NOPIBHAHHS HE MOYKHA BBa)KATH ITOKA30BUM.
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Tabmuus 7. Pezyiomamu nopieHaHHA a8MOMAMUYHO Mi2POBAHOT CIPYKMYPU i3 CNPOEKMOBAHOIO PO3POOHUKOM

ba3za nanux Merton I:':;::;zb Kl;:é: ;Tb Ha3Bu BepuH Ha3Bu pedep
TravelingDb Pyune 44 112 Achievement, Role, User Has_Achievements, Has_Role
ITPOEKTYBAHHA
Rel2Graph 136 204 Achievement, Role, User, |HAS_Achievement _UserAchievement,
UserAchievement HAS_Role_User,
HAS_User_UserAchievement
GraphMigr8 44 112 Achievement, Role, User HAS_Role_User, UserAchievement
SocialNetwork | Pyane 4813 10457 Chat, Comment, Hashtag, | HAS (4orupu 38’s3xm), Send, Leaves,
MIPOEKTYBAHHS Hobby, Like, Message, Post, | Puts, Creates, Friends_with,
Skill, User, UserProfile Has_blocked, Contains (tpu 38’s3kH)
Rel2Graph 6744 12388 BlackList, Chat, Comment, | HAS_Chat_Message,
Friendship, Hashtag, | HAS_Chat_UserChat,
HashtagPost, Hobby, Like, | HAS_ Hashtag_HashtagPost,
Message, Post, Skill, User, | HAS_Hobby UserHobby,
UserChat, UserHobby, | HAS_Post_Comment,
UserProfile, UserSkill HAS_Post_HashtagPost,
HAS_Post_Like, HAS_Skill_UserSkill,
HAS_UserProfile_UserHobby,
HAS_UserProfile_UserSkill,
HAS_User_BlackList,
HAS_User_Comment,
HAS_User_Friendship,
HAS_User_Like, HAS_User_Message,
HAS_User_Post, HAS_User_UserChat,
HAS User_UserProfile
GraphMigr8 2850 8494 Chat, Comment, Hashtag, | BlackList, Friendship,
Hobby, Message, Post, | HAS_Chat_Message,
Skill, User, UserProfile HAS_Post_Comment,
HAS_User_Comment,
HAS_User_Message, HAS_User_Post,
HAS_User_UserProfile, HashtagPost,
Like, UserChat, UserHobby, UserSkill
Ecommerce Pyune 1800098 9400041 |Basket, Category, Order,|HAS Order, HAS_Basket, Placed in,
MPOEKTYBAHHS Product, Property, User HAS Property, Ordered, HAS Parent
Rel2Graph 1800098 9400041 |Basket, Category, Order,|HAS_Category Category,
Product, Property, User HAS_Category_Product,
HAS_User_Basket, HAS_User_Order,
Product_basket, Product_order,
Product_property
GraphMigr8 1800098 9400041 |Basket, Category, Order,|HAS_Category Category,
Product, Property, User HAS_Category_Product,
HAS_User_Basket, HAS_User_Order,
Product_basket, Product_order,
Product_property

[IpoBenena cepisi eKCIIEPUMEHTIB AEMOHCTPYE, IO
B/l i3 3Ha4HOI KIIBKICTIO TPOCTHX 3B’sBKIB (0e3
NONAaTKOBHUX  3MICTOBHHX  aTpHUOYTiB)  OTPUMYIOTH
Ounbimii eektT Bim Mirpamii 1o rpadoBoi Momeni 3a
normomororo  anropurmy GraphMigr8. Hartomicte y
CHCTEMaX eJIEeKTPOHHOI KOMEpIii, Ji¢ 3B’SI3KM MiCTSTh
0araTo BJIACHMX 3MICTOBHHX AaTpHUOYTIB, METOAH
GraphMigr8 Tta Rel2Graph memoHcTpyfoTh Maibke
IICHTHYH] pe3ynmpTaTH. Y pa3i KoM MPOMiKHI TaOIHIi
MaloTh TPOCTHH TIEPBHHHMN KIFOY Ta JBa 3O0BHIMIHIX
kiroui, amropurm  GraphMigr8 moeepratnme  Gimbin
cTpykTypy.OTXe,

CKCNCPUMCHTH  MPOACMOHCTPYBAJIN CyIICBi

KOMITakTHY — TpadoBy TIpOBe/IeHI

nepeBaru

meromxy GraphMigr8 mo wirpamii pemsmifinnx B y
rpadosi i xepiBHEIITBOM Neo4J , Ko MmopiBHIOBATH 3
meromom Rel2Graph, ocobnuBo mis mpeMeTHHX Tamy3ei
13 BHCOKOIO MIIJIbHICTIO B32€MO3B’SI3KIB MK CYTHOCTSIMH,
ne rpadoBa MOAETh [JAHUX € TPUPOAHO  OUTBII
BIJITIOBIIHOIO NI TIOAAHHS Ta 0OpoOieHHs iH(opMariii.
o M ATBEPPKYIOTh
edekTHBHICTL 3amporionoBanoro wmeroxy GraphMigr8
Mirparmii B Neo4J,
JICMOHCTPYIOYH KIIFOYOBHUMU
MOKa3HUKaMH TPOYKTUBHOCTI.

Haronocumo, JIOCII JUKEHHS

pemsmiiianx By rpadosi

Woro mepeBaru - 3a
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BucHOBKM ¥ nepcneKTHBH MOJAJBIIOT0 AOCTiIKeHHS

Y  poboTi  3ampoOmOHOBAaHO  METOA  Mirpariii
pemsmitinux BJI y rpadoy B/ Neodj - GraphMigr8 ta
EKCIIEPUMEHTAJILHO MIEPEBIPEHO HOro ePEeKTUBHICTD.

OmHuM 13 KJIIOYOBHX €TaliB  pPoOOTH  CTallo
MPOEKTYBAHHS JIOTIYHUX MOJENel MPeIMETHUX Tay3ei,
IO [ajlo 3MOrYy CTBOPUTH €()EKTHBHY OCHOBY JUIS
JOCHIJDKeHHS Mirpariii. 3okpemMa po3po0JIeHO Mojei

st BJ] comianbHUX Mepex Ta IrpoBHUX CEpBEpIB, SIKi €

30epirati atpuOyrn. IIpore He Bci TpadoBi Mozeni
MiATPUMYIOTH 110 (YHKIIOHAIBHICTE. A BTIM MeETOX
GraphMigr8 6e3 cyrreBux 3MiH Mimiiime i Mirparii
B Taki rpadosi CYB], sx Amazon Neptune, OrientDb,
TigerGraph, 1o Takox miaTpUMaiOTh aTpUOyTH y pedep.
CYBJI Apache Giraph a6o
FlockDB, ne xonuemiiss aTpuOyTiB pebep oOMexeHa

Haromicts s
abo BimcyTHs, 3acrocyBaHHs Merony GraphMigr8
notpedyBaTiMe Momudikarii. Y I1poMy pasi  OuTbII
edexTuBHEM Oynie BpoBamkeHHs metony Rel2Graph.

Hapani nomineHUMU € OAATKOBI €KCIIEpHMEHTANIbHI

MPUKIAAaMA  JOUIJTBHOCTI  Mirpamii 3  pensiiifiHux
B/l y rpadosi. nociimpkenHss 3 BumesraganumMu  CYBJl mns  Oiabmn
JIOCSTHYTI pe3ylIbTaTH eKCIIEPHMEHTIB IEMOHCTPYIOTh TOYHOTO aHaji3zy e(QEeKTHUBHOCTI  3alpOIOHOBAHOTO
cyTTeBi mepeBarn Meroxmy GraphMigr8, a cawme: METONly B  Pi3HMX TEXHOJNOTIYHUX  CEPEIOBUILAX.
CKOpOYEHHA  4yacy  Mirpauii, 6inbmr  edeKTUBHE Ajne MOXHa 3pOOHWTH MPOTHO3, IO SKICHI IepeBaru
BUKODUCTAHHS CHUCTEMHHUX PECypciB 1  3HIKEHHS mertony GraphMigr8 36epexyThcs IOPiBHSIHO 3 METOZOM
CKJIQJHOCTI OTpMMaHWX TrpaoBUX CTPYKTYp. byio Rel2Graph, xouya eheKTHBHICTH KiJBbKICHHX IOKa3HHKIB
cOpMyIbOBAaHO pPEKOMEHJAIi OO0 BHPOBA/UKEHHS ~ MOXKE Jemo 3MinuThcsa. Ili  po3GikHOCTI  MOXYTh
PO3IVITHYTHX METOMIB Mirpalii 3amexHO Bif Xapakrepy  OYyTH 3YMOBJIEHI 0CO0JIMBOCTAMH peanizarii
Ta CKJIAJAHOCTI BXiJHUX MOKA3HUKIB. BimnoBinaux CYBJ], cneuudikoro ix MOB 3amuTiB,
Pospobnenuii  merox GraphMigr8 wmae nesni ONTHMI3alli€l0 BHYTPILIHIX aJrOPUTMIB  0OpOOJIEHHS
OOMEXEHHS, OCKIIbKH BiH pO3POOIABCS CHELiaIbHO inbopmarii Ta edeKkTHBHICTIO pPOOOTM 3 PI3HUMH

mix mirpariito gaaux 10 Neodj, xe y pebep € MOKIUBICTD TUIIAMH CTPYKTYP.
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METHOD GRAPHMIGR8 FOR MIGRATING RELATIONAL DATA
TO THE NEO4J GRAPH MODEL

In the modern world of data processing, graph databases are becoming increasingly relevant, allowing for efficient modeling
and processing of complex relationships between entities in subject domains. Today, relational databases remain the foundation
of most existing software systems. However, relational databases are not always the best solution for software systems
that face stringent requirements for scalability and high data availability. In the direction of improving the performance
of such systems, decisions regarding migration of their relational databases to NoSQL, particularly to graph databases,
are increasingly being made in practice. The subject matter of the article is methods for migrating structured data from the
relational database model to the graph model. The goal of the work is to improve the efficiency of migrating relational databases
to graph databases by developing a productive method of migration adapted for the Neo4j database management system
and providing recommendations for the effective use of migration methods to graph databases. The work addresses the
following tasks: development of logical models for relational and graph databases Neo4j in various subject areas for conducting
experiments on migration based on them; development of a method for migrating relational data to the Neo4j graph model;
planning and conducting experimental research on the effectiveness of the proposed method compared to other migration
methods, and development of recommendations regarding the peculiarities of their use. The following methods are used:
database design methods; migration methods to graph databases; methods for experimental evaluation of database
performance; development methods based on MS SQL Server 18 and Neo4j 5.26 database management systems, Visual Studio 2022
development environment. The following results were obtained: the GraphMigr8 method for migrating relational data to
the Neodj graph model was proposed; experimental evaluation of the quality of migration methods according to performance
metrics and semantic data integrity was conducted; recommendations for using migration methods were formed.
Conclusions: strengths and weaknesses of existing methods for migrating relational data to the graph data model were identified,
the GraphMigr8 method for migrating relational databases to the Neo4j graph model was proposed, which showed better
performance and higher semantic correspondence of transformed data.
Keywords: database; graph model; migration method; relational model; DBMS; Neo4j.

bibnioepaghiuni onucu / Bibliographic descriptions

Muxuesny J[.K., MasypoBa O.0., Ilepemmuait O.I. Meron GRAPHMIGRS wirpamii pensmiiiaux manux y rpadoBy
mozmenb NEOAJ. Cyuacuuii cman naykosux Oocuiodcenv ma mexnonozii 6 npomuciogocmi. 2025. Ne 3 (33). C. 45-57.
DOI: https://doi.org/10.30837/2522-9818.2025.3.045

Mykhnevych, D., Mazurova, O., Perepichai, O. (2025), "Method GRAPHMIGR8 for migrating relational data to the
NEO4J graph model”, Innovative Technologies and Scientific Solutions for Industries, No. 3 (33), P. 45-57.
DOI: https://doi.org/10.30837/2522-9818.2025.3.045



mailto:dmytro.mykhnevych@nure.ua
https://orcid.org/0009-0001-4854-6526
mailto:oksana.mazurova@nure.ua
https://orcid.org/0000-0003-3715-3476
mailto:oleh.perepychai@nure.ua
https://orcid.org/0000-0002-4592-0965
https://doi.org/10.30837/2522-9818.2025.3.045
https://doi.org/10.30837/2522-9818.2025.3.045

ISSN 2522-9818 (print)

ISSN 2524-2296 (online) Innovative technologies and scientific solutions for industries. 2025. No. 3 (33)

Y JIK 004.85 DOI: https://doi.org/10.30837/2522-9818.2025.3.058

A. HOBAKOBCBHKUI, 1. SIJIOBErA

BU3HAYEHHS POJIEI ATEHTIB BEJIMKMX MOBHHUX MOJIEJIEM (LLM)
Y MOJEJII JU3AWH-ITIPOLIECY

IIpeameroM OCTi/KEHHST € 3IaTHOCTI Ta OOMEXEHHs, SIKi JIEeMOHCTPYIOTh Benuki MoBHI Mozxeni (LLM) mpm ix BmpoBamkeHHI
B IHTEJICKTYaJIbHI, TEXHIYHI Ta TBOPYI MPOIECH, 30KpeMa B an3aifH. MeTa poOOTH — BU3HAUNTH MICIIE 1 POJIi areHTiB BEJIMKUX MOBHUX
Mozenell B AW3aliHI Ta po3pOOMTH BIANOBIIHY MOJENb IM3alH-Tporiecy, momoBHeHoro LLM-arentamm. VYV crarti craBisThes
HaCTyIHI 3aBaaHHs: (1) MpoBeCTH OrJsI] CydacHHX IyOJiKamiid MO0 MiIXOIiB Ta METOJIB OIIHKH 3/IaTHOCTEH BEIMKHX MOBHHX
Mozenel, 30KpeMa, NpH BHKOHAHHI TBOPUYMX, TEXHIYHMX Ta AM3alHEPCHKUX 3a1ad; (2) MpOBECTH aHAi3 CyJacHHWX ITiJXOiB
Ta MetoniB B3aemonii 3 LLM; (3) po3pobutn mozens, mo Bu3Havae Mmicte ta poni LLM-areHtiB B musaiiHi y B3aemonii 3 1u3aifH-
KOMaHJIOI0, 30BHIIIHIM CEpeIOBHIIEM Ta am3aifH-apredaktamu. [lin yac NMpOBENCHHS MOCHIHKCHHS BUKOPHCTaHI TaKi MeETONH:
TIOPiBHSUTBHO-ICTOPUYHHUN Ta PETPOCIIEKTHBHHI aHANI3 3MICTy TEXHIYHMX, €KOHOMIUHHX, (iTocO(CHKUX, JTIHTBICTHIHUX HAyKOBUX
Ta METOAWYHMX JOCTI/DKEHb JUIsi (OpPMYBAaHHS LUTICHOrO OadyeHHs MOTOYHOTO CTaHy PO3BUTKY BEJHMKHX MOBHHX MoJeJel
Ta WiIXOMIB 10 B3a€MOAIi 3 HHMH; CTPYKTYPHO-JOTIYHHH aHami3 Uit (OpMyBaHHS MOJeNi IHU3aiiH-TIPOILECY, IOMOBHEHOr'O
LLM-arenramu. JlocarHyro HAacTymHI pe3yJiabTaTH: BH3HAUSHO NEB’SITh OCHOBHHX T'PYI 3[aTHOCTEH BETMKHX MOBHHX MOJCJICH;
BH3HAYCHI OCHOBHI CyYacHi MaTEepPHHU B3a€MOJIl 3 BEIUKUMH MOBHHUMH MOJIEIISIMH; PO3POOJIEHO MOAENb JH3aiHY SIK 1TepaTHBHOTO
mporiecy 30araueHHs 3HaHb, IO JIa€ 3MOTY OIMCATH B3aEMOJIIO JIIOAEH Ta areHTIB BEJIMKAX MOBHHX Mofeneill Mik co0oro,
3 30BHIIIHIM CepeloBHIIEM Ta 3 Iu3aiiH apredakTamyu. Y BHCHOBKAX IIiJKpecieHa HOBU3HA Takux 3paTHoctedl LLM B pomuni
TEXHOJIOTI INTYJYHOrO IHTENEKTYy, SK PpO3YMIHHS Ta TeHepalis TEKCTy IPUPOIHOI MOBOIO Ta MOBaMH IPOrpaMyBaHHS,
06araTOMOBHICTb, BOJIOMIHHS 3aTaJIbHUMH Ta Tajy3eBUMH 3HAHHSM, 3[aTHICTh JO MipKYBaHHS, areHTHICTh. J0aTKOBO aKTyasi30BaHO
HEOOXiHICTh KOHIIENTYaJIbHOTO OCMHCICHHS MiCIsl Ta pONi BEJIMKHX MOBHHMX MoJejeldl B TBOpYHMX Ipolecax. Po3pobiena
CTPYKTYpHa MOJIEJb, LIO MPEJACTaBIsE HU3aiH SK iTepaTHBHHUN INpolec 30aradeHHs 3HAHb Ta JIO3BOJSIE BHU3HAYUTH PONI arcHTIB
BEJIMKUX MOBHHX MOJIENel y B3aeMoii 3 T13aliH-KOMaHIO00, apTe(akTaMy Ta 30BHIIIHIM CEpPeIOBUILIEM.

KiouoBi cioBa: Benmki MoBHI Mopeni; LLM areHTH; mTydHHH iHTENEKT; JIOAWHO-KOMITIOTEpHA B3a€MOJisl; iHHOBAIIii
B JM3aliH.

3a1a4yl  OJiMIiagHOro
(AIME2024) Ta

Beryn 3aBJlaHb, TaKUX SK piBHA

3 MaTeMaTHKH IIPOrpaMyBaHHs

Texnomorii mrydnoro intenekry (ILI) cyrreBo
BIUIMBAIOTh HAa €KOHOMIKY, HAyKOBI1 JOCIIKEHHS, OCBITY
Ta iHI Tajy3i. 3a JaHUMHU 3BITY TPO 1HAEKC MITYIHOTO
intenekty 3a 2024 pik (Al Index Report 2024),
10 BHUIYCKAETHCS pa3 Ha piK  ClHeliali30BaHUM
JenaprameHToM  yHiBepcutery Crendopay, CcTaHOM
Ha kBiTeHb 2024 poKy Taki TeHepaTWBHI MOJET,
sk GPT-4, Gemini ta Claude 3, Bke mepeBepIIyBan
piBEHb  JIOACBKMX  IIOKa3sHWKIB 32  YHCICHHUMH
6enumapkamu (benchmarks) y BUKOHaHHI iHTENEKTyaIbHUX
3aBJaHb HU3BKOI Ta

cepenHpoi  ckimamHOCTI  [1],

X04a BapTO 3ayBaXWTH, IO "piBeHb IFOJCHKHUX
MMOKA3HUKIB" € YMOBHHM Ta BH3HAYAETHCS CIIEIH(PIKOFO
KOXKHOTO 3 O€HUMAapKiB.

2024  poky OpenAl

MpeAcTaBWia HOBY MoOAenb ol, ska po3poOisuiach

Y  BepecHi KOMIIaHis

3 (oxycoM Ha BHKOHAHHA 3adad, MO TOTPEOYIOTH

MipKyBaHHS (reasoning) Ta JEMOHCTpYE 3HAYHUI

Tporpec y PO3B’s3aHHI CKIAJHAX IHTEIEKTyaIbHUX

(Codeforces), naykoBi muranns piBHs PhD 3 pi3Hux
muciumiin (GPQA Dimond) [2]. B rpynni 2024 poky
OpenAl
3 Mozenei 1poro ciMmeiictea — 03 [3]. ol Ta 03 3HauHO

KOMIIaHis AQHOHCYBajJla HACTYIHY BepCiio
HEepeBepIIYIOTh ITOKA3HUKH IIONEpeNHiX Mozeneil B
YHCIIEHUX 3aBIaHHAX, IO IOTPEOYIOTh KOMIUIEKCHOTO
MipKyBaHHs], BKIIOYAaIOUM 3aJadi 3 MpOrpaMyBaHHS,
JIOTiKH, KBaHTOBOI (i3mku. Xoda, SK OEMOHCTPYE 3BiT
PO 1HAEKC IMTYYHOro iHTenekty 3a 2025 pik, 3AaTHOCTI
IITYYHOTO iHTENEKTY MPOAOBXKIWIN CTPIMKHI PO3BHUTOK,
MOJIeNli BCe e NeMOHCTPYIOTH HE CTalli pe3ylbTaTh
B 3a/1a4ax, 10 MOTPEOYIOTH CKIIAAHOrO MipKyBaHHs [4].
HaykoBa cminmpHOTa Ta KOMEpIiiHI oOpraHizarii
NPUOULTIOTE ChOTOAHI 3HAYHY VYBary JOCTIIKEHHIO
TeHEePaTHBHOTO INTYYHOTO iHTEJEKTY, 30KpeMa BEIUKHX
MOBHHX MOJENIeH, Ta BIPOBADKEHHIO Ii€i TEXHOIOTIi
B JIOCTiIHUNBKi, TBOpYi, IHHOBAIiiiHi, BHPOOHWYI
Ta YIOPaBIIHCHKI TpomecH. TeXHONoris Bxke 3HaWIIa

CBOE TIPAKTUYHE 3aCTOCYBaHHSI B HH3II IHAYCTpIH

© A. HoBakoscokuii, 1. SInosera, 2025
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B PpI3HHX pErioHax CBITYy Ta JEMOHCTPYE 3HAYHUH
TIOTEHITiaM. 3TiTHO ONUTYBAHHS, MPOBECHOTO MiXKHAPOTHOIO
KOHCAJITHHTOBOo0 Kommaniero McKinsey & Company,
B 2024 poui 78% opranizamiii BukopuctoBytoTh 11
xoua B OfHiHM 3 Oi3Hec-QyHkuil [4]. OOcsr nmpuBaTHHUX
IHBECTHLIH B TEHEPATUBHHH IITYYHHH  IHTENEKT
30inmpmmBess B 9 pasie B 2023 poui B MOpPIiBHAHHS
3 2022 mo 25 wmupa. momapiB [1] Ta gocsr piBHS
B 34 mupa. nonapis B 2024 porii [4].

Croroani e

CIPOTHO3YBAaTH MacmTabu 3MiH, SKi

HEMOXXJIHBO OJTHO3HAYHO
OYIKYIOTh Ha
cycmiybcTBO  miag  BmumBoM  po3Butky LI Icuye
WMOBIPHICTB, 1[0 TEXHOJIOTIS 3ITKHETbCS 3 BHYTPIIIHIMU
YU 30BHIIIHIMH OOMEXKEHHSIMH, 1 11 BIUIMB 3aUIIMTHCS
nomipuuM. OJIHAK, € OYEBUAHUM, IO HOBI FeHEpaTHBHI
(LLM),

MOJIMBOCTI I

MOJeNi, 30KpeMa BENMKI MOBHI  MOJENi

BIIKPUBAIOTh  MPHHIIUIIOBO  HOBI
BnpoBakeHHa 1III B iHTenekTyaldbHy Ta KpeaTHBHY

Ipallfo, 1 TEXHOJIOTISI TPOIOBKYE CTPIMKO PO3BUBATHCS.

AHaJIi3 OCTaHHIX J0CTiIKeHb i myOmikanii

Merojonorisi  OLWIHKK  3/aTHOCTEH  IITYYHOTO

IHTEJIEKTY € CKJIQJIHUM MDKJAWUCUUILTIHAPHUM HAIPSMOM,
IO JMHAMIYHO PO3BHMBAETHCS. [IOCHIHUKH CTBOPIOIOTH

HOBI Ta 30aradyloTh BXE€ ICHYIOUI OCHUYMapKu
(benchmark) — "crammaptusoBani Tectm abo HabGopu
3ajad, [I0 BUKOPHUCTOBYETHCS [UISl OLIHIOBAaHHA Ta

TIOPIBHSHHSL MPOJYKTUBHOCTI, €()EKTHMBHOCTI YU SKOCTI
PI3HHUX cHUCTEM, alrOpuUTMiB abo Moxeneit" [S].

Y KOHTEKCTI IITYYHOrO IHTENEKTy OeHUYMapKu
3a3BHYAl CKIaIal0ThCS 3 TPHOX KOMITOHEHTIB [6]:

1) 3a60anns (crenmdikatisi KOHKPETHOI MPOOIEMH),
BUKOHAHHS SIKOTO OL[IHIOETHCS;

2) nabopu Oanux, TPHU3HAYCHI TSI BUKOHAHHS
3aBJAHHS Ta MEPEBIPKA PE3yIbTATIB;

3) Mempuxu — TIOKa3HHKH, SIKi IO3BOJLSIIOTH
KUTBKICHO OXapaKTepU3yBaTH Pe3yIbTaTH POOOTH MOJENi
NIPY BUKOHAHHI 3aBJaHHSL.

3a mamumm Al Index Report 2024, y neB'stu
OeHUMapKkaX TIOKa3HHKHA MPOBIIHUX TEHEPATUBHUX
mozeneii 11 mepeBummny abo BIPHUTYN HAOTH3IITUCS
JI0 TIOKa3HUKIB BUKOHAHHS LIUX 3aBIaHb JIIOJUHOIO, X04a
BapTO 3ayBaKWTH, IO "TMIOACEKAN PiBEHB' € YMOBHUM
Ta BU3HAYAETHCA CHEIU(PIKOI0 KOXKHOTO 3 OEHUMAPKIB:

— knmacudikarrist 306paxens (ImageNet Top-5);
TIIy3/1y npH
(Visual

— BUKOPHCTaHHS 3JI0pOBOTO

apryMeHTanii ~ Ha  OCHOBI

Commonsense Reasoning, VCR);

300pakeHb

— BHSIBJICHHSI JIOTTYHHX 3B 513KiB MiXk (ppazamu (aNLI);

— po3yMiHHs aHTiHichKol MOBH (SuperGLUE);

— po3yMiHHS TeKCTy 6a3oBoro piBHsA (SQUAD 1.1);

— PO3yMIHHS TEKCTY CEpPEIHBOTO PIBHS CKJIAJHOCTI
(SQUAD 2.0);

— Oararozasaune pozyminas Mo (MMLU);

— BIJIMOBITI Ha 3anMTaHHs 32 300pakeHHsMH (Visual
Question Answering, VQA);

— MaTeMaTuyHi 3a/a4i omiMmiaaHoro pieast (MATH).

TakuM 4uHOM, iCHyIO4i OEHUMAapKH BCe 4acTille
CTaI0Th OCKLITBKH

HEJJOCTaTHhO  1H(OPMAaTHBHUMH,

pe3yabTaTd  CyYacHHUX Mopeneit

HAOMIMKAIOThCA 10  IX

reHepaTHBHUX
TpaHUYHUX 3HAYeHb YU
MIEPEBUIIYIOTh CEpPEHI MOKAa3HUKH, NOCSITHYTI JIFOIBMH.
[Mporsirom 2023 poky 3’siBUSIacS HU3KAa HOBHX, OUIBII
CKJIaTHUX OCHYMAPKIB /I OILIHKU IMEBHUX 3JaTHOCTEH
LI, cepen sikux:

— SWE-bench — BunpaBiieHHs MOMHIOK B KOJIi;

— HEIM — renepariist 300paxeHb 3 JOTPUMAaHHIM
CKJIQJIHUX 1HCTPYKIIiH;

— MMMU — mynsTiMOaIbHA JIOTIYHA apTyMEHTALlis;

— MoCa — aprymenTariist B MOpabHiil IUTOLIHHI;

— AgentBench — areHTHiCTb;

—HaluEval -
Ta reHepanis (GakToNoriuvHO KOPEKTHOT'O TEKCTY.

pO3MTi3HABaHHS  TaJIIOLMHALINA

BaxiuBuM TpeHZIOM € Te, IO METOAU OIlIHKH
mozenedt 11 mowasnu 3mingyBaTucs BiJ aBTOMaTH30BaHUX
OenumapkiB, Ha kmrant ImageNet abo SQuAD, B Oik
pPEUTHHTIB Ha OCHOBI JIIOJCBKHX OLIHOK, TaKUX SK
Chatbot Arena Leaderboard [1]. Ileit Tpena BimoOpaxae
CKJIQHICTh  30ATHOCTEN

3pOCTAIOTy IeHepaTUBHUX

MOJEJIEH, 10 OLIHIOIOTBECS, a TaKoX BakJIMBICTD

BpaxyBaHHS  €TMYHOI  CKJIalOBOi, = TOYOK  30py
PI3HOMAHITHUX CTEHKXOJNJEPIB Ta TPOMAJCHKOI AYMKH
B oliHIOBaHHI mporpecy L.

Omucanuii BHIE TpeHJ [MBHAKOTO BHYEPIAHHS
inpopmaTuBHOCTI OeHUMapkiB, 30epircs Ta HaBiTh
nocmuBcs mpotsirom 2024 poky. Bennki MOBHI Moperni
CYTTEBO TIOKPALIMIN CBOi pe3yibTaTd 3a OCHUMapKaMu,
2023 poui (MMMU, GPQA,

HalpuKiaJ, pe3ylbTaTH IPOBITHUX

mo 3 ABWINCHh B
SWE-bench) -
Mozeneil mokpammnuck 3 4.4% B 2023 pomi mo 71.7%
B 2024 3a Gemumapkom SWE-bench. Tlporsrom poky
JOCITITHUKH 3alpOIOHYBANA HU3KY OLTBII CKIAIHUX Ta
KoMmIuiekcHuX OeHumapkiB (Humanity’s Last Exam,
FrontierMath, BigCodeBench) Tta HOBI migxomm m0
po3pobku 6erumapkis (BenchBuilder, WildBench) [4].
3paTHOCTI Ta MNOTOYHI OOMEXKEHHSI BEJIHKHX

mosHux wmoxeaeir (LLM). [lo ocranHsOro dYacy
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PO3BHTOK INTYYHOTO IHTENEKTy B Taly3li o0OpoOKH
npuponHoi MoBu (Natural Language Processing, NLP)
30CepePKyBaBCsl Ha CTBOPEHHI BY3bKOCIIEIiaTi30BaHUX
MoJieJIed Ul BUKOHAHHS KOHKPETHUX 3aB/iaHb, TAKUX SIK
nepeKsiajl, aHami3 eMOLIHHOro 3a0apBieHHS TEKCTY
(sentiment analysis) yi BU3Ha4€HHSI HaMipy KOpHCTyBaua
(intent detection) [7].

[Nosia Benmukux MoBHMX Mogxeneit (LLM), Takux sk
Mmozeni cimeiictea GPT, npusBena 1o sikicHOro ctpuoOka
B 3JaTHOCTSX IITYYHOI'O IHTENIEKTY B Tally3i 00poOKU
npupogHoi MOBH. OCHOBHUM 3aBAAHHSM, JJIsl BAKOHAHHS
SIKOrO OyJIK po3pOOJICHI BEJIHMKI MOBHI MOIEIl Ha OCHOBI
TpaHchopMepiB, €
HANOLIBII HMOBIPHOTO HACTYITHOTO ()parMeHTy (TOKEHa)

apXiTeKTypI/I MMPOTrHO3yBaHHA

y TEKCTI NpUpoJHOI0 MoOBOW. Kpim nocsrHeHHS
BU3HAYHOT'O PiBHS Y BUKOHAHHI 1ILOTO 3aBJIaHHs (TeHeparii
TEKCTy NPUPOAHOI0 MOBOW0), LLM 1eMoHCTpYIOTh
HIMPOKUH CIIEKTP MONATKOBHX €MEPDKEHTHHX 3II0HOCTEH,
SIKI BUXOJISITh 3@ MEXKi IXHBOI M0YaTKOBOI MeTH [6, 8].

B cBoemy gocmimkenHi Yauwr Tta komwtern [7]
JeKiTbKa Tpym
MOBHHMX MOJeNel, AOCIHI/KEHHS SKHUX € aKTyaJlbHUM

BUALUIAIOTH 3IaTHOCTEN  BEIIMKHX
Ta aKTUBHUM CHOT'O/IHI.

1) Posyminns mexcmy npupoouoio mogow (Natural
language understanding, NLU) — us rpyma Biitrodae taxi
3JATHOCTI BEJIMKMX MOBHHUX MOJIEIEH fAK aHali3
€MOLIIHHOT0 3a0apBIIeHHs], KJIaCU(iKallisl TEKCTY, BUSBICHHS
JIOTIYHUX 3B’sI3KIB MiXk (ppa3amu, ceMaHTHYHUI aHai3,
PO3YMiHHSI COIIIAIEHOTO KOHTEKCTY.

2) I'enepayis mexcmy npupooror mogow (Natural
language generation, NLG) — 1o mi€i rpynu BXOAATH Taki
smatHocTi LLM sk rTeHepamis MiJCYMKIB, BeICHHS
JaJyioriB, TeHepallis BIANOBIZACH Ha NHTaHHS, poOOTa
31 CTHJTICTHKOIO Ta (JOPMATYyBaHHSM PEUCHb.

3) Mipxysannss  (Reasoning) € eMepIKEHTHOIO
30AaTHICTIO BENMKHX MOBHHX MOJeJeld, fka IIe He €
CTaJIOI0 Ta 3HAXOOUTHCS B Tpoleci po3BUTKY. ChOrozHi
LLM pmo meBHOI MipH MOXYTh pO3Mi3HABATH JIOTiYHI
3B’SI3KU B TEKCTi, POOUTH JIOTIYHO KOPEKTHI BICHOBKH Ta
MOEJHYBATH 1X B JIAHIIOKKHU ITOCITIJOBHUX apTyMEHTIB.
31e01IBIMIOr0  34aTHICTP BEIWKAX MOBHHUX MOZIEIEH
IO MIpPKyBaHHS OINHIOIOTh B HYOTHPHOX IUIOMIMHAX:
MaTeMaTH9HE MIipKYyBaHHSA, MIpKyBaHHS 3J0pPOBOTO
TIIy3y, JIOTIYHE MipKyBaHHS Ta Taly3eBO-CIerudidHe
MipkyBaHHS. L[ikaBUM OKpeMHM BHITQIKOM MipKyBaHHS €
30aTHICTh BEJIMKUX MOBHHX MOJENed N0 IUTaHYBaHHI —
BOHH JIOCUTB CTaJO MOXXYTh CTBOPIOBATH Ta BUKOHYBATH
TIPOCTi iHCTPYKIIii, aje MOKa3HUKH CYTTEBO 3HIKYIOTHCS

npu BUKOHAHHI CKJIaHOI'O, 0araToeTarHoro IIaHYBaHHSA.

4) Baeamomosni 3aedanns (Multilingual tasks) —
I TpyIa BKIFOYAaE B ceOe Mepekiaa Ta iHMI 34aTHOCTI,
TIOB’s[3aHi 3 ONepyBaHHAIM OaratbMa MOBaMH, HAIPHUKJIIAL,
KpOC-MOBHa Kjacu(ikalisi 4Yu MOPIBHAIBHUMA aHaJi3
MOHATH Yy PpI3HUX MoOBax. JlOCHi/KEHHS IT0Ka3yloTh,
mo LLM nobpe mpaioroTh 3 aHTIIIHCHKOIO Ta 1HITUMH
MOIIMPEHUMH MOBaMH, ajleé MNPOJAYKTHBHICTH MOXeE
3HI)KYBATHUCS TIPH BUKOPUCTAaHHI OLIBII PiJIKICHUX MOB.

5) @axmonoziunicme  (Factuality)
LLM  renepyBatu
BIJINIOBIIAIOTh peajbHUM (hakTaMm. 3HAYHA yBara B Ilii

BiJtoOpaxae
3MIATHICTh TBEP/UKEHHS, IO
obnacTi TPHUIUIAETBCS JIOCTIDKEHHIO TaIOIWHYBaHHS
BENTMKAX MOBHHX MOJENeil — BHIAJKiB, KOJIH MOJENb
BUTaAye (aKTH, IO HE BiAMOBIAAIOTH PEANbHOCTI.

6) Pobacmuicms, emuunicms, HeynepeoXiceHicnmo

ma dosipuicmo (Robustness, Ethics, Bias,
Trustworthiness) BigoOpaxkae CTiliKicTh Momeni 10
HecrmoAiBaHuxX a00 IIKIIIMBMX  BXIAHMX  JaHMX,

BIACYTHICTb ~ TOKCHYHOCTI Ta  YHEpeMKEHOCTI Ta

BiJTOBIIHICTE €THYHUM HOpMaM. Hanpuknan,
JIOCITIJPKEHHSI TI0Ka3yioTh, 1110 LLM MoxyTh 3acBolOBaTH
CTEPEOTHIIH, MI0 MICTATECS B HABYAJBHHUX JIAHHX,
a00 reHepyBaTH MIKIUIUBUI KOHTEHT.

7) Tanyseei snanmns (Social and Natural Science,
Engineering, Medicine) e HeoOXiaHOMO MEPEIYMOBOO IS
BUPILICHHS] BETMKMMU MOBHUMH MOJICIISIMHU CrielU(pIYHUX
3alad:  CoOllaibHI 3HAaHHA HEOOXiJHI, HaIpUKIa]
JUIS  aHalli3y TOJITHYHOI PHUTOPUKHU, OIIHKKM eMOLii
a00 TCHUXOJIOTIYHUX TECTIB; MPUPOAHUYI, MAaTEeMaTHYHI
Ta IH)KEHEpHI 3HaHHA — JUIsl pO3B’s3aHHA, 30KpeMa
MaTeMaTHYHHUX 3aJad YH

3amad 3 reHepamii  abo

MEepPEeBIpKM TPOrPaMHOTO KOAY; MEAWYHI 3HAHHA —
JUISL aHANTI3Y KIIIHIYHUX KeHCIB.

8) Aeenmuicme (Agent Applications) BupaxkaeTbcst
B 3JIaTHOCTI MoJeNiell IHTepIpeTyBaTH [aHi, OTpUMaHi
3 30BHIIIHBOTO CEPElIOBHUINA, NPUHAMATHA Y3TOMKEHi

pIlIeHHS, IUIaHYBaTH, ONEpyBaTH  IHCTPYMEHTaMHU

(nanpuknan, udepe3 APl abo  BeO-iHTepdeiic),
B3a€EMOJIATH 3 IHIIUMH 1H(QOPMALIAHUMHE CHCTEMaMu
Ta mozeirsimu 1111,

9) Imwi 30ammocmi Mopmene MOXYTh BKIFOUATH
Taki BY3bKOCHEIiali30BaHi CIeHapil, SK BUKOHAHHSI
pI3HOMAHITHUX 3aBIJaHb B Taly3i OCBITH (HAIPUKIA,
aBTOMAaTHYHE  OLIIHIOBAHHS

CTYACHTCBKUX  pOOIT),

MOIIYK W peKOMeHHallii, TecTyBaHHSI OCOOMCTiICHUX
XapaKTePHCTUK JIFOJMHH TOLIO.

YaHr Ta KoJulerd poOJsTh BUCHOBKH, III0 HA MOMEHT
myOJTiKamii 3BiTY BENMKI MOBHI MOJEN NEMOHCTPYIOTH

CTabiTbHO BHCOKI pE3yAbTaTH y TaKUX 3ajadax sK
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PO3YMIiHHS IIPUPOXHOI MOBH, Te€Hepalis 3B’SI3HOTO Ta
TOYHOTO TEKCTY 3 ypaxyBaHHSM KOHTEKCTY, IepeKia.
CramuMu € TakoX Taki 37gaTHOCTI okpemux LLM,
SK apu(MeTH4He Ta JIOTiYHE MIPKYBaHHS, a TaKOX
MIpKyBaHHs, 1[I0 TOTpeOye PpO3yMiHHS  YacOBUX
3anexxHocte. OKpeMHUMHU TIepCIEKTHBHIMH HarpIMKaMHu
€ MaTeMaTh4He MipKyBaHHS Ta MIpKyBaHHS Ha OCHOBI
CTPYKTYpPOBaHUX JaHUX.

B Toii jxe 4yac Benuki MOBHI Mofeni 34e01IbLIOro
HecTami

JEMOHCTPYIOTh  OOMEXKeHI Ta

B TaKHuX

pe3yabTaTu

3a1adax, sK aOCTpakTHE MipKyBaHHS,
PO3YMiHHSI JieTaneil CKJIaJHOrO KOHTEKCTY, BH3HAYECHHS
CEMaHTHYHOI MOAIOHOCTI, BUSBIIEHHS JOTIYHHUX 3B’ SI3KiB.
[ponykruBnicts LLM MOXe CyTTEBO 3HIKYBATHUCS NPH
poboTi 3 piAKICHUIMH MOBaMH, BY3bKO-CHEUU(IYHHUMHU
CIICHApisSIMH, Bi3yaJIbHO-MOJAJIFHUMHU 3aBJaHHSIMHU Ta
IpU HEOOXITHOCTI BPaxOBYBaTH JIIOACHKI MPOTHPIUYSL.
OOMEXeHHSIMM BEJIMKHX MOBHHX MOJENIell € TaKoX
CXWJIBHICTB JI0 TaJIOLMHYBAaHHSA, (DOPMYBaHHS YIEpELKEHb
MOBENIHKA I  4ac

Ta  HebakaHOI HaBYaHHS,

TOKCHYHICTh, Bpa3JMBICTh [0 HECIOMIBaHUX abo
HIKIIJIMBUX BXITHUX JaHUX Ta HECIIPOMOXKHICTH HIBHIKO
OHOBIIIOBATU 3HAHHS B PEAIbHOMY Yaci.

BinburicTe OCHIAHUKIB CXOIUTBCS Y BUCHOBKAX,
IO BXE Ha TOTOYHOMY €Tali PO3BUTKY BEJIWKI MOBHI
MOJIEJII MOXKYTh 3HAYHO JOMIOMOITH JIFO/IMHI Y BUKOHAHHI
IHTEJIEKTYaJIbHUX Ta TBOPYMX 3aBJaHb, SIKI MOTPEOYIOTh
00poOKku MysbTUMOAANBHOI iH(opmanii [9,10]. Pazom
010
KpEaTUBHUX 3/aTHOCTEH BEJIIMKMX MOBHMX MOJENEH —

3 THM CBOTOIHI TPOAOBKYIOThCS JHCKYCIT
Hackitbki LLM 31aTHI reHepyBaTH MPHHIUIIOBO HOBHI
KOHTEHT Ta SKMMH O€HUMapkaMH L€ MOXXHA BUMIPSATH
kizpkicHo [11,12]. Kpim Toro, KOHIENTyalbHI MO
B3a€MOJIT JIIOANHN 3 BETMKUMH MOBHHMH MOJEISIMU BCE
1€ 3HAXOMIThCS Ha craiii (JOpMyBaHHs Ta MOTPEOYIOTh
JOIATKOBOIO OCMMCIIEHHS Ta JOC/imkens [13,14].
Beauki MoBHi Moes1i B 1u3aiiHi Ta KpeaTUBHUX
3agavyax. 3acrocyBanHsa reHepatmBHoro LI y mu3aiini
Ma€e YHCICHHI IIepeBaru, IMpOTe€ IOCTAlOTh 1 CYTTEBI
oomexennst [10]. Taxi iHctpymentn, sik ChatGPT Ta
DALL-E, 31aTHi MIBUAKO T€HEPYBAaTH 3HAYHY KiJIBKICTh
aNbTepHATHBHUX imedl "Oe3 BTOMH", MO0 NpHUTaMaHHA
3araJibHOBIIOMHUMH

JMIOAWHI, Ta BUIBHO OIEPYBATH

KOoHIlenTaMu. BopHouac pe3ynpraTd poOOTH  IHX
MozeNeld He 3aBKIM € TOYHUMH Ta JIOCTOBIPHUMH:
IHKOJI BOHH TIPOTIOHYIOTh HETOCTOBIpHI (PakTH, a SKICTh
CTBOPIOBAaHMX pillleHb, SK IPaBWIO, HE IEPEBEPLIyE
piBeHb mOocBimdeHHWX (axiBmiB. KpiMm Toro, 3maTHICTH

reHeparuBHoro Il po3B’s3yBatm cknmaaHi aHAMiTHYHI

3a/1adi Bce e OOMEXKeHa, a IMPOoIeC B3aeMOJil BHMarae
Creliayli30oBaHNX HABUYOK 1 JOAATKOBUX 3YCHJb, IIO
MOXK€ YCKJIaJHIOBATH TBOPUYMH IOTIK i 3HW)KYBATH PiBEHb
3aHypeHHS nu3aiiHepa B nmpodiiemy. JlomaTKoBi TPy THOIII
BUHHKAIOTH 3 Ieperiauero KOHTEKCTy (depe3 OOMeXeHHS
KOHTEKCTHOTO BiKHA MOJIENI Ta CKJIaJHICTh YiTKOTO
dbopMyiIIOBaHHS CYTHICHHX HIOQHCIB), a TakKOX i3
PM3MKOM 3BYXXCHHsl OaueHHs Iu3aifHepa yepe3 HAATO
JieTaJIbHI a00 HaB’s3aHI CUCTEMOIO PillIeHHSI.

Ukioin Wxoy [9] 3a yuacTio
30 nmzaiinepiB mokasaino, mo (1) 3actocyBanHs LLM

JocmimkeHHs
(manpuknan, ChatGPT) wMoxe mpuckopuTH mporec
KOHIIETITYyaJIbHOT'O JTU3aifiHy 0e3 CYTTEBOi BTpAaTH SKOCTI
pe3yabTaty; (2) Xoua JAu3aliHEpU CXWIBHI BBaXKaTu
LLM meHmn
MapTHEPOM HIXK JIIOAWHY,

e(pCKTUBHMM Ta HaQJIMHUM JIU3aliH-
IPOTE PO3TIAAAOTH  1X
SIK TIOTEHIIITHOrO MMOMIYHHUKA ITiJT CBOIM KEPIBHUIITBOM.
OmHUM 3 HampsMKIB  KIIBKICHHX  JOCIIIKEHb
KPEaTHBHUX 3IaTHOCTEH BEIMKUX MOBHHMX MOJIENEH €
apmantanii  Tecty ToppeHca, 1O €  BH3HAaHUM
IHCTpPYMEHTOM /ISl OIIIHKA KPEaTHBHOI'O MHUCIIEHHS
momuan [11, 12]. KnacuuHa Bepcist TeCTy OIHIOE

piBEHb  KpeaTMBHICTh 3a YOTUpMa MapaMeTpamMu:

(1) mponykrusnicte (Fluency) — kinmbkicTe  izeit

abo pileHb, K 3JaTHAN 3reHEpyBaTH  YYaCHUK;
(2) rmyuxicte (Flexibility) — pi3HOMaHITHICTh i7€H,
BapiaTHBHICTh MIJIXOMIB Ta 3JATHICTh MNEPEKIIOYATHCS
MiK  pi3HUMH  KoHuenuismu;  (3)

(Originality) -
3aMpornoHoBaHuX ineit; (4) po3podnenicts (Elaboration) —

OpHT'iHAJBHICTh

piBEHb HOBU3HM Ta YyHIKQJBHOCTI

CTYIMIiHb JeTalli3alil Ta OMpalbOBAHOCTI 1JIel, 3/1aTHICTh
PO3BUHYTH 1X 10 3aBEPIICHOI KOHIICMIIi1.

baszyrounce Ha Tecti Toppenca, XKao Ta komreru

[12] mpomoHyIOTh aJanTOBaHy METOIMKY JUIs OLIHKH

LLM, ciM Tpyn

HE3BMYalHE  3aCTOCYBaHHS;

pIBHS  KpeaTUBHOCTI BUAUISIFOYH

KpPEaTHMBHUX  3aB/aHb:
HACIIOKHM, a IO KOJW; CHTyalidHE 3aBJaHHS, 3BHYHA
npo0eMa; MONIMIIeHHS; YABHI iCTOpii.

3a momomororo GPT-4 mocnmigHukm 3reHepyBain
Habip 13 700 3amau (mo 100 B KOXHIA 3 Tpym), IO
BUKOPHUCTAJHN [UISI OIIHKK KpeaTHBHOCTI mectn LLM
MOJIENeH 3a YOTHpPMa KPUTEPiSIMH 3 OPUTIHAIBEHOTO TECTY
ToppeHca: TPOMYKTUBHICTh, THYYKICTh, OPUTiHATBHICTB,
po3po0ieHicTh. JIOCHiIMHUKK TPUHNDIA 10 BUCHOBKIB,
0 BENIWKI MOBHI MOJAETI IEMOHCTPYIOTh HaWBHIII
pe3ynpTaTé 3a KpuTepieM po3podieHocri (elaboration) Ta
HaWHIKYl — 32 KpUTepieM opuriHaIbHOCTI (originality).
BaxknuBo 3a3HaumnTH,

o peE3yJbTaTH BUKOHAHHA

3aga4 BCIMKHMMHW MOBHHUMH MOACIIAMU OL[iHIOBaJ'H/ICB
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3a pomomoroto GPT-4, mo craButhk mij Jeskuil CyMHIB
OTpUMaHi pe3yJIbTaTH.

Takox 06a3yrourich Ha TecTi KpeaTUBHOTO MUCIICHHS
Toppenca (TKMT), Yakpabapri, Tyxin Ta xomeru [11]
nportoHytoTh Tecr KpeaTMBHOro mmcbMa ToppeHca
(TKIT). HocmigHuky 3adyquiid  JecATh KpeaTHBHUX
aBTOpIB-EKCIEPTiB, 3a JIONOMOTOI0 SKUX IPOBENN
ouinky 48 icropiii, cTBOpeHMX a0o0 mpodeciiHuMH
nmucbMeHHuKamMu, a6o LLM. JlocmiKeHHS JEMOHCTPYE,
mo icropii, 3renepoBani LLM, B 3-10 pasiB pingme
yenintHo npoxonath Tect TKIIT, Hik TEKCTH, HamucaHi
npodecionanamu. KpiM 1bOro, MOCTIAHUKHA OIIHWIIY,
HACKUIbKM €(eKTHBHOIO MOXKe OyTH OIliHKa TEeKCTiB
3a TKIIT 3a pomomororo LLM — BusgBMioch, IO
pe3yapTaTH  OIHKK  JkKomHOI 3  Mozenedr LLM
HE KOPENIOIOTh 3 €KCIIEPTHUMH OLIHKAMHU.

Po3BuTOoK  KpeaTMBHHMX  3[JaTHOCTEH  BEIMKHX
MOBHUX MOJENEH CIOHYKaE

nepeocMucnennss  poii LI

JO0 KOHIENTYaJIBHOTO
y TBOpUid JisUTLHOCTI
Ta BIJIKpHBa€ HOBI THMTaHHS TMPO  CHIBICHYBaHHS
Ta CHIBTBOPYICTh JIFOJUHMA 1 MamMHHA. Y TIPaKTUYHIN
IUIOLMHI MAalliHA CTAa€ 3aTHOI HE TiNBKH BHKOHYBATH
IHTEJIeKTyalbHl 3aBJaHHs], SIKi JI0 LBOr0 BBAXKAIUCS

N

N

N

N

"BHKITIOYHO JIFOJCRKAMH', alle ¥ HaOyBae TIEBHOTO

pIBHA areHTHOCTI — CTae 3JaTHOK  CIOpUAMATH
Ta aHaJi3yBaTH CEePEIOBHINE, IUIAHYBATH Ta BUKOHYBATH
noil. 3 Mmooy eTUKH 1€ CTaBHTh HOBI IHTAHHS
IOI0 Mal0YTHBOI'O CIIIBICHYBaHHS Ta CIIBTBOPYOCTI
JOJUHA W MaIlWHH. BHHHUKAIOTh Ta pPO3BHBAIOTHCS
Taki KOHIENTH, SIK [OCTAHTPOMOICHTPUYHHI JU3aiiH,
CIIBTBOPYICTh (JIIONMHM Ta MAIIMHM), areHTHICTh
MamuHA Tomo. CTaBIsAThCS MHUTAHHS MOIIYKY CHHEPTii
MK CHJIIBHAMH acleKTaMHd JFOJCHKOr0 Ta MAITHHHOTO
IHTENEeKTy Ul CTBOPEHHsA MailbyTHHOrO JAW3aiiHy
Ta inHoBaii [13].

B po6ori [10] Oyno 3amporoOHOBaHO CTPYKTYPHY
MOJIeNTb TU3aiH-MUCIIeHHs (pHUC. 1), ska Jae 3MOry 1o
MEeBHOI Mipy JIEKOMIO3YBAaTH CKIIAJHUI TBOpUHMil mpoIiec
Ha HeNiHIHy iTepaTUBHY IIOCJIOBHICTh KpPOKiB, Ha
KOXXHOMY 3 SIKUX BUKOHYIOTBHCS CIEIU]IuHI TEeXHIKH.
Pe3ynbraT KOXKHOTO 3 KPOKIB 30€piratoThcs y BHUIVISI
BIJMOBiMHUX apredakTiB, 30arauyoun o0cCsAr 1 SIKICTh
HAKOMWYEHUX 3HaHb MO0 TpodieMu Ta imed ii
po3B’sa3aHHA. Po3pobieHa cTpyKTypHa MOZENb 3aKiIafac
OCHOBY MJsI CHUCTEMHOTO BIIPOBADKEHHS TEXHOJIOT1H

TeHEPATUBHOIO IITYYHOrO iHTEJIEKTY B POLIECH U3ANHY.

N
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/ /
/ / /
Kiwouos) CROPMYIMDBETI Janditi-NPOGIMY I OMDY BT SO TR0 i BRI Tie (I TH DDy et
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DOOVYIICAINR INCadTIn npogyxr (MVF)

Puc. 1. CrpykTypHa MOzIeNIb IPOLIECY AN3aHH-MUCICHHS
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Kats TopuHr 3i criBaBTopamu [14] nmpencTaBisioTh

KOHLENTYaNbHUI  MAXIA 70  OCMHCIEHHS  MICIA

TCHEPATUBHUX MOJCNCH B Jau3aiiHi, 0a3younch Ha
KOHIICTIIIISAX Ousaun-3HauHA (design knowledge) Ta
esoIroYitinol KpeamusHocmi (evolutionary creativity).
Mogens au3aliH-3HaHHA CKJIAJA€TbCAd 3 UYOTHUPHOX
piBHIB: (A) 3HaHHA BTiNeHI B apredakrax, (B) HesBHI
3HaHHA Ha piBHI Ju3alH-iHTYiNii, (C) sBHI 3HaHHS
BUpaxkeHI Moo mm3aiHy (D)

Teopil AW3anHy.

JuzaliHepy B3aeMOJiIOTh 3 JHW3aiH-3HAHHAMH Ha
KOXKHOMY 3 pIBHIB Ta CTBOPIOIOTH HOBI 3HAaHHA Ha
TIEBHOMY piBHi, 0a3yl0unCh Ha 3HAHHSX 3 1HIIHUX PIBHIB —
HAIPUKIIAl, eKCTEPHANI3YIOTh eIEMEHTH AW3aiH 1HTYimii
y BUIVIAAI JOU3aHH-TEXHIK YH OCMHCIIIOIOTH  HOBI
KOHIIETIIii Ta pO3pOOJIAIOTE HAa OCHOBI HHMX HOBi Teopii
nmu3aiiny. Kars TopuHr 3i criBaBTOpamMH MPHUXOAATH 10
BHCHOBKY, IO INTYYHUH IHTEIEKT, 30KpeMa BEJIMKI MOBHI
Ta MYIbTUMOJAIbHI MOJETI, MOXYTh B3a€EMOIIATH 3
JM3aliH-3HAHHAM Ta CTBOPIOBATH HOBE Ha MEPIINX TPHOX
piBHAX: (A) B3aeMOmiATH 3 (I3UYHUMH Ta HUGPOBUMHU
aprepaktamu (ecki3amMu, TEKCTaMH, INPOTOTHIIAMH) 3a
JIOTIOMOI' 010, HAaNPUKJIaJ, KOMIT'IOTEPHOTO 30py 4YH
kepytoun 3] mpunrepom; (B) 30epiratm B HesSIBHOMY
BUIJISIII B Iapamerpax HEeWpoOHHOI Mepexi au3aiiH-
MaTepHH YU 3B’sA3kH MK au3aiiH-koHnemismu; (C)
CTBOPIOBATH, AaJaNlTyBaTH Ta BUKOHYBaTH  SIBHO
chopMynbpoBaHi iHCTpYKIii. Pazom 3 THM IOCHiTHUKU
BBaXKAIOTh, IO cTaHoM Ha chorondi Il He 3maTHU
30arauyBaTH 4YeTBepTHH piBeHb anzaiiH 3HaHHA (D),
a came (hopMyBaTH HOBI TeOpil JH3aiiHy.

3riZIHO 3 KOHIIETIIIE€I0 EBOJIOLIHHOI KPEeaTHBHOCTI
JIM3aliH-TIPOLIECC CKIIAJaeThcss 3 I[MKIIB Bapiamid —
CTBOPEHHSI YHCIIEHHHMX BapiaHTIB uepe3 MyTallilo Ta
pexoMOiHamio el 1 BinOopy HalMpHIATHININX pilleHb
3 ypaxyBaHHSIM KOHTeKcTy Ta BuMor. Kars Topuar 3i
CIIBaBTOPaMH BBaXKAIOTh, IO y CIIIBIIPaIli TEHEPATHUBHUX
monened Tta gomuHu Il mae cneniamizyBaTHch
Ha Bapiamisx — IIBHAKO TEHEPYBaTH Ta AETali3yBaTH
HOBI KOHIICTIIIIi, a TU3aifHepH — Ha OI[IHIII Ta BiAOOPI.

[lincymoByrOUM  3a3HAYMMO, IO  JOCIIiTHHKH
31eOUTBIIOTO CXOAATHCS B SKICHUX BUCHOBKAaxX — B TOMY,
1o B3aemois oaunu Ta LI Moxke CyTTeBO IPUCKOPUTH
npolec Au3aiiHy B IEpHIy 4epry 3a paxyHOK 31aTHOCTI
I mBuAKO TeHepyBaTH Ta ACTAJILHO MPOIPaboBYBaTH
3HA4YHy KUIbKICTh ifeli Ta KoHuenmid. Pa3zom 3 Tum
KOHIICTITyaJIbHI MOJeJNli TakKoi B3aeMOIii Ta KiJIBKIiCHI
OeHuMapKu JUIsl OLIHKK KpeatuBHHX 3aatHocTed 1L Bce
e 3HAXOMAThCA Ha cTafii GopMyBaHHS Ta MOTPeOYyIOTH

JIOAATKOBOI'0 OCMMCIJIEHHS Ta JOCIIIKEHHS.

Meta po00TH, OCHOBHI 3aB/IaHHSI TA METOAH

Mera pobOTH — BH3HAYMTH Miclle 1 pOJii areHTiB
BEJIMKMX MOBHHMX MoOjeNell B Iu3aiiHI Ta po3poOuTH
BIJMOBITHY MOZAETH JAW3aHH-TIpOIECy, JIOTIOBHEHHOTO
LLM-arenTamu.

Jis  mOcCsATHEHHS TIOCTABJIEHOI METH BHUKOHaHI
HACTYIIHI 3aBJaHHS:

— IPOBEJICHO OIJIAN CYYacHUX ITyOJiKaIiii Iomo
MiAXOAIB Ta METOXIB OLIHKA 3JaTHOCTEH BEIHMKHUX
MOBHHMX MOJielieif, 30KpeMa, NpH BHKOHAaHHI TBOPYHUX
Ta TU3aifHEpChKHX 3a/1ay;

— MPOBEJICHO aHAJI3 CYJaCHHX ITiIXOJIB Ta METOIB
B33a€EMOJIii 3 BEIMKUMH MOBHMMH MOJEISIMH, 30KpemMa
B KOHTEKCTI Ju3aiiny;

— pO3pOOJICHO CTPYKTYpHY MOAEJb, L0 BH3HAYae
Miclie Ta poii IUTYYHHX areHTiB B JU3aliHi y B3aeMomii
3 W3aiH-KOMAHIIOK, 30BHIIIHIM CEpPEIOBHIIEM Ta
J3aiiH-apTedaKTamMi.

BukopucTaHi HaCTYIHI METOIU:

— TIOpIBHIBHO-ICTOPUYHHUIA Ta PETPOCHEKTUBHHIA
aHaJi3 3MICTy TEXHIYHHMX, €KOHOMIUHHX, (QLIOCOPCHKUX,
JMIHTBICTUYHUX HAYKOBUX Ta METOAWYHHUX JIOCHIPKEHb
Juist (OpMYBaHHs LIJICHOrO Oa4yeHHS [OTOYHOTO CTaHy
PO3BUTKY BEIMKHMX MOBHHX MOJENEH Ta MiAXoiB
IO B3a€MOJIIT 3 TEXHOJIOTIEIO;

— CTPYKTYpPHO-JIOTIYHHMH aHami3 Juis (QopMyBaHHs
CTPYKTYpHOI Mojedi

JU3aiH-TIPOLECY, JOINOBHEHOI'O

ar¢cHTaMH BCJIMKHX MOBHHX MO,E[CHGI;’I.

Pe3ysibTaTH AOCTiAKEHD Ta iX 00rOBOpeHHSs

Cepeni OCHOBHUX ITiIXO/IIB /IO B3a€MOJIIT 3 BEIIMKAMU
MOBHUMH MOJEJISIMU MOYKHA BUIUIATH TAKi.
Yat-inTepdeiic. Yar € HaOLIBII

pO3MOBCIOKEHNM  (alle  He €auHuM) iHTepdeticom
B3a€MOJil JIFONMHM 3 TEXHOJOTISIMH TEeHEPaTHBHOTO
MITYYHOTO iHTeNeKTy. Benwki MOBHI Ta MyIbTUMOAAIBHI
MOJENi  JeMOHCTPYIOTh  BpaKalo4i  3JaTHOCTI 11O
IHCTPYKIIiit

ypaxyBaHHAM 3HAa4HOTO 3a OOCATOM KOHTEKCTY, IO

CIPUMHATTS NPUPOAHOID  MOBOKO 3
JIO3BOJISIE  pealli3oByBaTH CKJIAMHI KOMYHIKAIlidHI Ta

o0uMCIIOBaNIbHI  creHapil.  3a3BWYail, KOPHUCTYBad
GopMyIIOE 3amUT OO0 MOACTI Y BHTIISAL MPOMITY
(prompt) — moBiOMITEHHSI 3 IHCTPYKITISIMH, TIPUKITaIaMH,
JeTalsiMi KOHTEKCTY (pHc. 2) Ta Yy BIANOBIAb OTPUMYE
pesyabTaT BUKOHaHHS (completion).

3a3BHYail

Y cydacHIi TIpPaKkTUIi NPOMITHHTY

BI/IZ[iJ'I?[IOTL KiJIbKa THIIOBUX CKJIaJOBHX, BKIKYCHHSA




ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

Innovative technologies and scientific solutions for industries. 2025. No. 3 (33)

SKHX Yy 3aluT JOlOMara€ TeHEpaTHBHUM MOJIEISIM
MITYYHOT'O IHTEJIEKTY TOYHIIIE Ta TIIOBHINIC BUKOHATH
3a/1avy 3 ypaxyBaHHSIM OYiKYBaHb.

— Incmpykyis € OCHOBHOIO YaCTHHOIO IIPOMIITY,
Ta MICTUTh (OpPMYIIOBaHHA 3a7adi, 5Ky HEOOXiJHO
BUKOHATH. [HCTpYyKUis Moke HE OyTH SBHO MpOITCaHa,
a BUIUIMBATHU 3 HABE/ICHUX MPHUKIIAIIB.

— [lpuxnadu € TIONUPEHOI0 CKJIAJOBOIO IMPOMIITIB
OCKIJIbKM B OUTBIIOCTI BUNAJKIB 1HCTPYKMii 3 KiJIbKOMa
npukinagamu (few-shot prompts) momoMararoTh 3HAYHO
MTOKPAIIUTH PE3YAbTATH POOOTH MOJIETI.

MICTUTB 3MiCTOBHY

— Konmexcm JIOJIATKOBY

iHdQopMaIlifo MmoOJ0 OOCTaBHH, IO 3YMOBIIOKOTH
BUKOHAHHS 3aja4i — II€ J0MOMAara€ OTPUMATH Pe3yJIbTaT
3 ypaXyBaHHJIM HIOQHCIB CEPEIOBMINA, B SIKOMY,
HaIIpUKIIAJ, IUIAHYETHCA BUKOPUCTOBYBATH PE3YIbTATH.

— Obmedicennss BKIIOYAIOTBCS B TPOMIIT 3 METOIO
3BY)KEHHS Jlialla30Hy MOMUIMBHUX BIAMOBiAEH MOJEIi.

— Mema TeHEepPaIio

JornomMmarae CIIpsIMYBATH

cneniyHMM ~ YMHOM  0€3  HAJaHHSA  JCTaJbHHUX
THCTPYKIIH 4i OOMEKEHb.

— Pore Moxe OyTM BKIIOYEHA B IPOMIT JUIst
BU3HAYEHHS TOrO, BiJ IMEHI KOro Mac JiTH MOJENb,
3nificHioroun — reepauito.  Lle  mae  MokIHBiCTH
CKEpOBYBAaTH CTHJIb, TOH, JIOTIKY BIJIOBiJI BiJIOBIAHO
JO OYiKyBaHOI poJli —  HamlpHUKIaA, eKcrepra,
KOHCYJIbTAHTa YM BUKJIagay4a.

— Bumozu woodo ¢hopmamysanns BKIIOYAIOTHCS
B TPOMNT, SIKIIO HEOOXIJAHO OTPUMATH pE3yJIbTaT B
cneuudiyHOMY BHIIISINI — 116 MOXYTh Oytu (1) BEUMOrH
moa0 (opMaTyBaHHS 3BUYAMHOIO TEKCTY — HANpHKIAL,
OakaHa KIJbKICTh a03aIliB YW HAsIBHICTH/BIJICYTHICTh
CIHCKiB, a00 (2) BHMOrM IOAO TIOJAHHS BIAMOBIII
B crernudivaoMy Gopmari — HANpUKIAL, Yy BHUIIISI
nporpamHoro koay abo B JSON ¢opmari.

— Enemenmu  ¢ghopmamysanna npommy: XOPOLIOKO
MIPAKTUKOIO € BUKOPHUCTAaHHA PO3MITKH — BiJ TPOCTHX
po3ninroBaviB (KaBWIb, CIHCKIB) 1O OUTBII CKIIATHHX,
Takux SK MoBH po3miTkm Markdown um HTML —
e JoloMara€e MOJENi Kpamie pO3Mi3HATH CTPYKTYPY
Ta 3MICTOBHY 1€papXifo 3aIuTy.

3BepHeMO yBary, mo B3aemomis 3 LLM wmoxe
BiZIOYBATHCh, SIK OE3MOCEPETHBO Yepe3 Uar, JIe CIOKUBAYEM
LLM

(sIK, HaTIPHUKIIAM, B TAKUX 3acTocyHKaX, sik ChatGPT), Tak

pe3yapTaTiB  pobOTH 3a3BUYail € JIIOAWHA

i gepe3 APl BUKIMKH, J€ CIIO)KHBAa4eM pe3yIbTaTy
poboru LLM 3a3Buuaii € iHIIa KOMIT I0TEpHA CUCTEMA.
Peamizarmis OLIIBIII

JlaHIIO’KKH ~ MPOMMTIB.

CKJIIaTHHUX CHCHapiIB 3a JOIIOMOI'OK0 BCIMKHX MOBHHUX

MOJIeIei MOXKe TOTPeOyBaTH JEKOMITO3HINIT KOMIUTEKCHOL
3a/1adi Ha TOCIIJOBHY Cepif0 OUTBII TMPOCTHX IIiI3a/ad.
Ile 3a3BHYail aKkTyaJbHO, KOJNH OOCAT BXITHHX JaHHUX
MIEPEBHUIILYE PO3MIp KOHTEKCTHOrO BiKHa Mogxeni abo
KOJM CKJIAJHICTh OOYMCIACHb OiNblla, HiXK MOZIETb
3MaTHA BUKOHATH 3a OJMH BUKIHK. Y TaKHX BHIIAJKaxX
MOMIMPEHOK MPAKTUKOK € BUKOPUCTAHHS JIAHIIFOXKKIB
npoMnTiB (prompt chaining), ne pe3ynbTaTd BUKOHAHHS
KO)KHOTO ~ TMOMEPEJHROr0  MPOMIITa  BIUIMBAIOTH  Ha
HaCTymHi. Takuii miaxia qae 3Mory po3noaiiuTH 00poOKy
iHpopmariii, 30epiraroyu IWJICHICTH CLEHapito, IO
B pe3yJIbTaTi A€ OLIBIN TOYHE Ta CTAJIC PillICHHS.

Ha puc. 2 HaBemeHO cxeMy IepeTBOPEHHS
nmanux LLM-3acrocynkoM "AwHamizaTop KOMeEHTapiB" 3
BUKOPHCTAHHSM JIAHIFO)KKOBOTO TMiAx0y. [1ocmiIoBHICTh
3 TPHOX MPOMITIB 0OpOOJIsSE MacUB KOPHCTYBAIbKUX
BiArykiB, a came: (1) BuAiISE KIIOYOBI TEMH, IO
NPUCYTHI B KO)KHOMY OKpPeMOMY KOMeHTapi; (2) rpymye
ix 3a kareropismu; (3) reHepye TEKCTOBHH MiJICYMOK
3a  KOXHOK 3 Kkateropii. Jlomatok momomarae
CTPYKTYpyBaTu iH(opMallito, MPUCYTHIO B KOMEHTapSX,
CIIPOIIYIOYH MOJANbIy poOOTYy Ju3aiiHepa ab0 MPOAaKT
MeHepKepa 3 OONbOBUMH TOYKaMH Ta IOTpedamu
KOpHCTYyBauiB cepBicy abo mnpoaykry. BukopucraHHs
TAKOro JOJATKy B JU3aiH-TIpolieci € JIOLUIBHUM
Yy BHIQJIKYy, KOJU OOCAI KOMEHTapiB IIEPBHIIYE TOMH,
SKAP MOJIeNb 37aTHa o0poOUTH, 30epiraloun HeoOXiaHY
TOYHICTh OOYUCIICHB.

Bapro 3ayBaxkuTH, IO aHANI3aTOp KOMEHTapiB €
NPHUKIaJOM IOAATKY, B SIKOMY B3a€MOZisS KOPHCTYBada
Ta BEJIMKOI MOBHOI MOJIelli BiIOYBA€THCS HE 00OB’SI3KOBO
yepe3 uat-iHTepdeiic, a Moxke OyTH peasizoBaHa,
HAIIPUKIIAJ, Yepe3 3aBaHTaXeHHs (aiiry 3 KOMEHTapsMH
yepe3 BeO-iHTepdelic Ta OTPUMAHHS pe3ylnbTaTy Ha
€NEKTPOHHY ITOIITY MiCIIs ONPaIIOBAHHS.

Hdmns  poboTm 3  JAHIIO)KKAMH  TIPOMIITIB
BUKOPUCTOBYIOTh Takl CreliaibHi (QpeHMBOPKH, SIK
LangChain a6o Semantic Kernel, mo momomararmors
BIIOPSIAKYBATH JIOTIKY TEPEXOMiB MK IMPOMITaMU Ta
30epiraT TPOMiKHI pe3ynbTaTd. KpiM JaHIFOXKIB

MOCTIIOBHAX  3allUTiB, CIIEIiali30BaHi  (peHMBOPKHI
JAIOTh 3MOTy OyOoyBaTH W CKIAMHINII CTPYKTYpH LIS
B3a€MOZIi 3 BENMKUMH MOBHHMH MOJENSIMH, 30KpeMa
iepapxigai abo posramyxeHi creHapii. 3aBASKH IIHOMY
MOYKHa KOMOIHYBaTH KiJIbKa MOTOKIB UM PiBHIB 00pOOKH
JAHUX B MEXKaX OJHOTO IIPOIECy, M0 POOUTH B3aEMOIIIO
3 LLM Gimbm BHIITY

KOHTPOJIbOBAHICTH KiHIIEBOTO PE3YIIBTATY.

THYYKOIO Ta 3abesmedye
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Puc. 2. Cxema neperBopens nanux LLM-nonatkom "AHnamnizaTop KoMmeHTapiB"

LLM-ArenTu. AreHTH BEIUKAX MOBHUX MOZEIEH
(LLM-Agents) po3podI
MPOrpaMHOr0 3a0e3MeYeHHs, 10 MPHBEPTAE 3HAYHY

HOBHUM

HAOpPSIMOK B
yBary 3 OOKy HaykoBoi Ta Oi3Hec cmimbHOT [15].
BukopucraHHs apXiTeKTypu, B OCHOBI SIKOi JieKaTb
areHTH, Ja€ 3MOry BHUpIIIYBaTH MPOOIEMH BHCOKOT
Kl a00 HEMOXJIMBO IOJATH

CKJIIQHOCTI, BaXXKO

Y BUDJSAl TOBHICTIO JIETEPMIHOBAaHHUX AalTOPHUTMIB.
Jlanuii HanpsIMOK 3HAXOAWTBCS HA CTafil CTAHOBJICHHSI,
OCMHUCIICHHSI KOHIICTIIi# Ta ()OpMYBaHHS METOOJIOTIHHOT
0a3u. ATEHT 3a3BUYall POSIVIIIAETHCS K KOHIICTYaTbHHH,
¢byHKIIOHATBHUN 400  apXITEKTYpHHH  KOMIIOHEHT,
SKUHA BKITIOYAE MEXAHI3MH JUIST:

— iHTepnperanii CTaHy CcepeloBHIIa Ta HaMipiB
KOPHCTYBaya,;

— MipKyBaHH Ta IUIaHyBaHHS HACTYITHUX KPOKIB;

— BUKOHAHHS IMX KPOKIB — HAaNpHKJIaJ, TeHepauil
BIJMOBiI Ha 3amuT KopuctyBaya abo APl BHKIHKIB
JI0 THIIIMX areHTiB Ta iH)OPMAI[IHUX CUCTEM.

Ci 3
KOHILIENTY Bif imocodcrkux ocHOB 1o ramysi LI, narors

konmeramu [15], aHami3ylo4m pPO3BHUTOK

HaCTYIIHC BHU3HA4YC€HHA:

"MTYyIHUH

IHTENEeKTyaabHU I
areHT — [e IUTYYHA CYTHICTb, [0 COPHAMAE HABKOIHUIIHE
CepeloBUIlle, MpHUAMAae pIlICHHs Ta BUKOHYeE ii".

OcHoBHi BiactuBocTi areHtiB: (1) aBTOHOMHICTH —

3ATHICTh JIATH Ta TNPUAMATH PIlIEHHS CaMOCTIIHO;

(2) peakTHBHICTB 3/IaTHICTh BYAaCHO pearyBaTH
Ha 3MiHM B OTO4YEHHi; (3) MPOAKTUBHICTH — 3JATHICTh
dopMyBatu nini Ta iHimioBaTH Aii; (4) COLIaJBHICTD —
3[aTHICTh B3a€EMOIISATH 3 JIOABMH Ta IHITHMH arcHTaMu,
10 0a3yeThCsl Ha MEBHIH CMiJIbHINA MOBI.

JlocniiHUKK MPONOHYIOTh MOJENb areHty (puc. 3),
10 CKJIAJA€THCS 3 TPHOX OCHOBHHX MOJYJIB: CEHCOPHHUI
MOJyJlb, MOAY/b "MO30K" Ta MoAynb aiid. CeHCOpHHiA
MOAYJAb MOXKHA CIIIBCTABUTH C OpraHaMH 9YYTTiB
JFOJMHH — TaKMM K 04l 4M ByXa. BiH oTpuMye cUTHaIH
3 30BHIIIHBOTO CEepeAOBHUINA (3aIUTH BiJ KOPUCTYBadyiB,
konudikoBaHy iH(pOpMaLito, TaHHI PO 00’ €KTHU, 3aIUTH
Ta BIMNOBIAI BiJ IHIIMX areHTiB Ta I1HQOpMAIIHHUX
CHCTEM) Ta TEPETBOPIOE MYIbTUMOIANbHY iH(OpMAaIito
y 3po3yMmijiie areHTy mpeacTtaBicHHs. "Mo30k" areHty

BHCTYIIA€ IICHTPOM YIPAaBIiHHI: 00poOIse onmepx aHy
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iHpopMarito, 3abe3nedye MipKyBaHHs, IUTAaHYBaHHS,
TIPUAHATTSA pillleHb, Kepye oreparmisMu 3i 30epeXeHHS
3HaHb, 1[0 MOXYTh OYyTH KOPHUCHHMH B MaiOyTHHOMY.
Mopnyns fAili, 10 MOXHa CHIBCTAaBUTH 3 JIOJCHKUMH
KiHI[IBKAMH, BUKOHYE [ii 3a JOIMOMOTOK IHCTPYMEHTIB
Ta  CIIpaBisie
CTPYKTYpa
3 OTOYEHHSIM Ta OTPUMYBATU 3BOPOTHUI 3B’ S30K.
LLM-Arentu

BUKOPUCTOBYIOTHCA  JJIsd BI/IpiI_HeHHSI 3aJa4y B TaKux

BILJINB Ha cepcaoBulIC

areHTy

areHTy.

Taxa TIO3BOJISIE B3aEMOLIIATH

CBOFOI[Hi BXKC AKTHUBHO

SIK HAayKOBI JIOCITIJIKCHHS, pPOOOTOTEXHiKa,

HaYKH,

raimyssx,

coluianpHi €KOHOMiKa, MEIMIIHA, pO3poOKa

Cepenonmue e

i ‘ m i
CHrHaIw
Buxian
: al

Puc. 3. Tpu-monyneHa moznesnp arenry 1T

o 5

Aredy LW

= &

%) &

adum oeenm

Puc. 4. ApxiTekTypHi narepHu 3 BUkopuctanusm LLM-areHris

Tak, npukIamoM creHapito, nodyaoBaHoro Ha 6asi
OHOTO areHra, Moxke Oytu uaT-00T «Ilepeknanau
TEXHIYHUX CcrHerudikamiiiy, mo A0MOMarae iHKeHepaM-
pO3pOOHUKAM 3 PO3MOALICHMX KOMaHJ MpaIfOBaTH
31 crnenudikamisMd TIEI0 MOBOIO, SKa € sl HHUX
3pY4HIIIOI — areHT poOWTH IMepeKia] Ha BU3HAUCHY
PO3POOHUKOM MOBY, BPaXxOBYIOUH CTEHU(IYHNI CTOBHUK
TepMiHiB TpoekTy. llle omHMM NpHKIagOM MPOCTOTO
OyTH
0 OTpuUMYye (GparMeHT KOJAY Ta OIMUC TPaHUYHUX

gar-0ota  MOXKeE «I'enepaTop  IOHIT-TECTIBY,
BHITAIKIB 1 Ha I[iif OCHOBI T€HEPY€E FOHIT-TECTH.

B3zaemonis TppOX arenTiB Moxe OyTH IPOLTIOCTPOBaHA
Y 3aCTOCYHKY «ACHCTEHT CIIOCTEPEKEHHS 32 CEpPBEPHUMHU

KypHaJaMm», IO OTPUMYE B SIKOCTI BXIJHHUX IaHHUX

(—
—

AIGEMOOIN MING KUTEXOMT G2eHmami;

mporpamMHoro  3abesmedeHas  [16,17].
npuknagoM € twiatgopma Cursor,

y peanpHOMY 4aci JoIoMarae imKeHepy-pO3pOOHHKY

SckpaBum
ne LLM-arent

Oe3rocepeIHbO B IHTETPOBAHOMY CEpENOBUINI PO3POOKH
(IDE): renepye KOm 1 TecTH; 3HAXOAUTH IOMUJIKH,
BU3HAYAE iX MPUYUHH, TIPOTMIOHYE BUMPABICHHSL.

MokHa BHIUIMTH TpH apXiTEeKTypHI IaTepHU

B pO3pOOI TPOTrpaMHOr0 3a0E3lEYeHHS Ha OCHOBI

LLM-areHTiB, 110 € pO3MOBCIOPKEHUMH CHOTOJHI:

ONMH AareHT, B3acMOMdiA MiXK KUIbKOMa areHTaMH,
B3aEMOJIis MIX

KoJlabopaTHBHA areHTOM  Ta

JOAUHOKO (puC. 4).

Cancispmmn wasyimn
AROIME € DU AT § COPEAIIMAGE 18 J0rcuor oo
WAL A S TERGAICD (AT IO NI TR T T
SRAmpe JUAT. WMEOQNIM T

IR ELEEON STRMME IR N SEESWI 11I et

MU W

Magyme «Mosows
TIPSR IS (MO TR ST
OAMCIIMNOND MU TR MY S| 1 T b
SEAIIRCUANR (MM VRMA, ORI T T St
VORAL | LML A0 LA T S 1A
Sl anesyy nIReVNe 3 vt L T saciew
OfPICTVIER M e IETTY BReSCIanes QAT JLHINGE RIPSTRD. T3
DEMITC TR T Y0

Maaynu Ak

4 42

SS0LMOdIn MK TEEHMOM MO MOFUHI0

apxiB JIOTiB cepBepa 3a octanHi 24 TOAUHH. Aecenm-
Kamezopusamop BUSBISE TIOXHOKH Ta aHOMAJIIl B CHPHX
JAHUX 3 CepBepa Ta KIACTEPU3YE CXOXKI MPOOIEMHU.
Aeenm-ananizamop (HOpMye TillOTE3N IIONO MOXKIHBUX
MIPUYHH 7151 KOXKHOTO 3 KJIacTepiB MpodiieM, aHaTi3yIouu
KonmoBy 0a3y, koH(irypariiiai ¢aiiu Tomo. Acenm-
npiopumesamop BU3HAYA€ PIBEHb KPUTUYHOCTI KOXHOI
npoOyieMH, CTBOPIOE TIKETH B 3aCTOCYHKY Jira st
BHCOKOTIPIOPUTETHUX 1HIMAEHTIB 1 CIIOBIIIA€ YEproBOTO
IIKeHepa. Y IbOMY cLeHapii KOK€H areHT IpaIioe 3a
BIACHUMH IHCTPYKLISIMA Ta MOXXE HAJCHJIATH 3aIlUTH
iHIUM  areHTaM. Hampuknax, AreHT-ipiopuTe3aTop
MOXKE MOBEPHYTH TilNoOTe3y ATEHTy-aHali3aTopy, SKIIO

OOTpYHTYBaHHS HEOCTATHE JJIsl BU3HAUYEHHS MPIOpUTETY.
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[Mpukmagom, WO UTIOCTPYE B3aEMOIID arcHTa
3 JIOAMHOIO, € 3aCTOCYHOK «ACHCTEHT IOKYMEHTYBaHHS
KomoBoi 0Oasm», B skomy LLM-areHT mpaioe Imif
HATJISIOM 1H)KEeHepa-po3poOHUKa — CKaHye KOIOBY 0asy
miATpUMYE
JIOKYMCHTAIII0 B aKTyaJIbHOMY W TTOBHOMY CTaHi. ATEHT

MIPOEKTY | KOMEHTapi Ta MPOEKTHY
BUKOHYE TpH OCHOBHI 3aBnmaHHs: (1) nmomae BiacyTHI
aHHOTallli B KOMI 10O KOXKHOI ()VHKIIi, KJIacy TOIIO;
(2) mepenucye HasiBHI KOMEHTapi, 11100 BOHH BiJIIIOBI AN
KOPIOPaTMBHOMY  CTHJIIO Ta  OynM  y3rojKeHi
3 PEIITO0 KOJAO0BOi 0a3y; (3) OHOBIIOE Ta BIOPAIKOBYE
MPOEKTHY JoKyMmeHTamito. Iliciast KoxHOI —omepartii
areHT MpeJCTaBise€ NMPOMDKHUN pe3yslbTaT Ha PO3TJII
IHKeHepy, KU HaJiae 3BOPOTHUIL 3B I30K: niomeepoumu
Ta MepeTH 10 HACTYIHOIO eTany abo nogepnymu 3aiady
areHty Juia kopekuii. Takuii iTepaTMBHMU MiAXin
i3 3aJy4eHHSM JIIOAWHH € e(eKTHBHHM JJIsi BUKOHAHHS

CKJIAHMX 3aJa4, IO MOTPeOyIOTh BHCOKOIO PiBHA

aKypaTHOCTI YW  BIJNOBITHOCTI  NEBHMM  HOpPMaM
(Hanpukaz, 6e3rmeKoBUM ab0 ETHYHUM).
LLM-arenT  BXX€  ChOTOIHI  JIEMOHCTPYIOTh

BUCOKHI PIBEHb IHTErPOBAHOCTI Ta 3HaYHY e()EeKTHBHICTh
B 3a/ayax 3 pO3pOOKM MpPOrpamMHOro 3abe3rneqeHHs:
BiJl Tmepekyiajly TEXHIYHUX crneuudikamii, reHeparii
IOHIT-TECTIB Ta aHaNi3y JIOTIB JI0 HAMKCAHHS CKJIAJHOTO
KOJly, BU3HAYCHHS MPUYMH MOMUJIOK Ta TX BUIIPABJICHHSI.
BpaxoByroun ckiaiHy Ta HeNiHIHHY NpUPOAY HM3aiiH-
nporecy,
JUISL IOTIOBHEHHS! TU3aiHEPCHKUX KOMAaH/I.

LLM-aredntd MaroTh BEJIMKHI IOTEHI[ia

Ju3aiin sik iTepaTUBHUI Mpouec 30arayeHHs: 3HAHb:
CTPYKTYpPHa MoeJb

PosrisiHeMo nu3aiiH Sk MUKITIYHUE TIpoliec 0OMiHY
iHpopmaliero Ta apredakramu (iesIMH, KOHIICTIIISIMA

KopnETywas T8
CInANYONOs P

Ragmgiennuns In@upmae

IDgttsd, Mppe@AA BT ST

e

OWYAM LN Tl

e 9%
’

Socsanpsovanan O

S—

Ta TMPOTOTUIIAMH) MiX TU3AHH-KOMaHJIO0, TOTIOBHEHOIO
areHTaMHM BEJUKUX MOBHUX MOJEICH, 1 3OBHINIHIM
cepenoBuIneM (puc. 5).

(A): /[mzaiiH-koMaH#a OTpuMYye  iH(pOpMAIiI0
3 30BHIIIHBOTO CEPEOBHINA Yepe3 aKTUBHY CMIIATIIO;
CIIOCTCPSIKCHHSI 332 KOPUCTYyBauaMH, CHCTEMOIO Ta
cepenoBuileM; 30ip HassBHOI KoxudikoBaHOI iH(popMarii,
TaKol SIK IHCTPYKII1, )KypHAJIH, 3aIIMCH YH 3BITH.

(B): 3iOpani maHi ONpPaNbOBYETHCS, 30arayyrouu
IHAMBIlyaJbHI 3HAHHSA YYACHHMKIB KOMAaHIH, 30KpeMa
iXHIf JTOCBiN, IHTYIIIIO Ta ySBJICHHS, Ta CHUIbHI 3HAHHS
KOMaHI{, M0 TPEJACTaBJICHI Ju3aiH-apTePaKTaMH.
ApTtedakTé He JHIIE aKyMYJIIOKOTh 3HAaHHS, aje W
CIIYTYIOTh

pobot  Ta

OCHOBOIO JIsI  Y3TOIKCHHSA KOJIEKTUBHOI

KOMYHIKAI[ii BCEpeIWHI KOMaHIW, 31

creiikxonnepamu T2 3 LLM-arenramu. Ilpouec
B3a€EMHOTO 30araueHHs 1HAUBITyaJbHUX 3HAHb YYaCHUKIB
KOMaH/IM 1 apredakTiB € HenepepBHUM, JBOCTOPOHHIM
i 3abe3meuye OCHOBY JuIs iTEpaTHBHOI pPOOOTH Han
BUPILICHHSM MPOOJIEMH.

(C): Ha eramax, xoiu apredaxtu (i1el, KOHIICIIIT,
NPOTOTHIIM)  JIOCATAalOTh  IMEBHOTO  PIiBHS  3pinocTi,
BOHHM IIOBEPTAIOTBCS Yy 3OBHIIIHE CEPefOBUILE s
TECTYBaHHs W TEpPEeBIPKU iXHBHOr'O BIUIMBY HA CUCTEMY.
Taki eKkCrepuMeHTH Aal0Th 3MOTY OLHHUTH, HACKUIbKU
po3poliieHi  pilleHHs  BIANOBIAIOTH  peajbHUM
norpedaM KOpUCTYBa4iB 1 SIK camMe BOHH BIUIMBAIOThH
Ha BHXI1JIHY Ipo0JieMy.

A -

TECTYBaHHs JAIOTh KOMaHJi JOJaTKOBY iH(pOpMAILiio,

MOYaTOK HOBOTO LHMKIY): Pe3ympratu

gka 30aradye pO3YMiHHA KOMaHAM TIIPO KOHTEKCT,

noTpedu  KOpHUCTYBauiB 1  Xapakrep  mnpoOiemu

Ta JI03BOJISIE BJOCKOHAJIIOBATH PO3PO0JICHI PillIEHHSI.

@

IS AT AR RO
CUWEION 00T B e [ CRLL

WY U e

t’ Aniasvaptadiants

IPAXTYDOO w4 Jeeiat. (D0

Poae e SOOI

[aaie-cnpenonnie

Puc. 5. Mogens qu3aiiHy sIK iTepaTUBHOTO MPOLECy 30aradeHHs 3HaHb
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TakuM dYnMHOM, TIpoleC € iTEpaTHBHUM Ta
LOUKJIIYHUM: KOXEH eTan 30aradye KOMaHIy HOBUMH
3HAHHSAMH, SIKI BHKOPHCTOBYIOTHCSI JUISI YTOYHEHHS W
BJOCKOHaJIEHHS pimeHb. PizHi ¢asu (30ip naHux, aHawi3,
TeHepyBaHHS iJei, Mo0y/l0Ba MPOTOTHIIB, TECTYBaHHS)
YacTo BiIOYBarOThCS HE IO 4ep3i, a HAKIAJar0ThCs OJHA
Ha OJIHY, 3a0€3MeYyI04N MOXJIUBICTh IIBHIKO pearyBaTH
Ha HOBY iH(pOpMaIiio Ta MiHJIMBHI KOHTEKCT. CyTTEBOIO
pHCOI0O TaKOro MiJIXOMy € TIOCTIHHE TepeTBOPEHHS
"cupux" NMAHMX HAa OCMHUCICHY iH(OpMAIlilo, a 3T0I0M
i Ha 3HAHHA, KOTpe 30aradye po3yMiHHS MPOOIEMHU
Ta MOXKJIMBUX IUISAXIB 11 BUPIILICHHS.

BaxnuBo 3ayBakuTH, 10 y  CEpeIOBHIIAX,
Jie TPUCYTHIH COIIOKYIBTYpHHH KOHTEKCT (a2 HE CYyTO
TEeXHIYHMHA YW TPUPOTHMHN), JH3aiiHepaM HeoOXiTHO
30arauyBaTH CTBOPIOBaHI HUMH apTedakTH He JIHIIe
(YHKI[IOHAJTPHUMH XapaKTEPUCTHKAMHU, & W CIOKETHHM
HAIOBHEHHSIM.

Ta EMOILIWHUM [IpointocTpyemo — 11€

Ha TPUKIANl pPO3pOOKH KOPIIOPATHBHOTO 4YaT-0o0Ty.
3 ¢(yHKLIOHATBFHOT TOUKK 30pY YaT-00T € IHCTPYMEHTOM
JUIS. BIAMOBIAI HAa TONIMPEHI NHTAaHHS Ta BHKOHAHHS
HECKJIaJHUX 3a/a4 3a JIOPYYEHHSIM CIiBPOOITHHKA.
Ponb, B sikii BHCTymae 4ar-00T B KOPIOPAaTHBHOMY
KyJIbTYPHOMY CEpEIOBHILI, B IIEBHMX MEXaX BH3HAYae
TIOB’SI3aHUI 3 HUM CIOXET, MEPCOHAX, TOH KOMYHIKallii
Ta eMOlliiHy ckianoBy. Hampukmnan, sikiuo 00T BUCTYIAE
B poiii "MOMIYHUKA CHIBPOOITHHKIB", SIK TMEPCOHAXK IS

HBOTO MOXKe OyTH oOpanuii [IkuH, 1110 OYB MOMIYHUKOM

Ananina y BIANOBIOHIA Ka3mi, 3  BIANOBIIHUMH
CIOKETHUMH,  KOMYHIKAIIHHUMH Ta  eMOLIHHUMHU
ocobauBocTAMH. TakuM YHHOM, [W3aliH BHUXOIUTH

3a Cyro (YHKI[IOHAJbHI paMKH, IHTErpylo4YH OOTa
B KOPIIOPaTUBHE COLIIOKYJIETYPHE CEPELOBHILE.

3anpornoHoBaHa MOJIENb TU3aiHy sIK TpaHchopMarrii
3HAaHb MICTUTH KJIFOYOBI 1711 I1’ATH KJIACUYHUX ITIIXOMIB
IO KOHIenTyamizamii am3aiHy [18], KokeH 3 sKHX
po3Tisimae au3zalH mix meBHHUM KyToM: (1) cTBOpeHHS
apredakriB (CaiimoH, 1969); (2) pednekcuBHa pakTUKa
(IIen, 1983); (3) misTpHICTD, CIIPIMOBAaHA HA BHPIIICHHS
npobniem (bB’roxenen, 1992); (4) cnocid mipkyBaHHs /
2006; Kpoc, 2006);
(5) ctBopenns cenciB (Kpinmenmopdd, 2006).

ocmucnenas peueit (Jloycon,

TMorenuiiina poJib i micie IITYYHHX

iHTeleKTyaJBHHX AareHTiB B mpoueci
nporecy

TpaHchopMallii 3HAHHA BiIKPHUBAa€ HOBHH KYT 30py

AUu3aiiHy.

Posrman J3aiiny SIK iTepaTUBHOI

s ocMucieHHs pomi LI arentiB y cmiBmpari
3 JAM3aiiH-KOMaHI0K. BOHM 371aTHI CYTTEBO MPUCKOPUTH

OKpeMi eTary Ju3ainy — Bij 300py # ananizy iHpopmariii

JI0 TeHepalii ¥ nmeramizamii ifield, MpoTe MaroTh i HU3KY
00MeXKeHb, SIKi BapTO BpaXxOBYBAaTH.
306HIWNBO20  mMa

1. Bzacmoois 3 06 ekmamu

ouzauin-cepedosuyy. CydacHI BENUKI MOBHI Mojemi
MOXYTh aBTOHOMHO a00 HaIiBaBTOHOMHO 30HpaTH
pi3HOpigHI JMaHi 3 IMGPOBUX JOKEped 1 JormoMaraTH
B IX aHamizi. Hampukianm, airoputM MOXe COPTYBaTH
BIATYKH

micusa" B

Ta  KIacu(pikyBaTH KopucTyBa4iB  abo

BU3HAYaTH '"BY3bKi mporeci  B3aeMogil

3 caifirom. LIl Moxe cTBOprOBaTM HOBI CTPYKTYpOBaHi
iH(popMariiHi

nu3aiiH-apredaktd  abo  iHTErpyBaTH

3HAaXIAKK B ICHyrOuUi  (HampHKIa,

KOPHUCTYBAIlbKi BUMOTH y (hopMaTi user stories, OHOBUTH

y3arajJbHUTH

OHJIAMH-TOKYMEHTAIlll0 YW TpoTtoTHmu y Figma).

3nmatHicte cucteM Ha ocHoBl I  Ge3mocepenHbo
B3aEMOJIATH 3 (PI3UYHUMH 00’ €KTaMU Ha JaHUHA MOMEHT
€ MCHII CTaJioro, aji€¢ PpPO3BUBAETHCA 6prJ'II/IBI/IMI/I
TEeMIaMH B TaKMX Taly3sX, $K poOOTOTeXHiKa,
ABTOHOMHE KEpyBaHHS aBTOMOOUISIMH, KOMIT FOTEpHHUI
3ip, 3D gpyk. Bzaemopis 3 ¢izuunHuMu  00'ekTaMu
B 0araThOX JW3aiH-TIpoIlecax BCE IIE BUMAarae CyTTEBOI
yyacti JIIOAMHM — HampuKiIaa, mnoOyaoBa (i3uuHUX
IPOTOTHIIIB YU TECTYBAHHS y IOJIbOBUX YMOBAX.

2. Cnienpayss 3 moounor. Yat-iHtepdeiic, 1110
ChOTOJ(HI € HAMOLIBII MOIIUPEHUM CIIOCOOOM B3aeMOIi
JIOJMHM 3 BEJIMKUMH MOBHHMH Ta MYJIBTHMOAAIBHUMH
MOJIEJISIMHU, JTO3BOJISIE Peaji30ByBaTH CKJIAJHI Ta THYYKI
konabopartuBHi cueHapii. BomHowac Ttakuii Qopmar
B3a€EMOJIIi MOXKE CTBOPIOBATH TPYIHOIII 3 Meperaveto
IOBHOI'O  KOHTEKCTY

CKIIQJIHUX  TPOEKTIB  abo

HEBHUCIIOBJICHUX  IHTYITHBHUX  HIOQHCIB,  SIKHMH
4acTO KepyeTbcs Au3aiiHep. J[omaTKOBOW CYTTEBORO
npoOseMoro € oOMeXeHa 31aTHICTh MOAENEel crphiMaTh
Ta PO3yMITH BHYTPIIIHIN CBIT JIIOAUHU (TTOYYTTsI, EMOILII,
iHTYilii), MIDKOCOOUCTICHI BIIHOCHMHH Ta COLIANbHHUN
KOHTEKCT, AKi € 3HAYHOIO CKIIQJ0BOI0 B KOMYHIKAIii MiXk
JFOJBMHU T4 MOXYTh OYTH KPUTHYHHUMH, HAIPHKIAl, B
UX-nu3aiiHi. [{e BuMarae Bijy KOMaHAHM BiJIITOBiAAIEHOTO
koMmOinyBanHs BucHOBKIB Il 3 BracHMM aHami3oM,
noOymoBaHUM Ha emmaTii. JlaHi 0OMeXeHHsI CTOCYIOThCS,
gk B3aemomii IIII 3 pgu3aliH-KOMaHOO® Tak 1 3
KOpHUCTYyBa4aMH Ta CTeUKXosjaepaMmu. Bapto 3ayBakuTH,
o poboTa 3 MOBHOI YH MYJIBTHMOJAJIBHOI MOJEILTIO
niepeaOayae HAsBHICTh CHEIM(ITHIX HABHYOK B U3aiiHEpiB
B (POpMYIFOBaHHI 3aIUTIB JI0 Mozeri (prompt engineering).
3. Asmonomnuicme. J11s TOTO, 1100 ABTOHOMHO [TiSITH
B CKJIaTHOMY Ta AWHAMIYHOMY IHU3alH-TIPOIIEC] BaXKIINBO,
mo0 arertu Mornu (1) oOpieHTyBaTHCh B 3araibHii

CTPYKTYpI Ta 3B’sI3KaX MiXX €JIeMEHTaMH 30BHIIIHHOTO Ta
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IM3aliH-cepeioBUIL; (2) yTpUMyBaTH 3arajlbHy KapTHHY
(3ym-ayT) Ta (3) 3armmOMIOBATHCH B KOHKPETHI JeTai
(3ym-uH). Benmki MOBHI Mozeni He 3aBXAW CTallo
CHpaBIISIIOTECS 3 Takol pobororo, mpore cywacHi 111
areHTH BiKE 3/1aTHI T€HepyBaTH Ta MIATPUMYBATH CKIIAIHI
iHpopMaLiifHi CTpyKTypH (TPOTpamMHUI KOJ, BEJHKI
TEKCTOBI JOKYMEHTH TOIIO), a TaKOXX IUIAHYBaTh i
BUKOHYBaTH TII€BHI Jil 3a JOIOMOIOK 30BHINIHIX
IHCTpYMEHTIB. BakiMBO 3a3Ha4MTH, 110 HE3BAYKAIOUU HA
neBHUi piBeHb aBroHOMHOCTI I1II areHTiB, KOHTpOJb Ta
BIJIOBIAQJILHICTh MA€ 3aJMIIATUCH HA JIOJWHI — OJHUM
3 mommpeHux natepHis B3aemonii LI arenTiB Ta moanHu
B CKJIaJHUX CIEHApisfiX € O0OB’S3KOBE MiATBEPPKEHHS
3 OOKy JIIOAMHY Tepe]] BUKOHAHHIM areHTOM 3HAauyIInX
I (HanpHKIIa/, Mepen OIUIaTO PaxyHKIB, OHOBJICHHAM
KOJIOBOT 0a3u abo myOJTiKalli€lo pe3ysbTaTiB), IO CIYyTye
3aro0i1>KHUKOM BiJ MOMUIIKOBHX KpokiB I1II arenTa.

4. Kpeamuenicmo. 3pathicts 111 1o opuriHanbHOL
TBOPUYOCTI € IUCKYCIMHOIO, OJHAK Yy HHU3LI JOCIIKEHb
BiJI3HAYa€ThCS, 10 MOJENi 3/aTHI TeHepyBaTu ifei,
KOTpi JAn3aliHepU MOXYTh BHKOPUCTaTH SIK CTapTOBI
BapiaHTH JUIs TOAANbLIOro poomnparoBanHs. llIBunke
(dbopmyBaHHs
imell abo CTHIICTUYHMX pillieHb (HANpHKIal, y AW3aiiHi

BEJIUKOI  KIJIBKOCTI  QJIbTEPHATHBHUX
intepdeiiciB) Moke 3HAYHO NPHIIBHIIIUTA pPOOOTY.

BonmHouac QiHanbHi  pilleHHS MalOTh O0OB’S3KOBO

OLIHIOBATUCS 3 ONIAAY Ha  peaibHl  MoTpedu
KOpPHCTYBa4iB, COLIaJIbHUI KOHTEKCT 1 SIKICHI KpUTepii.

5. Emuunicmv ma 6e3nexa. Interpauis LI arenTis
notpedye JOTPUMAaHHS IMPHUHIMIIB MPUBATHOCTI JaHHX,
3aro0iraHHs JIICKpUMIiHALII HHAM yIepeKeHHSIM,
mpo30opocTi [iif areHTiB. SIKIIO BXimHI JaHI MICTSTh
BUKPUBJIGHHS  a00  Hepenpe3eHTaTHBHI  BUOIpKH
(Hanpukiaj, 30e01IBIIOro Bil MOJIOJUX KOPUCTYBAdYiB),
MO/JIeTIb MOXKE "MHUMOBOMI" TPAaHCIIOBATH W MMiJACHIIOBATH
YHepemKEeHHS MOA0 IHNX TPYM. Y COLiaTbHO YYTIHBIX
MpOeKTax (30KpemMa, B OXOPOHI 3/IOPOB’s, OCBITi, poOoTi
3 JIIOJIBMH 3 OCOOJUBHMH MOTpPeOaMHU) BapTO OCOOIUBO
perenpHO crexxutH, abu Il He mpomoHyBaB pimieHHS,
o0 MOpPYIIyIOTh €TWYHI HOpMH abo TmpaBa MEBHHUX
Kateropiii xopucryBadiB. IIpo3opicTe — me KpUTHYIHUHN
(akTop mns H0Bipu 3 OOKY KOMaHIM Ta CTEUKXONIEPIB,
TOMY BapTO 4iTKO po3ymitH, 3Bimku LI orpumaB nasi,
SIK BiH )OPMYBaB PEKOMEH/IAII] UX PillICHHS.

[lincymoByrOUM BUKJIAJEHE BHIIE, 3a3HAYMMO, IO
moredmian LI areHTiB y mporieci qu3aifHy BU3HAYAE€THCS
iX 3IATHICTIO JIOMOBHIOBATH Ta MIiJICHIIIOBATH POOOTY
JIIOfEH,  3aJUIIal0Yd JIOOWHI  —

OCTaHHE  CJIOBO

HacaMIepe]] y NMUTAaHHAX eMmarii, po3yMiHHI CKJIQIHUX

COIIOKYNPTYPHUX  KOHTEKCTIB 1  BiJIOBIJAIEHOCTI
3a mpuitaATi pimenns. Edexrusnicts 11 3pocrae tam,
Jie HEOOX1THO IIBHJIKO OOPOOJISTH BEJIMKI 00CATH JaHHUX
abo TreHepyBaTH YMCIICHHI BapiaHTH pillleHb, Y TOH 4Yac
AK KOMaHJa KPHUTHYHO OIHIOE Ta JIOONPAIbOBYE
ui nponosumii. Bimnosimno, ycmimnza interpamis 11T
y IU3aiH-TIpOIleC BHMAarae iTepaTHBHOTO 3aJTydeHHS
Mofieiell Ha pI3HUX eramax, YiTKOrO PO3IOJUTy poJiei,
a TaKoX CIelialbHUX KOMIETEHIIH, SKi J03BOJSIOTH
JIu3aiiHepam i

cTelKxonaepam e(eKTUBHO

CHiBHpaHIOBaTI/I 3 iHTeJ'IeKTyaJ'ILHI/IMI/I arcHraMu.

BucHoBKkM Ta HanpAMM MaHOYTHIX J0CTiTKeHb

Benmuki  MOBHI  Mozgemi  J@MOHCTPYIOTH  Taki
MPUHIMIIOBO HOBI 3JaTHOCTI B POMUHI TEXHOJOTIH
IITYYHOTO IHTEJIEKTY, K PO3yMiHHS Ta IeHepalis TeKCTy
NPUPOJHOI0 MOBOIO Ta MOBaMH  IpOrpaMyBaHHs,
0araTOMOBHICTb, BOJIO/IIHHS 3arajlbHUMU Ta TaTy3eBUMH
3ATHICTH 10 areHTHICTD.

3HAHHSM, MipKYBaHHS,

Xoua He BCI Il 3MaTHOCTI € OJHAKOBO J00pe
PO3BHHYTHMH Ta CTQJIUMU ChOTOJHI, HAyKOBI yCTAHOBH
Ta KOMEpIiiHI opraHi3aiii 1HBECTYIOTh 3HAYHHH 00T
3yCWIb Ta PecypciB B pPO3pOOKY HACTYIHUX MOKOJIHb
BEJIMKMX MOBHHMX MOJEJIEH, METOMOJIOrid OLIHKA Ta
BJIOCKOHAJICHHsI MIAXONiB y B3aemomii 3 HuMU. OmHUM
3 HaWOUIBII TEPCHEKTUBHUX HAIMPSIMKIB CHOTOIHI €
po3podKa ITY4HHX iHTenekTyaabuux LLM-arenTis.

BinpImicTh OCHIIHUKIB CXOIUTHCS Y BHUCHOBKAX,
IO BXKE Ha TOTOYHOMY €Talli PO3BUTKY BEIUKI MOBHI
MOJIENI MOXKYTh 3HAYHO JOMOMOITH JIFOAWHI Y BUKOHAHHI
IHTENEKTYaIbHUX Ta TBOPYMX 3aBJaHb, SIKi MOTPEOYIOTh
00po0KK MynbTHMOAATMbHOI iH(opMamii. Pazom 3 TuMm
ChOTOJHI TPOJIOBXKYIOTHCS AMUCKYCIT IIOJ0 KPEeaTHMBHUX
3JaTHOCTEN BEJIMKHUX MOBHUX Mozeiield — HacKinbku LLM
3JlaTHI TEHEPYBAaTH IMPHHIMIIOBO HOBUII KOHTEHT Ta
SKAMHA O€HUMapKaMH IIeé MO)KHAa BHUMIPATH KUTBKiCHO.
Kpim Toro xoHUENTyanpHI MOIENi B3a€MOZIl JIOAWHU
3 BENUKMMH MOBHMMHU MOJEISMHU BCE I 3HAXOMATHCS
Ha cranaii (opMyBaHHA Ta TOTPEOYIOTH HOAATKOBOTO
OCMHUCIICHHSI Ta TOCIXKEHb.

Jana pobOora MPOMOHYE EKCIUIOPATUBHY MOJIENb,
0 TPEACTaBIs€ MAW3aliH SAK ITEpaTHBHHUN IIPOIEC
30araueHHs 3HaHb Ta J0O3BOJISIE BU3HAYUTH MiCIIE Ta POJb
IHTEJIEKTYaIbHUX AareHTIB BEJIMKUX MOBHHX MOjeJeh
y B3aemomii 3 [Ou3aiH-KOMaHIOK, apTedakTamu
Ta 30BHIMIHIM cepemoBHIIeM. Takuii KyT 30py 3aaae
I’ SITh JIOCITIKEHD

HAIpSIMKIB IS TIOHAJBIINX

HOTeHIIiaJ'Iy BCJIIMKUX MOBHHX MO,Z[eHeﬁ B TBOPYHUX
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Ta gu3aiiH mpouecax: (1) B3aemomis LLM-arentiB (2) cmiBmpans 3 groxuHON, (3) aBTOHOMHICT,
3 00’€KTaMHM 30BHINIHBOTO Ta JH3aiH-CEPELOBHII, (4) xpeaTuBHICTb, (5) €THUHICTH Ta Oe3IeKa.
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DEFINING THE ROLES OF LARGE LANGUAGE MODELS (LLM) AGENTS
IN THE MODEL OF DESIGN

The subject of the study is the capabilities and limitations that large language models (LLM) demonstrate when they are
implemented in intellectual, technical and creative processes, in particular in design. The goal of the work is to determine
the place and roles of LLM-agents in design and to develop an appropriate model of the design process augmented by
LLM-agents. The article sets the following tasks: (1) to conduct a review of modern publications on approaches and
methods for assessing the capabilities of large language models, in particular, when performing creative, technical and design tasks;
(2) to conduct an analysis of modern approaches and methods of interaction with LLM; (3) to develop a model that defines
the place and roles of LLM agents in design in interaction with the design team, the external environment and design artifacts.
The following methods were used during the study: comparative-historical and retrospective analysis of the content
of technical, economic, philosophical, linguistic scientific and methodological research to form a holistic vision of the current state o
f development of large language models and approaches to interaction with them; structural-logical analysis for the
formation of a model of the design process, augmented by LLM agents. The following results were achieved: nine main
groups of abilities of large language models were identified; the main modern patterns of interaction with large language
models were identified; a model of the design was developed as an iterative process of knowledge enrichment, which
allows describing the interaction of people and LLM-agents with each other, with the external environment and with
design artifacts. The conclusions emphasize the novelty of such abilities of LLM in the family of artificial intelligence
technologies as understanding and generating text in natural and programming languages, multilingualism, possession of
general and industry knowledge, the ability to reason, and agency. Additionally, the need for conceptual understanding
of the place and role of large language models in creative processes is highlighted. A structural model has been
developed that represents design as an iterative process of knowledge enrichment and allows to define the roles of
LLM-agents in interaction with the design team, artifacts, and the external environment.
Keywords: large language models; LLM agents; artificial intelligence; human-computer interaction; design innovations.
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T. IIETPEHKO, A. 3AJIOPOXKHUN

IJIAT®OPMA JJIS IHTEI PAIIII
IHCTPYMEHTIB I CEPBICIB OBPOBJIEHHSA METEOJJAHUX
3ACOBAMMU HITYYHOI'O IHTEJIEKTY

IIpeqmerom JociifzkeHHs € I1HCTPYMEHTH, cepBicHM Ta IIaTGopMu 3a0e3NedeHHs IPOTHO3YBAHHA JIOKAJIBHUX METEOYMOB.
[Iporec NporHo3yBaHHsS METEOYMOB 3a NIEBHOIO I'€OJIOKAIIEF0 JTOBOJI CKIaqHUH. JXKepenaMu IIOMUIIOK MIPOrHO3YBaHHS € 00’ €KTHBHI
MIPUYMHY, SIKI € HaCHiIKaMH CKJIAJHOCTI METEONpOINeciB, IO B3arali iCHyBalW 3aBXKAW, a TAKOXXK CYTTEBUX KIIMAaTHYHUX 3MiH
yepe3 robaibHe MOTCIUTiHHI. BHKOpHUCTaHHS Mojenell MallMHHOrO Ta riimbokoro HasuauHs (Machine Learning and Deep
Learning, ML&DL) pa3oM 3 YTOYHCHHSM pe3ylbTaTiB KJIaCHYHUX (i3MUHHUX Mojeneil arMochepr — BaKIIHBUH KPOK ITiJBUICHHS
TOYHOCTI MofeNed NporHO3yBaHHA. Mozemi il NMPOrHO3yBaHHS METEOyMOB CTAlOTh yce Ourbine TiOpumHuMH, a iHdopmars,
mo 3acTocoByeThcs st HaBuaHHI ML&DL-moneneif, — yce OUTBII pPI3HOMAHITHOIO Ta Ma€ pi3HI JDKepena MOXOMKEHHS.
Jnst TpaHcdopMalii CTpyKTYPOBAHHUX, HECTPYKTYPOBAHHMX Ta HAIiBCTPYKTYPOBAHMX METEOJaHUX 1 MPOTHO3YBaHHS METEOyMOB
BUKOPHCTOBYIOTBCS TOTY)KHI I HEe 3aBKIH OE3KOIITOBHI CepeoBHIIA MTPOBIAHUX PO3poOHHKIB. MeTa poGoTH — aHai3 MOXIIMBOCTEH
HasBHUX MaTtdopM BukopucranHd ML&DL-mozeneii a1 NporHo3yBaHHS METEOYMOB i CTBOPEHHSI INIAT(HOPMHU I HPOTHO3YBaHHS
METEOyMOB, sika Mae riOpuaHy nonermeny apxirekrypy (Hybrid LightWeight Architecture, HLWA). TTnardpopma Ha ocHOBI
HLWA BukoHye Taki 3aBIaHHSI: PO3IOJIJICHHS €TaliB OOpPOOJEHHS METEOJaHHX MDK PI3HUMH MOCTa4aJbHUKAMH iHCTPYMEHTIB
1 cepBiCiB 13 XMapHUX CEpEeIOBUILI, ajle BOJHOYAC JA€ 3MOT'y iHTEIpYBaTH PECYPCH Ta IHCTPYMEHTH 0OpOoOIICHH I Ha OfHil rutaTdopmi.
PosropraHHsl iHCTPYMEHTIB 1 CEepBiCIB MiZTOTOBKM METEOJAHHMX 1 MPOTrHO3YBaHHS METEOYMOB Y POOOTI NMPONOHYEThCA Ha cepBepi
AWS Lightsail 3 Bukopucranusm Node-RED, MongoDB ta AWS SageMaker Al. ¥V crarti BpoBaIpKEeHO METOIM JCKOMIIO3MUIIi
MPOLIECiB MPOTHO3YBaHHS MeTeoyMoB. Pe3yabTaTroM pobotm € crBopeHHs Mozeni mnarhopmu y Buriassg UML-piarpamu
KOMIIOHEHTIB 3 YTOYHEHHSM BJIACTHBOCTEH KOXKHOIO KOMITOHEHTa IuaTdopmu Ta iHTepdeiiciB. BHCHOBKOM €TaTTi € TBepIUKEeHH,
IO 3aCTOCYBAaHHS IPONOHOBAHOI IIAaTGOPMHU Id JOCTIIPKEHHA TiOpUIHMX Mozeneld INpPOrHO3yBaHHS METEOYMOB Ha OCHOBI
ML&DL-moneneii € 3pydHUM, eKOHOMIYHUM 1 TIEPCIIEKTHBHUM PillICHHSIM.
KurouoBi ciioBa: Mozens miaTdopMu IporHo3yBaHHS METEOYMOB; INTYYHHH IHTENIEKT, CepBICH XMapHHUX CEPEIOBHIIL.

Beryn

CrBOpeHHS Cy4acHHX MOJIENEH, MiAXOLIB
1 TEXHOJOrid NPOrHO3yBaHHS METEOYMOB Ha OCHOBI
Internet of

Things, AlOT) moCHITHIO PO3BUTOK TiOPHIHHX MoOjeneit

nrrydHoro imrenekty pedeit  (Artificial

MPOTHO3yBaHHS METEOYMOB 1 MarhopM IIOJ0 HAYKH
Ipo JaHl Ta MAIIMHHOIO HaBYaHHS VIS METEONPOTHO3Y
(Data science and machine learning platforms, DSML
platforms). HoBi migxoan g0 mporHo3yBaHHS METEOYMOB,
nobynoBani Ha ML&DL-mozmensix, [oBenu CIpOMOXHICTB
NOKpAaIIUTH TPOLeC 1 pe3yabTaTd IPOTHO3YBaHHS.
[Moemnanus Mopeneil BiAOYBA€ThCS HA PI3HUX PIBHAX
1 Jo/ae pi3Hi BIaCTHBOCTI T1IOPHIHIM MOJIEIISIM.

BukopucranHs TiOpUAHUX MOIENEH CTHMYIIOE
CTBOPEHHS ILTaT(QOPM MPOrHO3YBaHHS, IO AAIOTH 3MOTY:

1) iHTerpyBaTH TPOIlECH OTPUMAHHs iH(pOpMaIii
JUIA TIPOTHO3YBAaHHS METEOYMOB 3 PI3HMX TIIOOATBHUAX
1 JIOKaJIbHUX JDKEpell, 30KpeMa 3 MpolecaMy OTPUMaHHS
JaHUX 3 IHmWX 1atopM, sKi TaKOXK MiATPUMYIOTH
TeHepaio CHHTETUYHHUX JTaHHX;

2) 3abesredyBaTd TMiArOTOBKY 1O 3aCTOCYBaHHS
MeTeoJaHuX BiamoBigHo 10 Bumor ML&DL-Mozenei;

3) 30epirati iHpopMAaIif0O IS POTHO3YBAHHS
METEOyMOB 1 HOro pe3yNbTaTH B CydacHUX 0a3ax MaHuX;

4) mapyatn ¥ TectyBath ML&DL-momemi i3
BUKOPHCTAHHSIM METPHK OLIHIOBAHHS PE3yJbTATUBHOCTI
MoJeeH;

5) 3abesmneuyBaTn Oe3mocepeHpO mpoIiec
MPOrHO3yBaHHSI METEOYMOB;

6) cTBOpIOBAaTH Ta BUKOHYBATH CIIEHAPIl, IO TAOTh
ML&DL-monemneit
3 METOI0 CTBOPEHHS MAalWX JIHTBICTUYHUX MoZeneit
(Small Language Models, SLMS), mo mixrpumyroTs

00pobIeHHS

3MOTY 3MCHIIYBaTH PO3MIpHICTH

TEeTePOreHHUX METEOJaHWX Ha piBHI
TPaHUYHUX O0YHCIICHB;

7) 3abesrewyBaTH BiTOBIMHI BHYTpIIIHI iHTEpdEicH
MK KOMIIOHGHTaMH CHCTEMH W 30BHIIIHI iHTepdeiicu
MDK IIaTGOpMOI0 TPOTHO3YBaHHA Ta JDKEpeIaMu
iH(OopMaIIii, a TAKOXK 3 KOPUCTYBaYaMHU CHCTEMU;

8) 3MCHIMTH HAKIAHI BUTPATH VTSI POTHO3YBAHHS

METCOYMOB 3a IIEBHOIO reonoxcauiefo.

© T. lerpenko, A. 3amopoxuuii, 2025
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BusHaueHHs apXiTeKTypH Mmiat(OpMH MPOTHO3yBaHHSI
METEOYMOB IOTpPe0ye KOMIUIEKCHOI'O IIJIXOIy Ta €
aKTyaqbHUM. Y Iili poOOTi 3ampOIOHOBAHO MOJENb
CTBOpEHHs1 IUIarGOpMH TIArOTOBKHM iHQOpMalii Ta

MPOTHO3YBaHHS HA OCHOBI TiOpWUAHOI MOJETIICHOT

apxitektypy HLWA, ska 3a0e3medye po3momisieHHS
eramiB  0OpOOJIEHHS i

METCOJaHUX MK pi3HI/IMI/I

TOCTa4YaJIbHUKaMH 1HCTPYMEHTIB 1 CEepBICIB, ajie BOJHOYAC

Jla€ 3MOry IHTErpyBaTH pECypcH Ta IHCTPYMEHTH
o0OpoOsienHss Ha oxHid mardopmi. Po3sropraHHs
IHCTPYMEHTIB 1 CEpBICIB MIATOTOBKA METCOMAHUX

1 IPOrHO3YBaHHSI METEOYMOB 3aIIPOIIOHOBAHO Ha CEpBEpi
AWS Lightsail 3 Bukopucranusim Node-RED, MongoDB
Atlas ta AWS SageMaker Al. ¥V crarti oGrpyHTOBaHO
HOBY MOeb iHTerpamii pecypciB Ta I1HCTpYMEHTIB
IPOrHO3YBaHHS METEOYMOB, IO 3a0e3Meuye KOMIAKTHICTh
1 eKOHOMIYHICTh CTBOPEHOI IJ1aT(GOPMHU MPOTHO3YBAHHS.

AHaJIi3 OCTaHHIX XOCJTIIKeHb i myOmikaniii

IIporHo3yBaHHS METEOYMOB € HEJIETKUM 3aBJIaHHSM
[1-4] gepe3 TpymHOLI TPUPOTHUX TPOIECIB (HOPMYBAHHS
METEOYMOB. 3 METOI0 3MEHILIEHHS CKJIAJHOCTI MOJEIBHOTO
YSBJICHHS BHKOPHUCTOBYEThCS JCKOMIIO3MIISI IPOIIECIB
(opMyBaHHS METEOYMOB, sSIKa PO3MOALISLE TPOLECH Ha
Ppi3Hi piBHI iX IPOCTOPOBOrO YSIBICHHS, IHIIIUMH CIIOBAMH,
TOPU30HTAJIBHOTO Ta  BEPTUKAIBHOIO  PO3HOIIICHHS.
JU71s IPOCTOPOBOTO  ySABIEHHS IPOLECIB  YIPOBADKEHO
TepMiH "IIPOCTOpPOBa PO3AiJbHA 3JATHICTH", WO 3aja€e
napamerpu Kyb6a atmochepn (kM°), U AKOTO 3HAYCHHS
BJIACTUBOCTEH METEOYMOB € OZHAKOBHMH B MEXaX LbOTO
Ky0a 3arajibHOl TPUBUMIPHOI CITKH OXOIUICHHS MPOTHO3Y.

TpuBUMIpHa CiTKa OXOIUIEHHS MPOrHO3Y € (PaKTUIHO
HEPIBHOMIPHOIO I aTMocepy HaJ| PI3HUMH TEPUTOPISIMU
wiaHetd 3emusi. KpiM 1pboro, mpocTopoBa po3jiibHA
3MATHICTB VIS Pi3HUX MOJENEH MPOrHO3yBaHHS METEOYMOB
€ HEOJHAKOBOIO. JIJI1 BEpTUKAJIBHOIO YSBJICHHS 3a3BUYAil
BHKOPHCTOBYIOTH JI0 64 PIiBHIB BEPTHUKAIIGHOTO PO3IIOIUICHHS,
MMOYMHAIOYN 3 TOBEPXHI 3eMuli. Alle, HaNpuUKIam, s
mozeni ERAS 3HaueHHS BEPTHKAIBFHOIO PO3MOIiTEHHS
JIOPIBHIOE O 3eMIIL
mo 0.01 hPa

TOPH30HTAIBHOTO Po3MoiTeHns xopisaioe 31 km? [1].

137 piBHIB mOmO MOBEPXHIi
(mpubmm3ro 80 kM), a IwIOmA
Moneni  YMCENBHOrO  NPOTHO3YBaHHS
(Numerical Weather Prediction, NWP),
Hanexuts ERAS, moOynoBaHi Ha (i3sMYHUX PIBHIHHIX

[Or O
0 SIKHX

IUHAMIKH TmapiB atmocdepu Ta Timpocdepu [1, 3, 4].
NWP BukopucTOoBYye CKIamHI MaTeMaTHYHI MOJIEII,
110 ONUCYIOTH JTMHAMIKY MpOIeciB aTMocdepH, OKeaHiB 1

TIOBEpXHEBUX TMPOIECiB, ane po3paxyHku 3a NWP
€ HaJI3BUYaifHO peCypCOMICTKUMH [5].

Jdnst  npexkommosumii  cuCTeM  MPOTHO3YBaHHS
METEOYMOB PO3TIIAJA€THCS TAKOXK YacoBa PO3MOALIEHICTh
METEOyMOB 32 JIOTIOMOT'OI0 3aCTOCYBaHHsI Pi3HHX TEpMiHiB
MPOTHO3YBaHHS. BHOKPEMITIOIOTh TIOCTIHE MPOTHO3YBaHHS
METeoyMOB (TOOTO Ha HACTYIHI TOJWHHM Ha CHOTOJIHI
W Ha 3aBTpa Ha OCHOBI IIOTOJMHHUX METEOAaHUX
3a ChOTOJIHI), KOPOTKOYacHe MpOrHo3yBaHHs (Ha 3—5 1i0),
CEpPEIHLOCTPOKOBE MPOTHO3YBaHHsA (Ha TWXKIEHb a0o
10-14 ni6) Ta MOBrOCTPOKOBE MPOTHO3YBAaHHS METEOYMOB
(ma wmicaup 1 mizHime) [6]. CucreMu TPOrHO3YBaHHS

METCOYMOB  HAJNAlOTh JOBOJI TOYHI TOCTiiHI Ta

KOpoTkouacHi mporHosu  (mo  90%), ame s
CepEIHHOCTPOKOBOTO Ta JIOBIOCTPOKOBOTO TMPOTHO3YBAHHSI
AKICTh pe3ynbTaTy 3HKyeThes (10 80 Ta 50%) [6].

Pozeurtok AlOT i CymyTHHKOBOTO 3B 513Ky 3a0€31e4nB
HasIBHICTh 3HAYHUX O0OCATIB MereomaHux. [IpuOau3HO
85% indopmamii A rI00aJBHUX MOJENeH KiIiMaTy
OTPHMYIOTh 3apa3 caMme i3 CHCTeM CYIyTHHKOBOTO
3B’sa3Ky [7]. Takox 30imblmnach KUTBKICTh Ta SIKICTh
OTPUMaHHS METEO/IaHUX 13 JIOKAJIIbHUX METEOCTaHIIiH.
PosButok amapatHoro 3a0e3neueHHs XMapHUX CEpPELOBHIL
Jla€ 3MOry IHTErpyBaTH HE TUIBKU CIIOCTEPEIKECHHS,
a U pe3ysibTaTH METEONpPOrHo3iB, JOOYTUX 3a pPI3HUMH
CY4aCHHMH MOJESIMU HPOTHO3YBaHH:A. IHTerparis mxepen
METEOJJaHUX 1 MOZENIeH MPOrHO3yBaHHS METEOYMOB CTa€
HaOIBII AKTYyaJbHOIO MPOOJIEMOI0, PO3B’SI3aHHS SIKOT
NOCHiMHUKKA BOadaroTh B 00’e¢mHanHi nigxoxis NWP
ta ML&DL-moneneii [8, 9].

3acrocyBanHsi ML&DL nokpaiirye sikicTh IpOrHO3Y
[10-15], ane ycmimmicte ML&DL y mporrosyBanHi
noTpedye HAsBHOCTI 3HAYHOI KUIBKOCTI PI3HUX Tak
3BaHMX ICTOPUYHMX IIOKA3HHWKIB MPO MUHYJI TOrOJIHI
ymoBH [1, 3, 4].

IcropudHi MeTeomaHi BiNiTpalOTh BAXKIHBY POIb
y TpeHyBaHHI Ta BaockoHameHHI ML&DL-monenet,
OCKUIBKM BOHHM JAlOTh 3MOTYy HaBUUTH CHCTEMY
pO3Mi3HABaTH TEBHI TeHAEHII] (MAaTepHH) B METEOYMOBaX,
10 MOXKYTh BUHUKATH 32 Pi3HUX KIIMaTHYHUX CIICHAPIiiB.
Jns naBuanns ML&DL-moneneit BUKOPUCTOBYIOTH Pi3Hi
3a TeXHOIOriero (QopMyBaHHA [aHi.

MeTeomaHuX ToBTopHOTO aHaiizy (Reanalysis Weather

3acrocyBaHHA

Data, RWD) pnonomarae axymymroBaTH iH(pOpMAIIiO
3 pI3HHX DKEpeNl Ta aHaNi3yBaTH CIOCTEPEIKEHHS, SKi
Oyny HeOCTYIHI B peXXuMi peaipHoro vacy [1, 3, 4].
OTpuMaHHS iICTOPHYHUX METEONaHUX 3 TII00ATEHIX
METEOpONOTiYHNX 0a3 JaHWX, 30KpeMa CBPOMEHCHKOTO
IIEHTPY CepPeIHbOCTPOKOBHX TPOrHO3iB moromu (European
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Centre for Medium-Range Weather Forecasts, ECMWF)
[16], HanionansHoro YIIpaBIiHHS OKEaHIYHUX
i atmocdepuux mocrmimkens CIIA (National Oceanic
and Atmospheric Administration, NOAA) [17] Ta 3 API
caiftiB  MereopecypciB [18], mae 3mory cdopmysaTn
HE00XiJHy KUIbKICTh iH(pOpMAIlii, 0 pa3oM 3 JOKaIbHUMHU
METEOJaHUMH  BIIIOBIJHOI  T'eOoJOKallil  CIPOMOXKHI
3a0e3meunTr HaBYaHHA i TectyBanHad ML&DL-moneneii.
Mereonmani MarwTh OyTm 3i0paHi, 00poOIeHi
Ta CTpyKTypoBaHi 1o HaBuyaHHs ML&DL-mozeneii.
KnimatnuHuii craH IJIaHeTH JUHAMIYHO 3MIHIOETHCS
Ta pearye Ha BHKIHMKH, IO CHPHUYMHSAIOTH TEXHOTEHHI
karactpodu. BiiiHa B VYkpaiHi He TIIBKM TpH3Bena
70 3aru0erni 3Ha4YHOI KiJIBKOCTI HACENEHHS Ta CYTTEBO
BIUIMHYJIA Ha JXKUTTS MUIBHOHIB JIOJEH, aje W 3MiHMIa
METEOyMOBH i YMOBH OTPUMAaHHSI BIIEBHEHHUX [TOKa3HUKIB
i3 JIOKAQJIbHUX METEOCTaHIid, a TaKoK Ha OKPEMHUX
TEPUTOPIAX CIPUYMHWIIA 3HHUIICHHS MeTeocTaHIii [19].
MacmraOHicTh Takux 3MiH Ha (OHI MiHIMBOCTI KJIiMaTy
BCi€l IUTAHETH TaKOX 3MIHIOE YSIBY PO MOHATTS aHOMAii
B METEOJaHHX, a TOMY JIO0 €TamliB X OOpOOJIEHHS, TaKuX
SK OYHIICHHS, IIEPETBOPEHHS U HOpMaizaiis, s
JOTpUMaHHst cymicHocti iHdopmarii 3 ML&DL-moznensiMu
JOJAI0TBCA TAKOXK €Taly aHali3y JOAATKOBHX IIOKA3HHKIB.
Kpim Toro, indopmariist Mae 30epiratucst B CrieliaizoBaHuX
0azax JaHMX, [0 3a0e3NeuyloTh [MBHIKUI JTOCTYII
10 iH(opMAaLliT PI3HOTO TUITY W YMOXITUBIIIOIOTH MOCTiliHE
OHOBJICHHS VIS IOKPAILCHHS MOAEICH.
ML&DL-moneneit

3aJeKUTh TakoK Bix obpanoi DSML-mnatdopmu [20].

VYCninHIiCTh  BUKOPUCTAHHS
YCHinHuMH €, HANPUKIIa, IaTGOPMHU TAKUX TPOBITHUX
kommaHiii, sk Microsoft, Google, Amazon Ta IBM [21].
Habynu mommpennss DSML-mmatpopmu  Databricks
Unified Analytics Platform, KNIME Analytics platform,
TIBCO Software, Alteryx Analytics, SAS, H20.ai Tta
DataRobot [21]. TlomymsipHi iHCTpYMEHTH, 30KpeMa
Scikit-learn, PyTorch, TensorFlow, Weka, KNIME, Colab
TOIIO, TAKOX BiMIrparoTh BAXKIIMBY POJIb Y AOCIIIHKEHHSIX
ML&DL-moneneit [21].

HasBHiCTD y TpOBIIHMX KOMMaHIH CBOIX MOAENEH
TIPOTHO3YBAaHHSA METEOYMOB TIOKPAIITY€e IHTETPAIIII0 PECypCiB
U1 mporro3yBaHHA. CrierianizoBaHi mwratGopMu s
NIPOTHO3YBaHHS METEOYMOB CTBOPIOIOTH 1 BUKOPHCTOBYIOTh
COTHI pI3HMX IIOCTAYaJbHHUKIB METEONPOTHO3Y LIS
KIHIIEBUX KOPHUCTYBadiB MOOLTBHMX 3acTOCYHKIB [14].
BaxxnuBicTh NPOTHO3YBaHHS JIOKAIBHHX METEOYMOB
U THATPUEMCTB Pi3HUX Talxy3ed (arporpoMuCIOBICTS,
TPaHCIIOPT, OXOPOHA 37I0POB’SI TOIIO) CTUMYJIFOE€ CTBOPEHHS
IHTErpoBaHmX IUIATHOpPM, 10 OEpyTh 0 YBaru BIACTUBOCTI

MEBHOTO  HAamNpsIMy 3aCTOCYBaHHS  METEONPOTHO3iB
i BuKopHcTOBYIOTH Mozeni AloT mms  oOpoGieHHS
METEeOJIJaHUX Ta MPOrHO3yBaHHs MeTeoyMoB [14, 15].
SIKiCTh IPOTHO3Y METEOYMOB 3AJIEXKHUTH BiJI PO3yMiHHS
CKJIAZHOCTI (opMyBaHHS MeETeOyMOB, OOpaHHS abo
CTBOPCHHS BINNOBITHUX 0a3 MeETEONaHUX, MOJCICH,
TIaTopM Ta IHCTPYMEHTIB MPOTHO3YBaHHS METEOYMOB.
CrBopeHHsT  TulaTQopMu  JUIs

METEOYMOB MOTpeOye 3’SCYBaHHS MiCIlI PO3MIIICHHS

MMPOrHO3yBaHHSA

mwi1athopMH Yy BIAMOBIAHOMY XMapHOMY CEPEIIOBHIII,
BU3HAUCHHS KOMIIOHEHTIB TIaT(GOpMH Ta pPecypciB Juis
BUKOPHUCTaHHS KOMIIOHEHTIB, a TaKOX BH3HAYEHHS
iHTepQeHCiB MK KOMIIOHGHTAMHU JIJIS  3J1arOJKEHOL
pobotu miatdopmu.

Y poboti 3anponoHOBaHO TiOpPHUIAHY MOJETIIEHY
apxiTekTypy miatOpMH TPOTHO3YBAHHS METEOYMOB,
IO J]a€ 3MOTY MPOBOAWUTH EKCIEPHMEHTH Ta IHTErpye
moxauBocti  AlOT, cywachux ML&DL-moneneit Ta
JIOKyMEHTO-OpieHTOBaHMX 0a3 naHux. [y po3MimieHHs
wiathopmu obpano cepsep AWS Lightsail [22]; Node-RED
K iHTerpainiiine cepenosuie [23]; MongoDB Atlas s
30€peKCHHS ICTOPUYHHMX 1 MPOrHO30BAHUX METCOMAHMX
[24] Ta AWS SageMaker Al sik cepBic mist po3po0GieHHs,
HaBuaHHs Ta posropranus ML&DL-mopneneit [25].

Merta po0oTH ii 3aBIaHHA

ML&DL-monenei,
110 Jal0Th 3MOTY TPOTHO3YBaTH MeTeoymoBH [5, 7—15],

IHTeHCUBHI  JOCHIIKEHHS

a TaKkoK CTBOPIOBATH DI3HOMAaHITHI 0a3W MeTeoJaHuX
[16-18],
3 METOI TOKpAIIeHHS METEONPOTrHO3IB. AJle MOTYXHI

MIATBEP/IKYE AKTYalbHICTh EKCHEPHUMEHTIB

CepelIoBUIla TIPOTHO3YBAHHS Ta BENUKI 0a3u METEOAaHUX
3/1e0UTBIIOr0 HAJAINTOBAaHI Ha MOMUT 3 OOKy Oi3Hec-
KOPUCTYBadiB, a OE3KOIUTOBHUH PEKHM BHKOPHCTAHHS
cepBiciB Ta iH(popMaIlii € 0OMeKeHUM.

besorutatHi  6a3m  MmereomaHMX — 3a0e3IMEUYIOTH
3aIliKaBJIEHICTh /0 HHUX 3 OOKY OCBITHbO-HAaYKOBOI
CIUTBHOTH SIK 10 iH(OPMAIIIfHOTO pecypcCy A HaBYaHHS
Ta JochmipkeHHs. Skicte 1 Qopmaru  30epiraHHs
METeOIaHNX Yy Pi3HKX 0a3ax MOXYTh OyTH HEOTHAKOBHUMHU.
ToMmy OOHMM i3 BaXJIMBHX IHTaHb HPOTHO3YBAaHHS
METEOYMOB € PO3YMiHHS [DKEPE 1 BIIACTHBOCTEH iH(OpMAIIii,
10 BHKOPHCTOBYETHCSA [UII  METEONPOTHO3YBaHHSL.
[lepBuHHI MeTeomaHi OTPIMYIOTh YHACIIIOK BUMipPIOBAaHHS
NOKAa3HUKIB METEOyMOB, TaKUX SK TeMIepaTypa,
BOJIOTICTh, THCK, IIBHAKICTH BITPY, YIBTpadioleT TOIIO.
Merteoindopmarito 30MparOTh 32 JOMOMOT'OI0 HAa3eMHHUX

METEOPOJIOTIYHIX CTaHIiH, pagapiB, JITAaKiB 1 CYITyTHHKIB.
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Y 0a3u JaHUX METEONOKA3HUKH IOTPAIUITIOTh yKe
B RWD-Burmnszi, ane HasBHICTH pi3HHX 0a3 i3 pi3HUMH
JDKepeNlaMi METEOJaHUX TNPH3BOAUTH JI0 HEOOXiTHOCTI
MIOBTOpPHOrO0 00poONeHHs Bke 00poOseHol iH(opmaii
JUTsl ofanbIoro ii Bukopuctanus B ML&DL-moznensix.
Jis HaB4aHHs, TecTyBaHHS Ta Bamiganii ML&DL-
Mozeneil oocsru iHopMarii MarTh OYTH JOCTaTHIMHU
JUIsl BUSIBJIEHHS TeHAeHNil y nanux. [lokasHuku, 3i0paHi
3 BIIKDHTHX METEOPECYPCIB 3a JOIMOMOTrOI0 POrpaMHOTO
intepdeiicy 3acrocynky (Application Programming
Interface, API), BuMararmTh CIIEHiaTbHOIO OOPOOIEHHS,
¢dopmatu JIOCTYITY
3MIHIOIOTBCS, IO YCKJIaTHIOE 1HTErpalito Ta cTabijgbHICTh

OCKIJIBKHU HaHuX 1 MeTomu
Mereornoka3HukiB. [lpobnemoro € 00’eqHaHHS pi3HOT
MeTeopoJioriuHoi  iHpopManii B equHy 0asy, 3IaTHY
aJIanTyBaTUCs 0 HOBUX JpKepell 0e3 BTpaTH SIKOCTI JIaHHX.

Meroo pobOTH € aHajai3 MOKIHBOCTEH HAsSBHHX
mwiatpopm  BukopucranHs ~ ML&DL-mopeneit s
NPOTHO3YBaHHS METEOYMOB 1 CTBOpeHHs Iuatdopmu
JUIsl TIPOTHO3YBAaHHS METEOYMOB, fKa Mae TiOpHIHY
TIOJIETIIIEHY apXiTeKTypy, 3/laTHa 30MpaTH Pi3HOMAaHITHI
METEOINOKa3HUKH 3 pi3HUX Mereopoinoriuaux API-pecypcis
1 3 JokampHOI Ha3eMHOi

MeTeocTaHlii, 30epiratu

METEOIOKa3HUKH B  JIOKYMEHTO-OpIEHTOBaHii  0asi
JIAHUX; aHAIlI3yBaTH MeTeoiH(OpMallilo Ta MPOrHO3YBATH
[IEBHOI  reoyioKalil

METEOYMOBH  BIJAMOBIAHO IO

3a gornomoroo ML&DL-mozneneii.

Marepianu ii MmeToau

Bukonanns ananmizy HasBHux DSML-mnardopm
J1aJI0 3MOT'Y BUOKPEMUTH BIIACTHBOCTI, SKi € BAXKIUBHMH
moA0 IIatpopMH MPOTHO3YBAHHS METCOYMOB JUIS
NIeBHOI TeoJIoKamii:

1) 3amydeHHS CTPYKTYPOBAaHOI Ta HECTPYKTYPOBAHOI
iHpopmarlii (Tekct, 300pa)keHHs, Bijeo, aymio Ta
TEONpPOCTOPOBI  MOKAa3HWKH) 3 Oe3KOmTOBHUX 0a3
MeTeoJaHuX 1 (pailIoBUX CXOBHWIN, SIKIi MOXYTh OyTH
pO3TaIIoBaHi JIOKAIEHO a00 B XMapi, a TAKOXK OTPHMAaHHS
iH(opMallii Bijl TOKaTbHOT METEOCTAHIIIT;

2) PpO3MIIIEHHsT OTPHMMAHNUX METEONaHnX y CydacHii
JOKYMEHTO-Opi€HTOBaHIH 0a3i, o mae 3Mory 30epirati
TeTepOreHHI METEOIOKa3HHUKY;

3) BUKOpHCTaHHS, CTBOPCHHs Ta OLIHIOBaHHSI 3a
BimmoBigHIMH MeTpruKamu TiOpunanx ML&DL-moneneit
1 32 JOMOMOTOI0 TIOMYJIAPHUX IHCTPYMEHTIB iX JOCIiHKEHBb
MIePEeBa)KHO B OE3KOIITOBHUX XMAPHUX CEPEIOBHIIAX;

4) pOo3ropTaHHs, PO3MIMIEHHS Ta OOCIYrOBYBAHHS

KOMITOHEHTIB IaTdopmu Ha cepBepi, sSkuil 3abe3nedye

3aXHILCHHI JOCTYI 1 BiJaieHe KepyBaHHs KOMIIOHCHTAMHU
iaTdopmu;

5) 3abesmeueHHs iHTepdeicy 3 HU3BKAM BMiCTOM
KOy, TIPUIATHOTO Il HEEKCIEePTIiB Y cepi 00poOIeHHS
iHdopMarii, aje ekcriepTiB i3 MPOrHO3yBaHHS METEOYMOB;

6) 3a0es3medeHHss KOJAOBOTO  iHTepdeicy s
HAaYKOBIIB 3 00poOjeHHs iHpopMamii uisd JOCTYIy
JO JaHuX, iX MiArOTOBKM U po3MimieHHs B 0a3i,
po3pooiiennss ML&DL-moneneti Ta myoOikarii;

7) ynpagninss xutTeBUM 1ukiioM ML&DL-monerneit
TCIIST PO3TOPTAHHS T TIEPSHABYAHHS Ta aJIAITAIi MOJIEICH;
nepeiyMOB  BHUKOPHCTAHHS  Ha
mwiatpopmi  SLM, 1mo miarpumye
00pOOJICHHS TeTEPOreHHUX METEONOKA3HUKIB Ha piBHI

8) crBopeHHs
MIPOEKTOBAHI

TPaHUYHUX OOYHCIICHb.
Y pobori 3ampornoHoBaHo GpopMyBaHHS MUIATHOPMH
Ha ocHoBl HLWA-apxiTekTypu Ui MiArOTOBKH JaHUX
Ta nporHo3yBanHs. L{sg nmardopma 3abe3neuye BaxIuBi
BJIACTUBOCTI IIaT(OPMH NPOTHO3YBAaHHSA METEOYMOB JUIS
TIEBHOI reoJioKarlii. Baromum KOMIIOHEHTOM 3arpOIIOHOBAHOT
wiatpopmu € Node-RED, mio iHTerpye iHCTpyMEHTH
KepyBaHHS KOMIIOHEHTaMHu Iuiardopmu it 30MpaHHs,
nornepeHporo 00pobieHHs, 30epexxeHHs iHQopMmaii
Ta MporHo3yBaHHs Ha ocHoBI ML&DL-mopneneit.
[Tnarpopma mobyaoBana ua cepsepi AWS Lightsail,
apxiTeKTypy
JOCTyIl  JI0

1o BTLITIOE 3aXHIICHOTIO XOCTHUHT'Y

Ta 3abe3meuye BIpTyaJlbHUX  MallUH
i posropranus kommnoHeHTiB mwiarpopmu. AWS Lightsail
€ mpuBatHuM BipTyansHuMm cepBepom (Virtual Private
Server, VPS), 1m0 yMOXJIMBIIOE TPOCTE PO3TOPTaHHS
BIPTyaJlbHUX MAIlIKH, CTa0UIBHICTh 1 MACIITA0OBAHICTD 32
YMOBH AOCTynHOI Iinu. Bukopucranus AWS Lightsail
notpedye peectpanii (puc. 1). VPS mae nepeBaru o0
CMIJILHOT'O XOCTUHTY, OCKUIbKH JIa€ 3MOry e()eKTHBHIIIe
KOHTPOJIOBATH, HAJIAIITOBYBAaTH, MAacIITaOyBaTH pecypcH
Ta 3abe3meuye OiTbIT HamiiHy Oesneky. Lightsail mparrroe
Ha 6a3i Amazon Web Service Ta miaTpumye pisHOMaHiTHI
KoH(irypamii mia 3agoBONeHHS TOTped 00pobIeHHS
MeTeoaHuX. Y 3alpOrOHOBAHIN 1IaThopMi IPOrHO3yBAHHS
METeOyMOB cepBep mpaioe mifg ympasiiHaiM  OC
Ubuntu 3 1 GB omeparuBuoi mam’sti Ta 40 GB SSD.
JOCTYIy IO Lightsail
BUKOPUCTOBYEThCST MepeskeBuii mporokon SSH (Secure

Hdns  Ge3medHoro cepBepa
Shell), mo mae 3Mory amMmiHICTpaTOpy BHKOHYBATH
KOMaHIM 3 BigmajeHoro komm 'rorepa. IIporokom SSH
3abesmedye 3axucT iH(opMarii, a 3aBOIKH KIIEHTCHKii
nporpami Putty 3 BimmameHoro Komm’roTepa MOXHA
YCTAaHOBIICHHAM  HEOOXiITHUX

KepyBaTH, HANPHUKIA,

KOMITOHeHTiB, Takux sk Node-RED.
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Puc. 1. ETan cTBOpeHHs Ta HaNAITyBaHHs BipTyansHoro cepsepa AWS Lightsail

BiamosimHo no HLWA-apxitekTypu miatdopmu,
3alporoHOBaHiil y mid poborti, mependayeHo JBa
OCHOBHHX KOMITOHEHTH, 10 PO3TOPTAIOTHCS HA CepBepi
AWS Lightsail.

Kommonent Reanalysis Weather Data Retrieval
peanizoBano sk mporpamy Python, ska aBromMaTtH4HO
3aIlyCKaeThCs LIOJCHHO 3a BH3HAYCHHM YacoM J00M
IUIAHYBAJBGHAKOM 3aBOaHb Crontab, mo € cucreMHuM
pecypcom OC Ubuntu, ta 3abesneuye HamamTyBaHHsI
PSKUMY OTpPUMaHHS METEONOKa3HHUKIB 13 BIIKPUTHX
API-meteopecypciB.

Hamnpukian, SIKILIO HEOOXITHO MOPIBHSATH
pe3yNbTaTi TPOrHO3IB METEONOKA3HUKIB 3 BIIKPUTHX
APIl-meteopecypciB 3

OHOBJICHUMH pe3yabTaTaMu

BUMIPIOBaHHSI METEOIOKAa3HHUKIB 3 TUX CAMHUX BIJAKPHTHX
APl-meTeopecypciB  3a TONepeHIO TOIAMHY, MOXKHA
HAaJIAIITYBaTH BUKIMK niporpamu Python s 3amycky jBidi:

1) o 13:00 UTC 3amyckaerbCcsi Tporpama Ha
OTPUMaHHS MPOrHO30BAaHMX METEONOKA3HUKIB 1O BCiX
AP-pecypcax Ha HACTYITHY TOIUHY /Ui TIEBHOI IeOJIOKallil
(3 mapamerpom forecast mst BUKIHKY 3a1HTiB);

2) o 14:00 UTC 3amyckaeTbCcsi Tporpama Ha
OTPUMaHHS BKE YTOYHEHHX (OHOBJICHHX) METEOIOKA3HUKIB
o Bcix API-pecypcax Ha mornepeiHio TOUHY ISl TIEBHOI
reosioKariii (3 mapameTpom current).

Y upomy pasi HanmamToBaHui (ain koHIrypari
crontab s nepioguuHoro 3amycky nporpamu Python ma
cepsepi AWS Lightsail mae Burmsizn, 306paxenuii Ha puc. 2.

00-13-=-%-%- /home/ubuntu/weather—-forecasting/.venv/bin/python3: /home/ubuntu/weather-
forecasting/main.py:—task:forecast->>-/home/ubuntu/weather-forecasting/main.log-2>&1%
0014 -»-*-x- /home/ubuntu/weather-forecasting/.venv/bin/python3- /home/ubuntu/weather-
forecasting/main,py---task:current->>-/home/ubuntu/weather-forecasting/main, log-2>&1%

Puc. 2. Tekcr daiiny crontab

Kommonenr Reanalysis Weather Data Retrieval
omutye Biakputi APl-mMereopecypcu 3 MeTor Bimdoopy
HEOOXITHUX [UIS TIEBHOTO IPOTHO3YBAHHS ICTOPUYHUX
RWD-meTeonanux Ta BimOopy 3HaUeHb METEONapaMeTpiB,
SAKi  METeopecypcH  IPOIMOHYIOTH K  Pe3yJIbTaTH
MIPOTHO3YBaHHs. Bimkputi MeTeopecypcH IONepenHbo
MpoaHaizoBaHo Ta 0OpaHO. OCHOBHI METEOIIOKa3HUKH,
Taki SK TeMIIepaTypa, BOJOTICTh, IIBHAKICTH BITPY,
yapTpadioneToBuid  iHIEKC 1

THCK, OTPUMYIOTBCA

ACHHXPOHHO 3 BHKOPHCTaHHsAM OiGmiorexu asyncio.

3ibpani  BigmomocTi

6i6miorekn paho-mqtt uepes mporokonm MQTT y pexumi

NepenalTbesl 32 JONOMOTOI0
peanbHOrO Hacy no apyroro kommonenta Node-RED,
10 po3ropraeThes Ha cepepi AWS Lightsail.

Node-RED e matdopmoro 3 BiIKpHUTHM KOIOM
1 [ae 3MOry IHTerpyBaTH METEONaHI 3 PpI3HHUX
JDKEepel, a TaKoK CTBOPIOBATH TIIOTOKH OOpOOJICHHS
METEOJaHWX 3a JIOMOMOTOK 3PYYHOro rpadigHOro
inrepdeiicy. Node-RED wnamamroByeThcsi Ha cepBepi

AWS Lightsail y rmobamsromy caiimi — Settings.js,
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JIe TaKOXX CTBOPIOIOTHCS OONIKOBI 3alMCH 3 PI3HUMHA
IIpaBaMH JOCTYITy.
st Oe3nepeOitiHol Node-RED

BUKOPUCTOBYETHCA thX, TepMiHaJ'H:HI/Iﬁ MYJIBTHILICKCODP,

pobotu

SKAA Jla€ 3MOry TMapaJelbHO 3allyCKaTH JeKiJibKa
TIpOIIeCiB Ha OTHOMY cepBepi. Lle 3abe3neduye MOXIHBICTH
30epeKeHHs] Ta TPOJOBKEHHsS POOOTH B pasi po3pHBY
3’€THAHHA 13 CEPBEPOM.

OcuoBuumu kommonentamu Node-RED € Bysmu
(Nodes), o 3abe3neuyioTh (HYHKIIOHATBHICTh OKPEMHUX
eramiB 0OpOOJIEHHA MeTeogaHux. Bysmu 3rpynosani
3a Kareropismm, 30kpema common, function, network,
storage Torio, 1110 noJyerye BukopucTands. Hanpukmnan,
By3nHM KaTeropii nNetwork maroTh 3MOry OTpUMYBATH
iH(opMaIlifo 13 30BHIIIHIX JDKEPEa 3a JIOMOMOIOK0
HTTP-3anuri abo MQTT-mporokouy.

Jus KOHTPOJIIO TpolLecy 00poOIIeHHST
BukopuctoByioThest  Node-RED  Bysnu  debug, 1o
3a0e3MeuyloTh MEepeBipKy CTaHy METEOJaHuX Ha Pi3HUX
eranax. Pe3ynbraTu MpOrHO3yBaHHS Ta METPHKU SIKOCTI
MPOTHO3Yy ~ KOPHUCTYBay oTpUMaTtu
Ha maneni Dashboard.

Byziu B Node-RED 3abe3neuytorh 3’€IHaHHS Mix

CUCTEMH  MOXKC

TAaKUMH KOMIIOHEHTaMH 3aIpPOIIOHOBAHOI IIaT(hopmMHu:

1) Reanalysis Weather Data Retrieval, o orpumye
3Ha4YeHHs MereomnapamerpiB 3 APl BigkpuTux pkepen
METECOIaHuX;

2) Local Observation Weather Data, sixuit otpumye

YHCIIOBI 3HAYEHHS METeomapaMeTpiB 3  JIOKAIbHOI
MeTeocTaHIlii Ta 3a mpotokonom MQTT mepenae
kommonenty  Weather Data  Preprocessing s
MiATOTOBKH iHPOpMAIii JO BUKOPUCTAHHS KOMITOHEHTOM
00pOOJICHHS METEOIaHNX;

3) Weather Data Preprocessing, 1o 3abe3mneuye
00poOJIeHHsT MeTeonapaMeTpiB (OYHIIeHHs iH(popMallii,
Ti HOpMali3allifo, arperamilo Ta aHali3 1 JOJaTKOBHX
BJIACTUBOCTEH), Mepeqayy MeTeofaHuX 10 KOMITOHEHTa
MongoDB Atlas, mepeaauy mapameTpiB HalalITyBaHHsI
ML&DL-moneneit 'y ML&DL  mns

IMPOrHo3yBaHHsA METCOYMOB Ta OTpHUMaHHSA pe3ym)TaTiB

KOMIIOHCHT

NPOrHO3YBaHHA W 3HAY€Hb METPUK JUIA BiITBOPEHHS
pe3yJIbTaTiB KOPUCTYBAYEB;

4) MongoDB Atlas, skuii mgae 3mory 30epiratu
MeTeoiHpOpMaIliF0  pI3HUX THUMIB y  JOKYMEHTO-
opieHTOBaHiH 0a3i 1aHHX;

5) ML&DL (AWS SageMaker Al), mo BuKOHYyE
HaBuaHHs, TecTyBaHHs Ta Bamigauito ML&DL-moneneit

INPOrHO3yBaHHA METCOYMOB.

besnocepenubo B Node-RED  peamnizoBano
y Buriassgi  morokiB  kommonent Weather  Data
Preprocessing, function-sysnmu  sikoro  chopmoBaHo

Ha JavaScript.
y Node-RED 3006paxeHo Ha puc. 3—5, a MpU3HAYCHHS

@parMeHTH HANAIITOBAaHWX IIOTOKIB

BY3JIiB OMHKCaHO B Ta0I. 1.

- Reovect fo W engpont

TrECAING WHO PagS NAVipEion <

o Getiing MLADL mode! forecasted dada from DS

Puc. 3. TTorik Node-RED o6po6inenns inpopmariii 3 API-meTeopecypcis

Puc. 4. TTorik Node-RED 00poGiicHHS METEOIaHUX 13 JIOKATBHOT METEOCTAHITT
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Funchion starts every hour

Ganeranon of pammeners for MLADL mods(

Send request for MLADL trigoering

Puc. 5. TTorik Node-RED HasamtyBasHs Ta nepeadi rieprnapaMerpis Mojeli MporHo3yBaHHs 10 kommnoneHra ML&DL

Taomuusn 1. Onuc eysnie Node-RED sik komnonenma 3anponoHosanoi niamegpopmu

Bysoa Node-RED

ITpu3nayeHHs By3J1a

Weather data from API

MQTT-6pokep, 110 oTpuMye MeTeornokasHuku 3 API-pecypcis.

Obtained API data debug

[lepernsx MeTeonoka3HuKiB i3 30BHIMHIX API-pecypcis.

Weather data determiner

AmHaJti3 MeTEONOKa3HUKIB 1 BU3HAYCHHS BJIACTUBOCTEH 1H(MOpMAIIii Tt
TTOJAITBIIIOT0 00POOJICHHSL.

Temporary storage of forecast data

TumuacoBe 30epekeHHs] METEOOKa3HHUKIB porHo3y 3 API-pecypciB y daiii.

Temporary storage of current data

TumuacoBe 30epe)keHHST METEOIOKa3HUKIB IIOTOYHOTO CTaHy
i3 API-pecypciB y ¢aiii.

Read weather API data from files

THTerpallisi METEONOKa3HUKIB B €IMHOMY JAvaSCript-00’ekTi.

Files data debug

[lepernsx 00’ €THAHUX METEOMOKA3HUKIB i3 (aiIiB.

Processing weather API data from files

Ionepenne 0OpobIeHHs 00’ €THAHUX METEOOKA3HUKIB.

Processed data debug

[lepernsig 06poOIEHHX METEOTAHUX.

Insert data from API to DB

36epesxerHst 00pobeHnx Mereonoka3HukiB 3 API B 6a3i nannx MongoDB Atlas.

Tracking web page navigation

BincrexxeHHs nepexo/iiB KopucTyBauiB Ha Web-CTOpiHKy.

Redirect to Ul endpoint

BinamoBins kopucTyBaueBi Ta epeHarpaBiIeHHs KoprucTyBaua Ha Web-CTopiHKY
OTJISIY Pe3YIbTaTiB IPOrHO3YBAaHHS Ta METPHUK MOJIEII.

Getting ML&DL model forecasted data from DB

OTtpuMaHHs OCTaHHIX CIIPOrHO30BaHMX MeTeonokas3HuKiB i3 MongoDB Atlas.

ML&DL model forecasted data debug

Ieperisa oTpUMaHKX CIPOrHO30BaHUX METEONOKa3HUKIB i3 MongoDB Atlas.

ML&DL model forecasted data Ul

Onuc crpykrypu Web-CTOpiHKH BiATBOPEHHS pe3ybTaTiB IPOrHO3yBaHHS
MeTeonokasHukis i3 MongoDB Atlas.

Obtained local weather data

MQTT-0Opokep, 1110 OTPUMYE METEOIOKA3HUKH 3 JIOKAIBbHOI METEOCTaHIIII.

Obtained local weather data debug

[NepeBipka METEONOKa3HUKIB 3 JOKAJIbHOI METEOCTAHIIII.

Local weather data processing

Ionepenue 0OpOOICHHSI METEOMOKA3HUKIB 3 JIOKATbHOI METEOCTaHII.

Insert weather local data to DB

30epeKeHHs: METEONOKa3HHKIB 3 JIOKAJIBHOI METEOCTaHLi
B 6a3y manux MongoDB Atlas.

Function starts every hour

3amyck pobotu (yHKUiT reHepallii mapaMeTpiB MOTOIHHH U1 pOOOTH
ML&DL-mozerni.

Generation of parameters for ML&DL model

I'enepauis mapamerpis mis 3anycky ML&DL-mozeneii.

ML&DL model parameters debug

Iepernsn indopmari, orpumanoi y Bignoigs Ha POST-3amur.

Send request for ML&DL triggering

POST HTTP-3anur mis 3anmycky ML&DL-Mozeni 3 mapameTpaMu.

OnmHuM 13 KIIOYOBHX KOMIIOHEHTIB IIAT(GOpMH €
6aza manmx MongoDB Atlas. 3aBasku cBoiif THy4Kii
cxemi 36epiranast MongoDB Atlas mae 3mory 36epiratu
HECTPYKTYpOBaHy a00 HaIlBCTPYKTYpOBaHY iH(pOpMAIIiIO,
orpuMaHy 3 pisHoMaHITHHUX APl 6e3 HeoOXxigHOCTI
nonepenHbpol  TpaHcdopmallii B IKOPCTKO BH3HAYCHHIA
¢dopmar. Takuii miaxig crpoirye oOpoOIeHHs JaHUX, SKi
MOXYTh MATH Pi3HI CTPYKTYPH 3aJIeKHO BiI Keperna.
MongoDB Atlas miarpuMye auHaMiuHEe OHOBJICHHS CXEMH,
10 € HaJIHIM IHCTPYMEHTOM [T 00’ €JHAHHS iH(popMarIii
3 Pi3HUX JDKEpel, HaBiTh SKIIO (PopMaT BUXITHUX JaHUX
MongoDB Atlas
3a0e3Iedye BUCOKOIPOIYKTHBHUH TOCTYII 110 iH(QopMaItiii

3MIHIOETBCSI 3 dacoM. Kpim Toro,

3aBAAKM BOYIOBaHIM iHAEKCAIlli Ta MOXKIHUBOCTSIM

TOPU3OHTANIBHOTO ~ MacIITa0yBaHHs, IO JIOMIOMArae
30epiraT BeNWKi OOCATH METEOMOKA3HUKIB 1 IIBHIKO

00pOOIIATH 3aIUTH HABITh y PEKNUMI PEATHHOTO Hacy.

MongoDB e 3py4Hoto 6a3010 naHuX Jyis 30epiraHHs
METeOoJ]aHuX, amke cTpykrypa JSON-mokymeHTiB 6a3u
Jae 3MOry MaciuTa0yBaTH CHCTEMY Ta aJanTyBaTH
¢dopmar indopmamii. Jmsa 3’equanns 3 MongoDB Atlas
B Node-RED HamamrroBaHo cCremiaJbHAM BY30J, IO
aBTOMATHYHO 3amucye 3i6pani mani B MongoDB Atlas —
XMapHUH CepBiC, SKUA MATPUMYE peIDIiKaIio Ta
MOHITOPHHT iH(pOpMaIlii B pealbHOMY Jaci.

O6pobrnena inpopmaris Hagxomuts 3 Node-RED
y ¢opmari JSON-gokymeHTiB Ta 30epiraerbcsi B 06asi
nmannx  MongoDB mim wmasBoro weather-forecasting,
a came B Koekiito historic-data (puc. 6).

Komexktis B MongoDB Atlas € HaGopoM TOKyMeEHTIB,
10 MalOTh CXOXY CTPYKTYpY Ta 30epiraroTbcs B MEXax
omuiei Oasm pmanux. Komekiis momiOHa no TaOimit
B peAmiHHUX 0a3ax JaHUX, MPOTE MOKYMEHTH B OIHIH
KOJIEKIii MOXYTh PO3PI3HATHCS 3a CBOEIO CTPYKTYPOIO.
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Puc. 6. 30epexeHH MeTeonoka3HUKiB y konekuii MongoDB Atlas

MongoDB Atlas mae cBoi oOMexeHHs, ane BOHH
HE € CYTT€BUMHU [JIsI BUKOPUCTAHHA 63.31/1 3 MCTOK
30epeKEeHHS METCOMOKA3HUKIB.

MosknuBocTi 0E3KOIITOBHOTI'O 30epeKeHHs
mereoindopmarii y MongoDB Atlas oomexeni 512 MB,
ane T 30epe)KCHHS € ONTHUMI30BaHMM, a 3allMTH [0
MongoDB Atlas Moxyre BHKOpUCTOBYBaTH BOYHOBaHI
(bYHKII, 1110 Ja0Th 3MOry 0OpOOJIATH METEO/IaHi 3 oIy
Ha yac i BiacyTHi 3HadeHHs. OOMeXeHHs Ha BXIJIHUH Ta
Buxiguuii Tpagik (10 GB Bxianoro ta 10 GB BuxinHoro
Tpadiky 3a 7-JeHHHMH T1epiol) MOXYTh OyTH 3HSATI
BHACJIIJIOK Mepexoly 0 TUIATHUX KJIAacTepiB y 3B’S3KY 3
JIOCTYITHICTIO BEPTHUKAJIBHOrO MaciitadyBaHHs. [lepeBaroro
Bukopuctands MongoDB Atlas e Takox MOXIHBICTH
BHOOpY XMapHOTr'o MpoBaiiaepa, Hampukinag AWS.

OmumM i3 motyxHHX cepsiciB Amazon Web Services
JUIsl po3po0IieHHst, HaB4YaHHs Ta posropranHs ML&DL-
Mozeneir € xmapHa tarpopma AWS SageMaker Al.
CepBic HajJae pI3HOMaHITHI IHCTPYMEHTH Ta THYYKe
cepenoBuiie s podorn 3 ML&DL-mozensamu, ski
MOXYTh OyTH BHKOPUCTaHI 3 METOI IPOTHO3YBaHHS
METeOyMOB Juls TieBHOI reonokartii. AWS SageMaker Al
MATPUMYE aBTOMATH30BaHE MACIITA0YBAHHS, ONTHMI3aIIi0
TifeprapamMerpiB Ta iHTETParlifo 3 TOTOKOBUMU METEONaHUMHU,
110 POOHTB HOro e()eKTUBHIM PILIICHHSIM JUIsl eKCIIEPUMEHTIB
y chepi AloT Ta aHamizy KIiMaTHYHUAX 3MiH.

Bukopucranas sk kommoHenta ML&DL-cepgicy
AWS SageMaker Al mae 3MoOry CHpOCTHTH TIPOIIECH
CTBODCHHs, HaBYaHHA Ta pO3TOPTAHHSA  MOJEINeH
MPOTHO3YBaHH]. 3alUT J0 ICTOPHYHUX METEOHaHUX
y MongoDB Atlas 3 komnonenta ML&DL e npsimum.

Cepric AWS SageMaker Al momomarae obpatu Ta
HaJIAIITYBAaTH TIEBHI ek3eMInIsapu (instances) mporpaMHux
KUTBKICTh ~ TaKHX

1 amapaTHMX IHCTPYMEHTIB Ta

eK3eMIUIIPIB; Hazae pi3HI KOHQIrypamii IOCATHEHHS

meti ¢opmyBanHs Mmojeni (endpoint configuration);
Jiae 3MOTy oOpaTd ¥ HaJalITyBaTH MPOLEC OTPUMAHHS
BHCHOBKIB (inferences), siki 3abe3nedyroTs BHKOHAHHS
NPOrHO3yBaHHs MeTreoyMoB 3a oOpanumu ML&DL-
mozensimu. Koxkna 3 moxximBocteir AWS SageMaker Al
Ma€ MeBHI 0OMEXKEHHs SIK 33 pecypcamH, TaK i TepMiHAMH
663KOI_HTOBHOFO BUKOPUCTAHHA. HaHpI/IKHaI[, MOXKJIUBE
3acTocyBaHHs OeszomnatHoro piBas AWS SageMaker Al
NPOTSrOM TMEpIIMX JBOX MICAIIB 3 MOMEHTY IOYaTKy
pobotn 3 AWS SageMaker Al. Ame momo Takux
eK3eMIUISIPIB MPOrpaMHUX IHCTPYMEHTIB, SK OJIOKHOTH
(Notebooks),
(BIAMOBIZHO 11O PErioHy) KiJbKICTh TOJUH 3aCTOCYBAHHS

Hapa3l TaKOK HANAEThCS OOMeExeHa
ek3eMIunsipiB (instances) amapaTHUX pecypciB 3a MiCHIb.
Hamnpukman, ml.t3.medium osxawyae BHKOPHCTAHHS TBOX
Bipryanpaux CPU, 4 GiB mam’sti, 36epexeHHs TUTbKH
B Amazon Elastic Block Store (Amazon EBS)
i TMpOAYKTHBHICTE Mepexi go 5 Gigabit. Tlicmst mBox
MicsMiB abo B pa3i HepeBHILEHHsS JIMITIB yci pecypcu
HEOOXiJTHO OIUIaYyBaTH 3a CTAaHAAPTHUMH Tapudamu
AWS, ml.t3.medium

craoBuTH TpubIM3HO $0.06 32 romuHYy.

HalpUKIaL,  OIJlaTa MOXe

Jus 36epexennst indopmanii ta momeneit AWS
SageMaker Al iHTerpyetbcs 3 XMapHHM CXOBHILEM
00’extie AWS S3. Iactpymentn SageMaker Al MoxyTh
BUKOPHCTOBYBATH SIK JIOKaJbHI CXOBHINA Ha 4Yac CBOE]
pobotu, abo mia TpuBamoro 30epekeHHS iHpopmamii
3actocoByBaTd S3. AWS mporoHnye Oe3KOIMTOBHIHA PiBEHB
BuKopucTanas S3 3 mapamerpamu 5 GB cranmapTHOro
cxopuira, 20000 3amutie GET, 2000 samutie PUT,
COPY, POST a6o LIST na wmicaup. JliMiTH OifOTh
yrmpoaoBxXK 12 MicsIiB 3 MOMEHTY peecTpallii HOBOTO
obumikoBoro 3ammcy AWS.

[Migrpumka >xurreBoro nukry ML&DL-moneneit
MPOrHO3YBaHHS METEOYMOB Iependavae eranu 30MpaHHs
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Ta MIiArOTOBKH METCOJaHUX, OOpaHHA a00 CTBOPEHHS mwiatgopma Ha ocHOBI HLWA-apXiTeKTypu Mae mepeBaru
BJIACHOI MOZENI 3 MOAANBIINM TPEHYBaHHAM MOJENI, JUIsl BUKOHaHHA ekcrepuMeHTiB 3 ML&DL-monensmu
OIIIHIOBAHHSA Ta BJOCKOHAJICHHS MOJENTi, 1, HApPEIITi, JUTSI IPOTHO3YBAHHS METEOYMOB.

i posropraHHs /sl MPOrHO3yBaHHA. HesBaxkaroun Ha Mopens onwucanoi miatdopmu y Burimsiai UML-
BUKOPHCTaHHS B 3alpOIOHOBaHiH 11aTh)opMi KOMITOHEHTIB JiarpaMu  JIEMOHCTPYE aBTOHOMHICTH  KOMITOHEHTIB
Bl Pi3HUX ITOCTAYAIBHUKIB, IO MOXKE YCKJIaJHIOBATH wiatpopmu (puc. 7) Ta X B3AEMONII0 Y XMapHOMY
Tpoliec KepyBaHHs KUTTEBUM 1ukiioM ML&DL-monerneid, CEPEIOBHIIII 3a JOITOMOT'OFO Pi3HHX iHTepdericiB (Tad. 2).
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Tabmuus 2. Onuc inmepgeiicie midic komnonenmamu niamgopmu na ochosi HLWA-apximexmypu

InTepdeiic Omnuc
1 2
<<Interface>> 3amut MeTeonoka3HukiB 3 oOpanux APl-mereopecypcis 3a metogom GET HTTP:
HTTP async def fetch_weather_data(scraper, url):
(<<Component>> try:
Reanalysis Weather response = scraper.get(url)
Data Retrieval > if response.status_code == 200:
<<Component>> return response.json()
Weather API else:
Resources) print(f"Unexpected status code from {url}: {response.status_code}")
send_email(

"Weather API Failed",
f'Failed to retrieve data from the API: {url}.\nDetails: {response}"
)
return None
except Exception as e:
print(f"Error fetching data from {url}: {e}")
send_email(
"Weather API Failed",
f'Failed to retrieve data from the API: {url}.\nDetails: {e}"
)

return None
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[IponoBxenHs TabmumIi 2

1 2
<<Interface>> Ilepenaua mereornokaznukiB 3 API-meTeopecypciB 110
MQTT Node-RED 3a ngomomororo MQTT-6pokepa:
(<<Component>> mqtt_client = matt.Client()

Reanalysis Weather | mqtt_broker = "localhost"

Data Retrieval - mqtt_topic = "weather_data_topic"
<<Component>>

Weather Data def publish_to_maqtt(client, topic, data):
Preprocessing) try:

client.publish(topic, json.dumps(data))
except Exception as e:
print(f"Error publishing to MQTT: {e}")

<<Interface>> Iepenaya MeTeONOKa3HUKIB 3 JIoKabHOI MeTeocraHitii 1o Node-RED 3a goromororo MQTT-6pokepa
MQTT (mpuknam):

(<<Component>> String payload = "{\"temperature\": " + String(temperature) + ", \"humidity\": " + String(humidity) + "}";
Local Observation client.publish(mqtt_topic, payload.c_str());

Weather Data >
<<Component>>
Weather Data
Preprocessing)

<<Interface>> O6MmiH mannmu Mixk komronenTamu Node-RED i MongoDB Atlas — niepeiaya miarotoBieHoro 00’ exra
MongoDB MeTeornokasHuKiB y By3mi Processing of all received data mo Bysna Insert data from API to DB:
Connector msg.payload = {
(<<Component>> current_data: sanitizeKeys(currents),
Weather Data forecast_data: sanitizeKeys(forecasts),
Preprocessing > latitude: currentObject.latitude,
<<Component>> longitude: currentObject.longitude,
MongoDB Atlas) city: currentObject.city,
created_at: todayFullData
3

Hanamrysanus Bysna Insert data from APl to DB y Node-RED

Edit mongodbd in node

© Properties o
> '
<<Interface>> O6MiH nanumu Mix kommnoHeHtamu ML&DL (SageMaker) Ta MongoDB Atlas:
MongoDB MONGO_URI = "mongodb+srv://username:password@cluster-url"
Connector DATABASE_NAME = "database"
(<<Component>> COLLECTION_NAME = "collection"
ML&DL >
<<Component>> def get_data_from_mongo():
MongoDB Atlas) client = pymongo.MongoClient(MONGO_URI)

db = clientfDATABASE_NAME]
collection = db[COLLECTION_NAME]
# Fetch data from MongoDB
data = pd.DataFrame(list(collection.find({3})))
# Drop MongoDB object ID field if exists
if "_id" in data.columns:
data = data.drop("_id", axis=1)
return data
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[IponoBxenHs TabmumIi 2

1 2
<<Interface>> Iepenaua napametpis 3 komnonerta Node-RED mo komnonenta ML&DL (SageMaker). Bukopucranss
HTTP ML&DL BinOyBaeThes MOTOAUHH.
(<<Component>> Iepenaya migrorosieHoro 06’exra y By Generation of parameters for ML&DL no Bysna Send request with

Weather Data
Preprocessing >
<<Component>>
ML&DL)

parameters:

msg.method = “POST”;

msg.url = “Amazon API url”;
msg.payload = JSON.stringify({});
return msg;

endpoint

Bttt 1ot request nocke

O Prepertion

Hanamrysanus By3na Send request with parameters 8 Node-RED st Binnpasnensss HTTP-3amuty Ha API

Pe3yJ’ll>TaTPI JIOCJIiIKEeHH S

Po3Burok miardpopM MO0 HAYKH TIPO JaHi
ta MammuHe Hauanus (DSML platforms) criumysmroe
CTBOPEHHSI IPEIMETHO-OPIEHTOBAHUX IUIATHOPM ISt
pi3Hux HanpsMiB Bukopuctanus ML&DL-mozeneit.
Y poOorti Brepie 3amporoHOBaHO MOJeNb IaTdopmu
ABTOMATUYHOI ~ MIATOTOBKM  MeTeoiHpopMamii  Ta
MIPOTHO3YBAaHHA METEOyMOB Ha ocHOBI HLWA-apxiTekTypr.
HLWA-apxiTekTypa BTiIIOE€ SKOCTi, HEOOXiIHI I
MIPOBENEHHS JOCHITHUIBKUX EKCIEPUMEHTIB 3 PI3HUMHU
IHCTpyMEHTaMH aHaji3y MeTeOJaHHWX. 3alpolOHOBaHA
wiatrpopMa MICTUTh KOMIIOHEHTH, IO JAl0Th 3MOTYy
OTPUMYBATH METEONOKa3HUKH OyIb-SKHX THIIB 3 PI3HHUX
JoKepen, 30epiraTm B JIOKYMEHTO-Opi€HTOBaHIN 0as3i
JaHUX 1 TPOTHO3YBATH METEOYMOBH 32 JIOMOMOIO0
ML&DL-moneneii. [Tnatdopma cripoMoXkHa OTPUMYBATH
METEOITIOKa3HUKH  TEMIIePaTypH, BOJIOTOCTi, THCKY,
IBUIKOCTI Ta HAMpPSIMKY BITPY, aTMoc(epHHX SBHII
Ta IHIINX METeomapaMeTpiB A KOHKPETHOI TeoOoKarlii
3a poromoroto APl-mereopecypciB BiIKpUTOTrO JOCTYILY,

a TaKOXK MeTeOiH(pOPMAIIIFO BiJ] TOKATBHOI METEOCTAHIII].

Inrerparniss pi3HMX 32 THIIOM 1 JDKepeJaMu OTPUMaHHS
METEOIOKA3HHKIB, iX 30epeXKeHHs Y CTBOpeHIl 0a3l JaHuX
MongoDB Atlas, momgansiia miaroroBka mereoindopmartii
Jutst BuKoprcTaHHd ML&DL-moneneit mono nporHo3yBaHHs
Ta, 3pEIITOr, Bi3yali3alls pe3ylbTaTiB MPOrHO3yBaHHS
BUKOHYIOTBCSI Ha OJIHIN TIaT(hOpMI.

3amporioHoBaHa wiaTdopmMa, CTBOpPEHa Ha 3aXUIIICHOMY
cepepi AWS Lightsail. Node-RED, mio posropraerscst
Ha cepeepi AWS Lightsail, mae smory imrerpysatu B
wiathopMy pe3ylnbTaTH poOOTH IHCTPYMEHTIB OTPHMAHHS
Ta 30epeXeHHS METEONaHWX, a TaKOX pe3yJIbTaTiB
IHCTpyMEHTIB POrHO3yBaHHA. [HCTpymMeHTH 00pobIeHHS
METEOTOKA3HUKIB 3/1e01IBIIIOT0 PO3MIILYIOTHCS B XMapax
TOCTaYaIbHUKIB IHCTPYMEHTIB, 110 3a0e31edye KOMIIaKTHICTb
MPaKTUYHO OE3KOMITOBHOIO pO3MimIeHHs iH(popMarii
3a eTamamu ii 0OpoOyieHHs. 3ampormoHoBaHa IIaTdopma
po3B’s3ye  mpobimemMu, IO BHUHHUKAIOTH IMijJ  dac
NPOTHO3YBaHHS METEOYMOB 3a JONOMOIOK CYYacHUX
ML&DL-monenelt — oOMeXeHICTh B iHTErparii pizHHX
JDKEper MEeTeOJaHuX Ta X 0OpOOIJICHHS TS POTHO3YBAHHS
JIOKaJIbHUX METEOYMOB; CKJIAIHICTh CTBOPECHHS €IMHOTO

IHCTPYMEHTY Ut e(eKTUBHOTO 30€peKeHHs Ta JAOCTYIy
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a0 iCTOpI/I'IHI/IX MeTeOHOKa3HI/IKiB y MaCHITaGOBaHI/IX
MongoDB  Atlas, Ta
aBTOMaTPBaHi'l. HaJIJaITYBaHHS PETryIApHUX 3aBAaHb JIA

0azax JaHHMX, TaKuX SK
30UpaHHsA Ta OOpOOJICHHS METCONaHUX 3 ONNIAAY Ha
YacoBi MOSICU Ta Pi3HI YaCTOTH OHOBIICHHS 1H(opMaIii.
Hns  dopmyBanHs tuatdopmMu B midk  poOOTi
BHUKOPHCTaHO MOBY mporpamysanHs Python ta Python-
6i6mioreku st poboru 3 inpopmamiero. Y Node-RED
Node-RED-
JavaScript.

BusnaueHHst meBHHX iHTEpQEUCIB Ui B3a€MOMIl Mixk

st GOpMyBaHHS BY3JIB  3aCTOCOBAHO

6i0mioTekn ¥  MOBY  IIpOrpaMyBaHHS

KOMITIOHCHTaMH HJ'IaT(l)OpMI/I 3a0€e3MeUnI0 MOKIIUBICTE

(dhopmyBaHHS
MeTeo/laHuX 3 BUKopuctaHHsM ML&DL-Moneneit.

CKJIaMHUX  CIEHApIiiB  JIOCHIKCHHS

BucHoBku i NEePCHCKTUBU NMOAAJIBIIOT0 ZIOCJ'liI[?KeHHﬂ

VY poboti 3ampornoHoBaHO IATGOpPMYy Ha OCHOBI

HLWA-apxiTekTypu sl TIATOTOBKH — METEOaHMX
1 mporHo3yBaHHs MeTeoyMmoB. I[lnardopma 3abesmneuye
ABTOMATHYHHI 30ip METCOMOKAa3HHKIB 13 OC3KOMITOBHUX
APIl-mereopecypciB i J0KaqbHOT METEOCTAHIIIT 32 IEBHUM

PO3KIIaZI0M; 0OPOOJICHHSI METEOIAHUX 3 METOIO MOAIIBIION0

IMMPOrHO3yBaHHA MCTCOYMOB 1 € eKOHOMi‘IHOIO,

MacmTaboBaHOIO Ta  3pY4YHOI0  JUIA
pizaumu  ML&DL-mopenssimu  Ta
Node-RED

K iHTeraHiﬁHOFO cepeaoBullla na€ 3MOI'y BUKOHYBATH

MIPOBEICHHS
EKCIICPUMCHTIB 3
Mozienen.

KOMOIHaIisIMH 3acTtocyBaHHA

MOTOKM  OOpOOJIEHHS METEOINOKa3HMKIB, 3allyq4aloun
JI0O IBOTO TIPOLECY pPIi3HI KOMIIOHEHTH ILIaT(OpMHU,
1 MOCTIHO MaTH JOCTYH A0 Bi3yaii3amii pe3ysbTaTiB
KOXXHOTO eramy o0poOneHHst Mereonmanux. CyTTeBOIO
nepeBaroro IIaTGOPMH € MOXKJIMBICTh BUKOPHCTAHHS
SK KOMIIOHEHTIB TUIaTGOPMH CHUCTEMH MOHITOPUHTY
METEOMOKAa3HHUKIB 3ac00aMH JIOKAJIbHOI METEOCTaHIIIT,
MongoDB  Atlas, mro

MO>KJIUBICTIO

3aCTOCYBaHHsA 0a3u JaHUX

3a0e3meuye  HagiliHE  CXOBHIIE 3
MacimtaOyBaHHs Ta MATPUMKOK JSON-IOKYMEHTIB,
AWS  SageMaker Al,

0 BHUKOHYE HAaBYaHHA, TECTYBaHHA Ta BaliJaIlio

a TaKOX YHIpOBaPKECHH

ML&DL-mozneneit mporHo3yBaHHs METEOYMOB. 3aBASKH
moxxmBoctsim AWS  Lightsail mmardopma € raHyukoro
i Moxe OyTH JIerKO ajanToBaHa JUIs PO3LIMPEHHs Ta
BUKOPHCTAHHSI SIK HOBHX JDKeped MeTeoiHpopMallii, Tak
1 HOBMX KOMIIOHEHTIB ii 00pobOnenHs. [lepcriekTHBHUM €

JIOJTy4eHHs KoMIoHeHTa 3 SLMS.

BUKODHMCTAHHS iX JUIs NPOTHO3YBAHHS 3a JOMOMOIOKO Topanbumii po3BATOK mIaTGOpPMHU TAKOXK Tependayae

ML&DL-moneneii;
y JIOKYMEHTO-Opi€HTOBaHiii 0as3i

CTBOpPEHHS PI3HMX CIEHapiiB 3acTocyBaHHs IIaTdhopMu
ML&DL-monenei

30epiranHs METEONOKA3HUKIB

YTOYHEHHS  XapaKTEepPUCTUK

OaHUX, Ta caMe Ta

NPOTHO3YBaHHs JIOKAIBbHUX MeTeoymMoB. [lnatdopma NIPOTHO3YBAHHA METEOYMOB, JIOCII/UKEHHS 3  SKHMH
marpuMye BCi  HeoOXimHi eranm juIs  BMKOHAaHHS  TIPOBOAMIIMCH aBToHOMHO B AWS SageMaker Al
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PLATFORM FOR INTEGRATION
OF METEODATES PROCESSING TOOLS AND SERVICES
USING ARTIFICIAL INTELLIGENCE

The subject of the study is tools, services and platforms for forecasting local weather conditions. The process of forecasting
weather conditions for a specific geolocation is quite complex. The sources of forecasting errors are objective reasons
that are consequences of the complexity of weather processes, which have always existed, as well as significant climate changes
due to global warming. The use of Machine Learning and Deep Learning (ML&DL) models, together with the refinement
of the results of classical physical models of the atmosphere, is an important step in increasing the accuracy of forecasting
models. Models for forecasting weather conditions are increasingly becoming hybrid, and the data used to train
ML&DL models is increasingly diverse and has different sources of origin. Powerful and not always free environments
from leading developers are used to transform structured, unstructured and semi-structured weather data and forecast weather
conditions. The purpose of the work is to analyze the capabilities of existing platforms for using ML&DL models for weather
forecasting and to create a platform for weather forecasting that has a hybrid lightweight architecture (Hybrid LightWeight
Architecture, HLWA). The HLWA-based platform solves such problems as distributing the stages of weather data processing
between different providers of tools and services from cloud environments, but at the same time allows integrating
resources and processing tools on a single platform. The deployment of tools and services for preparing weather data and
forecasting in the work is proposed on the AWS Lightsail server using Node-RED, MongoDB and AWS SageMaker Al.
The article uses methods for decomposition of weather forecasting processes. The results of the research are the
creation of a platform model in the form of a UML component diagram with clarification of the properties of each
platform component and interfaces. The conclusion of the article is the statement that using the proposed platform for
studying hybrid weather forecasting models based on ML&DL models is a convenient, economical and promising solution.
Keywords: weather forecasting platform model; artificial intelligence; cloud services.
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YU. POHULIAIEV, K. SMELYAKOV

METHOD FOR COMPARING FINGERPRINTS BASED
ON A PREVIOUS ALIGNMENT MODEL

The subject of this article is the development and analysis of a new method for comparing fingerprints that uses the geometric
Euclidean characteristics of minutiae for biometric identification. The research focuses on minutiae—special points of interruption or
bifurcation of papillary lines—as key biometric features, contrasting them with traditional global and local descriptors such as SIFT,
HOG, or LPQ. The purpose of the article is to develop a robust and efficient fingerprint comparison method that uses Euclidean
geometric characteristics of minutiae and pre-alignment to improve the accuracy of biometric identification without relying on
machine learning. The research task was performed in three stages: first, studying the theoretical provisions of minutia-based
descriptors and their invariance to affine transformations (shift, rotation, scaling); second, development of a model using a shift vector
and distance functions for matching minutiae; third, experimental verification of the model, determination of optimal parameters, and
evaluation on a standard data set. Methods include theoretical analysis and experimental evaluation. The theoretical basis establishes
the stability of alignment to shifts. The descriptor is formed through minutiae coordinates, distance functions, and alignment
optimization. An image processing algorithm with filtering and minutiae analysis is used to extract features. The results are achieved
through experimental verification on the FVC2000 (DB1_B) dataset and demonstrate high performance, as evaluated by classification
metrics and execution time. Conclusions indicate the theoretical and practical achievements of the research. The model demonstrates
theoretical and practical resistance to Euclidean shifts, with advantages for processing prints from different scanners. Experiments
confirm the effectiveness of shift detection, achieving a high Van Rijseberg score (0.735), although dependence on positive matches

requires additional filtering of false positives. The method is workable and can be applied in practice.
Keywords: dactyloscopy; fingerprints; preliminary alignment; minutiae; biometric identification; affine transformations; tensor
representation; machine learning; F\VVC2000; binary classification metrics.

Introduction

Dactyloscopy, which emerged as a science in the
second half of the 19th century, remains relevant in the
21st century thanks to the uniqueness of papillary lines
and the ease of obtaining prints. The study of the
structure of fingerprints and the discovery of the
exceptional properties and shapes of papillary patterns
were carried out by British pioneers: Sir William James
Herschel, a colonial administration official in Bengal,
Henry Folds, a Scottish doctor in Japan; and Sir Francis
Galton, a British researcher. Their work laid the
foundation for the use of dactyloscopic methods in
identification and forensics, ensuring significant
competitiveness compared to the system proposed by
French researcher and lawyer Alphonse Bertillon [1]. The
greater resistance of fingerprints to change, combined
with the ease of taking them compared to the Bertillonage
procedure, gave fingerprinting an advantage in the 20th
century, especially with the progress of computer
technology.

One of the key milestones in the development of
fingerprinting was the transition of criminalistics to
automated fingerprint identification systems (AFIS)
during the 1970s and 1980s, primarily in Western Europe

and the United States. The evolution of computer
technology, databases, and the ability to automatically
search for image fragments without human intervention
significantly accelerated the processing of biometric
information and reduced storage resources—cumbersome
fingerprint card indexes were replaced by electronic
storage. The second important milestone was the
improvement of computer vision tools and machine
learning methods, which made it possible to study the
details of papillary patterns in greater depth and expanded
the variety of approaches to fingerprint matching. This
has ensured the competitiveness of fingerprinting in the
21st century compared to new biometric methods such as
facial or iris recognition.

Despite significant progress in fingerprinting in the
20th century, it faces a number of challenges that remain
partially or completely unresolved even in the 21st
century. Fingerprinting methods are sensitive to the
quality of the prints, which depends on finger pressure,
skin condition, or scanner performance. Issues of
distortion (shifting, scaling, inversion, or rotation of
prints)  remain  partially  unresolved. = Modern
fingerprinting systems must meet requirements for
quality and speed of results.
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These features and contradictions confirm the
relevance of developing new methods for recognizing and
comparing fingerprints. This study proposes a fingerprint
comparison method based on the geometric Euclidean
characteristics of minutiae and preliminary alignment for
effective  biometric identification with minimized
distortion without the use of machine learning.

Analysis of the problem and existing methods

Recent works describe new problems and challenges
in fingerprint processing and matching. For example,
Machado et al. (2025) consider aspects of working with
newborn fingerprints [2], while Raj et al. (2020)
investigates the nature of latent fingerprints and their
application [3]. Affine transformations, such as scaling,
translation, and rotation, can significantly affect the
quality of the system. Guan et al. (2025) investigated the
problem of matching and aligning partial prints [4], while
Wang et al. (2025) proposed a model to overcome these
limitations, which includes not only the patterns of all
fingers, but also the patterns of blood vessels (veins) [5].
This largely determines the divergence of methods for
applying fingerprints and their processing. Equally
important is the aspect of biometric ADIS performance,
especially given the increasing prevalence of fingerprint
scanners in consumer electronic devices. Ravulakollu et
al. (2025) proposed a fast few-shot learning method for
establishing and recognizing latent fingerprints [6].

The challenges outlined above for modern
fingerprinting systems determine the variety of
approaches used in current research. Structurally, they
can be divided into the following groups: methods that
use minutiae (or Galton points); methods based on the
structure of fingerprint ridges; various models of
fingerprint alignment (both with and without the
introduction of machine learning methods); methods of
comparing prints using machine learning methods, as
well as other methods and models intended for limited
use.

Methods based on minutiae are among the key ones
in modern approaches to fingerprint comparison. Minutes
(or Galton points) are specific points on a fingerprint that
mark the beginning or end of one or more papillary lines.
The most important points for study are the points where
the papillary pattern is interrupted and the points where it
splits. Their advantage is the uniqueness of the aggregate
set and the relative ease of recognition, but minutiae are
very sensitive to image artifacts and interference. Maltoni
et al. (2009) systematized approaches to minutiae

extraction, which have become the standard in
fingerprinting [7]. Ibragimov et al. (2025) summarized
pore detection methods (level 3) for latent and partial
prints, proposing a basic detector and comparing it on the
PolyU-HRF, L3-SF, and IITI-HRF datasets [8]. Mani et
al. (2024) developed a two-stage authentication method
that uses contour, edge, and line extraction with
Euclidean distance and mutual information matching,
achieving high accuracy [9].

Crest-based methods analyze the entire papillary
pattern, unlike minutiae, which are only a unique
structure of pattern intersections. On the one hand, this
complicates processing, since it is necessary to extract
specific lines rather than points. On the other hand, the
pattern structure is more unique than a set of points and
less prone to artifacts. Gu et al. (2006) proposed a method
of combining ridges and minutiae, improving
performance on FVC2002 [13]. Li et al. (2021)
introduced a ridge pattern analysis algorithm that is
robust to low image quality [14].

The next group of methods is alignment and
correction of impressions. They are necessary for
preliminary operations to extract ridges and minutiae
most accurately. Chen et al. (2006) applied RANSAC for
alignment based on coordinates and minutiae angles [10].
Jain et al. (2007) used orientation fields for coarse
alignment at high resolution [11]. Guan et al. (2024)
proposed a multi-task CNN transformer network for joint
face verification and partial fingerprint alignment,
improving accuracy on the NIST SD14 and FVC datasets
[4]. Dias et al. (2025) developed a super-resolution
method for newborn prints using Vision Transformer,
improving noise-free details with a 10% increase in
accuracy [2]. Zhang et al. (2022) implemented an
optimized  alignment  algorithm  that  reduces
computational costs [12].

Machine learning methods are presented in a
significant number of studies. Their main advantage is
their resistance to image artifacts and transformations,
which makes these methods universal for working with
images. The disadvantage is the high-performance
requirements necessary for working with virtually any
artificial intelligence model, which makes the
development of high-performance machine learning-
based models a priority. Wang et al. (2023) proposed a
localized deep representation (LDRF) that combines
alignment and feature extraction [15]. Liu et al. (2021)
applied transformers for an interpretable fixed-length
fingerprint representation [16]. Kim et al. (2022)
developed hybrid neural networks that improve matching
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in noisy environments [17]. Yang et al. (2021) proposed a
deep learning model for complex patterns that is resistant
to deformations [18]. Park et al. (2020) implemented an
algorithm that minimizes the impact of low image quality
[19]. Ravulakollu et al. (2025) applied few-shot learning
with a prototype network based on DenseNet121 for
latent fingerprint recognition, achieving an accuracy of
91.66% on the I1IT-D dataset [6].

The last group of methods has a narrow purpose.
For the most part, they solve a specific problem, but the
proposed approaches and solutions may also be of
interest in the general context of matching and
identification. Zhao et al. (2025) developed a technique
for latent prints that improves identification at crime
scenes [20]. Xu et al. (2025) proposed a method for
partial prints based on local correlations [21]. Lee et al.
(2024) implemented a secure matching protocol with
encrypted information [22]. Choi et al. (2023) improved
encryption protocols for biometric systems [23]. Wu et al.
(2025) proposed a method for removing interfering
minutiae from latent fingerprints [24]. Han et al. (2024)
optimized computations for ADIS [25]. Kim et al. (2023)

Table 1. Comparison of fingerprint matching methods

presented architectures for improving accuracy [26]. Park
et al. (2023) developed deep learning for complex
deformations [27]. Lim et al. (2020) implemented
adaptive filtering for preprocessing [28]. Sathya et al.
(2020) improved latent prints with linear feature
extraction, achieving an accuracy of over 80% [3].
Wulandari et al. (2021) developed an identification
system with edge detection and GLCM, achieving an
accuracy of 83% [29]. Patel et al. (2021) proposed a
technique for high-noise fingerprints [30]. Wang et al.
(2024) created a contactless multimodal system for four-
finger fingerprints and veins with the ACFNet network,
achieving an EER of 0.07% [5]. Yu et al. (2025)
implemented 3D fingerprint unfolding with B-spline for
2D recognition, with an EER ranging from 0.2072% to
1.50% [31]. Calderon-Calderon et al. (2025) proposed a
method for improving the quality of prints for low-
resolution scanners, increasing image clarity and
facilitating feature extraction, which is particularly useful
for inexpensive consumer devices [32].

A comparative analysis of the groups of methods is
presented in Table 1.

Method Features Noise resistance Accuracy, EER Computatl_onal Data nets
(%) complexity
Minutiae Galton points low 1-2 low FVC, PolyU-
HRF
Rows papillary patterns medium 0.5-1 medium FVC2002
Alignment coordinates, medium 0.3-1 high NIST SD14,
orientation FVC
Machine learning deep features high 0.4-1 very high IIT-D, NIST
Analysis of research confirms the relevance of alignment to improve the accuracy of biometric

developing new methods for comparing fingerprints
using minutiae features. Machine learning methods are
often cumbersome and unsuitable for simple application
scenarios. However, it is necessary to take into account
the problems outlined by the authors, in particular image
artifacts during minutiae recognition, the need for
preliminary alignment, etc. The proposed pre-alignment
method is based on Euclidean characteristics of minutiae,
minimizes the impact of affine transformations, and
optimizes computational complexity, making it suitable
for real-time applications.

Purpose and objectives of the research

The purpose of this research is to develop a robust
and efficient fingerprint comparison method that uses
Euclidean geometric features of minutiae and pre-

identification without relying on machine learning,
ensuring computational efficiency and suitability for real-
time operation in the presence of noise, artifacts, and
affine transformations.

Research objectives:

- to analyze existing fingerprint processing methods,
evaluate their robustness to noise, artifacts, and affine
transformations such as shift, rotation, and scaling;

- to develop a mathematical model for fingerprint
comparison based on pre-alignment, relying on tensor
representation of images, shift vector, and minutiae
matching using distance function and tolerance ratio;

- to implement a software solution for practical
application of the model using image processing tools
and high-performance computing;
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- to perform experimental verification of the model
on the standard FVC2000 (DB1_B) dataset using binary
classification metrics and measure the execution time;

to determine the optimal parameters to ensure a
balance between the accuracy and performance of the
method.

Fingerprint comparison method

Within the scope of the outlined research objectives
and tasks, we propose to consider a method of comparing
fingerprints based on a pre-alignment model. Earlier, we
pointed to the problem of pre-alignment as one of the
most important stages of biometric fingerprint matching.
To this end, we present a mathematical model of the
method.

Let there be a vector space V:

VRS 1)
where R — field of real numbers.
Let's introduce the basis of the vector space V:
Vie [1,3]ﬂZ :dej eV

e, =(1,0,0)
e, —(010) @
e5=(0,0,1)

where e; — basis vectors.

Then we define a pixel as a tensor of type (1, 0).
Here and below, the notation a'b; refers to Einstein's
notation for tensors.

vp' €[0,255]nZ:p=ple;, peV, ®)
where p' — integer pixel components; p — first-order
contravariant tensor.

Let's introduce vector spaces H i W:
H=V{f,|vme[LM]nZ}, f,eH
W=V{f,[vne[LN]nZ}, f,eW

where V — linear span of vector space elements; f, i f, —
basis space vectors; M i N — space dimensions (width and
height).

Then we define the image as a tensor of type (3, 0):

P=P™ (f ®f, ®e), PcHOW®RV, (5)
P — third-order

(4)

where P™ _ image components;
contravariant tensor.
Within specific values of m and n, the image and

pixel components are related:
vm,n,i:P™ = p' (6)
Since our method is based on the characteristics of
minutiae, we will briefly describe their extraction (since

we are working with a ready-made minutia detector).
Here and further, we will understand minutia as a tuple of
values from a mixed vector space:

M=RZxS!xT
1 _
S =R/2nk VkeZ , )
T={01}
m=(x,y,o,t) VmeM

where M — minutiae space; S' — factor set denoting the
single circle of minutiae orientation angles; T — set of
minutiae types (bifurcation or interruption); m — minutia
itself is a set of four values.
Then the minutiae detector
D:P—> M, (8)
where @ —reproducing the image in minutiae space.
Since the pre-alignment model is available to us and
works with a set of minutiae for an image, we will also
describe it:
A:2MxoM 5 r2 )
where 4 — reproducing the space of minutiae sets into a
vector of image shifts relative to each other, 2" — a set of
all subsets.
Let us assume that, as a result of applying operators
F and A, we obtain a shift vector s for two images P; and
P,. Then, the first step of the procedure will be to align
the second image with the first one:
6. M—>M

os(m)=(x+Ax,y+Ay,o,t)’ (10)

where o5 is the image shift operator; Ax and Ay are
components of vector s.

We assume that the shift model should correctly
describe the same fingerprint under different affine
transformations. However, this should imply the
equivalence of two fingerprints. Therefore, we formulate
the working hypothesis as follows:

VP, P, eP:

IseR?:s=A(0(P),0(P,)) (11)
®(Py) = o5 (©(Py)) > P =P, ,

where ~ is the equivalence relation between sets of
minutiae, the criterion for which will be given below.

Therefore, we assume that if two sets of minutiae
are equivalent after applying the calculated shift, then we
are dealing with the same fingerprint. Given the structure
of the minutiae tuple, we propose the following criterion
for the equivalence of sets:
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VM, M, © M:

My, [My] <My |

M2, [My| > [Mp|

3G =M:G=((MUMy)\L)u(M;AMy),  (12)
3CeN,C:|{meL|3m2 eG:m:m2}|

EILCM:L:{

m 2 Cihreshold <> M1 ~ M,
where L is the smaller of the sets according to the power
criterion; G is the larger of the sets according to the
power criterion; C is the number of minutiae that satisfy
the tolerance ratio; = is the tolerance ratio on the set of
minutiae; Cireshold 1S the threshold value for the number of
tolerant minutiae.

On the space of minutiae M, we define the distance
function and the order relation:

Vmy = (Xg, Y10, ), My =(Xg, ¥, 09,1 ) € M:

d(my,mg) = (jx, = Xa|.|y1 - Y2 HhOt)eM

,minkEZ ‘0,1 =0y + 27k

S -R/217 = {eie , (13)

feRnel = ei(9+2nk) vk e Z}

300 =0,¢(c) =(0-0g)mod 2 : ag <y > @0y ) < p(rp)
(X1 <x2)A(Y1Y2)A(0g Sap)A(tyvty) > mp<my
where d is the distance function; © is the XNOR
operator; 6, is the starting reference angle; ¢ is the
function that reduces the angle on the single circle to the
range [0, 2m).
Then we set the tolerance ratio in the minutiae
space:
vmy,my, e M:3Am e M :d(my, my) <Am < my =my, (14)
where 4m is the vector of permissible deviation during
minutiae comparison.
It is easy to see that the definition given in formula
(14) does indeed correspond to the tolerance ratio. It is
reflexive:
vym,Ame M
d(m,m)=(inf R q,inf R 4,inf [0, 2r),inf {0,1}), (15)
vQ,qeQ:infQ<g—d(mm)<Am—->m=m
symmetrical:
vmy,my,Ame M:
X| =]-x| = d(m¢,my ) =d(my,my)
d(mg,my)<Am —d(my,m;)<Am
(Mg =my) <> (my =my)

(16)

At the same time, the relationship is not transitive:
vmy,my,mg,Ame M:
(d(myg,my) <AmAd(my,mg) < Am) - (d(my, mg) < Am). (17)

((mlzmz)A(mz :m3))<+>(m1:m3)

The procedure proposed in formula (12) does not
guarantee optimality under the condition of a shift search
model found. Moreover, a situation may easily arise
when a threshold value that is not selected accurately
enough will cut off the correct pair of minutiae sets.
Therefore, it is necessary to verify the optimality of the
result.

We set the reproduction that takes into account
specific pairs of minutiae matched in formula (12):

S:MxM 1, JCRZZM:ﬁ (18)

S(My, My )= {my e L[3tm, € G: (my = my) A(O(my, G) = my )} - {8(my,my)}
where O is the optimal matching search function; ¢ is the
Euclidean distance function between minutiae.

The description of the optimal matching search
function should begin with the introduction of the
minutiae similarity metric. Above, in formula (14), the
tolerance ratio is specified, which allows us to distinguish
between previously matching minutiae and non-matching
minutiae. However, in the process of completely
enumerating pairs among two sets of minutiae, we cannot
guarantee that each minutia of the first set corresponds
bijectively to only one minutia of the second set. Then we
will define the minutiae similarity function:

vmy,my,AmeM:
IMy < Rx[0,n]xT,y:M — My

1(m)=(\i /7 (@)t |=(p)
1 1
’x2+y2 o
del, Myo € Md E|T| . Md X Md = R+0 U{-I—OO}
N(Mgg,Mgp ) =py-pa +B1 B2 + (-t Aty)

A(my,m, )= {n(y(d(ml'mZ))’Y(i(Am)))'ml =My
+00,M; # My

de EMd:S(md)= 't

v (19)

where My is the minutiae space with the transformation of
coordinate components into distance; y is the function
that converts coordinate components and angle; ¢ is the
function that returns a vector of values for normalization;
n is the function of scalar multiplication of minutiae; 4 is
the similarity function.

Given the definitions in formulas (13) and (14), we
are interested in minimizing the value of the function,
since this will mean the most accurate match of two
minutiae in the case of A = 0. The worst match of
minutiae will be described by the value 2 = 1, and in the
case of a mismatch, the function will have a value of
positive infinity.
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Then the function for finding the optimal match
looks like this:
VM, My, cM,m; e My :
O(my, M, ) =argmini(my,m,)-  (20)
myeMo
Then we set a recursive description of the result
search function:
R(Myg,M3):MxM — NU{0}
= max |B|
Be(S(My,05(M2))}o{S(My,05(M2) | ¥6eS(My,05(M2))}
where B is all possible shift options obtained based on the
results of matching minutiae pairs; s is the initial shift
parameter found using the A ratio (see formula (11)).
Then the result of the method is the following ratio:
VM, My c M:
R(Mg, M)
L]
Therefore, within the framework of the working
hypothesis, we assume that if the number of optimal
minutiae matches in relation to the power of the smaller
of the two minutiae sets exceeds a certain threshold
value, we consider these two minutiae sets (and,
therefore, the two fingerprints) to be equivalent. The
proposed comparison scheme takes into account both
possible affine transformations of images (using a pre-
alignment model) and various detection situations
(differences in artifacts, image quality, etc.).

R(My, M) @)

. (22)
2 Cihreshold <> M1 ~ M

Program implementation

The proposed mathematical model for comparing
fingerprints, which uses preliminary alignment and
minutiae analysis, can be implemented as a multi-module
software system. The software provides the phases
described in formulas (1)- (22), which facilitates image
processing, feature extraction, and comparison, taking
into account affine transformations and quality
discrepancies.

The following technologies have been implemented
for this purpose: Python and OpenCV for image
processing, C# for high-performance computing, and
ASP.NET for module integration and user interface
interaction. This contributes to the efficiency and
flexibility required for real-time applications [33].

Below is the module structure.

1. The image preprocessor converts the input scan
images of fingerprints, presented as third-order tensors P
(formula (5)), into a form suitable for analysis. Noise
filtering, brightness normalization, and contrast

enhancement of papillary lines are performed using
OpenCV algorithms such as Gaussian smoothing and
adaptive binarization. This minimizes the impact of
artifacts related to skin quality, finger or scanner
pressure, preparing images P; and P, for further
detection. An example of the detector and preprocessor in
action is shown in Figures 1 and 2.

2. The
reproduction of @ (formula (8)), extracting minutiae —
special points of prints, such as interruptions and

minutiae  detector implements  the

bifurcations of papillary lines. Each minutia is
represented by a tuple m (formula (7)), where x, y are
coordinates; « is the orientation angle; t is the type. An
open detector based on skeletonization and local analysis
algorithms from OpenCV is used. The result is sets of
minutiae for images P; and P,, shown in Figures 3 and 4
for a pair from the F\VC2000 (DB_1B) dataset.
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0

Fig. 3. Results of detecting the first scan image of the
fingerprint

o

0 123 240 369

Fig. 4. Results of detecting the second scan image of the
fingerprint

3. The alignment model implements the mapping
A (formula (9)), calculating the shift vector s for aligning
the images. Based on the minutiae sets, the coordinates
and orientations are analyzed, and the optimal shift is
determined. The Python implementation uses NumPy for
efficient computations. The operator o, (formula (10)) is
applied to image P,, correcting its position relative to P;.
This compensates for the affine distortions observed in
Figures 1 and 2.

4. The fingerprint matching method is implemented
as a separate module and works with matching indices,
calculating the distance function d (formula (13)) and
similarity A (formula (19)) for pairs of minutiae from sets
L and G. The tolerance ratio =~ (formula (14)) cuts off
mismatched pairs, taking into account the permissible
deviations y(4m). The function A minimizes deviations in

coordinates, angles, and minutiae types. Implementation
in C# ensures high performance, and integration with
Python via API allows the use of numerical libraries for
tensor operations. The equivalence criterion (formula
(12)) and the search for the optimal match O (formula
(20)) are also implemented. Based on the shift vector s
and a recursive approach (formula (21)), pairs of
matching minutiae are determined by minimizing 4. The
ratio (formula (22)) compares the number of optimal
matches C with the threshold value Cinresnoig, CONfirming
the equivalence of the prints. For a pair of images from
FVC2000 (DB _1B) (see Figs. 1 and 2), the similarity
score was 0.62 (in the range of 0-1), which preliminarily
confirms the satisfactory performance of the method. The
module is implemented on ASP.NET for integration with
databases and the interface.

Hardware implementation

To ensure reliable results and efficient processing,
all experiments were performed on a high-performance
computing system. A workstation with an Intel Core i9-
13900K processor (24 cores, 32 threads, base clock speed
of 3.0 GHz, maximum clock speed of 5.8 GHz) and 64
GB of DDR5 RAM running at 5,200 MHz formed the
basic hardware configuration. A 2 TB NVMe SSD was
used for fast data transfer and access. To ensure
compatibility with the software frameworks used in the
experiments, the system was configured to run on
Windows 11 Pro Build 26100.

Planning and description of experiments

The experiments in this study used the Fingerprint
Verification Competition (FVC2000) DB1 B dataset,
which is recognized as the gold standard for evaluating
fingerprint recognition systems. Launched during the first
fingerprint verification competition, the F\VC2000 dataset
is highly regarded in the field of biometric research for its
consistent data collection methods and diverse fingerprint
samples. The DB1_B subset was specifically selected for
this study because it is small in size and suitable for
evaluating algorithm productivity under controlled
conditions.

The FVC2000 DB1_B dataset contains fingerprints
captured using an inexpensive KeyTronic optical sensor
with a resolution of 500 dpi. This dataset contains
fingerprints from 10 individuals, each of whom provided
eight prints from the same finger, for a total of 80
fingerprint images. The images are stored in 8-bit
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grayscale format with a size of 300 x 300 pixels. The
collection covers numerous fingerprint attributes, including
varying degrees of line clarity, orientation, and inherent
variations resulting from finger position or pressure.

The fingerprint scans in DB1_B were obtained
under  semi-controlled conditions, without strict
regulations regarding finger placement or pressure,
resulting in internal heterogeneity in the dataset. The
optical sensor in DBl B generates images that are
characterized by moderate noise and sporadic artifacts,
such as spots or incomplete ridge patterns, which
complicates feature extraction and matching algorithms.
These characteristics make DB1 B particularly suitable
for evaluating the robustness of fingerprint recognition
technologies to practical anomalies.

The dataset is publicly available and complies with
the FVC2000 standard, which ensures consistency in data
format and evaluation criteria across different research
studies. Each photograph is given a unique identifier that
indicates the person number and fingerprint number (e.g.,
“101_1.tif” for the first fingerprint of the first subject),
which improves information management and research
reproducibility.

The main objective of the experiments is to
determine the optimal value of the tuple of minutiae
threshold deviations y(4m), the threshold value Cinresnold,
and to evaluate the performance of the method as a
whole. To do this, we will use single-factor analysis
methods and evaluate using binary classification
metrics—assuming that each pair of images belongs to
either the “match” class or the “mismatch” class.
Accordingly, by calculating the derivative metrics of
binary classification, we will be able to evaluate the
performance of the method as a whole. We will conduct
an experiment in an “all against all” format, i.e., each
image in the dataset will be compared with all the others.
With a dataset size of 80 images, we will perform 6,400
comparisons and obtain 6,400 results of the method's
performance.

We propose the following metrics to study the
productivity of the proposed method: primary metrics of
binary classification (true positives, true negatives, false
positives, false negatives), as well as derivative metrics
such as: false positive rate (FPR), Van Rijsbergen's
skewed measure with a coefficient of g = 0.5 (Fp),
Matthews correlation coefficient, which is a special case
of Pearson's correlation coefficient (PCC), balanced
accuracy measure (Balanced Accuracy), as well as the
method's runtime. This focus on balanced metrics and
metrics for evaluating the contribution of false positive

results is due to the research area—from the point of view
of the authentication task, a false positive result is less
desirable than a false negative, since an unauthorized
access error is significantly worse than an access error in
general.
A detailed description of the primary metrics is
proposed to be considered as follows:
VP, Py eP:
Rip = [M 2 Cihreshold J
L
TP=Ryp A(P ~P,) o (23)
FP:R]_Z /\(Pl 7 P2)
FN=—Ryp A(P, ~P;)
TN==Ry, A(P #P,)
where Ry, is the comparison result for two images
according to formula (22); TP is the measure of true
positive results; FP is the measure of false positive
results; TN is the measure of true negative results; FN is
the measure of false negative results.
It is proposed to consider the derived metrics as
follows:
TP

T TP4FP
TP

TP+FN

@+ﬁ2)P-R

F-t L g
P B2p4R

TP-TN-FP-FN
J(TP+FP)-(TP+FN)-(TN+FP): (TN +FN)

FPR=—"e[0.]
FP+TN

, (24)

MCC = e[-11]

anc-RHEFPR g
where P is the positive prediction rate; R is the
completeness measure; Fy is the shifted Van Rijsenberg
measure; MCC is the Matthews correlation coefficient;
FPR is the false positive prediction rate; BAC is the
balanced accuracy.

Results

The first experiment was designed to determine the
optimal threshold distance Ad. Table 2 shows the results
of the experiment to study the distance component of the
permissible deviation of minutiae.

For clarity, we will also illustrate the results
obtained using graphs (see Figs. 5 and 6).
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Table 2. Method productivity metrics depending on the permissible deviation of the distance component

Testing Ne Ad Fg MCC FPR BAC Time (ms)
1 3 0.437 0.35 0 0.567 29155
2 6 0.536 0.415 0 0.59%4 42245
3 9 0.613 0.471 0 0.62 66942
4 12 0.689 0.535 0.0007 0.657 69515
5 15 0.735 0.586 0.003 0.697 111973
6 18 0.706 0.575 0.01 0.714 153514
7 21 0.635 0.539 0.024 0.729 141679
8 24 0.567 0.506 0.043 0.744 146207
9 27 0.499 0.47 0.068 0.753 179326
10 30 0.426 0.417 0.101 0.749 190190

=0 =< V|CC === PR BAC
0,8

0,7
0,6
0,5
0,4
0,3
0,2
01 | ! ! ! ! ! ! ! S
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Fig. 5. Graphs of fluctuations in experimental values from experiment No. 1
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Fig. 6. Graph showing the dependence of the method's operating time on the distance limit

Several important conclusions can be drawn significant Van Rijsbergen measure result has been
from the first experiment. First, the overall performance obtained (0.735 in the best case), and this performance is
of the model has been preliminarily confirmed - a also illustrated by other metrics — the highest correlation
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coefficient and balanced accuracy measure. Second, the
naive assumption about finding the optimal boundary
distance has been experimentally confirmed—the graph
line resembles a Gaussian and has an optimal value
approximately in the middle of the range of definition.
Third, the experiment demonstrates an increase in
computational complexity in accordance with an increase
in the boundary distance. This follows directly from the
features of the procedure presented in formula (21). Since
we are trying to find the optimal result by adding
additional shifts, the number of these additional iterations
directly depends on how many positive identification
results we return. Interestingly, the main increase in time
costs occurs in the middle of the range of definition,
while before and after it we see either a more gradual
increase or even a decrease in execution time (as shown
in sections (18)— (21)). Fourth, the only metric that
deviates from the trend is the balanced accuracy BAC (it

begins to decline significantly later than the optimal
threshold distance). However, there is an explanation for
this: the accuracy metric takes into account the
contribution of both false positive growth and true
positive growth. Depending on how we see the growth of
the false positive rate, the balanced accuracy metric will
increase to the extent that the growth of the true positive
rate exceeds the growth of the false positive rate. Both of
these increases directly result from the fact that the
number of false negatives decreases as the threshold
value increases, thereby increasing the true positive and
false positive results.

The second experiment was designed to determine the
optimal threshold angle Aa. Table 3 shows the results of
the experiment to study the angle component of the
permissible deviation of minutiae.

For clarity, we will also illustrate the results obtained
using graphs (see Figs. 7 and 8).

Table 3. Productivity metrics of the method depending on the permissible deviation of the angle component

Testing Ne Aa Fs MCC FPR BAC Time (ms)
1 3 0.475 0.374 0 0.577 47858
2 6 0.609 0.468 0 0.619 67279
3 9 0.693 0.54 0.002 0.666 86475
4 12 0.735 0.586 0.003 0.697 131448
5 15 0.732 0.589 0.005 0.705 98835
6 18 0.691 0.566 0.012 0.714 134568
7 21 0.658 0.55 0.019 0.723 190983
8 24 0.625 0.531 0.026 0.728 193243
9 27 0.602 0.515 0.03 0.727 155286
10 30 0.564 0.491 0.039 0.727 165305

FB McCcC FPR BAC
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Fig. 7. Graphs of fluctuations in experimental values from experiment No. 2
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Fig. 8. Graph showing the dependence of the method's operating time on the threshold angle value

The second experiment largely confirms the results
of the first — the graphs and trends are approximately the
same. The optimal angle is closer to the center of the
range of definition, and abnormal behavior in the
method's execution time was noted during the
experiment. This confirms the nonlinear dependence of
the method's complexity on the thresholds and the
number of images being processed.

The third experiment was designed to find the
optimal value for minutiae type matching. Table 4 shows
the results of the experiment studying the minutiae type
component of the minutiae tolerance vector.

Table 4. Productivity metrics of the method depending on
the permissible deviation of the minutiae component

results of the experiment to find the optimal threshold
value.

Table 5. Productivity metrics of the method depending on
the threshold value

Testing Ne Cihreshold Fs MCC FPR BAC
1 1 0.417 | 0.338 0 0.5625
2 0.9 0.43 | 0.346 0 0.566
3 0.8 0.463 | 0.366 0 0.57
4 0.7 0.53 | 0.411 0 0.592
5 0.6 0.65 0.5 | 0.0003 | 0.637
6 0.5 0.735 | 0.586 | 0.003 | 0.697
7 0.4 0.652 | 0.556 | 0.023 | 0.737
8 0.3 0.465 | 0.455 | 0.088 | 0.764
9 0.2 0.225 | 0.258 | 0.377 | 0.712
10 0.1 0.136 | 0.107 | 0.864 | 0.559

Testing | At Fg MCC | FPR | BAC Time
Ne (ms)

1 0 | 0.733 | 0.583 | 0.003 | 0.695 | 103078

2 1 | 0735 | 0586 | 0.003 | 0.697 | 105674

The third experiment confirms the need to include
minutiae type comparison in the method—under other
equal conditions (such as false positive rate and execution
time), the main indicators are better. That is, it is
necessary to add minutiae type to the analysis.

Thus, the optimal value of the deviation vector
component is y(4m) = (15, 12, 1).

The fourth experiment was designed to find the
optimal threshold value Ciyresnog- Table 5 shows the

For clarity, we will also illustrate the results
obtained using a graph (see Fig. 9).

Therefore, the optimal threshold value is Cireshold =
0.5 or 50% of correct minutiae from the total number.
Any lower threshold value begins to lead to an overly
sharp disproportionate increase in the false positive rate.

Empirical studies confirm the effectiveness of the
proposed method and demonstrate the correctness of the
proposed working hypothesis regarding the equivalence
of fingerprints. The result achieved is high enough for the
practical application of such a model.




Cyuacnuii cman Haykosux 00Caioxicenb ma mexnonozitl ¢ npomuciosocmi. 2025. Ne 3 (33)

ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

FB MCC

FPR BAC

0,9
0,8
0,7
0,6
0,5
0,4
0,3
0,2
0,1

Productivity (share) assessment

01 02 03 04

cthreshold (Share)

06 07 0,8

Fig. 9. Graphs of fluctuations in experimental values from experiment No. 4

Conclusions

Within the scope of the study, an original method
for comparing fingerprints was proposed, based on a
model of preliminary alignment and analysis of minutiae
(characteristic points of papillary lines), which
compensates for affine distortions by calculating a shift
vector and determines the equivalence of prints through
tolerance ratios and optimized minutiae matching. The
mathematical model represents fingerprint images as
third-order tensors in vector space, describes minutiae as
tuples in mixed space considering coordinates, orientation
angles, and types (breaks or bifurcations), and evaluates
the equivalence of minutiae sets using a distance
function, tolerance ratio, and minimization of deviations
during matching.

The method is implemented as a multi-module
system using Python and OpenCV for image processing,
C# for high-performance computing, and ASP.NET for
module integration on the FVC2000 (DB_1B) dataset.
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HMorynsie FOpiii CepriiioBuy — XapkiBcbKuii HalliOHAJIBHUI YHIBEPCHTET paJlioeIeKTPOHIKH, acHipaHT Kadenpu nporpaMHoi
imkeHepii, XapkiB, YkpaiHa.

CmensikoB Kupmiio CepriiioBu4 — JOKTOp TEXHIYHHX Hayk, npodecop, 3aBigyBau KadelpH NpOrpaMHOi iHXKeHepil,
XapKiBCbKUI HalliOHAIBHUH YHIBEPCUTET paJi0eNeKTpOHIKH, XapKiB, YKpaiHa.

METO/ ITOPIBHAHHSA BIIBUTKIB ITAJIBIIIB,
3ACHOBAHMIA HA MOJIEJII IIONEPETHHOI'O BUPIBHIOBAHHSA

IIpeameroMm cratTi € po3poOKa Ta aHaI3 HOBOrO METOY IOPIBHIHHS BiJOUTKIB MaJIbIIiB, 110 BUKOPUCTOBYE FEOMETPUYHI €BKIIiIOBI
XapaKTepUCTHKU MIHYLIH i GioMeTpryHoi ineHTUdikamii. JJocmimKeHHs 30cepe/KYEThCsl Ha MIHYIISIX — CHelU(pIYHUX TOYKaxX
NepepuBaHHs a00 PO3IBOEHHS MAMUIAPHUX JiHIM — SK KIIOYOBHX OIOMETPHYHHUX O3HAKaX, MPOTHUCTABISIOUHM IX TpaaWLiHHUM
ryI00anbHUM 1 JoKanbHUM aeckpuntopam, TakuM sk SIFT, HOG uu LPQ. Mera mnomsirae y po3poOri criiikoro i e(ekTHBHOro
METOIy IOpIBHSIHHS BiIOWTKIB TNaNbIliB, LI0 BHKOPHCTOBYE T'€OMETPHYHI €BKJIIJIOBI XapaKTepPHCTUKH MiHYLIH 1 MONepeaHe
BUPIBHIOBAHHS, VIS MiJBUIICHHS TOYHOCTI OioMeTpH4HOI ineHTudikamii 06e3 3aJeXHOCTi BiJ MAaIlIMHHOIO HaBYaHHS. 3aBIaHHSI
JOCITIDKEHHST TPHETAIIHI: MO-Teplle, AOCIIUTH TEOPEeTHYHI OCHOBH JECKPUITOPIB Ha OCHOBI MiHYILIH Ta IXHIO iHBapiaHTHICTH /IO
a(iHHUX TIepeTBOpPEeHb (3CyB, oOepTaHHs, MaciiTaOyBaHHs); MO-APYyre, PO3POOUTH MOJENb i3 BUKOPHCTAHHSIM BEKTOpa 3CyBY Ta
GyHKUIN BifgcTaHi Ui 3iCTaBIGHHS MiHYIIH; MO-TPETE, CSKCHEPUMEHTAJbHO IEPEeBIPUTH MOJENb, BU3HAYMBILK ONTHMAJbHI
rapaMeTpH Ta OLIHMBIIY i Ha cCTaHIapTHOMY Habopi JaHux. MeToIH OXOIUIIOI0Th TEOPETHYHMUIT aHAII3 1 eKCIIEPUMEHTAJIbHY OLIIHKY.
TeopeTnuHa OCHOBa BCTAHOBIIIOE CTIHKICTh BUPIBHIOBAHHS 10 3CYyBiB. Jeckpuntop GopMyeThes yepe3 KOOpAMHATH MiHyLiH, QyHKIIT
BiJICTaHi Ta ONTHMIi3allil0 3icTaBieHHs. [ BHIydeHHs O3HAK 3aCTOCOBAHO AalrOpUTM OOpoOKH 300pakeHb i3 (ijbTpamiero i
aHami3oM MiHynid. Pe3yibTaTm oOTprMaHi 3 [ONOMOrOK eKCliepUMEHTalbHOI mepeBipku Ha Habopi FVC2000 (DB1_B)
JEMOHCTPYIOTh BUCOKY MPOAYKTHUBHICTD, SIKA OL[IHIOETHCS METPUKaMHU Kiacudikaiii Ta 4acoM BUKOHAHHsS. BHCHOBKH MiKPECITIOIOThH
TEOPETHYHI Ta NPAKTUYHI HAAOAHHS JOCII[DKEHHS. MoJesb IeMOHCTPYE TEOPETUYHY i IPAKTUUHY CTIHKICTh J0 €BKIIiIOBUX 3CYBIB,
MPOIOHYIOYM TepeBaru [uisi 0OpOOKM BiIOWTKIB i3 Pi3HMX cKaHepiB. EKcrepuMEeHTH MiATBEpIXKYIOTh €()EeKTHBHICTh BHUSIBICHHS
3CyBiB, Jocsraioud Bucokoi mipu Ban Piz6eprena (0.735), xoua 3a/exHIiCTh BiJl MO3UTUBHUX 30iriB BUMAarae A04aTKOBOI (imbTpariii
MOMHJIKOBO TTO3UTHBHUX Pe3ybTaTiB. MeTos € pobo4nM i Moxke OyTH 3aCTOCOBaHHM MPAKTHYHO.

Kuio4oBi ci10Ba: [akTUIOCKOITIS, BIZOMTKY TAaNbLiB, MONEPEIHE BUPIBHIOBAHHS, MiHYLil, OioMeTpuyHa ineHTudikaris, adiHHi
MepEeTBOPEHHS, TSH30pHE MpeACTaBIeH s, MaliHHe HaBdaHHs, FVC2000, merpuku GiHapHOT kiacudikarii..
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YK 004.94

B. ITogaysHuii, O. CEBEPIHOB

MOJEJIb ABTEHTU®IKAIIL KOPUCTYBAYIB 3 BAKOPUCTAHHAM HYJIbOBOI'O
BOJSHOI'O 3HAKY HA OCHOBI RGB-306PAKEHb

IIpeamerom pociTKeHHs] METOOW Ta CXeMH aBTeHTH(iKarii KopHucTyBadiB B iH(pOpMamiiiHO-KOMyHIKaIiifHUX Mepexkax. Mera
poboTrn — po3pobka Mozesni aBTeHTH]IKaIii KOpHUCTyBadiB B iHPOPMAIiifHO-KOMYHIKAI[IfHIX CHCTEMax 3 BUKOPHCTaHHSIM METOIY
HYJTBOBOT'O BOJSHOTO 3HaKy Ha ocHOBi RGB-300pakeHp 3aBHaHHS: PO3TJIL] OCHOBHHX IpOOJeM IIif 4ac iHTerpaiii cucreM
KOHTPOJIO JIOCTYIIOM; PO3poOKa MOJIeNi aBTeHTH(iKamil KOPUCTYBadiB 3 BUKOPHUCTAHHSAM HYJIHOBOTO BOJISHOTO 3HAKY; JOCIIDKEHHS
TIOTSHIIIHIX XapaKTepUCTHK Ta BHCYBaHHS IPOITO3MIiI/peKoMeHanii moao ii BHKOpHCTaHHS Iis aBTeHTH(ikarii, modygoBa
rpadigHMX cXeM, Mo BifoOpakaroTh IPOIECH Ta Iponeaypy [jisi BUKOHaHHS OKPECIIEHHUX 3aBJJaHb BHKOPHUCTOBYBAJINCS TaKi METOIH:
METOIM MOJETIOBAaHHS, Meroan (opManbHOro onucy JlocirHYTi pe3yabTaTH: 3amnpolOHOBaHA BJIOCKOHAJIEHa MOJIENb
aBTEHTH(QIKalil KOPHCTYBadiB 3aCHOBaHAa HA AJITOPHTMI HYJIHOBOTO BOISHOTO 3HAKy, IO SIBISETHCS albTEPHATHBOIO ICHYIOUMM
cxemMaM aBTeHTH(]ikamii B iHpOpMamiiHO KOMYHIKAI[IfHUX CHCTeMaX, JOCIi/UKeHI I TOTeHIHHI XapaKTepHUCTHKH, IO
MATBEPKYIOTh MEPCIEKTUBHICT PO3poOKH, MOOYHoBaHI rpadidHi NpeicTaBICHHS NMpOLECiB Ta mpouexyp BHCHOBKH mijx uac
pob6oTH Oy10 KOPOTKO PO3TISTHYTO OCHOBHI MPOOIEMH 3 SIKUMHU CTHKAIOTHCS BIIACHUKH 1H(OPMAIiHHO-KOMYHIKAI[IHHIX CHCTEM IpH
iHTerpamii cucreM aBTeHTH(IKAIi, 3aIPOMIOHOBAHO BJIOCKOHAJICHY MOJENb aBTEHTU(]IKAIIl 3a JIOMOMOIOI HYJIHOBOTO BOJSTHOI'O
3HaKy, B SIKOCTI HYJBOBOTO BOJISHOTO 3HaKy BHKOPHCTOBYBAaBCS MeToJ| 3acHoBaHMH Ha RGB-300pakeHsX 3 BHUKOPHCTaHHIM
neperBopenHs K-means ta DWT, B sikocti apyroro ¢axkTtopy BHKOPHCTOBYETHCS IMapoib. [IpencTaBieHO TPU PEKUMH poOOTH:
peectparist, aBTeHTH(IKAIls Ta 3MiHa KIIOUOBHX JaHUX JId aBTeHTHOIKamii. Taka MoJenb € abTepHAaTUBOIO iICHYIOUHM CXeMaM Ta
MOXYTh MHOTEHILIHHO 3MEHIINTH BapTiCTh aBTEHTU(]IKalil, KiJbKICTh NMOMWJIOK MNEpUIOro Ta APYroro poiay y TMOpiBHAHI 3
aHaJIOTIYHIMH CXeMaMH aBTeHTH(IKalii, M ABUIIUTH 3py4HIiCTh aBTeHTH(]IiKali B iHpopMaLiiiHO-KOMyHIKaLIITHUX cucTeMax. Takox
LIe PO3IIUPIOE MHOYKUHY BUOOPY CXeM aBTEHTH(IKALil 10 MAIOTh BIACHUKH CHCTEM IIPH 1X iHTerparii.
Kurouosi ciioBa: mudposuii BoasHMil 3HAaK; aBTeHTH(IKaLlisT; 300paXKeHHs; MOJIETIb; apoJib.
aBTeHTH(IKAI].

Beryn KiroyoBa mepeBara LbOro METORY

MOJISITa€ B TOMY, L0 KPUTHUYHI JaHi HE 3MIHIOIOThCS Ta

3i 3pocTaHHAM poii iHpOpMAIIMHIX TEXHOJIOTIH Ta
iX aKTUBHMM YNPOBaDKEHHSIM Y pi3Hi cepu IisUIbHOCTI
TIOCHITIOETHCS 3aco0iB

HEOOXI/IHICTh  BUKOPUCTAHHS

aBTeHTU(IKaIli KOPHCTYBauiB, 30KpemMa Mix dYac
OTPUMAaHHS JOCTYIy IO MPHUMIIIEHb, TEXHIYHUX 3aCO0iB
gy iHpopmanii B  iHpOpMAaINIHHO-KOMYHIKAIIHHUX
cucrtemMax. TpajuIiiHO Taki 3aco0M TIPYHTYIOThCS Ha
MapoJjisix, MArHITHAX KapTKax, OIOMETPUYHUX JaHUX a0bo
QR-komax. OmHUM i3 NUISXIB ITiABUILCHHS PIBHS 3aXUCTY
€ TOENHAHHA  3a3HAYEHHX  METOAIB y  MeXax
6araroakTopHoi aBTeHTUdIKALIT [1].

PazoM 3 THM, Taki CHCTEMH XapaKTepH3YIOThCS
OCKITbKH BHUMararoTh

3HAYHUMH BUTpaTaMH,

3aCTOCYBaHHS CIIEIiai30BaHOro oOaHaHHSA
(HampuKIaa, 3YMTYBadiB BiAOWTKIB TANBIIB YH 1HIIAX
O0lOMEeTpHYHHUX CEHCOpiB). BukopmcraHHsS KapToKk abo
KOMIB TaKOX CTBOPIOE IOMATKOBI PHU3WKU: HASBHICTP
¢izmaHOTO HOCIA CUTHAITI3yE MOTEHIIIHHOM Y
3JI0BMUCHUKY TIPO HOr0 BaKIHUBICTh, IO CTHMYITIOE
crpoOu BUKPAICHHS, KOTIIFOBAHHS Y1 TiIMIHU TaHUX.

MIXOA0M €

AJ'ILTGPHaTI/IBHI/IM 34CTOCYBAaHHA

HYJIBOBHUX BOISIHUX 3HAKIB JJIsL H06leOBI/I CUCTEM

3aJIMIIAIOTECA HeBUAUMUMH JUIS 3I0BMHUCHHKA, OCKUIBKH
BiH HE Ma€ 3MOTY BU3HAYUTH TXHIO HasBHICTh. KpiM TOro,
peaizarisi MomiOHUX pIllIeHb € BiHOCHO MAaJlOBapTiCHOLO,
a/Uke BONSHMI 3HAK MOXE IPYHTYBAaTHCS Ha pi3HHX
Tunax iHdopmarii, Ui ONMpaIfoBaHHs SKOI He MoTpiOHe
cremiaabHe obagHanus [2, 3].

OcHOBHa mpoOiieMaTHKa 3aCTOCYBaHHS HYJIbOBUX
BO/UIHMX 3HAKIB y OararodakTopHiii aBTeHTU]IKALii
TIOJISITAa€ Y HOBHM3HI TEXHOJOTI] Ta HEAOCTATHIN KITBKOCTI
IocmimkeHbp y 1l chepi. BomHowac mepcriekTHBH i
BUKOPHUCTAHHS BHIAIOTHCS OOHAMIMIMBUMH, OCOOIHBO 3
orsny Ha iHTerpamito 3 cydacHuMH loT-3acobamm.
TakuM 4MHOM BWHHMKAE€ HEOOXIIHICTH B JOCIIHKEHHI Ta
PpO3po0LIi HOBUX METOJIB aBTEHTU(]IKAIlli 3aCHOBAaHHX HA
HYJIbOBOMY BOJISTHOMY 3HAKOBI.

AHaJi3 npodjaemMu

ABTreHTH(iKalisT  MOMUIIETBCS 32  KUTBKICTIO
(aktopiB aBTopm3amii ((pakrop — Habip HOKa3iB sIKi
Tpe SIBIIsiE KOPUCTYBay ISl MATBEPHKEHHS 0COOH, TaK

BOHAa MOKe OyTH 0JJHO(AaKTOpPHOIO Ta OaraToakTopHOIO.

© B. IMonny6uuii, O. CeBepinos, 2025
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Jns 3a0e3neueHHs HAJIEKHOTO pIBHA OC3MEKH

PEKOMEHIYEThCS BHUKOPUCTOBYBATH MiHIMYM
nBodakTopHy aBTeHTH(DiKAaIIO [4, 5].

Ilin vac 1OOymoBHM cucTeM aBTEHTH(]iKaIil
BJIACHHKH CHCTEM 3YCTpPI4alOThCs 3  HACTYIHUMH
npobJyieMaMu:

— BHOOpY daxropy;

— BHOOpY CXeMH aBTEHTU(IKAIII].

— BapTOCTi;

— 0e3neku;

— 3pYy4HOCTI;

— 3aBaJI03aXHUIIEHOCTI.

[Ipobnema BuOOPY (akTOpy MoOJSIrac y BH3HAYCHI
sKi ()aKTOpU CJiJi BHKOPUCTOBYBATH (3HaHHS YOTOCh,
PizHi

BOJIOAIHHS YHMMCh, XapaKTEPUCTHKH 00 €KTY).

(dakTopu MalwTh Ppi3HI XapaKTEPHCTHKH BapTOCTI,
HaJifHOCTI, 3pydHOCTI iTA. BnacHuky cucremu ciin
BU3HAYUTHUCH SIKI (haKTOPHU CJIiI BUKOPUCTOBYBATH, SIK 1X
MIO€IHYBATH, IHTETPYBATU B CHCTEMY TOIIIO.

[lpobnema  BuUOOpPY  cxemu  aBTeHTH(IKaIil
3aKJII0YAEThCS y BUOODI MOPAAKY MOEAHAHHS Ta BIUIUBY
(dakTopiB, TaKk ICHYIOTH IIOCJIJIOBHI, TapajeibHi Ta
MOCHIJJOBHO  TapaJliefibHi ~ CXeMH  aBTeHTH(iKalii.
BracHuky cuctemu citiji BU3Ha4aiich B SIKOMY MOPSIKY
BUKOPDHCTOBYBaTH (akTopu aBTeHTH(IKalil Ta sK
00YHMCITIOBATH KIHIIEBUH Pe3yabTaT aBTeHTH(DIKALIT.

[Ipobnema  BaprocTi  monsrae y  3MEHIIEHI
MOKa3HUKIB BapTOCTI KOXHOI aBTOpH3alii, BapTOCTi
0o0CITyroByBaHHs CHCTeMH aBTeHTH(IKaIlil, BapTOCTI
JIOIATKOBUX MartepiaiiB Ta 3aco0iB yis aBTEHTU(IKaIii
KOXHOT'O KOPHCTYBaya.

[Ipobnema Oe3neku 3akiIalacThecs y 3a0e3nedeHHi
JOCTaTHHOTO PIBHS JOCTOBIpHOCTI aBropm3aii. [lig
0E3IEeKOI0  PO3YMIETHCS
CYKYITHICTIO
Apyroro  poay,

3JIOBMHUCHHUKOM, MOKJTHBICTIO BUKpAaACHHSA JaHUX, ix

XapaKTepUCTUKa  sKa €
BipOTiIHOCTEHl IMOMHJIOK TEpIIOro Ta
MOXJIMBOCTEH  3JIOMy  CHCTEMH
i ApOoOKOFO.

[Ipobnema 3pydHOCTI TMONsATae y MaKCHUMi3amii

Cy0’€KTHBHUX  MapaMeTpiB  3pYYHOCTI  aBTOpH3Aalii
(cxmamHoCTI i, IIBHMIKOCTI, HEOOX1aHOCTI
3armaM’ ITOBYBaTH JIaHi TOIIO).

[Ipobnema 3aBamO3axXWIIEHOCTI 3 SBISETBCS B

cUCTeMax B SKUX piBeHb IMyMmMy Bummii HiX 0, BoHa
MoJIsIrae 'y MiHIMIi3amii MOMWJIOK TIEPIIOro Ta JPYTroro
pony mpu aBTeHTHU(]IKaIii y 3B’S3Ky 3 BHUHHKHCHHSIM
TTIOMIJIOK B 00pOOIIi UM BBEICHHI HA0OPIB TAaHUX.

Tomy pu

iHTerpamii 6araroakTopHOT

aBTCHTU(}IKAIil BJIACHUKA CHCTEM 3a3BHYail  HE

PO3pOOIISIOTH BIIACHI MOZENI @ BUKOPUCTOBYIOTh HasIBHI,
y 3B’A3Ky 3 UMM BHHHKAa€ HEOOXiTHICTH B po3poOIi
TOTOBUX Mojeied Juisd MiHiMi3amii Ta BHpIIICHHS
HaBEJICHUX BHIIE NPOOJIEeM Ta CTBOPEHI MHOKUHH BUOOPY
B 3QJICKHOCTI BiJ| TPIOPHUTETIB BIIACHHUKIB CHCTEM.

AHaJi3 jgitepatypn

Cxemu aBTeHTH(QIKAIl 32 JONOMOIOI0 HYITHOBHX
BOJISIHMX 3HAKiB Bxe Bigomi. Tak Hanpukiaa B pooori [6]
HaBOJIUTHCS OTJISIN TIOTOYHOT'O CTaHy OCHIDKEHb Y cdepi
aBTeHTH(IKaIl 300pakeHb, 30KpeMa 3 BUKOPUCTAHHIM
METOMIB HYJIBOBOI'O BOASHOTO 3Haky. B poboti [7]
MPEJCTABICHAN METOA € 3a0e3MeYeHHS aBTCHTHYHOCTI
MEIUYHHUX 300pakeHb 3 BUKOpHCTaHHsIM cxemu HB3, mo
30epirae 300paKeHHsI (Ge3
B pobori [8]

HaBOAUTHCA NPUKIAA BUKOPUCTAHHS HYJIBOBUX BOISIHUX

OPHTIHAJIBHICTh
BOYJOBYBaHHSI 3MIH [0 TIKCENiB).
3HaKiB pa3oM 3 QR-komamu. ABTOpH IPONOHYIOTH CXEMY
aBTeHTH(IKAIIT MEAMYHUX 300pakeHb, sika noeanye HB3
ta QR-Kxox. B poboti[9] ABTOpHM NMPONOHYIOTH TiOpUAHUI
MeToJ, sKui mnoenHye mudposuit nmixnuc ta HB3 s
3a0e3MeueHHss aBTEHTUYHOCTI, LIJIICHOCTI, BUSBICHHS
MaHImyJsiil i 3aXucry mpaB aBTopa sl YyTIMBUX
TEKCTOBUX JIOKYMEHTIB.

SIk MOXHa MOOAYUTH KUNBKICTh HAsABHUX CXEM
aBTeHTH(ikanii 3 BukopucranusM HB3 nmocuth Bemnwka,
NpoTe JaHl CXEeMH He MiAXOJTh Ui aBTeHTU]iKaiii
KOpPHCTYBa4iB B iH(pOpMAIIHHO-KOM yHIKaIliHHIX
cucremax. Cxemu aBTeHTH(DIKAIIT 1110 BAKOPUCTOBYIOTH B
SKOCTI KOHTEWHEPY TEKCT HE MOXYTh OyTH BHKOpPHCTaHi
Juisi  aBTeHTU(]iKalii KOpHUCTyBa4yiB B iH(OpMaIiiHO-
KOMYHIKaI[IlHUX ~ CHCTEMax TaK SK KOPHCTyBauy
HE3pY4YHO BBOJWTH BEJHKI TEKCTOBI J]aHi, a MPH BBEACHHI
Kpare
KpunrorpadigHux mepeTBopeHs. [laHi MeTomu miaxoasaTh

TEKCTy 3  HOCIA BUKOPHCTOBYBaTH  JiaHi
JUTA MAIIUHHOI aBTeHTU(IKAIii ado I MiATBEpHKEHHS
aBTOPCTBA.

ToMy BHHWKa€ HEOOXIHHICTP y BIOCKOHAJICHHI
icHyIOUNX Mozenel aBTeHTH(]ikamii KOpHCTyBadiB came
U 1HPOpMaIifHO-KOMYHIKAIliIHHIX CHUCTEM, /I B SIKOCT1
OJHOrO 3 nugpose

(hakTOpiB  BHKOPHUCTOBYETHCS

300pakKeHHSI.

Monesb 6aratopakTopHoi aBTeHTH(iKALI HA OCHOBI
METOY HYJILOBOI0 BOISTHOT'0 3HAKY

HpOBCZ[CHI/II\/'I aHaii3 II0Ka3aB, 110 IJId BI/IpiIIICHHSI
HaBCACHUX np06neM 3aIPOBAKYHOTHCA HOBI METOaHU
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GararodakTopHOi  aBTeHTHQIKALI], cepen  SIKUX
PO3TIOBCIO/KEHOCTI HAOYTH METOAM, 3acCHOBaHI Ha
BukopuctanHi OTP-xoniB, ajanTuBHa Ta IOBEAIHKOBA
aBTeHTU(IKaIis1, WebAuthn Ta ixmi. JlocuTs HOBOIO €
aBTeHTH(QIKAIlsT 3a JONMOMOTrOI0 HYJIbOBUX BOJASHHUX
3HaKiB. Ha pjaHWii MOMEHT 3amporOHOBaHO JEKiNbKa
takux MeroniB [10]. OmuH 3 HOCTATHRO MPOCTHX B
BHUKOPHCTaHHI € 3alpOoIOHOBaHMH aBTOpaMH B poboTax
[11, 12] merom OaratodaxropHOi aBTeHTH(]iKamii Ha
ocHOBi maposst Ta RGB-300paxeHHs.

Meron popMyBaHHS BOASIHOTO 3HAKY JETALHO
HaBezieHuit B podorti [13]. [Ipote BiacyTHi Moaeni
BHUKOPHCTAHHSI JAHOT'O Ta aHAJOTiYHUX METO/IB IS
aBTeHTH(IKaIl] KOpUCTyBayiB B iHpopMamiiHO-
KOMYHIKaILliHUX CHCTEMaX.

Po3risiHeMo 3aranbHy MOJIENTb BUKOPHUCTaHHS
HYJILOBOT'O BOJSTHOTO 3HAKY JUIs aBTeHTUdiKalii. B Takii
MOJIeNi OCHOBHI JIiT KOpUCTYyBaya Ie:

— peecTparis;

— aBTeHTH(DIKAL;

’—TAKﬁ

— 3MiHa KJIIOYOBHX JIaHUX.

Jii KopucTyBaua BUKOHYIOTBCS ITOCIiIOBHO, TOOTO
CIIOYATKY pEeecTparlis, aBTeHTH(]IKAIls 32 HEOOXiTHOCTI
3MiHa KJIIOYOBHX JaHHMX. 3MiHa KIIIOUOBUX JaHuX 0Oe3
aBTEHTU(IKAIliX  HEMOXIIMBA, B  CBOIO  4Yepry
aBTeHTU(IKAIliA HEMOXJIMBA 0€3  IepIIoYeproBoi
peecTpartii.

Hus  cucremu aBTeHTH(]IKaLii 3a JIOMOMOIOIO
HY/IbOBHX BOJISTHMX 3HaKiB oOpaHa THIIOBAa cXeMma JUIsl
0araThbOX CHCTEM Ta 3aCO0IB sIKi 3IHCHIOIOTH MPOIEAYPY
aBreHTH¢ikanii. [Ipore BHHHMKAae HEOOXIAHICTH B
JieTaji3allii mporeciB, KIOYOBUX NAaHUX, MapaMeTpiB Ta
IHIIUX JaHUX MPU BUKOPUCTAHHI HYJIHLOBOTO BOISTHOTO
3HaKy SIK aJTOPUTMY MiJATBEP/PKEHHSI IPaBUILHOCTI
aBTeHTH(IKaI].

3amporioHOBaHa ~ Mojenb  aBTeHTHgikamii  3a
JIOTIOMOTOI0  HYJIbOBUX BOJSTHHX 3HAKiB 300pa’keHa Ha
puc.1.

HI—‘

A
Kopucrysay Yu HeobXigHa 3miHa
CEL) ., —HI—> Peectpauyia ——» AsTeHTudikauia AocTtyn Ao cuctemn 3miHa —TAK»
3apeecTpoBaHuiA? -
AaHNX? AaHNUX

I

Puc. 1. Mozens aBrentudikarii

B pobGori [12] po3risiHyTI OCHOBHI KOMITIOHEHTH
pobotu THUIIOBOL Mozeti aBTeHTH(DIKAIT 3
BUKOPHCTaHHAM HYJIBOBOI'O BOJSHOIO 3HaKy. Tomy
BUHHKA€ HEOOXIMHICTh B JieTali3alil Mpoueayp KOXKHOTO
okpemoro npotecy. Meron (opMyBaHHS BOISHOTO 3HAKY
Ta PO3LIMPEHHS KiIo4a He Oyle po3IIAoaTHCS AETalbHO,
OCKIJIbKH BiH omucaHuit B podori [13].

B Takiii cucremMi B SKOCTI KIFOYOBHX JTaHHUX
BUCTYNAIOT!

- Mapoib 0OpaHU KOPUCTYBaUEM;

- mudpoe RGB 300pakeHHsI.

vy SIKOCT1 i ATBEPIKCHHS aBTeHTH(DIKaIT
BUKOPUCTOBYETHCS pe3yabTat TIOPiBHSHHS
c(opMOBaHOTO HYJIHOBOI'O BOISHOTO 3HAKY 3 €TAJIOHHOIO
KOTII€TO.

[Ipormec peecrparii KOpUCTyBada 3 BUKOPUCTAHHIM
3alpPOIIOHOBAHOTO METOIY BOJASHOIO 3HAKy IIOJNSrae B
TTOCTIIOBHOMY BUKOHAHHI HACTYITHIX KPOKiB:

- kpok 1. KopucryBau obupae xiroueM IOBiTbHE
300paxenHs O (abo reHepye Horo 3acodbamu CHCTEMH, B
SKiiH IHTErpoBaHa CcXeMa, B TOMY WYHCIl B SKOCTI

reHepaTtopa 300pakeHb MOXE BHKOPHCTOBYBATHCS
IITY4YHUI IHTENEKT):

0 € {0, ...,255}1*W*3, (1)
ne H,W €N — Bucora Ta mmMpHHa BXIJHOTO
300paxenns. Jle N € {1,2,3 ... «o};

- kpok 2. KopucryBau oOupae BUIaJIKOBHIA
mapons noctymy PASS, B 3aNeXHOCTI Bil TIONITHKH
TapoJIiB opraHizarii

PASS € {0, ...,255}*, (2)
ne L — KUTbKiCTh CHMBOITIB B TIApOJi;

- kpok 3. KopucryBau BBOAWTH B CHCTEMY (3a
JIOTIOMOTOF0  3aCc00iB 3unTyBaHHS Ta Idposizarii IT)
obpane 300paxenHs 0 ta maponb PASS

0 —»IT, PASS —»IT; 3)

- kpok 4. Ilim wac peecrpamii TeHEpPYETHCA
HYThOBUH BOISHUN 3HaK W, me BXimHI MaHi — Iie K04
PASS (abo iioro po3ropHyTHil BapiaHT) Ta oOOpaHe
300paxenHs O:

W =F(0, PASS); 4)
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- kpok 5. ChopmMoBaHUI HYTHOBUIT BOISHUI 3HAK
30epiraeTbes B 0a3i JaHUX CUCTEMHU SIK €TAIOHHA KOTTist
W — DB. (5)
IIporec peectpamii KopucTyBaua B CHCTEMi 3
BUKOPHMCTAHHSM 3alpOIIOHOBAHOIO METOAY BOISHOTO
3HaKy MpeICTaBIeHUI Ha puc. 2.

BBegeHHs naponto
KopwcTyBauem

PoswupeHHs
napoto 40 Katoua

Bunbip
KopucTyBayem
306paxeHHsA Ans
aBTeHTU dikaLi

l'eHepaLis
BOAAHOIO 3HaKy

Bignpaska
3reHepoBaHOro
BOAAHOrO 3HaKky
Ao b/, cucremmn
aBTeHTU dika i

YcniwHa
peceTpaLjs

Puc. 2. [porec peectpauii KoprcTyBaua B CUCTEMI

Jns  mpouenypu  aBTeHTU(]ikamii Ha  OCHOBI

3aIPOIIOHOBAHOTO METOIY BOZSHOTO 3HaKy
MIPOIIOHYEThCSE O0paTH CTAaHAAPTHY MOCIHIJIOBHICTh i,
110 CKJIaJAa€ThCs 3 HACTYITHUX KPOKIB:

- kpok 1. KopucryBau BBOgmTe B cuctemy IT
BracHui mapormb PASS Ta 3acobaMu CHCTEMHU 3YHTYE
300paxceHHst O, sike BiH 00paB sIK KIIF0Y, aHAIOT14HO (3);

- Kpok 2. I'eHepyeThCsl HYIHOBHI BOASHUHN 3HAK,
e BximHi jgaHi — e iy (abo HOro po3ropHyTHi
BapiaHT) Ta 0OpaHe 300paKeHHS:

W' = F(0,PASS); (6)

- kpok 3. Monynp aBTeHTH(IKALIi TOpIBHIOE
3T€HEPOBAHUI HYIbOBHN BOJSHMH 3HAaK 3 €TAIOHHUM
HYTbOBMM BOJSHMM 3HakoM W 3 0a3m maHux 3a
JIOIIOMOTOF0  (DYHKIIT MOpiBHHSA S, NOBEpTarO4YM MEBHE
3HA4YEHHS NOXIOHOCTI X!

x=SW',W); U]

- kpok 4. Cucrema

cxoxocTi [14] BogsHOTO 3HAKY 3 €TaJOHHUM HYIbOBHM

MOpiBHIOE  KoediieHT

3HaKOM (X) 31 BCTAQHOBJICHUM 3HAYCHHSM JOMYCTHMOI
oXHOKH (y); SIKIIO X <y, TO KOPUCTYBAUEBi OJIOKY€ETHCS
JOCTYII JI0 CHCTEMH, a SIKIIO X > Y, TO KOPHUCTyBaueBi
HA/IA€THCS IOCTYII 10 CUCTEMH.

Ha puc 3. HaBenmenwii mnpouec aBTeHTH(IKaIil
KOpHCTYyBaya 3a JIONOMOTOF0 3aITPOIIOHOBAHOI MOJIEITI.

Mouatok

BBeseHHs naponto
KOpUCTyBayem

Po3wmpeHHa
naposto A0 Kaoua

3unTyBaHHA
306pakeHHA

KoediLieHT gocTosipHOCTI KopuCTyBaya

X<Y

leHepaLyjs
BOAAHOTO 3HaKy

Bianpaska
3reHepoBaHoro
BOASAHOTO 3HaKy

A0 cncTemn
aBTeHTUdiKaLil

MopiBHAHHS 3
€Ta/IOHH VM BOASHUM
3HaKOM

KoediujeHT gocToBipHOCTI

XzY
v

HapaHHa goctyny

Puc. 3. IIpouec aBrentudikariii 3a JormoMororo
3aIPOIIOHOBAHOI MOJIENi

Jlis 3MiHU KJIIOUYOBMX JIaHMX MPU BHKOPHCTAaHHI

3aIIPOIIOHOBAHOTO METOny BOJSTHOTO 3HAKY
MIPOTIOHYETHCS 3IICHUTH THITOBI KPOKH:

— kpok 1. KopuctyBad NOBHHEH MPONTH YCHILIHY
aBTeHTH(IKAIIIO, 11 HAAAHHSA HOMY ITOBHOBAKEHB I[0JI0

3MIHU KJIIIOYOBHX JaHHUX:

Auth © x >y, (8)

— kpok 2. KopucryBau micias  ycmimrHOL
aBTeHTH(IKaIl] TOBMHEH 3aHOBO BBECTH HOBI YKITIOYOBI

JIaHi;

O' = IT, PASS' > IT, 9)
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— kpok 3. Merox ¢opMyBaHHI HYIHOBOTO

BOJSHOTO 3HAaKy 3/IHCHIOE MOBTOpPHE (OpMyBaHHSA
BOJSHOTO 3HAKy 332 HOBHMH BBEICHUMH KIIOYOBUMH
JTAaHUMH
W' =F(0', PASS"), (20)
— kpoxk 4. HoBocdopmoBaHuii BOASHHH 3HAK
3aIHUCYEThCS B 0a3y NAHMX CHCTEMH aBTEHTU(IKAIii

W' - DB, (11)
Ha puc 4. HasemeHuii mporiec 3MiHH JaHUX
aBTeHTH(IKAIT KOpHUCTyBayda 3a

3aMpPONOHOBAHOT MOJIET.

JOIIOMOI'OXO

BBeaeHHsA
KJHOUYOBUX AaHUX

KoedivieHT
JLOCTOBIpHOCTI

X<Y dopmMyBaHHs
BOZAHOrO 3HaKy

MopiBHAHHSA 3
€TaJIoHHUM BOASHUM
3HaKoMm

\
KoediLjieHT gocToBipHOCTI
X>Y
v

BBeaeHHs HOBUX
KOUOBUX AaHWNX

®opmyBaHHA
BO/AHOTO 3HaKy

Bignpaska HoBoro
BOAAHOrO 3HaKy
4o B/l

|

3aBepLUeHHs

Puc 4. Tlpouec 3MiHM AaHMX KOpUCTyBada 3a JOMOMOTOIO
3aIPOIIOHOBAHOI MOJEITi

3a ymoBH 3acrocyBaHHi loT-nipucTpoiB Taka Mozens
MO€ KOHTPOJIOBATH JOCTYM J0 MPUMIlIeHb a00 MeBHOI
iHpopmariii. 3aco0oM 34YMTYBaHHS 300pa’KE€HHS MOXKYTh
Oyrn BimeokamepH, Uil TIEPETBOPEHHS IH(POBOrO

BOJISTHOTO 3HAKY MOYKHA BUKOPHCTOBYBATH
MikpokoHTposepu. [licis OOYHCICHHS TIepEeTBOPEHHS
(pPOBOro BOISHOIO 3HAKY MEPeNaeThesl Pe3ysbTaT Ha
cepBep JOCTYITy OpraHi3allii, o mepeBipse:

1) KOpekTHICTh BBEJEHOI iHpopMallii;

2) 4d Ma€ KOPUCTYBa4 3 TAKAUMU JAHUMH JTOCTYII JI0
MIEBHOTO peCypCy.

Ockinbku  00poOKa  300pa)KCHHS  CKJIA HIIIUIA
npoliec HiXk GOpMyBaHHs Ta epeBipKa reir-3HaueHHs, TO
PEKOMEHYETHCS TIOAATKOBO 30epiraTu reli-3HaueHHs BiJl

napoito PASS B 6a3i maHux cucteMu aBTeHTH]iKaIii DB
H(PASS) - DB (12)
[Tix yac aBTeHTH(IKALIT NEPEBIPATH TelI-3HAUSHHS

H' BiZ BBemEHOTO MapOIs PASS Ta MiX €TaJOHHHM
3HadeHHsAM H mepen ¢opMmyBaHHIM BOJSHOrO 3HaKy. Lle

MOXE€ MPHUIIBHAIIMTA  TPOLEAYPY  aBTeHTUdiKaiii
BIZIKHIAI0UH O/ipa3y HOMMUJIKH B [APOJI.
B 3ampormoHoBaHOoMy  BapiaHTi  mpoleaypa

peectpanii Ta aBTeHTH®IKalii HE MICTHTh JOAATKOBUX
ineHTudikaTopiB KopHcTyBada Jjisi aBropusamii (mpas
JOCTyIly, poJiell 1TH), /sl BHUKOPHCTaHHS POJIBbOBOI
MOJIENi TPOMOHYETHCS BUKOPUCTOBYBATH ieHTU(IKATOD
y BUNJSAL JIOTIHY mnpu 3anmci B 0a3y nmaHux. Takum
yiHOM (OpPMYeTbCS KOMOIHAILlisl JIOTiH-BOISHUN 3HaK.
Juis HeBenmukux cucTeM, abo cHcTeM Jie He MOTpiOHa
aJIMIHICTPATHBHUA  PO3MOMLI, MOXeE 3/IHCHIOBATUCS
nepeBipKa JIMIIe Ha HAasBHICTh CXOXKOTO BOJSIHOTO 3HAKY

B 0a3i maHuXx.

IoTeHnuiiini XapakTepuCTHKH 3aPONOHOBAHOI MojeTi

PosrnsiHeMO  jaHy Momedb C  TOYKH  30py
MOTEHIIITHOTO BUPIIICHHS BUI[E3a3HAYCHHUX MTPOOIIEM.
IIpoGnema BubOpy daxropy. Jlana

IPYHTYETBCS Ha IBOX (akTopax, Le 3HAHHS YOroch —

MOJIETTb

mapojb, Ta BOJOMIHHSI YHUMOCh — 300paxkeHHs. ToOTO
BOHA TIPONIOHYE BXXE TOTOBE PIIICHHS IO€IHAHHA
(bakTOpiB aBTeHTHIKALI].

IIpoGema BubOpy cxemu aBreHTHiKamii. Moxens
SIBIISIETBCS.  TIOCHIJIOBHOIO, OCKUTBbKM (hakTopu B HiH
3aCTOCOBYIOThCSI OZIMH 32 OHUM. KiHIIEBUM pe3ynbTaToM
3aCTOCYBaHHS € BOIMHMH 3HAK, LOI0 MEPEBIPSIETHCS
cxemor0 apTeHTH(]iKamii. Monenb NPOMOHye TOTOBY
CXeMY MO€AHAHHS (aKTOpiB.
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[Ipo6nema BapTocTi. Po3riisiHeMo 3aranbHy BapTiCTh
MoJIeNi aBTeHTU]iKanii 3 (akTopaMu «3aHaHHS YOTOCH»
Ta «BOJIO/IHHS YAMCHY:

C=xxz+K,+K,+(4,+4,) *x, (13)
e A, BapTICTh AJMIHICTPYBaHHS CHUCTEMH 3HAaHHS
(ctBOpeHHS OONIKOBHX 3aluCiB, 3MiHa MapoiiB) Yy
PO3paxyHKy Ha OJHOI'0 KOPHCTYBaua;

A, — BapTiCTh aJMiHICTPYBaHHSI CUCTEMH BOJIOJIHHS
(cTBOpeHHS O0JIIKOBHX 3aIMCiB, 3MiHa 3ac00iB, BUIaya Ta
KOHTpOJIb) y PO3PaXxyHKY Ha OJTHOI'O KOPUCTYBaya;

X — KUTBKICTh KOPHCTYBAYiB;

Z — BapTICTh OJHOI0 3aCO0Y JJIsl KOPUCTyBaya;

K, — BapTicTb KOMIUIEKCY 3ac00iB 3aXHCTy s
po0oTH 3 3HAHHSM (3aC00U BBOLY);

K, — BapTicTh KOMIUIEKCY 3ac00iB 3axHCTy s
pobotu 3 iHdopMariieto (3aco0u 3YUTYBaHHS TO 0OPOOKH
iHpopmarii).[15]

3anponoHoBaHa MOJENb MOTEHUIHHO 3HIKYE Z —
BapTicTh 3aco0y noctyny (Hocii 3 iHQopmariero,
MAarHiTHa KapTKa, KJI0Y TOIIO), OCKIJIBKH 30E€pEKECHHS Ta
PO3IOBCIOKEHHS IIM(POBOTrO 300pakeHHsI HE MOTpedye

0araTbOX pecypciB, ILie MOXe OyTH apKyll mamnepy,

ocobuctuii  TeinedoH CHiBpOOITHMKA YK  30BHIIIHE
IHTEPHET NOCHUJIAHHSI.

[Ipobnema Oesneku. Po3rissHeMO — MOTEHLIHHY
HajidHicTh Momeni  aBTeHTH(ikamii. MaTtemarnuHa

CKJIaJIHICTh nIepedopy mapoJis:
S(pass) = y*, (14)
JIe c- KUTbKICTh CUMBOIIIB B TIApOJIi; ¥ — po3Mip andasity
(miama3oH CUMBOJIB sIKi MOXe Ha0yBaTH MapoJib).
IMotenuiitni Bapiarii 300paskeHHs:

S(image) = 256M*M*3=p24M? (15)
ne 256 — 3HauyeHHs SCKPaBOCTI KOxHoOro Oity; M —
po3mip 300paskennst; 3 — kinpKicTh criekTpis (R,G,B).

JaHi XapaKkTepUCTUKHA 3MEHIIYIOTHCS, OCKIIBKU
caMHl MeToJ BOISHOTO 3HAKYy MICTHTh KOMi3ii Ta
TOJIEPAHTHHI 10 YyTBOPEHHS LIYMiB Ta BUKPHBJIICHb, TOMY
Maro4Yyd ITOYaTKOBI BWCOKI ITOKAa3HMKHM HAMIMHOCTI cam

Mozens  (opMyBaHHS BOASHOTO 3HAKy HOTpedye
JONaTKOBOTO ~BHMBYEHHS 3 METOK OLIHKH  HOTo
KPUITOCTIHKOCTI.

[Ipobnema 3pygHOCTi. 3 TOUKH 30py KOpHCTyBada
"3py4HicTh" IIe TIepII 3a BCE MPOCTOTa BHKOPHUCTAHHS.
Mozens BUKOPUCTOBYE MIMPOKO PO3IIOBCIOKEHI MapoIi
SKIi € 3pO3YMUIMM Ta pPO3MOBCIOUKEHUM METOIOM

npyroro  (akropy
BHUKOPHUCTOBYETHCS IU(PPOBE 300pakeHHs, SKE TaKOXK

aBTeHTU(}IKamii , B  AKOCTI

3po3ymine OinmpImocTi KOPUCTYBa4aM. Hagitp

KOpHCTyBaui SKi HE MalTh JOCBiLy pobotn 3

iHpOpMaIifHO-KOMYHIKalitHUMH  CHCTEMaMH MOXYThb
3pO3YMITH TIPUHIMIT BUKOPUCTAHHS 300pa’KeHHS JUIS
aBTeHTH(IKanil. TUM caMUM JaHa MOJENb Ma€ BHUCOKY
3pYYHICTh Ta THYYKICTb NpPU BHKOPUCTaHHI 1i IS
aBTeHTH(DiKaIii[16][17].

[Ipobnema 3aBamozaxumieHocti. JlaHa npobiema
BUHMKAaE B MepeXax 3 TIIEBHUM pIBHEM IIyMY.
3amporoHoBaHa MOJENb MAa€ TIEBHY TOJIEPaHTHICTh
(sxk mokazaHo B poboti [13] BomsHMII 3HAK MoOXe
OyTH pO3Mi3HAHHMK 3 MIHIMATBHOK KUTBKICTIO TMOMMIIOK
opu piBai mymyl3 PSTR[18]). Mogens criiika 10
HIYMIB TIPH:

— 3YNTYBaHHS 300paKeHHsI B cUcTeMy
aBTeHTU(IKAIIIT;

— TIpu mepeaadi cOpPMOBAHOTO BOJASHOIO 3HAKY
JUISl TIEPEBIPKH 3 €TaJIOHHUM BOJSIHUM 3HAKOM.

TobTo He 000B’sa3k0B0 W' =W Tta 0’ = 0, sxuio
cHCTeMa HaJIallITOBaHa BiJIIIOBITHUM YHHOM.

OTxe  3amponoHOBaHa  MOJENb €  JOCUTH
NPAaKTHYHOI 3 TOYKH BHPIIIEHHS OCHOBHUX IPOOJEM
npu BHOOpY Mojenei aBTeHTHQIKallii, Ta IPOMNOHYE
BJIACHUKAM CHCTEM JIOJATKOBY I'HYYKICTb NpHU MOOYIOBi
cucteM apreHtH(ikauii. [Ipore neski acnektd Mojeni
(traki sk kpunrTorpadiuHa  CTIMKICTh, MNpaKTHYHA
3pYYHICTB) MOTPEOYIOTh JOAATKOBOTO BHUBYEHHS Ta

JIOCIIDKEHHS.

BuchHoBokx

B po6orti 3anporionoBaHa Mozenb 6aratodakropHol
aBTeHTH(IKAIl 3a JONOMOTrOKd METOAy HYJIbOBOI'O
BOJIHOTO 3HaKy 3acHoBaHoro Ha RGB-300paeHHsX.
Hdana po3pobiieHa MOIENb € AIBTEPHATHUBONO 1CHYIOUUM
MOIEIsAM Ta  IIOTEHLIWHO

3MEHIIUTH  BapTIiCTh

aBTeHTH(IKaIIi1, KITHKICTh MOMIIOK MEPIIOro Ta JPYTroro

poay 'y
aBTeHTH(IKAIT, TABUIIUTH 3PY4HICTh aBTeHTU(IKAIT B

MOPiBHSAHI 3  AHAIOTIYHAMH  CXEMaMH
iH(pOpMaIifHO-KOMYHIKaIlifHUX cucTeMax. Takox 1€
PO3LIMPIOE MHOXKHMHY BHUOOPY CXeM aBTEHTU(]IKamii 1o
MalOTh BJIACHUKM CHCTEM. Taka MOZIEIb ITOTEHIIHHO
BHpiIIye TPOOJIEMH IO BUHHUKAIOTH NPH MOOYIOBi
cucreM aBTeHTH(]iKaIii, mpoTe moTpedye AOCIiIHKEHHS 3
TOYKHA 30py KpHUIOCTiMiKOoCcTi Meromy (opMyBaHHS
HYJIBOBOT'O 3HaKy Ta MPAKTHIHOI 3py9IHOCTI.

IlepeBaroro Takoi wmomenmi € 1ii CTIHKICTE 1O
BUHHMKHEHHS IIyMiB TIPH BBEICHHI KIIOYOBHX AAHUX UM
TIpH Tiepeadi pe3ynbraTy aBTeHTrdikamnii. JlogatkoBumu
mepeBaraMn  €: JIBOX

BHKOPUCTAHHS (axTopiB

aBTEHTH(IKAII1, BUCOKA 3pO3YMITICTh KOPUCTYBAYaM.
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Tomy X04 3arporoHOBaHA MOJICITh € — TpaKTHYHA peajizallis MOIeli 3 METOH
MIEPCICKTUBHOIO, IPOMOHYIOTHCS HACTYIHI  BEKTOPHU JNOCTIDKEHHsT  IOBMIKOAII Ta  BapTOCTI  pecypcis
JIOCIIOKEHHS: HEOOXIHUX JUTSA aBTEHTU(IKAIIIT;
—  JIOCIIiKEHHSI KkpunrorpadivHoi CTIKOCTI — TpaKTHUYHA peajlizallis MOHIeli 3  METOH
METOAY HYJIBOBOIO BOISHOIO 3HaKy, Ta CXEMH TECTYBaHHS 3pYYHOCTI Ha BHOIPIli KOPHCTYBAUiB.

aBTCHTU(IKAIIT B ILTOMY;
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USER AUTHENTICATION MODEL
USING ZERO WATERMARKING BASED ON RGB IMAGES

The subject of the research is the methods and schemes of user authentication in information and communication networks.
The aim of the work is to develop a user authentication model in information and communication systems using the zero-
watermarking method based on RGB images. Objectives: to examine the main issues arising during the integration of access control
systems; to develop a user authentication model using zero-watermarking; to study potential characteristics and put forward
proposals/recommendations for its application in authentication; to construct graphical schemes that illustrate processes and
procedures. Methods used: modeling methods and formal description methods. Results achieved: an improved user authentication
model based on the zero-watermarking algorithm has been proposed as an alternative to existing authentication schemes in
information and communication systems; its potential characteristics have been studied, confirming the prospects of the development;
graphical representations of processes and procedures have been constructed. Conclusions: in the course of the work, the main
problems faced by owners of information and communication systems during the integration of authentication systems were briefly
reviewed; an improved authentication model using zero-watermarking was proposed. The zero-watermarking method is based on
RGB images employing K-means clustering and DWT, while a password is used as the second factor. Three operating modes are
presented: registration, authentication, and modification of key authentication data. This model serves as an alternative to existing
schemes and can potentially reduce the cost of authentication, lower Type | and Type Il error rates compared to similar authentication
schemes, and improve the convenience of authentication in information and communication systems. It also expands the range of
authentication schemes available to system owners during integration.
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1O. ITonyiiaH, O. MAJIEEBA

MOJEJII BUBOPY PAIIIOHAJIBHOI CTPYKTYPU ITIOCTAYAHHS
KOMIIVIEKTOBAHHS 1J1s1 BUPOBHUIITBA BIIVIA B YMOBAX PU3UKY,
OBMEXEHUX JIOTICTUYHUX BUTPAT I HACY

IIpeamMerom gocaigKeHHSI € JIOTICTHYHI CTPYKTYpH ISl 3a0e3MeueHHs IMOCTayaHHsS KOMIDIEKTOBaHHS Uil BUpoOHMITBa BITJIA.
Mera craTTi — migBHIIEHHS e(eKTHBHOCTI IOCTa4daHHS pecypciB uisi BupoOHHITBa BITJIA BHacmimox BHOOpY pariioHaIBEHOL
noricTHdHOi  cTpyKTypH. OKpecieHo Taki 3aBAaHHS: aHaJi3 OcoOMMBOCTEH (OPMYBAaHHS JIOTICTUYHOI CTPYKTYPH HOCTa4aHHS
neranei i1 BupoOHmuTBa BIUIA; ¢opmyBaHHS MHOXHHM BapiaHTIB JIOTICTUYHHMX CTPYKTYp TIIOCTadaHHS Ta KpHUTEpIiiB
Ppo3pobIIeHHS CTPYKTYpH.
VYrpoBapkeHO Taki MeTOAW: aHAI3 Ta y3arajdbHeHHs iHQopMmarii, CTpYKTYpHHII BapiaHTHHIl CHHTE3, METOJ OCHOBHOTO

UL 1X  OI[IHIOBaHHS, MaTeMaTHYHUX MoJelied OaraToKpUTepialbHOro BHOOPY  JIOTiCTHYHOL
kpurepito. JlocarnyTti pesyastatn. [ns pisHux kiaciB BIIJIA y3aranpHeHO OCHOBHI BHIW KOMIUIEKTYBAIBFHHX €JIEMEHTIB.
AHani3 MOXIMBHX MOCTaYaJIbHUKIB KOMIUIEKTOBAaHHA IIPOJEMOHCTPYBaB BapiaHTHICTb BHOOpY, a 3BiJCH W MHOXHHY
Ta PI3HOPIIHICTH IMOBIPHUX CTPYKTYp mocradaHHs. DopMyBaHHS Ta aHali3 OCHOBHHX BMIB JIOTICTHYHHX CTPYKTYP AaB 3MOr'Y
BU3HAUUTH HU3KY KPHUTEpiiB I OLiHEHHs iX HeomikiB 1 mepeBar. ITOpiBHSHHS pi3HHX JIOTICTHYHHX CTPYKTYp MHiANPHEMCTBA
PO3KpHBAae iX OCOOIMBOCTI B KOHTEKCTI KIIFOYOBHUX KPHTEpIiB, TaKUX SK MiHIMaJbHUH PHU3HMK, MiHIMalIbHI BUTpAaTH, MIBUIKICTH
MOCTa4yaHHs, MacTaboBaHICTh 1 THYUKiCTh y KpU30BHX cuTyarisax. ChopMoBaHO nepeBo BUOOPY JIOTICTHYHOI CTPYKTYPH 3 OIJIARY
Ha CTpaTerivyHi Wi ImianpreMcTBa (3HIKEHHS BapTOCTI, Yacy JONpPaBJICHHs BaHTaXy abo JOricTHYHHX pu3HKiB). ChHopMyITOBaHO
y3arajipHeHy 3aJady 0araTOKpHUTEpiaJIbHOro BHOOpY JIOTICTUYHOI CTPYKTYPH i3 3aCTOCYBaHHSM METOJLY OCHOBHOI'O KPHTEpIO.
PosrasHyTo TpH BapianTH (opmaitizoBaHOi Mozeri 3a1adi BUOOPY palioHANbHOI CTPYKTYpH. BHCHOBKH: pe3yabTaTH JOCIIDKEHHS
MOXYTh OYTH BHKOPHCTaHi IJIsl BIOCKOHAJEHHS JIOTICTHYHUX CTpateriii y cdepi BupoOHuuTBa BIIJIA, 30kpeMa MIONO 3HIDKCHHS
Yyacy JonpaBieHHs (BIANOBIAHO A0 BH3HAYCHOIO PUTMY BHUPOOHHMITBA) W MiHIMi3alii PH3MKIB B yMOBaxX BOEHHOrO MeEpioxy.
HanpsiMom mopanbImmx A0CTiIKEeHb € po3po0IeHHs MOZIeNel onTuMi3alii Ha KOMOIHOBaHMX CTPYKTYpax IOCTa4aHHs Ta 30yTy.

KurouoBi cioBa: yorictuuna cTpykTypa; BUOIp mocradyanbHUKIB; BUpoOHMUTBO BIIJIA; mapumipyru mocrauaHHs; pU3HKY,
JIQHIIOTY MIOCTavaHHs; 0araToKpuTepiabHUI BUOIP; MiHIMI3alLlisi BUTPAT; METOJI OCHOBHOT'O KPHUTEPIIO.

Beryn

Y cydacHHX yMOBax 3pocTae IoTpeda Yy
BHUCOKOTEXHOJIOTIYHUX BIMCHKOBUX pIIIEHHSX, 3/aTHUX
3a0e3MeunTH CTpaTeriyny repesary Ha moii 0ow. OxHuM
13 KITIOYOBUX HAMPSIMIB PO3BUTKY OOOPOHHHX TEXHOJIOTIN
€ OeaminotHi nitanpHi anapatu (BIIJIA), ski BigirpatoTh
BaXIIMBY POJIb y PO3BiAyBaHHI, CIOCTEPEKEHH], KOPUT'YBaHHI
yoapiB 1o

BOpOXKUX mo3uilisfx. CamMe TOMY BIOCKOHAJIEHHS APOHIB

apTUJIEPIMCPKOTO BOTHIO Ta HAHECEHHI

1 CTBOpEHHSI X HOBHX MOJENeH € KPUTHYHO BaXKITUBHM
3aBJIAHHSIM JIJ1s1 000POHHOI IPOMHUCIOBOCTI.
BIICHKOBI

[orouni KOHQIIIKTH  JIMOHCTPYIOTb,

mo morpeba y BIIUIA 3HauHO 3pocTae, 30Kpema
Y KOMIAKTHHX 1 MOOUIBHHUX MOJENAX, SKi MOXYTh
MPAIOBaTH B CKIATHUX yMOBaxX OoifoBux miid. 3HadHa
yBara TMpPHUIUIETBCS OpOHAM-KaMmikaaze, IO 3[aTHi
CaAMOCTIMHO 3HAXOOWTH Ta 3HHIIYBATH I, a TaKOX
BITJIA,  sxi

3aBJaHHS PO3BIIKH Ta yAApHOTrO 3acTOCyBaHHS [1].

6araToyHKIiOHATFHIM MOETHYIOTh

OnHak CTBOpEHHS Ta MOJEpHi3amis Oe3IiIOTHHKIB
HeMOXxunBi  0e3  edexTtuBHOI Jorictukd. JloricTuuHi

IPOLECH OXOIUTIOIOTh IIOCTaYaHHA KOMIUIEKTOBAaHHS,
Oprasi3aiiio BUpOOHHUIITBA, TECTYBAHHS Ta NOMPABIICHHS
TOTOBHMX JIPOHIB /IO MicCIlb IX 3acTocyBaHHs. B ymoBax
BiliHM a00 IIJABUILEHOrO BIMCHKOBOIO HABAHTAXKEHHS
BaXKJIMBO HanaroAuTH Oe3nepeOiifHi JOTiCTHYHI KaHAIX
NOCTayaHHs, 30KpeMa I KOMIOHEHTIB BHCOKOTOYHOI
CIIEKTPOHIKH, JBHUTYHIB, CHCTEM 3B’s3Ky Ta HaBirarii.
Kpim TOro, HeoOXigHO 3BaxxaTh Ha MOXJIHBICTH
orepaTuBHOrO obciyroByBaHHS Ta pemoHTy BIUIA, mo
BAMAra€ CTBOPECHHS PO3TANTY)KEHOI CHCTEeMH TEXHIYHOL
MiATPIMKH Ta CEPBICHOTO 0OCITyroByBaHH [2].

BITIIA

Ta ONTHMI3allisl JIOTICTUYHUX NPOIECIiB € KIIOYOBUMHU

OTxe, YIOCKOHANCHHS BUPOOHHUIITBA

3aBJAHHSIMH JJIsI MAMPUEMCTB, IO MPALIOTh Yy cdepi

obopoHHHX TexHojorid. lle He gmme cmopuse

MiABWINCHHIO 0Oo€3maTHOCTI apMii, a # 3abe3medye
CTpaTeTiuHy HE3aJEeKHICTh y BHUPOOHHUITBI KPUTHIHO
BaYKJIMBUX CHCTEM. JocimxeHns, CIpsSIMOBaHi
Ha QopMmyBaHHS e()EKTUBHHUX METOMNIB TOCTAYaHHS
3 BUKOPHUCTAaHHAM iHQOpPMAaNmifHUX TEXHOJOTIH IS
YIIPaBIIiHHSA JIOTICTHKOIO TporeciB BupoOHunTBa BITIIA,

€ AKTyaJIbHUM 3aBJAaHHSAM.

© 1O. Ionyman, O. Maneesa, 2025
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AHaJti3 myoaikanii
TAa MOCTAHOBKA 3aBJaHbL

IcHye 3HauHa KUNBKICTH ITyOJIiKamii, MPUCBSYESHUX
MMUTAHHSAM JIOTICTUYHOTO 3a0e3leYeHHs BHPOOHUYOTO
mignpueMcTBa. Tak, y crarti [3] mpoaHandi3oBaHO
TEOPETHYHI acCHEeKTH YIPaBIiHHS BUTpPAaTaMH B IPOIECi
JIOTICTHYHOI MisUTBHOCTI ITJNPHEMCTBA. Y3arajibHEHO
OCHOBHI

TUNHM JIOTICTUYHHMX pillleHb, KpuTepii ix

(dopMyBaHHS ~Ta  OCHOBHI ~ METOAM  IPUHHATTAL
3anpornoHoBaHO MiAXOOW JO YIPAaBIiHHS BUTpaTaMu
M Yac MPUHHATTS PillleHb, IO CIPUSIOTh 3HIKEHHIO
BUTpaT 1  CTBOPEHHIO

KOHKYPCHTHHX nepesar

mianpueMcTBa. ABTopu craTTi [4] TpoaHaNi3yBaH
(dakTopy, MmO BIUIMBAIOTh HAa BHUTPATH JIOTICTHYHO-
NOCTAYaJIbHUIBKOI [IISITLHOCTI MiANpUEMCTB. Brokpemieno
Ta CHCTEMAaTU30BaHO BHYTPILIHI Ta 30BHILIHI YMHHHKH,
II0 BH3HAYaIOTh €()EKTHBHICTH JIOTICTUYHUX MPOILECIB,
TaKWX SIK CTpaTeris NOCTAYaHHs, CKIIAJIChKE TOCIOIapCTBO,
iHppacTpykrypa. Y
JOCIIKEHO (DaKTOpH, IO BIUIMBAIOTH HA MPUAHATTS

KOHKYPEHIsl  Ta cratti  [4]
JIOTICTUYHMX PillleHb Y JIAHIOTYy nocrayanHsa. OcobauBy
yBary MpUAUICHO Kiacudikamii JOTICTUYHHX BHUTpaT
Ta 1X BIUIMBY Ha e()eKTUBHICTh MPOIIECIB TIOCTAYAHHSI.

Y crymisix [5-7] po3KpUTO CyTHICTH ONTHMI3alil
OCHOBHHX JIOTICTHYHHX Oi3HEC-TIPOLIECIB Ha MiIPUEMCTBI.
[IpoaHaiizoBaHO €TaJlOHHY MOJIENb ONTUMI3alli cucTeMu
yIIpaBJIiHHS Oi3HEC-NPOLIECAMH, 30KpEMa BUKOPUCTAHHS
METO/IB KOHTPOJIO Ha €Tali OLIHIOBAHHS pe3yJbTaTiB
ontuMizamii.  Po3rnmsHyro  HeoOXigHiCTh — amamrariii
CTpATEriYyHOr0 MapKETHHI'OBOI'O YIPABIIHHS J0 YMOB
Oi3Hec-TIpOLIECiB  JIAHIIOra  IIOCTAaYaHHS  TOBapiB
MOBCSAKIEHHOro monuty. OcoONIMBY yBary 30CepemKeHo
Ha iHTerpaiii MapKeTUHTY W JIOTICTUKH ISl TTiABUILCHHS
e(eKTUBHOCTI OOCITyrOBYBaHHsS KII€HTIB, YIPABIIHHS
MIOITUTOM 1 CKOpOYEHHS BHUTpAT [8, 9].

Y  pobori [10]

YOpaBIiHHA AaCOPTHUMEHTOM 1

3alPOIIOHOBAHO  AJITOPHTM
TOBapHHMH 3aIllacaMu
B yMOBaxX pHHKOBOI HECTaOITBPHOCTI. YIPOBAIKECHO

METOAW  CTATHCTUYHOTO  aHajli3y, NPOTrHO3yBaHHS,
MamyHHOTro HaB4yaHHs [11, 12].

Crarrs [13] mpucBsdeHa iHHOBALISIM Y JIOTICTUIHOMY
MEHEIDKMEHTi,  30KpeMa  MeToAaM  IPOEKTYBAHHS
JIOTICTUYHUX CHUCTEM HAa OCHOBI TIPOILECHO-MATPHUYHOI
OpTaHi3amiitHOl CTPYKTYPH ISl ONTHMIi3allii MaTepialbHIX,
iHpopMamiiHuX 1 (DiHAHCOBUX IMOTOKIiB. Y pobOoTi [14]
MIPOAHAJI30BaHO BIUIMB CTAJIOTO YIIPABIIHHS JIAHIFOTAMHU

TOCTavYaHHSA HA TWHAMIYHI MOXKIIUBOCTI Ta €(peKTUBHICTH

MiATNPUEMCTB, 3 OCOOJNMBOIO YBAaroKw N0 KOMIIaHIH
y KpaiHax, 1110 pO3BHBAIOTHCSI.

Y mpami [15] nocmimpkeHO poib OJNIOKYEHHY Ta
iH(pOpMaIfHO-KOMYyHIKallitHUX TEXHOJIOTIH y JaHIoTy
MOCTa4aHHs. ABTOPH BUSBISIIOTH KJIFOYOBI YHWHHHUKH
BIIPOBaJPKEHHST OJIOKYEHHY 3a JIOTIOMOTOI0 PEWTHHT-
KOH OHKTYPHOTO aHallizy, L0 Ja€ 3MOry po3poOHuTh
e(eKTUBHY apxXiTeKTypy Ui IHTerpamii Ta crajoro
PO3BUTKY JIaHIfOTa IIOCTadaHHs. Po3B’s3aHO 3aBIaHHS
VIPaBIiHHA pHU3MKaMH B  JIaHIIOTax IOCTa4aHHS
3 BU3HAYCHHSM OCHOBHHMX PU3UKOBUX IOJiH 1 crpareriit
MiHiIMi3alil 3arpo3 uepe3 oprauizatiiHi migxoam [16, 17].
Cratrs [18] mpucBsveHa aHami3y 3MiH y JIOTICTUYHUX
JIAHIIFOTaxX MOCTauyaHHs BHACIINIOK BIHHM Ta €BpOIHTErparlii.
mugpoBy  TpaHchopmallio
Ta aJanTalfiio MapuipyTiB, a TaKOX 3alpONOHOBAHO

Po3ristHyTO  BHKJIHMKH,
CIIOCOOM BIOCKOHAQJIEHHA 3a JOMNOMOIOK aHAJITHKA
i MDKHApOIHOI CITiBIIpaIii.

ABtopu pobotu [19] mnpoananizyBaiu MOOiIbHI
JIOTICTYHI T2 MOHITOPHUHI'OBI CHCTEMH, 1110 BUKOPHCTOBYIOTh
poi BITTA. KpiM TOro, QOCHIKEHO OCHOBHI BUKIHKHU
BIPOBA/KCHHA TaKUX CUCTEM Ta TNEPCIHCKTHUBU ix
PO3BUTKY JUISl TIOKpAIlIEHHS! e(EKTUBHOCTI JIOTiCTHYHUX
orepariiif i MOHITOPUHTY B IMHAMIYHUX YMOBaX.

OTmxe, 3HaYHY KUIBKICTh JOCIIKEHb MPUCBIYCHO
MIIBUILEHHIO €()EeKTUBHOCTI YMPaBIIiHHS JIOTICTUMHUMHU
IpOLlecaMH, 30KpeMa B YMOBaxX HEBH3HAYEHOCTI Ta
pPHU3HKIB. AJie BOJAHOYAC HEIOCTATHBO yBAark MpPUAIJICHO
came (OpMyBaHHIO JIOTICTUYHUX CTPYKTYp, 30Kpema
JIOTICTUYHMUX JIAHLOTIB
MIPOIYKIIIT
B YMOBaX BO€HHOro craHy. He B34TO 0 yBaru 3HauyHUU

MOCTaYaHHs PecypciB  uis

BUPOOHHLITBA MOABIHOIO  MPHU3HAYEHHS
piBEHb HEBU3HAYCHOCTI B IUIAHYBaHHI JIOTICTHYHHX
CHCTEM BHUPOOHHILTBA y BOEHHUH Hepioll.

Mera

nmocra4yaHHsA

I ABULLIEHHSA
pecypciB st
3a JIONOMOTOI0  BHOOPY  palliOHAJIBHOI

cTarTi — e(peKTUBHOCTI

BupobHuuTBa  BIUIA
CTPYKTYpH
3 OISy Ha HEBH3HAYCHICTh HA €Tami MONEPEeTHBOTO
TUIAHYBAHHS JIOTICTUYHUX 3aBJIAHb.

Jns  mocsTHEHHS MeTH HEeoOXimHO pOo3B’sS3aTH
Takl 3aBIAHH:
0COOJIUBOCTI

1) mpoaHaizyBaTH (bopMyBaHHs

JOTICTUYHOI ~CTPYKTYpH TIOCTa4aHHSA JeTaned s
BrupobOHUITBa BIUIA;
2) chopMyBaTH MHOKHHY BapiaHTIB JIOTICTHIHUX
CTPYKTYp TIOCTadaHHs Ta KPUTEPIiB IS X OI[iHIOBAHHS,
3) po3poburh

MaTeMaTH4YHI Mozeni

OaraToKpHTEepiaTbHOTO BHOOPY JIOTICTHYHOI CTPYKTYPH.
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Marepianu ii MeToaH

Ha erami mnomepeaHnoro IIaHyBaHHS JIOTICTHKH
rmocTayaHHs Ta 30yTy HEOOXiIHO 00paThu CTPYKTYpYy
3 OMJIAAY Ha HU3KY KpuTepiiB. OTKe, BUHHUKAE 3aBIaHHS
MoOYJIOBA MOJIEN 0araTOKPUTEPiaabHOTO OIlIHFOBAaHHS
BIIMIOBITHOT ~ CHTYaIlii

TPOLEAYPH
JIOTICTUYHHUX CTPYKTYpP 4YacTo IMOB’s3aHa 3 HEOOXiMHICTIO

npuitHATTS  pimrenHs  [20].

dopmarizaris OLIIHIOBaHHS ~ BapiaHTIB
MePEXOAY Bifl SIKICHUX JIIHIBICTHYHHUX 3MIHHHX J0 TIEBHOT
METPHKH 331aHOr0 HAbOpy OKPEMUX KPUTEPIiiB BapiaHTIB.

3 ¢QopmansHOro mornsay BHOIp  HaKpamoro
BapiaHTa JIOTICTUYHOI CTPYKTYPH 3 JAOMYCTHMOT0 Habopy
€ 3aBIaHHIM BU3HAYCHHS

NPUIHATTS ~ pilIeHb 3

Habikpanioro 3 Hux X € X, ge X — JOIMyCTUMa MHOKHUHA
BapiaHTiB. KoxkHe pimenHs X, € X , i =1,n BHU3HAYaeThCA

KOPTEXEM Pi3HOPITHUX YaCTKOBUX KPUTEPIiB

K=(k;(x)), i=Lm. 1)

Toni ontumanbHUM Oyze pillICHHS
X’ =argex>§txr<kj(x)>, Vj=1m. 2
TpyaHouti  mpuAHATTS — pilieHHs 1Opo  BUOIp

HaMKpaloro BapiaHta B 0araTOKpHUTEpiallbHHX 3ajadax
BUHHKAIOTh Y CUTYaIlisiX, KOJM OAMH YaCTKOBHI KpUTepiit
He MOke OyTH TMOKpalleHuid Oe3 MoripiieHHs Xoda O
OJTHOTO 1HIIOTrO KpuTepito. Llst curyarllisi 0TOTOXHIOETHCS
i3 Tak 3BaHOIO 00JIacTI0 KoMmpoMiciB (obnacts [lapero).
Po3B’s13aHHsI KOMIIPOMICHOT 3a/1a4i MOXKE 3/1iCHIOBATHCS
3alpOBa/UKEHHSM  JIEIKOr0  JONATKOBOI'O  IpaBHiIa
(IpUHIMIY ONTHMANBHOCTI), MO JIA€ 3MOTY MPHHHSITH
PpillIeHHs PO BUOIp €IMHOTO HAHKPAIIOro BapiaHTa.

Jnst BUOOpY TPIOPUTETHOrO BapiaHTa 3 MHOXHHHU
CTPYKTYp, 1IO MOJIaHi Ha TPETHOMY PiBHI JepeBa (puc. 8),
MO)KHa 3aCTOCYBATH METOA OCHOBHOI'O KPHTEPIIO.

Le#t merom ©Oa3yeTbcs Ha BHUAUICHHI OIHOTO
3 KpuTepiiB (SIKHH € MepeBaXHMM B YMOBaX IIEBHOTO
MIIPHEMCTBA) Ta TEPEBEICHHA BCIX IHIIUMX KPHUTEPIiB
B oOMexeHHA. /[Ing mbOro aHami3ylOTbci KOHKPETHI
0CcOoOIMBOCTI OaraTOKpuUTepiadbHOI 3amadi, 3 MHOXKHHHI
YaCTKOBUX KpHTEPIiB obupaeThCs OIUH -
HaWBXIUBIMHANA. JIJII KOXHOTO 3 i1HIIMX YacTKOBHUX
KpHUTEpiiB NPHU3HAYAETHCS TPAHUMYHE 3HAYCHHS, HIDKYE
3a AKe BiH HE MOXe omyckatucs. OTke, BCi 9acTKOBi
KpHUTEpii, KpiM OHOTO, IIEPETBOPIOIOTHCS HA 0OMEKEHHS,
3BYXKYIOTh

pimmens X. Toxi BuximHa OaraTokpurepianbHa 3amada (1)

10 JIOJaTKOBO MHOXWHY JIOITYCTHMHUX

TIEPETBOPIOETHCS HA OTHOKPUTEPIaBHY:
X =argextrk*(x), k (x)=(<)k,,(x), i=1n-1, (3)
xeX

ne Kk *(x) — ONTUMI3aliiHUN CKaIAPHUI KpHUTEpii;

Ky — Hafiripmi ROmycTHMi 3HAYEHHS YaCTKOBHX

KpHUTEPiiB-00MEKEHB;
3HaK ">" BHKOPHUCTOBYETHCS ISl KPHUTEpIiB, SKi
HeoOXiJTHO MaKCUMIi3yBaTH, a 3Hak "<" — MiHIMI3yBaTH.

Y mportieci peatizartii po3risIHyTOro METOIY BayKJIUBO
3BepTaTd OCOONUBY yBary Ha Te, II00 IPHUITyCTUMA
MHOXKMHA pillleHb, $Ka BU3HAYA€TbCS YACTKOBUMH
KpPHUTEPisIMHU-00MEKEHHSIMH, HE BUSIBIIIACS TIOPOKHBOIO.

Pe3yabTaTi 10CHiTKEHHSA

1. AHaJi3 BB KOMILIEKTOBAHHA
s supooHnuTrea BIIJIA

besminoTHi JdiTanbHi amapaTd MO)XKHa PO3PI3HSITH
3a PI3HUMH TapaMeTpaMu, 30KpeMa 3a IMPH3HAYSHHSM,
JIAJTBHICTIO TOJIBOTY, PIBHEM aBTOHOMHOCTI Ta TEXHIYHUMH
xapakrepuctukamu. OcHoBHi kiacu BITJIA [21]:

— pO3BimyBaNbHI — TpU3HA4YeHI Ui 30UpaHHA
iH(popMallii, criocTepexeHHs Ta KOPUTyBaHHS apTHIIEpiT;

— yIapHi — OCHalleHi 30pOo€r0 Ta 37aTHI 3aBJaBaTu
BHUCOKOTOYHHX YIapiB 11O BOPOTY;

— TaKTHYHI — BUKOPHCTOBYIOTCS Ha ONEPATUBHOMY

piBHI 1 TIATPUMKH — BIMCHKOBUX  MiJPO3JLTIB
Oe3nocepeHbO Ha N0 0010;
— CTpareriyHi — BeNIMKI amapaTd, $Ki MOXYThb

3/IHCHIOBATH JlaJIeKi MOJIbOTH Ta BUKOHYBAaTH 3aBIaHHs
BHCOKOI CKJIaHOCTI.

Vei kinacu BITVIA MicTSTh YUCIIEHHI KOMITIEKTOBAHHS,
KOXHE 3 SIKMX BIJITpae BaXIIUBY pOJib Yy 3a0e3neueHHi
eekTUBHOCTI, Oe3neku Ta CTabUIBHOCTI  podOTH
JIpoHiB [22]. Ane meBHI KJIacM MalOTh IHHOBAIiWHI
KOMITOHEHTH, TPHU3HAYEHI /TS 320e31eueHHs! (YIOCKOHAICHHS)
dyskuii - - BiL  pyxy
1 MaHEeBPEHOCTi J0 30upaHHs Ta mepenadi iHdopmaiii,

BUKOHAaHHS  OCOOJHMBHX
HEeOOX1IHOI I BUKOHAHHS BiHiICBKOBUX MICIH.

OcuoBoro Oymp-sikoro BIIJIA € pama # xopmyc.
Pama 3abesmeuye CTpyKTypHY IUTICHICTH —amapara
i yrpumye Bci iHII eneMeHTH. [[1s1 BUTOTOBIEHHS pam
BHKOPHUCTOBYIOTBCSI MaTepiaid, IO MOEJHYIOTh JIETKiCTh
1 MIIHICTh, a TaKOX CTIMKICTb [0 MEXaHIYHHUX
MOIIKO/KEeHb. Haibinpm mommupeHnMu € KapOOHOBI
BOJIOKHA, AJIOMIHIEBI CIIAaBHM M IUIACTHKOBI KOMITO3HTH.
Kap06oHoBi MaTepiany 1al0Th BHCOKY MIIHICTh 32 YMOBHU
MiHIMaJIbHOI Bard, aJIOMIHIEBI CIUIaBH  JIOJAIOTh
KOpO3ifiHy CTIfKICTh, a TUIACTUKOBI KOMITO3UTH POOISTH
KOHCTPYKIIIFO OUTBIII MaHEBPEHOI0 Ta 3HIKYIOTH ii

BapTicTb. B Ykpaini kommanii, 30kpema Drone Frames
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ta Vyriy Drone, BHUTOTOBISIIOTH paMU Ta KOPIYCH
it BIUJIA, moctavaroum iX SK JUIT KOMEPIIHHHX, Tak
1 JUIA BICHKOBUX MOTPEO.

BILVIA -
Ile BUTYHH Ta TPOIENCPHU, IO 3a0e3IEUyIOTh OCHOBHY

Hacrynuuii  BaknuBHH  eleMEHT
PYXOBY CHJIY /I MiAHOMY Ta TEpeMilleHHs amapara.
Jinst 6araTopoTopHHUX APOHIB (MYIBTHKONTEPIB) KOXKEH
POTOp OCHAIIEHWI OKPEMHM IBUTYHOM, IO YMOXKIIUBIIIOE
BHCOKY MaHEBPEHICTh 1 CTabiIbHICTD MOJBLOTY. Y NPOHIB
i3 (IKCOBaHUMM KpWIaMH JIBUTYHH 3a0€3Me4yroTh
IBUIKICTh 1 TiAAOMHY cuity. JlJisi )KMBJICHHS JBHUTYHIB
BHUKOPHCTOBYIOTBCS OE3IIITKOBI €IEKTPUYHI MOTOpH,
SIKUM BJIACTUBI BHCOKa €()eKTHBHICTh 1 HU3BKHH DiBEHb
Escadrone

ta AIR 3F, criemiamni3yroTbcsi HA BUTOTOBJICHHI JIBUT'YHIB

mymy. B Vkpaini kommanii, 30kpema
1 TponenepiB sl Pi3HUX THUIIB JIPOHIB, 3a0e3Medydn
BHUCOKY SIKICTb Ta HaJiHHICTh CBOIX KOMIIOHEHTIB.
AKYMyIATOPH € KPUTUYHO BaXJIMBUMH  OJIA
BITJIA.

Bin edexkTUBHOCTI aKyMyssiTOpIB 3aleXWTh 3JIaTHICTh

rapaHTyBaHHsI TPHUBAJIOCTI MOITBOTY
amapaTa BUKOHYBaTH CBOi (DYHKIII NpOTAroM 3afaHOr0
yacy. Haitmommpenimmmu € nitidi-nonimepni (LiPo)
Ta mitid-ionHi (Li-ion) akymynsropu. LiPo-akymynsitopu
MAalOTh BUCOKY €HEpPreTHYHY IIIJIbHICTD 1 3/1aTHI IIBUJIKO
3apsDKATHCS, 10 POOHMTH X iJ€aIbHUMHU Ui APOHIB.
JliTili-loHHUM ~ aKyMyJSaTOpaM  BJIACTUBMH  3HAYHUI
TepMiH CiyxOHu, a TaKOK BOHHM OUIbII Oe3reyHi, xoua
Ba)kul Ta MalOTh MEHIITY EMHICTb JUIsl OAHAKOBOTO 00’€MY.
Jnst  migBuineHHs Oe3MeKH  aKyMYISTOPH — 3a3BUYait
OCHAIYIOTh CHCTEMaMH 3aXHCTy Bi Iepe3apsKeHb Ta
neperpiy. B Vkpaini xommnanii PAWELL BATTERY
ta BTRY Energy mocrayarors JiTil-moOJiMEpHI Ta JiTiH-
10HHI aKyMYJISITOPH, IO BIAMOBIJAI0Th BUMOTaM BUCOKHX
CTaHAapTiB Oe3reKky Ta e()eKTUBHOCTI.

[[lo6 3abe3meunTH CTAOUTBHICTH MOJBOTY Ta
KOHTpOJIb Haf pyxamu BIIJIA, BUKOPUCTOBYIOTh CHCTEMHU
ynpaBiiaaa Ta HaBiramii. IlompotHuit xouTpomep (FC)
KOOpAWHYE POOOTY JBHUTYHIB 1 JAaTYHKIB, IO A€ 3MOTY
JIPOHY 3aJIMMIaTHUCA CTabimpHUM y TodboTi. [ipockomu
BU3HAYAIOTh  OpIEHTAILII0  amapata B  IPOCTOPI,
aKceNnepaTopu BUMIPIOIOTh PUCKOPEHHS, a 0apoMeTpu —
Bucoty moiboTy. GPS-mMomyni gomoMararoTh TOYHO
BITVIA Ta

monsoTH. Bitumsusui kommanii USMT Ta SkyLab UA

MO3UIIIOBATH 3IIMCHIOBATH aBTOHOMHI

[I0CTaYal0Th ~ BHCOKOTOYHI  HABITaliiiHI  CHCTEMH,

monsoTHI  KoHTponepu Ta GPS-momymi mns  BITIA,

10 320€3MeYyIOTh iX CTaOLIBHICTD 1 TOYHICTh Y pOOOTI.
CucreMu 3B’s3Ky € KPUTHIHUME U €(DEeKTUBHOTO

kepyBanHs BIIJIA. Bonm 3a06e3medyioTh ABOCTOPOHHIN

3B 430K MDK OIEpaTopoM 1 JPOHOM, IO Ja€ 3MOry
3IHCHIOBaTH  TIepenavy

3BOPOTHHH 3B’S30K BiJ amapata. 3 METOI Iepenadi

KOMaHI Ta OTPUMYBAaTH
iHpopMaIii MOXXYTh BHKOPHCTOBYBATHCS Palio4acTOTHI
cucremu (RF), Wi-Fi abo cynyTHHKOBI KaHanu 3B’sI3KY.
Jis npoHiB, 11O MPaLIOIOTh HAa BEJMKHX BiJcCTaHsAX abo
B YMOBax IIOTaHOTO 3B’S3KY, YacTO 3aCTOCOBYIOTHCS
CyNnyTHUKOBI KaHamu. B VYkpaini kommanii Dronarnia
ta 3DTech po3pobsaOTh 1 MocTayaroTh PaaioyacTOTHI
Ta CYNYTHHKOBI CHCTeMH Uil mepenadi iHdopmarii
Ha 3Ha4YHi BiICTaHi.

Cencopu Ta xamepu Ha Oopry BITJIA BHKOHYIOTH
BOXIMBY pOJb ImiJ yac 30upanHs iHdopmamii Ta
MOHITOPHHTY MiclieBocTi. BoHM MOXyTh OyTH ONTHYHUMH,
iH(ppayepBOHUMH (I HIYHOTrO OaYeHHs) a00 TepMaTBEHIMHU
(m1s BUMiproBaHHS Temmeparypu). Takox 3 MeTor
TPUBUMIPHHX KapT MICIIEBOCTI

CTBOPCHHA TOYHUX

BUKOPHUCTOBYIOThCSL JliapHi ceHcopu. Kamepu Ta
ceHcopu aatoTh 3Mory BITJIA BukoHyBaTH pPi3HOMaHITHI
3aBJIaHHS — BiJ] CIIOCTEPEKEHHSI 10 HAYKOBUX JIOCIIKEHb.
in UA i Modelistam

MOCTa4Yal0Th BHCOKOSIKICHI CEHCOpM Ta KaMepu Juisi

B Vkpaini kommanii UAV
PI3HKX 3aBJaHb — BiJI BIIICBKOBUX JI0 KOMEPLIHHHX.

KpiM TOro, BaXIMBHMHM € CHUCTEMH 3axXHCTy Ta
nonatkoBi yHkuii BITJIA, sxi 3abe3neuyioth Oe3neky
Ta HajJiiHICTh omepaiiid. Jlo Takux cucTeM HanexXaTh
AHTUBIPYCHI TporpamMH JUisi 3aXUCTy BiJl XaKEPChKUX
aTak, a TaKOoX pe3epBHI CUCTEMH Ui aBapiiiHOro
MpU3EMIICHHS] IPOHY B pasi 300iB ab0 BTpaTH 3B’S3KY.
VYV wamiii kpaimi kommawmii Kvertus ta DracoTech
PO3pOOIISAIOTh TaKi CHCTEMH, 3a0e3neuyoun Oe3leKy Ta
crabinbHicTh podoTu BITJIA HaBiTh y CKITaJJHUX yMOBaX.

®dipmu, M0 NOCTAYaIOTh 11i KOMIIOHEHTH, 33a3BHYal
CIEIaNi3yI0ThCS HA OJHOMY a00 KIIBKOX KaTeropisx,
aJle TaKOK MOXXYTh IPOIOHYBAaTH JONATKOBI HMPOIYKTH
IUII KOMIUIEKCHHX pimeHb. Hikue momaHO TaOmwiro,
o BigTBOpIO€ OCHOBHI KommoHeHTH BIUJIA, 30kpema
paMu, JABUTYHH, aKyMYJISTOPH, CHUCTEMH YIIPaBIiHHI,
KaMepH, CEHCOPH Ta CUCTEMH 3aXHCTY.

TakoX Ba)XTUBO 3ayBa)KHTH, IO KOMIaHil MOXYTb
pO3IIMpIOBATH  CBiif  aCOPTHUMEHT, [OIAI0YHd  HOBI
KOMITOHEHTH, IO Ja€ 3MOry iM OyTH OUThII THYYKHIMH
B 3a/I0BOJICHHI TOTpeO KiieHTIB. Pe3ympraTtén anamizy
moaaHo B Tabiu. 1. 3a3HauMMo, 110 3a OUIBII JETaIbHOTO
aHaNl3y acCOPTUMEHTY MepelTiueHHX KOMITaHIH MOXYTh
Oyru momani # iHmi mpoxyktu ans BIUIA. Opmak, sk
BUAHO 3 TaOmumi, st 3abe3rmedeHHs BUPOOHUIITBA
komruiekToBaHHs ais BIIJIA mocrae 3aBmaHHS BHOOpY
MHOXXHHH T10CTa4aJIbHHKIB.
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Taomuus 1. Ilocmauanvruuxu 1 munu komniexmosanist 0asi bIT/IA

Pamu ta | [BuryHu ta Cucremn Cucremn Kamepn Cucremn
IHocTayaabHuk AkymyJasaTopu . ,
KOpIyCcH | mpomnejepu yHpaBJliHHSA 3B’SI3KY Ta CEHCOpH 3aXHCTy
Drone Frames + + + + + + +
VYRIY Drone + + + + + + +
Escadrone + + + + + + +
AIR 3F + + + + + + +
PAWELL BATTERY - - + — — — —
BTRY.Energy - — + — — — -
USMT - - - + + + +
SkyLab UA + + + + + + +
Dronarnia + + + + + + +
3DTech + + + + + + +
UAV in UA + + + + + + +
Modelistam + + + T T T "
Kvertus + + + + + + +
DracoTech - - - - - - +
Y BuOOpi moOCTavyalbHHUKIB HEOOXimHO OpatH OpieHTyBaTHUCS Ha MicueBuX BUpoOHUKIB. lle macte
JI0 YBaru MHOXXUHY WMOBIPHUX MapUIPYTiB MOCTa4aHHs. 3MOTy 3HU3UTH 3QJIEKHICTh BiJl 30BHILIHIX (aKTOPIB,
[ToTpiOHO  OWIHWUTH  BapiaHTH  IIMPOKOI  Mepexi 3a0e3Meuyroul OMNepaTHUBHICTh, THYYKICTh 1 HaIiiHICTH
NOCTAQ4aJbHUKIB (3 BY3BKOIO Clieliajizamiero) abo Yy BUKOHaHHI BiHCbKOBHX 3aBJIaHb.

CHIBpOOITHHUIITBA TUTBKH 3 OKPEMHUMH MOCTaYaIbHUKAMH
(13 3HaYHUM aCOPTHMMEHTOM KOMIUICKTOBAHHS Ta
NO3UTUBHUM JIOCBiJIoM cmiBmpaui). Jpyruii BapiaHT
MOXe OyTH MEePEBaXKHUM OO0 3MEHILIEHHS JIOTiCTHYHUX
Ane BIH Mae HEHONIK —
BITIA

B IHHOBAIIMHMX eJEMEHTaX, sKI 34aTHI 3a0e3nednTd

LIJIAXIB. JUIL  TIPOEKTIB

MoOJIepHi3arii MOXE BHMHHKHYTH [OTpeba
JIMIIIE OKPEMi NIOCTa4aIbHUKH.

B ymoBax akTuBHMX OOHOBMX Aiif MOCTayaHHs
BIUIA

[MOCTAYaIbHUKIB MOXKE 34aBaTHUCs MCEHII PU3UKOBAHUM

KOMITIOHEHTIB ISt Bifx 3aKOPJIOHHUX

(SIKIIO  TIOpPIBHIOBATH 3  MICIIEBUM  BHUPOOHUIITBOM)
3aBISIKM CTaOIIBHOCTI TONITHYHOI CHTYyalii B 0aratbox
KpaiHax Ta po3BHHYTI iHppacTpykTypi. OIHAK BasKIUBO
3ayBa)KHTH, II0 TEPMIHU IIOCTAYaHHS TAKMX KOMIIOHEHTIB
MOXYTb OyTH
MPOLIEAYPH,
obmexxeHHs. Lle CTBOpIOE pU3HKH 3aTPUMOK, SIKi MOXKYTh

3HAYHO TPHUBANIIIMMHU 4Yepe3 MHUTHI

MDKHApOOHI CaHKWii Ta TPaHCIOPTHI
HEraTHBHO BIUIMHYTH HA OIEPATHBHICTh MOCTayaHHSI,
[I0 KPUTUYHO BAKIMBO B YMOBaX, ¢ KOKEH MOMEHT €
BupimatpHuM. KpiM TOro, 3aKOpJOHHI MOCTadaIbHUKH
MOXYTh CTaTH HEHANIWHIMH dYepe3 HemependadyBaHi
(haxTopH, HAIPHUKIIA 3MiHH B MTONITHYHIH 200 €KOHOMIYHIH
CHTYyaIlil, BBEICHHS HOBUX CaHKIIH YN TIOPYIICHHS
cTabiapbHOCTI MIKHAPOAHUX TOPTrOBHX NUIAXiB. HaBiTh
no0pe 3apeKOMEHIOBaHI KOMMaHii MOXYTb 3ITKHYTHCS
3 TPYAHOIIAMH Y BHKOHAHHI 3000B’53aHb, IO IiIBHIIYE
PHM3HKH BYaCHOTO NTOCTAYaHHS KDUTHYHUX KOMITIOHEHTIB.

ToMy, He3BakalOul Ha TOTEHIHY HaTIHHICT
KOMITOHEHTIB, MaKCHMaJIbHO

IMIOPTHHX BapToO

2. BapiaHTH JIOTICTHYHUX CTPYKTYP NMOCTAYAHHSI
Ta KpuTepii iX OHiHIOBAHHSA

Y mpoueci QopmyBaHHS JIOTICTUYHHMX KaHAIiB
MOCTa4aHHsI PecypeiB 1 30yTy MPOAYKLIT MOKHA PO3TIISIATH
pi3HI CTPYKTYpHM B3a€EMOMIl YYaCHUKIB JIOTICTHYHUX
MPOLIECIB, KOXKHA 3 SIKUX Ma€ CBOI OCOOJIMBOCTI, IepeBaru
Ta BUKIMKA. OpHa 3 HaWOPOCTIIIMX CTPYKTYp —
e MOJeNb OpraHizamii MocTavyaHHs, IO repeadadae
OpsMU  3B’A30K MDK OIHUM IIOCTAQYaJIbHUKOM Ta
OJJHUM 3aMOBHUKOM 0e€3 IMOCepeTHHKIB a00 CKIIJChKUX
npumimens (puc. 1). Y 1iii Mozeni mnocTavaibHUK
0e3nocepeHbO MOCTavyae ToBap abo pecypcH 3aMOBHHUKY,
110 JJa€ 3MOTY 3HaYHO 3HU3UTH BUTPATH, OCKLIEKH HEMae
HEOOXIJHOCTI B  JOJATKOBHUX €Tamax JIONCTHKH,
TaKUX sIK CKIaau abo JoricTuuHi mocepeaHuku [23].
Taka cTpykTypa 0COOIHBO e(QEeKTHBHA I MaJHX
mianpueMcTB ab0 KOMITaHiH, IO MAalOTh OOMEXEHY
KUTBKICTh 3aMOBHUKIB 1 ITOCTavaNnbHUKIB. BoHa mae 3mory
Kpalle KOHTPOIIOBATH IOCTadalibHI IPOIECH, OCKLIBKHI
BCl eramn OOMEXYIOTbCA JHIIE ABOMAa YJYaCHHUKAMHU.
OpHak Taka MOJAENTh Ma€ i MEBHI PU3UKU. 3alIeKHICTH
BiZl OTHOTO IOCTa4yaJbHUKA W OIHOTO 3aMOBHHKA MOXE
CTaTH CYTTEBUM HENIOJIKOM y pa3i BUHUKHEHHS MpoOiIeM
Ha OyIOp-IKOMYy 3 eTamiB — Big BHUPOOHHWITBA O
nmomnpaBieHHs. KpiM Toro, Taka CTpykTypa € 0OMeXeHOI0
3a MacmrabaMy, OCKUIBKM IS OIIbII  CKJIAJHHUX
1 MacmtabHMX orepamniii HeoOXigHO MaTh OiIbIry
KUTBKICTh YUYACHUKIB Yy JIAHITIOTY TIOCTaYaHHS, 10 3HIDKYE

THYYKICTb 1 IIBU/IKICTD pearyBaHHS.
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Puc. 1. [Ipsima cTpykTypa mocTayanHs

[Hmoro  Momemro € Mepexka 3 KUIbKOMa
MoCTavYaJIbHUKAMA Ta OJHUM 3aMOBHHMKOM, JI€ OCTaHHIH
OTPUMYE PECYPCHU BiJ MOCTaYalbHUKIB (puc. 2). Moaens
3 KIJTbKOMa IOCTaYajbHAKAMU Ta OJHHUM 3aMOBHHKOM
3MCHIIIYE PH3UKH TepeOOiB Yy TMOCTa4YaHHI 3aBISKH
okepen  pecypciB.  Ile migBuinye

HAIMHICTh MOCTAYaHHs, 3HIDKYE 3aJICKHICTh BiJl OJHOTO

nuBepcudikarii

rocTavyajibHUKa W Jiae 3Mory oOupard OijbIl BUTIAHI

YMOBH  CIHIBIpaIl, II0 MOXE 3HH3UTH BHTPATH
Y TIBUIIIMTH KOHKYPEHTOCTIPOMOXKHICTB [24].
TocTasanuins 1 TNoctavanimwns 2 Nocrasanuime 3
4
- »
Jewonens

Puc. 2. Mopnens 3 KiJTbKOMa MOCTavyaIbHUKaMU
Ta OJHUM 3aMOBHHUKOM

OnHak yOpaBIiHHA TaKOI MEPEXE BHMarae
3HAQYHMX 3YCWIb I8 KOOpAWHALil MOCTadalbHUKIB,
3abe3mneueHHss edeKTHBHOrO OOMiHY iH(opmaiiero,
y3ro/pKeHHs1 rpadikiB 1 KOHTPOJIIO BHKOHAHHS YTOJ.
Kpim Toro, ckiagHa JoricTuka, HeoOXiHICTh MOHITOPUHTY
SIKOCTI Ta BYACHOCTI IOCTadyaHb MOXYTh YCKIIAQJHHUTH
YIIpaBIiHHA 3amacaMyd W TpaHCIopTyBaHHsIM. OTxe, Xoda
1 MOZENb MiABUINYE THYUKICTh 1 3HIDKYE PH3HUKH, BOHA
motpedye pEeTenbHOro YHpaBIiHHA A 3a0e3nedeHHs
e(eKTUBHOCTI Ta MiHIMI3aIlil MOTEHIINHUX HEOJMIKIB.

Mepesxa 3 KiTbKOMa ITOCTadaTbHUKAMHU Ta KUTbKOMa
3aMOBHHKAMH CTBOPIOE CKJIAIHIIII JIAHIFOTH ITOCTAYaHHS,
o0 BAMAara€ PeTeNbHOr0 YIPAaBIiHHS Ta KOOPIHMHAIII.
VY Takiit CTpyKTypi 4acTO BUHHUKAE TIOTpeda B CKIAACHKUAX
TIPUMIMIEHASX a00 CIeMiabHAX MOCIYraX I IMiATPUMKH
MOCTavaHb 1 BYACHOTO PO3MOiTy pecypci. Lle momomarae
HeoOXimHi  3amach  Ta

30epiraTu 3a0e3meuyBaTi

Oe3mepepBHICTh TOCTauaHHS, OCOONIMBO B  YMOBax

Heriepen0adyBaHUX 3MiH MOMUTy abo mporo3umii (puc. 3).

NocTaanume NocTavamunes 2 Nocrasanumes 1
v v v
- 4 “
Jassbmus | Samseuee I Sumusmm 3

Puc. 3. Mepexa 3 KiJlbkoMa MOCTaYalIbHUKAMHU
Ta KiJTbKOMa 3aMOBHHUKAMH

3 omHOro OOKY, Taka CTPYKTypa 3abe3rneduye OiIbiry

THYYKICTB 1 3HIKYE 3QJSKHICTh BiJl OKpeMHUX
MOCTa4YaJbHUKIB, OCKUIBKM 3aMOBHUK MOXeE OOupaTu
3 KUTbKOX JpKepen mocrauaHHsa. lle mae  3mory
aJlanTyBaTUCS 10 3MIH HA PHHKY Ta 3MEHIIMTH PU3UKH,
nmoB’si3aHi 3 mepebosiMu B mocrauanHi [25]. Onnak,
3 iHImoro OoKy, Taka Mepexxa MoTpedye OilblIe pecypciB
JUIS KOOPAWHAINI Ta KOHTPONI, OCKIJIBKH HEOOXIIHO
VIIPABISTH B3a€EMOJIEI0 MK YHCICHHHUMH y4aCHHKaMHU,
1110 MOKe OYTH CKJIQJHUM 3aBIAaHHAM.

Kpim Toro, 3pocTaHHsl KUIbKOCT] Y4ACHUKIB Y JIAHIIFO31
HOCTayaHHS MOXe 3OUIBIIMTH KUIBKICTH MOXJIMBHX
PH3HKIB, 1MOB’s13aHUX 3 0araro()aKTOPHUM YIPaBIIIHHSIM.
Hanpuknan, MOXXyTh BUHHKHYTH MPOOJIEMH 3 KOMYHIKALIETO,
3000B’13aHb 200  SKICTIO

HCBYAaCHMM BHKOHAaHHsIM

NOCTayaHHs, IO, KMMOBIPHO, BIUIMHE Ha 3arajbHy
e()eKTUBHICTh JIAHI[IOTA TIOCTAYaHHSI.

Y cy4acHHX JIaHIIOraX IIOCTA4aHHSA IIHPOKO
3aCTOCOBYIOTBCSI MOJIEN, IO MOETHYIOTh BUKOPHCTAHHS
MOCePEeTHUKIB, TAKUX SK JIOTICTUYHI  ONEepaTopu
Ta JUCTPUO’IOTOpH, 31 CKIAJCHKUMH TPUMIIICHHIMH
s 30epiranHs ToBapiB. Taki CTPYKTypH CHPHUSIOTH
e(EeKTUBHOMY VIIPABIIHHIO JIOTICTHYHUMH IPOIECaMHU,
onTuMi3amii BuUTpar 1 3abe3nedeHHIO Oe3nepediiHOro
MoCTavaHHs MPOXYKIi (puc. 4).

Ilocepenuuku  BimirparoTh BAXIIUBY  pOJb
Yy KOOpIWHAII MpOILECiB OMPaBICHHI Ta PO3MOILTY
MDK TOCTA4aJbHHUKAMH Ta

TOBapiB 3aMOBHHKaMH.

BukopucTaHHs JOTICTHYHHX KOMIIAHIM Jae  3Mory
HiANPUEMCTBAM CKOPOTHTH BUTPATH Ha TPAHCIIOPTYBaHHS
Ta yOpaBIiHHI

3aracaMu, OCKIJIBKH TTOCECPETHUKHN

iHQpPaCTPpYKTypor0O  Ta
TEXHOJIOTISIMH, IO ITiABUINYIOTh €(EKTHBHICTh IepeBe3CHb

BOJIOZIIFOTH PO3BHUHEHOIO

1 ckmamyBanHs [26]. Kpim Toro, menrpamizoBaHe

praBJ'IiHH?[ 3arnacaMm jgonomMara€  yHUKHYTH HecTaul
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Yd HaJJIMIIKY HpO}lyKHi.l., 0 IIO3MTHBHO BIIJIMBA€

Ha CTaOlJIbHICTh TTOCTavYaHb [27].
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Puc. 4. Mepexa 3 KiJbkOMa I10CTa4aIbHUKaMU
Ta KIJIbKOMa 3aMOBHHMKAMH 3i CKJI1aJjaMu
BoaHoyac oricTM4HI Mepexi 4acTo  MiCTSTh
CKJIaJICBKI MPUMIILICHHS, 1110 BUKOHYIOTh (QYHKIIIO Oydepa
MDK IIOCTQYaJIbHUKAMH Ta KiHIEBHMH CIIO)KHBayaMu.
3aBAjKM BOMY MOXKHA IIBHJIKO pearyBaTH Ha 3MiHU B
TIONUTI Ta 3a0e3MeuyBaTH BYACHE JOTPABICHHS IPOIYKLIT
0e3 HEOOXIAHOCTI YeKaTH HOBUX MapTiii ToBapy Bil
BupoOHUKa. Lle 0coOIMBO Ba)IIMBO B yMOBax KOJIMBaHb
PHHKY Ta HerepeadauyyBaHUX 3aTPUMOK Y IOCTAYaHHi.
Ilonmpu uucieHHi nepeBard, Taka MOJAECIb Mae
1 TIeBHI HEMOJNIKU. 3allydeHHsI MOCEPEHIKIB mepenoayae
JONATKOBI  (DIHAHCOBI BUTpATH, SKI MOXYTh OYTH
CYTTEBUMH, OCOOJIMBO B pa3i 3HAYHUX OOCSTIB Omeparriii.
Kpim Toro, mepemaya 4acTHHH JOTICTUYHUX (DYHKILH
30BHIIIHIM KOMIIAHISIM MOX€ 3MEHIIUTH PIBEHb KOHTPOIIO
HaJ TOCTAYaHHAM, IO iHOAI MPU3BOIUTH IO 3aTPUMOK
abo IHIMX oOmepamifHMX pH3HUKIB. BuKopucTanHA

CKJIQJICBKUX TPHUMILIEHh TAaKOX  CYIPOBODKYETHCS

BUTpPAaTAMH Ha IX OpEHNy, YTPUMAaHHA IIEPCOHAIY,
0o0CIyroByBaHHsS 3amaciB 1 BIPOBAPKEHHS CyYacHUX
1H(pOpMAIIMHIX CUCTEM JJIsl YIIPABIIiHHS HUMHU.

Otxe, TOeAHAHHS TOCEPEIHHKIB Ta CKIAJICHKUX
MPUMIIIEHh y JIOTICTHYHHUX Mepekax [1a€ 3MOTy
MIIPHAEMCTBAM  TTABUIMUTA €(PEeKTUBHICTh TOCTadaHb
1 3MEHIIUTH BHUTPATH, MPOTE BHUMAra€ pETENLHOTO
aHaJI3y BCIX CYIYTHIX pU3UKIB Ta BUTpAT. ONTHMAaNbHUI
BHOIp MOJENi MOCTadYaHHs 3aJIeKHUTh BiJl OCOOIMBOCTEH
JISTIBHOCTI  KOMITaHii,

XapaKTepUCTUK  PUHKY Ta

CTpaTeriyHux Iinei 6i3Hecy.

VY pasi, konu B Mepexi IocTadyaHHS HPUCYTHIH
MOCEepPEeTHUK, TOOTO 30BHINIHINA JIOTICTUYHHI OIIepaTop,
HOro poJpb noyisArae B ONTUMI3allii MPOLECiB JONPaBICHHS
Ta PpO3MOJUTYy TOBapiB MiX IIOCTa4aJbHUKAMH Ta
3aMOBHUKaMH (pHc. 5). 30BHIIIHI JOTICTUYHI ONepaTopu
MaloTh JOCTYN 10 Ounbll e(QEeKTUBHHX TpPaHCIIOPTHUX
1 CKIaJICBKUX pecypciB, IO Ja€ 3MOry 3HIXKYBAaTH
BUTpaTH Ha TPAHCIIOPTYBaHHs, 30epiraHHs Ta iHII
JIOTICTHYHI MOCTYTH. BOHH TaKOXK MOXKYTh I[EHTPATi30BaHO
YIIPaBIATH BYACHICTh

3amnacaMu, 10 3a6e3neqy€

TOCTa4aHb 1 3MEHIIye BUTPATH Ha 30epiraHHs TOBapiB.
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Puc. 5. JlorictuyHa CTpYKTypa i3 3aIy4eHHIM
30BHILIHIX JIOTICTHYHUX OIEPaTopiB

3amydeHHss ~ TaKHMX  OINEpaTopiB  Jormomarae
MIANPUEMCTBAM  3HM3UTH CBOi BHYTPILIHI BHUTpPATH,
OCKIJIbKM BOHH HE 3MYIIEHI YTPUMYBaTH BIAacHY

iHppaCTPYKTypy Ul TPaHCIOPTYBaHHS Ta 30epiraHHs
TOBapiB ab0 BECTH JIOTiCTHYHY AiSUIBHICTH CaMOCTIHHO.
I[pore us wMoxenp Mae Henomikk. [IpucyTHICTH
HOCEepeIHUKA B JIAHLIOTY ITOCTAYaHHS MOXKE HPU3BECTH
IO IONATKOBHUX BHTPAT, aJDKE OMEpPaTOpH OTPHMYIOThH
omiaty 3a cBoi mocnyru. lle ocoGimBO BiAYYTHO 3a
YMOBH BEIMKHX OOCATIB Omepariii, mo Moxke 3HIKYBaTH
3aranbHy eQeKTHBHICTh cucTeMu. KpiM Toro, BiACYTHICTH
OpsIMOTO  KOHTPOJIO  Hal

MpOIECAaMH  CHPHUUYHHSAE

MiABUINECHHS pHU3WKIB, TOB’S3aHUX 3 HEHANIWHICTIO
omneparopa ado 3aTpUMKaMH B JONPaBICHHSX.

Omxe, XO4a 30BHIIIHI JIOTICTHYHI OTIEPaTOPH MOXKYTh
3HAYHO ONTHMI3yBaTH BUTPATH Ha JIOTICTUKY Ta ITOKPAIIATH
VIIpaBIIiHHS 3amacaMu, MiIIPHEMCTBA MAIOTh PETEITHHO
OLIIHIOBATH BHTOAW BiJ TaKAX IIOCTYr IIOPIBHSHO
3 MOTCHUIHHUMH BHTpPATaMH Ta PH3HKAMH, IO MOXYTh
BUHUKHYTH TIi]T YaC BUKOPHUCTAHHS IIi€1 MOJIEIi TIOCTaYaHHs.

[Ile Oimpm CKIATHOIO € CTPYKTypa, IO MiCTUTH
iHTerpoBaHi iH(oOpMariitHi TexHoiorii, Taki sk ERP
(Enterprise Resource Planning), TMS (Transportation
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Management Systems) Ta WMS (Warehouse Management
Systems) [28]. BukopucraHHs IMX TEXHOJIOTIH Jae 3MOTy
AaBTOMATHU3yBaTH  YHMAJIO  MpOLECIB  YIpaBIiHHS
MOCTAYaHHSIMH, IO 3HIKYE BUTPATH # TIOKPAIILye KOHTPOIIb
3a BciMa eramamu Jorictukd (puc. 6). Hampukian,
ERP-cucremu naroth 3Mory iHTerpyBaTH BCi Oi3Hec-
TIPOIIECH KOMIIaHii, 30KpeMa TUIaHyBaHHS, 3aKYIIiBIIi, 00K,
Ta po3moail pecypciB, a TMS momomarae ympamisTd
MpoIeCaMU TPAHCIIOPTYBAHHS, MOHITOPHTH BaHTaXi Ta
ontuMizyBatu Mapmpyru. WMS 3abe3mnieuye edeKTHBHE
YIPaBIiHHS CKIAJCEKUMU 3aracaMH, 110 3MEHIIYE PH3UK

HECTadi TOBapiB UM HAUIMIIKY Ha CKIaaX.
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Puc. 6. JlorictuuHa cTpyKTypa 3 iHTErPOBAHUMH TEXHOJIOTiSIMH
(ERP, TMS Ta WMS)

OpnHak ynpoBaPKeHHS TaKUX CKIAIHUX 1 TOPOTHX
cucTeM NOTpeOye 3HAYHMX KalliTallOBKIA/IEHb 1 PecypciB
JUIsl ATPUMKHU Ta iHTerpauii B HasBHY 1HQpacTpyKTypy
komraHii. [le Moxke OyTH CepiHO3HOI MEPEeIIKOAOK st
MaJuX 1 cepeiHiX MiANPUEMCTB, 0 MAOTh OOMEKEHHI
OIO/DKET Ul TaKUX TEXHOJOrIYHMX iHBecTHIid. OmHak
JUIsl BEJIMKUX KOMIIaHIiH, 10 MPAIfOI0Th Ha TIO0ATbHUX
pUHKaxX, Taka IHTerpaiis MO)Xe CTaTH KIIo4YeM 0
3HIDKEHHSI BUTPAT 1 MMiIBUIIICHHS e()eKTUBHOCTI JIOTICTHKH.

AJbTepHATHBHI MapIIpyTH TPAHCIIOPTYBAaHHS, IO
nepeadavaloTh BUKOPUCTAHHS PI3HUX BHIIB TPAHCIOPTY
a00 3MiHy MapHIpYTiB 3aJIG)KHO BiJI YMOB, € Ba)KJIHBHM
CKJIaJIHUKOM  e(EeKTUBHOTO YIIPABJIIHHS JIOTICTUKOIO
(puc. 7). Taka Monens mae 3MOry 3HAYHO 30UTHIINTH
THYYKIiCTh, OCKUTBKH 3a0e3redye MOKIUBICTh IIBHIKO

ajanTyBaTUCA 110  HemependadyBaHMX  CHUTYaIlii,
TaKUX SAK 3aTOPH, TIIOTONHI yYMOBH a00 TEXHidHI
HectipaBHOCTI  [29]. BuKOpHCTaHHA KUTBKOX BHIB
TPaHCHOPTY, HANpUKIaA, IIOE€IHAHHA 3aJi3HHYHOTO,

ABTOTPAHCIIOPTHOI'O W MOPCBKOT'O TPAHCIIOPTY, CIIPHUSE

3a0e3redeHH0  Oe3MepepBHOCTI  IMOCTAYaHHS, HAaBIiTh
SIKIIIO OJIMH 13 MapIIPYTiB cTae HegocTymHUM. Lle Takox
JIOTIOMarae 3HIDKYBaTH PH3HKH, OB S3aHI 3 mepebosMu

B IocTavaHHi abo 3aTpUMKaMHu.
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Puc. 7. Jlorictu4Ha CTpyKTYpa
3 aJBTePHATUBHUMH MapLIpyTaMH TPAHCIIOPTYBaHHS

OpHak Taka cucremMa moTpedye BHCOKOrO PiBHS
TUlaHyBaHHS Ta KoopauHaimii. HeoOXxigHO TmOCTiHHO
MOHITOPUTH CHUTyallil0 Ha BCIX eTamax MapuUipyrTy,
BYACHO KOPHUTYBaTH JIOTICTUYHI IUIAHU Ta B3aEMOJIISITH
3 PI3HMMH TPAHCIIOPTHUMHM ormepaTtopaMu. s 1boro
noTpiOHI  JomaTtkoBi  pecypcu Ta  iH(poOpMaliiiHi
CHCTEMHM, IO JaloTh 3MOry eQEeKTUBHO YIPaBIATH
KOMIIJIEKCHUMH JIAHLIIOTAMHU [TOCTa4aHHs. Y IPOBaKEHHS
aNbTEePHATUBHUX MapIIPYTIB MOXe OYTH CKIaJHUM
1 BUTpPAaTHUM, OCKIJIbKM KOXEH HOBHHA MapIipyT
1 BHJIl TPAaHCIIOPTY MOTpeOye OKPEMOro aHaii3y BUTpAT,
PH3HKIB 1 4acy JOMPaBIICHHSI.

[Ipore nisi BeNMKMX KOMIIAHIM, IO MPAIOIOTh
Ha [IOOANbHUX pHHKAX, I MOJEIb € BaXKIMBUM
THCTPYMEHTOM ISl MITPUMKH KOHKYPEHTOCHPOMOXHOCTI,
3a0e3NeyeHHs BYACHOCTI IOCTA4aHb 1 3MEHIICHHS
3aralbHUX BHTpAaT Ha TPaHCIOPTyBaHHA. Mopnenb naae
3MOTy HE TIJIbKM pearyBaTH Ha MOTOYHI MpoOJIeMHu,
a i CTpaTeriyHo IUIaHYBAaTH HOCTaYaHHS, MAaKCHMaJbHO
BUKOPUCTOBYIOUH JTOCTYIIHI TPAHCIIOPTHI MO>KITUBOCTI.

Y ¢dopmyBaHHI JIOTICTHYHHX KaHAJIB ITOCTA4aHHSI
Ta 30yry MNpOAYKIii BaXXJIMBO OOpaTH ONTUMAIbHY
MOJIeNb, [0 3HIKYE BUTPATH Ta MiJBHUIIYE THYYKICTb.
Mogeni mpsMoro mocTtayaHHsS eQeKTHBHI IS Majmx
MATPHEMCTB, aje oOMexeHI B Macmrabax. Mepexi
3 KiJJbKOMa IIOCTAQYaJIbHUKAMH 3HIDKYIOTh —PH3HKH,
ane TmOoTpeOYyIOTh CKIATHOTO YhpaBiiHHA. CTpYKTypH
3 TIOCEpeHUKAMH Ta CKIAJACHKUMH NPUMILICHHAMH
3a0e3MedyroTh THYYKICTH 1 3HWKEHHS BHTpAT, aie
BUMararotb  JIOAATKOBHX

BUTpaT Ha  YNpPaBIiHHA.

JList GiBIIOCTI MiAMPUEMCTB ONTHMATBFHAM € TTO€THAHHS
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KUJIBKOX — IMOCTaYaJbHHUKIB 3  TOCEpEIHMKAMH, IO
3abe3neuye OanaHc BUTPAT i €EeKTUBHOCTI.

VY 1abia. 2 mogaHo MOPIBHAHHS Pi3HUX JIOTICTUYHHUX
CIPYKTYp

XapaKTCPUCTUKU i nepeBaru B KOHTEKCT1 KJIIOYOBUX

MiANIPUEMCTBA,  PO3KPUTO X  OCHOBHI
KpHUTEpiiB, TAaKuMX SIK MiHIMAIGHUHA PHU3MK, MiHIMaJIbHI

BHUTPATH, WIBHIKICTh IIOCTaYaHHs, MAacITabOBaHICTh
1 THYYKICTh y KpH30BHX cuTyamisx ("+" o3Hauae, mio
el KpUTepili € TepeBaror JIOTICTHYHOI CTPYKTYPH,

KPUTEpii € HEOOMIKOM CTPYKTypH). IIpsma

Tab6uuns 2. Kpumepii oyinto8aHHs 102iCMUYHUX CIMPYKMyp

CTPYKTypa TIOCTAYaHHS, SKa € HAaHOUTBII MPOCTOI Ta
JICIICBO0, 3a0e3Medye MIBHIKICTh MOCTAYaHHS 3aBISTKU
MiHIMaIbHIA KIJIBKOCTI €TalliB, aje Ii OCHOBHUI HEIOJIK
MOJSITAE Y BHCOKOMY PH3UKY dYepe3 3alekKHICTh Bif
OJTHOTO TTOCTaYaJbHUKA YU 3aMOBHHUKA. JIJIs1 3MCHIIICHHS
3arpo3 MOXKHa 3aCTOCYBaTH MeEpexy 3 KUIbKOMa
MOCTavya bHAKAMH Ta OJHAM 3aMOBHHKOM, sIKa J0OJa€
THYYKICTh 1 3HWXKYE WMOBIpHICTH nepeboiB. OmHak
Taka CTPYKTypa moTpeOye HOJaTKOBHX BHUTpAaT Ha

KOOPAMHAIIIO Ta YIIPaBJIiHHS.

Buau norictTHaHOI CTPYKTYpH Pusuk | Bapricts | IlIBuakicte | MacmradoBanicts | I'HyukicTs

1. IIpsiMa CTpyKTypa nocTayaHHs - + + — -

2. Mepexa 3 KiTbKoMa IMocTadaTbHUKaMH + _ + + +

Ta OJIHMM 3aMOBHHUKOM

3. Mepema 3 KUJIBKOMa NOCTavaIbHUKaM{ + 3 : + +

Ta KiJIbKOMa 3aMOBHHKaMHU

4. Monens nocTayaHHs 3 IOCEPETHUKOM B B + 3 3

(30BHIIIHIH JIOTiCTHYHUI onepaTop)

.5. Jloricruuna CTPYKTYpa + _ + + +

i3 CKJIaICbKUMH PUMILIIEHHSIMU

6. JloricTu4Ha CTPYKTypa 3 iIHTErPOBAHUMHU + 3 + + +

texnonorisimu (ERP, TMS, WMS)

7. AnpTepHaTHBHI MapLIPYTH TPAHCIIOPTYBAHHS + - + - +
Skmo k y Mepexi € Kilbka IOCTa4alibHUKIB 3acTocyBaHHs aJNbTEPHATUBHUX MapuipyTiB

1 KiJIbKa 3aMOBHHKIB, 1€ J1a€ 3MOTY 3HA4HO MiJBUILUTH
MacIITa0OBaHICTh 1 aJanTHBHICTh Oi3HECy, MPOTE TakKe
YIIPaBJIIHHS MOXE CTaTh CKJIaJHUM i BapTicHUM. Mogeiti
MOCTa4YaHHS 3 MOCEPEIHUKAMHU CHPUSIIOTH ONTHUMI3alil
JIOTICTUYHHUX TPOLECIB 1 3MEHIICHHIO HaBaHTAKEHHS
Ha KOMIIaHII0, ajie BOHH CTBODIOIOTH JTOJATKOBI BHTPATH
W pU3UKH 3aJIeKHOCTI BiJl HAJIHHOCTI IOCEpEeIHUKA.
VY pasi Mepexi 0e3 MmocepeHUKIB KOMIIaHisl Ma€e MOBHHM
KOHTPOJIb HaJl TPOLIECAMH, L0 3HIKYE PU3UKU 3aTPUMOK,
ane moTpedye CKIagHOI KOOpIMHAINI, IO MOXe
VIIOBIJIBHIOBATH OCTaYaHHS.

Jlorictnuna CTpyKTypa, SKa MICTHTh CKIAJCHKi
MPUMIILEHHS, 0ToMarae 30epiratd 3amace, 10 CHpHSE
CcTaOlIBHOCTI IIOCTAYaHHS, OJHAK BHMAarae€ 3HAYHHX
BHUTpPAT Ha yTPUMaHHS CKJIAJIB Ta yIPaBIiHHSI 3alacaMH.
3amydeHHs 3OBHIIIHIX JIOTICTHYHHUX OIEPAaTOpiB A€
3MOI'Y ONTHUMIi3YBAaTH TpPaHCHOPTYBaHHSI Ta 3HH3HTH
BHUTpPATH, aje I CTBOPIOE 3AJCKHICTh Bl CTOPOHHIX
KOMIaHIH 1 MOXe BHHHUKHYTH IpoOiieMa 3 SKiCTIO
mochyr. [HTerpamis cydacHMX — TEXHOJOTIH,
sk ERP, TMS uun WMS,

MIPOLIECH, TPHUCKOPUTH POOOTY ¥ 3MEHIINTH MOMIIKH,

TaKUX
3aTHA aBTOMATHU3yBaTH
aje  BIIPOBAJKCHHA 0B’ sI3aHE

TaKHNX CHUCTEM

3 BUCOKMMH BUTpATAMMU.

TPAHCIIOPTYBAaHHs Jae 3MOry IIBHAKO pearyBaTd Ha
npo0OiieMHy, 3HWIKYBAaTH PU3UK 3aTPUMOK 1 3a0e3redyBaTu
Ounbiny THyuKicTh. OfIHAaK MITPUMKA [IUX AIbTEPHATUBHUX
IUBSIXIB CIPUYMHSIE IOJIATKOBI BUTPATH, 110 MOXE 3POOHTH
X MEHIII BUT1THUMU B JOBFOCTPOKOBIH NEPCIEKTHBI.
3a3HaunMo, 10 Taln. 2 MICTHTh Yy3arajbHeHi
OI[IHKH. J[JI1 KOXKHOrO OKpPEeMOro MiANpUEMCTBA i 3MICT

MoOyKe OyTH yTOo4deHHUI abo JOTTOBHEHHIA.

3. MaTtemaTuuHi MoaeJi
BHOOPY JIOTiCTUYHOI CTPYKTYpH

3 OrJISIAy HA cTpaTerivyHi HiIi migzmpuemMcTBa

VY po3pobneHHi eheKTUBHOI JOTiCTUYHOI cTparterii
IUIA  TOIPUEMCTBA BaXXJIMBO HE JIMAIIE OpTraHi3yBaTH
mocTadaHHs Ta 30yT MPOAYKIii, aje i oOpaTH CTPYKTypy
JIOTICTUYHMX KaHaliB, IO HalKpalle BiANOBifae UM
KoMmIaHii. Sk BHIUIMBae 3 HaBEJCHOI'O BHWIIE aHAII3Y,
ONTUMAIIEHUN BHUOIP CTPYKTYpH 3aJeKUTh Bill HHU3KU
KpHUTEpiiB, cepel SKWX MiHIMI3alis BHUTPAT, 3HIDKCHHS
pMBHKIB Ta 3a0e3MeUeHHsT BUCOKOI MBHUIKOCTI MTOCTAUaHHSL.
3aBmaHHS TONSATAa€ y CTBOPEHHI WITKUX TIPaBHII BHOOPY
CIpYKTYpH,
i 3amannid Habip yMOB.

mo 3a0e3medaTh MAaKCHUMAalbHUN e(QeKT
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Minimizariss puU3WKiB JUIsI BHUKOHAHHS 3aMOBJICHB
3 BupoOuunTBa BIIJIA B ymMoOBax BiCBKOBHX il €
KPUTHYHO BAXJIHUBUM (HaKTOPOM, OCKUIBKH PHU3UKH
MOXYTb OYTH 3YMOBJICHI 3aJIeKHICTIO BiJI OJHOTO
MocTavalibHUKa, IepeOOIMH B MOCTAYaHHAX, 3aTPUMKAMH
4yepe3 MOocepeqHHUKIB abo mpobieMaMu B YIpaBIliHHI
3armacamy. bijblla  KUTBKICTH €TamiB y JIOTICTHYHOMY
TIpolleci MiABUIIYe HMOBIPHICTH BiqMoB. [IpsiMa cTpykTypa
MOCTaYaHHS Ma€ MEHIIE YYacHHUKIB, MO pOOWUTH ii
e(EeKTUBHOIO 3a IIBUJIKICTIO, ajie OiIbII Bpa3JIMBOIO
no mepeboiB. Hatomicte namBepcuikoBaHa Mepeka
3 KiJbKOMa TMOCTAYalbHUKAMH T4 3aMOBHHKAMH JIA€
3MOTY CKOPOTHTH PU3UKH, X0UYa i YCKJIAIHIOE YTIPaBITiHHSL.

MiHimizariss BHTpaT € HE MEHII BaXJIUBUM
KpUTepieM, ajhke BapTiCTh OpraHi3allii JIOTICTHKH 3aJIe)KUTh
Bim o0OpaHoi wmozeni. IlpsmMa Moaenb € HalAMeEHII
BUTPATHOIO, OCKIJIbKM HE MOTpeOye MOCepEeJHUKIB 41
CKJIaJICBKUX TPHUMIIIECHb, aje MiJBHIILYE 3aJIKHICTh Bij
OKpPEMHUX KOHTpPAreHTIB. BiIbIl CKIagHI MoaeNi 3 KijbkoMa
[noCradyaJlbHUKaMUu YU 36yTOBI/IMI/I KaHaJlaMU 3HUXYIOTb
pU3MKH, aje TOTpPeOyIoTh JIOAAaTKOBHX BUTpPAT Ha
KOOpAMHAIII0. 3aTydeHHs TOCEPETHUKIB a00 CKIIaJCHKUX
MPUMIILIEHh MOXKE ONTHMI3yBaTH TPAHCIOPTYBAaHHS Ta
3a0e3MeYnTH HAasBHICTh 3amaciB, MPOTE CYIPOBOKYETHCS
JOJaTKOBUMH BUTPaTaMH.

IBuakicTe mocrauaHHs Ta 30yTy € OCOOJNHMBO
BOXJIMBOIO U IIANPUEMCTB, IO MPaLIOTh Yy
JMHAMIYHOMY KOHKYPEHTHOMY cepeioBHIlI abo MaroTh
obMexeHHsI 3a vacoM. [IpsiMa cTpykTypa € HauOLiIbIn
€(EeKTUBHOIO MO0 INBUAKOCTI, OCKUIBKM MIiHIMIi3y€e
KUIBKICTh €TaliB Y JIOTICTUYHOMY JIAHIIOT'Y, CKOPOUYYIOUH
Yac JoNnpaBieHHs . BogHOYac BUKOPUCTaHHS CKJIQJCHKHX
MPUMIILEHb YH 30BHILIHIX ITOCEPEIHUKIB MOXE CIIPUSTH
YTPUMAaHHIO 3amaciB 1 ONTUMI3allii TPaHCIOPTYBaHHS,
aJie CPUYUHSE CKIaIHICTh Y KOOP/IMHAIIIT.

Bubip

0a3yBaTHCS Ha TMPIOPUTETaX MiANPHEMCTBA.

CTPYKTYpPH JIOTICTUYHOTO KaHaly Mae
Skmo
OCHOBHAa Me€Ta — 3HIDKCHHS BHUTPAT 3a MiHIMaIbHIX
PH3HKIB, TOII IOLIIEHIM BHOOPOM MOXeE OyTH Mepexa
3 KUTPKOMA TMOCTaYajbHUKAMHU Ta OJHUM 3aMOBHHKOM a00
6e3mocepenHiit 38’130k 0e3 mocepennukiB. Lle momomarae
YHUKHYTH 3afBUX BUTPAT Ha KOOPIHMHALIIO, X04a TOTpedye
e(pEeKTHBHOTO YIPABIiHHS JOTiCTHYHIMH MPOIIECAMHU.
SKmo mAnpUEMCTBO TparHe 1O THYYKOCTI Ta
MacmTaboBaHOCTI, ONTHMAJIBFHAM BapiaHTOM € Mepexa
3 KUIPKOMa TIOCTaYaJbHUKAaMH ¥  3aMOBHHKAMHU.
Taka momenp copusie muBepcudikarmii pPU3WKIB, TPOTE
morpedye OLTbINOI KoopauHaIii Ta (piHAHCOBUX peCypCiB.
Bona edekTtuBHa 1T KOMITAHIN 3 BENHKAMHU OOCSTaMHU

MOCTa4aHHs Ta IMOTPeOOI0 MIBHJKOTO pearyBaHHS
Ha 3MiHHU PHUHKY.

Jns  3a0e3medeHHs MaKCHMAalbHOI — IBHIKOCTI
MOCTa4aHHsT Ta 30yTy HaMKpallol € mpsMa CTPYKTypa
noctadanHst. e ae 3Mory MiHIMI3yBaTH 4ac JOMpaBJIeHHS,
MPOTE MiIBUIIYE 3aJISKHICTh BiJl KIFOYOBUX KOHTPArcHTIB.
Y pa3i  HEOOXITHOCTI 3MCHIICHHS HAaBaHTaXKCHHS
Ha JIOTICTHYHY 1H(QPACTPYKTYpy MOXKHA PO3TJLIHYTH
BapiaHT i3 3aJy4eHHSM IIOCEpeNHUKIB, IO ONTHUMI3Ye
TPaHCIIOPTYBAaHHS Ta 3HW)KYE BHUTPAaTH Ha YTpUMaHHS
ckiaziB. BogHouac HEoOXiMHO 3BaKaTH HAa MOXKIUBY
3aJIeKHICTh BiJ] 30BHILIHIX OIEPaTOPiB.

Kommasism, 110 nparHyTs 3a0€3Me4nTH MaKCUMaIbHUH
KOHTPOJb HaJ JIOTICTUKOIO Ta MIHIMI3yBaTH PH3UKU
3aTpUMOK, JIOUUIBHO  BIPOB3DKYBaTH  IHTErpoBaHi
texHosorii, Taki sk ERP, TMS uyun WMS. Bouu
JIAI0Th 3MOTY aBTOMAaTH3YBAaTW YIPABIIHHS 3aracamu,
KOOPIHHAIII €0,

TPaHCIIOPTYBaHHIM 1 3MEHILYIOUH

HWMOBIpHiCT, moMmiOK. [lpore iX  ynpoBapKeHHs
noTtpeOye 3HauHUX (PIHAHCOBUX 1 pECYPCHUX BKIIAJICHb.

3aranom, BHOIp JIOTICTHYHOI CTPYKTYpH 3aJI€KHTh
BiJl CTpaTeriyHMx IJield MiANPUEMCTBA: 3HWKEHHS
PHM3HKIB, MiHIMI3allil BUTPAT, MIBHIKOCTI ITOCTAYaHHS.
PieHHss HEOOXiHO MpUIIMATH, 3BaKAIOUU Ha PHHKOBI
YMOBH Ta 3JaTHICTb KOMIIAHII aganTyBaTHCS O 3MiH.
VY3aranpHeHa npouenypa BHOOpY TMOJaHa Y BHIVISI
JiepeBa Ha puc. 8.

3a3HayMMoO, 10 KpuTepii MaciTabOBaHOCTI Ta
THYYKOCTI YrpaBiiHHs (IUB. Ta0OM. 1) He € cTpaTeriyHuMuU
LUIIMA Bonu

BUPOOHUIITBA. PO3IIIAAAIOTHCSA

SK YMOBHM, TOOTO € OOMEXKEHHSIMH B IIOCTaHOBIII
OaraTtokpuTepiabHOI 3a/1a4i.

3a3HauMMo, MO0 Ha puC. & cTparerivyHi I
HiANpUEMCTBa (ApYruid piBeHb JiepeBa) € OCHOBHUMU
KPUTEPisAMH, 32 IKUMH OOUPAETHCS MHOXKHA JOMYCTUMHX
CTPYKTYp TpeTboro piBHA. Jns BuOOpy mepeBaskHOI
CTPYKTYpPH 3 BHU3HAYEHOI MHOXXMHH MO)KHA 3aCTOCOBYBATH
YMOBHU

a TaKoX

HH3KY JONAaTKOBHX OOMEXEHb, SKHMH €

3aMOBHMKAa [UIsl TIOCTaYaHHS NPOMYKIi,

BUPOOHIYII 0OMEKEHHS i JIPHEMCTBA.
IMogamo Bapianti QopmaiizoBaHoi 3amadi BUOOPY

palioHaNbHOI CTPYKTYpHU. 3ampOIOHYEMO TaKi MO3HAKH:

S - CTPYKTYP,

i JIOTiCTHIHHAX

BapiaHTH  BHIIB

s, €S,i =1n;: W (s) OLIiHKA JIOTiCTHYHUX BHTpAT
y crpykrypi §;; T(S;) — ouiHka wacy jompasieHHs
B CTPYKTYpi S;; R(S;) — OuiHKa PH3MKY ONpPaBIEHH:

B CTPYKTYpi §; .




ISSN 2522-9818 (print)

Cyuachuii cman Haykosux 00Crioxiceny ma mexnonozitl ¢ npomuciosocmi. 2025. Ne 3 (33) ISSN 2524-2296 (online)

[ Bubip NorCTHSHOl CTDYRTYPH ‘
Mema -
P "
I Jnnennr puarin Muiwzayin anrpar \ ' WeagricTy nocTasanns |
Kpurepii 7 ‘ —— T
/ | ) \
| |
. ! ! 1 ™ A 1 . -
; / | / |
Je | ”—“L” ‘ P \
/ Mepana 3 dnwsoma | > B
| Mepexa Gea nocepenmrin | f Il 10'_mq". “hpr, | MipRva MoRenk MOCTaaINR ’ || Noxanui ooans
/ S HU RN |
/ |
Bapaanrw v ||

| MoricTiv 3 Janacame |

A 4

| l Moaens 3 nocepeasmMramm

|

\

| Irerpoaanl rexmnenarii
| e ]

A 4

| LAnnopcudisonan! NOCT 3ok ]

v

I 1
3oakaunl NONCTWW ONERATOPK |
|

Puc. 8. JlepeBo BUOOpY OriCTHYHOI CTPYKTYPH 3 OIJIAAYy Ha CTPATEridHi LI MiIpHeMcTBa

1. CrpaTeriuna MeTa MiANPUEMCTBA — MiHIMi3allis

VIIPaBIIHHIO MaplIpyTaMy MOCTaYaHHS Ta OI[IHIOBAHHIO

JIOTICTHYHUX ~ BUTpaT, TOAI  NpPaBWIO  BHOOpY PM3HKIB, SIKI € KPUTHYHUMH Juisi 3a0e3ledeHHs
NepeBaKHOO BapiaHTa: e(peKTUBHOCTI JIOTICTUYHUX Ofepalii y i chepi.
s° = argminW (s_ ) T (s°) <T* R(So) <R* @) Husa pizuux knaciB BITJIA y3aranbHeHO OCHOBHI
i 1 —_ 1 —_ L
s €S

ne T* —MakcuMalIbHO JOMYCTUMHI Yac JONpaBIICHHS;

R* — MakcuMaIibHO JIOMYCTUMUI PU3UK JOTIPABICHHSL.

BU/IM KOMIUICKTYBaJbHUX  €JIEMEHTIB, KOXKEH 3 SKUX
BiJIIrpa€e BaXIIMBY poOjIb y 3a0e3IeueHH] X e()eKTUBHOCTI,

Oesreky Ta CTaOUILHOCTI POOOTH. AHANI3 MOXIHMBUX

2. Crpareriuna MeTa MiANPUEMCTBA — MiHIMi3amis IOCTayaJbHUKIB  KOMIUICKTOBAHHS IIPOJEMOHCTPYBaB
yacy  JONpaBIICHHS, TOII MPaBUIIO BUOOpY BapiaHTHICTh MHOXXMHM IIOCTa4albHHKIB, a 3BiACH
MepEeBAYKHOTO BapiaHTa: H MHOXHHY Ta pI3HOPIJHICTb MOXJIMBUX CTPYKTYP

s° =argminT (s,), W(s°)SW*, R (s°)£ R*, () nocrauyanHs. DopmyBaHHS W aHami3 OCHOBHUX BHIB
B

ne W * — MakcuMalbHO JIOIMyCTUMI JIOTiCTHYHI BUTPATH.
3. CrpateriuHa MeTa HiANPUEMCTBA — MiHIMi3amis
PHU3MKIB  JONpPAaBICHHs,  TOII

NpaBuWIo  BHOODPY

NepeBa)KHOT'O BapiaHTa:
s° =argminR(s; ), W(s”)sw*, T(s")sT*. (6)
=
Ha piBHI monepeqHbOro IUIaHYBaHHS JIOTiCTHYHOL
CTPYKTYpH HEMa€ 3MOTH 3aCTOCYBAaTH KiNBKICHI OIIHKH
(uacy,
1 (QopmamizoBane mnopaHHs 3amadi. ToMmy nepeBaxkHa

JOTICTUYHHAX  TIapaMeTpiB BHUTpPAT, pHU3UKIB)
CTpYKTypa oOupaeThcsi He(hOopMaTi3oBaHO CIIOCOOOM
MIOCTIIOBHOTO BHOOPY YMOB 1 BiOXWIECHHS BapiaHTIB,

K1 TX HE 3aI0BOJILHAIOTH.

BucHoBku

[lig gac mociimKeHHS pO3TIITHYTO OCHOBHI METOIHN
W TEXHONOrii omTWMi3amii JOTICTHYHHX TPOILECIB Ha
MPUKIIAAl TMOCTadaHHs KoMmIutekroBaHHsA mansi BILJIA.
OcoOnmuBy yBary NpHIUIEHO BHOOPY IOCTadalIbHUKIB,

JIOTICTUYHUX CTPYKTYp Jalll 3MOry c(OpPMYBAaTH HHU3KY
KpHUTEpiiB JUIS OI[HIOBaHHA X HEIOMNIKIB 1 Iepesar.
CdopmoBaHo nepeBo BHUOOpY JIOTICTHYHOI CTPYKTYpH
3 OIJISLY HAa CTpATETiuHi U MiANPUEMCTBA (3MEHIIICHHS
BUTpAT, 4acy Ta pu3MKiB nonpasieHHs). ChopmynboBaHO
y3aralipHeHy 3ajady 0araTOKpHUTEepiabHOro BHOOpY
CTPYKTYPH.
MaTeMaTHYHUX MOJCNeH Il 3aCTOCYBaHHS METOLY

JOTiCTHIHOT HaBeneno Tpu BapiaHTH
OCHOBHOTO KPHUTEPiI0 BiANOBIMHO IO CTpaTEriuHuX
LiJIeH TiATPHEMCTBA.

PesynmpraTt  mOCHIIKEHHA — TIPOAEMOHCTPYBAIH
3HAQUHHMH MOTEHLIiaJl Ui BIOCKOHAJICHHS JIOTiCTHYHHX
cTpaTeriii y cdepi OE3MIIOTHUX CHCTEM. YTIPOBaKEHHS
3aIPONIOHOBAHUX MOJIeNeld CHPHATHME BIOCKOHAJICHHIO
JOTICTUYHUX cTpaterii y cdepi BupoOHmITBa BIJIA
10710

0 BU3HAYEHOIO0 PHUTMY BHPOOHHWITBA) Ta MiHIMi3allil

3HIDKCHHS 4Yacy [IOTpaBJiCHHS (BIAMOBIIHO
PHM3WKIB B yMOBaX BOEHHOTO ITEPiOAY.

HanpssmoM momanmbsmmx AOCIiIKEHb € PO3POOICHHS
Mozenell omTHMi3alii Ha KOMOIHOBaHHX CTPYKTYpax
TTOCTa4aHHS Ta 30yTYy.
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MODELS FOR SELECTING A RATIONAL SUPPLY STRUCTURE
OF COMPONENTS FOR UAV MANUFACTURING UNDER RISK CONDITIONS,
CONSTRAINED LOGISTICS COSTS AND TIME LIMITATIONS

The subject of this paper is logistics structures used to ensure the supply of components for the production of unmanned
aerial vehicles (UAVs). The goal of the article is to improve the efficiency of supply of components for UAV production
through the selection of a rational logistics structure. The following tasks are addressed: to analyze the peculiarities of the formation
of the logistic structure of supply of components of the UAV production; to form a set of logistics supply structures options
and criteria for their evaluation; and to developement mathematical models for the multicriteria selection of a logistics structure.
The methods used include data analysis and generalization, structural variant synthesis and the main criterion method.
The following results were obtained according to the objectives. The main types of component elements were generalized
for different UAV classes. The analysis of potential component suppliers revealed a variety of choices, which determines
the diversity and heterogeneity of possible supply structures. The formation and analysis of the main types of logistics structures
made it possible to define a set of criteria for evaluation their advantages and disadvantages. A comparative analysis of
various logistics structures of the enterprise is conducted, highlighting their key characteristics based on the main criteria such as
minimal risk, cost efficiency, delivery speed, scalability, and flexibility in crisis conditions. A decision tree for the selection
of logistics structure, considering the strategic goals of the enterprise (such as minimizing cost, delivery time, or logistics risks),
was developed. A generalized multicriteria decision-making problem was formulated using the main criterion method.
Three formalized models of the problem of selecting a rational logistics structure were discussed. Conclusions: The results of the
study can be applied to improve logistics strategies in the field of UAV manufacturing, particularly in reducing delivery
time (according to the established production rhythm) and minimizing risks during wartime conditions. Further research will
focus on developing optimization models for combined supply and distribution structures.

Keywords: logistics structure; supplier selection; UAV production; supply routes; risks; supply chains; multicriteria selection;
cost minimization; main criterion method.
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THE MODEL FOR CONSTRUCTING
A SET OF SYMMETRIC TWO-OPERAND SET OPERATIONS
THAT ALLOW PERVERSION OF OPERANDS
BY COMBINING ONE-OPERAND OPERATIONS

The subject matter of the article is the scientific and methodological apparatus for constructing and implementing information-driven
SET-operations. The goal of the work is to construct a model for the synthesis of symmetric two-operand SET-operations that allow
permutation of operands and to determine the restrictions on their use in the development of low-resource stream ciphers.
The following tasks are solved in the article: a model for the synthesis of symmetric two-operand SET-operations that allow
permutation of operands is developed; restrictions on the use of this model are determined, which guarantee the construction of
symmetric two-operand SET-operations that allow permutation of operands; it is shown that a pseudo-random change in the operating
modes of the cryptographic system significantly complicates the processes of cryptanalysis of ciphergrams; modeling
of SET-operations based on duplication of single-operand two-bit SET operations is carried out; the technology for constructing two-
operand SET-operations based on duplication is applied to obtain a set of two-operand SET-operations. Methods of discrete
mathematics, Set-theory and situational management have been introduced. Achieved results. Synthesized on the basis of this model
of SET-operations allow changing the operating mode of stream cryptographic systems from symmetric to asymmetric when
permuting operands in the operation. At present, the forefront of modern world experience in cryptographic science is a low-resource
cryptographic system. Low-resource cryptography allows ensuring sufficiently stable cryptosystem performance with significant
limitations on computational, mass-dimensional, cost and energy resources of the object of interest. One of the most relevant areas of
further development of low-resource cryptography is considered to be cryptographic coding. In the process of cryptographic coding,
cryptographic coding operations are implemented. The selection of operations is carried out under the control of a pseudo-random
sequence, which is implemented by a cryptographic algorithm. Conclusions. A model for the synthesis of symmetric two-operand
SET-operations that allow permutation of operands has been developed. Restrictions on the use of this model have been determined,
which guarantee the construction of symmetric two-operand SET-operations that allow permutation of operands. The achieved results
can be useful for the construction of low-resource stream encryption systems. Pseudo-random change of the operating modes of the
cryptographic system significantly complicates the processes of cryptanalysis of ciphertexts.

Keywords: two-operand operations; cryptographic protection; low-resource cryptography; SET-encryption; SET-operations;
one-operand operations.

Introduction cryptographic information quantum) of information based

on the processing of input Ci-quanta of information.
A Ci-quantum is the minimum amount of information
that a CET operation operates on [1, 2, 6]. Depending on
the application of the CET operation, a ci-quantum can be
a bit, byte, word, or double word.

In the course of researching SET operation
architectures, it was found that the results of their
implementation depend on the results of the
implementation of single-operand SET operations on

which they are based [1, 2-5]. Therefore, a detailed
analysis of the features of using these operations in the
implementation of the simplest stream cipher algorithms,
even if they are easily disclosed, is of great importance.
This will significantly improve the efficiency of
constructing ciphers based on multi-operand SET
operations that will implement sets of various single-
operand operations and their groups.

A CET operation is an operation in cryptographic
encoding theory (CET). A CET operation is a numbered
set of elementary functions, each of which forms a
corresponding output Ci-quantum (ci-quantum from

A single-operand CET operation is a substitution
table, and its use leads to the implementation of
substitutions in the encryption process. In classical
cryptography, there are four types of substitution ciphers
[1, 4]:

- a simple substitution cipher, in which each
character of the plaintext is replaced by another character
from the substitution table during encryption;

- a homophonic substitution cipher, which differs
from a simple transposition cipher in that each character
of the plaintext can be replaced by one of several
characters during encryption [5]. Its implementation is
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associated with an increase in the number of characters
used in the ciphertext compared to the plaintext;

- a polygram substitution cipher, in which groups of
plaintext characters are replaced by groups of other
characters from the substitution table;

- a polyalphabetic substitution cipher, in which
several simple substitution ciphers are performed
sequentially, the sequence of which is determined by the
key [1].

Thus, the construction of a low-resource post-
quantum control system in swarms of unmanned
complexes and taking into account such features as:
limited operating memory, reduced computing power,
small physical area for implementation of the assembly,
low energy capabilities, real-time response with
resistance to external interference when creating a
mathematical apparatus for describing linear and
nonlinear transformations in permutation fields is a
relevant scientific and applied problem.

Therefore, the creation of modern technology for
building cryptographic systems involves the development
of a theory of cryptographic encoding of information
resources circulating in the network in near real time.
In the course of our dissertation research, we will refer to
this as CET encryption.

Analysis of the problem and existing methods

of SET operations increases, the simulation time
(required computing power) increases exponentially.
The implementation of other approaches requires
the availability of predefined symmetric two-operand
SET operations.

Identification of previously unsolved parts
of the general problem

In [1], it is shown that highly efficient stream cipher
systems can be built based on the use of SET operations
(cryptographic encoding operations). In terms of their
architecture, SET operations can be single-operand, two-
operand, and multi-operand. Several approaches have
been developed for constructing groups of symmetric
two-operand SET operations: synthesis of groups of two-
operand operations based on simulation results [3];
synthesis of groups of symmetric two-operand operations
based on permutable circuits [4]; synthesis of groups of
symmetric two-operand operations based on duplication
of single-operand two-bit operations of the base group
[5]. However, the practical implementation of these
approaches to the synthesis of symmetric two-operand
SET operations is associated with a number of
difficulties. To synthesize groups of symmetric two-
operand operations based on simulation results, it is
necessary to have simulation results, but as the bit width

Among stream ciphers based on SET operations,
symmetric stream ciphers based on symmetric single-
operand SET operations [1] are the least complex to
implement. However, their disadvantage is the
implementation of a single-operand SET operation of
only one substitution table. The use of two-operand
operations in stream ciphers provides the possibility of
pseudo-random use of several substitution tables [2]. It is
difficult to find or construct a new unknown symmetric
two-operand operation that allows the permutation of
operands for the subsequent synthesis of a group of
modified SET operations with similar properties.
Unfortunately, this problem has not been solved to date.

The purpose of this article is to construct a model
for synthesizing symmetric two-operand SET operations
that allow operand permutation and to determine the
limitations on its use in the development of low-resource
stream ciphers.

Main material

Let us consider the implementation of SET
operation modeling based on the duplication of single-
operand two-bit SET operations [1, 7-9].

When constructing two-operand operations, we will
use the group of single-operand SET operations given in
Table 1.

To construct a set of two-operand SET operations
that allow operand permutation, we will use a two-
operand SET operation [1, 9]:

X1 1
C Jy) = ® . 1
1719130 [X2:l L’l@yj @

Using the technology of constructing two-operand
SET operations based on duplication, we obtain a set of
two-operand SET operations [5, 10].
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Table 1. Discrete models of direct and inverse single-operand SET operations [1]
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To construct inverse SET operations, we use the
relationship between operations:

C.ify, =0y, =0 C/ify, =0:y, =0

C(x,y)= Cji?fyl =0; Y, =1 T)T)T)ﬁi C/ (x,y): C;,lfy1 =0; Y, =1 (2)
Cn,lfyl:l;yz:o Cr/nifylzl;yzzo
meifylzl;yz =1 Cr<11ify1:1;y2=1

The results of constructing a set of two-operand
SET operations based on operation (1) are shown in
Table 2.

In the process of analyzing the results of modeling
SET operations based on the duplication of single-
operand two-bit operations in Table 2, it was assumed
that two-operand SET operations can be synthesized by
combining single-operand SET  operations.  This
assumption is based on the fact that when using the
method of duplicating basic groups based on asymmetric
SET operations, the resulting two-operand SET
operations of the operand processing model do not
coincide. Therefore, it can be argued that two-operand
SET operations can be synthesized not only by
duplicating basic groups, but also by combining single-
operand cryptotransformation operations [1, 11-13].

In the process of creating two-operand operations, it
is possible to combine symmetric single-operand

operations, symmetric and asymmetric single-operand
operations, as well as asymmetric single-operand
operations [1].

When forming sets of two-operand operations, the
operation of processing the first operand (.) is
sequentially combined with the operations of processing
the second operand (,). Since all operations for
processing the second operand are used in the synthesis
of the set, the construction of a set of symmetric and
asymmetric two-operand operations will depend on the
first operand. Based on this, it can be assumed that when
selecting a symmetric single-operand operation for
processing the first operand, a set of symmetric two-
operand operations can be obtained [1, 14-16].

Let's build two-operand operations by combining
single-operand operations. To form a set of two-operand
operations, let's select the first single-operand SET

operation C1 (x).
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Table 2. A synthesized set of models of asymmetric two-operand two-bit double-cycle operations based on operation

duplication for the first encryption scenario [1]
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Let's place the first 4 two-operand SET operations Substituting the value of the second operand into the
based on the 4 single-operand SET operations given in model of operation (3), we obtain a tuple model of a two-
the first row of Table 1. operand SET operation [1].

™ Yol (XN
EER {ij@cl [VJ ) L(J@L/J “

e oy -
o

2

X .
Jfy, =0y, =1
_X2@1:| M =0y,
= C1,7,13,19 (x, J/) .

Coi(x,y) {:}@Dj )

[x, ®1
% },ifylzl;yzzo
L %

[x, ®1] .
Jfy, =1Ly, =1
T
the tuple model, the numbering of tuple elements By analogy, we obtain the other three tuple models

coincides with the numbering of SET operations given in of SET operations [1].

Table 1.
X y X y
1 1 1 1
C, ,kx,y)=C @C = ® =C x,y)
L7 ! [XZJ ! [yZJ {XJ [yZ ®l:l 711913

C xy)=C g @C ¢! = 1 ® yl@l =C x,y)
113V 1 Xy 13 Yo X Yo 13,19.1,7Y"

110754 0% 1 |- e e sz
119 "L x, |7 19y, | T xy ||y @1| 191371

Let us form models of inverse SET operations based
on relation (2) and find the relationship between the
obtained pairs of operations. [1, 17].

/ /. _ / :
As Cl (x) :>C1(x), C7(x):> C7 (x); Clg(x,y):> ClS(y’ X)= 013 x,y), Clg(x):> Clg(x), then, according to
expression (2), we get:

/ /
C1,7,13,19 xy) = 01’7713719 (x,y) , that means C171(x, y) = Cl,l(x’ y).

/ /
C7,1,19,13(X’ y) = C7,1,19,137 (x,y) , that means C1,7 x,y) = Cl,? x,y).

/ /
C13,19,1,7(X’ y) = C13,19,1,7(X’ y), that means C1,13 x,y) = 01713(x, y).

/ /
C19,13,7,1(X’ y) = C19713’7,1(x, y), that means C1,19 xy = C1,19 x,y).

We synthesize the following four operations based

Let's create a SET operation C, .(x,y) analogous
on the second row of Table 1. P 1.2( y) g

to the operation Cl l(x, y).
X y X Y1y
1 1 1 1792
1,2 1 X 2 Yo X Yo 1,19,13,7

) / /
Then: (Cl,19,13,7 x,y) = C1,19,13,7 x,y) = (Cl,Z x,y) = C1,2 x,y)) .
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By analogy, we will construct operations

Cl,8 (X’ y) 1 Cl714(xl y) 1 C1’17 (X’ y) =

X Yy, @1

1 @ 2

X2] [N19Y2
st ol - -
1,8 1 X2 8 y2 X2 yz@l 7,1319,1

(€71319100)= C4,13,19,1(X’ )= (Cygxy)= C{,S(X, y)) -

C x,y)=C g @®C ¢! = g @yl®y2®1 =C xy;
1,14Y7 1 Xo 14 Yo X Yo 13,7119 77"

/ /
(1371190 =Ci37119% M= (Cp 1, K Y)=Cp 1, xY).

C x,y)=C g @C ¢! = g! @yl@yZ@l =C xy;
1,20 1 Xy 20 Yo Xy yz@l 20,1,7,13Y" 77

Coo1,723%0= C/20,1,7,13(’(' )= (Cp o= C{,zo (x.¥)) -

Let's find patterns between operations based on the fourth row of Table 1.:

C1,4(X, y) 1 Cl,lO(Xl y) 1 Cl,16(X, y) 1 Cl722 (X’ y)

1,4V Lix, | 4y, ) x| |y | 113720777

/ /
(€1 13710% 0= Ch 13 710X = (€], =C] xY).
(C20,14,8,2 (xy) = C20,14,8,2 x)= Cé,u,zo,z (*x») = (Cz,lg (x,y) = Cz,lg (r,x)= Cz/,a ()5

/ /
(C7,19,1,13 (Xy) = C7'1911,13 (X, y)) = (Cl,lo (Xx Y) = Cl,lo (X: y) .

c . wyp=C | Heoc [1]-]1 e 29 Y
X,y) = = = X,y);
116 1lx, 18]y, |7 %, |9 v, 13,,19,7

/ /
(C13110,7%9=Ci31 19 706 = (C 15060 =Cp 15 YD) -

c y=C | Tec, [ o 2% ¢ )
X,y) = = = X,y);
1,22 1x, )% 22|y, )7 |x, |9 vyt |~ 19,731

/ /
(Cl9,713100=C1g 71316 N=(Cp 5o XV =C) 55 (X Y)) -

. ; ; / / / /
Let's form inverse operations Cl,S(X’ y) Cl,ll(x’ y), C1,17(X’ v), C1,23(X’y)'

S

/ /
(€119,713%¥) = Cq 19 7136 = (C g (X Y) = C 5(x.Y).-

C .,x,y)=C "1 ®C ¢! = 1 @yz =C xY);
1,11 ' 1 X2 11 y2 X2 yl@yz@]_ 7,13,1,19 ! '

/ /
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"
Y2

[z

X1
X2

Yo @1
y1®y2

i

} =Ci37291% )

/ /
(13719109 =C13 7191 = (€ 1760 =Cp 17,061))-

K
ko

X1
X2

sl

Cp oz =C; (

|

X1
X2

Yo @1
y @y, et | 1911375

i

/ /
(C101137% 0= C191137 W)= (€ 2500 =Cp 53.Y))

By analogy, we will create all other pairs of two-
operand SET operations based on the operation C1 (x).

The simulation results are shown in Table 3.
The summary results of modeling operations based
on the first operation of processing the first operand

C1 (x) (Table 3) showed that regardless of the operation

of processing the second operand, if the single-operand
operation of processing the first operand is symmetric,
then all two-operand operations built on its basis will be
symmetric [1, 18].

Let us formalize this conclusion:

€y =€ 0®C; 0 =C'xy) @

where Ci x)= Ci/ x).

Condition (4) will be satisfied if, for a symmetric
unary operation on which a set of symmetric binary
operations is based, there exists a group of symmetric
inversion operations [1]. Based on this restriction, the
correct implementation of the synthesis model (4) can be
represented as follows:

il
12

X1

oo

CI (x,y)=Cj{ )

J= clxy) ©

il
where Cl [

] operation of halting the results of the
72

X
operation C.{ 1] performance.
J X9

Since modifications of single-operand SET
operations by gammification are placed in the rows of
Table 1, only SET operations placed in rows where direct
and inverse transformations coincide correspond to
condition 5 [1].

For two-bit two-operand operations, only 4 sets of
symmetric operations can be constructed based on single-

operand operations C1 x), C7 (x), ClS(X) and C19 ).

These operations are symmetric and represent a group of
inversion operations [1]. The number of sets coincided
with the results of the computational experiment.

For three-bit two-operand SET operations, 8 sets of
symmetric operations can be constructed based on single-
operand SET operations, and for four-bit two-operand
SET operations, 16 sets of symmetric operations can be
constructed.

Research results and discussion

However, it should be noted that rearranging
operands in synthesized operations will result in the
implementation of another SET operation, which will be
asymmetric.

The research revealed that for encoding and
decoding operations, the first operand will be
information, and the second operand will be a fading
sequence. Any two-bit two-operand cryptographic
transformation operation can be represented as the
execution of one of four single-operand two-bit
operations on the first operand, depending on the value of
the two bits of the second operand.

The use of these operations in the creation of
cryptographic systems will ensure the formation of low-
resource stream cipher systems. The permutation of
operands in SET operations will allow changing the
operating mode of the cryptographic system from
symmetric to asymmetric and vice versa.
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Table 3. A synthesized set of models of two-operand two-bit operations obtained by combining single-operand two-bit cryptographic
transformation operations with the operation Cl(x) [1]
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Conclusions and prospects for further development

A model for synthesizing symmetric two-operand
SET operations that allow operand permutation has been
developed. The restrictions on the use of this model
guarantee the construction of symmetric two-operand
SET operations that allow operand permutation. The use
of this model provides the possibility of synthesizing SET
operations for building low-resource stream cipher
systems. SET operations synthesized on the basis of this
model allow changing the operating mode of stream
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MOJEJIb ITIOBYJ1OBU MHOKUHHU CUMETPUYHUX JIBOXOIIEPAH/IHUX
CET-OIEPAIIINA, IKI JOITYCKAIOTH IEPECTAHOBKY OIIEPAH/IIB

IIpeameToM IOCTiKEHHS B CTATTi € HayKOBO-METOAOJIOTIUHMI amapar nmoOynoBu Ta peamizanii CET-onepaniii kepoBaHMX
iHbopmariero. MeTa podoTu — modynoBa MoJei CHHTE3y cUMeTpuuHuX nBoxonepannuux CET-onepamiii, siki JOMyCKarOTh
MepPecTaHOBKY ONEpasiB 1 BH3HaYCHHS OOMEXEHb HA IX BHKOPHUCTAHHS IPH PO3pOOI MaJOpecypCHHX MOTOKOBHX IHUQPIB.
VY crarTi po3B’s3aHO Taki 3aBOAHHS. PO3pOOJIEHO MOIENb CHHTE3y cuMeTpuuHux nBoxonepangHux CET-omepamiif, sxi
JIOITyCKAlOTh MEPEeCTaHOBKY OIEepaHMAiB; BU3HAUEHO OOMEKEHHS Ha BHKOPHCTAHHS JAHOI MOJEN, SIKi rapaHTyOTh HOOYZOBY
cumeTpuuHHX aBoxonepaHaHux CET-omepamiid, ki JOIMYCKalOTh MEPECTAaHOBKY OINEPaHIIiB; MTOKA3aHO, IO IICEBJIOBHUIIAIKOBA
3MiHa PEXHMIB POOOTH KpHUNTOTrpadidHOl CHCTEMH CYTTEBO YCKJIAIHIOE IMPOIECH KPHUNTOaHaTi3y MmHdporpam; IpOBEIEHO
monemoBanHss CET-omepariii Ha cHOBI JyOmioBaHHS onHoomepaHaHuX aBoxpo3psnaux CET-onepamiii; 3acTocoBaHO
TexHonoriro nodynosu apoxonepangunx CET-omepamiii Ha OoCHOBI TyOJIOBaHHS ISl OTPUMAHHS MHOXHHH JIBOXOIIEPAaHIHUX
CET-onepaniii. YnpoBa/KeHO MeETOAM IMCKPETHOI MaTeMaTHKH, Teopii MHOXXHH 1 CHTyaliHHOro ympaBiiHHS. JlocsarHyTi
HACTYIHI pe3yJbTaTH. CHHTe30BaHI Ha ocHOBi naHoi mozmeni CET-omepamiif TO3BOJSIOTH 3MIiHIOBATH PEXHM pOOOTH
MTOTOKOBHX KpUNTOrpaivHUX CUCTEM 3 CHMETPHUYHOI0 Ha HECHMETPHYHHUHU IPH MEPECTaHOBIN MICISIMH OIIEpaH[iB B ONeparii.
Ha TemepemHiii wac B aBaHrapji Cy4acHOTO CBITOBOT'O IOCBiZy KpumrorpadiuHoi Hayku € MallopecypcHa Kpumrorpadidna
cucrema. ManopecypcHa kpunrorpadisi 103Boisie€ 3a0€3MEYUTH JTOCTATHBO CTiHKiI MOKa3HUKI KPUNTOCHCTEMH IPU 3HAYHOMY
00MeKeHHI 004YHCITIOBAIBHUX, MacorabapuTHUX, BAPTICHUX Ta €HEPreTHYHHUX pecypciB 00’ ekra iHTepecy. OQHUM i3 HallOnbII
aTyaJpHUM HAaNpsIMKOM IOJAJBIIOT0 PO3BUTKY MaJlopecypcHOl Kpuntorpadii BBakaeTbcs KpunTorpadidyHe KOIyBaHHS.
B mpoueci kpunrtorpadiuHOro KOAyBaHHS peali3yloTbes omepauii kpunrorpadidHoro koxyBaHHs. Bubip oneparmiit
MPOBOIUTHCS TMiJ YHPABIIiHHSAM TCEBIOBUIANKOBOI TMOCTIIOBHOCTI, $Ka peali3yeTbCs KPUITOrpadiyHUM alrOpUTMOM.
BucnoBku. Po3pobGiiena Mozmens cuHTe3y cuMmeTpuuHux apoxornepaHaHux CET-omepamiid, siki JOMYCKalOTh MEPECTaHOBKY
orepaHaiB. Bu3sHaueHi oOMexeHHsI Ha BUKOPHUCTaHHS JaHOT MOJE, sIKi rapaHTYIOTh MO0YI0BY CUMETPHIHHX JIBOXOIEPaHIHNX
CET-onepariii, ski DOMycKalOTh NEPECTaHOBKY onepaHfiB. JloCATHYTI pe3yiabTaTH MOXYTh OyTH KOPHUCHHUMHU Ul MOOYHOBH
MaJIOpECypCHUX CHCTeM mHoTokoBoro mudpysanHs. [IceBroBumankoBa 3MiHa PeXUMiB poOOTH KpunrorpadidyHoi cucTeMu
CYTTEBO YCKJIAJHIOE NPOLIECH KPUNTOAHATI3Y MUPPOrpam.

KurouoBi ciioBa: nBoxonepanHi onepaiiii; kpunrorpadiuHuii 3axuct; manopecypcHa kpunrorpadis; CET -mundpyanus;
CET-onepauii; oqHOnepanHi oneparii.
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O. CBETIIHCHKUI, I. PEBEHUYK

JOCIIIKEHHSA EGEKTUBHOCTI BIPTY AJINIBAIIMHUX PINIEHD
JIJISI PO3TOPTAHHS IM®POBUX JABIMHUKIB
Y CUCTEMAX 3 OBMEXXEHUMHU PECYPCAMMU

IIpeamerom pmociiskeHHst € 3aco0M Ta MAXOMM OO BipTyawmizamii B cepefoBHINAX 3 OOMEXEHHMH pecypcaMH, 30KpeMa
Ha OJHOIUIATHHUX KOMIT'IOTEpax, a TAKOX IX 3JaTHICTh 3a0e3nedyBaTy sIKiCHy poOoTy 1udpoBux ABiHHMKIB. MeTa cTaTTi — ONiHUTH
e(eKTUBHICTD BipTyaii3amil Uit po3ropTaHHs MU(poBHUX IBIHHKUKIB HA OAHOIUIATHUX KOMIT IOTepax i po3poONTH peKoMeHIalii om0
BITPOBA/DKEHHS BipTyasli3amil B cepeloBHIIaX 3 0OMEXEHHIMH OOUYHCITIOBAIBHUMH PecypcaMH. Y CTaTTi BU3HAUCHO TaKi 3aBIAaHHSI:
aHaji3 CydJacHHX allapaTHUX pidleHb OJHOIUIATHMX KOMIT'IOTEPIB 1 HAasBHHX TEXHOJIOTIH  BipTyamiszamii; moOymzoBa
EKCIIepUMEHTAIFHOTO CEepEeJIOBHINA ISl NMPAKTHIHOTO ITOPIBHSHHS TEXHOJIOTIH BipTyaii3amii Ha OIHOIUIATHHX KOMIT FOTEpax;
peanizarlis NPHUKIATHOTO HaBaHTXXKEHHS, IO iMiTye poOoTy nuppoBoro IBiHWKAa 3 peaTbHHMH CEHCOPHUMH ITOKAa3HHKAMM;
JOCIKEHHST e()eKTUBHOCTI MEPEXHOI B3a€MOJIi MiXK BIPTYaJIbHUMHU CEPEIOBHIIAMHU Ta XOCT-CHCTEMOIO; MOPIBHAHHS PE3yNbTaTiB
3a KIIOYOBMMHM METPHKaMH. YTPOBaJUKCHO Taki MeTomu: TexHonoril Bipryamisamii Docker, QEMU, Firecracker; mepexHuii
MOHITOpHHT. JIOCSATHYTi pe3yJbTaTH: NPOBEICHO MOPIBHAIBHUN eKkcrepuMeHT 3 BukopHctaHHsAM Docker, QEMU Ta Firecracker
Ha Ga3i Raspberry Pi 4; npoananizoBaHo JiTepaTypy Ta JOCTYIHY JOKYMEHTAI[IO 3 OKPECICHOr0 MHUTAHHS, peanizoBaHO 0a30BHil
npoToTUn LU(POBOro ABifHMKA 3 MiJg €THAHHSIM (I3MYHUX CEHCOPHHMX IIPUCTPOIB, IO 30MPAIOTHh TEJNEMETPHYHI IOKa3HUKU
B peaJbHOMY 4aci; 3a0e3MeueHO MoeTanHe aBTOMATHYHE PO3TOPTAHHS BipTYaJIbHUX CEPEIOBHI i3 IONEPEeJHBO HATAIITOBAHUMHU
KOMIIOHEHTaMH JUIsl IIBHKOTO MacliTaOyBaHHs EKCIIEPUMEHTY; MPOBEACHO BHUMIiPIOBaHHS MEPEXXHHUX 3aTPHMOK, 4acy oOpOoOJIeHHs
TOBIJIOMJIEHb Ta BHKOPHCTAHHS PECypcCiB IUIaTOpMH; BM3HAYEHO MNepeBard Ta HEJONIKM TEXHOJOrii BipTyamizamii B ymoBax
00MEKEHHX OOYMCIIOBAIBHUX PECYPCiB; OLIHEHO MPaKTHYHY MOLIBHICTH 3aCTOCYBAHHS KOXXHOIO THITYy BipTyasizalii B yMOBax
00MeKEeHHX OOUYHCIIOBANBHUX pecypciB. BucHoBkm: Docker 3aGesneuye Haimpoctilie po3ropTaHHs Ta HalGiIbIly eeKTHBHICTS,
ane Mae MeHIy i3ofsiiro, skmo mopiHioBath 3 QEMU Tta Firecracker; Firecracker nemoncTpye ontumanbHuil GanaHc
MK TPOIYKTHUBHICTIO, OE3MEKOI0 Ta CIOKHUBAHHIM PeCypciB Ha omHomUIaTHHX Kowmil rorepax; QEMU wmae HaiiOinbpiui HakiagHi
BUTpaTH, a TOMYy i HaliMeHIly e(eKTUBHICTh, BHKOPHCTAHHs JICTKOBAarOBUX TiNEpBI3OPIB € JOLUUIBHUM Yy CHCTeMaxX LU(PPOBUX
JBIHUKIB Ha IEpUQEPIHHIX TPUCTPOSIX.

KuarouoBi ciioBa: BipTyasisaiis; OHOMIIATHI KOMIT F0TepH; H(GPOBHI IBIHHUK; MepexHUiT MoHiTopuHT; Raspberry Pi.

Beryn

CBiT nudpoBUX TEXHOINOTIH nepedyBae B MOCTIHHIH
Tpancdopmarii y 3B’s13Ky 31 CTPIMKHM 3pOCTaHHSM TOTPEO
KopHcTyBauiB, [HIycTpii 4.0 Ta NOCTYOBUM INEPEXO00M
0araTbOX CEKTOpiB EKOHOMIKH IO aBTOMATH30BaHUX
pimens. BogHouac KiIacH4HI MiAXOAM 10 PO3POOICHHS Ta
MIATPUMAHHS TPOrPaMHUX CHCTEM IIOCTYIIOBO BTPAYAIOThH
cBoo edekruBHicTh. CydyacHi TPOEKTH — Li¢ MLiJTiCHI,
OaraTopiBHEBI apXiTEKTypH 3 BHCOKHM piBHEM aOCTpakiii
A i TmATpUMAaHHSA Ta YIOPaBIiHHS, IO BUMAraloTh
HOBHX IHCTPYMEHTIB [UIi MOJCTIOBAHHS, TECTYBaHHSA
Ta MacmTaOyBaHHS 3 OTJIAIY HA HAsIBHI MPOOIEMH.

Maiixke 3aBXKIH, KOJIH OCTae HUTAHHS
B MacmTa0yBaHHI, OMHUM i3 HaWKpammx pimeHb Oyme
BUKOPHCTAaHHS BipTyanizarii. Borna maBHO BHiIIIA 3a MeXi
XMapHUX IIEHTPiB 0OpoOneHHs iHpopMarii, i HUHI Bce
OiNpIIe TIPOHMKAE Ha PiBeHb MepuepiifHuX OO0YNCIICHB,
30KpeMa B TIPUCTPOi  OAHOIUIATHHX  KOMII FOTEpiB

(SBC, single board computers), manpukiax Raspberry Pi.

Bipryanizaiis mae 3Mory 3HH3UTH BapTicTh (Di3HYHOTO

oONajiHaHHs, TMIJBUIUTH THYYKICTH 1 IIBHJKICTB
pO3rOpTaHHS HOBHX BY3JIIB Ta 3a0€3MEUUTH Kpally
MacIITabOBaHICTh CHCTEM, IO € KPHUTHYHO BaKIMBUM
y IIBUAKO3MIHHOMY CEpeIOBHILI
(10T, internet of things).

Oco0bmuBoi

InTepuery peueit

aKTyalqbHOCTI HaOyBa€  KOHIICHIIiS
Digital Twin — tmdpoBoro aBifiHMKA, MO XOMOMAarae
CTBOPHTH BIpPTyalbHE YsBICHHS (i3MuHOr0 00’€KTa
YH CHCTEMH, YMOXJIMBIIOIOYHM MOJEIIOBAaHHS, aHawi3
Ta ONTHMi3amilo 0e3 yTIpy4aHHS B peaJbHHN IIPOIIEC.
Digital Twin — me BimmoBims oapas3y Ha KiJlbKa KITFOYOBHX
BHKJIMKIB Cy4acHOI IHKEHepii — BiJl 3HIKECHHS BapTOCTi
pO3pOONEHHST A0 NPUCKOPEHHS IMKIY TECTYBaHHS
Ta PO3TOPTAHHS CHCTEM.

OpmHak 3acTOCyBaHHS BipTyawdi3amii B OIHCaHiN
chepi Ha OFHOIUTATHUX KOMIT IOTepaxX 3aJHINAETHCI
MarnoBrBYeHIM. OOMEKEHHS B O0YHCITIOBAIIHHIX Pecypcax
JUT TEeSKUX 91 HABiTH OUTBIIOCTI TPOEKTIB MOXE CTATH

MIEPETIOHOI0 Y BHKOPWCTAHHI TAKUX KOMII IOTEPIB IS

© T. lerpenko, A. 3amopoxuuii, 2025
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Bipryamizamii. OmKe, aKTyalpHOIO €  TpoOiema

HCOOCTAaTHBOI'O BHBYCHHA MOXKIIHBOCTEH CTBOPCHHA

mgpoBux 1BiiiHUKIB Ha SBC i3 3acToCyBaHHSM Cy4acHHX

Ta MOTEHIIIaTy MacIITa0OBaHOCTI. .

AHaJi3 OCTaHHIX JOCJHiIKeHb i my0aikanii

OmauMu 3 OCHOBHMX (yHKIIH mpuctpoiB l0T
€ 30upaHHs, 00poOIIeHHs1, 30epiraHHs Ta nepegaya JaHUX
3 (QisuyHOrOo CBITY Yy BIPTyalbHUA. Y MacUBHHX
1 aBTOHOMHUX cepenoBuiax |0T BHHHMKaIOTH MpoOJIeMH
4yepe3 oOMexeHi pecypeu. st mofonaHHs UX npoodieM
HeoOximHa  e(peKTHBHA  apXiTeKTypa,  HAIPHUKIAJ]
BipTyastizaisi, IO JOMOMAara€ ONTHUMIi3yBaTh OOMEXKCHi
pecypcy BHACIIIOK PO3MOALTY 3aBJjaHb Ta OanaHCyBaHH:
KIJIBKOCTI ~ 00CSTiB

HaBaHTXXEHHS. 31 3pOCTaHHSAM

iHpopmalii ocoOnuBYy yBary TOTpPIOHO NPUALISATH
e(EeKTUBHOMY YIPaBIiHHIO JaHHMU: IO 1 K 30epiraTu
1l nepeaBaTy, Mo 0e3M0cepeHbO BILTMBAE HA ONTHMI3ALIIO
pecypciB y BenukoMaciitabrux cucremax 10T [1].

VY nocmimxenHi [2], NpUCBIYEHOMY BIPOBAXKEHHIO
BipTyasi3arii Ha KOMIT [oTepax,
npopeMoHCTpoBaHo, 1o Raspberry Pi 4 Model B moxe

YCHIIIHO TMpaIfoBaTH SK XOCT BipTyamizamii pazom

OIHOIINIATHHUX

i3 TexHomorito BipTyamizamii VMware ESXi 7 ma ARM,
HEe3BaXXAlO4Yd Ha OOMEXEHHsl amapaTHOi Ta MpPOrpamMHoOl
cymicHocti. Xo4a maropmMa MOCTYNAETCS TPaIULIHHIM
pimieHHsM X86 MO0 MPOAYKTHBHOCTI Ta LIBHIKOCTI
30epiraHHs, BOHA CIIOXKHBA€ BJIEB’SITEPO MEHILE SHEeprii,
o pobutk ii MpUBaOIMBOK Ui eHeproeeKTHBHUX
MPUTPAHUYHKUX CIlIeHapiiB. Pe3ynpTaTé miATBEpIKYIOTH
MOXIIUBICTh TOBHOI iHTErpamii Takoi iH(pacTpykTypu
ARMG64 y HasiBHI KOpIHOpaTHBHI CHCTeMH. [HII BueHi
B po0oTi [3] OIiHMWIN KiJIbKa OJHOIIATHMX KOMII FOTEPIB
1 MIKpOKOHTPOJIEPIB 3 OISy Ha i1’ € JHAHHS HEIOPOTUX
JATYUKIB 1 HagaHHA (YHKOIOHAJIBHOCTI. ABTOPH
po3mupi 0OMEXEeHi MPHUCTPOI 30BHIMIHIMU MOZYIISIMU
Ta ajanTepaMH UI1 CTaHIAPTU3AL[i eKCIIEPUMEHTAIBHOIO
cepemoBHINa. Pe3ynbTaTH  NPOIEMOHCTPYBAJM,  LIO
wtatopmu Raspberry Pi 4 ta AN 33 BLE marots kpamry
MATPUMKY CITITPHOTH, X04a ¥ He HAWIIUPIIN eNeKTPOHHI
MOXXIHBOCTI. He3BaXkaroun Ha BHCOKE €HEpProCIOKHUBAaHHS
mwiat SBC, e KOMIIEHCYEThCS OLIBIIOK I1HTETPaIli€to
(YHKIIOHATBHOCTI, [0 POOWTH iX NPUIATHUMH IS
rayuknx pimenb 10T. Xowa Raspberry Pi 4B me €
HAUMOTY)XHIIIAM OIHOIUIATHAM KOMIT FOTepOM Ha 0a3i
ARM, mocTymHUM Ha PHUHKY, BiH BUSBHBCS HAIIIHOIO

Ta cTabiIbHOI0 MIAaTHOPMOI0, OCOOINBO y BUKOPHUCTAHHI

3 rinepsizopom KVM (kernel-based virtual machine).
e Oyno mocmimkeHo B cTatTi [4], 16 OJUH 13 KIIFOYOBHUX
BUCHOBKIB TOJISITa€ B TOMY, W0 oOwaBi miatdopmu
3/1aTHI 3aIlyCcKaTH BipTyaJibHI MAallMHU i MaTd BUCOKY
nparne3laTHICTh 3aB/AsKU 3acTocyBanHio KVM.

ABTopu mpari [5] TEpeKOHYIOTh, IO CYYacHi
OJIHOIUTATHI KOMIT'IOTEPH JIOCUTh IPOAYKTUBHI ISt
3aITyCKy TUTIOBUX POOOYMX HaBaHTa)KEHb. 3aBJISIKU CBOIH
HU3BKIM BapToCTi Ta eHeproeeKTUBHOCTI KIIACTEPH
OJTHOTUTATHUX KOMIT TOTEPIB CTAalOTh PEaIbHIM IHCTPYMEHTOM
Jutsl iepudepiitHnX 00YnCIIeHb, 30KpeMa pillleHHs Ha 06a3i
Raspberry Pi
KOMIIAaKTHI Ta MacmraboBaHi CHCTeMH, SIKI MOXKHA

JIAI0Th  3MOTY CTBOPIOBATH HEIOPOTi,

PO3rOPTATH 1032 TPATUIINHUMHE IICHTPaMU OOpOOJICHHS
iH(popMarlii. ABTOpY JOCHTIIXKCHHS [6] BUKOPHCTOBYBAIH
Docker Swarm Ha oHOIUIATHHX KOMIT FOTEpax y KiaacTepax
1 nifmmm BUCHOBKIB, mo SBC 3a0e3neuyroTh epeKkTHBHY
wiaTgopMy Ui TepBHHHOTO 0OpoOieHHs iH(opmarii
3 METOI0 MiHiMi3amii 00cAry TaHux, mo OyayTh HaJicnaHi
JIO XMapH 4YM HIINX CEePBEPIB.

[Momo motentiiinoi edexruHocti MQTT Ha SBC
Oynmo mpoBeseHO JocHikeHHS [7], 'y  sIKOMY
3a JIOIOMOI0K0 PO3pPO0JIEHOI CHCTEMHU MOHITOPUHTY JUIS
cepeepa MQTT Ha 6a3i Opokepa Mosquitto 6ymo
MPOaHAII30BaHO IPOAYKTHUBHICT 1 XapaKTepPUCTHUKU
komyHikarii MQTT. Cucrema MicTHiIa TP KOMIOHEHTH:
reHepaTop HaBaHTaxkeHHs 3 11 Raspberry Pi, mporpama
JUIs  MOHITOPDHHTY Ha cepBepi Ta BeONaHenb Juis
Bigyamizamii iHpopMmarii B peansHoMy Yaci. ExcriepumeHti
MiATBEPAWIN CTa0iIbHY POOOTY CHUCTEMH, IO CBIAYHUTH
Raspberry  Pi

B CEpeIOBHUINAX 13 BUCOKMM HaBaHTakeHHsM 1o MQTT.

Npo  JIOUUIBHICTh ~ BUKOPUCTAHHS
I'pyna BueHHMX y Mexkax JociipkeHHs [8] moBena, mIo
nporotunt Ha 6asi Raspberry Pi 3 moxe peamicTHaHO
BUKOHYBaTH CKJIaJHi pOOOYl HAaBaHTAXKEHHS MeEpexi
3 00pobnenHs iH(opMmarii 3 KUTPKOX [JaTYHKIB,
inrerpyrouncek i3 NMAP, MQTT, InfluxDB Ta MariaDB.
Cucrema TIPONEMOHCTpyBala HH3bKY 3aTpUMKY Ha
00poOJIeHHS TOKa3HUKIB 1 3arampHUi Biaryk. Lle €
TIO3UTHBHUM PE3yJIbTATOM Il BUKOPUCTAHHS OTHOIUIATHHX
KOMIT IOTepiB Y KOHTEKCTi II(PPOBOro IBIHHHUKA.

Y HacTymHOMY NTOCTiDKeHHI [9] yBary 3ocepemkeHO
Ha 3aCTOCYyBaHHI NU(POBUX MABIMHWKIB B yIpaBIiHHI
CITBCBKOTOCIIOIAPCHKAME BOIHUMHU pECypcaMH, IO €
SICKpaBUM TIPUKIAZOM HEOOXiTHOCTI PO3BHUTKY HAIPIMY
rpaHuYHUX oOuKcieHb. Bukopucranus SBC € kopucHuM
HE TUTBKH B PO3NOALUTEHHX iHPPACTPYKTYypax I CKIIAJTHIX
EHEeproeeKTUBHUX PIMIeHb Y CIIThCHKOrOCIIOAaPCHKOMY
CeKTOopi,

a ¥ y IIUpIIOMY KOHTEKCTI TpaHUIHHX
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obuucnens. OkpiM mporo, kidepdizuuni cucremu (CPS,
cyber-physical systems) Takox OTPHUMYIOTH IepeBaru
BiJl 3acrocyBaHHS IM(poBOro nBiiiHWKa. BimnosimHo
no nocmimkeHHs [10] mudpori ABIHHUKA BiIirparoTh
KJIIOUOBY DPOJIb Y pO3BUTKY I[Hayctpii 4.0, moeanyoun
uudpoBuii Ta GpisMuHMI CBiTH, 3a0€3MeUyIOYH JUHAMIYHE
MOJICITIOBAHHS Ta IHTerpamito iHdopMalli peaaTbHOro
cBiTy. Lle poOUTH TEXHOJIOTII0 HAJ3BUYAHHO aKTyaIbHIM
cucTeM CPS

IHCTPYMEHTOM JUIS Cy4JacHHUX

y IPOMHUCIIOBOCTI, MEIUIIMHI Ta MiCbKOMY TUIAaHYBaHHi].

MeTta poboTH i 3aBIaHHS

3 moJaHoOro BHIIE aHaji3y MOXKHA BU3HAYHMTH, 110
BUKOPHCTaHHS BipTyalizallii Ha OHOIUIATHUX KOMIT I0Tepax
JOCITI/DKEHO, ayie OLIBLIICTh aBTOPIB  30CEPEIKYIOTh
yBary Ha OKPEMHX acleKTaX, TaKHX SK 3alyCK OJHi€i
BIpTyaJIbHOI MAlllMHH, 3arajbHEe €HEpProcrnoXUBaHHI a0o
0a30Ba MPOIYKTUBHICTh. SIK MpaBmiio, y MojiaHuX podoTax
HE PpO3IJISNAEThcsd IMOBHE "NMPUKIAIHE HaBaHTAXKEHHA'",
IO BIAMOBiJaN0 O peaJbHOMY BUKOPUCTAHHIO IH(PPOBOrO
NBIAHKMKA 3 TIOTOKaMU iH(pOpMaIlii, B3aEMOJIIEI0 JATYHKIB,

MOJICTIFOBAHHSIM, 3allyCKOM JICKUIBKOX  BIpTyaJbHUX
MAIlIMH Ha OJ(HIN 1IaTdhopMi.

KpiMm TOro, edexkr mocTylmoBOro 3HIKECHHS
edexkruBHocti poborn SBC 3anmexxHo Bij 3amycky

JOJaTKOBUX BIPTYaJbHHX MALIMH 3aJIUIIAETHCS 3HAYHOIO
Miporo HeBuBYeHUM. Lle € kpuTnyHuM akropom y pasi,
KO OAuMH (I3UYHMN TPUCTPId  Mae
rdpoBux
MPAIfOBATH B 0araTOKOMITOHEHTHIH CHCTEMI.

eMYJIIOBATH
OJHOYACHO  JEKUIbKA IBIMHMUKIB  abo

V 3B’43Ky 3 MM BHHHKA€E MOTPeda B KOMIUICKCHOMY
JOCII/DKeHHI, Y MeXaX SKOro HEOOXIiJHO He JHIIe
BUBYHUTH TEXHIYHY MOXJIHMBICTh 3aIlyCKy BIpPTyaJbHHX
MallliH Ha OJHOIUIATHUX KOMII'IOTEpax, a ¥ OLIHUTH
iX e(eKTHUBHICTP B yMOBaxX HABaHTAXXEHb, HAOIIDKEHHX
710 peaJIbHUX.

Mera fgocipKeHHs — aHalli3 eeKTHBHOCTI CTBOPEHHS
nUQpoBUX MBIHHKUKIB HAa OJHOIUIATHHX KOMIT'IOTEpax i3
BHUKOPHCTAHHSAM BipTyami3alii, a Takox (hOpMyTIOBaHHS
peKoMeHAamiif MO0 MAOIIBFHOIO BIPOBADKEHHS IIi€l
TEXHOJIOTI1 B yMOBaX 0OMEXEHUX PECYPCIB.

OtKe, U1 TOCATHEHHS METH HEOOX1OHO BHMKOHATH
TakKl 3aBIaHHA:

— TMpoaHaNi3yBaTH CYy4YacHi amapaTHi

moao

pimeHHs

OIHOIUIATHUX KOMII FOTEpiB M ATPAMKHI
TEXHOJIOTi# BipTyai3arii,

— PpO3TISHYTH Ta TIOPIBHATH HAasgBHI TEXHOJIOTI]
BipTyasmizanii,

3BCPTAOYM  yBAr'y Ha ix BHUMOI'H,

CYMICHICTb 1 IPOAYKTHUBHICTB;

— JIOCHIUTH HasBHI CEPEJOBHINA BHKOHAHH,
npuaaTHI A BipTyamizanii Ha SBC;

— BHU3HAYMUTH KpUTEpii OLIHIOBaHHS €PEKTUBHOCTI
BipTyaunizanii norped uudpoBUX JBIHHUKIB;

— cdopMmymoBaTH ¥ peani3yBaTH IPHKIAIHE
HABAHTAXKCHHA, M0 IMITyBaTUME pPOOOTY IHU(PPOBOTO
JIBITHMKA B TUTIOBOMY CIIEHApIT;

— CTBOPHUTH E€KCIIEPUMEHTANIBHY CHCTEMY, SIKa J1acTh
3MOTy BHUMIpIOBaTH IIPOAYKTUBHICTH 31  3MiHHOIO
KIJIBKICTIO BIPTYaJIbHUX MalllUH;

— PpO3poOUTH peKOMEeHAalil MION0 ONTHMAaJIbHOTO
BIpoBa/pKeHHsT Bipryamizaumii Ha SBC y KOHTeKcTi

CTBOpEHHS IU(PPOBOTO JBIHHHUKA.

Martepianu it MmeToaun

AHnaniz anapammnozo 3ade3neuenns

Ha puHKy iCHye YMMalo OJHOIUIATHHX KOMIT IOTEpIB
i3 pI3HMMH XapaKTEepUCTHKaMHU Ta Npu3HadeHHsM. Came
TOMY OCOOJMBY yBary HEOOXiZHO NPUAIIUTH BHOOpPY
raTGopmu, moO BU3HAYUTH HAHOLIBII ePEKTUBHY IS
3aBJaHHs. BoHa Maec BIiINOBIZaTH HM3LI BHMOI: JOCTATHIi
o0car omepaTHBHOI MaMm’sTi, MIATPUMKA arapaTHOl
Bipryamsamii, Hanpukiag ARM Virtualization Extensions,
PO3IIMPEH] MOXJIMBOCTI BBEICHHS-BUBEICHHS Ta HU3bKE
EHEeProCroKMUBaHHS. PO3IJIIHEMO OCHOBHI Cy4acHi PillICHHSL.

Raspberry Pi 4 Model B [11]

HANMOMYJSIPHIIINX TUIAT(OPM OIHOILUIATHUX KOMIT FOTEpIB.

€ opHiclo 3

Bona mae worupusinepuuii nponecop, Bapiauii 10 8 I'b
omepatuBHOI mam’sti, miarpumky USB 3.0, Gigabit
Ethernet, microSD a6o USB SSD must 36epiranss
iHpopMarii. 3aBsIKH BHCOKIH MOMYJISIPHOCTI
Ta JIOCTYITHOCTI, HasIBHOCTI Oe3:iui roroBux odpaszis OC
Ta miaTpuMii 64-0iTHOI apXiTeKTypH Lisi MOJENb CTala
(haKTHYHUM CTaHIAPTOM JJIsl €KCIIEPUMEHTIB.

Raspberry Pi 5 [12] — mactynHa iTepartis B i
Raspberry Pi, mae Bapiamii mo 16 I'b omepatuBHOI
nam’siti, miarpumky PCle 2.0. s mopmens 3abe3mnedye
MOTEHIIHHY TNPONYKTUBHICTh yIBiWi Ta Oiiplme pasiB
Bumly, Hik Pi 4 B peanbHHX 3aBIaHHAX, 30KpeMa
y Bipryamzamii. 3 mepmoro monmigy e poOuTh ii
Habarato MpPUBAOIMBIMIO IS CHEHApIiB JOCIIIKEHHS
Digital Twin, ocobmuBo KONW Ha OIHOMY IPHUCTPOL
IUIAHYETBCSA 3aIyCKaTH KiJIbKa BIPTYAIPHHX MAIIUH.
OnHak ekl  TeXHIYHI

BaXJIMBO 3BaXaTHu Ha

0COONMBOCTi, HANPHKIAA HEOOXiTHICTH AaKTUBHOTO
oxomomkenns. Ilpomecop Pi 5 mae 6impmr BHCOKY
TeroBy mpoektHy motyxHicts (TDP, thermal design
power), i 6e3 BeHTHIsATOpa abO BEIMKOrO pajiaTropa BiH

nounHae Tpotiitu (throttle) HasiTe B yMoBax cepeqHbOro
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HaBaHTaxeHHA. Omxke, g crabimbHOI poboTH B
3aBJIAHHSX BipTyaJli3allii OXOIOIKEHHS € HEe PEKOMEH/IAIIELO,
a Bumoror. Kpim mporo, HaBiTh sikmo Raspberry Pi 5
BXKe JIeKiJIbKa POKiB Ha pUHKY, Raspberry Pi 4 mae Ginbimn
CTaOlIbHY €KOCHCTEMY, OCKUIBKM BOHA IiJTPHMYETHCS
3 2019 poky. 3BuuaiiHO, 31 301JIBIICHOI MOTYXHICTIO
BHCYBAIOThCS i MiJIBUICHI BUMOTH 10 XKuBNeHHA. Pi 4 €
OibIl  eHeproe()eKTUBHUM, OCKUIBKH BHUKOPHCTOBYE
6710k *xkuBieHHs SB/3 A mopiensHo 3 SB/SA y Pi 5.

Radxa Rock 5B [13] — moTyxHuil OmHOMIATHUIL
KOMI'IOTep Ha 0a3i BOCBMHAAEPHOrO Ipolecopa, LIo
miatpumye 1o 32 I'b  omepatuBHOI mam’sTi, Mae
BOynoBanuit eMMC, cror g NVMe SSD, HDMI 2.1.
Orxe, Rock 5B € BUCOKOTIPOIYKTHBHOIO aIbTePHATHBOIO
minidmi Raspberry Pi nns 3amane LI, Bipryaumizarii,
00poOusieHHss Mezia, abo HaBiTh irop, aje IliHA 3HAYHO

BUIIIA 32 1HIII BapiaHTH.

Taomnus 1. Xapakmepucmuxu 0OHORIAMHUX KOMN TOMepié

Libre Computer Board AML-S905X-CC [14] -
Oro/DKeTHa allbTEpPHATHBA 3 MEHIIUMH MOXIJIUBOCTSIMH.
Mae dortupusinepuuit nponecop, 2 I'b  onepatuBHOi
naM’siTi, € JIEHIEBIIMM BapiaHTOM, SIKIIO MOPiBHIOBATH
3 Pi 4 ta Pi 5, ane BipTyamizaiissi TyT MOXJIUBA JIHIIIE
B 0a30BOMY BHTJISIII.

Orange Pi 5 [15] — Oigbmr MOTY)KHHM aHAJIOr
Raspberry Pi 5, ame Binm inmoro BupoOHuka. HasiBHa
miarpumka 10 16 I'b oneparusnoi nmam’sari, eMMC, M.2
NVMe SSD 3 BoceMmusiepauM mporecopom. 1ro Mosens
MOXHa €(EeKTHBHO BHKOPHCTOBYBAaTH B IepU(epiiHHuX
HiATpUMYE — BipTyauizalito
Ha amapaTHoMy piBHi. Orange Pi 5 mae 3Ha4HO BHILY
uiny, HiK Raspberry Pi, i
MOXJIMBOCTSIMU Habmmkena 1o Radxa Rock 5B.

MPOEKTaX, 00  TaKOX
3a  OOYHCITIOBAILHUMU

INopiBHSHHS TOTEHIIHHUX MIAT(OPM I IPOBEICHHS
eKCIIEPUMEHTY 1OoJIaHo B TaoI. 1.

OneparuBHa Hixrpumia OpieHToBHA
IInargopma IIpouecop naly)w’an, anapaTrHoi Kusiennss | Oxono1KeHHs P ina
BipTyanizamii !

MaCUBHE,

Raspberry Pi 4 Model B 4 anpa no 8 I'b, LPDDR4 TaK 5VI3A OINIIIOHAIEHO $35-75
aKTUBHE

Raspberry Pi 5 4 spa ﬁ‘;é%gﬁk TaK 5V/5A ;’E;’EB’;KOBO $50-120

Radxa Rock 5B 8 smep ﬁ%é%)gj.’)( TaK 5V/5A ;’E;’;B’;KOBO $130-270

Orange Pi 5 8 sep ﬁ%é?)gik TaK 5VI4A | PKOMEWIONNO | gg5 13

Libre AML -S905X-CC 4 snpa 1o 2 T'b, DDR3 Hi 5V/I2A MacuBHE $20-30

VYHacnigok ananizy miarpopm oOpaHO MOJETb
Raspberry Pi 4 Model B 3 4 I'b omepatuBHOI mam’sTi.
Leit BuOIp 3ymoBieHHH HH3KOKO (akropiB. Mogenb
3 4 I'b onepatuBHOI mam’siTi 3a0e3nedye JTOCTATHBO
pecypciB U 3aMyCKy KUTBKOX BipTYaTi30BaHHX CEPEIOBHILI,
30epiraroun BOgHOYAC MOMipHY BapTicTh. OKpiM LBOTO,
I MOZAENh MocTymHa Ha puHKY 3 2019 poky, mo mamo
3MOT'y pO3pOOHHKaM JOCSTTH CTaOLTBHOTO CEepeIOBHIIA
MITPUMKH SK Yy CIIJIBHOTI KOPHCTYBadiB, Tak i cepen
IUCTpUOYTUBIB OIEpaIifHUX CHCTEM, JpaiBepiB Ta
iHcTpyMeHTIB BipTyamisamii. Ha Bimminy Bim Raspberry
Pi 5, uerBepra Momens MOXe TIPAIIOBATH TPUBAIHMI dYac
HaBiTh 332 YMOBH TIACHBHOTO OXOJNOMKEHHS. | xoua Pi 4
moctymaerbest Pi 5 3a 00UYMCITIOBAIBHOIO MOTYKHICTIO,
y 3aBJaHHSIX, JIe¢ OCHOBHE HABaHTAKCHHS — MEPSKHUI
00MiH, 30epiraHHs iHpOpMAIii, B3a€MOMIS 3 JaTYHKAMU,
TPOMYKTUBHICTH Pi 4 3anumaersest GLTBIT HiXK JIOCTATHBOIO,
a 3aBIJKM CBOIM HU3BKIH BapTOCTI Ta IMIMPOKIH
nocrymaocti Pi 4 jmormomarae Jierko MacimtabyBaTi

eKCIIEPUMEHTH a00 pPO3ropTaTH aHAJOTiYHI CHUCTEMHU
B IHILIUX CEPEIOBHUIIAX.

Ananiz cepedosuny 6UKOHAHHA
014 Gipmyanizoeanux cucmem
Y KOHTEKCTI CTBOpeHHS HHU(POBHUX [BIMHUKIB Ha
6a3i Raspberry Pi ta BuBueHHs BipTyaizarlii KIFOUOBAM
MOMEHTOM € BHOIp BIAMOBITHOTO BipTyaTi30BaHOTO
CEPEIOBHINA, III0 CAMOCTIMHO 3aIlyCKaTHMETBhCS BCEPEIHHI
BIpTYallbHIX MAIIWH 9 KOHTeHHepiB. OCHOBHI BUMOTH
JI0 TAKOT'O CepeIOBHUILA:
— MiHIMalTbHE CIIO)KMBAHHS PECYPCIB;
— MOXJIMBICTD aBTOMATH3allil Ta HANAIITYBaHHS 0e3
rpadigHOro iHTepdEHCY;
— HasBHICTP MEPSKHUX IHCTPYMEHTIB 1 0a30BHX
cepsicis, 30kpema MQTT, Node-RED rorto;
— cyMicHicTs i3 apxiTekryporo ARM.
OTxe, MaeMO KpuUTepil moa0 BHOOPY HAWKPAIIOro
CepelIOBHINA JUIS BipTyalli30BaHUX CHCTEM.
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Windows
JUIA TOMaImHiX koM 'torepiB Ha SBC He € BHTIIHOIO

3ayBaxuM0O, 10 BHKOPHUCTOBYBATH
AIbTEPHATHBOIO 3 TOrIsIAy edexkTtuBHOCTI. | Xoua icHye
Windows 10/11 loT Core mms ARM, 1ie Bce X Taku
IyXe oOMeKeHa
Ta He

Bepcist 31 CBOEHO  crHenudikoro

HAUMPO30PIMIO  MiITPUMKOK  TEXHOJOTIH
BipTyamizauii. EMyssimist % cepemoBwuia, 1o 3amycTuio 0
JTUCTPUOYTUBH,  POOUTH

HpOJ_'[yKTI/IBHOCTi HJ'IaT(i)OpMI/I HCMOXJIIUBUM.

NpPaKTHYHE  TECTYBaHHS
MacOS — me 3akpura miatdopma, MO 3a MEKAMHU
obirtiiiHoro obnagHanus Biz Apple He miaTpUMYE KOTHUX
Bepciii ARM Ta TexHIYHO HEMOXJIMBA UIS JIETAIILHOTO
BUKOPHMCTAaHHS 4M AOCTikeHs Ha Raspberry Pi. Orxke,
€IUHOK0 AaJbTCPHATHUBOIO, [0 MOXHA PAI[iOHATHHO
PO3IJISIATH, € 3aCTOCYBaHHS QUCTpUOyTHBiB Linux.

Posristaemo JesiKi JOCTYIIHI BapiaHTH
BipTyasizoBaHoro cepenoBuima Ha ARM.

Debian — knacuunuii Bubip auctpubytusy Linux.
Bin crabinpHui, 3 0araTor MiATPUMKOI apXiTEKTYpU
ARM, mae uu He HaHOUIBIIMIT PEMO3MTOPIH TAaKeTiB,
ane 3aliMae 0OaraTo Micld Ha JAUCKY MIDK iHIIHX
TUCTpUOYTURIB. 3arajibHe BUKOPHCTaHHS — CHCTEMH,
Jie Ba)XIUBI CTAaOUIBHICT 1 CTaHAAPTHU3ALlis, 110 MOXYTh
€001 103BOJIUTH TAKUi 00CAT TUCTPUOYTHUBY.

Ubuntu Server — moxigHuii AUCTPUOYTHB Bix
Debian, mo Takoxx Mae akTHBHY CIUIBHOTY, HAAMIpHY
JOKyMeHTalio Ta odiuiiiny miarpumky ARM, mpore,
Ha Bigminy Bim Debian, wmictute 6Gimbury KimbKicTh
3a1a4, M0 MPAaloTh Ha (OHI, Ta MOTpedye OLIbII
NOTYXKHY IUIaTGOpMY, IO HE IO3UTHBHO BIUIMBATHME
Ha e(heKTUBHICTh pOOOTH BipTyasli30BaHUX CEPEOBUILL.

Arch Linux ARM — 3Ha4HO JIeTKMil 1 THYYKHH,
Ha BIJIMIHY BiJ| IONEPEHIX AUCTPUOYTHBIB, alle BUMArae
YUMaj0 dYacy Ha HaJAIITyBaHHA Ta Ma€ HENOMIK
3 HecTaOlIpHICTIO 0a3M TMAakeTiB, a I MOXeE
Iy)Ke HETaTHBHO IIO3HAYUTUCA Ha aBTOMATHU30BAHOMY
pO3TOPTaHHI BipTyaJbHAX MAIIHH.

Alpine Linux — guctpuOyTHB, 110 BiAPI3HAETHCS Bif
IHIIUX BKpail MaluM po3MipoM o0pasy, IyXKe HHU3BKIM
CIIOXKMBAHHSAM OIEPATUBHOI TaM’ATi Ta CTaOUIHHOIO
miaTpuMKoro apxitektypu ARM64. Bin He Mae HeJOMiKiB
3 aBTOMAaTM30BaHMM pO3ropTaHHsM, sk Arch Linux,
1 Mae CYITEBHHA pEMO3UTOPi MakeTiB, IO pPOOHUTH
TyKe
npoctuM. Lleit mucTpuOyTHB € HAROUTBII ITiAXOXKUI

HaJlarOJDKEHHS  NMPaKTHYHOTO  HaBaHTa)KEHHS
BapiaHT IS 3aBAaHb JTOCIIIKSHHSI.

3aBmsky OKpecieHnM xapakrepuctukam Alpine Linux
o0paHHii SK OCHOBHE

CepelOBUIIE BUKOHAHHS ¥

BipTyaJ'IiBOBaHI/IX CHUCTEMAX, 110 Ja€ 3MOr'y 30CEpCaANTUCH

Ha apxiTekTypi IudpoBoro ABIHHWKA, HE BUTpAaYarOul
pecypciB Ha HeNoOTpiOHY 1HGPACTPYKTYPY.

Ananiz mexuonocii ¢ipmyanizayii

Bubip TtexHomorii BipTyamizamii — omuH i3
HaWBa)KJIMBIIINX aCTEKTiB y JOCIIDKEHHI MPOXYyKTHBHOCTI
Bipryamizauii Ha SBC. BiH BH3Hauae, HaCKUIBKH

e(eKTHBHO MOXHA pealli3yBaTH 130Jb0BaHI CEpeOBHUINA
JUISL MOZICITIOBAHHSI, aHANI3y i TecTyBaHHA cucTeM. OnHaK
SBC ueit
oOMexeHHsIMU anapartHoi apxitektypu ARMG64, necrauero

Ha Miatdopmax BUOIp  yCKJIaJHEHHH
pecypciB, a TaKOX YaCTKOBOIO a0 €KCIIEpUMEHTAIBHOIO
MiATPUMKOIO ICIKUX 1HCTPYMEHTIB.

Docker [16]
Raspberry Pi, mocizae ocobiuBe Miciie 3aBASKHA CBOIM

Ha miatdpopmax ARM, 3o0kpema
JIETKOCTI, IIBUJIKOMY 3aIyCKy KOHTEHHEpIB Ta BiJHOCHIM
MPOCTOTI BHKOpHCTaHHS. Ll TeXHoOJOris He CTBOpPIOE
HOBHOLIHHUX BipTyaJbHUX MaIlIMH, a 3aMIiCTh IbOTO
3acTOCOBYE Tak 3BaHi KoHTeWHepu (Docker containers),
y 1BpOMY pasi
Ha piBHI szapa. lle o3Havyae BHCOKY NPOAYKTHUBHICThH

NPOIECH KOPUCTyBaya TOIUISIOTHCS

Ta HU3bKE CIIOKHMBaHHA NaM’sTi, ajle 3HWKEHUH piBEHb
130JISILIHT, 110 CIIPUYMHSIE MOTEHLIIHHI MPOOIeMH 3 OE3MEKO0.

QEMU pnae 3mory cTBOproBaTH I 3alycKaTH
MOBHOIIHHI BIpTyaJbHI MAIIWHM, UIO € I130JbOBAHUMHU
orneparifHIMyA CHCTEMaMH, SKi MaloTh BIIACHE SAPO
Ta auck. EmynsaTop Mae Biakputy konoBy 0a3sy, 1o Jae
3MOry J0JaBaTH, pelaryBaTH Ta BUIIy4aTH (DyHKIiOHAI
3a mobaxkaHHsIM KopucTyBada [17]. V pasi, konu xocrt-
cucrema (host system) miaTpumye amapatHy BipTyaTi3allito,
KVM nonomarae 3naqno npuckoputn QEMU Bracmigok
BHUKOpHCTaHHs rimeprizopa (hypervisor) wa piBHi simpa.
VY mnoennanni 3 KVM BipTyaibHI MalllMHM MOTEHIIIHO
MOXYTh MaiDke He BIJPI3HATHCS BijJl peajbHUX MAIlUH
13 BUJIIJICHUM arapaTHUM 3a0e31eYeHHSIM.

Firecracker [18] — rimepBizop, 1110 CTBOPIOE TaK 3BaHi
MiKkpoBipTyabHi Mammad (Micro VM). Bid po3pobieHuii
3 ormsamy Ha OescepBepHi obumcienHs (Serverless
computing) Ta 3abesneuye HAI3BUYAHHO IMIBMAKHN 3aITyCK
13 MiHIMaJTFHIM BUKOPHCTAHHIM pecypciB. Xoua MiITprMKa
ARM64 B Firecracker mokum He Tak pPO3BHHEHA, SIK
x86_64, BoHa BXKE Ja€ 3MOry CTBOPIOBATU 130JbOBaHI
CEepe/IOBHUINA, IO MOXYTh 3aIyCKAaTHCS YK€ LIBUJKO.
Le pobuth ii MEepCHEKTHBHOI AalbTEPHATHBOIO JUTS
CHCTeM, sIKi OTpeOyIOTh MacIITaOyBaHHS B pEalbHOMY
yaci, HampuKiIaa Uil OOpoOJeHHS IMOMiH IAaTYMKIB Ha
BEJIHMKIH KUTBKOCTI TTapaNenbHIX TU(PPOBHUX JBIHHUKIB.

KpiM onmcanwx BuWIlE TEXHOJOTIH, iCHYIOTH iHIII,
II0 3 MEBHUX MPUYMH MEHII eeKTHBHI I BUKOPUCTAHHS
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Ha Raspberry Pi. Hanpuknan, KubeVirt 3amyckae
BipTyalbHi ~MallMHH B  cepenoumi  Kubernetes,
ane motpebye ckmaanoi iH(pactpykrypu. KubeVirt

OpIEHTYETHCS CcaM€ Ha XMapHi OOdYMCIIeHHs. Xen —
BiJTHOCHO JIETKHMH TilepBi30p — aKTMBHO 3aCTOCOBYBABCS
BOy/OByBalics B

B CUCTEMaAX, 1o MUHYJIOMY,

ale Temep MEHII TONMpeHHH Ha miaTdopmax
3 apxitektypoto ARM64.

Tomy BubOip Texnonorii Biptyamizauii s Digital
Twin wa SBC

MIPOYKTUBHICTIO,

3aJeKHUTh B KOMIPOMICY MiX

130JIS111€10, MIBUAKICTIO  3aIyCKy,
cyMicHicTIO Ta MacinTaboBanicTio. Docker Hamae nerke
KOHTelHepHe cepenopuie, tomi sk QEMU 3 KVM
3abe3meuye MOBHY BipTyamizamito. Firecracker, Ttakox
3 BukopucranHsiM KVM, He3Baxawouum Ha CBOIO
ekcriepuMeHTaNbHicTh Ha ARMG64, BiKpHBa€e MepCrieKTHBY
MIKPOBIPTYaJIbHOI apXiTeKTypH I IU(PPOBUX JBIHHHKIB.
Pa3oMm 1i iHCTPYMEHTH HalOTh 3MOry 00paTu pillleHHs
BIJIMIOBIZTHO O KOHKPETHOrO 3aBIAHHs, M0 CTaHe

NpeaAMETOM MOAAJIbIINX HOCJ’Ii}])KeHI).

Ananiz ecpexmusnocmi gipmyanizayii

Amnani3z piBHS €(EKTHBHOCTI PI3HMX TEXHOJOTiH
Bipryamizamii Ha Raspberry Pi, mo € oGuucmoBaibHO
00MEXEHOI0 TIATPOPMOI0, BUMArae BUKOPUCTAHHS HiTKO
BU3HAYEHHUX 1 BIATBOPIOBAHMX METPHUK I OTPUMAaHHA
TOYHHMX EKCHEPUMEHTAJbHUX MMOKA3HHKIB. Y JOCIIIKEeHHI
0o0paHO HHU3KY KIIOYOBHX KpHUTEpiiB, M0 [al0Th
3MOry KUIBKICHO OIIIHUTH SIK TPOAYKTHBHICTH CaMoi
BIpTyasli30BaHOI CHCTEMH, TaK 1 CTYMiHb HABAHTAXKECHHSI
Ha arapaTHe 3a0e3Ie4eHHsI.

Yac 3amycky (startup time) — e mepiox Bix 3amycky
iHiIiami3amii BIpTYaJbHOTO CEpElOBHINA 0 ITOBHOI
Ppo060U0i TOTOBHOCTI, 110 Mepeadayace 3amyck omnepariitHol
CHCTEMH, CIYXO yCepeauHi BipTyaJbHOIO CEepeOBHIIA,
BHUKITUK KOPHUCTYBAaIlbKUX CKpumTiB. llelt kpurepiii €
KPUTHYHO Ba)KJIMBUM, KOJHM BIpTyaJIbHI CepelOBHIIA
MAalOTh 3aIMyCKAaTUCS AWHAMIYHO, HANPHUKIAM, Y IpoIeci
MacmtabyBaHHA a00 y BIiAMOBiAP HAa 30BHIIIHI IOl
VY pasi nudpoBoro ABIMHHKA 1€ AACTh 3MOTY MHUTTEBO
J0aBaTH HOBi CEHCOPH YM X TPYNH, HE MOTEPIAroyH
BiJI TPHBAJIOTO 3aITyCKY CEPEIOBHIIA.

BukopucranHs omnepaTHBHOI Tam’sTi — CTYIiHBb
3aCTOCYBaHHS ONEPATHBHOI TaM’ATi  XOCT-CHCTEMH
BipTyaJlbHUMH CEpPEIOBUIAMU. 3HAIOYM MaKCHMaJIbHHN
o0csT mam’ATi, KpUTepili IOIMOMara€e OMiHWUTH, CKiTBKH
CepeloBHIl MOke OyTH 3alylmieHO OXHOYacHO Ha
obmexeHi mnatopmi Oe3 TepeBaHTAXKEHHS IaM ATi,

10 HEraTUBHO BIINIMHC Ha HIBI/I,Z[KO,Z[iK) BCi€l CHCTEMH.

Xowa OUmBINICT TiMEpBI3OpiB  JMalOTh  3MOry Ta

PEKOMEHAYIOTh HE3MIiHHI  OOMEKEHHS

Ha TIaM’aTh, KpUTEpid Moke OYyTH KOPHCHHM JUIs

BUCTaBJIATH

3HAaXO/DKEHHS Ta aHali3y BUTOKIB mam’aTi y Tporeci
3aCTOCYBaHHS BIpPTyai30BaHUX CEPEIOBHIIL.

Yac mpoxomkenHs ping-makera (RTT, round trip
time) — e cepenniii yac, HEOOXiqHUN I HaJICHUIAHHS
ICMP-nakera
JoriomMarae OIiHUTH 0a30BY SIKICTh MEPEKHOI B3a€MOIIT

Ta oTpuMaHHS Biamosimi. Kpurepii

BIPTYaJbHOTO  CEpEJOBHINA,  30KpeMa  3aTPUMKH,

AKi MormM OyTM  CHpUYMHEHI  HarpoMa/pKEeHHSM

BIpTyalbHUMH  MepeXHHUMH  iHTepdeiicamun  abo

JIOIATKOBOIO ~ Mapmpyrtu3aniero. Lle BaximBo  ais
MU(PPOBHUX JBIMHUKIB, SKAM HEOOXIMHO OTPUMYBATH
Ta repeiaBaTH iHPOpMaIlilo B pEKUMI pealIbHOTO Yacy.
RTT ansa mosimomnens MQTT — yac BiJ HaaCHIaHHS
noBizomaeHHss MQTT 1o MOMEHTy, KOmM KoIis
TIOBEPTAETHCS BiANPAaBHUKY Hazaja. Ha BigMiHy BiH dacy
NPOXO/DKEHHs PiNg-Tiakera, Il Kpurepiit BimTBOpIOE
HE TUTBKH 3aTPUMKY MEpEeXi, aje i 371aTHICTh BIPTYaJIbHOI'O
CepEIOBHINA IIBHIKO OOPOOJATH MOAIl B IPOTOKOII,
II0 YacTO BHUKOPUCTOBYETbCS Il IHTepHETY peueil.
Lle 0co6aKMBO BaXKJIMBO B CHCTeMaXx HU(PPOBUX JBIHHUKIB
y mpolieci nepenayi TeaeMerpii.
3atpumka moctymy go aucka (disk delay) — e wac
BUKOHAHHS THUIIOBHX OIepaliii YWTaHHA Ta 3amuCy
y BipTyanbHe (ailioBe CXOBHUILE HE3AJISKHO Bij
apXiTEeKTYpu BIPTyaJIbHOrO cepefoBuia. [IpomyKTUBHICTD
JMCKa CYTTEBO BIUIMBAE Ha CHUCTEMH, IO NOTPEOYIOTH
pobotu 3 6a3amu gaHux. [IpOMYKTHBHICTD UCKA CYTTEBO
BIUIMBAaE Ha e(EeKTHBHICTh “IMUQPPOBUX JBIHHHUKIB”,
yepe3 IX akTHBHY po0oTy 3 6a3aMu JaHHX.
BuxopucraHHs =~ LeHTpaJbHOrO  Iporecopa  —
Cepe/Hiil piBeHb HOTO 3aCTOCYBAHHS IMiJl YaC BUKOHAHHS
THUITOBHX 3aBJIaHb UM B PEXKUMI OdikyBaHHs. BiH mokasye,
HACKITBKH €(EeKTUBHO TiNepBi30p PO3MOALISE Pecypcu
il 41 He BHUTpayae BiH 3aHAATO 0araTo OOYHCIIOBAIBHOI
MOTYXHOCTI Ha icHyBaHHA. [lpoctmii KpuTepiil, sMKuii
MOXXE IIBHAKO, aje He Jy)Ke TOYHO, BU3HAYHUTH CTYIIHb
Pe3yIBTaTUBHOCTI TIEBHOI TEXHOJOTI1 BipTyaizallii.
TemmepaTypa  LEHTpaJbHOrO  Ipomecopa  —
e TeMIepaTypa dHIAa IIiJ] Yac poOOOTH CHCTEMH.
Sk 1 3 BHKOPHUCTaHHSAM LEHTPAJIBHOIO Hpolecopa —
e TPOCTHH, aie TIOKA30BUM KPHUTEPiid, M0 MOXKeE
JIOTIOMOTTH 3BEPHYTH YBAary Ha IOTEHIIHHI MpoOIeMu
e(peKTHBHOCTI POOOTH TIHOTO eneMeHTra. lluraHHA
OXOJTOKEHHS HE € CyTTEBHMM, 30Kpema utst Raspberry Pi 4,
ane 3aranmomM SBC MoXyTh 3HA4HO TeperpiBaTHCS,

1110 ZIOTIOMarae Bi/ICHiKOBYBATH 1€l KpUTEPIiH.
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Koken i3 HaBemeHHMX BHIIE KpHUTEpiiB OOpaHWMi
3 Oy Ha OCOOJHMBOCTI peajbHOr0 3acTOCYBaHHS
IU(PPOBUX NBIHHUKIB, TOOTO CHUCTEM, SKi MarOTh OYTH
ABTOHOMHHMH, pearyBaTi B peaJlbHOMY 4aci, 3a0e3reuyBaTu
130IIA1lif0, ajie BOJHOYAC JIErKO MaciuTa0yBaTucs Ta,
SIKIIIO MOXKJIMBO, HE CHJIBHO 3aBaHTAXYBAaTH 3arajibHy
cucreMy. KomruiekcHe BUKOPHCTaHHS IMX METPHK Ja€
3MOTy O0’€KTHBHO IIOPIBHIOBATH Pi3HI MIiAXOAH IO
BipTyamizauii Ta QopMyBaTH peKOMeHIalii MmoAo0 IX
MIPaKTHYHOTO BIPOBAPKEHHSI.

IIpoBeneHHs excIepUMEHTY

Jdnst  mopiBHSUIBHOTO — aHamizy  e(eKTHBHOCTI
BipTyamizauii 3 BHKOPHCTaHHSAM pI3HHX TEXHOJOTIH
BipTyauizanii B KOHTEKCTI nM(ppPOBUX ABIMHHUKIB Ha 0a3i
OJIHOIUIaTHOT'O KOMII'I0Tepa HeoOX11HO OyJI0 peasi3yBaTH
eKCIIEpUMEHTAJIbHE Cepe/IoBHIe, W0 Tependadae sk
HiITOTOBKY arapaTHoro 3a0e3neueHHs, Tak 1 IporpaMuy
ABTOMATH3AIIIF0 TIPOBEICHHS OCITIKCHHS 3 JT0IaTKOBHM
NEPBUHHHUM aHaTi30M Pe3yJbTaTIB.

Sk Oyno 3a3HavyeHo BuIIe, oOpaHa miatdpopmMa —
e Raspberry Pi 4 Model B 3 4 I'b omepatiBHOI 11am’sITi.
Ha SD-kapry obcsirom 32 I'b O6yB 3anucanuii 64-6iTHuit
muctpubytue  Debian st ARM,

MONIePEeIHHO HAJAIITOBAaHUM A BHKopucTaHHI KVM.

apXiTEeKTypH

be3 yBimkHennst ¢ynkuionany KVM Bci BUMiproBaHHs
OyIyTh 3a3/1aJIeri/ib JajieKi BiJ] ONTUMAIbHUX 3HAYCHb.
o mnardopmu Oyno mif’€HAHO 30BHIIIHI CEHCOPH,
a came 1’sth npuctpoiB: GY-302, GY-87, DHT22, MQ-7
ta Mmikpocxema AIIIl MCP3008. 3aramom komm’torep
MaB JIOCTYII JIO0 IIECTH CEHCOpPIB Pi3HOI HANpPaBJIEHOCTI:
cercop ocitinenocti BH1750FVI, ripockon MPUG6050,
kommac QMC5883L,
BMP180, cencop Bomorocti Ta Temmepatypu DHT22,

CEHCOp aTMOC(EPHOr0 THCKY

natauk razy MQ-7. J{ist HOCTIHHOro 34MTyBaHHS 3HAYCHD
CEHCOpIB Ta BiIIPaBIICHHS IIUX IMOKA3HUKIB 32 JOMIOMOIOI0
MQTT 6y10 po3po6IEHO CKPHUIIT MOBOIO IPOrPaMyBaHHS
Python, mo 36upae TeneMeTpudHi MOKA3HUKH 3 Pi3HOIO
JUTA KOXKHOT'O CEHCOpa MepioAnYHICTIO.

3B’S30K 13 JAaTYMKaMH HaWdacTiie BUKOHYBABCS
yepe3 muHy 12C, neski BUKOPHUCTOBYBAIIM CrIEI{ialbHI
nporokonu 4epe3 GPIO Tta uactuna ceHcopiB Oyna
mix’endana no muuu SPI.

Jdns  kokHOI 3  JOCHIIKYBAHUX  TEXHOJIOTiH
Bipryamizamii, a came QEMU, Firecracker, Docker,
CTBOPEHO OKPEMi CepeTOBUINA, MAKCUMAIBHO CXOXKI OJTHE
Ha oxHe. Bynu cripobu ckomitoBatu cepenosuine QEMU
Firecracker,

JJIA pO6OTI/I Ha aJIc 1€ BUABHIIOCA

HCTPUBIAJIEHUM 1 BUXOAUTH 32 MEXIi JOCIIKCHHS.
Y KOXHOMY 3 BHUNAJIKIB 00pa3 MICTHUB AUCTpUOYTHB
Alpine Linux 3 wiHIManbHUM HabOpOM CHCTEMHHX
YTWIIT, IO TOTIM 3a MOTpeOu po3mmproBaiucs. J[is Beix
cepenoBuil OyB oOMekeHuil po3mip mucka jgo 1 I'B,
a o0cAr omepaTHBHOI NaM’ATi CTAHOBUB MAaKCHMyM
1o 256 MBb. Illo menme micus 3aiimae obpa3 6e3 BTpaT
y IMBHIKOCTI, TO OuIbIIe NapajeNbHO IMPamoYnX
BIpPTYaJbHHX MAIIHH MOXeE OyTH.

Sk mpakTHYHE HaBaHTaXCHHS OYJIO peali3oBaHO
npocty I1mMdPOBY TMOABIMHY KOMYHIKAIilO: 3HAYCHHS,
HAJXOM9H 3 (Qi3UIHUX TPUCTPOIB, ONUHSIIOTHCSA B MEXKAX
XOCT-MCTEMH Ta HaJCUIIAIOTHCS BIPTYaJILHOIO JIOKAJIHHOIO
Mepexero uepe3 mporokon MQTT yeiM 3amymeHHM
BIpTYaJIbHUM MaIlIHAM YK KOHTEHHepaM. Y BipTyallbHOMY
cepenoBuiii 3a jgornomoror Texuosorii Node-RED Taxi
TIOBIZIOMJICHHSI 0OpOOJsIIOThCSL Ta 30epiraioThest B 0asi
nanux TimyacoBux psaiB INfluxDB. 1s rpyma Texwosoriit
00pobOneHHs iHpopmarii
loT vy

oTpuMaTu CKCHCpI/IMCHTaJ'II)Hi IMOKa3HUKHW, MaKCHUMAaJIbHO

imiTye TeJIeMETPUIHOI

MIPUCTPOIB BIpTyaJIbHOMY KOHTEKCTI, 11100
HaOJIIDKEHI 10 PeabHUX.

Hdus  mepexHoi B3aemopii MK BipTyallbHUMHU
CEepellOBUIIAMH Ta XOCT-CHCTEMOIO BHMKOPHCTAHO [IBa
nimxoau: iHTepdeitcu TAP mis QEMU Tta Firecracker,
i Mepexuuii mict y pasi Docker. Koxwiit BipTyasnbHii
MalllMHI PU3HAaYaBcsl OKpeMui iHTepdeiic, 1o 3ade3neuye
npsMe Mif €JHAHHS [0 MEPEKHOTro IPOCTOPY XOCT-
CHCTEMH, Jal04d 3MOTy OOMIHIOBaTUCS I1OBITOMIICHHAMH
MQTT, ICMP-nakeramu Ta 30UpaTH METPUKU 3aTPUMKH.

st Toro, mo0 3amoOirTH JIFOACHKIA MOMMIII Ta
HETOYHOCTI Yy BHMKOHaHHI BHIPOOYBaHHS, PO3POOJICHO
rpyny ckpunriBs Bash, sxi mormm Oyrtm 3amyrueni
EKCIIEPUMEHTATOPOM OJJHOPA30BO, 1 CHCTEMa CaMOCTIHHO
BUKOHYBaJIa IIOBHUH LUK

— modJaTok pobotu ckpurra Python mms orpuManss

MTOKA3HHKIB 13 CEHCOPIB,;

—3amycKk  iHimiamizamii  Habopy — BipTyalapHHX
CepeIOBHILY;
— crapr cepsiciB Node-RED Ta InfluxDB y

BipTYyalli30BaHUX CEPEIOBHIIAX;

— 30ip CHCTEMHHX METPHK 3a OIHMCAaHWMHU BHIIE
KPUTEPIsIMI;

— 30epiraHHs OTpuUMaHOI iHpoOpMamii y daiimax
thopmarty .CsV;

— 3aBepIIeHHS POOOTH CKPHUIITIB i BipTyasli30BaHUX
CEpEIOBHILL.

KokeH ekcrmeprMeHT MpPOBOIMBCS KilbKa pasiB 3
METOIO JTIOCSITHEHHS CTATHCTHYHO CTAOUTbHUX PE3yIIbTATIB.
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Pe3yabTaTi 10CaigKeHHA

Jlns  TpoBEJCHHS  EKCIIEPHUMEHTY  3aCTOCOBAHO
Raspberry Pi 4 Model B, nepeBaru skoro Bke OIMCaHi
B pO3ALIL Mpo aHaimi3 amapaTHOro 3ale3nedyeHHs.
3a J0moMororw 3’€THYBaIbHUX APOTIB OY/I0 IiJ’ €THAHO
BCi TOTPIOHI MPHUCTPOI, IO BHUKOPUCTOBYIOTH INUHHU
12C, SPI ta GPIO. fx Hocili mam’siTi 0OpaHO KapTry
MediaRange MicroSDHC Class 10 ua 32 I'b. Bona
HE 3MIHIOBaJacd MK CKCIIEpUMEHTAMHU HaJa PI3HUMHU
TEXHOJIOTISIMH BipTyanizauii, ToMy OyIb-sKi HEIOJIKH
KapTH I1aM’Ti MO3HAYMIIUCS Ha BCIX eKCIIEPUMEHTATbHHUX
MOKAa3HUKAX, MI0 HE 3aBa)ka€ iX MOPIBHIOBATH B Mexax
nmocmipkenns. Cama nporpamHa 0asa  omepartiiHol
cuctemu Pi 4 Takox 3aimuiiagack HE3MiHHOIO, TOMY
oTpyMaHa iH(popMallisi MaKCUMaJIbHO BiIOBia€ BUMOram
MOPIBHSUIBHOTO aHAlli3y MiX OOpaHMMHU TEXHOJOTiSIMH.
Pesynprar ycraHoBku 300pakeHo Ha puc. 1. JliBopyu
postamnroBanuit Raspberry Pi 4, mo BUIHO i3 CHMBOIY
MaJIMHH Ha JPYKOBaHiil IaTi, a mpaBopyd, Ha MaKeTHil

TUIaTI, MO/IaHO BCi nepudepiliHi mpucTpoi.

Puc. 1. ExcriepiuMeHTalbHA ariapaTHa ycraHoBka 3 Raspberry Pi 4
Ta npucrposmu GY-302, GY-87, DHT22, MQ-7, MCP3008

3arajoM NpoBeNEeHO YOTHPH 3aIlyCKH EKCIIEPUMEHTY
JUTSE KOXKHOT 3 TexHouorii Bipryaunizamii. [loka3zHuku Oyau
YCEpEIHEH] 3 METOIO 3a00IraHHsT OTPUMAHHS HEKOPEKTHHX
3HaueHb a00 BIUIMBY Ha EKCIIEPUMEHT 3O0BHIIIHIX
¢axTopiB. ITiArOTOBIEHO BICIM BipTyaJIbHUX CEpPEIOBHIII,
aje Mg vac IIPOBEJECHHS EKCIIEPUMEHTIB IuiaTdopma
MOKa3zyBaja CHJIbHY HECTAOUIbHICTh, EKCTpPEMasIbHE
TIOTIPIICHHS NMPOAYKTUBHOCTI Ta HAJBUCOKI MOKa3HUKH
TEMIIepaTypy Hporecopa B YyMOBaX BOCBMH OJHOYACHO
3amynieHux BipTyanpHux MammH QEMU. 3 ormsagy

Ha 1e Oylno TpWUHHATO pillleHHS OOIWTHCS ciMoMa

CepellOBUIIAMHM Ta TOpiBHIOBaTH iH(opMamilo came
3 HUX, 100 3amumaTy Pi 4 mpare3gaTHM.

Y wMexax yciX eKCIIEpUMEHTIB Ui KOXXHOTO
MOYEProBOro  3alycKy BIPTyalbHOTO  CEpelOBHINA
BUMIpSHO Yac BiJ 3alycKy iHimiami3amii cepenoBuIa
JI0O BHUKOHaHHA CKpHUNTa KOpPHCTyBaya 13 CEpeAnHH
3aIyIIeHOro cepefoBriia. Yac BUMIpIOBaBCsl CIIOCOOOM
y IBOX

a TIOBIJIOMJICHHS JI0 XOCT-CHCTEMHU OYJ0 peai3oBaHoO 3a

30EepeKCHHS  YacoBOI  MITKH BHUIIAJKaX,

JIOMIOMOT Ok PiNg-makeTa, HaiCIaHOTO BipTyasli30BaHUM
CepeIoBHINEM (ITUB. Ta0I. 2).

Ta6muusa 2. Yac nouepeosoco 3anycky GipmyanbHux
cepedosuiy

KiabkicTs
Yac Yac 3amycky Yac
3aIyIeHuX ‘
BipTYAIBHAX 3aIyCcKy Firecracker 3aIMycKy

cepeIoBHII Docker (c¢) (c) QEMU (¢)
1 0.761 3.176 11.944
2 0.84 3.246 11.786
3 0.94 3.34 12.313
4 1.088 3.455 16.731
5 1.507 3.652 20.784
6 1.642 3.733 27.01
7 1.779 3.948 44.393

3 OTpUMaHHX CeKCICPUMCHTAIBHUX IIOKA3HUKIB
MOXKEMO CIOCTEpIraTd BaroMy pIi3HHILIO MK KOXHOIO
texnonorieto. [Toku Docker i Firecracker samyckaroTscst
BIIPOJIOBXK JIEKIJIbKOX CEKYHJ 4M HaBiTh mBuame, QEMU
BIJHOCHO TpHBAJIMI Yac IPOXOAUTH IHIiLliami3allilo.
YacTKoBO 1I¢ MOXHA TMOSCHUTH pIBHEM eMyisilii Ta
Oesneku, 1o 3abe3neuye QEMU, Brpavatoun 37aTHICTH
IIBUKO PO3rOPTaTH HOBI BIpTyasbHI MAIIMHU.

OkpiM 1[BOro, TOMITHa 3arajbHa TEHJICHIIIS
B HAJUIMIIKOBOMY 4Yaci 3allyCKy B KOXHIH TEXHOJOTIT
NPUOJIM3HO MICIsT YeTBEPTOro 3aIlyIIeHOro CepeOBHIIA.
IMOBipHO, 1le TOB’sA3aHO 3 TUM, O [aThopma —
1€ YOTUPUAEPHUNA ITPOLIECOP.

{06 3MEHIIMTH KOPOTKOCTPOKOBI KOIUBAHHS, SIKi
Oymu CHJIBHO MOMITHI il 4Yac TMEPBUHHOTO OIJISLY,
MOKPAIIUTH iX Bi3yalbHy IHTEpIIPETALIiio Ta chOPMYIFOBATH
BHCHOBKH TIPO 3aralibHi TEHJEHII1, ISl BCIX HACTYITHHX
SKCIICPHMCHTAIIBHIUX  [OKA3HHKIB  3aCTOCOBAaHO  iX
3I718/DKYBaHHSI 32 JOMOMOT'OIO MPOLIECY EKCIIOHSHIIIATEHOr O
pyxomoro cepenuboro (exponential moving average).

Bonrovac Oyio 30epexeHO YacoBy AMHAMIKY:

EMA =a-x +(1-a)-EMA_, , 1)
ne EMA — excrioHeHIiadbpHA pyXoMa cepeHs B MOMEHT
qacy t;

a — KoedilieHT 3rIaUKyBaHHS;
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Xt — HOTO"IHI/IfI CIICMCHT HOKa3HI/IKiB;
EMA ,

CepeHs.
ExcriepuMeHTAIBHO BU3HAYEHO ONTUMAJIbHE 3HAUCHHS

— HOomepeaHs eKCHOHeHHiaJ’IBHa pyxoma

KoedilieHTa 3ri1apKyBaHHsA. Y BCiX JHIHHMX Tpadikax
BOHO JI0piBHIOE Npuom3HO 0.18.

OOpana monens 1wiatdopmu Mana 4 I'b oneparusHOl
ram’sITi, 10 CIIOYaTKy 37aBajiocs Ay)Ke HEIOCTaTHBO JIIs
TAKOro THITy eKCIiepHuMeHTy, aie Firecracker ra QEMU
JOCUTh e(eKTHBHO BHKOHYBAJIM 3aBIaHHS LU(PPOBOTO
IBiiiHMKa 3 BUUteHHMH 256 MbB onepartuBHOI mam’sTi
Ha KOXHY 3 MaIlluH (JIUB. pUC. 2).
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(a) Docker (b) Firecracker (c) QEMU

Puc. 2. TTopiBHAHHS BUKOPUCTaHHS OIIEPATUBHOI IaM’ATi IMiJ] 4ac MOYEProBOro 3allyCKy BipTYaJIbHUX CEPEOBHII

OTKe, CIOCTEPIraEMO  TMApUTET MK  JBOMa
TexHomorismu, a Docker 3i cBoro GOKy JHHAMIYHO
IiIBUIIYBaB BUKOPUCTAHHS HaM’sITi BiJl HABaHTa)KEHHS,
IO BHUSBWIOCA CYTTEBO MEHIIE 3a IHINI BapiaHTH.

[pubauzno 100 Mb 3a koHTeliHEp, TOMY TEOPETUUHO

MoxHa Oyno 6 3amyctutH 10 30 KoHTeHHepiB abo

12  BIpTyanbHMX MAaIlMH, 3BAXAIOYM TiIJAbKH Ha
OIlepaTUBHY MaM SITb.
HactymHuMm  KkpuTepiem, 3a SKUM IIPOBEACHO

EKCIIEPHMEHT, € Yac MPOXOKEHHS PiNg-maketa (IuB. puc. 3).
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Sample Index

{a) Docker

Sample Index

(b) Firecracker

Sample Index

(c) QEMU

Puc. 3. TIopiBHSHHS CEPeHBOrO Yacy IPOXOMKEHHs PiNg-MakeTa BHYTPIIIHBOI MEPEKEIO Mi)K XOCT-CHCTEMOIO

Ta BipTyasli30BaHUMH CepPEIOBHIIAMU

BumiproBaHHsI MPOBEIECHO B MAacIITadi MIKpOCEKYHII,
ajie epeTBOPEHI B MITICEKYHAX TS Kpamioi Bizyasizarii.
Docker mpomemMoHCTpyBaB Maiike HE3aICKHICTH HYacCy
MPOXOMKEHHSA TIIaKeTa Bi  KUIBKOCTI  3aITyIICHUX
KOHTeHHepiB. 3aBKay 3HAYCHHS KOIMBAIOTHCS MPUOIU3HO
31 mBuakictio 0.1 MimicekyHma, MmO € HaHKpamwM
MOKa3HUKOM cepenl anbrepHatus. Firecracker ta QEMU

Many Tipmi pe3ynbTaTd 3a UM KPHUTEPIEM 3a YMOBH

0.6 mimicekynau Ta 1.5 MiNiceKyHAH B CepeAHBOMY
BIMOBITHO 10 anbrepHaTHB. CTabimpHE Ta HAIHU3BKI
3HAUEHHsI TIPOXOKEeHHs ping-makera Docker Bkasye Ha
MiHIMaITEHI MEPEXXHI BUTPATH, TUIIOBI I KOHTEHHEePH3aIlii,
gKa He TOoTpedye TOBHOI MEpeXHOi BipTyaui3arlii.
VY Firecracker i QEMU noxaTkoBi BipTyasbHi MamtvHu
CIPUUMHSIOTh 3aTPUMKH, IO 3pOCTaroTh. lle BKazye

Ha BHIILY BapTICTh MEPEXKHOI 130JIMii.
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Binpm 3aTpaTHOIO 32 pecypcaMH OIEpalielo €
mpoxomkeHHs MQTT-moBiTOMIICHHS, IO TaKOX JIA€
3MOr'y OLIHHTH CTaH Mepexi B Tpoleci BipTyaizarii,
aje B IHIIOMY KOHTEKCTi. Byino 3acTocoBaHO CXOXKi
IHCTpYMEHTH BHMIPIOBaHHS 4acy MK LM 1 IONepeHIM
KpuTepieM uepe3 iX (pyHKHiOHAIBHY CXOXicTb. JlocsarHyTi
pe3yNbTaTh JEUI0 BiI3EPKATIOIOTh TOKa3HUKH Bij Ping-
MIAKeTiB, ajie JOJal0Th HOBHH MOIJISII Ha e(eKTHBHICTH
BipTyauizarii (quB. puc. 4).

3 oTpuMaHHX TIOKa3HHKiB BHIHO, mo Docker
JNEMOHCTPYE Kpally MPOIYyKTUBHICTh 1 CTaOIIbHICTS,
[0 TOBTOPIOE pe3yinbTaTH ping-makeris. Firecracker
TIOBUIBHIIIE OOpOOJISiE MOBIMOMIICHHS, 1 KOXKHE TOYeproBe
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Sample Index

(a) Docker

Sample Index

(b) Firecracker

CepeJIOBHIIIE CHIIBHIIIE TOTIpIIye MBHUAKICTH 00pOOIEHHS,
ale Bce K TaKW 3alIMIIA€ThCS JOCUTH CTAOUIBHUM, Yy
mexkax 100-200 mimicekyna. Lle BimnoBimae mpioputery
TEXHOJIOTIT — 3a0e3MeYMTH i30JIsIi0, TOmiOHy 10
BIpTyallbHOI MAIMHW, 3 IIPOAYKTUBHICTIO, IOAIOHOIO

QEMU

3a YMOBU HIECTHU-CEMU 3allyHICHUX MallWH, aJic¢ B pa3i

JI0 KOHTeHHepa. CHJIbHO  CITOBIJIbHIOETHCS
YOTHPHOX MAIMH TPUMAEThCA Maibke CTabiIbHO, SIK
1 IHII anbTepHATHBU. 3HOBY X TakKW, Ieé MOXe OyTu
TIOB’SI3aHO 3 YOTHPUSAAEPHUM NPOIECOPOM ILIAT(HOPMHU.
Pesynpratt  QEMU  BkasyloTh Ha 3Ha4Hi BUTpaTu
Ha BipTyami3amilo Mepexi, TOB’S3aHy 3 eMYJISLI€0
MEpPEXKHOro iHTepdeicy.
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Sample Index
(c) QEMU

Puc. 4. TopiBHsHHS cepeqHbOro Yacy npoxomkeHas MQTT-1moBiqOMIICHHS Biji XOCT-CUCTEMH 0 KOXKHOT'O

3 BipTyasli30BaHHX CEPE/IOBHILL i Y 3BOPOTHOMY HAIPAMKY

3arpumKka JOCTYIy A0 JAUCKA BIAirpae Ba)KIIMBY
POJb y TIOPIBHSIHHI TEXHOJOTIH BipTyauizaiii. ¥ KOHTEeKCTI
uudpoBoro BifiHMKA HEOOXiMHO 3aBXAM 30epiratu
OTpUMaHi OKa3HUKH, BYACHO OHOBJIFOBATH HAJIAILITYBAHHS.

3a yMOBM 3HAYHHX HABAHTAKCHb LE MOXE CYTTEBO
BIUIMHYTH Ha IIBHUAKOIII0 OKpeMoro nmudpoBoro JBiiiHUKA,
TOMY OTPHUMaHi MOKa3HUKH BiJIrpalOTh BAXKIUBY POJb
y 3araJbHOMY MOPIBHSHHI TEXHOJOTIH (IUB. pHC. 5).
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(a) Docker (b) Firecracker {c) QEMU

Puc. 5. TopiBHSHHS cepeHBOI 3aTPUMKH JOCTYITY 10 AUCKA MK yciMa 3aMyIleHHMH BipTyallbHUMH CEPEIOBUIIAMHE

ITi/1 Yac MPOBEJCHHS EKCIIEPUMEHTY

Firecracker memoHCTpye HalKpaly MpPOXyKTHUBHICTH
JICKA, IO TIOB’SI3aHO 3 BUKOPHUCTAHHAM MiHIMATICTHIHOT'O

Iu3aiiHy, 010 O3Ha4yae MeHure emyisimil. Firecracker

BUKOPHCTOBYE BIpTyaslbHI TIPHCTpoOi Oe3mocepeanso,
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a He MOBHY arnapatHy emyisiiro, sk QEMU. Docker, xou
1 mBHAKO OOpOOJSE TOBIIOMJIEHHS, ajue Ipalioe Ha
(aiinoBiii cucTeMi XOCT-CHCTEMH W 9acTO BUKOPHCTOBYE
HaknaaHy QainoBy cucremy (overlay filesystem), mio
CTBOPIOE JIONATKOBI BUTPATH TiJl 4ac KOXXHOTO 3amucy /
gutanHsd. KpiM 1b0ro, HasiBHI HEMONIKH B pa3i 3HAYHOI
KIUJIBKOCTI KOHTEHHepiB, 00 BOHW KOHKYPYIOTh 3a OIHI H
Ti cami pecypcu. Uepes te, mo Docker we mae izomsii
BBCIICHHSA-BUBCICHHSI Ha PiBHI sAApa, SK 1€ MOXJIHBO
y  Firecracker,
B oTpuMaHux mokasHukax. QEMU 3aramom cxoxkuit

CHOCTEPIraéEMO  CWJIBHY  DI3HHUIIIO

Ha Firecracker 3a moka3Hukamu, ane depe3 HaIMipHY

eMYILIIIiI0 B MeXax BipTyalizalii Ha OJHOIIATHOMY
KOMIT'IOTEpi BCE€ JK TaKH IIOCTYHA€ETHCS OCTAaHHBOMY.
QEMU tak uu iHaKIIe CTBOPIOE BUCOKI HAKJIAIHI BUTpATH
Ha Orepallii BBeICHHA-BUBEICHHS], 2 MOKJIMBICTD KEITyBaTH
nani, wo BimcytHs y Docker, pobutk ioro Kparmm
3a UM KpUTEPieM, HIXK KOHTEHHEPH.

3aranbHAM ~ KpUTEpiEM, M0 TIIBKH  MOOIYHO
iHbopMyE  TIpPO BipTyamizaiii, €
HaBaHTaKEHHS IIEHTPAJLHOIO Mporecopa. 3a AeKiiTbKa

e(EKTHBHICTh

XBHJIMH CKCIICPUMEHTY JJIsL KOXKHO1L KIJIBKOCTI

BIPTyallbHUX CEPEAOBHII BiJCOTOK HABAHTAXXEHHS 3MIr
cTabinizyBatucs (IuB. puc. 6).
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(a) Docker (b) Firecracker (c) QEMU

Puc. 6. [TopiBHSHHS 3aBaHTaXXEHOCTI LICHTPAJILHOTO MPOLIECOpa i 4ac MPOBEACHHS SKCIIEPHMEHTY 3 BipTyasizamii IM(poBHX IBiHHHIKIB

Bigpa3y cnocrepiraeMo HEIOCTATHIO TOTYXHICTh

y Pi 4 nns migtpuMKe ceMH  BipTYaabHHX MAIIIHH.
VYike Ha 1’sITH MamMHax argopma Oyna HaBaHTa)KeHa
Maibke Ha MakcumyM. Came i MOKa3HHKU HEPeKOHAIH
BIIMOBUTHUCS BiJl BOCBMH BIPTyaJbHHX CEPEIOBHIIL.
MakcumarnpHa 130105 Ta eMYJIsSLis JeBaiciB 1 pecypciB
CIOPUYHMHSAE HAJAMIPHI
Docker
SKIIO TOPIBHIOBATH 3

BUTpPAaTH 4Yacy LIEHTPaAJIbHOIO
BUIIII  IKOBI1
Firecracker.

e MOXHa TOSCHHUTH TIPSIMHUM JOCTYIIOM KOHTECHHEPIiB

nporecopa. JEMOHCTPY€E

HaBaHTaXXCHHA,

JI0 PECypciB XOCT-CUCTEMH Ta BIJCYTHICTIO 130JIsII.
Xoua Firecracker mokasye kpamii pe3yabTaTd MO0
3aBaHTXXCHHs Tpolecopa, ayne Oepydd 10 yBaru iHmi
KpuTepii, He MOXKHa cka3zaTtd, mo Firecracker Bukomye
3amayi msuawe 3a Docker.

Cxoxa cUTyalisi 1 3 TeMIepaTypolo IEHTPAIBLHOrO
mpomecopa, IO OpsIMO  3aJKUTh  Bim  Horo
HaBaHTaKeHHs. Ko)kHMI HACTYNHUI nUQpoBuil NBIHHUK
CWJIbHIIIIE HABAHTAXKYE

CHUCTEMY, 110 NPHU3BOAUTH

JI0 OITBIIOTO HATpiBaHHS YuIa (IUB. pUC. 7).
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(a) Docker (b) Firecracker {c) QEMU

Puc. 7. TIopiBHSHHSI TeMIIEPaTypH LIEHTPATBHOTO MPOLIECOPa IATGOPMH ITi]T YaC HABAHTAKEHHSI BIPTyali30BaHMX [U(PPOBUX JBIMHUKIB
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Docker ta Firecracker maibke 0JHaKOBO HArpiBalOTh
niportecop, Toai sk QEMU, mifrmoBmmm 10 MakCHMAJTBHOT'O
HaBaHTaXXEHHA, po3irpiae mwiardopmy go 70°C. Ile He
MaKCUMAJIBHO JIONyCTHMa TEMIIepaTypa, IO CTAHOBHUTH
85 °C, ane, 3pemiror0, 3HaYHO BUIIIA 32 aJTbTEPHATUBH.

BucHoBku

epCKTUBHHN, KONHM 130JAIlisI Ta MIATPHUMKA came
OKpPEMOT0 JIMCKa MAIOTh 3HAYECHHS B MPUUHATTI PilliCHb.
QEMU MorkHa 3aCTOCOBYBAaTH B OKpEMHX BHITAJKAaX, SIKi
MaJIOWMOBIPHO  OyAyTh JOTHYHHUMH JIO KOHTEKCTY

mdpoBoro IBiHHMKA.

IlepcnekTUBY MOAANBIIOTO TOCiIKEHHS

PesynmpTaTi  MOCHIMKEHHS  MPOAEMOHCTPYBAIH
CyTT€BI pO30IKHOCTI B €(QEKTUBHOCTI BHKOPUCTAHHS
O0YHUCITIOBAILHUX PECYPCIB, Y CTAOLIBHOCTI Ta 3aTpUMKax
nepenadi iHpopmarii B yMOBaxX ynpoBaKeHHs 0OpaHuX
TexHonori# Bipryamizamuii Docker, Firecracker ra QEMU
i 3acTocyBaHHs 1U(POBOro ABIHHHKA HA OJHOILIATHOMY
koM totepi Raspberry Pi 4 Model B.

Y Mexax TMOCTaBJICHOTO 3aBJaHHS, a came
BipTyauizaii Jierkoro i 6a3oBoro HugpoBoro ABiHHUKA,
Docker BusBHBCSI HAWKpaIllUM BapiaHTOM UIs CIICHAPilB
i3 BHCOKMMHM BHMOTraMH /IO TPOAYKTHBHOCTI Ta
MiHIMATBHEX 3aTpUMOK. Moro Jerka apxiTekTypa aana
3MOr'y JIOCSTTH HaiMEHINMX 3aTpUMOK Yy MEpexi Ta
obminy nosimomieHHsmMu MQTT, a Takok mOMipHOTO
HaBaHTaXXeHHs Ha npouecop. OIHAK 11e CYIPOBOMKYBAIOCS
BUILMM HAaBaHTAXXEHHSAM Ha LEHTPaJIbHHUN MpoLecop, 10
CBIJIYMTH NP0 IHTEHCUBHY B3aEMOIIO 3 XOCT-CUCTEMOIO.

Busnaueno, mo Firecracker mae 6inbiie HakiIagHUX
Butpar, Hbk Docker, ame Takox 3anuuIaeTBCST IyKe
BIAJIUM pIIICHHSM, IO MOEIHYE BUCOKY €(EeKTHBHICTh
JIOCTYIy 10 IMCKa, HIBUAKUN 4yac 3anmycky. Hezpaxarouu
Ha JEII0 BHUILY MEPEeKHY 3aTPUMKY, LI TEXHOJOTIA
3abe3neuye i30JsMi0 Ta CTaOLIBHICTB, IO € BKpai
BOXJIMBUM I OE3MeKH XOCT-CHCTEMHM Ta iHIIHX
BIpTYyas1i30BaHHUX CEPEIOBUIIL.

HaiiMeHIl e(peKTHBHOIO TEXHONOTIEI0 B Mexax
npoBeneHoro ekcnepuMenty € QEMU. Ilonpu Bci
IepeBarn IOBHOI BipTyamizamii, oOpaHa maTdopma
HE MO)KE BIIOPATHUCS 3 TAKUM HaBaHTKEHHSAM Ha IIPOLIECOP,
ToMy MacirrabyBanus no pisHs Firecracker wm Docker
He € MoxuuBuM. Bukopucranus QEMU mpusseno
JI0 BUCOKHMX TEMIIepaTyp 4HIla Ta 3HAYHUX 3aTPUMOK SK
y mporeci MepexHOi KOMYHIKaIlii, Tak i mij 9ac podoTn
3 IUCKOM. Y 3aCTOCYBaHHI JIMIIE ACKIIBKOX BIpTyalbHUX
MammH QEMU e rapHOw ajbTepHATHBOIO, OCOOJIHBO
KOJTH 130JIA1IiS T EMYIIAIIS € BaYKIIMBUMU KOMIIOHEHTAMH.

Otxe, TEXHOJIOT1T

BHOIp BipTyamizamii Ha

OMHOIUTATHOMY KOMIT'IOTEpl  3aJIGKHO  Bif

Hacamriepeni 6yme Ha kopucts Docker a6o Firecracker.

morped

[epmmii kpamwii MO0 HAJATOMKYBaHHS Ta (PYHKIIOHATY
3a OLIBLI MPOCTI MPOEKTH 4YM cucTeMu, a Firecracker

VY crarti npoaHatizoBaHO epeKTUBHICTh BIpTyasi3arii
Ha OJIHOIUIATHUX KOMIT'IOT€pax y KOHTEKCTI IU(POBUX
JBIMHUKIB, ONHAK € HHM3Ka HANPSAMIB, IO 3aCIyrOBYE
Ha MoAaJIbIIe ONMPAIFOBAHHS Ta PO3LIMPEHHSI.

[To-mepite, xoua Oymo obpano Raspberry Pi 4
K TUIaTGOpPMY ISl IPOBEJICHHS eKCIIEPUMEHTIB, 1CHYIOTh
1 IHIII JIBTEPHATHBY, 110 MOXYTh OYTH OLIBII MPUIATHUMA
IHIINX

wiatgopmMamu  3a KpUTEPIIB,

Raspberry Pi 5. Hoa amapartHa miatdopma HpOIMOHYE

HaIPUKIAJT

3HAYHO BUIIY MOTYXXHICTh OOYMCIICHb 3aBISKU KpaIIOMy
npotecopy. IIpore B 1ibomMy pa3i BoHa MoTpedye OLIbII
CKJIQJIHOTO OXOJIO/DKEHHSI Ta € MEHII CTaliIbHOM, IO
MOSICHIOETBCS 11 HOBM3HOK. [1OpiBHSUTBHUI €KCIIEpUMEHT
Ha Pi 5 BUsBUB OM HE TiIBKH PI3HUIIO B IPOAYKTHBHOCTI,
a i1 y cTablibHOCTI, MacITaboBaHOCTI Ta TEMIIEPATYPHUX

CYTTEBO
JIOCITIJPKEHHS B KOHTeKcTi 1udpoBux BiitHuKiB Ha SBC.

OOMEXKEHHSIX, WIO0 posummpwio 6  Mexi

[Mo-npyre, 3 0OpaHuUX KPUTEPIiB MOPIBHIHHS BUHO,
10 OyJo 30cepe/PKEHO yBary Ha cTaHi Beiei miatdopmu
Ta  Maibke  Bci 330BHI

NOKa3HUKA  OTPUMaHi

BIpPTyaJli30BaHOIO CepeloBHUINa, a He 3cepeauHu. OauH
oyru
HPHCBSYCHUI IMUOIIOMY BUBUYCHHIO CaMe BHYTPIIIHBOTO

i3 HampsMiB  TOJNAJBIIONO  PO3BUTKY  MIr
CTaHy BIpTyalli3oBaHUX cepenoBuil. [lepexia Big momeni
"qOpHOI CKpUHBKU" 110 011101 CKpUHBKH", 1€ 30UpatOThCs
OC, pmamo ©

3MOry Kpaie 3po3yMITH BIUIMB MIapy BipTyamizamii Ha

BHYTpIIIHI METPUKH BIPTYyasi30BaHOl
IPOAYKTUBHICTh MAIIHU.

ITo-Tpere, Oymo © UIIKOM MAOMIIFHO BHHECTH
YaCTHHY 310paHNX TENeMETPUYHUX TTOKA3HUKIB i3 CEHCOpIB
3a MEXi eKCIepUMEHTAbHOI IUIAaTGOpPMH, HATPHKIAL
ESP32, sxwuit

nepenaBatume Bci 3HaueHHs mo MQTT y BipTyasbHi

Ha OKPEMHH MIKPOKOHTpONEp, SAK-OT

cepemoBuma. OTKe, eKCIIEpUMEHTalbHa IUIaThopma
IUIKOM  30cepe/pkKeHa Ha BipTyamsamii mudpoBux
IBIMHWKIB, 1 TakWil pO3MOMIT 3aBHaHb € IHIIOK

3araJbHONPUIHATOI0 albTEPHATHBOIO B PO3IOALICHHX
cucremax l0T, me iHdopMmaris HaAOXOOUTh y XMapy UH
NPUTPAHUYHI CEPBEPH 3 OKPEMHX MPUCTPOIB.
[o-ueTBepTe, MpakTHYHE HABAHTAXXCHHS MOXE OyTH
YCKIIaJHEHE Ta pO3IIHpeHe. 3aMiCTh 3alpONOHOBaHOL
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InfluxDB, wmoxHa
MOJICTTIOBATH OINIbII CKJIAJHI IUQPOBI JIBIHHHUKH, IO

mapu TtexHonorii Node-RED Ta

nependavyaTUMyTh — aHai3 aHOMaNii, Bi3yasizaliio,
HABYaHHA MOJEIeil MallMHHOrO HaBYaHHS, Mepenady
komaHn mo MQTT Ge3nocepeHbO 0 CEHCOPIB TOIIIO.
SIKIIO yCKIIQJHIOBATH MPAKTHYHE HABAHTAKCHHS, MOXKHA

Bce OK4ue 1 Onmkde BiATBOPIOBATH PeaNbHI MPUKIAIH

3 loT, ame BomHouwac 30epiraTh mnepeadavyBaHIiCTh 1
KOHTPOJIbOBaHICTh EKCIIEPUMEHTAIBHOI CHCTEMH.

VYci okpecieHi HanpsMH HE TUIBKH PO3LIMPIOIOTH
NPUKIIQJHY IIHHICTD EKCIIEPUMEHTY, ajie i BiIKPHBAIOThH
MIEpPCIIEKTHBH MOAAJBIINX HAYKOBUX JOCIIIKEHb Y cepi
nepudepiiHux obOuncneHb, eeKTUBHOI BipTyamizarii
Ta 1(pPOBUX MBIWHUKIB y cucTemax 0T,
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RESEARCH ON THE EFFICIENCY OF VIRTUALIZATION SOLUTIONS
FOR DEPLOYING DIGITAL TWINS IN SYSTEMS WITH LIMITED RESOURCES

The subject matter of the article is the means and approaches to virtualization in environments with limited resources,
in particular on single-board computers, as well as their ability to ensure the effective operation of digital twins. The goal of the
work is to evaluate the effectiveness of virtualization for deploying digital twins on single-board computers and develop
recommendations for virtualization usage in environments with limited computing resources. The following tasks were solved
in the article: analysis of modern hardware solutions for single-board computers and existing virtualization technologies;
construction of an experimental environment for practical comparison of virtualization technologies on single-board computers;
implementation of an application load that simulates the operation of a digital twin with real sensor data; study of the efficiency
of network interaction between virtual environments and the host system; comparison of results by key metrics. The following
methods used are: virtualization technologies Docker, QEMU, Firecracker; network monitoring; thorough analysis of literature
and available documentation on the topic; comparative analysis of the achieved results. The following results were
obtained: a comparative experiment using Docker, QEMU and Firecracker based on Raspberry Pi 4 was carried out; thorough
analysis of literature and available documentation on the topic was conducted; a basic prototype of a digital twin with the
connection of physical sensor devices that collect telemetry data in real time was implemented; phased automatic deployment
of virtual environments with pre-configured components was provided for rapid scaling of the experiment; network delays,
message processing time and platform resource usage were measured; the advantages and limitations of virtualization
technologies in conditions of limited computing resources were determined; the practical feasibility of using each type of
virtualization in conditions of limited computing resources was assessed. Conclusions: Docker provides the easiest deployment
and highest efficiency, but has less isolation compared to QEMU and Firecracker; Firecracker demonstrates the optimal
balance between performance, security, and resource consumption on single-board computers; QEMU has the highest overhead,
and therefore the lowest efficiency; the use of lightweight hypervisors is advisable in digital twin systems on peripheral devices.
Keywords: virtualization; single-board computers; digital twin; network monitoring; Raspberry Pi.
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O. COJIOBEI1

3BA’KEHA METPUKA YYTJIUBOCTI
JJIs1 TIPOI'HO3YBAHHSA 3ATPUMKU B KAFKA-KJIACTEPI

IIpenveromM foCTiMKeHHS] € KOMOIHOBaHMH MJXiJ] JO aHANi3y YYTJIUBOCTI JUIi KOMILICKCHOTO OI[IHFOBAHHS BILUIHBY
koH(pirypauiinux mnapamerpie Kafka-kmacrtepa Ha KiHIEBY 3aTpUMKy B CHCTEMaX IOTOKOBOIO 0OpoOJieHHs iH(OpMAIlii.
Mera po6oTH — po3poOJICHHS HOBOTO MiJIXOAy A0 aHaNi3y YYMIMBOCTI, IO TOEAHYE KIACHYHI METOIM OIMHIOBaHHS BIUIMBY
nmapameTpiB (Metomu Moppica ta Cobonsl) 3 MeTpUKaMH, IO BiATBOPIOIOTH CTPYKTYPHI 3MIHM PO3MOIUTY BHXIJTHUX JaHHX
(eBKJIIOBa Bi/ICTaHb, XEJUTIHTEpOBAa BiJICTaHb, J-AMBepreHmis). Takuil miaxig mae 3MOry JOCHIAWTH BIUIMB IapameTpa He JIHIIe
3 TIOTJISIY aMIUTITY Horo eexTy, a i momo 3MiH y GopMi Ta CTPYKTypi HMOBIpHICHOTO pO3IOITY pe3yabTaTiB. [ JoCsSTHEHHS
METH PO3B’SI3yIOTHCS Taki 3aBAAHHS: (popMarbHe BU3HAUSHHS HOBOTO IMIJIXOAY JI0 aHAIli3y YYTIMBOCTI; po3po0ieHHs Mepexi baeca
IUTsL MOJICITIOBaHHs HackpizHoi 3arpuMki Kafka-kmacrepa; anaimi3 4yTiauBOCTI 3a 3ampOIMOHOBAHHMM ITiJIXOIOM; CKCIIEPUMEHTAIbHE
JIOCITIJDKEHHST HOBOTO MiJIXOIY 3 BHKOPHCTaHHSIM pO3paxOBaHWX BIATIOBITHO O HHOTO Bar BIUIMBY JUIS iHimiamizarii MaTpumi Bar
HEHWpPOHHOI Mepexi, [0 MPOrHO3ye HackpizHy 3aTpumky B Kafka-kmacrepi 3amesxHo Bim oGpanoi kongirypamii. Jlnst peasmizarii
MOCTABJICHUX 3aBJaHb y JOCHIIDKSHHI BIIPOBA/PKEHO TaKi METOMM: TEOpis EKCIIEPUMEHTIB, €BKJIJIOBAa I'€OMETpis, CTaTHCTHYHA
Teopis po3nonimiB, iHopMmamiiiHa Teopis, Teopis MAaIIMHHOrO HaBYaHHs, Oae€ciBChbKa CTaTUCTHKAa W Teopis rpadis.
Jocarayri pesyabraru. {15 oniHIOBaHHS e(eKTHUBHOCTI ITiIXOMYy MPOBEJICHO ITOPiBHSIbHE HABYAHHSA HEHPOHHOI MEpexi 3 Pi3HUMU
cTpaterisiMu iHiniamizauii Bar. Ananiz QyHKuil BUTpaT, NoOY0BaHOI 3a KpUTEpieM MiHIMi3alil cepelHbOKBaPATHYHOI MOXHOKH,
MIPOJIEMOHCTPYBAB, [0 HaWMEHIINX 3Ha4YeHb BOHA JOCATAE caMe JUIsl Mojeli, ska Oynma iHiIiaji3oBaHa BaraMH, OTPHMaHUMH 3a
3aIpPOIOHOBAHUM IIiIXOZIOM [I0 OLIHIOBAaHHS BIUIMBY IApaMeTPiB HA BHXiJHY 3MiHHY Mozeni. BucHoBkH. VY nociimkeHHi
3aIpONOHOBAHO HOBHH MiJIXiJ 10 aHadi3y uyyTiauBocTi. HoBH3Ha migxomy mosirae B iHTerpalii nmepeBar sk MpUYUHHO-OPi€HTOBAHHUX,
TaK i AUCTIEPCIHHO-OLIHHUX METOIIB Y MeXaX €JMHOI 3BaKCHOI METPUKH YYTJIUBOCTI. [IpakTHYHA WiHHICT MiIXOIY MOJIATa€E B TOMY,
110 HOro 3aCTOCYBaHHS Iijl Yac aHali3y 4yTJIMBOCTI a0o iHimiai3awii MaTpyIL Bar HEHPOHHOI Mepexi Aa€ 3MOTy i IBHIIUTH TOYHICTh
OLIIHIOBAaHHSI BIUIMBY TIapaMeTPiB, MOKPAIIUTH 301KHICTh MOJIENTi Ta CKOPOTUTH Yac 11 HaBYaHHSI.

KiouoBi cimoBa: wmeron Moppica; ingekc Co0onst; €BKIiIOBa BIiACTaHb, XEJUIIHIEpPOBa BIiICTaHb, J-IAMBEpPreHLIs;
aHaJli3 YyTJIUBOCTI.

Beryn

Indopmartiiiai TeXHOMOTIT JIs yIPaBIiHHS BETMKAMU

JAaHUMH € KIIOYOBUM IHCTPYMEHTOM  YIPaBIIiHHA
MPOEKTAMH MiCHKOTO OYIIBHUIITBA, OCKUJIbKH 320€3M1eYyI0Th
00poOJIeHHsT 3HAYHUX OOCATIB Pi3HOPIAHOI 1H(OpMalii
3 pi3HHX mxepeln. Jo Takux mkepen HajexaTb CHCTEMH
ynpasiiaasa OizHec-mporiecamu (ERP), B3aemomiero i3
3amikaBneHnMu cropoHamu (CRM), oxoponoro mpari
Ta pU3MKaMU Ha OYIIBHUITBI, EKCILTyaTalli€l 00’ €KTIB,
a TaKOX CHUCTeMH A TPOEKTYBAaHHS, CTBOPEHHS
MoJielieii POCTOPOBUX 00’€KTIB, IHKEHEPHOTO aHAII3y
1 3aCTOCYHKH [IOTIOBHEHOI Ta BIpPTyaJbHOI peabHOCTI
(AR/VR) (puc. 1). EdextrBHe (YHKIIOBaHHA X

TEXHOJIOTi}1 BUMAarae CTBOPEHHS THYYKOI, MacITaboBaHOl

Ta HamiiHOI i1H(OpMAIIHHOI apXiTEeKTYpH, 3JaTHOI
00poONATH  CTPYKTYpOBaHi, HAMiBCTPYKTYpOBaHI Ta
HECTPYKTYPOBaHI  IMOTOKM  JaHWX, SKI  YacCTKOBO

HAJXOMAITh y PEKUMI pPEATbHOr0 4Yacy H 4YacTKOBO
B PEXKUMI ITakeTHOTro oopobeHHs [1].

OTxe, apxiTekTypa iHpOpMAIHHOT TeXHOIOTIT s
yIpaBiIiHHS 1H)OPMAIIIEI0 MPOEKTIB MiCHKOTO OY/IBHHIITBA
nependavae Taki [IApU: MPUHAOM TIOTOKOBUX JaHHUX;
NPUIOM TAKETHUX JaHWX; OOpOOJIEHHsS Ta 30epexeHHs
MOTOKOBUX JaHUX; aHAITHKA MOTOKOBUX JAaHUX (pHC. 2).

[Map mpuitoMy NOTOKOBUX AaHUX (pHUC. 2) BKIIOYAE
wracrep Apache Kafka, mio 3a6esmeuye orpumanHs
iHpopMarii B peasbHOMY 4aci 3 HU3BKOK 3aTPHMKOIO.
Bucoka mpomyckHa 3HaTHICTE Yy TIporeci mepenadi
noBimomitens Bix Kafka-mpomrocepa mo Kafka-crioskueaua €
OJIHIEI0 3 KIIOYOBUX BUMOr J0 iH(pOpMAIIHUX
TEXHOJIOTIH, MPU3HAYCHUX ISl YOPaBIiHHA Pi3HOPLAHUMH
JIAHUMH TIPOEKTIB Mickkoro OymiBHuirTBa. KoHpiryparis
Kafka-xkmacrepa 3aGesmedye BHCOKY IPOXYKTHBHICTB
32 yMOBH BiAmOBimHOCTI 1i mapamerpiB morpedam
cucreMu. BriM, BenmMKa THYYKICTP Y HaJamITyBaHHI
koHpirypamii Kafka cipuunnse cyrreBy HeBH3HAUEHICTD
y mponykTtuBHOCTI Kimacrtepa Apache Kafka, 3oxpema
MO0 KIHIIEBOI 3aTPUMKH, SIKA BU3HAYAETHCS K 4ac Bif
MOMEHTY HaJCWiaHHS iH(opmamii mpomiocepom 10 ix
OTPHMAHHS CIIOKHBaYEM.

© O. Conoseit, 2025
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CHCTCMH YTIPaBIIHEY
BIBEMOIIEI0 13
SAUKATICHIME CTOPOHAMH
(CRM)

CHCTCMH YIIPABIIHHA
oissec-npouccamy (ERP)

CHCTEMH VIPAKIHAT
OXOPOHQKO TPl T8
PHIHEAMH H3 OyTIBHRITEL

CHCTEMH VIPERIIHER
ENCTUTVATALIERO 0D €XTIB

Indopmamiiil TeXHONOI] 1N YIPARTIHHS BeTIKIMIT aHIIMIT

CHCTEMI UM NPOCKTYBaMMNA,
CTBOPCHHA MOacIcH
NPOCTOPOBHX 00’ EXTIR

CHCTEME NEASHEPHOID AHATISY

JACTOCYMEN JOMOBMENOT 1 BIPTYAILNOT
PeATLHOCTI
(AR'VR)

Puc. 1. Ixepana nanux "[HpopmaniiiHi TeXHOIOTIT 11T yIpaBIiHHS BEIUKHMH JaHUMH MPOEKTIB MiCbKOT0 OyiBHHITBA"

Wap HPHAOMY HOTOROBAX
ARHEX

» map obpodiennd faHNX

mAap 30epeneHns TaHNX Wap AHATTHRR JaRNX

AP HPHHOMY MAKETHHX
ETITRN

Puc. 2. Apxitektypa iHpopMauiiHOT TEXHOJOTIT ISl YIpaBIiHHS JAHUMH IPOEKTIB MiCHKOr0 OyIiBHUIITBA

HasiBHi jmociipkeHHsT 37€01IBIIOrO  CIIPSIMOBaHI
Ha TIOKpAIEHHS OKPEMHUX IMOKa3HUKIB MPOJYKTHBHOCTI,
TaKUX 5K 3aTPUMKa a00 BiIMOBOCTIHKICTb, 3aJIMIIAIOYN
033 yBaroro MPUXOBaHI B3a€MO3B’SI3KM MK MapaMeTpaMu
KOH(QIrypallii Ta YyTJIMBICTh CHCTEMH J0 JIOKAJbHUX 3MiH
3Ha4YeHb. YHACIIJOK IIbOr0 MOXYTh (OpMyBaTHCS
cybonTumanbHi abo HecTiiki KoHDIryparlii, 1o MmoraHo
MaclTabyroThCs B YMOBaX PeajlbHOr0 BUKOPHCTAHHSI.

IMonpu BaxJMBICTH 1BOIO  ACMEKTY, BHUOIp
onrimanshoi Kafka xoHGbirypariii 3anuimaerbest CKIaaHmm
3aBIaHHSIM. TpPYOHON[ MOJSITal0Th B  HEOOXIJHOCTI
JMHAMIYHOTO HAJAINTYBaHHS IIapaMeTpiB 3 METOI0
3armo0iraHHsl TMEpeBaHTAXEHHSAM, MiHIMI3amii BHUTpAT,
3a0e3MMe4eHHsT  BUCOKOi

a  TaKoX JIOCTYITHOCTI |

HU3BKOI 3aTPUMKH.

AmHaJi3 ocTaHHiX AocaiKeHb i myomikamii

Koy Moznienb riOoKoro HaBYaHHS BUKOPHCTOBYETBCS
IUIsi BU3Ha4YeHHs KoHgirypamii kimacrepa Apache Kafka
Ha OCHOBI NPOTHO3YBAaHHS 3aTPUMKH B KiacTepi, BHOIp

MOYATKOBOI MAaTpHIll Bar Mae€ 3HAYHMN BIUIMB Ha
301KHICTh HABYAHHS T4 KIHIEBY MPOAYKTHBHICTh MO,
OCKIJIbKH CYTTEBO BIUTMBA€ HA aKTHBAI[il0 HEWPOHIB [2].
3a 3aMOBUYBaHHSIM 3aCTOCOBYeTbca MeTon Kcas’epa
(Xavier Uniform) [3], 1o rpyHTY€ETbCSI Ha PiBHOMipHOMY
PO3MIOIII Bar 3aJIe)KHO BiJl KUTLKOCTI HEHPOHIB HA BXO/i

Ta BUXOMI:

W~ U - 6 ’ 6 ’ (l)
nin + nout nin + nout

ne U — piBHOMIpHHI posmomin; Nin, NOut — KiTbKiCTH
HEWUPOHIB, 1110 JIONaHI B IIIapH Ta MOB’s13aHi MATPUIICIO Bar.
OpHak Helo/aBHI JociikeHHs [4] BKa3ylOTh Ha
HEOOXiTHICTh 3Ba)KATH HAa TPHUYUHHO-HACIIKOBI 3B’ SI3KH
B TPUHHATTI pilIeHb, IO AaKTyaJi3ye IOUIYK HOBHX
miaxoniB Ao iHimiamizamii Bar. Cepex anbTepHATHBHHUX
METOMIB:  IHiI{iami3aliss Ha OCHOBI  IIJIKJIACOBOTO
anamizy muckpuminaHtiB (SDA) [5], ZerO-ininiamizamis
3 BUKOPHCTaHHAM MaTpumb Apjamapa [6], Meromu
MacmuTadyBaHHS Bar [7] Ta aganTUBHE MaciITaOyBaHHS
mJ dvac HaBuaHHS [8].

IIpore 3a3HauyeHi MeToAM
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371e01IbIIoro He OepyTh /10 yBaru NPUYMHHO-HACIIIKOBI
BIUIMBH, IO OOMEXye ix edQeKTHBHICTh y poborTi
3 HETIOBHUMH a00 CTPYKTYPHO CKJIAIHUMH JaHHMHU.

AHami3 YyTIMBOCTI € BAXJIMBUM IiJIXOIOM IS
BH3HAYEHHS BIUIMBY BXIJHUX MapaMeTpiB Ha BHXIiJHI
XapaKTEpUCTHKA CUCTeMH abo mogmenmi. Y mpari [9]
3aIpOIIOHOBAHO YOTHPHETAIHY CTPYKTYPY, IO TOEAHYE
MeTaMoJeoBaHHd 3 Merogamu Moppica Ta Cobons.
e nae 3Mory edeKTUBHO BHSBISATH KIIOUOBi (hakToOpH,
[I0 BIUIMBAIOTh HA CHEPrOCIOKUBAHHSI, 3HIKYIOUH
BOJHOYAC OOYMCIIOBaNbHI BUTpatu. Y poboti [10]
TIOPIiBHSHO pi3HI MeTonu uymimBocTi, 30kpema DLOR i
FAST, ni1s aHanizy o3HaK, peJIeBaHTHUX JIO POAYKTUBHOCTI
moznenei CNN. Haii6inpmr eQekTUBHUMH BHSBUIUCH
Mmeronu Moppica ta CoGoutst.

[Noganbli KOCTIIPKEHHA BIOCKOHANIOIOTH METOIUKY
obuucnenns ingekciB CoGoms. Amrtopu mpami [10]
3aMpoNOHYBaJIM CIPOIICHHH MiAXix 13 BUKOPHCTaHHIM
inmekciB  llemni, me rnobanbHi epeKkTH mNapamerpiB
OLIHIOIOTBCS TIEPIIMMH, & PEIITa — BUBOAATHCS JIIHIHHUMU
neperBopeHHsiMu.  [ocmipkennst  [11]  memoHcTpye
3aCTOCYBaHHS IJIOOAJIBHOIO aHANi3y YyTJAMBOCTI Ul
BU3HAYEHHSl TPIOPUTETHUX NAPAMETPIB Yy >KUTTEBOMY
UK BupoOHuMUTBa. Y crarti [12] 3ampomnoHoBaHO
MiAXIA JUIsl aHamizy JUCKPETHOI 0aeciBCbKOI Mepexi 3a
JIOIIOMOT'O0 €BKJIIJIOBOT BiJICTaHi, XEJLIIHIepOBOI BiACTaHI
ta J-muBeprenuii. 1li MeTpukHM NarOTh 3MOrY OLIHHTH
CXOXICTh 1 pO30KHOCTI MIXK IMOBIPHICHUMH PO3IIOZIiIaMHU,
110 (OPMYIOTBCSI BHACIIZIOK Bapialliii mapamerpis.

Meron Moppica nae 3MOry OIIHUTH JIOKQJIbHUIN
BIUIUB KOXKHOI'O TapaMerpa dYepe3 Bapiallilo BHXIIHOI
¢byHkii, Tomi sik iHgexcu Cobos 1at0Th MI00ANBHY YSIBY
3arajbHOL

Ipo BHECOK Iapamerpa Jo JHcIiepcii.

Ix komGiHOBaHe 3acTOCyBaHHA PpO3KpHMBA€ MOBHY
KapTHHY BIUIMBIB, OJHaK HE 3BaKa€ Ha IPUYUHHO-
HACITIIKOB 3aJISKHOCTI MK TTapaMeTPaMH.

Mertpuku BincTaHi MK IMOBIPHICHIMH PO3IIOILTIAMUA
(eBKITimOBa, XeIUTIHTEpOBa BiAcCTaHi, J-IUBEpPTEHINs)
MOXYTh OYTH IHTErpoBaHI B NPHUYNHHO-OPiI€EHTOBAHI
MOJIeTT, 30KpeMa Oa€eciBChKi Mepexi, 110 3abe3nedye
B3STTA [0 YyBarM CTPYKTYPHHUX BIUIMBIB Ha 3MiHY
posnoniniB. [Ipore BoHE He (IKCYIOTH 3MIHHICTH Camoi
¢GbyHKIIT pe3ynbTaTy, SK Ie POONATh KIACHIHI METOAH
aHaII3y YyTIUBOCTI.

OTxe, Hapa3i BiACYTHIH yHi(DiKOBAaHWMHA ITiIXifT, SIKHIA
Ou moeTHyBaB Taki (pakTopu:

1) B3ATTS 70 yBarum CTPYKTYPHOI MOMIGHOCTI Mix

pe3yapTaTaMu Ha OCHOBI METPUYHHUX BiJICTAHEH;

2) OLIHIOBaHHA WPSIMOr0 BIUIUBY MapaMeTpiB
(3a momomoroto innekciB Moppica 4 );

3) B3ATTS 10 yBarW B3aeMOAil MiX Mapamerpamu
(3a ponomoroto ingexcis Cobomns S, ).

Ie cTBOpIOE TIEPEYMOBH ISl PO3pOOIIEHHS HOBOT'O
MiIXOy 10 aHaJIi3y YYTIIMBOCTI, SIKUH MOEITHYE TIEpEeBaru
SIK IPUYMHHO-OPIEHTOBAHUX, TaK 1 JUCIICPCIHHO-OIIHHIX
METO/IIB Y €JIMHIN 3BaXKCHIA METPHIII.

MeTta poboTH il 3aBJaHHSI

Merta TOCHTIIKEHHS — 3alPOMOHYBAaTH HOBHH iAX1
JUTS aHAJTI3Y YyTJIIMBOCTI, IKUW TIOEHYE KJIACHIHI METOIU
OLIIHIOBAaHHs BIUIMBY TapaMeTpiB (Meromu Moppica Ta
Cobonst) 3 MeTpUKamH, IO BiJITBOPIOIOTH CTPYKTYpPHI
3MiHU PO3MOJIUTY BUXIIHMX HaHUX (€BKJIIZIOBA BiJCTaHb,
XEJUTIHTepPOBa BIiJICTaHb, J-IUBEpPreHIlisl). Takuil miaxin
JaCTh 3MOTY JOCHIIMTH BIUIMB IapaMerpa He JIHIIe
3 TOMISIAY aMILTITYau Horo edekry, ane il mogo 3MiH y
(hopmi Ta CTPYKTYp1 IMOBIPHICHOTO PO3MOJILTY PE3YIIBTATIB.

JIi1st MOCSITHEHHST OKPECIIEHO METH HEOOX1IHO
PO3B’s13aTH TaKi 3aB/IAHHS:

1) ¢opmanbHO BU3HAYMTH HOBHUH MK/ 0 aHATI3Y

YYDIMBOCTI, SKUH MoexHae Meroau Moppica 44 Ta
Cobomnst S; 3 omHuM i3 MeTomiB (€BKIiZOBa BiACTaHb,

XeJUIIHrepoBa BiJICTaHb a00 J-AMBeprexiis);

2) po3pobuti Mepexy baeca mis MopeTrOBaHHS
HackpizHoi 3atpumkn Kafka-kmacrepa;

3) mpoaHamizyBaTH UYyDIMBICTE 33 METOJAMH
€BKJIIZIOBOI BIJICTaHi, XEJUTIHIEPOBOI BIJICTaHi, J-IMBEpreHil
Ha po3po0ieHiit mepexi baeca;

4) mpoaHamizyBaTH dYYTJIMBICTH 34

Moppica g ta Cobons S, na mozmeni XGBRegressor;

METOdaMH

5) mpoaHaTi3yBaTH UYTIMBICTH 32 3alPOIIOHOBAHUM

M1 IX0I0M;
6) TpoBeCcTH  EKCIEepUMEHTAIBHE  TOCIiKEHHS
3aMpOIOHOBAHOTO  MMiJXOIy, BHKOPHUCTOBYIOUH Baru

BIUIMBY IS iHimiamizamii MaTpuii Bar HEHpOHHOL
Mepexi, 1o MPOrHo3ye HackpisHy 3arpumky B Kafka-

KJIacTepi 3aJIexKHO BiJ 00paHOi KOH]Iryparrii.

Martepianu it MmeToau

Hexaii L(X) — ue satpumka B knacrepi Kafka 3
koHpirypauiero X , 3Monenbosana ¢ynkuiero f(X), ge

X :{Xi, Xpr..sy X} — HabIp HE3aIEKHMX IApPaMeTpiB
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kiacrepa Kafka. 3arampHa aucnepcis 3aTpUMKH L(X ),

PO3KJIaJCHa 3a BXi,HHI/IMI/I napameTpamMmu, OMMCyeTbCA AK

Val’(L(X)):il\/ﬁ- Z Vij+-~~+V1,2,,,,nv (2

i=1 1<i<j<N
V, =Var, E, (f(X)]X,), @)
Vii :VarXij EX»i](f(x)|Xi’xj)_Vi _Vj' (4)

e V., . JWCHEpPCis, IO BHHUKAE BHACIIJIOK

B3aeMOIii BCiX 03HaK y Habopi X .
Ianexc CoOoys TepIioro MOPSIKY OIHIOE, sKa

yactka mucrepceii 3atpumku L (X ), 3yMmoBiieHa BILIHBOM

JIMIIC OJHOT'O BXiI[HOl"O napamMeTpa Xi .

V.

S =——~——. (5)
' Var(Y)
Meton Moppica aist oouucneHss |,
1& .
M= _z di|, (6)
R r=1
e d — ne emeMeHTapHUH e(eKT BXiAHOTO mapamerpa
Ha I -i iTeparii.
f(x"+Ae |- f (X
dir — ( ') ( ) , (7)
A
ne X' — BUMajkoBo oOpaHuil BEKTOp Ha I-ii iTepaui;
A8, — OAMHMYHMH BEKTOp, IO 3MIHIOE TUIBKH

mapamerp Xi;.
A — KpOK Y CITIIi MOIIYKY.
Hexai 3aranbHuii po3MOJiN 3aTPUMKH HE3aJIEKHO
BiJl OKpEMHX 3HA4€Hb MapaMeTpiB BU3HAUCHO:

P(L):ZP(L|X)P(X). )]

X
YMOBHHI1 po31oAi 3a (hiKCOBaHOTO mapamerpa X;=a :
P(LIx =a)=2, P(L)k=aX,)-P(X;), (9

ne X_; —BCi mapameTpH, Kpim X; .

(De)

BHU3HAYAETHCA 3a

EBkimigoBa BiacTaHp IBOX PO3MOALIIB

iMOBipHOCTEN CyMOIO  KBaJIpaTiB

PI3HHUIG PO3TIONLTIB:

D. = [S(P(L=1)-P(L=1|x =a)).  (10)

leL

Bizncrans Xemninrepa (D,,) BuMmipioe BinctaHb Mixk

JBOMAa WMOBIpHICHIMH pPO3IMONITAMH ¥  OCHOBaHa

HA KBaJpaTHYHIA PI3HUII iX iIMOBipHOCTEIH:

D, :%\/;(\/P(L:I)—\/P(Lzllxi =a))2. (11)

Bincrass J-muBeprenmii (DJ) OI[IHIOE, HACKIIBLKH

OJIMH PO3MOIIJ BiPI3HAETHCS B/ 1HIIOTO 33 JIOMIOMOTOI0
NOpiBHSAHHA iX "BTpar" iH(oOpMamlii momo cepeaHsoro

posnoziy:
P(L=
D, :Z“P(Lzl)longr
leL ' (12)
P(L=I]x =a)
#P(L=1lx =a)log ==

[Minxin no aHami3y 4YyTJIMBOCTI, SIKWH TOETHYE
meroqu Moppica g, (5) ta Cobons S; (6) 3 ogHuM i3

meroni (10)—(12), ¢opmanbHO OMUIIEMO 5K 3BaKEHY

KOMOIHAIIiIO:
Wo, =a-Si+ -1+ D; (13)
Wo, =S+ -1 +y-Dy; (14)
WDJ- =a-S+p-u+y-D (15)

Bubip 3HaueHp [ mapamerpis o, S, ¥
3aJIOKUTh BII 3aBOAHHA, a caMe: BapTo 30LIbIINTH
napameTp « , SKIIO HEOOXiJHO BU3HAYMTH MapaMeTpH 3
HANBHUIUM TJI00aJbHUM BIUIMBOM; MOTPIOHO 301IBIIUTH
napamerp [, AKIIO HEOOXiIHO B3STH JI0 yBard cepeiHii
BIUIMB IIapaMeTpa HE3aJeXKHO BiA HOro JIOKaJIBHUX
ab0 TI00AJILHUX BJIACTMBOCTEW; IOTPIOHO 30LIBIINTH

mapamMerp ¥, SKIIO HEOOXiZHO B3ATH IO YBaru

CTPYKTYPHY MOIIOHICTh MiX pe3yJbTaTaMd Ha OCHOBI
METPUYHUX BiJCTaHEH.

Jlnist TIOpIBHSUILHOTO aHall3y pe3yJNbTaTiB OLHIOBAaHb
3a merogamu (13)—(15) ckopucraemocst kinacudikaiiero:

"H" o W, > QL
O(W,)=1"M", smo Qi <W, <Qi,,  (16)

"L, sxmo W, < Ql

pe "H", "M", "L" — xnacu ouinku W, — "cunpHuii",

"cepenHiii" Ta "HU3BKHUL";

W, = (W; —min (W, )) /(max (W, ) - min (W, )) -
HOpMaJIi30BaHa OIiHKa;

i — imgexc meroxy 3 MHOKHHE O [WDe ,WDH ,WDJ ] :

j — imgexc mapamerpa KoH}irypamii 3 MHOXUHA X |

Qo Qs
Ha W, .

67-i1, 33-ii mpoueHTWII, OOYMCICHI

Jos imimiamizamii HEHPOHIB MEPIIOrO MPUXOBAHOTO
mrapy HEHpPOHHOI MepeXi 3 METOK IPOTHO3YBAHHSA

sarpumok  Kafka-xnacrepa 3 Baramu smmsy O(W,),
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obuucneHnMH  BigmoBimHO 10 (16), 3ampomoHyemo

mpaBuIIo "OLIBIIOCTI TOIOCIB":
W (x) =argmax,, |[i:0(W,)=0]. 17
[Hiriamizariss HEMPOHIB MEPIIOro MPUXOBAHOTO MIAPY
HeHpoHHOI Mepesxi BaramMu W BHKOHY€ETHCS 32 BUPa30M

h' = f (WX +b'), (18)

1 : v o
ne h' — Buxin mepmioro mMpuUXoBaHOrO APy HEHPOHHOT
Mepexi;

1

b* — BekTOp 3CYBY [T MEPIIOrO MPUXOBAHOTO MIAPY;

f(+) — dyHKuis aKTHBALIi, IO 3aCTOCOBYETHCS 10

JIHIHHOT KOMOIHAIIT BX1THUX JaHUX.

Apxitektypa Kafka-kmactepa wMictuth cepBepH,
3aCTOCYHKH, II0 HaJCWJIAIOTh MOTOKOBY iH(OpMaIlil0 Ha
cepBep (mpojrocepiB) Ta KIIE€HTIB (CONSUMErs), ski
O’ €HYIOTBCSL U1l OTPUMaHHsS JIaHHMX Ta CepBicy
ZooKeeper, Kafka  mst
yIpaBIIiHHA Ta KOOPAMHAIT cepBepiB, nomanux y Kafka-

SAKUM  BUKOPUCTOBYETHCS

wracrep [14, 15]. Hackpizuy 3atpumky (end-to-end
latency) morokoBoro o6poGmennst momiit y Kafka-
KJ1acTepi MOXKHa BHMIpSITH 4acoM TL, sikuii JOpiBHIOE
CyMi TakMX 4YacOBHUX IHTEpBaNiB: 4ac, HEOOXIJHHI
npojtocepy Uil 30MpaHHs TOAIH y mMakeT mepen ix
BiZmpaByieHHsIM Ha cepBep (mami — Tproducer); gac Big
MOMEHTY OTpHMaHHs mofnii B Oydepi cepepa no ii
30epe)KeHHs] Ha  JIUCKY (mam —
Tleadercommit); wac Big

TIOBIZIOMJICHHSI Ha JICKY CepBepa-iijiepa 0 3aBepIICHHS

cepBepa-Jiaepa
MOMEHTY  30epexeHHs
fioro KormiroBanHs Ha iHmi cepBepu B kiactepi Kafka
(mami — Treplica); wac Bim MOMEHTY, KOIH MpPOIIOCEP
Kafka ortpumaB miaTBepuKeHHs Bin cepBepa-iimepa
(mapametp "acks_config" = 1 a6o "acks_config" = "all")
abo KoM TeBHa KiIbKicTh iH(popMalii Oyna 30epekeHa
Ha gaucky cepsepa-migepa ("acks_config" = 0), mo
momenty, komu kimient Kafka orpumye momito (mami —
Tfetch).
satpumMku B kiactepi Kafka mae takuit Buris:
TL=T +T, +T, +T

leadercommit replica

Omxke, (opManbHe BH3HAUEHHS HACKPI3HOI

producer fetch * (19)

Ha puc. 3 nomaHo 3ampolOHOBaHY CTPYKTYPY
mrcKpeTHol Mepexi baeca mis MonenroBaHHS HAaCKpi3HOT
satpuMkn B kiacrepi Kafka, moGymoBany mHa ocHOBI
anamizy apxitektypn Kafka-xmacrepa. Ils crpykrypa
MICTHTB LIAP CIIOCTEPEKYBANBHUX 3MIHHUX X ={X,...,X; |,
[0 BiQMOBigarOTh TapamerpaMm Koudiryparmii Kafka-
Kiacrepa, a came: X, (acks_config) — Busnauae piBenb

MITBEPKCHHS, SAKUA BUMAarae cepBep-ligep BiX

npomocepis; X, (buffermemory) — BusHauae obcsr

mam’siTi B 0alTax, sSIKy IpOArocep MOXKEe BUKOPUCTOBYBATH
Uil (GOpMyBaHHA NaKeTa JaHWX Iepel HaJICHIaHHIM

Ha cepBep; X, (max.inflight.requests. per.connection) —

BCTaHOBJIFOE MaKCUMAaJIbHY KUIBKICTh HEIIATBEPHKEHUX
3aIMTIB, SIKi MOXKHA HAJICIaTH HA CEPBEP 3a JTOMOMOrOK0
omHoro 3’exHamHs; X, (socket.receivebuffer bytes) —
3a7a€ Po3Mip MepexeBoro Oydepa cokera Ui TPUAHATTS
inQopmarii cepsepoM; xg (max.poll.records) — BusHa4ae
MaKCHMaJIbHY KiIbKiCTh 3amnuciB, o Kafka-kmient moxe

poll();

%, (log. flush.interval.ms) — BcranoBmoe yac, npoTAroM

00poOMTH 3a OOUH BUKIMK  METOAY

SIKOTO TIOBITOMIJTCHHSI MOXKE 3aJIMIIIATHCS B TIaM’STi cepBepa
mepej| 3alucoM Ha JHCK; X, (replica.fetch.minbytes) —
BKazye Ha MiHIMaJbHHH 00OcsAT iHpoOpMalii, SKHH Mae

OyTH ckomidoBaHMH Ha cepBepi Nepel] HaJCHIaHHIM
3aMuTy Ha OTPUMAaHHS HOBUX JIaHMX BiJ| cepBepa-iijepa;

X (lingerms) — BusHauae, sK JOBrO MpOAOCEp

HakonuuyBatume iHdopmarito s GopMyBaHHS makera
nepes BiANpaBIeHHM Ha cepBep-uizep; X, (batch.size) —
MaKCHMMaJIbHUH pPO3MIp Makera AaHux y Oairax, sSKuii
OpOIIOCep HaJACHIAE Ha CepBep-Jliiep 3a OAWH pas;
X, (compressiontype) — Tun cruchenns inQopmaii,
SKUH BUKOPHCTOBYE IPOMIOCEp MNEpex HAaICHUIAHHIM;
X, ( fetch.minbytes) — minimanbha kinbkicTs GaifTiB, w0
Mae OyTH 3amicaHa Ha IHCK CepBepa-jifepa mepern THM,
SIK CTATH JOCTYITHOIO JUIS KITI€HTIB.

OGpani napamerpu kouirypamii X ={ X,,..., X |
Oe3rocepeIHbO BIUTHBAOTh Ha MOKA3HUKK HPOIXYKTHBHOCTI
knacrepa Kafka Y ={y,,...,V;}. Busnaummo ix sk
MpUXOBaHi 3MiHHI Mepexi baeca Ta BKIIIOUMMO y mepuimi
npuxoBanuii mwap, a came: Y, (RequestQueueTimeMs) —
MIPOTATOM JaHi, HAAICTaHI  MPOTIOCEPOM,
nepeOyBalOTh y Uep3i 3amuTiB Teped NPUAHATTIM
s 30epexeHHs B OKypHam —momidk  cepBepa;

SIKOTO

¥, (ResponseQueueTimeMs) — wac y Mminicekynaax,

TIPOTSTOM SIKOTO J1aHi, 30epeKeHi Ha cepBepi, mepedyBaroTh
y depsi Bimnosineit; Y, (LogFlushRateAndTimeMs) -—
4yacToTa i Jac, 3 IKUMH J1aHi, 30epeKeHi B )KypHaJli JIOTiB
cepBepa, MEePEeMINIyIOThCS 3 TaM sTi cepBepa Ha JIHCK;
Y, (BytesInPerSec) — sarambHa Kinbkicts OaifTiB, sKi
Kafka cepsep oTpumye 1m10ceKyHIH Bifl yCiX MPOIIOCEPiB.
Bucoki 3HadYeHHS MOXYTh CBIYUTH PO HEOOXiTHICTH
JIoaTh OOYMCIIOBaJbHI pecypcd abo CKOpPHUTYBaTH

KOH(QITypalio MpoarocepiB; y5(BytesOutPerSec) -
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3 KO JaHi

y, (batch _size _avg) -

BI/IMipIO€ IIIBI/I)IKiCTB, HaJCUJIAOTHCA

3 cepBepa 1O KIIEHTIB;
cepeqHiil po3Mip Makera IOBiIOMIIEHb, SIKMH TPOAIOCED
Hajcuiaae g0 opokepa Kafka.

Jpyruii TnpuxoBaHMH IIap MICTUTh CKJIQIHUKA
Bupazy (19), ockimbku iX 3Ha4YeHHS (QOPMYIOTHCA

31 3HAYEHb MOKA3HKKIB NPOAYKTHBHOCTI Y ={Y,...,¥,}
a came: y; — s3araipHuil 4yac mpomrocepa (Tproducer)
B MiJliCeKyH/aX; Y, — 3araqbHuil 4ac 30€peKEHHsS Ha

mucky cepsepa-nigepa (Tleadercommit) B minmicekyHmax;
y; — 3arajbHHi Yac KONiIOBaHHs IaHUX Ha iHIII cepBepH

(Treplica) B winmicekyHnax; y; — 3aranpHuUil yac A

otpuManHs nanux kiientamu (Tfetch) B mimicekynmax.
Buxigauii map MICTUTh €AWHY 3MIHHY — HAaCKpi3HY
sarpumky B kimacrepi Kafka (TL), mist sikoi 3ampornoHoBaHa
Mepexxa  baeca  3xilicHIoBaTMME — NPOTHO3YBaHHSL.
st moOynoBu AUCKPETHOT 0aeCiBChKOT MEPEKi 3HAYCHHS
KO)KHOTO BYy3Jla Mae OyTu IUcKpeTu3oBaHe. g 1poro

MO/IAEMO KOXKHY 3MIHHY 32 HOTAI[I€l0

(N, S, G(S)) , (20)
ne N — Ha3Ba 3MiHHOT; S — MHOKHHA CTaHiB S_ . =15},
NOJAHMX y BUIUAAl JiHrBictmunnx Ttepmis; G(S) —

MHOKMHA 3Ha4YeHb JUIsl KOXKHOTO CTaHy S; € S .

Jlist BU3HAUCHHS TAONHITh YMOBHHX iMOBipHOCTEH
JUIsl BY3JIiB Mepexxi baeca ckopucraeMocsi anropuTMoM
MakcuMabHOI paBaonoaionocti (MLE) [16].

Jist  oOYMCIEHHS OIIHOK BIUIUBY 3a METOAaMHU
Cobonst Ta Moppica HeoOXiJHa MOJENb, 3aTHA TOYHO
NPOTHO3YBaTH 3HAYEHHS BHXiTHOI (YHKIIT sK s
BUIIAIKOBUX Bapiallii BXiJHUX 3MiHHHUX, 3T¢HCPOBAHUX
3a MeTomoM Moppica, Tak 1 JUIS JHUCHEPCIH BXiTHUX
3MIHHHUX, 3reHepoBaHuX 3a MetomoM Coboms. st 1poro
JociikeHHs: ooepemo monens XGBRegressor, anropurm
Kol monsirae B TOOY/IOBI aHCaMOJIO JIepeB pillleHb,
Jie KO>KHE HOBE JIEPEBO JIOJAETHCS 10 aHCAMOIIIO 3 METOI0
MiHIMI3allil TMOMWIIOK, TPUMNYIIEHUX MONEePEeIHIMU
MOZEISAMH JIepeB, 30UIBIIYIOUM B TAKHH CIIOCIO TOUHICTH
mozmeni [17]. Monmene XGBRegressor moOyayemo st
napaMmeTpiB KoHQIrypariii, o HalexaTh JO MHOXHHH X
CIIOCTepEeKyBaIbHUX 3MIHHMX Mepexi baeca ta MaroTh

HelepepBHi 3HAYCHHS.

Pe3yabTaTn 10CTiZKeHb TA X 00roBOpeHHs

Ha puc. 4-6 mnomaHo oOdYHMCIICHI 3a METOIAMHU
(10)~(12) ormiHkk BIUIMBY Ha 3alpOIOHOBAHIA Mepexi
baeca (puc. 3). TlopiBHAHHS pe3yJbTaTiB OTPUMAaHUX
3Ha4YeHb CHJI BIUIUBY 3a MeTtogamu DE, DH, DJ Bka3ye Ha

MEeBHI PO30IKHOCTI.

Puc. 3. Po3poGiieHa cTpyKTypa JUCKpeTHOT Mepeski baeca [yt MojieiroBaHHs HacKpi3Hoi 3aTpumkw B Kinactepi Kafka

1. IMap i3
X={x, Xy}

1.1. 3a meromom Dg

CTOCTEPEKYBATBHIMH ~ 3MIHHIMH

CUJIbHUU BIUIUB MAarOTh:
Xs (log. flush.interval. ms) ma v, (LogFlushRateAndTimeMs);

X (linger.ms)  na (y3 (LogFlushRateAndTimeMs) ;

y4(BytesInPerSec)); X, (batch.size) ma 'y, (BytesInPerSec) ;
X, (compressiontype) na y, (BytesinPerSec) . Cepenniii
BILIUB OLiHeHO st X, (lingerms) ma y; (BytesOutPerSec);
¥s (BytesOutPerSec);
X, (compressiontype) na y, (BytesOutPerSec).

X, (batch.size) Ha
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1.2. 3a meronoM D, cuibHHI BIUIMB MalOTh:

x; (max.poll.records) Ha y, (batch _size _avg);
%, (linger.ms) Ha y, (batch _size_avg);
X, (batch size ) Ha y, (batch _size _avg);

X, (compressiontype)  ma y,(batch_size_avg).

Cepenniit  BumB  owineno X (acks_config)  na

y; (RequestQueueTimeMs);  x, (buffer.memory)  Ha
y; (RequestQueueTimeMs) ; X, (batchsize) Ha
(v, (BytesInPerSec); y, (BytesOutPerSec)) ; X, (linger.ms) ma
(v, (BytesInPerSec); y, (BytesOutPerSec)) ;

X, (compression.type) Ha (y4 (BytesInPerSec) ;
s ( BytesOutPerSec)) ; X (maxinflight requests per.connection)
Ha Y, (ResponseQueueTimeMs) ; X, (socket.receive.buffer.bytes)
Ha Y, (RequestQueueTimeMs).

1.3. 3a meromom D; cunbHUH BIIIMB MaroTh:

x; (max.poll.records) Ha y, (batch _size _avg);
X, (linger.ms) Ha ¥, (batch _size_avg);
X, (batch size ) Ha y, (batch _size _avg);

X, (compressiontype)  ma  y,(batch_size_avg).

Cepenniit  BumBs  owineno X (acks_config)  na

y; (RequestQueueTimeMs);  x, (buffer.memory)  Ha
y; (RequestQueueTimeMs) ; X, (batch.size) Ha
(y4 (BytesInPerSec); y; (BytesOutPerSec)) ; %, ( fetchminbytes)
na (Y, (BytesInPerSec); y, (BytesOutPerSec)) ; x, (linger.ms) ma
(v, (BytesInPerSec); y, (BytesOutPerSec)) ;

X, (max.inflight.requests per.connection) Ha
y, (RequestQueueTimeMs) ;  x, (socket.receive buffer.bytes)

Ha Y, (RequestQueueTimeMs) .

2. Tepmmii map 3 NOPUXOBAaHUMH 3MiHHUMH
Y= {Yp Yol

2.1. 3a meromom DE cunbHMIA BIUIMB MaroOTh:
y; (RequestQueueTimeMs) Ha y, (Tfetch) ;

y, (ResponseQueueTimeMp Ha (yg (Treplica); y; (Tfetch));

y; (LogFlushRateAndTimeMs ) na (y§ (Treplica); y, (Tfetch));

¥s (BytesOutPerSeg na y;(Treplica) . Cepenniii Brums
ouinero Y, (batch_size_avg) Ha (yl1 (Tproducer);
y; (Tleadercommit)); y, (BytesInPerSec) ua y; (Tproducer);

ys ( BytesOutPerSec) Ha y, (Tleadercommit) ;

y; (RequestQueueTimeMs) Ha y; (Tproducer);

y2(ResponseQueueTimeMs) wa  y; (Tleadercommit);
y3(LogFlushRateAndTimeMs) wa (y; (Tproducer); v;

(Tleadercommit)).
2.2. 3a meronoM DH cunbHMIl BINIMB MAaroTh:

y1 (RequestQueueTimeMs) Ha y; (Tfetch);
y2 (ResponseQueueTimeMs) ua (y; (Tleadercommit); y;
(Tfetch));  y3 (LogFlushRateAndTimeMs) wa  (y;
(Tleadercommit); y; (Tfetch)), y5 (BytesOutPerSec) ua
y; (Tleadercommit); y6 (batch_size_avg) ma vy,
OLIHEHO  yIA

(Treplica);

(Tleadercommit).  Cepenmiii  BILIMB
1

y2 (ResponseQueueTimeMs)  Ha Ys

y5 (BytesOutPerSec) na y; (Treplica).
2.3. 3a wmeromom DJ cunpHMiI BINIMB MAalOTh:

y1 (RequestQueueTimeMs)  na y, (Tfetch); y3

(LogFlushRateAndTimeMs) na (y; (Tleadercommit); y;
(Tfetch)); y5 (BytesOutPerSec) na y; (Tleadercommit);

y6 (batch_size_avg) na y; (Tleadercommit).

3. Jpyruét map 3 3MiHHUMH
(V1. ¥5 V3. i -

OliHKa BIUIMBY €

TIpUXOBAaHUMHA

Y3TO/DKEHOK MIK — TphOMa
MeToJaMu. Yci 3MIiHHI JPyroro MPUXOBAaHOTO MIapy
MalOTh CHJIbHUI BIUIMB HA BUX1IHY 3MiHHY TL.

YV tabn. 1 HaBeaeHO OIIHKH, OTPUMAaHI 3a METOIaMHU
Moppica Ta  Cobomsa, o0uucieHi Ha  Mopemi
XGBRegressor, i Ha 11X OCHOBI BHM3HAYCHO 3BayKECHI
ouinku WDE, WDH, WDJ 3a ¢opmynamu (13)—(15), me
3Ha4deHHA a, f, y cTaHoBiATH 0.2, 0.2 Ta 0.6 BiAMOBiTHO.
3HayeHHs mapaMmerTpiB migiOpaHo Tak, mo6 Opatu 10
yBaru CTPYKTYpHI
OTpUMaHUMH Ha OCHOBI METPUYHUX BiJcTaHeH. Y Tabm. 2

MOMIOHOCTI MK pe3yibTaTaMu,

BH3HAYEHO KJIACH 3BaXKCHMX OIIIHOK, OOYMCIEHI 3a
knacudikamiero (16). INopiBHsITPHMIA aHaNi3 BKa3ye Ha
MIOBHY y3TOMXKEHICTh OmMiHOK 3a Meromamu WDH, WDJ,
SKi BU3HAUYWIM CHIBHWI BIUIMB mapamerpis batch.size,
fetch.min.bytes, linger.ms, max.poll.records ta cepamiit
acks_config,  buffer.memory,

BIUIMB  TapaMeTpiB




159

ISSN 2522-9818 (print)
Cyuachuii cman Haykosux 00Crioxiceny ma mexnonozitl ¢ npomuciosocmi. 2025. Ne 3 (33) ISSN 2524-2296 (online)

max.inflight.requests.per.connection, socket.receive.buffer.bytes.

S \
i
i
/ @\
L
)

Puc. 6. OuinroBaHHs BIuHBY B Mepesxi baeca 3a metomom J-muBeprentii (DJ)
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Knacu 3Baxkenux omiHok 3a wmerogoM WDE
BIIPI3HAIOTBECA BiJ pe3yapTariB 3a meromamu \WDH,
WDJ, a came: napameTp KOH(iryparii

log.flush.interval.ms mae cuabHHI BIUTHB 32 METOIOM
WDE i mmspkuit 3a meromamu WDH, WDJ; mapametp

max.poll.records mae Hu3bkuii BumB 3a merogom WDE i
WDH, WDJ; mnapamerp
replica.fetch.min.bytes mae cepamiii BIuMB 3a MeTOIOM

BHCOKHHM 3a METOAaMH

WDE, ane uusbkuii 3a merogamu WDH, WDJ.

Ta6muus 1. Oyinku enaugy napamempie xoughicypayii Kafka-knacmepa, obuucneni ma mepeoci baeca ma moodeni

XGBRegressor
) Tnekc Ingexc Ouninka 3a Oninka 32 Ouinka 3a
Hasga By3na mepe:xi Baeca | DE DH DJ Moppica, ui CoGSoiJm, MG\}\F/O[I)[EM, veToom, WDH MeJVOSEM,
acks_config 0.003 | 0.042 | 0.287 0 0 0.002 0.025 0.172
batch.size 0.036 | 0.127 | 0.739 1 0.953 0.412 0.467 0.834
batch_size_avg 0.014 | 0.060 | 0.369 n/a n/a n/a n/a n/a
buffer.memory 0.003 | 0.042 | 0.287 0 0 0.002 0.025 0.172
BytesInPerSec 0.000 | 0.016 |0.123 n/a n/a n/a n/a n/a
BytesOutPerSec 0.038 | 0.073 | 0.247 n/a n/a n/a n/a n/a
compression type 0.036 | 0.127 | 0.739 n/a n/a n/a n/a n/a
fetch.min.bytes 0.022 | 0.063 | 0.369 0 0 0.013 0.038 0.222
linger.ms 0.036 | 0.127 | 0.739 0.2 0.046 0.070 0.124 0.492
log.flush.interval.ms 0.025 | 0.009 | 0.000 0.00 0 0.015 0.005 0.000
LogFlushRateAndTimeMs 0.083 | 0.169 | 0.739 n/a n/a n/a n/a n/a
gqc"’t‘;‘c')'n”ﬂ'ght'req“es'ts'per'cc’”” 0.003 | 0.042 |0.287 0 0 0.002 0.025 0.172
max.poll.records 0.002 | 0.060 | 0.410 0 0 0.001 0.036 0.246
replica.fetch.min.bytes 0.007 | 0.000 | 0.000 0 0 0.004 0.000 0.000
RequestQueueTimeMs 0.037 | 0.089 |0.492 0 0 0.022 0.054 0.295
ResponseQueueTimeMs 0.073 | 0.146 | 0.616 0 0 0.044 0.087 0.370
socket.receive.buffer.bytes 0.003 | 0.042 |0.287 0 0 0.002 0.025 0.172
Tfetch 1.000 | 1.000 | 1.000 n/a n/a n/a n/a n/a
Tleadercommit 1.000 | 1.000 | 1.000 n/a n/a n/a n/a n/a
Tproducer 0.995 | 0.997 | 1.000 n/a n/a n/a n/a n/a
Treplica 1.000 | 1.000 | 1.000 n/a n/a n/a n/a n/a
[No3naka "n/a" o3Hayae, 110 MApaMETPH IPUXOBAHUX 3a3HaueHnx MeroniB. JIiHII €  HOpMaizoBaHMMU

mapiB 0aeciBCBKOi Mepexi He JomaHi A0 Mojemi
XGBRegressor, ockiibku 3Ha4YeHHS IMX MapaMeTpiB He
3a7afoThest mix uac koHpirypamii Kafka-kmacrepa, a
dbopMyroThCSL  SIK
KOH(QIrypari.

Ha puc. 7 300pakeHO BIUIMB KOXHOTO Hapamerpa

pe3ynbTaT  BIUIMBY  BU3HA4YEHOI

koH(iryparii 3 wMuHoxkuHn X Ha 3arpuMmky Kafka-

Kjmacrepa, oOYHMCIeHHH 3a METOJaMH Ha  OCHOBI
Metpuunaux Biacraneit DE, DH, DJ, mpsmoro BmmBy
mapamerpiB (3a JOMOMOrol0 iHmeKkciB Moppica s4) Ta 3
OISy Ha B3a€MOMII0 MK TTapaMeTpaMu (3a JOIOMOTOF0
inmexcie CoGonst Si). PisHa BHCOTa CTOBIIIIB iMFOCTpYE

HEY3TO/DKEHOCTI B OIIIHKAaX, OTPHIMAHHMX BIATIOBIJHO /10

OLIIHKaMH BIUIMBY IapaMeTpiB, HOOYIOBaHUMH HA OCHOBI
3BakeHnx Merpuk WDE, WDH, WDJ. bnusbkicTs miHiii
ma meronie WDH, WDJ Bkasye Ha y3TOIKEHICTH
OIIIHOK.

3a mpaBwioMm Kiacuikamii "OLIBIICTE TONOCIB",
BiINOBiTHO 110 BHpa3y (18), orpuMaHO y3romKeHi Kiacu
ominkd BBy W(X), sKi mmicias HamaHHS YHCIOBHX
3Ha4YeHb OyJIM BUKOPUCTaHI JJIA iHiIiami3arii MaTpuIl Bar
HEWPOHHOI MepeXi MPSAMOTo MOMUPEHHS, IO MPOrHO3YE
HackpisHy 3arpuMmky B Kafka-xmacrepi 3amexxHo Bin
oOpaHoi koH(pirypamii. Jlns Bu3HAaYeHHS e(PEKTHBHOCTI
3aIPOINIOHOBAHOTO TiIX0y ortiHfoBanHs BBy W(X) Ha
HaBYaHHS HEHPOHHOI MepeXi TaKoX 3aCTOCOBAHO ITiJ 4ac
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iHimiai3amii MaTpHIi Bar 3a OLIHKaMH, OTPUMaHUMH Ha NOMMPEHHS 32 METOIOM Xavier, sKuil ynpoBaKyeThCS
OCHOBI 3ampononoBaHoro migxony (13)—(15), i B mporeci 3a 3aMOBYYBaHHSIM Yy HEUPOHHUX MeEpexXax MpsIMOro
iHimiasmi3anii MaTpuii Bar HEHPOHHOI Mepexi MPsIMOro MOIIMPEHHS.

Taomuun 2. Kiacu oyinok eniugy napamempis, 6u3HaAuYeHi 34 3aNPONOHOBAHOIO  KAACuikayiclo ma npasuiom
"Oinbuiocmi conocie”

Haspa By3s1a Mepe:xi K.Hac K.Hac Kaac Kaac oninku 3a
Baeca WDJ | WDH | WDE | ominku, | OmiHKH, ominkn, WDJ ‘ IIpaBP.[JIOM )
WDJ WDJ i "6iabmrocTi rosocis'

acks_config 0.172 | 0.025 | 0.002 M M M M
batch.size 0.834 | 0.467 | 0.412 H H H H
batch_size avg 0.222 | 0.036 | 0.008 M M M M
buffer.memory 0.172 | 0.025 | 0.002 M M M M
fetch.min.bytes 0.222 | 0.038 | 0.013 H H H H
linger.ms 0.492 | 0.124 | 0.070 H H H H
log.flush.interval.ms 0.000 | 0.005 | 0.015 L L H L
g”:‘;‘é'crggght'req”eSts'per'C 0.172 | 0.025 | 0.002 M M M M
max.poll.records 0.246 | 0.036 | 0.001 H H L H
replica.fetch.min.bytes 0.000 | 0.000 | 0.004 L L M L
socket.receive.buffer.bytes | 0.172 | 0.025 | 0.002 M M M M

Bara snnvay

-

& P y s ra & 2 &
& A & Y v 4 F & > ¥

Puc. 7. TlopiBHSHHS OL[IHOK BILTUBY MapaMeTpiB KoH}iryparii Ha 3atpumky Kafka-kiacrepa 3a pisHumu Metopamu

Ha puc. 8 3rmamkena QyHKIIiS BUTpAT, OTPUMaHa Ha By W(X). Ile cBimunte T1po  e(EKTHUBHICTH
OCHOBI KpHTEpil0 MiHIMI3aIil cepeIHhOKBAIPATHIHOL 3aIpPOMOHOBAHOTO MIAXOAY, OCKUTBKH IO IIBUAIIE
MMOXMOKH, JEMOHCTPYe HaWMEHIII 3HAYEHHS TPOTSATOM Mepexka Jocsra€  MiHIMyMy QYHKOII  BHTpar, TO
mepmmx 40 iTepariii HaBYaHHA HEHPOHHOI MeEpexi, sKa e(EeKTUBHIIIOKO € iHiIiami3aIis Bar.

Oyna iHiliaxi30BaHa BaraMu y3TOJDKEHUX KIIACIB OLIHKH
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3rnapxeHa yHKUia BUTpaT
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Puc. 8. 3riajpkeHa QpyHKINSI BUTpAT, sika OTpUMaHa Ha OCHOBI KPUTEPilo MiHIMi3allii cepeaHbOKBaIPATHIHOI IIOXUOKH B IPOLEC

HaBYaHHS HEHPOHHOI Mepexi

BucHoBku
i MmepcrneKTHBHU MOAAJIBIIONO J0CTi/KEHHSA

VY craTTi 3anporoHOBaHO HOBHMU MiJAXiJ J0 aHAIi3y
YYTIMBOCTI, SKUH MOEJHYE OILIHKY MPSMOro BIUIUBY
mapamerpiB (3a JOMOMOTor0 iHIeKCy Moppica z4), B3ATTS
JI0 YBaru B3a€MOJiil MK mMapamerpaMu (3a JOMOMOIO0
inmexkcy CoGosst Sl) i IpUINHHO-HACIIIKOBI 3B’ SI3KH MiX
rapameTpamH, IO OLIHIOIOTHCS 32 IONOMOTIOK) METOJIB,
3aCTOCOBYBAaHMX y MeXax [IPUYMHHO-OPIEHTOBAHHUX
Mojiesiel, 30KkpeMa B 0a€eCiBChKHX Mepexax (eBKIiZIoBa
BiJICTaHb, XEJUTIHTEPOBA BiICTaHb, J-IMBEPTEHILIS).

3anpornoHoBaHUN TiAXix GopManizoBaHO y BHTIISAMIL
3Ba)KEHOI KOMOIHAIN] BHIIE3a3HAYECHHX METOmiB. [l
fioro ampo0Oarii po3pobreHo Kiacudikaiiio OLIHOK
YYTIMBOCTI, a JUISl y3arajdbHEHHS Pe3YIbTATIB — MPABHUIIO
"OLIBIIOCTI TONOCIB".

[opiBHSIBHUI aHAaJi3 OIIHOK BIUIMBY TapaMeTpiB
koudiryparii Kafka-kmacrepa Ha Hackpi3Hy 3aTpHUMKY,
MIPOBENEHMH 3a JOMOMOT'0I0 METPUK €BKIIIIOBOI BiJICTaHi,
XeJUTIHTepoBOl BifcTaHi Ta J-TUBEpreHIii Ha Momeri
0aeciBCBKOT ITOKa3aB

Mepexi, V3TOIDKEHICTh ¥

IpYyroro
MIPUXOBaHOrO mapy. BomHouac BHABIEHO PpO30IKHOCTI

BU3HAYCHHI CHJIBHOTO BIUIMBY 3MiHHHX

IIOJI0 OI[IHOK CIOCTEPEXYBAHMX 3MIHHMX Ta 3MIHHHX

MEepIIOro MPUXOBAHOTO IMIApy, Ji¢ BIUIUB 3]eOLIBIIOr0
OL[IHIOBaBCs sIK cepenHiil. Lle cBiquuTh Npo pi3HULIIO B
YYTJAMBOCTI 3a3HAYCHUX METOHIB 1 morpedye iX
YTOYHEHHsI 200 afanTarii.

3anpornoHOBaHUI MIiAXiMI HA OCHOBI 3BaXKEHUX
METPHK TPOJIEMOHCTPYBaB a0COJIOTHY Y3TOJKEHICTh
omiHok 3a Meromamu WDH (3BaxkeHa XeutiHrepoBa
WDJ (3BakeHa

MIATBEP/KYE TepeBary KOMOIHOBAaHOrO MiAXOJy Hal

BIICTaHb) 1 J-nuBeprexuis), 10
okpemumu Metpukamu DE, DH, DJ.

Juist oriHIOBaHHS €pEKTUBHOCTI IMiIXO1y TIPOBEICHO
TOpiBHSUIbHE HABYAHHS HEHPOHHOI Mepexi 3 pi3HHMHU
cTpaTerisMHu iHimiami3amii Bar: Ha ocHoBi ominok W(DE),
W(DH), W(DJ); 3a cranmapTHHM METOIOM iHirtiamizartii
Xavier; 3a y3romkeHuMH KitacaMu OIiHKA BBy W(X).
Amnani3z 3rmamkeHol QyHknii BuUTpar, moOyaoBaHOI 3a
KpHUTEpIEM MiHIMi3allii cepeHbOKBAIPATHYHOI TOXHOKH,
MPOJEMOHCTPYBAB, IO HAWMEHIINX 3HAYCHb (DYHKITiSA
nocsirae BIponorx nepmmux 40 iTepariii came B MOAeTi,
imimiamizoBaniii Baramu 3 y3romkennx orinok W(X). Lle
CBIIUUTHh TPO TOKpaIeHy 301XKHICTH Mepexi Ta OuIhII
SKICHY iHIIiaTi3aIlifo Bar.

Hosm3Ha migxomy momsrae B iHTerparii mepeBar
TIPUYNHHO-OPiEHTOBAHNX i JCIEePCIHHO-OIIHHNX
METO/IIB y MEXKaX €JMHOT 3BAKEHOT METPUKH UYTIIUBOCTI.
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[IpakTHyHa OiHHICTH MiAXOAY IONATAE B TOMY, IIO Iomanpmii  mocmiypkeHHsT OyAyThb CHpsSMOBaHI Ha
HOro 3acTocyBaHHS IiJl Yac aHaJl3y YYTIUBOCTI abo BIIPOBAPKCHHSI METPUK CTPYKTYpHOI IOAIOHOCTI st
iHIIiai3amii MaTpHIli Bar HEHPOHHOI MEpEXi Jae 3MOry aHAJI3y YyTIMBOCTI Ta (QopMaiizaliro KpHUTEpito
MiJBUIIUTA TOYHICTH OIIIHOK BIUTUBY IIapaMETpiB, Y3TOIKCHOCTI OIIHOK, OTPUMAaHHUX Pi3HUMH METOIAMU.

MOKPAIIUTH 301XKHICTH MOJETl Ta CKOPOTHTH dYac il
HaBYaHHSI.
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A WEIGHTED SENSITIVITY METRIC
FOR PREDICTING LATENCY IN A KAFKA CLUSTER

The subject of this article is sensitivity analysis methods used to assess how variations in input parameters affect the outp ut results of
a model or system. The aim of the study is to develop a new approach to sensitivity analysis that combines classical parameter impact
assessment methods (Morris and Sobol methods) with metrics that capture structural changes in the distribution of output data
(Euclidean distance, Hellinger distance, Jensen divergence). This approach allows for evaluating the influence of a parameter not only
in terms of the amplitude of its effect, but also in terms of changes in the shape and structure of the probability distribution of the
results. To achieve this objective, the article addresses the following tasks: formal definition of a new sensitivity analysis approach;
development of a Bayesian network for modeling end-to-end latency in a Kafka cluster; performing sensitivity analysis using the
proposed approach; and conducting an experimental study using the calculated parameter influence weights to initialize the weight
matrix of a neural network that predicts Kafka cluster latency based on selected configuration parameters. To accomplish these tasks,
the study applied methods from the theory of experiments, Euclidean geometry, statistical distribution theory, information theory,
machine learning, Bayesian statistics, and graph theory. Results: To evaluate the effectiveness of the proposed approach, comparative
training of a neural network was conducted using various weight initialization strategies. Analysis of the loss function, constructed
using the mean squared error minimization criterion, showed that the lowest values were achieved by the model initialized with
weights obtained using the proposed parameter influence estimation approach. Conclusions: The study proposes a novel approach to
sensitivity analysis. The innovation lies in integrating the strengths of both causal-oriented and variance-based methods within a
unified weighted sensitivity metric. The practical value of this approach is that its application in sensitivity analysis or neural network
weight initialization improves the accuracy of parameter impact assessment, enhances model convergence, and reduces training time.
Keywords: Morris method; Sobol index; Euclidean distance; Hellinger distance; Jensen divergence; sensitivity analysis.
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A. Timo1mH, JI. KAJIEHTYEHKO, FO. 'HYCOB, 1. XABIHA, M. LIVPAHOB, 1. JIOBTAHb

IHTETPOBAHA MOJIEJIb YIIPABJITHHSA
PU3UKAMU IHOOPMANIMHOI BESNEKHN
HA OCHOBI AHP TA BAMECCOBUX MEPE XK

[Ipeamer mocnimKeHHS — YNpaBIiHHS pHU3WKaMHu iH(poOpMamiiiHOi Oe3reKr B yMOBaxX Cy4acHOTO ITM(POBOTO CepelOBHIINA, e
HeoOXiJJHA IHTerpamis CTpaTeriYHuX Ta TAaKTHIHUX IiIXOAIB JUIi 3a0e3leueH s afalTHBHOro 3axucTy. MeTa po6oTn — po3pobka
ribpraHOl Moemi ynpaBiIiHHS KiGeppU3HKaMH IIUISIXOM ITO€THAHHS METOOJIOTIYHOr0 aHajli3y, eKCIIePTHNX OLIIHOK, HMOBIPHICHOTO
MOJICITIOBAHHS Ta TEXHITHOTO MOHITOPHHTY. 3aBAAHHS JAOCTiZKeHHS MTOIATA0Th y: (1) aHai3i B3a€MOIONIOBHIOBAHOCTI METONOJIOT 1
CRAMM i cucrem SIEM; (2) moOynoBi nponexypn KUTBKICHOT ITpiopHUTe3altii 3arpo3 1 Bpa3InBOCTeH Ha OCHOBI aHATITHIHOTO METOTY
iepapxiit (AHP); (3) inrerpamii orpuMaHuX OIIiHOK y OafiecoBi Mepexi (BN) mis HMOBipHICHOTO NPOrHO3YBaHHS PH3HKIB; (4)
peaizarii 3amporroHOBaHOrO MIAXOMy 3a JOIMOMOTOI0 CYJacHHMX IHCTPYMEHTIB aBTOMaTHu3alii. Metomw, BHKOpUCTaHi B poOOTI,
BKJIIOYaroTh: Metononorito CRAMM s inenTudikanii akTuBiB, 3arpo3 i Bpasnmusocteir; AHP Tomaca Caari aist KiTbKICHOT OIIHKA
MPIOPUTETIB HA OCHOBI EKCIIEPTHUX CYIUKEHb 13 BUMIPIOBaHHAM Y3IOJUKEHOCTI 3a JIOOMOror Koediuienra koHkoprauii Kennamna;
MaTeMaTHYHe MOJCIIOBaHHS TPUYMHHO-HACIIAKOBHX 3B’S3KiB 3a Jomomororo OailiecoBux Mepexx (BN); a Takox BUKOpHCTaHHS
cucreM kiacy SIEM juist onepaTuBHOr0 MOHITOpHHTY noziit 6e3neku. [IpakTuyuHa peanisaiis miaxony 3iHCHIOBanacs 3a J0HOMOT OO
Python, 3okpema 6i6miorexk Numpy, SciPy, pgmpy, Ta Be6-inTepdeiicy Streamlit. Pe3yabraTu. Po3pobneHo iHTerpoBaHui miaxi,
mo 0o6’eqnye CRAMM, AHP, BN Ta SIEM y eauHy aganTuBHY CHCTEMy yIpaBiliHHS pusukamu. ITokasano, mo AHP nossomse
MIEPETBOPUTH CYO’€KTHBHI €KCIEPTHI OLIHKK B 00 €KTHBHI BaroBi KoeilieHTH, IO MiJBHINYEe HaAiHHICTD aHaAm3y. Ha ocHOBI mux
JaHUX NOOYI0BaHO GallecoBY MepeKy A OLHKH PU3MKY (hiHAHCOBHMX 30UTKIB, sIKA BPaXOBYe HAasBHICTh 3arpO3M, BPA3JIUBOCTI Ta
MOMXJIUBHH iHIMIAEHT. MoJenb peanizoBaHO INPOrpaMHO, IPOJEMOHCTPOBAHO Iporec (akTopusalii CHUIBHOTO PO3MOAITY Ta
MapriHaji3auil NPUXOBaHUX 3MIHHUX JUIS OTPUMAaHHS arnocTepiopHuX iiMoBipHocTel. BebG-intepdeiic Ha 6a3i Streamlit 3abe3mneuye
3pY4YHICTh BUKOPHUCTAHHS IHCTPYMEHTY HellpodeciiHIMU KOpHCTyBauaMy. BHCHOBKH. 3anpornoHoBaHui TiOpuaHU MiaXia J03BOISIE
epexruBHO moeaHaTH crpateriyde mianyBaHHs (CRAMM), ekcneptHi ouinku (AHP), iimoBipHicHe MonemoBanHs (BN) Ta
oneparuBHui MoHiTOpUHT (SIEM), ¢dopMyoun npoakTHBHY, HAyKOBO OOIPYHTOBaHY CHCTEMY YIpPaBIiHHS pu3ukamu. Taka
iHTerpanis 3abe3neuye BHCOKUII piBeHb aZaNTHBHOCTI Ta TOYHOCTI B yMOBaxX IHHAMIYHOI'O 3arpO3HOrO JaHAMA(TY, IO pOOUTH
MOJIEJNb TIPAKTUYHO 3aCTOCOBHOIO ISl OPTaHi3aliif pi3HOTO PiBHSL.

Kuarouosi cioBa: Merononoris CRAMM, Cucremun SIEM, Ananitnanuii meron iepapxiii (AHP), Baitecoi mepexi (BN),
ExcrniepTHi owiHky, AHasi3 3arpo3 Ta Bpa3iHBOCTEH.

Beryn IT-6e3neku, BHCTyHmae KIIOYOBUM  MAapTHEPOM Yy
3a0e3MeYeHH] KOMIUIEKCHOTO 3aXHCTY.

A% CydacHOMY uppoBOMy cepeIoBHIIi EdekrtuBHicTh CydaCHHX CHUCTEM  YIIPaBJIiHHS
kibepOesneka  HabyBae  CTpAaTeriyHOro  3HAYeHHs,  DUSHKAaMH iHOpMALIHHOI OE3MeKH 3HAYHOI MIPOHO
BUXONSYM 332 MEKi TEXHIYHHMX acHeKTiB i cTatoun  0a3yeTbCs HAa MDKHApOAHMX —CTAHIApTax, 30Kpema
HEBITEMHOI0O  CKIANOBOK  HAI[IOHAJBHOI  OC3IEeKH, ISO/IEC 27005, Axkuil BU3HAHO OXHHMM i3 HAMIIOBHILIHAX
eKOHOMIYHOI CTIHKOCTI Ta 3aXMCTy HpaB TpoMajsH. Xouya  [IJXOMIB /O CTPYKTYPOBAHOIO aHallidy pHU3HKiB [6].
TPAJULIAHO YIIPaBIiHHS KiOEppU3IUKAMHU CIPUAMAETHCS OpHak, sK  [OKa3ylOThb  JOCHIDKEHHs,  YCIIIUHE
SK IIpeporaTuBa JEPKAaBH, pealii II00aai30BaHOTO BIIPOBA/UKEHHS TaKMX CTaHIAPTiB BUMarae iHTerpamii 3
KibeprpocTopy, —TmocTifiHe ~ yCKmajHeHHs arak Ta ~ THYYKHMH  MCTOJONOTIYHMMH  Ta  TCXHIYHHMH
MIBAIKAN TEXHOJIOTIYHUHA MIPOTPEC CTaBIATH i CYMHiB iHCTp}IMCHTaMI/I [19] VY KOHTEKCTI Ki6ep663HeKI/I BEIIUKE
e(i)eKTI/IBHiCTB BHUKITIOYHO PETyJIbOBAHOTO JIEPIKABHOTO 3HAYEHHS Ma€ TaKOoXX aHaJITHKa BEIUKUX JaHUX, sKa
Hi,[lXOIly. I[ep)KaBHi CTPYKTYpH dYacTo BIJICTAIOTH BIJ JO03BOJISIE TIOETHYBATH CTpaTerque NJIaHyBaHHSA 3
TEMIIIB PO3BUTKY 3arpo3, OOMEXeHi B pecypcax Ta OIEpaTHBHUM pearyBaHHsM [23].

EKCIIEPTHiM KOMIIETEHIIii, TOMi K caMi 3arpo3d HOCATH Mera crarri — po3poOMTH Ta OOIPYHTYBaTH
TPaHCHALIOHAILHHUI XapaKTep 1 BUMAraloTh ONEPaTHBHOI, IHTerpoBaHuii  riOpUIAHMA  MiAXiA [0 ympaBiiHHI
THYYKOi Ta MIKCEKTOPHOI B3aeMoOmii. Y IMX ymoBax pusukamu  iHQOpMaNiiiHOi Oe3meku, KU OEIHYE
HPI/IBaTHI/Iﬁ CEKTOp, SKAU € HiﬂepOM iHHOBaHiﬁ y c(bepi nepeBaru MCTOHOHOFquOFO aHaﬂiBy, CKCICPTHUX OIIiHOK,
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WMOBIpHICHOTO MOJICITIOBAHHS Ta pPEATBHOTO 4Yacy
MOHITOPUHTY [UIsl pOpMYBaHHS aJaNTHBHOI, TIPOAKTUBHOI
CHCTEMH 3aXHUCTY.

3aBaaHHs J0CJiKEHHS TI0JIATaE y:

- aHami3di pomi  Ta  B3aEMOJIONIOBHIOBAHOCTI
meronoiorii CRAMM i cucrem SIEM y crparerivHoMy
Ta TAKTUYHOMY YIPABIiHHI PH3HKAMU;

- po3poOIl TpOoIeIypu KUTBKICHOI MpiopUTe3arii
3arpo3 Ta BPa3JIMBOCTCH HA OCHOBI aHAIITHYHOTO METOIY
(AHP) i3
eKCIIEPTHHUX JIYMOK;

iepapxii BUMIpPIOBaHHSM  y3T'OJKEHOCTI

- moOynoBi WMOBIpHICHOI MoOJENi yHpaBIiHHS
pu3MKaMu 3a JonmoMorow OaiecoBux wmepexx (BN) 3
BUKOPUCTAHHAM JaHUX, oTpuMaHux dyepe3 AHP;

- JIeMOHCTpaIlii MIPaKTUIHOT peaiizanii
3aMpONOHOBAHOTO MiAXOAY 3 BHKOPUCTaHHSM CY4acHUX

iHcTpyMeHTiB aBTomaru3aii (Python, pgmpy, Streamlit).

1. Anani3 ocTaHHIX AocCHigKeHb i myOJTikamiil

Ha nanwmit wac po3poOieHi MOTYXHI METONOJOTil
OLIHKK Ta YOpaBIiHHA pHU3UKaMu iH(opmariitHoi
6e3nexu. Onna 3 Takux meronoioriid — e CRAMM, sxka
po3pobiena y Benukiit bpuranii. Bona ¢okycyerbes Ha
CHUCTEMaTHYHOMY  aHali3li  aKkTUBIB  Oprasisaimii,
ineHTHdikaii 3arpo3 Ta Bpa3JUBOCTEH, a TAKOX OLIHIII
MOTEHI[IHHOIO BIUIMBY PH3HKIB, 110 OIUCYEThCS B
JeTalIbHUX MOCiOHUKax Ta JokymeHnTtauii. L{i marepianu
HA/IAI0Th MOKPOKOBI IHCTPYKIIT mof0 ineHTUdiKamii Ta
OLIIHKU AaKTWBIB, BUSIBICHHI 3arpo3 Ta Bpa3JIMBOCTEH,
OLIHKK pHU3UKIB, BHOOpY Ta BIPOBAPKEHHI 3aXO/iB
0e3IeKr Ha OCHOBI KaTaJIOriB, MOHITOPUHT Ta TEPerisil.
CRAMM  Bepcii 5.0

BUKOPHCTOBYE KIJIbKICHI Ta SIKICHI METOOM OIlHKH

IIporpamumii  KOMIUIEKC
pusukiB. Perenbhuii anani3z meronisB CRAMM HaBeneHo
B pobori [1].

B nmesxkux poboTax mpOMOHYIOTECSI METOAH 1 3aC00H
OLIHIOBAaHHSI pPH3HUKIB Ta

VIOpaBIiHHA  pU3UKAMHU

chep
nisitbHOCTI. Hampuiimam B poboti [2] mpoananizoBaHO

iHpopMaIiiHOT ~ Oe3meku Uil  KOHKPETHHX
LUISIXY 3MEHIICHHS PIBHSI PU3UKIB y cepi eneKTPOHHOTO
0i3Hecy, e OCOONMBO Bpa3NUBUMU € iHoOpMaIiiiHi Ta
(inaHcoBi TpaH3akMmii. MaTemMaTHdHa MOAETHh PHU3HKIB B
mif  poOOTI CHHpAETbCS HAa CXEMH  HE3AICKHHUX
BuripoOyBanp beprymm Ta cxemy Ilyaccona. ToGTo,
3IIACHIOETHCS HMOBIpHICHE TIPOTHO3YBAHHS PE3yIbTATIB.
Ille oAHMM WPHKIAIOM OKPEMOIrO BHIAAKY LIOJIO
Oesmekn maHmX € pobora [3], sKa HOCTIIKye CydacHi

ITiIXOM Ta IHCTPYMEHTH Ui 3a0e3nedeHHs Oesneku API

y Be0-3aCTOCYHKaxX, peaJli30oBaHUX 3a JOIMOMOTOI0
JavaScript. locmimpkenHio kibepOesmnekn iHpopManiiHIX
pecypciB mianpuemctBa B IT-ramysi npucssiueHa pobora
[4], B sxiif g MiHIMIZanii pu3HKIB iH(pOpMAIHHOT
0e3MeK BUKOPUCTOBYETHCS TAKHH MOKA3HHK, SK PiBEHb
BUTpar (B MarepiallbHOMY a00 BapTICHOMY BHPa)KEHHI)
Ha BIJHOBJICHHS TIpane3faTHOCTI CHUCTEMH y pasi ii
BI]MOBH 3a OJHUM a0o0 JeKiJIbKoMa HampsiMkamu. Taxa
MOJIeNTb 3BOIUTHCS JI0 BUPIIICHHS OaraTonapamMeTpHIHOl
3amadi JHIAHOrO mporpaMyBaHHs. Bisarami, ¢opmyna
"Puszux = Imosipuicme 3aeposu * [lomenyivinuil 30umox”
€ onHi€l0 3 HalmommpeHimmx y cdepi ymnpaBiiHHS
pusukamMu. BoHa ~ BHUKOPHUCTOBYETBCS y  pIi3HHX
cTaHiaprax 1 TWiAXomax [0 OLIHKK iH(QOpMAIiHHOI
Oe3rnexy, (PiHAHCOBOTO aHaJI3y Ta YIPABIiHHS PHU3HUKAMHU.
Hanpuxian, B pobori [5], pO3BUHYTO AMCKPETHY
HMOBIpHICHY MOJeNlb  0araTOKpUTEpiaIbHOTO aHaJi3y
VIIKO/PKEHOCTI 00’€KTa 3aXHCTy 3a INPHITYLIEHHS Mpo
He3aJIOKHICTh aTak Ta 3aco0iB 3axucty. g BUIagKoBOI
BEMMYMHM  KIJBKOCTI  YIIKO/JPKEHb 3a  (DiKCOBaHUM
MPOMIXKOK Yacy OTPHUMaHO NPEICTABICHHS Y BHIJISII
CyMH OIHOMiaJIbHO PO3MO/IJICHUX BUIAIKOBUX BEITHUYMWH,
SKi 3aJIe)KaTh BiJ] MapaMeTpiB atak ta 3axucry. OnucaHo
BUIAJKOBI  BEJIMYMHM EKOHOMIYHMX  BTpat, d4acy
BIJHOBJICHHSI Ta 3aTpaT Ha BIJHOBJCHHS, JUIS SKHUX
3Hal/ICHO B AHAJIITUYHOMY BUIJISJAl MaTeMaTH4HI
CIOMIBaHHSA Ta JUCHEpCii.

Y crarti [6] pO3MIAAAETBCS CTPYKTypa OLIHKU
pm3ukiB iHdopmaniiinoi 6e3neku (ISRA), sika € 0cHOBOIO
JUIL TIOPIBHSIHHSL PI3HUX METOMIB OIIHKK PHU3MKIB.
ABTOpPH TPONOHYIOTH KOMIUIEKCHY CTPYKTYpY, SKa
JIO3BOJISIE TIOPIBHIOBATH Pi3HI METOIM, JOJAl0Yd HOBI
3aBJaHHA 3 KOXXHOTO PO3MNIAHYTOIO Merony. SKmo
3aBJaHHs OyJI0 IPUCYTHE B IOCHipKeHOMY MeTol ISRA,
ane He B CURF, BOoHO tomaBaiocst 10 MOJIEi, 10 JaBajo
3MOT'Y BHMIpSATH TMOBHOTY IOCHI[KYBaHHX METOMIB. 3a
"ISO/IEC 27005

Information Security Risk Management" € naiiGinbin

pesynbTaTaMu  JOCHiJPKEHHS,
MOBHUM I IXOZIOM Ha JaHHH MOMEHT.
OpmHUM 3 TOKA3HHKIB, SKAH BigoOpakae IMOTOYHUIMA
cTaH KibepOesmeku aepkaBu € HamioHampHHIA iHAEKC
kibepOesnexn (National Cyber Security Index, NCSI). Lle
ro0aNbHUI  ONEpaTUBHUMA  1HAEKC, IO  OIIHIOE
TOTOBHICTH KpaiH 3amobiratu kibep3arpo3am Ta KepyBaTH
kibepinmnearamu. NCSI Takox € 0a30i0 HaHWX i3
3araJlbHONOCTYITHUMH ~ JTOKa30BUMH  MaTepialaMH  Ta
IHCTpyMEHTOM Ui HApOIIyBaHHS  HAI[IOHAJIBEHOTO
noTeHniany kibepOesnekn. B poGoti [7] mpomoHyeThCs

KOMIIJICKC q)OpMa.]'ILHI/IX MaTEMaTUYHUX Moaeneﬁ, SIKI
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3a0€e31e4yoTh orTHC 3aBJIaHHS BU3HAUCHHS
HAIlIOHAIEHOTO piBHS LM(POBOr0 pPO3BUTKY KpaiH 3
ypaxyBaHHSM HaIllOHAJBHOTO piBHS KiOepOe3neku Ta
Kibep3axucry 3 Mo3uliil cucreMHoro aHainizy. IloTpioHO
3ayBaxxutH, o0 NSCI crpykrypoBaHo 46 iHguKaTopamu,

3 SKHX HaWOIIbII CYTTEBUMH € pPO3pPOOKa IIONITHKH

kiOepOe3nekn, aHami3  kibep3arpo3, mpodeciiHuit
PO3BHUTOK, 3aXWCT LU(PPOBHUX IIOCIYI, EIEKTPOHHA
ineHTHgikamiss  Ta  JOBipYl  TOCIYTH,  3aXHCT

MEPCOHANBHUX JaHUX, 00pOThOa 3 KiOEp3JIOYMHHICTIO,
BilicbKOBI KiOepormepariii. 3okpema, Ykpaina nocinae 15-
Te Micue B LbOoMy peiituHry 3 ingekcom 80.83. Ile
CBIIYMTH PO BiJTHOCHO BUCOKHI piBeHb KibepOesrneku B
KpaiHi.

3 aHamidy HasBHUX MiJAXOAIB BHUIUTHBAE, IIO
OinplIicT, 13 HMX ab0 HaATO 3arajbHi, abo HaATo
crieriaaizoBadi, ad0 3aCHOBaHI Ha CTATHYHHX MOJIETX,
0 HE BPaxoOBYIOTh JWHaMIKy KiGep3arpo3. Kpim Toro,
CIOCTEPIraeThest po3puB MiX CTpaTeriYyHuMH
metononorismu (Hanpukiaa, CRAMM) Ta TaKTHYHUMH
cucremamu (Hanpukian, SIEM), mo mnpusBomuts [0
(bparMeHTapHOCTI B yHpaBIiHHI pU3UKAMHU.

Ha ocHOBI BHABJICHMX IIPOTAIHH, AKTYaJbHOIO €
3a/1a4a Po3pOOKH 1HTErPOBAHOr0 TIOPUIAHOTO MiJXOIY 110
YIIPaBJIiHHS pU3UKaMU 1HQOPMALIIHHOT OE3MeKH, STKHUiA:

- TOEQHYE IepeBard METOAOJIOTIYHOr0 aHallizy
(CRAMM) T1a oneparuHoro MoHitopuary (SIEM);

- TepeTBOPIOE CyO’€KTHBHI EKCIEPTHI OI[HKHA B
00’€KTUBHI  KINBKICHI IIOKa3HUKMA 34  JIOIIOMOIOKO
aHamiThnuHOro Meroxny iepapxiii (AHP) i3 mepeBipkoro
y3ropreHocTi (koedinient Kennanna);

- Oynye
HACJIIIKOBHX 3B’SI3KIB MIXK 3arpo3aMi, BPa3IUBOCTIMH Ta

HMOBIpHICHY ~ MOJeNb  NPUYHHHO-
IHIIMIGHTaMU 3a JooMororo OaiiecoBux mepex (BN);

- 3a0e3nedye aBTOMAaTU30BaHY peaizallito Mozei
3 BHUKOPUCTaHHsAM cy4yacHuX iHcTpymeHnTiB (Python,
pgmpy, Streamlit) ams TiABHIIEHHS MOCTYIHOCTI Ta

TOYHOCTI aHaJIi3y.

2. Marepiaau Ta MeTOIH

2.1. CRAMM i SIEM sik iHCTpYMEeHTH ynpaBJIiHHA
pusukamu B indopmaniitniii 6e3meni

EdexruBae YTIpaBITiHHS pU3UKaMu B

iHpopmamiiiHiii  Oe3memi  mepexbadae  TOETHAHHS

METOAOJOTIYHHUX MiAXOIB IO aHATI3y Ta OIHKH 3arpo3
MOHITOPUHTY H

i3 TPaKTHYHUMH IHCTPYMEHTAMH

pearyBaHHS. Y I[ii IUIONIMHI BaYJIMBY PONb BiAIrparoTh

Taki pimeHHs, sk nporpamauii kommiekc CRAMM Ta
CHCTeMH YIIpaBIiHHS iH(opMamiiHOIO Oe3MeKol0 Kiacy
SIEM.

CRAMM (CCTA Risk Analysis and Management
Method) — me omHa 3 mepmMX CTaHJAPTU30BAHUX
METOJMK aHali3y Ta YNpaBIiHHSI pHU3UKaMH Yy cdepi
iH(popMariifHuX TexHojorii [1]. Bona Oyna po3pobieHa
y Benwmkiii bputanii lleHTpasibHEUM ~ areHTCTBOM
(Central

Telecommunications Agency, CCTA) me y 1980-x pokax

TENEeKOM yHIKaIlii Computer and
Ta TPOJOBXKYE 3aCTOCOBYBATHUCH y CYYaCHHUX BEpCifXx,
sokpema y CRAMM 5.0. Ii Tproeramumii mpomec
(imenTudikamis aKTHUBIB, aHaNi3 3arpo3, pPO3PaXYHOK
omucaHWi y  odimiiHOMY
Xoua CRAMM
3a0e3rneuye KOMIUIEKCHMH MilXiJ, Horo e(eKTHBHICThH

PHU3HKIB)  JIETaJbHO

KOpHCTYyBallbkOMy TMociOHuky [13].

3aJISKUTh BiJI AKOCTI €KCIIEPTHUX CY/DPKEHB, 110 MOTpedye
JIOTIOBHEHHS (hOPMaJIbHUMH METOIaMH IXHBOI Bastimarii
[16].

OcHoBHa iness CRAMM nondrae y TppOXeTalmHOMY
MIIXO/Ii 10 YNPaBIiHHS PU3UKAMU:

1. Imentudikaris aKTHBIB - BU3HAYEHHS
pecypciB,
MPOLIECIB, SIKI MiUIATAI0Th 3aXHUCTY.

2. Awmaniz 3arpo3 i

iHpOpMaIHHIX TEXHIYHUX 3ac00iB  Ta

Bpa3NUBOCTEl — OI[iHKA
MOXITUBHX CIICHAPIiiB aTaKu YW BHIIAJIKOBUX IHIMICHTIB,
1110 MOXKYTb BIUIMHYTH Ha aKTUBH.

3. Po3paxyHok pu3MKiB i BHOIp KOHTpP3axOIiB —
BH3HAYCHHS pIBHSI pPHU3HKY LUDIXOM CIIiBCTABJICHHS
BapTOCTI AaKTUBY, HMOBIpHOCTI peami3amii 3arpo3u Ta
MMOTEHLIITHUX HACHIiIKIB.

CRAMM maxim, 1o
(hopmMasi3oBaHi MUTAHHA-aHKETU JUIS SKCIEpTiB Ta 0azy

peanizye MOE/THYE
3HaHb 13 THUIIOBUMHM 3arpo3aMd Ta KOHTP3aXOOaMHU.
BaxiiBo, 110 METO/IMKa OPIEHTOBAHA HE JIUIIE HA OLIHKY
TEeXHIYHUX acCIeKTiB Oe3MeKw, ajie i Ha YIpaBIiHCBKI Ta

CRAMM
YIpaBITiHHS

opraHizamiiHi 3axomm. TakmM  YHHOM,

3abe3rmedye KOMIDIGKCHHH —MOXix 10
pu3uKaMu, Xo4a ii TOJOBHMM HEIOJIKOM 3aIIIA€THCA
BHCOKa 3aJIeKHICTh B Cy0 €KTUBHOCTI €KCIIEPTHUX
OIIIHOK.

CucremMn ympaBiiHHSA 1HGOPMAIIHHOI OE3MEKO0
kmacy SIEM Information and Event

Management) 3’sBrmica Ha modatky 2000-X poOkKiB K

(Security

BIMOBiIs Ha MOTpPeOy B IIEHTpaizoBaHOMY 300pi Ta
anamizi moxi G6e3nexn. Ha Biaminy Bim CRAMM, mro
SIEM
Opi€HTOBaHI Ha MPAKTHUYHE BUSABJICHHS Ta TONEPEIKEHHS

Ma€ aHAIITUIHO-METONONOTIYHAN  Xapakrtep,

IHIIMACHTIB Y PeXXHUMi peaslbHOTO Jacy.
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Cucremun SIEM €
Cy4acHOrO MOHITOpHHTY Oe3reku, 3abe3medyroun 30ip,

KITIOYOBUM  iIHCTPYMEHTOM
KOpeJIiio MOAiil 1 aBToMaTH3OoBaHe pearyBaHHs [14].
3riiHO 3 OCTaHHIMH JOCHIKEHHSAMH, 1X €BOJIOIIS
SOAR Ta
MAIIMHHOTO HAaBYAHHS JUIS BUWSBJICHHS aHoMmamii [23].

BKIIIO4a€ iHTel"paHiIO 3 BUKOPUCTAHHA

OcobmuBo edextuBHI SIEM-cucremu mpu mpoTumuii
CKIATHMM aTakaM, TakuM sk DDoS, ne HeoOXigHa
IIBUJIKA KOPEITAIIis Omin [24].

@Oynknionan cydacanx SIEM-cucrem 3a3Buyaii
BKJIIOYAE:

- 30ip Ta HOpMai3alis AaHUX 3 PI3HUX JKepe:
xypHasmu nofii OC, MepexeBi NPUCTPOi, aHTUBIpYyCH,
CHCTEMH KOHTPOJIO AOCTYITY TOLIO.

- KOpEJISILis MOAiH 3 METOI BUSIBJICHHS CKJIAJJHUX
aTak, SIKI HEMOXJIMBO pO3II3HATH 3a JOMOMOIOI0
OKpPEMUX TOBIIOMJICHb.

- BUSBIIGHHS  IHIOMJEHTIB 1 (bopMyBaHHS
CHOBIIIEHD ISl aHATIITUKIB OE3IEKH.

- aHaJi3 Ta 3BITHICTH, 11O Ja€ 3Mory opMyBaTH
KapTUHY 3arpo3 i BiINOBIIaTH BUMOTaM PeryisiTopiB.

- iHTerpauis 3 cHCTEMaMH pearyBaHHs, BKJIIOYHO 3
aBTomarusamiero miii (SOAR — Security Orchestration,
Automation and Response).
SIEM-cucrem

CICMCHTH

Po3BuTox OCTaHHIX  ITOKOJIHb

BKJIIOYA€E MalIMHHOIO ~ HaBYaHHI  Ta
MOBEAIHKOBOI aHATITUKH, IO A€ MOXKIMBICTL BHUSBISATH
aHOMaJIbHI /i KOPUCTYBAYiB UM BHYTPIILHI 3arpo3Hu.
IMonpu BiaminHOCTI y minxomax, CRAMM i SIEM
MOXKHa PO3TIISAATH SIK B32EMOJIOIOBHIOOYI 1HCTPYMEHTH
B paMKax 3arajbHOi CHCTEMH YIIPABIIIHHSI PU3HKAMHU:
- CRAMM

piBEHb: BUSIBICHHS I[IHHUX aKTUBIB, aHall3 MOXJIMBUX

BIAMOBiZa€ 3a  METOLOJIOTIYHMI

3arpo3 i (hOpMyBaHHS TONITHKA OE3MEKH.
- SIEM
MOHITOPHHT CepeloBHINa, 30ip AOKa3iB IHIMICHTIB 1 X

peanizye NPaKTHYHU T piBEHB:
olepaTUBHE BUSBIICHHS.

- ob0’emmaBmm pesynprati CRAMM Ta SIEM,
OpraHi3amisi OTPUMY€E SIK CTPATEriuyHy, TaK 1 TaKTUYHY
CKJIaJIOBY OLIHKH!

VOpaBIiHHA  PHU3UKAMH:  Bif

MOTEHIIHHNX ~ 3arpo3 — [0 IXHBOTO PEaJbHOTO
M ATBEPIKCHHS y BUTIISIIL IO,

Takum umHOM, CRAMM MOXHa pO3TIAIATH SIK
IHCTpYMEHT IUIaHYBaHHS Ta OLIHKHA PH3UKIB, TOAI 5K
SIEM — sk iHCTpyMEHT ONEpPAaTHBHOTO KOHTPOIIO Ta
MOHITOPHHTY. Y KOMIUIEKCI BOHH CTBOPIOIOTH OCHOBY
Ui OUTBII CKJIAMHUX MOZENEeH aHamizy, 30Kpema i3

3arydeHHsIM OaraTokputepianbaux MeroniB (AHP) Ta

imoBipHicHMX miaxoxiB  (Bayesian Networks), 110

PO3rIAAaTUMYThCA Y HACTYITHUX p03/:[inax CTATTI.

2.2. MeTton nonapHux NopiBHAHL

AHamTHIHUHA METOH, iepapxii (AHP),
samporionoBannii  T. Caari [16], € omauM i3
HaWTOMIMPEHIIIX OaraTokpuTepiaJbHUX METO/IIB

NPUHHATTSA pimeHb y cdepi iHpopMamiiHOi Oe3neKH.

BaxxnuBum CICMCHTOM € OHiHKa y3FOI[)KeHOCTi

eKCIIEPTHUX JIyMOK, JUIi HYOr0 BUKOPHCTOBYETHCS
koedimienT koHkopaanii Kennaymma [8]. Sk mokazano B
[10], me#t miaxia KO3BOJISE KiMBKICHO OLIHIOBATH PU3UKHY,
3MEHINYIOYH  CyO’€KTHBHICTB. [l mOKpalieHHs
Y3rO/PKEHOCTI MaTpUllb MONapHHUX MOPIBHAHb MOXYTh
3aCTOCOBYBATHCS anroputMu onrtumisauii [11]. Ocranni
JIOCITI/DKEHHSI JIEMOHCTPYIOTh, 110 KomOiHamiss AHP i3
0ailecOBUMM MepeKaMu J03BOJISIE MPOBOJUTH KUIbKICHY
OLIIHKY PU3HUKIB HaBiTh 32 YMOB HEIMOBHUX JaHUX [25].
2.2.1.

IIpunyctumo,

Knacuyna wmogens Metona Caari.
mo Tepemik 3arpo3 T chopmMoBaHO
(ITl =n), tomi ix pamkysamHsa s iHdopMAaiiHOi
CHCTEeMH MOX€ OyTH BHMKOHAHO PI3HUMH CHOCOOaMHU.
SIKIO  eKkcrepTH  JOCATIM  CHUIBHOI  3rOaM  LIOJ0
Kki1acudikanii monapHUM MOPIBHSHHSAM 3arpo3 3a piBHEM
PH3HKY, TO CKJIQJA€Thcs KBaApaTHAa MATPHI MONapHHUX
nopiBustib A posmipom (n X n). Enementn marpuii
A = (a;j) — Ue eKCmepTHi OUIHKM BaXJIMBOCTI OJHOTO
eleMenTa oo iHmoro. Yum Oinblie 3HaueHHs a;; > 1
(sx mpaBwIo, 1e i YKcia), TUM ejeMeHT (3arposa) T;

BacmuBinmid 3a Tj. Ilpm wpomy, a; = 1/al.j,au- =1.

Yacto BHUKOpHCTOBYeThCs 9-OanbHa mikanma Caati: 1 —
OZIHAKOBE 3HAa4YeHHs; 3 — ciabka IepeBara; 5 — CHJIbHA
nepeBara; 7 — Oy)Xe CHIbHa IepeBara; 9 — abcomoTHa
nepeBara. [Ipomixni 3magenns 2, 4, 6, 8§
BUKOPHCTOBYIOTECS [UIsl yTOYHeHb. [1oOynoBaHa Takum
YHMHOM MAaTpHL IIOMapHUX IIOpPiBHAHb HA3UBAETHCS
kinacugaolo Matpunero Caarti. Jns oTpuMmaHHA Baru
BiTHOCHOI Ba)KJIMBOCTI KOXKHOI i3 3arpo3 (BEKTOpa Bar),
JIOCTAaTHRO HOPMAJII3YBaTH KIIACHYHY MATPHUIO (KOXKEH
eIIEMEHT TONIUINTH HAa CyMY BIiAIOBIAHOTO CTOBHIS) i
O0YHCITUTH cepeTHE 3HAYCHHS 110 PsIKax.
2.2.2. Peanizanis Meroga Caari Ha o0ocCHOBI
MaTpulli paH:KyBaHb. [HIMH miaxix momo peamizarii
MeTO/Ia TIOTAPHUX TMOPIBHIHD MOYHMHAETHCA 3 MOOYIOBH
mampuyi  paHdxcysawHs 3arpo3 R = (rij) (iHImIMuI
CIIOBaMM, TaOIIUIl eKCIIEPTHUX OIIIHOK). Psaaxam MaTpurii
BIAIIOBiZAtOTE 00’ €KTH

paHXyBaHHS (3arpo3m), a
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cToBmIAM — ekcreptu (Hagami, E). Ilpumycrumo, 1mo
Kinbkicts 3arpos |T| =n, a kinbkicts ekcnepris |E| =
m. Toxai maemo mMatpuiio R(n X m). UncenbHicTh rpymnu
EKCIEPTiB, SK IPaBWIO, CTAHOBUTH 7-8 0ci0. KoxkHwmii
eKCIIEpT 3aIllOBHIOE CBil CTOBIEIb, OLIHIOIOYM 3arpo3u
LUISIXOM HaJaHHsS iM paHriB. PamKyBaHHS Ipamioe Tak,
mo | — 1e pasr i HalHOUTBII HeOe3NneYHol 3arpo3y; n —
paHr Juis HaliMeHIT HeOe3neyHoi 3arpo3y; iHIHMM
3arpo3aM Ha/Ial0ThCs SIKICh IPOMDKHI (I1iJ11) 3HaYESHHS Ha
po3cyn AHP

MPUITYCKAIOTh, [0 BUINKUH MNPIOPUTET 3arpo3u Mae

eKcrepTa. BinburicTs METOIUK

HK4nii paxr. Lle BiAnoBigae craniapTaM OiHKA PU3HKIB.
Jnist BU3HAUYEGHHS CTYIEHs 3TOAM MIX eKCIepTaMu

LI0JI0 PaH)XyBaHHS 3arpo3, BUKOPUCTOBYIOTh KOS(IIliEHT

koHkopranii Kennamna [8].

OOYHUCITIOITh  MaTPHI

HactrynHum  kpokom

nomapHux mopiBHsHE AT (r =1,m) N0 KOoXHOMY
excriepty. [IOpiBHIOIOTBECS MK COOOI0 paHrd MaTpHIl
pamKyBaHHS, OKPEMO IO KOXHOMY CTOBIIIO, i
GbopMyeThCs  KBaipaTHa Marpuis posmipom (n X n).
Tob6To, KOXKHOMY CTOBIIIIO BiJIOBiae MaTpuis. SKio
sarposa T; Oinbur neGesneuna ik Tj,

aj=1 a;=0, a; =05, ,j= 1,n. o6 nicratu

TO NPUHMAIOTh

IPYIOBY OLUHKY CTYNEHS BIUIMBY KOXKHOI 3 3arpo3 Ha

pesynabrar,  OymyeTbCd  MaTpUL  MaTeMaTHYHHX

croziiBaHb X, OLIHOK KOXHOI 3 Map YHMHHHKIB. SIKIIo
MaTpHuili
MAaTpPHUISE MATEMATHYHUX CIIOJiBaHb € CyMa IIMX MATPHUIlb

nonapHux rmopiBusiHb A’ TOpaxoBaHi, TO

IIOMHOKCHa Ha 1/m BaBI[aHHFI OHiHIOBaHHSI

KOC(III€HTIB BIHOCHOI BaXJIMBOCTI 3BOAWUTHCI [0

BU3HAUCHHS  MAaKCUMaJbHOTO  BJIACHOTO  3HAYEHHS
MaTpHLi X, Ta BiJIIOBITHOrO OMY BJIaCHOTO BEKTOpa K 3
BUKOPHUCTAHHSIM CTYIIEHEBOTO (iTEpaliifHOro) ajJropuTMy
[9, 10].

[omanpmia mpoueaypa  BHSBIEHHS — HalOUIbIN
KPUTHYHOI 3arpo3d TMOJsra€ B OIIHKH BPa3JIMBOCTEH.
CrouaTky (opMyeThCsl TIEpeNiK BpPA3IUBOCTCH 1 Jami
eKCIIEPTH, KOKHHH OKPEMO, OLIHIOIOTH BPA3JIMBOCTI MO
TOMY 3K CaMOMy TPHHLMIY, SK [e Oyl10 Yy BUIAIKY
3arpo3. Jlami Takok BU3HAYAIOTh CTYNEHb 3TOIH MiX
eKCIepTaMH, 1, OCTaTOYHO, OOYHUCIIOIOTH  BEKTOD
KOC(IIiEHTIB BITHOCHOI Ba)KJIMBOCTI BPa3JIMBOCTECH.

Ha mincraBi BekropiB Koeilli€HTIB  BiIHOCHOT

BRXIMBOCTI  3arpo3 Ta  KOeQili€eHTIB  BiJHOCHOI

BOXIMUBOCTI  BPa3iIMBOCTEH  OyAylIOTb  IOPiBHAIBHY
MaTpuio (TabNIMIO) 3arpo3 Ta BPA3IMBOCTEH. Psaku
TaOJUIl  BIANOBIZAIOTH BPA3JMBOCTAM, CTOBIII —
3arpo3aM. SIKIIO eeMeHT BEeKTopa 3arpo3 | € OiabmuMm
3a BIAMOBIJHUIT eleMeHT BekTopa BpasiuBoctedd W, To B
TabNMIl HAa TEpeTHHI CTOBMIS 3arpo3 3  PSJIKOM
Bpa3MBOCTEH CTaBUTHCA 3HaK "+'", y IPOTHICKHOMY
Bunaaky — "0". Ta 3arposa, sika Ma€ HaWOLUIbIIE YUCIIO
MOEIHAHb 3 BPA3JIMBOCTSAMHU (CTOBIELh 3 HAWOLIBIIO
KiJIbKicTIO 3HaKy "+'") € camoto npiopurerHoro [10].
OTmxe, 3arajbHa CXeMa OLIIHKA PU3UKIB METOIOM

HONapHUX MOPIBHIHB NIPE/ICTaBlIeHa Ha puC. 1.

—

Marpuus
paHXyBaHHS

—

OBuucneHHs koedilieHTa
KoHkopaauii KeHaanna

O6uuncneHHs koediuieHTiB
BiAHOCHOI BaXKNMBOCTI 3arpo3

Mo6ynosa Tabnuui
B332EMOBIHOCWH 3arpos i
Bpa3nuBOCTEWN

0 AN

dopMmyBaHHS MaTpyLb
NonapHUX MopiBHSHb 3arpo3

4

Mobyaosa marpuui
MaremMaTu4HuUX cnodisaHb

Peanizauii mogeni
Baviecooi mepexi

Puc. 1. 3aranpHa cxeMa OLIHKH PU3UKIB METOJIOM TONAPHHUX MTOPiBHIHD

2.3. MaremaTnuna moaean BN

BaitecoBi mepexi (BN) € moTy>kHUM 1HCTpYMEHTOM

MOJICITIOBAHHSL  MPUYMHHO-HACIITKOBIUX  3B’SI3KIB Yy

cucTeMax yrpaBiiHHA pr3ukamu [17]. BoHn 103BONSIOTH
BpPaxOBYBaTH HEBHU3HAYCHICTh 1 MUHAMIKY 3arpo3HOTO
CepeoBHINa, MO POOUTH X OCOOIMBO MPUAATHUMU IS
aHani3y kibeppusukis [18]. Sk mokazano B [20], ribpumni
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Mozerni, mo mnoeanylote AHP 1 BN, 3a0e3neuyrors

BHUCOKY TOYHICTB MPOTrHO3YBAHHH. Ilocwmanus Ha

pedepeHCHY MOzeNbp  yIpaBIiHHS
MiATBEPIKYE, IO

nosHOIIHHOI cucremu ISRM. HemonaBHi mociipKeHHS

pusukamu  [21]
BN wMoxyre OyTH 4YacTHHOIO
TaKOX MiATBEP/DKYIOTH iXHIO €pEKTHBHICTh y BHIMAAKaX
HEMOBHUX JaHuX [25].

Hexali MaeMO MHOXHHY BHIIAJKOBHX 3MiHHHX
(By3miB) X = Xi, ..., X,, . BaitecoBa mepexa (BN) — me
opienToBHuH ammkimivamii rpap G = (X,E) , ne E —
MHOXHHA JIYT.

KoskeH By3on X; Mae yMOBHHI pO3IOALT

P(X; | Pa(X;), (©)

ne Pa(X;) - muoxwuna "OartbkiB" Bysma X; y G
(By37H 3 sIKMX y Tpadi BUXOAATH CTPLIKHU B X;).

[ToBHa ¢akTopm3allisi Uil CHUIBHOTO PO3MOJLTY
HACTYITHA!

P(X;.. . o X) = I, PX)IPaCX,))  (9)

Ha npaktuni sBHO mOOymyBaTH Iield pO3MOJILI
JIOCUTh CKJIaJHO, TaK SIK KiIJbKICTh KOMOIHAIlH 3pocTae
€KCIIOHEHIIIHO 3 YHCIOM BY3JiB y Mepexi. Lle poOuTh
npAMuit 00U CITIOBAIIEHUIN T JTX MIPAKTUIHO
HEMOXXJIMBUM HABIiTbh Ul BIZHOCHO HEBEIHUKUX MOAEIEH.
o6 yHukHyTH 1i€i npobiemu, y OailecoBUX Mepexax
3aCTOCOBYIOTh CIICI[ialibHI aITOPUTMH iH(epeHcy, sKi
JO3BOJSIIOTE ~ OTPUMATH  MOTPIOHI  amoctepiopHi
HMOBIpHOCTI 6e3 SIBHOTrO (pOpMyBaHHSI BChOTO PO3IOJILTY.
Cepen TakuxX alnropuTMiB MOYKHA BUALTUTH:

- rTouHi Meromd: Variable Elimination, Junction
Tree,

- Habmmxkeni meromau: Sampling (Gibbs Sampling,
Likelihood Weighting), Belief Propagation.

BaiiecoBi  Mmepexi  3a0e3neuyioTh  e(eKTHBHE
OOYHUCIICHHS YMOBHHUX HMOBIPHOCTEH, BUKOPHCTOBYIOUH
JIOKAJIBHI 3aJI©KHOCTI MK 3MIHHUMH Ta akmopusayiio

JI00ANBHOTO  PO3MOALTY, a0 IHIMMMH CIIOBaMH —

"CTpYKTYpHY hopMyny" Mozei.
VY OGaifecoBili Mepexi MU PO3IITUMO BY3nIH rpady

Taki: X =QUHUE , ne Q — 3amuryBaHi (IIBOBI)
@i =

IIpu npomy,

P(X; = xi1|f’a(Xi) =DPn

P(X; = x|Pa(X;) = py

By, H — mpuxoBaHi By31H, E — CIOCTEpEkKeHI BY3IIH
(evidence). Ilpuxoani By3nu (hidden variables) — e i
3MiHHI X, 15T IKHX MU HE MaeMO (DaKTUUHHX JIAHHX, alle
BOHM BIUTMBAIOTh HAa 3QJIGKHOCTI MK 3alUTYBaHUMH i
CIIOCTEpEKEHUMH 3MiHHIMHU.

I Tenep, ocHOBHa 3aja4ya — 3HAWTH MapriHAIEHUN
(yMOBHUI) pO3MOMIN MiTHOBUX BY3JIIB INPH HASBHOCTI
CIIOCTEpEKEHb €

_ XHPQHe)
P(Q|e) = S1o8 (10)

Tobto, iHdepeHC 3BOAWTHCS A0 Mapeinanizayii —
CYMYBaHHS IO BCIX MOXIIMBUX KOMOIHAI[IAX MPHUXOBAHUX
3MiHHUX H. 3po0MMO yTOYHCHHS YHCEIBHUKY (HOpMYIH
(10):

Yy PQ H,e) =Xy, P(X;|Pa(X) (11)
dhopmynu (10) €
HOPMaJTi3alliiHOK KOHCTAHTO0.

3HaMEHHHK IIPOCTO

Haranaemo, mo mapkoBcbkuM mokputtsm (MB —
Markov blanket) By3na X; BBakaeTbcs MiHIMajbHa
MHOXMHHA BY3JiB, SIKa POOMTH X; YMOBHO HE3aJIEKHHM
BiJ] yCiX HIIMX y Mepexi. BoHo ckianaeThbes 3 "0aThKiB"

=all

By3na X; (tobro, ne Pa(X;)), "miteir" Byzma X; (ue
Ch(X;)) i "0arbkiB niteid" By3ina X; . Takum urHOM,
MB(X;) = Pa(X;) U Ch(X;) U Uyecnxp Pa(Y) (12)

TuM camMuM MU MiJKPECTIOEMO Te, 1[0 HAM BaXKIIUBI
3HayYeHHs By3iiB i3 MB(X;), i inmi By3nu mepexi G e
HeCyTh J10JaTKoBOi iH(opmamii mpo Byzon X;. lle €
KJIFOUOBUM MOMEHTOM B iH(epeHci, TOOTO oOuMCIIeHH]
anocTepiopHUX WMOBIpHOCTEH P(rimore3a |
CIIOCTEPEIKEHHST), KO 3HAHHS PO BY3JIH OHOBJIIOIOTHCS
IpH OTPUMaHHI HOBUX JaHHX.

Cepen KIIOYOBUX MOMEHTIB MOOymoBU OaiecoBol
Mepexi € MaTpuis yMOBHUX HwmosipHocteir (CPT —
Conditional Probability Table), psinku sikoi BiamosizarTh
MOKJIMBUM KOMOiHalisM 3HaueHp "GarekiB" Pa(X;), a
CTOBIII — MOX/IMBHM 3HAYCHHSM CaMoOro By3ia Xj.

Ortxe,

P(X; = xpm|Pa(X;) = pi
: . (13)
P(X; = xpm|Pa(X;) = Dy

;’;1 P(Xl = xi]'|Pa(Xi) = pir) = 1,VT € {1, ,k} (14)

CPT 3amae nokanbHi mOpaBHia HMOBIPHOCTI Juist
KO)KHOTO BY3Ja, B TOH Yac KOJIHM MapTiHAJIBHI PO3TOMIIH
JO3BOJIAIOTH  O0'€THATH BCi JIOKAaNbHI HMOBIPHOCTI Y
r700aTbHUA  PO3MOAIN Mepexi, mio0 BiANMOBICTH Ha

mUTaHHS "sKa HMOBIPHICTH TIEBHOI TOil/cTany By3ia Q,
SIKIIIO MU 3HAEMO JIESIKi CITIOCTEPEKEeHHS e
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3. PesynbTaTH A0CIiAKeHHS TA eKCIIEPHUMEHTH

3.1. lIpakTnyHa peanizaunis
MeToAy NMONapHUX NOPiBHAHb

OOuncneHHss Koe(illi€HTIB BiTHOCHOI Ba’KJIHMBOCTI
Ha OCHOBI MAaTpUIl PaH)XyBaHHS MOXKHa 3IHCHUTH 3
BHKOpUCTaHHAM OiOmiotek Python, i, BeOG-iHTepdeiicy
Streamlit s 3pyanocti podoTu excriepris [11, 15].

Bynemo BBakaTH, IO MM OTPUMaJIM OLIHKHU 3arpo3
BiJl €KCIIEPTIB 1 MaEMO MaTpUIIO paH)KyBaHb R = (r,- ]-).
[pukman Matpumi paHXyBaHb B TaOIUYHOMY BUII
TIpe/ICTaBIIeHO B Ta0I. 1.

Tab6auns 1. Popmyeanns mampuyi excnepmuux oyiHox

El E2 E3 E4 E5 E6
T1 1 3 2 3 3 3
T2 2 2 4 2 4 2
T3 3 1 5 1 2 1
T4 4 6 6 5 6 4
T5 5 5 1 4 1 5

ne, T — 3arpo3u, E — ekcneptu. Haramaemo, mo 1 — e
paHr s HaWOumbIn  Hebesneunoi 3arpo3u. Tpeba
3ayBaXHTH, L0 TPH KIACUYHOMY PAHXKYBaHHI KOXHIH
3arpo3i HAJNAE€ThCS YHIKAIBHMH paHr. Y  BHIQJAKY
PaHey8aHHA 3 NO6MOpamMu EKCIepT MOXKe BKa3aTu
OJTHAKOBHMU PAaHT Ui 3arpo3, SIKIIO HAa HOro QyMKYy Iii
3arpo3d  MaloTh OAHAKOBY BAXIMBICTb. Y IIBOMY
BUNAJKy, NPU pO3paxyHKy koedimienta Kenpamna abo
CTBOPEHHI MaTpHUIb NONAPHUX MTOPiBHIHB L€ JOMYCTHUMO.
IIpu onHakoBuUX paHrax, B

MaTpHlli  TOMapHUX

MOpiBHSHb, Tmapa omiHioeTbes sk 0.5  (uacTkoBa
mepeBara).

IMporpama wa Python oGuwcnenHs koedimieHTiB
BigHOCHOI BaxxuBocTi (SAAT-Bar) Oyme ckiamatucs 3
nekinmbka — momymiB - (dymkiii). Ilepmia  dyHkiis,
kendall_concordance(expert_ratings), paxye koeirmieHTt
korkopranii Kenmamna (Kendall’s W) nns Bu3sHaueHHS
CTyIeHs 3rofu Mix ekcriepramu. [lapamerpom GyHKINT €
MaTpULd PaHXyBaHb. 00YHCIIeHHS

Kendall’s W:

®opmyna  aus

Keon = S/S ' @

max
Je S — jaucrepcis CyM pamKyBaHb (IO KiJTBKOCTI

-n
——— — MaKCHUMaJIbHO MOXIJINBa Cyma

(n -

OOuncneHHs1 cepeHiX paHTiB JUIA KOXHOI 3arpo3u (1o

eKCHEPTIB), Syax =

KBAJpaTiB  BiIXWICHb KUTBKICTh ~ 3arpo3).

psAnkam TpaHCHOHOBaHOI MaTpumi R) peamisoBaHO B

6iomiorekn Numpy (Python) tak — mean_ranks =
np.mean(matrix.T, axis=0). Cyma kBajpatiB BiIXHICHb
CepelHIX paHriB BiJ] CEPEAHBOr0 3HAYECHHS paHry — S =
np.sum((mean_ranks —np.mean(mean_ranks))**2).

Hna HepeBipKU 3HAYyIIOCTI koedimieHTa

BHUKOPHUCTOBYETHCS KpHUTepii ¥-KBajpar, KA

O0YHCITIOETECS TAK:
vr=m-(n—-1) K. 2
3uavenHs x>

2
crit

HOpiBHIOeTLCSI 3 KPUTUIHUM

3HAUCHHSAM ) NpU PiBHI 3HAYYLIOCTI O, 1 CTYNEHAX

2
crit
OHiHOK EKCHepTiB BBAXXA€TbCA CTATUCTUYHO 3HAYYLIOIO.

ceobomu n— 1. dkmo % >y TO Y3TOIKCHICTh

Sk mpaBwiio, piBeHp 3Hauymiocti o BuOHMparoTh 0.05,

2

10610 95% poBipuni piBeHb. Jlns BU3HAUCHHS )7 .

ckopuctaemoch kozmoM Python, skuit Gopmye Tabmuiro
KPUTUYHMX 3HA4YeHb JJIs 3a3HAUCHUX PiBHIB 3HAUYIIOCTI i
CTymeHiB cBoOomu. Jlns 1bOro BUKOPHCTOBYETHCS
mozaynb chi2 6i0mioreku scipy.stats. OcraTouHo, )yHKIIIs

kendall_concordance
2
crit

3aJMIIac  [OBIJIOMIIEHHS 31

3HAYCHHAMU XZ, X Ta BUCHOBKOM IIpO y3FOZl)KeHiCTB
OLIIHOK €KCIIEPTIB.

Hacrynna byHKII,
create_pairwise_comparison_matrix(expert_ratings),
(dhopMye MaTpuIi MoNapHUX MOPIBHAHB 3arpo3. EnemenTn
MaTpHL BU3HAYAIOTHCS BU3HAYalOThes 3a popmyroro (1).

1, sakmoT] < ’I}r
A, =(af;) =405, akmoT{ ~ T} (3)
0, saxmoT] > T}r

Ie r — momep ekcrepta, T; — paur Ti -oi 3arpo3u Er
-r0 eKcIepTa.
create_pairwise_comparison_matrix
peaiizoBaHa 3a PaxyHOK 3BHYAHMX OIEPATOPIB LUKIY

OyHK1is

Ta YMOBHOTO OIIepaTopa.

Matpurs MaTeEMaTHIHUX CIIOIBaHb X
OOUHCITIOETBCS ¢byHKIiERO Python
build_expectation_matrix(pairwise_matrices). Ii

MapaMeTpoM € CIHCOK KBaJPAaTHUX MAaTPHILb IONAPHUX

TIOpiBHSHB, Pairwise_matrices. ®akTudHo,
Xr == A, @)
1 TOMy T (QYHKIIiS MICTUTh 3BUYAWHUA LUK IS
JIOZaBaHHS BCIX MaTPUIh A,
dopmyBaHHA BiIHOCHOI ~ Ba)KJIMBOCTI
k = [k, k., ky]”

MaKCHMAaJIbHOTO BIIaCHOTO 3HadeHHs Martpuii XT Ta
-

BEKTOpa

3BOOUTHCA 0 BU3HAYCHHA

BIJMOBIMHOrO  HWOMY  BIACHOrOo  Bektopa Kk 3
BUKOPHCTAHHSAM CTYIIEHEBOTO (irepamiitHoro)
aNTOPUTMY.
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Cxema iTepaliifHOro arOpUTMY HacTyITHA:
1. TTouatkoBa ymosa t =0, k% = (1,1, .., D7.
2. PexypeHTHi CIiBBiJHOLIEHHS 3aaHi (popMyIaMu
(2):
A =(1,1,..,1) Y, gl =

- ﬂ.[t] Y[t] ’ (5)
e M =x-klt-1 ¢t =T m.

3. O3HAKOKO 3aKiHUEHHS AJITOPUTMY € YMOBA:
max|kl — k1| < E, (6)
ne E —3amana Tounicts (Hanpukitaz, 0.001).
Oyukuis  iterative_algorithm(X,  epsilon=1e-3)
00YHCITIOE BEKTOP K BizmoBixHo 10 ANTOPUTMY.
Bapiant Be6-cropinku B Streamlit 3 po3paxyHkamu

NPEICTABICHO HA PUCYHKY 2.

PaH)XyBaHHA

MEHLU BaXNUBa)

Po3apaxyBaTi

OuiHIOBAHHSA 3arpo3 MeTOA0M

Bseaw paHry 3arpos (1 = HailBaXknusiwa, 6inbWwwii paHr =

Pesynbratun

KoediyienT xoHkopaayii W: 0.7457
Xi-wsappar (emnipuyse): 22.3714
= Xi-xeappar kpuriuse (0.95): 12.5916

Bucnosox: Ouinkm yarogweni

BeKTop BigHOCHOT BaX/IMBOCTI
@ T1:0.3454

T2:0.1323

73:0.1990

T4:0.0863

T6:0.1812

Puc. 2. Beb-inrepdeiic 3acrocyrky B Streamlit st oriHroBaHHS 3arpo3

3acTtocyHoKk Oyno MpoTecTOBaHO Ha OaraTbox
NPUKIIaJax, 30KpeMa Ha MpHKiIami 3 7 3arpo3amu i 5
ekcrieptaMu. B pe3ynbraTi

W=0.7457,

OTpUMaHO  Koe(illieHT

Y3TO[DKEHOCTI SKUH OyB CTaTUCTUYHO
3HAYYIIUM TIPU

x? =223714 > y2 . =12.5916. (7)

Haii6inpimmii koedillieHT BaXKJIMBOCTI Maja 3arposa

T1, uo BimoOpakeHo y BeO-iHTEpdeiici.
3.2. [Ipuxiyiaa noGyaoBu 6a€coBoi Mepeski

PosrnsaeMo 4 6iHapHi 3MiHHI (BY3H):

T —3arpo3a ataxu ({yes, no}).

V — Bpasnusicts B cuctemi ({yes, no}).

I — iamuneHT (MpOHWKHEHHS / BHUTIK maHuX) ({yes,
no}).

L — 3nauHi inaHcoBi BTpaTH ({yes, no}).

Hexait maemo Hactynuuit rpad G (Mepeka puU3HKY
KiOepiHIMAEHTY):

T—I1—1I, V—I (15)

ITocTaBumo 3amavy oIiHKM pu3nKy 30mMTKiB L. Tomi

rpa¢ G nmoxinuThCs HACTYITHUM YHHOM:

Q={LLE={T,V}H ={l} (16)
Indopmanis npo 3arposu T Ta Bpaznusocti IV Moxe
Oyt orpumana MetompoM AHP, skuii posrmsHyTO Y
po3miini 2.
CroinbHa ~ WMOBIpHICTH Ui BCIX  BY3JIB
(hakTOpU3yETHCS SIK:
P(T,V,1,L) = P(T)YP(VYPU | T,V)P(L|I)
a7
Bynyemo CPT s By3na | . [HIumeHT 3anexuTh Bix
T iV, TOMy MaeMO HACTYITHY TaOJIHIO:

| v=o0 V=1
PUIT,V)= T=0 | PU=1]0,00 PU=1]01)
T=1| PU=1]1,00 PU=1]1,1)
Ipu weomy, PU=0|T,V)=1-P(U=1|
T,V)).
30UTKH 3a1€XKaTh TUIBKH Bif [:
I \ P(L =1l
P(LID = 0 a
1 B
OcHOBHAa 3amadya Ioilsgra€ B OOYHCIIEHHI
HMOBIpHOCTI:

P(LIT,V)=X,P(LIIT,V). (18)
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Aute, 3TiJHO TIONEpPEIHIM MipKyBaHHSIM, BUKOHAEMO
(axTopHU3aIio:
P(LIT,V)=X,P(LIDPU|T,V). (19)
Skmo mepedTH 10 YMCIOBUX 3HA4Y€Hb, TO HeXai
a=0.1p=08.

IIpunycrtumo, 1mo
PI=1IT=1V=1)=09
PI=1|T=1V=0)=0.6
PI=1IT=0V=1)=05
PI=11T=0V=0)=01

ImoBipHOCTI 17151 30MTKIB:
P(L=111=1)=0.8
P(L=111=0)=0.1

Tomi,

P(L=1IT=1V=1)=(08-0.9)+ (0.1-0.1) = 0.72 + 0.01 = 0.73.
P(L=1IT =1,V =0)=(0.8-0.6)+ (0.1-0.4) = 0.48 + 0.04 = 0.52.
P(L=1IT=0,V =1)=(08-0.5)+ (0.1-0.5) = 0.4+ 0.05 = 0.45.
P(L=1IT =0,V =0)=(0.8-0.1) + (0.1-0.9) = 0.08 + 0.09 = 0.17.

Tenep moxemo 3amucatu Bxke CPT mus L micis
MapriHaiizanii npuxoBaHoro By3na |:

\ V=0 V=1
P(L=1T,V)= T=0 0.17 0.45
T=1 0.52 0.73

Mu orpumanu  TOTOBY  TaOIMII  YMOBHHX

IMOBIpHOCTEH, IKy MO>KHAa BUKOPHUCTOBYBATH ISl OLIIHKU
pU3HUKY 30uTKIB L.

Hasenenwnii npuknan nodynosu BN «T — 1 — L «
V» BIANOBiga€ Cy4yacHUM MPaKTHKAM MOJEIIOBAHHS
KiOeppHu3UKiB [17]. [Moni6Hi CTPYKTYpH
BUKOPHCTOBYIOTbCS B TiOpuAHUX (pedMBOpKax Juis
ouiHKM  (iHAHCOBUX  HacCHiAKiB  iHimaeHTiB  [20].
Bukopucranns manux AHP s 3amoBHennss CPT
MIATBEPIKYETHCSL  TOCHI/PKEHHSIMH, 1110 JEMOHCTPYIOTh
MOXIIUBICTh  iHTErparii

eKCIIePTHUX  OIIHOK Y

HMoBipHicHI Mojeni [25].

3.3 Peauizanisi modynoBu 6aecoBoi mepexi Ha Python
Jus peanizanii BN Bukopucrana 6i6iioreka pgmpy
— omHa 3

HAWMOUIMPEHIIMX Y  HAyKOBOMY

CMIBTOBApHUCTBI  Juis  pobOTH 3  HMOBIPHICHUMHU
rpadiuanvu Monensmu [15]. Ti dynkuionan nossonse
OynyBati Mepexi, BuzHadyath CPT Ta BuKOHYBaTH
iH(epeHC 3a J0MOMOTO0 AJITOPUTMIB, TaKHUX K Variable
Elimination  [17].

3aCTOCOBYIOThCS B 331a4aX OLIHKH pu3ukiB [20].

IToxiOHi iAX00U YCIIIIHO

3aranbHa CTPyKTypa KOy HaCTyIIHa!

1. CrBopeHHs MOJEIII: model
BayesianNetwork([(‘'T", 'I"), ('V*, '), CI', 'L));

2. Bkaszyemo 3nauennss CPT nns By3nmiB | Ta L,
BuKopucToBytoun kiac TabularCPD;

3. Homaemo CPT 1o MOJIEIII:
model.add_cpds(cpd_T, cpd_V, cpd_I, cpd_L);
4. TlepeBipsiemo MOJIETIb: ok =

model.check_model();

5. T'oryemo iiMOBipHICHHMII BHCHOBOK: infer
VariableElimination(model);

6. Buoaumo pe3ynabraTh:

gl = infer.query(variables=['L"], evidence={'T": 1, 'V": 1})

print("\nP(L | T=1, V=1):\n", q1)

g2 = infer.query(variables=['L"], evidence={'T": 0, 'V': 1})

print("\nP(L | T=0, V=1):\n", q2)

BucHoBkn it NEPCNEKTUBU NMOAAJIBIIOIO JOCTiIKEeHHS

VY craTTi pO3MNIAHYTO KOMIUIEKCHHH TIAXix J0

VOpaBIiHHA  pU3WKaMH  iHpoOpMamiiHOI  Oe3mexw,
3aCHOBAHUNA Ha iHTerparmii METOIOIOTYHOTO
IUTAHYBAaHHS,  €KCIIEPTHHUX  OIIIHOK,  KUIBKICHOTO

MOJICITIOBAHHS Ta TEXHIYHOTO0 MOHiTOpWHTY. I[TokazaHo,

mo edQeKkTuBHa cucremMa KibepOe3nmekn ITOBHHHA

MOETHYBAaTH CTPATeTiyHl Ta TaKTW4HI 1HCTPYMEHTH,

3a0e3rmedyroun K [TOBTOCTPOKOBE IUTAHYBAaHHS, TaK 1
OllepaTHBHE pearyBaHHs Ha 3arPO3H.

Metoponoris CRAMM BusiBunacs e(QeKTHBHUM
IHCTPYMEHTOM IJIsi CTPYKTYPOBAaHOT'O aHANi3y aKTHBIB,
3arpo3 1 Bpa3nHMBOCTEH, a TakKoK M (opMyBaHHS
nomituku Oesrmeku. OmHaK i1 Cy0’ €KTHBHICTH MOTpeOye
JIOTIOBHEHHS 00’ €KTMBHUMH KUIBKICHUMH METOMAMH.
kmacy  SIEM,
peanbHUI 9ac MOHITOPWHTY, KOPEJAIIIO MOIH 1 MBHIKE

Cucremu HaBIIAKH, 3a0e3MeYyIOTh
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BUSBIICHHS IHIIWJCHTIB, aje¢ HE BHPINIYIOTh 3aBIAaHHS
npiopure3anii pU3UKIB Ha cTpareriyaomy piBHi. Came
TOMY iX CIiJl pO3MJIAAaTH HE SK KOHKYPEHTHi, a SK
B3a€MOJIOIIOBHIOIOYI ~ KOMITOHEHTH  €JJMHOI  CHUCTEMH
YIIPaBJIiHHS PU3UKAMH.

s ycyHEHHST Cy0’€KTUBHOCTI €KCICPTHHUX OIIHOK
3aIpOIIOHOBAHO BHKOPHCTAHHS aHAJTITUYHOTO METONY
iepapxiii (AHP) 3a T. Caarti, peani3oBaHOTO Ha OCHOBI
MaTpHIli pamKyBaHb. Llell miaxim H03BONSE OTpUMATH
Bektop Bar (SAAT-Bar), mo KiJbKICHO BiJoOpaxkae
MIPIOPUTETHICTD 3arpo3 i BpasnuBocreil. OcolmBy yBary
MIPUIIJIEHO BUMIPIOBAHHIO Y3TOJDKEHOCTI E€KCHEPTHUX
JYMOK  3a

Kennanna,

JIOTIOMOTOI0  KoedilieHTa  KOHKOpHArii
0  MiJBHILYE

Peamizamiss meromy Ha Python i3

HaJlidHICTh Pe3yJIbTATIB.
BUKOPHUCTaHHAM
6i6miorek Numpy, SciPy Ta BeG-iHTepdeiicy Streamlit
poOUTH HOro AOCTYIMHHM 1 TPAKTUYHO 3aCTOCOBHHM JIJISI
oprasi3aiiii Oyab-sSKOro piBHs.

HaiiGiap 1HHOBALIIMHUM €JIEMEHTOM JIOCITI IPKEHHSI

€ iHTerpamis OTPUMAaHMX KiJbKICHHX OLIHOK y OalecoBi

MOJICITIOBATH  TPUYUHHO-HACTIAKOBI 3B S3KH  MiX
3arpo3amu, Bpa3IMBOCTSIMH, IHIMIEHTaMH Ta
¢inaHcoBUMHM  30uTKaMu, 3a0e3MeUyloud  THYYKHH

iMoBipHicHHH iH(pepenc. Ha npuxiaai noOynoBu Mepexi
«T — 1 — L « V» nokasano, sk Ha ocHOBI janux AHP
MOXyTb Oyt  cdopmoBani  Tabmumi

iimoBipHoctedt (CPT) i oTrpumaHi TOYHI OLIHKU PU3UKY

YMOBHUX

yepes MapriHai3amio 3MiHHHUX.

Bukopucranns 6i6miorexn pgmpy mis Python mosBomnsie

MIPUXOBAHUX

ABTOMATHU3yBaTH mpouec

HMOBIpHICHOT'O BUCHOBYBaHHSI.

MOJCIIOBaHHA Ta

3anpornoHoBaHMi TiOpUIHMK MiAXiA  BiANOBiAAE

CyJacHMM TEHJEHIISIM iHTerpamii CTpaTeriyHux Ta
TaKTMYHUX 1HCTPYMEHTIB YyNpaBliHHA pusukamu [19].
[Toennanass CRAMM, AHP, BN Ta SIEM no3Bonse
CTBOPHTH QJIalITUBHY CHUCTEMY, SKa BpaxoBYe SK
opraHizamiiHi, Tak 1 TexHI4HI acmektu Oe3mexku [23].
[TepcriekTHBHUM HampsiIMOM € MOJAJbIIEe PO3IIUPEHHS
Momeni 1wisixoMm iHTerpamii 3 SOAR-cucremamu Ta

BUKOPHUCTAaHHAM MeTOJliB MAIIMHHOIO HaB4YaHHA JJIA
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INTEGRATED INFORMATION SECURITY RISK MANAGEMENT MODEL
BASED ON AHP AND BAYESIAN NETWORKS

The subject of the study is information security risk management in a modern digital environment, where the integration of strategic
and tactical approaches is necessary to ensure adaptive protection. The purpose of the work is to develop a hybrid model of cyber risk
management by combining methodological analysis, expert assessments, probabilistic modeling and technical monitoring. The
objectives of the study are: (1) analysis of the complementarity of the CRAMM methodology and SIEM systems; (2) construction of a
procedure for quantitative prioritization of threats and vulnerabilities based on the analytical hierarchy process (AHP); (3) integration
of the obtained estimates into Bayesian networks (BN) for probabilistic risk forecasting; (4) implementation of the proposed approach
using modern automation tools. The methods used in the work include: CRAMM methodology for identifying assets, threats and
vulnerabilities; Thomas Saati's AHP for quantitative assessment of priorities based on expert judgments with measurement of
consistency using the Kendall concordance coefficient; mathematical modeling of causal relationships using Bayesian networks (BN);
and the use of SIEM-class systems for operational monitoring of security events. The practical implementation of the approach was
carried out using Python, in particular the Numpy, SciPy, pgmpy libraries, and the Streamlit web interface. Results. An integrated
approach was developed that combines CRAMM, AHP, BN, and SIEM into a single adaptive risk management system. It is shown
that AHP allows you to transform subjective expert assessments into objective weighting factors, which increases the reliability of the
analysis. Based on these data, a Bayesian network was built to assess the risk of financial losses, which takes into account the
presence of a threat, vulnerability, and a possible incident. The model is implemented programmatically, demonstrating the process of
factoring the joint distribution and marginalizing latent variables to obtain posterior probabilities. The web interface based on
Streamlit ensures the ease of use of the tool by non-professional users. Conclusions. The proposed hybrid approach allows for the
effective combination of strategic planning (CRAMM), expert assessments (AHP), probabilistic modeling (BN) and operational
monitoring (SIEM), forming a proactive, scientifically sound risk management system. Such integration provides a high level of
adaptability and accuracy in a dynamic threat landscape, which makes the model practically applicable for organizations of various
levels.

Keywords: CRAMM methodology, SIEM systems, Analytic Hierarchy Process (AHP), Bayesian Networks (BN), Expert
evaluation, Threat and vulnerability analysis.
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A METHOD FOR INCREASING THE PRODUCTIVITY OF A DISTRIBUTED
FIREWALL BASED ON PROXMOX IN CORPORATE COMPUTER NETWORKS

The subject of the study in the article is a method for increasing the performance of a distributed firewall based on LXC containers of
the Proxmox VE environment for corporate computer networks. The goal of the work is to develop approaches to ensure a high level
of efficiency of a distributed firewall for monitoring and managing traffic in corporate networks and virtualized networks, enabling
the minimization of delays during traffic filtering and ensuring reliable operation of the corporate network under conditions of limited
hardware resources. To solve the problem, the following research methods were applied: theoretical analysis of literature sources;
analysis of the features of the application of containerization technology for implementing dynamic network traffic control, study of
methods to improve computational resource utilization efficiency in environments with limited hardware resources, analysis of the
advantages of distributed firewall regarding minimizing data transmission delays, increasing system throughput, and reducing
unauthorized access risks; experimental validation of the functionality and efficiency of the distributed firewall. The results obtained
indicate that the proposed method allows minimizing delays during traffic filtering and provides automatic scaling of the firewall's
functionality while maintaining the integrity of the network security system. The proposed approach provides a high level of CCM
protection by segmenting the network with the assignment of a separate LXC container to serve each local subnet, which allows for
targeted traffic filtering and flexible access policy management. Conclusions: the paper proposes a configuration of a distributed
firewall in the Proxmox environment, including setting up a basic set of filtering rules to ensure the effective operation of a corporate
computer network. The scientific novelty of the method lies in improvement of security mechanisms in scalable environments with
limited hardware resources, enabling a high level of protection against external and internal threats, while maintaining fault tolerance
and reliability of the network infrastructure. Experimental validation of the method’s functionality and efficiency confirmed the
feasibility of its implementation to ensure stable and controlled access to the corporate computer network’s resources.
Keywords: method; distributed firewall; container; Proxmox; virtualization; delay; traffic filtering.

Introduction

Under the conditions of rapid development of
information technologies and growth of network
infrastructure, the issue of ensuring security in corporate
computer networks becomes particularly relevant [1].
Modern network infrastructure is becoming increasingly
scalable, which increases the risk of unauthorized access
to nodes and services that require effective and
continuous protection from internal and external threats.

A distributed firewall provides network traffic
control, detection, and blocking of potential threats,
making it an effective tool for protecting distributed
infrastructure. However, the complexity and number of
filtering rules directly affect network performance,
security system response time, and service stability.

The use of virtualization technologies enables the
creation of a flexible and scalable network infrastructure.
In particular, the use of the Proxmox platform with
containerization support helps to implement a managed
distributed protection system, which allows this approach
to be applied in conditions of limited hardware resources
and high performance and security requirements.

At the same time, the growth in network load,
incoming traffic volumes, threat complexity, and the
number of filtering rules significantly reduces the
effectiveness  of  traditional approaches to IT
infrastructure protection [2]. This can lead to delays in
information transfer and a decrease in overall system
performance. Therefore, the search for practical solutions
that ensure an adequate level of protection system
performance in real time is a pressing task.

The use of effective optimization methods and the
implementation of a distributed firewall help to achieve a
balance between the level of protection, traffic processing
speed, and rational use of server environment resources.
Thus, improving firewall mechanisms is a key step
toward increasing the reliability and stability of server
infrastructure in the context of growing demands for
corporate computer network protection.

Problem statement

The main directions of development the modern
information society are formed in the context of dynamic
IT development, which is a key factor in digital
transformation and the basis for the formation of effective
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cybersecurity systems. At the same time, corporate
networks are facing the problem of creating a scalable
infrastructure with a high level of information security in
the case of limited computing resources [3]. IT
ecosystems in the public and commercial sectors
increasingly require reliable protection against internal
and external threats, as well as support for high
performance, given the complexity of network
architecture and rising hardware costs.

The deployment and use of firewalls in modern IT
environments is accompanied by a number of problems
that make it difficult to ensure an adequate level of
cybersecurity. In distributed environments, security
policy management must be centralized, flexible, and
adaptive, but the increasing complexity of corporate
networks and the use of network virtualization
technologies complicate traditional methods of manual
security rule configuration, which can lead to errors,
vulnerabilities, and lengthy configuration times [4, 5].

The growing number of 10T devices, particularly in
healthcare networks, increases the risk of cyberattacks as
these networks become more open and vulnerable [6].
This increases the load on traditional firewalls, which
may not be able to effectively control traffic at all levels
of the architecture. In addition, the use of packet filtering
firewalls leads to exponential growth in the size of policy
rules, which increases the likelihood of anomalies in their
execution and makes it difficult to maintain a continuous
level of security [7].

The economic aspects of cybersecurity also play a
key role in the implementation of firewalls, as the costs of
their proper configuration, management, and updating are
constantly increasing. For example, financial losses from
cyberattacks in the UK increased by 31% in one year,
highlighting the critical need for effective protection
mechanisms [8]. At the same time, environmental aspects
are becoming increasingly relevant, in particular the
increased energy consumption caused by the high
computational complexity of manual firewall policy
administration, which is particularly relevant for
distributed systems [9].

Therefore, the implementation of firewalls in
corporate networks requires a comprehensive approach
that takes into account a number of important factors:
determining the nature of potential threats, requirements
for network infrastructure architecture, integration of
centralized security policy management mechanisms, and
ensuring the necessary level of automation for deploying
and configuring firewall settings. Achieving an adequate

level of corporate network protection using firewalls is
possible with the implementation of automated and
centralized solutions that guarantee high performance and
ensure network resilience to external and internal threats.

Analysis of recent studies and publications

Current research in the field of computer networks,
particularly virtualized ones, is largely focused on
analyzing aspects of firewall deployment and their role in
ensuring the security of such environments. Particular
attention is paid to the effectiveness of network traffic
filtering, security policy optimization, and research into
the impact of firewalls on the performance of high-speed
networks. The solutions discussed in the scientific
literature draw attention to the need to increase the
performance of firewalls, which can be achieved by
automating the configuration of security rules,
minimizing delays in the processing of network traffic,
and implementing methods for dynamically scaling the
network infrastructure. The importance of adapting
protection mechanisms to traffic changes and increasing
the number of devices in virtualized environments is
emphasized separately.

According to the authors of [10], traditional
firewalls play a key role in ensuring the security of
modern networks, but their configuration is still mostly
done manually. This creates a risk of errors, which can
lead to security breaches and significant time spent on
reconfiguration. In virtualization-based networks, this
problem becomes even more relevant due to the
increasing complexity and dynamism of the
infrastructure, which makes manual administration of
security rules difficult.

In addition, traditional firewalls are typically
implemented as separate dedicated devices that
sequentially apply security policies to each incoming
packet. The authors of [11] argue that processing filtering
rules can create a significantly greater load on the system
than normal routing. This problem becomes particularly
relevant in the context of increasing network traffic
speeds, which requires constant optimization of packet
filtering mechanisms. Effective configuration of security
policies is critical to ensuring the performance and
security of high-speed networks, especially in the context
of dynamically changing threats.

In study [12], the authors also emphasize that
firewalls can become a bottleneck for network
performance and a primary target for attacks, particularly
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denial-of-service  attacks. The firewall filtering
mechanism is based on checking each incoming packet
against a defined set of rules to decide whether to block
or forward it. The performance of such a check depends
on the average number of rules that need to be processed
before a decision is made. When the firewall is under
heavy load, such as during peak traffic periods or DoS
attacks, processing delays can increase, leading to packet
loss and network performance degradation.

The  introduction  of  virtualization  and
containerization technologies [13] is an effective
approach to solving the problem of network infrastructure
scalability. Recent research in the field of virtualization
and containerization is aimed at improving the efficiency
and reliability of distributed firewalls in containerized
environments, such as Proxmox, in order to ensure secure
access to corporate networks [14]. Proxmox, in particular,
offers built-in tools for managing network resources,
including server clustering and live migration of virtual
machines [15]. This allows network infrastructure to be
scaled without the need for additional investment in new
equipment, which is important for small and medium-
sized businesses. However, issues related to traffic
processing performance and optimal resource utilization
remain relevant and require new approaches.

The paper [16] analyzes the performance of
architectures using one and several virtual servers on the
Proxmox VE platform. The results of the study show that
the architecture with  multiple virtual servers
demonstrates higher availability, specifically 80.25%
with 100 concurrent users, compared to the single-server
architecture, where availability is 78.4% with 80 users.
The results confirm the feasibility of using scalable
containerization-based solutions for the effective
deployment of distributed firewalls.

Thus, an analysis of recent studies and publications
[10-16] shows that scientific developments in the field of
virtualized computer networks are aimed at improving
security mechanisms, particularly in the context of
distributed firewalls. The main problems associated with
the deployment and use of firewalls are aimed at
improving traffic filtering efficiency, automating security
rule settings, and adapting to changing network
conditions. Traditional firewalls, while playing a key role
in network protection, have limitations in terms of traffic
processing speed and configuration flexibility, which can
lead to delays and increased system load. Virtualization
and containerization technologies, such as the Proxmox
VE platform, offer effective solutions for dynamically

scaling network infrastructure and optimizing resource
utilization. They contribute to increased fault tolerance,
network management flexibility, and security in corporate
environments. However, the issue of performance in
network traffic processing remains relevant and requires
further research and improvement of automated
optimization methods.

Main research material

Algorithmic provision

The proposed method for improving the
performance of a distributed firewall, aimed at ensuring
effective monitoring and management of network traffic
in corporate and virtualized networks, is based on the
integration of modern virtualization technologies with
mechanisms for dynamic distribution of network
resources. The scientific novelty of the approach lies in
the use of virtualization to build a multi-level network
infrastructure with flexible segmentation and controlled
access to resources, which provides an increased level of
security. The implementation of continuous traffic
monitoring, support for adaptive data flow management,
and the ability to apply differential access policies
contribute to the growth of overall network performance
and ensure an adequate level of security in accordance
with the requirements of modern corporate environments.

The method involves a series of sequential steps,
each of which is aimed at implementing a structured and
scalable approach to building a distributed traffic filtering
system. Let's take a look at these steps.

1. Analyze the existing infrastructure for logical
network segmentation based on the functional purpose of
the nodes and the criticality of the data. This allows you
to optimally determine the required initial number and
placement of distributed firewall containers.

2. Deploy containers and configure routing to
ensure proper interaction between segments and with the
external network.

3. Configure traffic filtering policies to form a set
of filtering rules, including restricting access to critical
resources, allowing specific protocols and ports, and
detecting anomalies.

4. Testing the distributed firewall with the initial
configuration to analyze the status of the distributed
firewall, delays, and evaluate resource usage for further
optimization or configuration adjustments to ensure the
required level of throughput and system stability.
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The proposed method is appropriate for use in the
following conditions:

- the need for centralized security coordination and
unification of access policies at all levels of the corporate
network;

- increased requirements for the protection of
critical corporate network resources to ensure their
integrity and confidentiality;

- limited hardware resources, requiring optimization
of the use of available infrastructure in view of reliability
and efficiency requirements.

Thus, the implementation of the proposed method
makes it possible not only to optimize the use of network
resources and ensure a high level of protection, but also
to create a flexible environment capable of adapting to
changes in the topology of the corporate network and
increased requirements for its stability.

Assessment of the developed method's effectiveness

The overall effectiveness of a distributed firewall in
a corporate network is determined by its ability to
minimize the number of unwanted connections, i.e., those
considered potentially dangerous, as well as by reducing
delays in network traffic processing. At the same time,
with the increasing load on the network infrastructure, it
is critical to be able to scale the firewall with minimal
deployment and configuration costs.

Thus, the optimization task of organizing a
distributed firewall can be formalized as the task of
selecting the optimal set of configuration parameters that
minimize the total traffic processing time while achieving
a high level of security and scalability of the system.
Formally, this task can be expressed as follows:

mpin C(R), 1)

where R={r,,r,,....r.} —a set of filtering rules applied in
a distributed firewall;

C(R) — target function that
generalized costs of traffic processing, taking into
account security and scalability requirements.

Accordingly, the effectiveness E(R)

reproduces the

of a
distributed firewall can be presented as a function
inversely proportional to the value of the target function
C(R):

B 1
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where o,, o,, o,, o,, o, — weight coefficients that

determine the priorities of criteria formed from the
requirements and needs in the application of a distributed
firewall;

Ugy — level of containers' processor resources

usage in the environment Proxmox;
Upaw — RAM usage level,

S — assessment of security level, which can be
defined as the number of blocked (potentially harmful)
network packets;

M - scaling efficiency coefficient, which indicates
the system's ability to adapt to increased load (for
example, the number of successfully scaled containers
without loss of performance).

The components of the optimization problem of
organizing a distributed firewall (2) are presented below.

1. The total traffic processing time by the firewall
C(R) is a target function that reproduces the generalized

traffic processing costs. Minimizing packet processing
time can be achieved by automating the deployment of
rules for new containers and distributing traffic across
segments, which allows you to clearly build traffic
filtering rules and reduce the time it takes to redirect
packets to their destination. In this case, traffic processing
time will be presented as

C(R)=T, +T,, (3)

where T, — average processing time for one packet in the

firewall container, ms;

T, — average time to redirect a packet to its
destination after filtering, ms.

2. The use of processor resources U, determines
the likelihood of firewall container overload, which leads
to increased packet processing time, process scheduling
queues, and traffic loss during peak loads, as well as
increased power consumption in conditions of limited
resources. U, is the inverse of the number of firewall

containers and can be defined as follows:

1S P
Ugpy == =1,
CPU n;P (4)

max

where n —number of firewall containers;
P. —actual processor load in the i-th container;

P« — maximum allowable processor load specified
by hardware resources.
3. The use of RAM U,,,, determines the effective

management of the firewall's traffic filtering rules. The
level of RAM usage also affects container stability and
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scalability. In case of insufficient memory, this can lead
to containers crashing, the inability to add new filtering
rules, or the refusal to deploy new firewall containers.
The level of RAM usage can be calculated as

1& M,
Upay == i
RAM n ; Mmax ’ (5)

where n — number of firewall containers;
M; —amount of RAM used in the i-th container;

M__ . — maximum available memory size in the

max
system.

4. The security S level assessment will depend on
the analysis of attacks, their complexity, and the
effectiveness of traffic filtering rules. The security S
level assessment will be calculated as

s :1-%(%] , 6)

where k — number of protection levels provided by a
distributed firewall;
p, — probability of a successful attack at the i-th

level,
¢, — computational complexity of conducting an

attack at the i-th level.
5. The efficiency of firewall container scaling M
can be estimated over a period of time for deploying a
firewall container and adding a set of filtering rules to it,
and can be expressed as
1
ST, 4T,

@)

where T, — average time to deploy a new container;
T, —average time to add a set of filtering rules to it.

The proposed approach provides a comprehensive
assessment of the effectiveness of a distributed firewall
implementation, taking into account security and
scalability requirements. This approach is key to
determining the optimal architecture and operating
parameters of a distributed firewall under variable load
and limited resources.

Setting up the experiment

At the initial stage, the hardware requirements for
the test environment were analyzed. It showed that for
productive operation of a distributed firewall, a processor
with at least four cores and a maximum frequency of 2.9
GHz can be used. The amount of RAM depends on the
number of connected devices and data flow. From a

practical point of view, 16 GB of RAM allows you to
effectively serve three containers used to deploy a
distributed firewall and serve up to three segments of a
corporate network that are built as separate local subnets.
The availability of such hardware resources ensures the
deployment of a distributed firewall in corporate
networks of small and medium-sized businesses with the
ability to scale segments, as well as scale distributed
firewall containers. The communication channel
bandwidth must be at least 1 Gbit/s. To service a
distributed firewall, you need to have two network
interfaces that will be used to control the firewall and
traffic to corporate network segments, which is sufficient
to serve users of an experimental corporate network. The
hard drive where the Proxmox virtualization platform
with a distributed firewall is deployed must have at least
500 GB of free space.

Within the experiment, all functions of the
distributed firewall have been implemented, and the
possibility of scaling firewall containers as the load on
the corporate network increases has been provided.
Figure 1 shows a generalized diagram of a distributed
firewall based on LXC containers of the Proxmox VE
virtualized environment.

Fig. 1. Generalized diagram of a distributed firewall
for a corporate network

At the initial stage, an isolated virtualized
environment was created using LXC container
technology within the Proxmox VE platform. Each
container acts as a separate distributed firewall node with
predefined network traffic filtering rules. Ubuntu 20.04 is
installed as the base operating system in each container,
providing a stable foundation for further configuration of
access control policies.

The distributed firewall architecture involves the use
of two types of network interfaces. The external interface
with the IP address 192.168.31.50/24 provides a
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connection to the global Internet and is the access
interface to the Proxmox VE platform. Internal interfaces
(vmbrl, vmbr2, and wvmbr3) were configured for
distributed firewall containers, each of which has its own
IP address: 192.168.31.101/24, 192.168.31. 102/24, and
192.168.31.103/24.

To ensure isolation and increase the security level of
network traffic in the corporate network, access to a
separate local network served by the corresponding
firewall node was configured:

- subnet 172.16.16.0/24 is served by container 101;

- subnet 172.16.17.0/24 is served by container 102;

- subnet 172.16.18.0/24 is served by container 103.

Thus, each container processes network traffic
coming to the corresponding subnet, implementing the
distribution and segmentation of access control policies

(Fig. 2).
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Fig. 2. Distributed firewall diagram for an experimental
corporate network

In the second stage, network traffic filtering
mechanisms are configured in each container using the
iptables utility in accordance with defined security
policies. The basic configuration of rules provides for
opening ports 22/TCP (SSH), 80/TCP (HTTP), and
443/TCP (HTTPS), as well as allowing ICMP packet
processing, which provides remote administrative access
and supports the functioning of web services.

Filtering rules are configured using the following
utility iptables commands:

iptables -A FORWARD -p icmp -j ACCEPT

iptables -A FORWARD -p tcp --dport 22 -j ACCEPT
iptables -A FORWARD -p tcp --dport 80 -j ACCEPT
iptables -A FORWARD -p tcp --dport 443 -j ACCEPT

Containerization enables rapid system scaling in
case of increased request volume or more complex
filtering policies, particularly when expanding the range
of open ports, implementing VPN connections, or
processing special network protocols. This approach
allows creating additional containers without changing
the underlying system architecture. In addition, it is
possible to integrate automation and orchestration tools
for the distributed firewall container cluster using the
built-in Proxmox VE API.

After completing the deployment of the distributed
firewall, a comprehensive check of its functionality was
performed. At the initial stage of testing, ICMP
diagnostics were performed from the test container to the
services of the local network served by the distributed
firewall, in particular to the deployed nginx web server.
For additional diagnostics of network service availability,
the mtr utility was used, which provides route verification
and analysis of loss and delay statistics in real time (Fig.
3). Successful completion of these tests confirmed the
correct configuration of the distributed firewall, the
correct implementation of filtering rules, the compliance
of network routes, and the availability of Internet access
from each individual container. This, in turn, confirmed
the reliability of the access control system in accordance
with the specified security architecture.

Fig. 3. Firewall test results using route checking with the utility
mtr

Within the scope of this work, the M/M/n queuing
model and Jackson's open network model [17] were used
to model the performance of a distributed firewall. The
use of these models is due to the need for quantitative
analysis of the performance of the distributed firewall
infrastructure in the event of increased load and
complexity of traffic filtering policies.

The M/M/n model allows us to correctly describe
the behavior of a queuing system in which incoming
traffic filtering requests are sent to a limited number of
firewall containers that function as independent
processors. Taking into account parameters such as input
flow intensity, average request processing time, and the
number of parallel service channels allows us to evaluate
system properties such as average delay, load level, and
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the probability of queues. This helps to determine the
minimum number of containers required to achieve a
given level of performance under varying loads.

At the same time, Jackson's open network model is
used to model the more complex interaction between the
components of a distributed firewall. It provides the
probability of describing the system as a set of nodes
between which requests can circulate, replicating the
structure of a real firewall with multiple modules or
levels of protection, such as traffic inspection,
authorization verification, threat analysis, etc. Taking into
account internal traffic between containers allows us to
evaluate the impact of complex multi-level security
policies on overall system performance.

The combined use of the M/M/n and Jackson models
helped to compare centralized and distributed firewall
architectures and to establish optimal configurations for
the container infrastructure. The simulation results
showed that scaling the number of containers reduces the
average request processing delay. This directly improves
the efficiency of the traffic filtering system.

Thus, the dependence of firewall efficiency on the
number of filtering rules, as well as on the level of
scalability in conditions of increasing load and security
requirements, is confirmed (Figs. 4, 5).

The experiment was conducted at the laboratory of
computing systems and network technologies of the
Department of Electronic Computers at Kharkiv National
University of Radio Electronics.

Average time in the system (sec)

Number of comaners (1)

Fig. 4. Graph showing the dependence of distributed firewall
efficiency on the number of containers for the open Jackson
model

— o

Efficiercy

Number of comtsners (n

Fig. 5. Graph showing the dependence of distributed firewall
efficiency on the number of containers for the M/M/n model

Conclusions

The article proposes and analyzes in detail a method
for improving the performance of a distributed firewall in
order to ensure a high level of security in virtualized
environments or computer networks with scalable
infrastructure. The proposed approach minimizes delays
during traffic filtering and enables automatic scaling of
firewall functionality while maintaining a comprehensive
network security system.

The scientific novelty of the method lies in the
improvement of security mechanisms in scalable
environments in the case of limited hardware resources,
which contributes to achieving a high level of protection
against external and internal threats, while maintaining
the fault tolerance and reliability of the protective
infrastructure.

The results of the effectiveness analysis showed that
when scaling the infrastructure, it is critically important
to consider the deployment time of the protection system,
as this stage can be potentially vulnerable. However,
reducing delays in the scaling process allows for
continuous protection, and the even distribution of the
load on active infrastructure elements helps maintain its
stability and efficiency.

Practical implementation of the method involves
taking into account the characteristics of the transmitted
information, the level of protection required, available
resources, as well as filtering parameters and the number
of security rules applied. The proposed approach is
suitable for small and medium-sized businesses that seek
to ensure reliable network protection in environments
with remote access and limited resource capacity, while
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maintaining the ability to scale and use automated Grafana. The use of these tools will enable effective

configuration mechanisms. metric collection, information visualization, and rapid
Further research should focus on optimizing the anomaly detection, which will help increase the response

proposed method by integrating intelligent monitoring speed of the distributed firewall to potential threats.

and event processing systems, such as Prometheus and
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METOA NMNIABUIITEHHSA MPOAYKTUBHOCTI PO3IIOAIVIEHOI'O BPAH/IMAYEPA
HA BA3I PROXMOX 'Y KOPITOPATUBHUX KOMITI'IOTEPHUX MEPEXKAX

IIpeameToM mAoCJTiA:KeHHST B CTATTI € METO/I IiJIBUILICHHS IIPOJYKTUBHOCTI po3noaiieHoro 6panamayepa Ha 6a3i LXC-koHTeliHepiB y
cepenoBulli Proxmox VE nist koprnopaTHBHUX KOMIT'IOTEpHUX Mepexx. Mera podoTH — po3poONIeHHs MiAXoIiB 10 3a0e3NeueHHs
BUCOKOTO DiBHS €()eKTUBHOCTI pO3MoAiNeHOro OpaHaMayepa Ul MOHITODHMHTY Ta YIpPaBIiHHS TpadikoM Yy KOPIOpaTHBHUX
1 BipTyali3oBaHHMX Mepexax, L0 Ja€ 3MOry MiHIMI3yBaTH 3aTpUMKM Mia 4ac Qinprpauii Tpadika Ta 3abezneduntd HaxiiiHe
(YHKIIIOBaHHS KOPIOPATHBHOI MEpeXi B yMOBAaX OOMEXEHHX alapaTHHX pecypciB. [l po3B’si3aHHs 3aBJaHb YIPOBAIKEHO Taki
MeTOAM JOCTi[UKEHHsI: TCOPSTUYHMH aHami3 JITepaTypHHX [DKeped; aHali3 OCOONMBOCTEH 3aCTOCYBAaHHS TEXHOJOLiT
KOHTeHHepu3auil Uit peasisalii AMHAMIYHOTO KOHTPOJIO MEPEXHOro Tpadika, BHBYEHHS METOAIB MiABHIIEHHS €(QEKTHBHOCTI
3aCTOCYBaHHS OOYHMCIIOBAIBHUX PECYpPCIB y CepeloBHINAX 3 OOMEKCHHMH allapaTHHUMM PeCypcaMu; aHali3 IepeBar po3MoxiIeHOl
apxiTekTypu OpaHaMayepa II0J0 MiHIMi3alli 3aTPUMOK MiJ Yac nmepenadi inpopMarlii, miIBUIICHHS MPOITYCKHOI 34aTHOCTI CHCTEMH
Ta 3HWKEHHSA PHU3MKIB HECAHKLIHHOTO JOCTYIy; €KCIIEpHMMEHTalbHA NEpeBipKa Mpale3JaTHOCTI Ta e()EKTUBHOCTI PO3MOAIIEHOro
Opanamayepa. JlocirHyTi pe3yabTaTH. 3anpONOHOBaHUN METOJ Jla€ 3MOTY MiHIMi3yBaTH 3aTPHMKH Mix yac Qinprpauii Tpadika Ta
3a0e3MeunTy aBTOMaTH4He MacTadyBaHHs (yHKIIHHOCTI OpaHaMayepa B yMoBaX 30epeKeHHs IIIICHOI CHCTEMH Oe3MeKH MepeiKi.
Po3pobnennii minxin 3abesmedye Bucokuit piBeHp 3axucty KKM crocobom cermeHTamii Mepexi 3 NpHU3HAYEHHSIM OKPEMOro
konTeliHepa LXC mist o0cinyroByBaHHSI KOXHOI JIOKaJIbHOI MEpEXi, II0 JOMOMarae 3AifiCHIOBAaTH LIECHIPSIMOBaHY (ilbTpario
Tpadika Ta THyYKE YNPABIiHHSA MONITUKAMHU JOCTyImy. BHCHOBKH. Y po0OOTi 3ampornoHOBaHO KOH(Irypaliio po3moIijieHOro
OpanaMayepa B cepeloBuili Proxmox paszom i3 HanmamryBaHHsM 0Oa30Boro HaOopy mnpaBui ¢inbTpamii mis 3abe3neucHHs
e(pexTuBHOro0 (YHKLIIOBaHHS KOPIOPAaTHBHOI KOMIT'IOTepHOi Mepexi. HaykoBa HOBHM3HA METOAY MOJSIra€ B YOOCKOHAJICHHI
MeXaHi3MiB 3a0e3nedeHHs O0e3lekd B MaclTaOOBaHMX CEpPelOBHINAX 32 YMOB OOMEKEHOCTI amapaTHUX PecypcCiB, IO Aa€ 3MOrY
JOCATTH 3aXKHCTy BUCOKOTO DIiBHS BiJ 30BHILIHIX 1 BHYTPIIIHIX 3arpo3, 30epiraroud BOJHOYAC BiIMOBOCTIHKICTH 1 HaiifHICTh
MepexHOI iHppacTpyKTypH. ExcrieprMenTanbHa nepeBipka mpane3iaTHOCTI Ta e(heKTUBHOCTI METOy MiATBEpria TOUiJIbHICTh HOro
BITPOBaKCHHS 1715t 3a0e31e4eHHs CTablIbHOr0 i KOHTPOJIBOBAHOTO JOCTYITY IO MepexHuxX pecypcie KKM.
Kumouogi cioBa: Meron; po3noniieHuii Opanamayep; KoHTelHep; Proxmox; Bipryanisaisi; 3aTpumka; ¢inpTpanis Tpagika. .
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OPTIMIZATION OF SOFTWARE CODE FOR HIGH-LEVEL SYNTHESIS
DURING HARDWARE IMPLEMENTATION
OF THE COMPUTATIONALLY-LOADED ALGORITHMS

The subject matter of the work is the impact of code optimization methods of highly intensive algorithms, used in digital signal
processing, on hardware costs and performance when implemented on different platforms. The goal of the work is to conduct a
comparative analysis of the impact of the effects of three C-code optimization approaches: loop unrolling, switching to fixed-point
arithmetic, and their combinations, on performance and hardware costs when implementing matrix multiplication, fast Fourier
transform, and wavelet transform algorithms using high-level synthesis (HLS) tools on system-on-chip (SoC) platforms, personal
computers (PCs), and single-board computers. The following tasks were solved in the article: implementation of highly intensive
algorithms based on selected hardware platforms and using HLS; comparison of execution time of algorithms with and without
different optimization methods; comparison of hardware costs for algorithms’ implementations with and without different variants of
optimization; formulate conclusions about the impact of different C-code optimization methods on performance and hardware costs
on different target platforms. The following methods were used: C/C++ code optimization methods, diagnostic experiments using
high-level synthesis tools to implement digital signal processing algorithms on the selected hardware platform, and statistical data
collection using Python. The following results were obtained: for algorithms based on arithmetic operations, code optimization
provided up to 30% reduction in execution time on ARM platforms. For algorithms based on the Fourier transform, complex
optimization reduced execution time by up to 90% on processor devices. For programmable logic (FPGA), none of the optimization
methods provided a significant execution acceleration. However, the transition to fixed arithmetic reduced hardware costs by 40-80%
regardless of the algorithm type. Conclusions. The choice of a C code optimization strategy significantly impacts the efficiency of
algorithm implementation on processor architectures. In contrast, optimizing the data types used plays a key role for FPGAs. In
contrast, for FPGAs, optimizing the data types used plays a key role.
Keywords: embedded systems; high-level synthesis; C code optimization; System-on-Chip.

Introduction complexityO(N?) , which leads to an exponential

increase in the number of operations as the size of the
input matrices increases. Even the use of optimized
variants, such as the Coppersmith-Winograd method with

a complexity of about O(N?°) , does not eliminate the

In modern embedded systems, in particular, in high-
performance solutions based on system-on-chip (SoC)
technology, optimization of algorithms implemented in a
high-level programming language is becoming

increasingly important in order to efficiently use available ~ Significant burden on computing resources. The fast

hardware resources. In the process of developing such
systems, an important task is to achieve a balance

between  computing speed, hardware resource
consumption, and data processing accuracy.
In digital signal processing systems (DSP),

algorithms that have a high computational load attract
special attention. Such algorithms include matrix
multiplication, fast Fourier transform (FFT), and wavelet
transform. These algorithms have numerous applications
ranging from computer vision and image processing to
telecommunications and real-time signal analysis.

These algorithms are considered computationally
intensive due to their complexity and scale of data
processing. For example, matrix multiplication in the
classical wversion is characterized by computational

Fourier transform, which is widely used in spectral
analysis, has a complexity of O(N -log(N))Nlog(N)

but performs a large number of operations with complex
numbers, which creates an additional load on arithmetic
units. Similarly, the wavelet transform involves
multilevel signal decomposition, which is implemented
by successive iterations and requires efficient memory
and data flow management, especially in real time.
Implementation of such algorithms in high-level
synthesis environments, where the functionality is
described in C/C++, opens up wide opportunities for
applying various optimization methods. Among the most
common methods are looping, switching to fixed-point
arithmetic, and a combination of these. Such optimization
techniques can reduce the logic depth, improve
parallelization, reduce power consumption, and improve
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performance, especially when implemented on field-
programmable gate arrays (FPGAs), embedded ARM
processors, or single-board computers.

At the same time, the effectiveness of the same
optimization methods depends significantly on the
computing platform. For example, optimization
techniques that demonstrate a significant reduction in
execution time on ARM processors may not have the
same effect on FPGAs, where the nature of computing
operations is different. This justifies the need for a
detailed comparative analysis of the impact of software
optimization methods on performance and hardware costs
for each type of implementation platform.

It is also important to consider that the effectiveness
of different optimization methods is closely related to the
nature of the algorithm itself. In the case of
predominantly arithmetic computations, optimization
methods that reduce the number of unnecessary
operations and optimize memory access are critical.
Whereas for algorithms based on transformations, special
attention should be paid to those optimization methods
that affect the efficient organization of multi-level data
processing and minimize delays in processing large
amounts of information.

Embedded systems that are designed to perform
specialized application tasks are usually characterized by
limited computing power, memory capacity, and energy
efficiency. Given these limitations, it is important to
carefully plan and optimally utilize available hardware
resources, such as embedded memory and specialized
computing modules, when developing such systems.

There are two main ways to improve the
performance of an embedded system, which is
determined by reducing the execution time of the target
algorithm: hardware and software.

The hardware way involves upgrading the
computing platform, but this often contradicts the
economic and energy constraints inherent in many classes
of embedded systems. Instead, software optimization
involves improving the runtime environment and the
target program code. If the choice of the execution
environment is determined by the initial technical
specification, the focus is on optimizing the
implementation of the algorithm itself.

Universal approaches to software optimization
include the use of more efficient algorithms with
minimization of redundant calculations and memory
accesses, optimization of data structures, involvement of
low-level program code with specialized libraries, and
reduction of calculation accuracy while maintaining the

required functionality. It is worth noting that the
effectiveness of the proposed approaches depends on the
specific problem statement and the chosen algorithm [1].

In the case of using Xilinx ZYNQ-7000 SoCs as the
hardware basis, the architecture of which integrates the
Processing System (PS) and Programmable Logic (PL), it
is advisable to consider optimizing the software
implementation in both PS and PL. This approach allows
for flexible distribution of the computational load
between general-purpose processors and hardware-
accelerated modules.

Thus, the object of research is methods for
optimizing the high-level description of computationally
intensive algorithms. The subject of the study is the
impact of the selected optimization methods on hardware
costs and performance when implementing these
algorithms on different platforms.

The purpose of the article is to compare the impact
of three approaches to C-code optimization, namely loop
unrolling, transition to fixed-point arithmetic, and their
combination, on the efficiency of implementing matrix
multiplication, fast Fourier transform, and wavelet
transform algorithms using high-level synthesis tools on
SoC, PC, and single-board computers.

Literature review

Paper [2] explores the potential of using Large
Language Models (LLM) for automated adaptation of
program code to HLS-compliant. One of the significant
contributions of the researchers is the implementation of
a framework for correcting program compilation errors,
which is guided by the LLM and combines automatic
code generation with various hardware-oriented
optimization methods. According to the conclusions, an
experimental evaluation on 24 applications demonstrates
that the proposed framework significantly exceeds the
indicators of successful adaptation of program code
compared to traditional scripts and direct application of
LLM.

Study [3] analyzes the potential of code
optimization specific to high-level synthesis to achieve
higher performance and energy efficiency compared to
traditional implementations in the field of High
Performance Computing (HPC). The authors propose a
library of optimized primitives for high-level synthesis
with an analysis of individual optimization techniques
aimed at reducing memory access time, scalability of the
architecture, and optimization of the execution pipeline.
The analysis procedure includes the study of individual
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optimization techniques and their impact on high-
performance hardware computers.

In [4], a new FPGA implementation of the Strassen
algorithm for matrix multiplication is considered, which
demonstrates significant performance advantages over
traditional approaches. The authors of the paper test the
algorithm implementation on Alveo U50 and U280
hardware platforms for matrix sizes up to 256 elements.
They also study the effect of the matrix data type on the
speed of the proposed and implemented architecture.

The authors of the study [5] consider the growing
role of software components in complex heterogeneous
embedded systems, where development time, flexibility,
and reuse are important factors. The authors note that due
to the regularity of processing multimedia and DSP
applications, statically scheduled devices, in particular
VLIW (Very Long Instruction Word) processors, are
promising options for such systems compared to
dynamically scheduled processors, such as modern
superscalar General Purpose Processors (GPPS).

Paper [6] presents a promising study of the use of
high-level synthesis tools for the development of
hardware accelerators focused on digital signal
processing tasks with an emphasis on fast Fourier
transform. The authors emphasize the importance of
behavioral models for achieving efficient and high-
performance hardware architectures. They also analyze
the proposed architecture in terms of performance and
hardware costs.

The authors of [7] consider the shortcomings of
traditional multiplication algorithms for very large
numbers and their impact on the performance of circuits,
in particular in digital filters. The authors propose the use
of the Schonhage-Strassen Algorithm (SSA) to optimize
the operation of filters with a finite impulse response
(FIR), which are the main components of many DSP
processors.

The study [8] proposed an efficient hardware
architecture for the two-dimensional discrete Fourier
transform (SDFT), which is focused on minimizing the
use of hardware resources and optimizing performance
for real-time tasks. The proposed architecture
significantly reduces the need for hardware resources
compared to the Park method.

The authors of [9] consider the process of code
optimization at the compilation stage. The authors
emphasize that code optimization tries to improve the
target code without changing its output or causing side
effects. The paper describes classical optimization
techniques, such as eliminating common nested

expressions, removing dead code, and collapsing
constants, which are widely used in compilers. The article
also analyzes the challenges faced by compiler
developers and the latest code optimization methods for
such systems.

The study [10] considers the improvement of the
key encapsulation mechanism based on a ring with a
restricted polynomial of degree N (NTRU-KEM). The
authors point out that, despite its high reliability, NTRU-
KEM has increased storage and computing requirements
compared to classical cryptography, which leads to
significant memory consumption and performance
degradation. This paper proposes a hardware-software co-
design approach that allows for the customization of
computations to meet variable requirements for running
time and number of iterations. The main contribution of
the work is the development of a new hardware
acceleration technique focused on optimizing the use of
the SoC bus. Experimental results confirm the
effectiveness of the proposed approach.

Paper [11] presents the POLSCA compilation
system, which improves the process of automatic
optimization of nested affine cycles for high-level
synthesis. The system performs a preliminary
decomposition of the project to balance code complexity
and parallelism, and automatically modifies memory
interfaces to better support HLS tools. This avoids the
need to manually add directives and simplifies
integration. Experiments on the Polybench/C benchmarks
have shown that the approach provides an average speed
up of 1.5 times.

Study [12] proposes a Design Space Exploration
(DSE) method for high-level synthesis that takes into
account information from the scheduling stage. The
authors use this information to improve the efficiency of
a genetic algorithm implemented on the basis of their
own HLS tool. The proposed approach allows finding
more Pareto-optimal solutions compared to methods that
do not take into account scheduling data. The method
outperforms the traditional Genetic Algorithm (GA)
approach, reducing the execution time by a factor of four
and achieving 95.7% of optimal solutions while exploring
only 0.18% of the Pareto space.

The authors of [13] also propose an approach to
studying DSE in high-level synthesis based on
Contrastive Learning (CL) to determine the dominance
relationship between projects. Unlike traditional methods
that evaluate absolute values of productivity and cost, the
proposed method classifies projects by their relative
efficiency. The CL-method is integrated with three
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modern DSE approaches, which significantly reduces the
number of syntheses without losing the quality of the
results. Comparative experiments have shown the
advantage of classification methods over regression
methods in predicting Pareto dominance.

The study [14] presents a method for automatic
optimization of HLS designs based on domain-specific
knowledge and does not require quality assessment
models or metaheuristics. The proposed approach
automatically selects efficient directive configurations for
source code, which is especially useful for users without
hardware experience. The method has been tested on
more than 100 examples from benchmarks and GitHub
running on Xilinx ZCU104 FPGA. On average, we
achieved a speedup of x7.2 compared to manually
optimized projects and x1.35 compared to
overprovisioning methods. Comparison with modern
DSE methods showed similar quality of results, but at a
speed that exceeds traditional approaches by 100 to 1000
times.

Paper [15] presents Stream-HLS, a new
methodology and framework for automated creation of
high-performance hardware architectures based on
C/C++ or PyTorch code. The solution is built on the
Multi-Level  Intermediate  Representation (MLIR)
infrastructure and addresses key HLS issues, including

support for multi-core applications, global loop
scheduling, and graph pipelining.  Stream-HLS
automatically generates an  optimized dataflow

architecture and host code for FPGAs using an analytical
performance model. Experiments on standard and real-
world problems (Transformers, Convolutional Neural
Networks (CNN), Multilayer Perceptrons (MLP))
demonstrate an acceleration of up to 79.4x compared to
state-of-the-art solutions and up to 10.6x compared to
manual optimization.

The authors of [16] propose an approach to the
design of Application-Specific Instruction-set Processors
(ASIP), fully implemented at the level of the ANSI C
programming language standard using HLS tools. The
authors combine the description of the Central Processing
Unit (CPU) and the hardware accelerator to synthesize
the entire system together, which reduces the area and
power consumption due to optimal resource allocation.
HLS also provides the ability to automatically generate
different ASIP variants with different balance between
performance, area, and power consumption. The results
show that the proposed approach outperforms traditional
methods, providing lower overhead, higher performance,
and a significant reduction in power consumption

compared to a basic RISC-V processor and state-of-the-
art analogs.

The presented review covers a wide range of
modern research in the field of high-level synthesis,
optimization of hardware architectures, and intelligent
design automation methods that are relevant for high-
performance computing systems, embedded solutions,
and digital signal processing.

Therefore, the issue of optimizing the code of highly
loaded algorithms used in digital signal processing in
order to reduce hardware costs and increase performance
when implemented on different target platforms remains
relevant.

Problem statement

It is necessary to analyze how different ways of
optimizing the C-code of the algorithm description in the
high-level synthesis of embedded systems on a chip
affect the performance and hardware costs of the
resulting devices. The impact of the proposed
optimization methods will also be analyzed for classic
PCs and single-board computers.

Different types of computationally intensive
algorithms will be used as examples:
— matrix multiplication (classical algorithm,

computational complexity of which is O(n(3)), Winograd
algorithm, computational complexity of which is
0(n2,5))

— series decomposition using harmonic and wave
functions (fast Fourier transform (FFT transform,
computational complexity of which is O(N log N)) and
wavelet transform, computational complexity of which is
O(N log N)).

These algorithms are analyzed for objects of
different sizes.

Taking into account the tasks, we introduce the
following notations:

1. A={AA.,..AJA={A A, ..., A} - a set
of algorithms, where eachA; is a computationally
intensive algorithm (e.g., matrix multiplication, FFT,
wavelet transform).

2. b={Db,D,,..,D,}D = {D; D,,..
objects, where eachD; is the size of the data volume for a
particular  algorithm.  For matrix  multiplication
algorithms, these are matrix sizes, for FFT the length of
the transformation, for wavelet transform the size of the
input buffer and the level of decomposition.

.,Dp}- set of
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3. 0={0,,G0,,...0,}0={04,0,,...,0,} - a
number of ways to optimize C code (looping, fixed point,
combined optimization).

4. P={P,PR,,...R}P={P,P,,...,R} - a variety
of platforms on which the algorithms will be tested,
including classic PCs, single-board computers, and SoCs.

Thus, the implementation of the algorithmA; on the
objectD; with the optimizationOy on the platformP, can be
described as:

Ry« =Run(A,D;,0,,R). 1)

The objective of the study is to investigate the
impact of different ways to optimize O, on performance
and hardware costs when implementing A}, A,,..., A,
algorithms on platforms P,,P,,... P P;,P,,..., B.

The classical ways of optimizing C/C++ code were
chosen, namely, loop unrolling, transition to fixed-point
arithmetic, and a hybrid version that combines both
approaches. The implementation of fixed-point arithmetic
was performed using the fixed_16 16 type. This data type is
used in many implementations of digital signal processing
libraries and highly optimized linear algebra libraries.

Let's introduce a normalized indicator of reducing
the timeT of executing computational algorithms for
different ways of optimizing program code (T,,:/
Trase )- In this case, the average normalized index of the
execution time of the algorithm K; for objects of different

sizes is calculated as follows:

K= e /m @

j=L % 6asose

wherem is the number of objects under
consideration;T,,,, is the index of reducing the execution
time of computing algorithms for different methods of
optimizing program code in microseconds (us);Tpase IS
the execution time of the algorithm without optimization
in microseconds (1s).

The averages of the algorithm execution time for
different optimization methods are calculated as follows:

M, = 3K, fh. ©
i=1

wheren is the number of optimization considered
algorithms.

The mathematical component
of the algorithms under consideration

Consider the matrix multiplication algorithm with
complexity O(N®) , where N is the size of the input data
in the units required to represent it. It is based on the
classical formula for multiplying two matricesC = A-B ,
whose elements are calculated by the formula:

Cij = i Aj : Bkj ) (4)

where C is the result matrix of size ;nx p A is the result
matrix of size ; nxm B is the result matrix of size mx p

Let's consider the Coppersmith-Winograd matrix
multiplication algorithm, which is an improved
modification of the classical matrix multiplication
algorithm aimed at reducing the number of multiplication
operations. Its key idea is to pre-calculate auxiliary
values, which allows you to optimize and speed up the
multiplication, especially when working with large square
matrices.

For matrices of size nxm andmx p , the following

iterations of the algorithm are performed:
1) for each row of matrix A, the auxiliary matrix
rowFactor is calculated

%
rowFactor[i] = Z Ali][2k - 2]-Ali][2k -1] ; (5)

2) for each column of matrix B, the auxiliary
matrix colFactor is calculated:

"%
colFactor[ j]= Z B2k —2][j1-B[2k -1][j]1;

(6)

3) the main multiplication is performed

%
CIi][ j] = —rowFactor[i] - colFactor[ j] = Z(A[i][Zk =2]+---+ B2k -1[j]) -(Ali][2k 1] +---+ B[2k - 2][j]) ; (V)

4) if the number of columns m is odd, an additional
adjustment is performed

Cll[i}+ = Alil[m -1]+ B[m-1][j] . (8)

Let's take a look at the Fourier transform. The

Fourier transform is a mathematical operation that

projects a function (signal) from the time domain to the

frequency domain by decomposing it into a basis of

complex exponents. It is based on the principle that any
energy-limited function (signal) can be represented as a
linear combination of harmonic functions of sine and
cosine waves of corresponding frequencies and amplitudes.

In general, the complex Fourier transform is defined as

N-1 _i2xkn
X(K) =S xm)-e v, mpuk=012..,N-1, (9)
n=0
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where X (k) is the result of the transformation in the

frequency range; x(n) is the input complex sequence;

. 27kn

N is the length of the transformation;e N
complex exponential basis (twiddle factor).

The length of the Fourier transform determines the
possible frequency resolution. That is, with a transform
length of 512 and a sampling frequency of 48 kHz,
according to the Nyquist-Shannon theorem, each
frequency interval in the Fourier transform spectrum
corresponds to a frequency bin with a step of 46.875 Hz.

Consider the wavelet transform. The Discrete
Wavelet Transform (DWT) is a formalized implementation
of the wavelet transform based on a discrete set of scaling
and shifting coefficients that follow certain mathematical
rules. This transformation allows the signal to be
decomposed into a basis formed by mutually orthogonal
wavelet functions. This approach is fundamentally
different from the Continuous Wavelet Transform
(CWT), as well as from its variations adapted to discrete
time series, in particular the so-called Discrete-Time
Continuous Wavelet Transform (DT-CWT).

The design of a wavelet function is based on the so-
called scaling function, which defines the scaling
properties of a wavelet. The requirement of orthogonality
of the scaling function to its discrete translations imposes
a number of mathematical conditions on it, among which
the dilation equation plays a key role. This equation
provides a recursive definition of the scaling function
through its shifts and the corresponding filter coefficients,
and is the basis for constructing orthogonal wavelet
bases, such as Dobeshi wavelets.

The discrete wavelet transform is defined as

is the

lPf[n,aj]:ilx[m]-‘P*j[m—n], (10)

m=0
where W ¥ [n,a’] is the wavelet coefficient for the signal

X[n] at scale a(j) and offset n, i.e., the result of projecting
the signal onto a wavelet; xim] is the input signal;

W;[m-n] is a complex-conjugate wavelet function

N-1
shifted by n and scaled by j;z is a discrete
m=0

convolution of the signal with a wavelet function.
In turn, the wavelet functiony; [n] is defined as.

Description of the experimental part

To study the impact of different methods of
optimizing computationally intensive algorithms, we

selected objects of different dimensions in order to
compare the execution time and hardware costs for each
of the proposed implementation platforms. When
measuring the execution time of algorithms on each
platform, the high-resolution timer available on the
platform was taken into account.

To obtain statistics on the algorithm execution time,
a template function was developed that uses the timer and
executes the algorithm for a specified number of
iterations, and then calculates the statistics on the
execution time of the selected algorithm.

The analysis of hardware costs for the PL part was
performed by analyzing the post-synthesis report in
Vivado after exporting the IP core from Vitis HLS to
Vivado.

The set of matrices was analyzed on all platforms
for square matrices of (16x16), (24x24) and (32x32)
elements. The implementation of the Fourier transform
was compared at the transform lengths of 512, 4096, and
8192, which is determined by the number of N-analyzing
components of the FFT series, according to (9). The
wavelet transform was analyzed using the db4 wave
function, decomposition level 5, and signal length 256 on
all platforms.

The methods of code optimization used in the study
are denoted as follows:

- C - basic implementation of the algorithm for
the float type without optimization;

- C1 -loop unrolling (loop unrolling, float type);

- C2-abasic implementation of using fixed-point
arithmetic instead of the float type;

- C3 - complex optimization with loop unrolling
and the use of fixed-point arithmetic instead of the
float type.

It should be taken into account that when using the
basic implementation of the algorithm, the result of
measuring its execution time is equal to Thasic, so for the
method of optimizing the code C, the average time Ki is
not calculated.

The following algorithms will be used as algorithms
for further analysis:

- Matrix n(3) isa classical matrix multiplication
algorithm;

- Winograd n(2,5 - an optimized matrix
multiplication algorithm that reduces the number of
multiplication operations due to preliminary calculations;

- FFT is an algorithm based on the Fast Fourier
Transform;




Cyuachuii cman HayKkosux 00CIiONCeHb ma mexnHonozit 6 npomuciosocmi. 2025. Ne 3 (33)

ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

- Wavelet - an algorithm based on the wavelet
transform using the db4 wave function and
decomposition 5.

Table 1 shows the results of measuring the
execution time of the considered algorithms in

microseconds (us) and the corresponding averaged
K1/K2/K3 for different methods of optimizing C1/C2/C3
when implemented on a PC platform with an Apple M1
processor, with a matrix size of 32x32 elements and
a Fourier transform length of 512.

Table 1. Results of measuring the execution time of algorithms on a PC

Algorithms Optimization methods and their average algorithm execution time
C Cl K(1) C2 K(Q2) C3 K(3)
Matrix n3 4 us 4 us 1 4 us 1 3 us 0.75
Grapes n2,5 3 us 2 ps 0.67 3 us 1 2 us 0.67
FFT 16 us 14 ps 0,86 3 us 0,19 3 us 0,19
Wavelet 7 us 5 us 0,71 6 us 0,86 5 us 0,71

The results shown in Table 1 demonstrate a
reduction in execution time for some algorithms when
applying different optimization methods: in particular, for
the FFT transform, a gradual decrease in time is observed
(0.19 <0.19 < 0.86, i.e., K((3) <) (K) ((2) () <) (K) (1)),
and for the classical matrix multiplication algorithm
(Matrix n3), there is an improvement when moving to
fixed-comma (C2) and hybrid optimization (C3). Instead,
for the Wavelet transform and the Winograd n2,5matrix
multiplication algorithm, the optimizations did not

significantly reduce the execution time on the used
hardware platform.

Table 2 shows the results of measuring the
execution time of the considered algorithms in
microseconds (us) and the corresponding averaged
K1/K2/K(3) for different C1/C2/C3 optimization
methods when implemented on the Raspberry Pi platform
with an ARM Cortex A53 core for matrix sizes of 32x32
elements, FFT of 512 elements.

Table 2. Results of measuring the execution time of algorithms on the Raspberry Pi platform

Algorithms Optimization methods and their average algorithm execution time
C Cl K(1) C2 K(2) C3 K(3)
Matrix n3 406 ps 395 us 0,97 310 us 0,76 290 us 0,71
Grapes n2,5 303 us 303 us 1 263 us 0,87 243 ps 0,81
FFT 719 us 718 us 1 51 us 0,07 48 us 0,07
Wavelet 61 us 61 us 1 73 us 1,2 73 us 1,2

The results shown in Table 2 demonstrate a
significant improvement in the performance of some
algorithms on the Raspberry Pi platform due to the use of
various optimization methods.

The most pronounced effect is observed for the FFT
transform: the algorithm execution time decreases from
719 ps to 48 ps (respectively, K1= 1, K(3) = 0.07).

For the classical Matrix n3matrix multiplication, an
improvement was also recorded - 406 us versus 290 us
(respectively, K1= 0.97, K3= 0.71), as well as for the
Winograd n2.5algorithm - 303 us versus 243 ps (K1= 1,
K3=0.81).

Instead, for the Wavelet transform, the execution
time increased from 61 ps to 73 ps (K1= 1, K3= 1.2),
which indicates the inefficiency of optimization in this
case.

Table 3 shows the results of measuring the
execution time of the considered algorithms in
microseconds (us) and the corresponding averaged
execution times K1/K2/K(3) for different methods of
optimizing C1/C2/C3 when implemented on the Zyng-
7000 platform, namely on its PS part, with a matrix size
of 128x128 elements and a Fourier transform length of
8192.

Table 3. Results of measuring the execution time of algorithms on the PS part of ZYNQ

Algorithms Optimization methods and their average algorithm execution time
C [ K(1) C2 K(2) C3 K(3)
Matrix n3 35380 ps 34845 ps 0,98 28786 ps 0,81 25496 ps 0,72
Grapes n2,5 36666 s 35818 s 0,97 31129 ps 0,85 23466 ps 0,64
FFT 12075.6 us 12076.1 ps 1 1550 ps 0,13 1550 ps 0,13
Wavelet 754.1 us 755.1 us 1 1867.5 s 25 1867.4 uis 2,5
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The results shown in Table 3 show the effectiveness
of various ways to optimize the code of computational
algorithms on the PS part of ZYNQ. In particular, for the
FFT transformation, we observe a significant reduction in
execution time from 12076.1 us to 1550 ps (respectively,
Kil= 1, K3= 0.13), and for the classical matrix
multiplication algorithm Matrix n(3),we see a moderate
improvement (K1= 0.98, K(3) = 0.72) when switching to
fixed-point calculations and hybrid optimization. The
Winograd n2.5algorithm also demonstrates a slight
decrease in time from 35818 ps to 23466 ps (respectively

K1= 0.97, K3= 0.64), while for Wavelet transforms,
optimizations proved to be ineffective - the execution
time even increased (K1= 1, K3= 2.5).

Table 4 shows the results of measuring the
execution time of the considered algorithms in
microseconds (us) and the corresponding averaged
K1/K2/K(3) for different methods of optimizing
C1/C2/C3 when implemented on the Zyng-7000
platform, namely on the PL part, with a matrix size of
24x24 elements and an FFT size of 512 elements.

Table 4. Results of measuring the execution time of algorithms on the PL part of ZYNQ

Algorithms Optimization methods and their average algorithm execution time
C C1 K(1) C2 K(2) C3 K(3)
Matrix n3 41.192 pus 40.128 ps 0,97 39.14 ps 0,95 39.54 ps 0,96
Grapes n2,5 41.118 ps 41.118 ps 1 39.54 us 0,96 39.54 us 0,96
FFT 1500.97 us 1500.7 ps 1 1325.8 s 0,88 1288.8 s 0,86
Wavelet 324.066 ps 339.465 us 1,05 22597 ps 1 319.15 ps 0,98

The results presented in Table 4 show that for the
FFT transformation, there is a moderate decrease in the
algorithm execution time from 1500.9 ps to 1288.8 us
(respectively, K1= 1, K(3) = 0.86), which indicates a
limited effect of different code optimization methods. For
the classical Matrix n3matrix multiplication and the
Winograd n2.5algorithm, the changes are insignificant -
the time is reduced by only a few microseconds, and the
improvement factors remain close to one (for example,
for Matrix n* KI= 0.97 and K(3) = 0.96). The most
noticeable improvement is observed for the wavelet
transform - the algorithm execution time decreases from

324.07 ps to 225.97 us (C2), which corresponds to a
decrease in the coefficient from K1= 1.05 to K(2) = 1.
However, in general, all optimization methods have a less
pronounced effect in the PL part compared to the PS part.

Table 5 summarizes the time characteristics of
different C-code optimization methods M1/M2/M(3) for
different algorithms on the corresponding hardware
implementation platforms, namely, on a PC with an
Apple M1 processor, on a Raspberry Pi single-board
computer with an ARM Cortex A53 core, and on the PS
and PL parts of the Zyng-7000 SoC.

Table 5 Summary of time characteristics of different code optimization methods

Hardware olatform Matrix n3 FET Wavelet
P M) M@2) M@®) M@® M2 MQ@) M) M@2) M@3)
PC 0,88 0,81 0,63 0,93 0,3 0,3 0.64 0,85 0,69
Raspberry Pi 1 0,715 0,68 0,99 0,078 0,078 1 1,15 1,15
PS part of Zyng 0,99 0,87 0,68 1 0,083 0,083 1 2,55 2,55
PL part of Zyng 0,98 0,96 0,95 1 0,86 0,85 1,05 1 0,98
To visualize the results shown in Table 5, let's draw 4
graphs_ 1 — Algorithm
& &= Maltrix
Figure 1 shows the dependence of the normalized f 0.8 >R FFT
execution time of the algorithms on different ways of ’r: e Y
optimizing the C++ code for matrix multiplication and i
. . = 0.4
Fourier transform implemented on the PS part of the f,'
- S,
ZYNQ SoC, Figure 2 - on a PC with an Apple M1 o0
processor, and Figure 3 - on the PL part of 04— . . v
w/o opt M1 M2 M3

the ZYNQ SoC.

Optimization Method
Fig. 1. Normalized execution time of algorithms for different
ways of optimizing C/C++ code for the PS part of Zynq
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Figure 1 shows that the optimization with the
transition to fixed-point calculations on the Zynq PS
platform significantly reduces the execution time of the
FFT transformation (orange graph), while matrix
multiplication remains almost unchanged (blue graph).

4
1 e~ Algorithm
:.; » N - Matrix
gos - T
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0 . .
wo om Ml M2 M1

Optimization Method
Fig. 2. Normalized execution time of algorithms for different
ways of optimizing C/C++ code for PC
Figure 2 demonstrates similar behavior when
implemented on a PC with an ARM M1 processor, where
the transition to fixed point significantly reduces the
execution time of the algorithms (orange graph).
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Optimization Method
Fig. 3. Normalized algorithm execution time for different ways
of optimizing C/C++ code for the PL part of ZYNQ

Figure 3 shows that when implementing algorithms
on the PL part of Zynq, code optimization almost did not
affect the execution time of the algorithms. A slight
reduction in execution time is present for the FFT
transform (orange graph).

Let's analyze the hardware costs of implementing
various algorithms on the PL part of the Zyng-7000 SoC
using different ways of optimizing the code for two input
data options:

- option 1. matrix size 24x24 and Fourier
transform length 512;

- option 2: matrix size 32x32 and Fourier
transform length 4096.

The data in the cells is given as a percentage (%) of
the total number of corresponding primitives available on
the ZYNQ 7000, namely

- number of FPGA basic logic units (Look-Up-
Table, LUT): 53200;

- number of synchronous memory elements (Flip-
Flop, FF): 106400;

- number of digital signal processing units (Digital
Signal Processing DSP): 220;

- number of block memory (Block Random
Access Memory, BRAM): 140.

Table 6 shows the absolute (Abs column) and
normalized (Norm column) hardware costs in % when
implementing algorithms on the PL part of the Zyng-
7000 SoC using different ways of optimizing the
C1/C2/C3 code. The size of the matrix is 24x24 elements,
the length of the Fourier transform is 512.

Table 7 shows the absolute (Abs column) and
normalized (Norm column) hardware costs in % when
implementing the algorithms on the PL part of the Zyng-
7000 SoC using different ways to optimize the C1/C2/C3
code. The size of the matrix is 32x32, the length of the
Fourier transform is 4096.

Figures 4 - 5 show the normalized results of
hardware costs for the implementation of the Fourier
transform of 512 samples and 4096 samples, respectively,
on the PL part of the ZYNQ for all types of available
ZYNQ resources, namely LUTs, FFs, DSP blocks and
built-in BRAM.

zation

FL Ut

wio M1 L M)

Optimization method

TyDE == LUT e B «o= (R “0= HRAM

Figure 4. Normalized results of hardware costs for the
implementation of the Fourier transform with a length of 512
samples

Qptimzation method
- LU P D e RAM

Fig. 5. Normalized results of hardware costs for implementing
the Fourier transform with a length of 4096 samples
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Table 6. Hardware costs for different optimization methods on the ZYNQ PL part (option 1)

Algorithms
Methods of Resources Matrix n3 Grapes n2,5 FFT Wavelet
of optimization PL ZYNQ
Abs Norm Abs Norm Abs Norm Abs Norm
LUT 7933 0.149 14477 0.0272 7604 0.143 18927 0.356
FF 10063 0.095 7133 0.161 7362 0.069 20712 0.195
¢ DSP 120 0.545 108 0.491 55 0.25 89 0.405
BRAM 52 0.371 54 0.386 7 0.05 31 0.221
LUT 7984 0.15 14478 0.0272 8194 0.154 26442 0.497
FF 10149 0.095 17133 0.161 7996 0.075 29158 0.274
“l DSP 120 0.545 108 0.491 57 0.259 120 0.545
BRAM 52 0.371 54 0.386 7 0.05 45 0.321
LUT 2438 0.046 3629 0.068 4178 0.079 15307 0.288
FF 2977 0.028 3353 0.032 4684 0.044 9368 0.088
€ DSP 72 0.327 108 0.491 4 0.018 30 0.136
BRAM 52 0.371 54 0.386 3 0.021 19 0.136
LUT 2438 0.046 3630 0.068 4122 0.077 15785 0.297
FF 2977 0.028 3353 0.032 4504 0.042 9753 0.092
e DSP 72 0.327 108 0.491 4 0.018 30 0.136
BRAM 52 0.371 54 0.386 3 0.021 19 0.136
Table 7. Hardware costs for different optimization methods on the ZYNQ PL part (option 2)
Methods of Resources Matrix n3 Alcgsf,a:it:sn:Z 5 FFT

of optimization PLZYNQ Abs Normal Abs : l’\lorm Abs Norm
LUT 10057 0.189 18758 0.353 7666 0.144

FF 12630 0.119 22068 0.207 7454 0.07

¢ DSP 160 0.727 144 0.655 55 0.25

BRAM 68 0.486 70 0.5 42 0.3
LUT 10062 0.189 18762 0.353 7666 0.144

FF 12713 0.119 22068 0.207 7454 0.07

“t DSP 160 0.727 144 0.655 55 0.25

BRAM 68 0.486 70 0.5 42 0.3
LUT 2734 0.051 4366 0.082 4190 0.079
FF 3277 0.031 3659 0.034 4690 0.044
e DSP 96 0.436 144 0.655 4 0.018
BRAM 68 0.486 70 0.5 6 0.043
LUT 2734 0.051 4366 0.082 4153 0.078
FF 3277 0.031 3659 0.034 4510 0.042
e DSP 96 0.436 144 0.655 4 0.018
BRAM 68 0.486 70 0.5 6 0.021
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Figures 4 and 5 show that for the implementation of
the Fourier transform, the transition to fixed-point
calculations significantly reduces hardware costs.

Figures 6 and 7 show the normalized results of
hardware costs for the implementation of the Winograd
algorithm for 24x24 and 32x32 matrices, respectively, on
the PL part of ZYNQ for all types of available ZYNQ
resources, namely LUTs, FFs, DSP blocks, and on-chip
BRAM.
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Fig. 6. Normalized results of hardware costs for implementing
the Winograd algorithm for 24x24 matrices
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Fig. 7. Normalized results of hardware costs for implementing
the Winograd algorithm for 32x32 matrices

When analyzing Figures 6 and 7, it should be noted
that in the case of implementing matrix multiplication by
the Winograd algorithm, a significant reduction occurs
only in terms of the costs of such PL primitives as LUT
and FF, while optimization does not affect DSP blocks
and the use of internal BRAM memory.

Figure 8 shows the normalized results of hardware
costs when implementing the Wavelet transform using
the wave function db4, decomposition level 5 and input
sequence length 256 on the ZYNQ PLU for all types of

available ZYNQ resources, namely LUTs, FFs, DSP
blocks and internal BRAM memory.
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Fig. 8. Normalized results of hardware costs for Wavelet
transform implementation

Figure 8 shows that optimization with loop
deployment alone leads to an increase in hardware costs
for implementing the Wavelet transform. However, the
use of a fixed-comma switch also leads to a reduction in
hardware costs.

Research results and discussion

After analyzing the research results from the point
of view of the hardware platform, we can draw the
following conclusions.

1. When using an Apple PC with an ARM M1
processor, all optimization methods for all algorithms
work with a reduction in execution time from 30% to
70%.

2. When using a single-board computer Raspberry
Pi and the PS part of the Zyng-7000 SoC, the time
reduction is approximately the same (this is due to the
Cortex processor cores underlying both platforms). For
the Fourier transform, it is 90%, for matrices - 30%, for
the wavelet transform, there is no time reduction.

3. When using the PL part of the Zyng-7000 SoC,
the time reduction is observed only for the Fourier
transform and not more than 15%.

From the point of view of the most highly loaded
algorithms, the following can be noted.

1. For the group of matrix multiplication
algorithms that use only arithmetic operations of addition,
subtraction, and multiplication, all optimization methods
work approximately the same and provide a time
reduction of 5% to 35%.
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2. The group of algorithms related to series
decomposition is divided into 2 parts: the Fourier
transform and the wavelet transform, which are
differently affected by the code optimization methods
under study. Optimization of FFT algorithms for
processor devices provides 70% to 90% time reduction.
For the wavelet transform, the stated optimization
methods do not work, except for the PC implementation
(30% on average).

3. The hardware costs for all algorithms
implemented on the PL part of the SoC increase linearly
with the size of the implementation objects.

We summarize the general results of the analyzed
code optimization methods as follows.

1. For the wavelet transform, the stated
optimization methods do not work, except for the variant
with the PC implementation (on average, 30% reduction
in algorithm execution time).

2. The optimization method C1 (loop deployment +
float type) does not have a significant effect for all
algorithms of embedded systems (except for PC). It also
does not affect the hardware costs of the PL part of the
Zynq SoC.

3. Optimization methods C2 (basic implementation
+ fixed-point arithmetic instead of float type) and C3
(loop deployment + fixed-point arithmetic instead of float
type) have a high effect (up to 90% reduction in
execution time) for Fourier transform algorithms (FFT)
and up to 35% for matrix multiplication (for embedded
systems). For wavelet transform, the stated optimization
methods do not work.

4. For programmable logic, the time reduction for
C2 and C3 is observed only for FFT and gives no more
than 15% reduction in execution time. At the same time,
there is a significant reduction in hardware costs up to
80% for matrix algorithms and up to 40% for FFT
algorithms.
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OIITUMIBALIA ITPOI'PAMHOI'O KO4Y
JIJISI BACOKOPIBHEBOI'O CUHTE3Y ITPUA AITAPATHIN PEAJIIBAIIIL
OBYUCJ/IIOBAJIBHO-HABAHTAXKEHUX AJITOPUTMIB

IIpenMeToM NOCHiA:KeHHSI € BIUIMB METOMIB ONTHMi3allii KOXYy BHMCOKOHABAHTAXXECHHX AaJTOPUTMIB, L0 3aCTOCOBYIOTHCS
y uudpoBiii o0poOui cHUrHamiB, Ha amapaTHi BUTPATH Ta IIBUAKOMII0 IpM peamizaumii Ha pi3HEX 1wIaTdopmax.
Mera. [lopiBHSUIIBHUI aHaNi3 BIUIMBY TPHOX MiaXoAiB no onrtumizanii C-koxy, a came pO3ropTaHHS IMKIIB, Mepexix Jo
apupMeTuky 3 (HiKCOBaHOIO KOMOIO Ta iX koMmOiHauii, Ha eeKTUBHICT peani3alii aaropuTMiB MHOXKEHHS MaTpHIIb, IIBUIKOTO
nepetBopeHHs Dyp’e Ta BEeHBIET-NEPETBOPEHHS 3a JONOMOro 3acobiB BrucokopiBHeBoro cunredy (HLS) na mnatdopmi SoC,
nepcoHanpHUX Komm'torepax (IIK) Ta opHommaTHuX KoMI'roTepiB. Y CTaTTi BHUPIMIYIOTBCS Taki 3aBJaHHA: peai3auis
BHCOKOHABAHTaXXEHUX alTrOPUTMIB Ha 0a3i oOpaHumx amapaTHuX IiaTGopM Ta 3 BUKOpucTaHHAM HLS; mopiBHSHHS yacy
BUKOHAHHs aJTOPUTMIB 13 3aCTOCYBaHHSMHU TPbOX MIiAXOMIB J0 ONTUMIi3alii Ta Oe3; MOPIBHSIHHS amapaTHUX BUTPAT IS
peaunisaiiiif anropuTMiB 3 pi3HUMH BapiaHTaMU ONTHMi3allil Koxy Ta 0e3; chOopMyITIOBaTH BUCHOBKH IPO BIUIMB Pi3HHUX CIIOCOOiB
ontuMizanii C-koIy Ha IBHIKOMIIO Ta anapaTHi BUTPATH HA PI3HUX LiJbOBUX IUIaTopMax. BUKOPUCTOBYIOThCS Taki MeTOAM:
metonu ontuMmizanii C/C++ kony, NiarHOCTUYHUN EKCIIEPHMEHT 3a JOHNOMOTrOI0 iHCTPYMEHTAapil0 BHCOKOpPIBHEBOI'O CHHTE3Y
JUIsS peaitizanii anropuTMiB nudpoBoi oOpoOKU curHamiB Ha oOpaHiil amapaTHil maTgopmi Ta 300py CTATUCTHYHHUX AaHUX 3
BukopucranHsaM Python. Pesyabrarn. s anropurMiB Ha ocHOBI apuMETHUHUX omepaliil onTuMizauis Kkoay 3abe3nednsia 10
30% 3MeHIIeHHS 4acy BUKOHaHHS Ha ARM-miardopmax. nst anropuTmiB Ha OCHOBI meperBopeHHs Pyp’e KOMIUIEKCHA
OINTUMi3alisl 103BOJIMIA CKOPOTUTH Yac BUKOHAHHA 10 90% Ha nmpouecopHux npucrposx. Jns nporpamoanoi soriku (FPGA)
JKOJICH 3 METOJIiB ONnTUMi3aLii He 3a0e31eUnB 3HAYHOrO MPUCKOPEHHSI BUKOHAHHS, OJHAK Mepexin A0 (ikcoBaHOI apupMETHKH
3YMOBHB 3MEHIIEHHs anapaTHux BUTpar Ha 40—80% He3anexHO Bix TUIy aaropurmy. BucHoBku. Bubip crparerii ontumizanii
C-xony Mae CyTTEBHUIl BIUIMB Ha e(EKTHBHICTh peaii3alii allfOPUTMIB Ha MPOLECOPHUX apXiTeKTypax, Toxi sk mis FPGA
KIJIIOYOBY POJIb BiJlirpae ONTHMi3allisi BAKOPUCTAHUX THIIB AaHUX. OTpUMaHi pe3ylbTaTH MOXYTh CIYTYBaTH MPAKTHYHHUMU
peKOMEHIALsIMH [UTs IPOEKTYBAHHS BOYIOBaHUX CHCTEM i3 3acTocyBaHHsIM HLS 3 MeTO0 NPUCKOPEHHS alITrOPUTMIB.

KurouoBi ciioBa: BOyI0BaHi cucTeMy; BUCOKOPIBHEBHI CHHTE3; onTHMI3allis koxy C; cucteMa Ha KpPHCTaJi.
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A. TIACTYLIEHKO, JI. KOBAJIb

KEPYBAHHA POBOTOM-MAHIITYJIAATOPOM
3A TOIIOMOTI' OO CUT'HAJIIB TIOBEPXHEBOI EJJEKTPOMIOI PA®II

IIpeamerom [ocaiTKkeHHS € METOAM KepyBaHHA pPOOOTH30BAaHMM MAHINYISATOPOM HAa OCHOBI CHTHAJIB ITOBEPXHEBOI
enekrpomiorpadii (EMI') i3 3acrocyBaHHSAM 1HAMBIIyaJli30BaHOI HOpMallizamii Ta Kiacu@ikalli >KeCTiB 3rOPTKOBOI0 HEHPOHHOIO
mepexero (CNN). Mera po6oTH — CTBOPCHHS CHCTEMH YIPaBIiHHS, LIO0 TOEIHYE TONEpeAHI0 Hopwmanizaiio EMI -curHaiis
Ta TIMOOKe HaBYAHHS JUIA IiJIBHUIIEHHS TOYHOCTI PO3Mi3HABaHHS JKECTIB 1 CTAaOLIBHOCTI B peanbHOMY dYaci. [lnst mocsTHEHHS
MOCTABJIEHO! METH BUKOHAHO TaKi 3aBAaHHs: 3ilicHeno 30ip EMI -curnanis 3a gomomororo miodpaciera Myo Armband, mposeero
iX momnepeaHe OOpOOJICHHS 3 BHKOPHUCTaHHSAM MiHIMaKc-HOpMasi3amii Ta HOpMaimizalii 3 HyJIbOBHM CEpeIHIM, peaii3oBaHO
TIepETBOPEHHSI CHTHAIIIB Y 300pa)KeHHS 3a JIONIOMOrol0 KOB3HOT'O BiKHA, IICNIS YOTO MMOOYZIOBAaHO Ta HABYEHO 3rOPTKOBY HEHPOHHY
Mepexy Ha OCHOBi apxirekrypu ResNet 3 onrumizaitiero anropurMoM Adam, a Takox MpoaHasli3oBaHO Ta mopiBHAHO TouHicTs CNN
Ta KJIaCHYHHUX Mojenel mammHHoro HaByanHs (SVM i Random Forest). JocsirHyTi pe3y/bTaTh IMOKa3aid TOYHICTh KiacH(ikarii
97,27% y TecroBomy cepenoBumi ta 91,71% — y peansHomy uaci. Mozgens CNN nepeBunia TpaaumiiHi Meroan Ha 18-19%,
a HOpMaJli3allis HyJIbOBOTO CEpEeJHBOrO MiJABUIIMIA TOUHICTh Ha 2,34% MNOpiBHAHO 3 MiHIMakc-HOpMaizamiero. Cucrema 30epirana
CTa0lTBHICTh HABITh 33 YMOBH Bapiamiil mojokeHHsI Opaciiera 3aBIsSKH 1HAWBITyanbHIH HOpMaiizauii. BucHoBKH. 3anpornoHoBaHa
cHCTeMa MPOJIEMOHCTPYBaa BUCOKY TOUHICTh, HAIHHICTH 1 alaTHBHICTh y pealbHOMY 4Yaci. HaykoBa HOBM3Ha HoMsirae B TIO€IHAHHI
iHquBinyanizoBaHoi Hopmanisauii EMI-curnaniB i3 ResNet, mo 3a0esnedye craGiibHICTH 1 NEpeBHINye TOUHICTh TPaAMIIiHHHUX
aNropuTMiB. Y MaiOyTHHOMY 3aITaHOBAHO PO3LIMPEHHS] HaOOpy JKECTIiB, JOCHIIKEHHs OLTBII CKIAQJIHMX YMOB Ta ONTHMi3allis
HEHPOHHHUX MEepeK JUIsl BOYIOBAaHUX CHCTEM.

KurouoBi cioBa: enexrpomiorpadis; KepyBaHHS >KecTaMu; POOOTH30BAHMH MaHIIyNATOP; 3rOPTKOBA HEHPOHHA MEpexa,
ResNet; Hopmaiizamist faHuX; OiOHIYHI TPOTE3H; YIPABIIHHS B peaIbHOMY 4aci.

Beryn MO>KJIMBOCTI T CTBOPEHHS 01 TOYHHX 1 aJallTUBHUX

CHCTEM KepyBaHHS pPOOOTH30BaHUMH MaHIIYISATOPAMH.

CydacHui PO3BUTOK POOOTOTEXHIKM Ta OlOMEIUYHUX Y 1pOMy JOCHIUKCHHI TIOCTAaBICHO 3a METY

TEXHOJIOTIH aKTUBHO CIIPSIMOBAHUI Ha BIOCKOHAJCHHS po3pobuTH Ta AOCTIIUTH MeTonq YHOpaBJI1HHA

pOOOTOM-MaHIMyJIATOPOM, OCHOBAaHMH Ha IO€JIHAHHI

intepdeiiciB "moauHa — MamuHA", sKi 3a0e3MevyoTh

iHTYiTHBHE Ta e()eKTHBHE YIpaBIiHHS POOOTH30BAHUMHU IHAMBiMyaTi30BaHoi momepeaHboi Hopmamizami EMI-

TIPUCTPOSIMH. Opuum i3 MEPCIEKTUBHUX HaprIMiB € CHUTHANIB 1 TIHOOKOI 3rOPTKOBOI HEMPOHHOI MEPEXI.

BUKOPHCTAHHS CHTHAIIB TIOBEPXHEBOI enekTpomiorpadpii ~ Peanizaris Takoro miaxoay mae 3a6€3Me4uTH IMiIBUIIEHY

(EMI') 11 KepyBaHHS —pOGOTaMH-MaHiMyISsTOpaMH, TOYHICTh Kiacuikaiii *ecTiB i CTaOLIBHICTh POOOTH

o0 Ja€ 3MOry BiZ[TBOpIOBaTI/I HpPIpOL[Hi PYXH JIOAUHU CHCTEMH B PCAIbHOMY Yacl, IO € BaXXJIMBUM KpPOKOM

32 JIONOMOTrOI0  €NEeKTPUYHHX CHTHANB  M’s30Boi UL NPAKTHYHOIO BIIPOBAUKEHHs OIOHIYHMX NPHCTPOIB

aktuBHOCTI. [IpoTe TouHe it crabinbHE po3mi3HABAHHI 1 IpOTe3yBaHHs.

xKecTiB Ha ocHOBI EMI' 3anmumiaeTpcss BHKITMKOM depes

IHIMBIAyanbHI OCOONHMBOCTI KOPHCTYBadiB, BapiaTHBHICTH
CHTHAJIIB 1 BIUTMB 30BHIIIHIX (DaKTOPiB.

OnHUM 13 NUTSIXIB HiABUIIEHHS TOYHOCTI Kacudikaril
EMI'-curHamiB € 3aCTOCYBaHHS TIMOOKMX HEHPOHHUX
Mepex, 30KpeMa 3ropTKoBuX HelpoHHuX Mepex (CNN),
SIKi 37aTHI €(eKTHBHO BUAIATH CKJIAJHI MPOCTOPOBO-
YacoBi BJIACTUBOCTI CHTHAJIB. BogHO9AaC iHAMBIMyari3oBaHa
TIOTIepeIHs. HOpMalli3allil CHUTHANIB Bifirpace BaXIIHMBY
poIs y B3HIKEHHI BIDIMBY IIyMiB 1 Bapiamiif, mo
MiIBUITYye CTaOIMBHICTE Ta SAKICTH POOOTH CHCTEMHU.
Tloeqnanus MIXO0IiB

oUX JBOX BIIKpMBAa€ HOBI

Merta i 3aBAaHHA

IToctaHOBKa MeTH TOISATaE B PO3POOICHHI CHCTEMHU
yIpaBITiHHSA POOOTH30BAaHMM MAHIITYIATOPOM Ha OCHOBI
CHTHAJIIB TIOBEPXHEBOI eJeKkTpoMiorpadii, ska 3abesmeaye
BHCOKY TOYHICTH i CTaOIIBHICTh PO3Mi3HABAHHS JKECTiB
y peampHOMY daci. J{nms mporo HEOOXiTHO IOCTIAUTH
BIDIMB PI3HWX METOIIB iHAMBIiITyali30BaHOI ITOTEPEIHBOI
Hopmamizanii EMI -curHamiB Ha sKicTh Kiacugikarii,
a TaKOX PO3POOUTH Ta HABUUTH €PEKTHBHY 3TOPTKOBY
HEHPOHHY MEpEXy, 3aTHY aIaNTyBaTHCs 10 OCOOIMBOCTEH

© A. Macrymenko, JI. Kosans, 2025
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KOKHOTO KoprcTyBaya. KpiM Toro, morpiOHo npoaHasizyBaTi
i TOpIBHATH OOCSTHYTI pE3yNbTaTh 3 TPaJuLliHUMH
METOJlaMH MAIIMHHOTO HAaBYaHHSA, 1100 OOIPYHTYBaTH
TiepeBary 3arporoHOBaHOrO MiAXOY.

AHani3 cyyacHuX myoJikamii

VY cydacHUX MJOCTI/KEHHSIX aKTUBHO BHBYAIOTHCS
METOIM KepyBaHHS POOOTH30BAHMMHU MaHIIMYJISATOpaMH
3a JIONIOMOT'OI0 CHTHAJIiB MOBEPXHEBOI enekrpomiorpadii
(EMTI') y noennanHi 3 rnmOOKMM HaBYaHHSM, 30KpeMa
sroprkoBuME HelfiponHnmH Mepexxamu (CNN). Li migxonn
JIAl0Th 3MOT'y CTBOPIOBATH IHTYITHBHI Ta TOYHI iHTepdeiicn
JUISL KepYBaHHSI TIPOTE3aMH 1 peaOiTiTalliiiHUMH PUCTPOSIMH.

Guo et al. [1] 3ampornoHyBagM JIETKYy 3rOPTKOBY
Heliponny Mmepexy (LW-CNN) nans  posnizHaBaHHS
EMI -curHainiB i peajbHOro 4acy KepyBaHHS POOOTOM-
MaHimynsaTopoM. Mojenb aocsriia CepeHbOi TOYHOCTI
Ha 90% B odraliH-pexxumi Ta 84% y pexxumi OHJIAlH, 1110
JNEeMOHCTpYe ii eeKTUBHICTh y pPO3Mi3HABaHHI HaMipiB
PYXY BEPXHBOI KiHI[IBKH.

Wan et al. [2] po3pobunu cucreMy KepyBaHHS
CNN, sxka
3abe3neuye ToO4HICTh kiacubikamii mnonany 91% s

OlOHIYHUM MaHINyJSITOPOM Ha OCHOBI

300poBUX oci0 1 Omm3pko 89% 1A aMIyTOBaHHX.
Cucrema mpaifoe B pealbHOMY Yaci i3 3aTPUMKOIO
menme HiKX 100 mc, mo poOUTh i NPHIATHOI JUIS
MPaKTUYHOTO 3aCTOCYBAHHS.

VY nocnimkenni Bao et al. [3] crBopeno riopumny
monenb CNN-LSTM s oniHIOBaHHA KiHEMATHKHA
3am’sicts Ha ocHoBi EMI-curnamis. Iloegnanas CNN
Juist ipocTopoBoro aHanizy Ta LSTM s o0poOGiieHHs
YaCOBHX 3aJ@KHOCTEH Jajlo 3MOTr'y IOKPALIUTH TOYHICTh
OLIIHIOBAHHS CKJIAJTHAX PYXIB 3aIl’ CTS.

IMpoexr, momanuii Ha Hackster.io [4], memonctpye
peampHe BrupoBamkeHHSI CNN Ha MIKpOKOHTpoiepi
Sony Spresense s kepyBaHHS OiOHIYHOI PYKOIO
B peanmbHOMY 4aci. Crucrema BukopuctoBye Myo Armband
st 30opy EMI-curnamie ta 3abe3mnedye TOuHE
PO3Mi3HABAHHSA JKECTIB 13 HU3BKOIO 3aTPUMKOIO.

VY pobGori Meng et al. [5] 3ampormoHoBaHO METO
KoMIeHcarii pyxy Ha ocHOBi SEMG mis pealinitamiiiHOro
PpOOOTH30BaHOTO IPUCTPOIO BEPXHKOI KiHITIBKH. CHcTeMa
3a0e3ledye aKTWBHY ydYacTh TMAlli€eHTa B TpPEHYBaHHI,
a/IaNTYIOYM JOTIOMDKHY CHITY Bi/IIIOBIHO J0 iHTEHCHBHOCTI
EMI -curnasmis.

Atzori et al. [6] po3pobuin BinkpuTHii Habip JaHUX
3 EM-curranamm i KepyBaHHA pPOOOTH30BAHUMU
npore3amu pyk. Llg indopmariiss MiCTHUTH pi3HOMaHITHI

JKECTH Ta YYacHHUKIB, IO Ja€ 3MOTY JOCHIKyBaTH
VHIBEpCaJIbHI METOAM PpO3Mi3HABaHHS HaMipiB pyXy.
3acTocyBaHHS ~ Takoro Ha0Opy  J@aHUX  CIIpHsE
CTaH/apTH3allii TeCTyBaHHs alTOPUTMIB Ta IMOPiIBHSHHIO
e(eKTUBHOCTI PI3HUX MOJENeH MAaIIMHHOIO HaBYaHHS
B 3aBJIAHHSX KePYBaHHs Ol1OHIYHUMU ITPUCTPOSIMH.
Banzi & Shiloh [7] omucanu mmatdhopmy Arduino
K yHIBepcallbHE CEpeJOBUILNE Ui IPOTOTHITYBAHHS
CIEKTPOHHUX  CHCTEeM. Y  KOHTEKCTI  KepyBaHHS
Arduino

TaKHuX

poboTH30BaHNMHU MaHiMyJIsTopamMu

BUKOPHUCTOBYETBCSL JUIS IHTErpalii CceHcopis,
sk EMI-Opacnetd, 3 BHKOHaBUMMH MEXaHi3MaMH,
3a0e3meuyrour IMBHJAKY peajlizalilo Ta TecTyBaHHS
MPOTOTHITIB CHCTEM yIPaBIIiHHSL.

Patel & Patel [9] mocmimkytoTh METOM HOpMaTi3ariii
JaHUX Yy 3ajadax Jara-MalHIHIy Ta TIOKa3ylTh iX
3HaYHUIl BIUIMB HA MPOJAYKTHBHICTH  aJTOPUTMIB.
Y KkoHTeKcTi pPOOOTH 1€ MIiATBEpPIXKYE HEOOXIIAHICTH
3aCTOCYBaHHSI MiHIMaKCy Ta HYJIbOBOI'O CEPEIHBOrO JUIS
00pobnennss EMI'-curnanis, 110 miiBuilye cTabiibHICTh
1 TOYHICTh KJIacu(ikallii >KecTiB.

Bhandari B mnpami

KOHIETILII0 CTaHJapPTHOrO HOPMAJILHOTO PO3IOIITY Ta

[10] nerampHO TOSICHIOE
HOro 3acTocyBaHHsI B CTaTHCTHYHOMY aHaui3i. Lle 3HaHHs
KopucHe B 00poOnenHi EMI'-curnanis, oriHOBaHHI
BIIXWJICHb Ta IHTepIperalii pe3yibTaTiB HOpMaizaril,
1110 BILTMBAE HAa e(DeKTHBHICTh MOJIENEH TIIMOOKOro HaBYaHHSL

CyuacHi nyomnikarii [11-18] cBiguats, mo Meronu
KepyBaHHSI pPOOOTH30BaHMMH  MAaHINYJIATOpaMH  Ha
OCHOBI CUTHaJIiB ToBepXHeBoi enekrpomiorpadii (EMI)
y TOE€JHAHHI 3 TJIMOOKMMH 3TOPTKOBHMH HEHpOHHHMH
(CNN) €
JocIipKeHb. HasBHI poOOTH TEMOHCTPYIOTh MOXJIUBICTh

MepeKaMu MEPCIEeKTUBHUM  HAIpPsIMOM

CTBOPEHHS  BHCOKOTOYHHX CHCTEM  PO3Mi3HABaHHI
JKECTIB 1 HaMIpiB pyXy B PEXHUMI peajbHOro wyacy,
0 TMIiATBEPKYETBCS  pe3yiabTaTaMHd 3  TOYHICTIO
kiacudikanii Big 84 no monax 91%. Ioemnnanns CNN
3 iHmIIMH apxiTekrypamu, Takumu sk LSTM, mae 3mory
e(eKTHBHO 3Ba)kKaTH SK Ha IPOCTOPOBI, TaK 1 Ha YacoBi
BrnactuBocTi EMI-curmamiB, mo TOKpamlye SKIiCTh
OLIHKK CKJIAgHUX pyxiB. IlpakThuHa peamizamisi Takux
CHCTeM, 30KpeMa Ha BOYIOBaHMX IUIATPOpMax, TOKa3ye
iX TOTeHmian IUIa 3acToCyBaHHS B peabimitamii Ta
MPOTE3yBaHHI, 3a0e3lmeuyroud HHU3BKY 3aTPUMKY Ta
CTabUIBbHICT POOOTH. 3arajioM, CydYacHi IOCTiIKEHHS
MATBEPILKYIOTh JOUIMBHICTE BHKOPUCTAHHA TIHUOOKOTO
HABYAHHS JUIS IIIBHINEHHA TOYHOCTI Ta IIBUAIKOMIT
CHCTEM KepyBaHHS POOOTH30BAaHMMH MAaHIMYISATOPAMH

Ha ocHOBl EMI".
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Onmc cucrteMu

Cucrema 30upaHHS Ta OOpOOJICHHS CHIHAJIB
MTOBEPXHEBOI eeKTpoMiorpadii oOCHOBaHA Ha MiOIIOB s3I
Myo Armband, ska 3HiMae BochbMuKaHaabHi EMI -
curHamu 3 vactotoro 200 T'm. Otpumani pe3yiabTaTH
TOITePETHHO OOPOOIIAIOTHCS I CTaOLTi3alll CUTHATIB 3a
YMOBH

CUT'HaJIM TICPETBOPIOIOTHCA B

3MIHM TIONIOXKEHHsT Tnpuctporo. OO0pobieHi

MOCITITOBHI ~ MaTpHII
y BULIISII 300paxeHb, 110 MOAal0ThCS Ha BXiJ 3TOPTKOBOI
HEeWpOHHOI Mepexi, ska 3abe3mnedye Kiacudikairo
KeCTiB. Pe3ynbTaTH 3aCTOCOBYIOTBCS Ul KepyBaHH:I
pOOOTH30BaHUM

MaHIIyJsITOpOM 32 JIONIOMOT'OF0

MikpokoHTposiepa Arduino B peajbHOMY 4Yaci.

Oébnaonannusn

Hns  30mpannst  enexrpomiorpadiyaux (EMI)
CUTHAJIB BHKOPHCTOBYBaJlacs Hapy4Ha TIoB’s3ka Myo
Armband [6], ocHarlleHa BicbMOMa CYXMMH MOBEPXHEBUMH
EMI-narturikamMy Ta iHEpLIMHMM BHMIPIOBAIBHIM OJIOKOM
i3 J1eB’sITbMa CTYyIeHs MU cBoOou. Yacrora auckpeTn3arii
curdanis craoswiaa 200 I'm. Hespaaroum Ha Te, IO
menuuHi  EMI-patumkm  3a3Buuail  mpaiororh  Ha
9acToTax He MeHuIe Hix 1 x['1, mpocToTa BUKOPHCTaHHA
Myo (30kpeMa MOXIIMBICT LIBHIKOrO  HAJSITAHHS
MOB’SI3KM 0€3 JI0JJaTKOBHX HAaJAIITYyBaHb) 3po0uia uei
NPUCTPI ONTUMAJIBHUM [UIS HAUIOIO EKCIEePUMEHTY.
PoboTu30BaHmMii MaHIMyIISITOP, 32CTOCOBAHKH Y IOCHIKEHHI,
BUTOTOBIICHUH 3a pomomoroio 3D-mpyky. Koncrpykiis
nepexbayaia JBa Majbli, KOXKEH 3 SKHUX PyXaBCs
3a JOINOMOrOK MOTOpPa W IITACTUKOBOI HHTKH, sKa
BUKOHYBaJa pojib MpuBORY. [y KepyBaHHS MOTOpaMH
BHKOPHCTOBYBaBCs MikpokoHTposiep Arduino [7] pasom
i3 JpaiiBepamu JBUryHiB. Ha 1bOMY MiKpOKOHTpoOJEpi
OyJl0 3aBaHTaXEHO NpOrpaMy, M0 MpuiMana IHIeKCH
JKECTIB 1 BIAMIOBITHO JO HUX 3a/1aBajia KyTOBI ITOJIOKEHHS
JUISL KOXKHOTO JBWTYHA. 3’emHanHs Mix Myo, Arduino
Ta KOMII'IOTEPOM 3IHCHIOBANIOCS Yepe3 IOCIHiJOBHUHN
intepdeiic: komm’r0Tep OTpUMYBaB curHamu Big Myo,
00pobnsIB  iX, po3mi3HaBaB JKeCT 3a JOMOMOIOI0
HEHpPOHHOI Mepexi, MCIs Yoro IepeiaBaB pe3ylbTaT
(imentndikarop sxecry) mo Arduino mis BiamosimHOTO

KEpYBaHHS PyXOM MaHiITyJIATOPA.

Ba3a nanux

VY mocmimkeHHi 06a3010 JaHUX BUKOPHUCTOBYBANACS
NinaPro [8] — Bimkpura mmmardopma, po3pobiieHa st

CIIPUSTHHA BUBYCHHIO Cy4aCHUX MiOCJ’ICKTpI/I‘IHI/IX

NpoTe3iB  BepxHIX KiHHIBOK. Ils 0aza  mmpoko
3aCTOCOBYETHCSI B HAYKOBUX JIOCHI/DKEHHSX, OB’ SI3aHUX
i3 po3mi3HaBaHHAM >kecTiB Ha ocHoBi EMI-curHamis.
TunoBuit miaxing a0 36opy iHdopmamii B NinaPro
nepen0avae, M0 YYacCHUK YTPUMYE KOXHHUH JKecT
MPOTSrOM KOPOTKOT'O MPOMIXKKY 4acy, ITOBTOPIOIOYN HOTO
Kijbka pasiB. Jlns 3amobiraHHs M’S30Biil BTOMI >KecTH
YepryroThes i3 ¢a3aMu BianmounHKy. OnIHAK, SKIIO )KECT
YTPUMYETBCS  BIIPOJIOBXK  OUIBII  TPUBAJIOTO  Yacy
(HampuKIa I, I MOZIEIFOBAHHSI PEATBHOTO TTOBCSIKJICHHOTO
BUKOPHUCTAHHS), Y CHTHANI MOXYThb 3 SIBJIATHCS IIyMHU,
OB’ sI3aHi 13 BTOMOIO M’s13iB, 1[0 BIUIMBA€ Ha CTAOLIBHICTD

Ta SKICTh 3UUTYBaHOI iHpOpMAIIii.

Ilonepeone obpoodnenns oanux

V 3i0paHix HaMH HaOOpax JaHHX BUKOPHUCTOBYBABCSI
OJIMH MioOpacleT, SIKMi y Tpoleci KOXKHOr0 34UTyBaHHS
TepeaBaB BiCIM CHTHAJIIB Bifl €eKTpOiB. [ 0OpoOieHHs
iHpopmarii oOpaHO BICIM TOCTIIOBHUX 34YUTYBaHb
1 cpOpPMOBAHO 3 HUX MATPHUIFO PO3MIPOM 8X8, 1€ KOKEH
PSIOK BIiJIIOBI/IAB OTHOMY 3UYMTYBAaHHIO 3 BOCBMH KaHAJIIB.

Hanmi i 3HaueHHs MaciitaOyBanucsi B Jliana3oH
Big 0 no 255, mo nmaBayio 3MOry MojaBaTH OTPHUMaHy
MaTpHLIO K 300pakeHHs y BiaTiHKax ciporo. OTxe,
KOXKHa MarTpuisl Morjia OyTH BisyasiizoBaHa sk "kaap"
abo rpagik EMI-curnany. 3o00paxents Qopmysanocs
MOCTYIOBO: nepimuid rpadik MicTuB psaxku 1-8-if, notim
JIOHHU3Y JI0/IaBAJIM HOBHU 9-1 PSIIOK, HAMCTAPIIIUA PsIIOK
BWIJIy4aBCs, 1 B Takuil crmoci6 (opMyBaBcs HACTYMHHUN
rpadik 3 2-9-ro pszkiB. Takuii miaxia CTBOPIOBAB KOB3HE
MOJIaHHSI CUTHAJIB Yy BHUIJISIII TOCHIIOBHUX "Kajpis"
EMI', npupaTHux A1 NOJAHHA B HEHUPOHHY MEPEXY,
SIKa TPALIOE 13 300paKESHHSIMH.

Hdus  HopMmamizamii  oOpoOnenHst rpadika EMI
BUKOPHUCTOBYBAJINCS METOJ MiHIMaKc-HOpMai3aiii Ta
HOpMali3alii HyTbOBOTO CEPEeIHBOTrO.

MinimanpHO-MaKcHMalbHA HOpMaJIi3ais — I1e TEXHIKa
JiHIHOI HOpMaii3amii, MO0 MIIMPOKO BHKOPHCTOBYETHCS
B TIONepeaHhOMY 0OpoOmeHHi 300paxens. Lleit meron
HE 3MIHUTB po3nozis Habopy naxux [9]:

z=(x—min(x))/(max (x)—min(x)) . M

MiHimMakc-HOpMai3amiss MOKEe BiATBOPIOBATH NaHi
EMI y Burmsimi 01 1.

Hopwmamizamist HyTbOBOrO CEpeIHBOrO € ONHUM i3
HAMMOIMpPEHIX ~ METOMIB HOpMami3amii, 1 JaHi,
00poOJIeHI MM METOMOM, IiIXOAATH O CTAHAAPTHOTO
HOpMaIsHOrO po3noainy [10]:

z2=(x-p)/o @
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Je g 1 O — CepefAHE W CTaHAApPTHE BiJIXWICHHS
MoBHICTIO BBeAeHHX manux EMI BimnosimHo. dani EMIT
Tcnst HopMaltizalii HyJbOBOrO CEpEHBOTO BiIOBIIAIOTH
CTaHIAPTHOMY HOPMAQJIBHOMY PO3MOAUTY 13 CepeIaHiM
3Ha4eHHsM 0 1 CTaHAapTHUM BiAXHICHHAM 1.

Ilin dYac TecTyBaHHS MOMITHIH, IO aMILTITyIa
EMI -curnaniB 3MiHIOETBCS IOpa3y, KOJIM MiOMOB’S3KY
3HIMAIOTh 1 3HOBY HaJraloTh. Yepes 1€ i 9ac KOXKHOTO
HOBOT'O HANAIITYBAaHHS IPUCTPOIO (HANPUKIAM, TiCIs
iHimiami3anii My0), MU TIpOCHIIM KOpUCTYyBaya BHKOHATH
NeBHUI xecT 3 MiTkolo 12 mporsirom 5 c. Ha mincrasi
OTPUMAaHUX II0OKa3HUKIB BH3HAYEHO MAaKCHMaJbHEe |
MiHIMaJIbHE 3HaY€HHsI CHTHAJY, MiCIs 4YOro O0YHCIIOBAIIHCS
cepenHe 3HaueHHsS Ta gucmepcis. i
BUKOPHCTOBYBAJIUCS  JUIS

napaMeTpu
noJajblol  HopMaizamil
EMI -curnamnis, mob 3a0e3meynuTd CTaOlIBHICTE BXigHOL
HE3aleKHO Bl  3MiHH

iHpopmamii  Juis  Mozeni

TIOJIOKEHHS 200 KOHTAKTY IOB’SI3KH.

Knacugixayia

OcHOBHUM KJacudikaTopoM y AOCHiIKeHHI Oyna
3TOPTKOBA HEWPOHHA MEPErKa 13 3aJIMIIKOBUMH 3B’ SI3KaMHU
(ResNet-apxitekrypa) [11]. Ti ctpyxrypa mictuna gotupu
3TOPTKOBHUX ILIApH, ONWH 3aJMIIKOBHHA OJIOK, a TaKoX
YOTHPU TOBHO3B’SI3aHi IIApH, JOMOBHEHI MeEXaHI3MOM
BHIAAKOBOrO Bimkirouenns (dropout), i ¢iHaneHuil map
softmax, 1o 3abe3neuyBas sk Kiacu(ikaiio KecTiB, Tak
i oOuMciieHHs WMOBIpPHOCTEH Uit KOXKHOI'O 3 HHX.
Sk ¢yHKIIS BTpaT BUKOPHUCTOBYBAJIaCh HOpPMalli30BaHA
eKcroHeHmiansHa QyHkis (Softmax 10ss), mo mae 3mory
e(eKTUBHO MpaIoBaTH 3 0araTOKIACOBHMH 3a/Ia4aMHU.
HaBuanHsi Mepexi 3nilicHIOBalOCS 3a  JOMOMOIOIO
onrumizaropa Adam [12], 110 BUKOPHUCTOBYE 3BOPOTHE
NOIIMPEHHS TOMMIKU JUIi OHOBJIEHHS Bar KOXKHOTO
mapy. Y TOBHO3B’SA3aHHMX Iapax 3aCcTOCOBYBAJIUCH
RelLU-aktuBamii, ski Kpamie po3B’sI3yIOTh MpoOIeMy
3HUKHEHHS Tpafi€HTa TOPIBHAHO 3 TpPaguLiHHUMHI
curmoiganpuuMu un tanh-¢yrxmismu. 1106 yHHKHYTH
NepeHaBYaHHs, y IMX MIapaX TaKoXK 3acTOCOBYBAJOChH
dropout-igkimoueHHss 3 IMOBIpHICTIO  30epeXKeHHs
HelipoHiB 0,5. Y 3ammmkoBoMy OOl BUKOPHCTOBYBANach
HopMaiizamisi eksemiuisipa (instance normalization) —

aHaIOr HOpMAali3alii 0 HYIhOBOTO CEPEIHBOrO, aie

3 Ti€I PI3HHLEN, WO CepefHe 3HaveHHs (4) Ta

CTaHAapTHE BiaxuieHHs (o) OGHUMCIIOKTHCS JMINE HA

OCHOBI ITOTOYHOT'O BXigHOTO Tpadika, BIACTHBOTO

JUIA 3aBlaHb, IOB’S3aHUX 31 CTIITI3AILIEI0 300paXKCHb.

Yes momens Oyna peanizoBaHa 3 BHKOPHCTAHHAM

¢dpeiimBopky TensorFlow [13], a HaBueHy MoJeNb
30eperkeHo y Burisini OiHapHoro ¢aitmy. Lle mamo
3MOry OesmocepenHbO  IHTerpyBaTh  KiacudikaTop
y CHCTEMY KepyBaHHS POOOTH30BAHUM MaHIMyJISTOPOM

13 3aCTOCYBAaHHSIM PO3Mi3HAHUX JKECTIB SIK KOMaH]I.

30upaHHsI HABYAJBHUX JAHUX

VY 30upaHHi JaHMX JUIS HaBYaHHS KiacugikaTopa
JKECTIB Opajid ydacTh I1’ATEPO 3IO0POBUX TOOPOBOJIBIIIB
BikoM Bix 22 no 30 pokiB. Yci Mononi oA HE Maiu
BIZIOMHX TMOpPYIIEHb HEPBOBO-M’SI30BOI CHCTEMH W Jaiu
3TOIly Ha YYaCTh Y TOCIIIXKCHHI.

I[Mepen MOYaTKOM EKCIIEPUMEHTY KOKHOMY YYaCHHKY
Ha TIEPENIUTIYYs OJSIrald MIOIOB’ 3Ky, IO 3a0e3meuyBalia
3unTyBaHHs enekTpomiorpadiunux (EMI) curHani
i3 M’si3iB pyku. OCHOBHUM 3aBJIaHHSIM YYacHHKIB Oyi0
BUKOHAHHS JIBOX 3a3/1aJIeri/lb BU3HAUCHUX JKECTIB PYKH.
Koxxen jxect moBTOproBaBcs mo 10 pasiB, KpiM TOro,
MK TOBTOPEHHSMH Tiependadanucs KOPOTKi IepepBU
JUIsl 3a100iraHHs M’s130BO1 BTOMH, 1[0 MOTJIO O BIUIMHYTH
Ha SKiCTh CUTHAIJY.

Jns KOKHOTO BHMKOHAHOI'O JKECTy 3UUTYBaJIUCA
EMI -curnanmu, siki 6e3rnepepBHO 3aMCyBaIUCs Y BUIIISI
yacoBux cepiit. 1106 3abe3mednTH TOUHY HPHUB’SI3KY
CUTHAJIIB JI0 KOHKPETHHUX JKECTIB, YaC BUKOHAHHS JKECTY
MapKyBaBCsl BIINOBIIHOW MiTKO0. OTpUMaHi CHrHANA
po30MBanucsl Ha KOPOTKI 4YacoBi BikHAa (iKCOBaHOI
JOBXHHH, KOXHE 3 SKHX PO3IIIAHANocs sSK OKpeMHit
3pa3okK JJIsl MOAAJIBIIOr0 aHAI3Y.

Jlyisl moKpaleHHs sIKOCTi TOKAa3HUKIB MPOBOMIACS
HopMamizamisi curHamiB. Ockinbku amiutityna EMI -
CUTHAJIIB MOYKE€ 3MIHIOBATHUCS 3aJIEXHO BiJ MOJOXKEHHS
MOB’SI3KM Ta CTYyMEHs KOHTaKTy 31 MIKIpOw, MiCis
KO)KHOTO HOBOTO HAQJSTaHHSA HPHCTPOIO0  YYaCHUK
BHKOHYBaB CHEIiaIbHUN TECTOBHUI JKECT YIPOIOBXK 5 C.
3a miero  iHQoOpMali€er0  BH3HAYANUCA — IapaMeTpu
HOpMaJi3alii, sSIKi BUKOPUCTOBYBAIIUCS U TIPHUBEICHHS
BXIJHUX CHTHANIB A0 cTaburbHOrO [iama3oHy. Takuit
MiAXig JaBaB 3MOry 3MEHIIUTH BIUIUB 3MIIIEHb i
3a0e3MeunTH TOPIBHAHICTD CHTHANIB MIDK PI3HUMHA
CecisIMH SKCTICPIMEHTY.

OtpumaHi HOpMalli3oBaHI YacoBi BiKHAa pa3oM i3
BiJIOBITHIMH MITKaMH JKeCTiB (opMyBanu 06a3y NaHUX,
sgKa 3acTOCOBYBajiacsi JJIsi HABYaHHS  3TOPTKOBOI
HEWpOHHOI Mepexi. 3aBmAKM Takiii meromonorii Oymo
3a0e3rmedeHo 30MpaHHS pENpe3eHTATUBHUX MJaHUX 13
HOJAJIBIIOT

YiTKOIO  KIacH(IKaIli€r0  KECTiB Ui

e(eKTHUBHOI pOOOTH CHCTEMH PO3ITi3HABAHHS.
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AmHaJi3 pe3yJbTaTiB HABYAHHS Ha puc. l. I3 rpadikiB BUAHO, MO NPOTYKTUBHICTH
MepeXi ¥ TOMWJIKH II0Yald IIOTIpIIYBATHCS IIICHS
Heiiponna Mepexa Gyna Hapuena 3a nonomororo 2000 iTepauiif, 3 4oro MoXHa 3pOOMTH BHCHOBOK,
5000 itepaniii, rpadik pe3yabTaTy it BTpar 300paxkeHuii 110 Mepexa HaBueHa micis 2000 iTepauii.

== [IpOOYKTMBHICTL (accuracy) w= [llomunka (loss)
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0 1000 2000 3000 4000 5000
Ivepatii

Puc. 1. 3HaueHHs TOYHOCTI 1 BTpAT iTepawii

OuiHloBaHHS MeTOiB HOpMAaTi3auii JaHuxX. MokKHa 3pOOMTH BHCHOBOK, IO HOpMaltizallis

HYJIbOBOrO  cepenHboro Ha 2,3362% Buma, HIK

Ha puc. 2 NIPOJEMOHCTPOBAHO HOpiBHHHHﬂ MIHIMAJIbHO-MaKCUMaJIbHa HOpMaJI13amisl.

3arajbHOi TOYHOCTI METOJIB TONEPEIHHOr0 00pOOIICHHS

0,98
0,96
5 094
=
3
-
0,92
0,90
MiximMansHo-Makcumans+Ha Hopmarnizauia Hynb0BOro cepeiHL0ro
Hopmaniaauis

Puc. 2. Pe3ynbTary OI[iHIOBAHHS TOYHOCTI METO/IIB HOPMATi3aIlii
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OuinoBanus epexTuBHOCTI KiIacudikarTopis

3 METOI0 TOpIBHSHHS Pi3HUX METOAIB MAIIMHHOTO
HABYAHHS JIsI OIIHIOBAHHS €(pEKTUBHOCTI OYJI0 MPOTECTOBAHO
KUTbKa QJITOPUTMIB 1 METOJIIB aHaTi3y (BYHKITIH.

Y  JociijpkeHHI BHKOPUCTAHO KiUJTbKa METOZIB
MAIIMHHOTO HABYaHHS /ISl aHalizy Ta Kiacugikamii

naHux. 3okpeMa 3actocoByBaiics RF (Bumaznkosi jicn),

TD (wacoBa pizuums), mDWT  (GararoBumipHe

100

g 90

5

e

@

€

==

g. 80

=

JUCKPETHE TepeTBOPEeHHs BeiBleriB), SVM (Support
Vector Machine, meron omopHHX BEKTODIB), a TaKoX
CNN (3ropTkoBa HEHpOHHA MEPEKA).

Ha puc. 3 momaHO pe3yibTaTH TECTYBaHHS PI3HHUX
kinacudikatopiB. MoxxHa 3pOOWTH BHCHOBOK, IO METOJ
CNN, BHKOpHUCTaHHH Y IOCTIJKCHHI, IEMOHCTPYE Ha
19,39% Bumy edekTuBHicTh MOpiBHIHO 3 SVM i mDWT
i Ha 18,37% Bunty, Hixk RF 1 TD. YHacnifgok TecTyBaHHS
knacudikaropa CNN mocsarayto TouHicTh 97,27%.

70 . . . .
CNN SVM RF mDWT iy

Puc. 3. Pe3ynprati TOUHOCTI Knacudikaropis

AHaJii3 TeCTyBaHHS B PesKUMi peajibHOI0 yacy

Jlns ouiHIOBaHHS POOOTH CHCTEMH PO3Ii3HABAHHS
JKECTIB Y pealbHOMY 4aci OyJI0 MPOBEJECHO CEepilo TeCTiB
i3 KepyBaHHS  pPOOOTM30BAHUM  MAaHIIMYJISATOPOM.
VY4acHUKU eKCIIEpUMEHTY OfAraiu MionoB’si3ky Myo,
ska 30upana EMI-curHamy, mo B peaJbHOMY Yaci
00pOoOIIAIIHCS 3rOPTKOBOIO HelpoHHOI0 Mepekero (CNN)
i knacugikaiii skectiB. Po3mi3HaHI JKECTH MHUTTEBO
Arduino, 1o

JIBONAJIBLIEBOIO

nepefaBalics 0  MIKPOKOHTpoJepa

3a0be3mevuyBaB  KEpyBaHHS  pyXamu
MaHimyisaropa. [lig  4yac  TeCcTyBaHHS  y4aCHHKH
BUKOHYBalM Ha0lp 3a3/ajeriic BH3HAYCHUX IKECTIB,
SKi  CcHUCTeMa  Mala

poO3Mi3HaTH Ta  MPaBHIBHO

IHTEpIIPeTyBaTH I BIAIIOBITHOTO PyXy podoTa.

PesynbraTn

VY mporeci TeCTyBaHHS B PEeXHMI PEaJbHOTO dacy
Oyll0 JOCSATHYTO CEpeIHI0 TOYHICTh pO3Mi3HABAHHSI
*xecTiB Ha piBHI 91,7%.

Knacudikarop

Ilopienanna

Po3pobnena cucrema mocsiria cepefiHbOI TOYHOCTI
pO3Mi3HABaHHS JKECTIB y PEXHMI pPEalbHOTO 4acy, siKa
craHoBuna 91,7%. lle € KOHKYpEeHTHUM pe3ylIbTaToM
MOPIBHSHO 13 CyYaCHUMH JOCITIDKeHHsMu. Y mpami [1]
nponeMoHcTpoBaHo 90% TtouHocTi odiaiiH 1 84% oHaH.
Astopu pob6otu [3] mocsiriim TouHocTi moHan 91% s
3JI0POBUX KOPUCTYyBadiB. Y pociiukerHi [14] orpumanu
cxoxy TouHicTh (91,25%) 3 BHKOpUCTaHHSM JIETKOI
moneni CNN+LSTM, ontumizoBaHoi ajisi BOYHZOBaHHX
cucteM. Y mpani [15] aBropu npomemoHCTpyBamu 94%
TOYHOCTI, BHKOPHUCTOBYIOUM KapTH aKTHBAI[il M’s3iB
(TMA), mo Moxe OyTH KOPHUCHHM Uil TOKPAIICHHS
pO3Mi3HABaHHS CKIAIHUX JKECTiB. Y mocmipkeHHI [16]
nocsrHyTo 98,4% TodHOCTI 3a yMOBH 3acTtocyBaHHS MyO
Armband ta CNN 151 po3Ii3HaBaHHS IECTH JKECTIB, 10
CBITYMTH TIPO BHCOKY €()EKTHUBHICTH 3aIpOIIOHOBAHOTO
migxomy. Y mpari [17] mporemoncTpoBano 93% TodHOCTI
3 BukopuctanHsM EMGNet 1 TpaHchepHOro HaBYaHHS,
[I0 JIa€ 3MOTy IOKPALIUTH I}0 BJACTHBICTH 32 YMOBH
ABtopu pobotn [18]

00MEKEHHX JaHUX. JOCATIIN
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90,3% TounocTi 3a gonomoror Mmozpenai CNN 3 yBaroro
JI0 KaHAIiB, 110 MOXKe OYyTH KOPHUCHHM JUIS TIOKpAIIEeHHS
TOYHOCTI B peaJlbHOMY Yaci.

Heooniku ma oomesrcennn

OCHOBHUM OOMEXEHHSIM CHUCTEMH € YYTJIHBICTH 10
TPHUBAIMX 3MiH CTaHy M’sI3iB, TAKHX SK BTOMa, III0 MOXeE
BIUIMBAaTH Ha CTaOUIBHICT, CHTHAQIIB 1 3HW)KYBaTH
TOYHICTh po3Mi3HaBaHHA. KpiM Toro, Xoda iHAMBITyaTbHA
HOpMaJi3amisi Micias KOXXHOI'O HaJsATaHHS I10B’SI3KH
3HW)KYE BIUTUB HETOYHOI'O pO3TAallyBaHHS JIaTYHKIB,
MOBHICTIO YCYHYTH el (axkTop Hapasi He BJIAJOCH.
OOMEKEeHHSI TaKOXK TTOB’s13aHI 3 KUIBKICTIO MiATPUMYBaHUX
KECTIB — y [bOMY JOCITI/PKEHHI NPOTECTOBAHO IIHIIE
JIBA OCHOBHI JKECTH, 1110 0OMEKYE 3aCTOCOBHICTh CHCTEMHU
B OLJIBII CKITAJIHUX CLIEHAPIsX.

Ipakxmuune 3nauenns
0713 nOOAnNbLUUX 00CTIIOIHCEHD

JlocsITHYTI pe3yNbTaTd IEMOHCTPYIOTh KHUTTE3IATHICTD
BUKOPUCTAHHS MiOIOB’SI3KM B MOETHAHHI 31 3rOPTKOBUMH
HEHPOHHUMH MEPERKaAMH JUTS PEAbHOTO Yacy KepyBaHHS
poboTn3oBaHUMH MPUCTPOsiMU. Lle BiKpHUBae MepCreKTUBH
JUIsl TIOJIATIBIIION0 PO3IIMPEHHsT HAOOpy poO3Mi3HAaBaHHX
JKECTIB, MOKPAIIECHHS aJrOPUTMIB a/IaITUBHOI HOpMati3aiil
Ta BIPOBAKEHHS CHUCTEM Y INpPAKTHYHI 3aCTOCYBaHHI,
TaKi sIK TpoTe3H, peabiiiTaliiiHi mpuctpol abo iHTepdelicu
"moquHa — MammHa". OCOOJIMBO IEPCIEKTUBHUM €
PO3BUTOK METOJIB, SIKi MiJBHINATH CTIMKICTh CHCTEMH
eKcInTyaTarii

no  ¢izionoriyHUX 3MIiH 1 TpHBaIOl

B PEAJIbHUX YMOBaX.

BucHoBku

VY 1pOMy JOCHIDKEHH]I pO3pOOJICHO Ta MPOTECTOBAHO
CHCTEMY pO3Mi3HABAHHSA KECTIB Ha OCHOBI CHTHANIB
noBepxHeBoi  enekrpomiorpadii (EMI), 3i0panux 3a
noromororo miomos’si3ku Myo Armband. 3acrocysanmst
BOCBMUKAHAJIFHOTO TMPHCTPOIO 3 YaCTOTOIO JMCKPETH3aLil
200 I'm mamo 3MOry OTpHMATH JAOCTaTHBO AKICHI CUTHAJIN
JUIA aHaji3y, a TmomepeqHe oOpoOIeHHS JaHHWX, 30KpeMa
TIEPETBOPEHHSI CHUTHANIB y Cipi 300pa)keHHS, 3pOOHIO
MOXJIMBUM  e(EeKTHBHE  BHKOPHCTaHHS  3TOPTKOBOi
HEHPOHHOI Mepexi s kracudikamii xKecTiB.

OOpobneHHsT CUTHAIIIB TIepeadavyano HopMai3alliio
33 JOIOMOI'OI0 METOHIB MiHIMaJIbHO-MaKCHUMaJILHOL
HOpMaTi3amii Ta HOpMai3amii HyIbOBOTO CEPEeIHBOTO.
AHai3 IpoIeMOHCTPYBAB, 0 HOpMalli3alis HyITbOBOTO

cepeqHbOro 3abesrnedyye BHILY TOYHICTH Kiacugikarii

Ha 2,34%, mo cBiguuTh Ipo ii TepeBary B IbOMY
KOHTEKCTi. BaknMBUM KpOKOM cTajia yBara A0 3MiH
aMIUTITYJ CUTHAJIB IICIISl KO)KHOTO HOBOTO HAJSITaHHS
OpaciieTa, 1O Jajo0 3MOTY 3a0€3MEYUTH CTaOUIBHICTD
JIAaHUX 32 JIOTIOMOT' OO 1H/WBIAYaJIbHOTO KaliOpyBaHHSI.

Krnacudikarist xecTiB 3/iiiCHIOBaTIacs 3a JOTIOMOTOFO
3ropTKOBOI HeHpoHHOI Mepexi ResNet-Tumy, sika gocsria
touHocti 97,27% Ha TectoBiil BuOipui. [lopiBHsIbHMIA
anaimiz 3 iHmuMmu Merogamu (RF, SVM, mDWT, TD)
miarBepauB mnepeBary CNN, sika mNpoJieMOHCTpyBaja
Ha 18-19% Bumly TO4YHICTH po3mi3HaBaHHA. HaBuaHHS
MoOJieNni 3 BUKOPHCTaHHAM onTuMizaropa Adam mokasano
cTabinpHy 301KHICTh, a pe3ylbTaTh BTPAT CBIAYHIH
Npo  JOCATHEHHS ONTHMAJBHOTO HAaBYaHHS  ITICIs
npubmmzHo 2000 itepamiid.

[Tix yac TecTyBaHHSI B PEXUMI PEaNbHOrO Yacy 0yino
JIOCSITHYTO cepeanboi TouHocTi 91,7%, 1o miaTBepaxye
MOXITMBICT MPAKTHYHOIO 3aCTOCYBAHHS CHUCTEMH JUIS
KepyBaHHsS POOOTH30BAaHUMH MPUCTpOsIMU. Lle 3HaueHHs
€ KOHKYPEHTHHM TOpIBHSHO i3 CY4aCHUMH aHaJlOraMw,
OINBLIICTE 3 AKUX JEMOHCTPYIOTh TOYHICTH y MeKax
84-94%.
e()eKTUBHICTh 3alpONOHOBAHOTO TINXOAY HAaBITH 3a

Pe3ynbTaTit  JOCHI/KEHHS IMiATBEPIKYIOTh
YMOBH OOME@XKEHOI KiJIbKOCTI JKECTiB.

OnHak cucremMa Mae IIeBHI oOMexeHHs. BouHa
YyDIMBa 10 M’SA30BOi BTOMH Ta 3MiH PO3TAIlyBaHHI
JATYMKIB, MI0 3HIKYE CTaOUIBHICTH PO3IMI3HABAHHS
B pasi TpuBanoi ekcmuyaramii. KpiM Ttoro, moro4na
peaizaiis MATPUMYE JIMIIE JIBA JKECTH, IO OOMEXYE
il (YHKUIOHANBHICTh Yy OUIBII CKIAIHUX CLEHapisIx
BUKOPHCTAaHHS.

3 NPaKTUYHOrO TOMIIAAY PE3yNbTaTH BiAKPHUBAIOTH
MOJANBII  MEePCIEeKTHBU U JOCIiKeHb. MoxinBe
KIJIBKOCTI JKECTIB,

PO3IIKUPEHHS Ppo3Mi3HaBaHUX

YIIOCKOHAJIEHHST METOJIB  HOpMallizallii, IIiBUIICHHS
CTIMKOCTI 110 (pi3i0JOTiYHMX 3MiH KOPUCTYBada, a TaKOXK
iHTerpamiss 3 peambHIMH NPUCTPOSAMHU, TAKUMH SIK
OioHiuHiI Tpore3n abo iHTepdeiicu "moarHa — MamuHa".
OTpuMaHi HaIpamiOBaHHSI MOXYTh CTaTH OCHOBOIO IS
MafOyTHIX TOCTIDKEHb y cdepi peadumiTarmii, JOIOMIKHIX
TEXHOJIOT1# Ta OE3KOHTAKTHOTO YIIPABIIHHS TEXHIKOIO.

IepcneKTHBH MOAANBIIMX AOCTITKEHD

PesynmbraTi AOCHIDKEHHS CBiT4aTh TPO 3HAYHUHN
MOTEHIIaJl CHCTEMH pO3Mi3HABAaHHA MECTIB HAa OCHOBI
curHaniB EMI, onHak TakoXX OKPECIIOIOTh HHU3KY

HaTpsAMiB, SKi MOXYTh OyTH CYTT€BO PO3BHHYTI

B MMOAAJIbIINX p060Tax.
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[lo-mepmie, TEpCHIEKTHBHUM €  PO3IIMPEHHS
KIUJIBKOCTI po3ITi3zHaBaHuX >kecTiB. IloTouHa peaizaris
MATPUMYE JIUIIE JBa JKECTH, MO0 OOMEKYE MOMKIMBOCTI
OipIIOf

MIPAKTUIHOTO ,HOJIaBaHHH

KIUJIBKOCTI JKECTiB NOTpeOyBaTHMe 30iJbIICHHS 00CsTY

3aCTOCYBaHHs.

HaBYAIbHOI  iH(OpMaIii, apXiTeKTypu

Mepexi Ta

TMOKpaIICHHA

HeHpOHHOL onTHMi3alii MiIXOMB IO
KamiOpyBaHHs, MO0 3a0e3MeunTH 30epPeIKEHHS BHCOKOL
TOYHOCTI pO3MTi3HABAHHI.

[o-nmpyre, Ba)JIMBO AOCTIAUTA METOMH IIiBUINCHHS
CTIMIKOCTI CHUCTEMHU 10 3MiH 30BHIIIHIX yYMOB. 30Kpema
BapTO PO3POOUTH AITOPUTMH, SKi OYITyTh MEHII Uy TIMBUMHU
J0 HENpaBWJIBHOI'O HaJsTaHHs Opaciera, M s30BOi
BTOMH, TMOTOBUAIJICHHS YW I1HIIMX (i3i0NOriYHUX 3MiH
kopucryBada. OTHUM 13 MOXJIMBHX PIILIEHb € BUKOPHCTAHHS
a/IaTHBHOTO HABYaHHs a00 NMEepPCOHATI30BaHUX MOJIEIEH,
ski OepyTh A0 YyBarM IHAMBIAYyaJbHI OCOOJUBOCTI
KOPHCTYBaua B pealbHOMY 4aci.

TperiM HampsMOM € ONTHMI3allis OOPOOICHHS

curHaniB. [lormuOneHuii aHaimi3 4acoBUX 1 YaCTOTHUX

Cnucok giteparypu

BrnactuBocteit EMI-curHamiB MoOXe JaTH  3MOTY
chopmyBaTi OinbIn iHGOPMATHBHI BXIiTHI O3HAKH YIS
Mozem. TakoX JOUNBHO JIOCHIAWTH aNbTepHATHBHI
CIOCOOM TIEPETBOPEHHSI CHTHANIB y 300pakeHHS a0o
TPUBUMIpDHE  TOJAHHSA, IO MOXE  IOKpPaIlIUTH
e(eKTUBHICTh HEHPOHHOI MEPEeXi.

Kpim Toro, mepcnekTuBHHUM € mnoenHaHHsS EMI -
JaHUX 3 IHIIUMH TUIIAMHU

CEHCOpHOI  iH(opMarlii,

HATIpUKIIAZ, 13 TIOKa3HUKAMH aKCceliepoMeTpa 4
ripockorna. MyJIbTUMOIANBHI MiAXOIU MOXYTh 3HAYHO
MiZBUIUTA TOYHICTh Kiacudikamii Ta JmaTH 3MOry
PO3Mi3HABATH CKJIIAIHI A00 TUHAMIYHI )KECTH.

Takox BapTo

NPUAUIMTA  yBary IpaKkTHYHIH

iHTerpamii cHCTEeMHM B peaibHi TNPHUCTPOi: OiOHIYHI
MPOTE3W, IHBATITHI Bi3KH, CHUCTEMHU BIpTyaiabHOI abo
JONoBHEeHOi peanbHOcTi. lle mnepembavae He mwmiie
TEXHIYHY aJanTaiito, a ¥ JOCHi[PKEHHS eproHOMIKH,
B3aeEMOJIIT

3py4HOCTI BUKOPHUCTaHHS Ta TPHBAJOCTI

KOPHUCTYyBaua i3 CUCTEMOIO.
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CONTROL OF A ROBOT MANIPULATOR
USING SURFACE ELECTROMYOGRAPHY SIGNALS

The subject of the study is the methods of controlling a robotic manipulator based on surface electromyography (EMG) signals using
individualized normalization and classification of gestures by a convolutional neural network (CNN). The aim of the work is to
create an effective control system that combines pre-normalization of EMG signals and deep learning to increase the accuracy
of gesture recognition and stability in real time. For this purpose, the following were used: signal collection using the Myo Armband,
pre-processing (min-max and zero-mean), signal conversion into images through a sliding window, CNN training (ResNet, Adam
optimization) and comparison with SVM and Random Forest models. The results obtained showed a classification accuracy
of 97.27% in the test environment and 91.71% in real time. The CNN model outperformed traditional methods by 18-19%, and
zero-mean increased the accuracy by 2.34% compared to min-max normalization. The system remained stable even with variations
in the bracelet position due to individual normalization. Conclusions: the proposed system demonstrates high accuracy, reliability
and adaptability in real time. The scientific novelty lies in the combination of individualized normalization of EMG signals
with ResNet, which provides stability and exceeds the accuracy of traditional algorithms. In the future, it is planned to expand the
set of gestures, study more complex conditions and optimize neural networks for embedded systems.

Keywords: electromyography; gesture control; robotic manipulator; convolutional neural network; ResNet; data normalization;
bionic prostheses; real-time control.

bibnioepaghiuni onucu / Bibliographic descriptions

Macrymenko A. O. Kosames JI. I'. KepyBanus poOOTOM-MaHIIyIsSTOPOM 3a JOMOMOIOI0 CHUTHAIIB MOBEPXHEBOI
enekrpomiorpadii. Cyuachuti cman Haykosux Oocriodxcenv ma mexnoaoeii ¢ npomuciogocmi. 2025. Ne 3 (33). C. 203-212.
DOI: https://doi.org/10.30837/2522-9818.2025.3.203

Pastushenko, A., Grigorovich, K. (2025), "Control of a robot manipulator using surface electromyography signals", Innovative
Technologies and Scientific Solutions for Industries, No. 3 (33), P. 203-212. DOI: https://doi.org/10.30837/2522-9818.2025.3.203



https://doi.org/10.3390/s22103650
https://doi.org/10.3390/bioengineering10111324
mailto:hate6death88@gmail.com
https://doi.org/10.30837/2522-9818.2025.3.203
https://doi.org/10.30837/2522-9818.2025.3.203

213

ISSN 2522-9818 (print)

Cyuacnuil cmamn HAyKo8UX 00CAIOHCEHb MaA MEXHON02iU 8 npomuciogocmi. 2025. Ne 3 (33) ISSN 2524-2296 (online)
AJI®ABITHUM MOKAKYUK ALPHABETICAL INDEX

Bbabenko B. T 126 Babenko Vira 126
Bapkoscbka O. 0. 5 Barkovska Olesia 5
I'nycos 0. B. 166 Gnusov Yurii 166
Hosrans L. A. 166 Dovhan Iryna 166
Elmas Chetin 33 Elmas Chetin 33
3anopoxkuuii A. O. 73 Zadorozhnyi Anton 73
3axapuumux C. B. 33 Zakharchyshyn Serhiy 33
3auxko O. b. 33 Zachko Oleh 33
Kaneniuenxo JI. 1. 166 Kalienichenko Lidia 166
Kikots M. C. 19 Kikot Maksym 19
Kobunkin /1. C. 33 Kobylkin Dmytro 33
Kogans JI. T 203 Koval Leonid 203
Kopnienko B. P. 189 Korniienko Valentyn 189
Koporkuii T. K. 126 Korotkyi Tymofii 126
Jlaga H. B. 126 Lada Nataliia 126
Jlapiu B. B. 126 Larin Volodymyr 126
Masyposa O. O. 45 Mazurova Oksana 45
Maneesa O. B. 111 Malyeyeva Olga 111
Maneega 1O. A. 19 Malieieva Julia 19
Muxuesnu J[. K. 45 Mykhnevych Dmytro 45
Muusko P. 1. 33 Mytsko Rostyslav 33
HosakoBcekuii A. B. 58 Novakovskyi Anton 58
IMacrymienko A. O. 203 Pastushenko Anton 203
Iepenmuaii O. 1. 45 Perepichai Oleg 45
Ierpenxo T. T 73 Petrenko Tetyana 73
Ioryses 0. C. 88 Pohuliaiev Yurii 88
[oany6nuii B. O. 102 Poddubnyi Vadym 102
Ionymas 0. B. 111 Polupan Yuriy 111
Paxuic /1. 1O. 189 Rakhlis Dariia 189
PeBenuyk 1. A. 137 Revenchuk llona 137
Pynuunskuii B. M. 126 Rudnytskyi VVolodymyr 126
Caetmincekuii O. A. 137 Svietlinskyi Oleh 137
Cemenos C. T 126 Semenov Serhii 126
Cesepinos O. B. 102 Sievierinov Oleksandr 102
Cwmensxos K. C. 88 Smelyakov Kirill 88
Comnoseii O. JI. 152 Solovei Olga 152
Timommuu A. C. 166 Timoshyn Anatolii 166
®ininenxo 1. B. 189 Filippenko Inna 189
®ininenko O. L. 189 Filippenko Oleh 189
Dponos . €. 180 Frolov Dmytro 180
Xasina I. II. 166 Khavina Inna 166
Iypanos M. B. 166 Tsuranov Mykhailo 166
Yenypnra 1. C. 180 Chepurna Iryna 180
kins O. C. 189 Shkil Oleksandr 189

Snosera I. T. 58 Yaloveha Iryna 58




HAVYKOBE BUJIAHHA

Cy4yacHuu ctaH
HayKOBUX AOCHiAXeHb
Ta TeXHONOriINn

B MPOMUCINOBOCTI

Ll]oxeapmanvHuii HAYKOBUU HCYPHAT

Ne 3 (33), 2025

Biamosinanenuii cexperap xypHany 1.1 Ileposa
Biamosinaneuuii 3a Bumyck A.4. Kosanenko
BianmoinaneHuii 3a ninen3yBanus B.B. Kocenko
Penakrop JI.B. Ky3bmina

Komm’rotepna Bepcrtka JI.FO. Ceematino

®opmar 60x84/8.  YmoB. apyk. apk. 23,25.
Tupax 150 npum.

BinapykoBaHO 3 TOTOBUX OpHUTiHAI-MaKeTiB
B tunorpadii @OII Anapees K.B.
€auHu# ep>kaBHUH PeecTp IOPUANYHHX OCI0
Ta (HI3UYHHUX OCIO-TIAMPUEMILIB.
3ammc Ne24800170000045020 Bix 30.05.2003.

61157, Xapkis, Byn. Akajn. boromonsis, 9, k8. 50,
ter. +38 (063) 993-62-73
e-mail: ep.zakaz@gmail.com

SCIENTIFIC PUBLICATION

Innovative
technologies and
scientific solutions
for industries

Quarterly scientific journal

No. 3 (33), 2025

Responsible secretary of journal I. Perova
Responsible for release 4. Kovalenko
Responsible for licensing V. Kosenko

Editor L. Kuzmina
Computer layout L. Svietailo

Format 60x84/8. Conventional printed sheets 23,25.
Edition of 150 copies.

Printed from ready-made original layouts
in the printing house
of Individual Entrepreneur Andreev K.V.
Unified State Register of Legal Entities
and Individual Entrepreneurs.
Entry No. 24800170000045020 of 30.05.2003.

fl. 50, 9, Acad. Bogomolets Str., Kharkiv, 61157,
ten. +38 (063) 993-62-73
e-mail: ep.zakaz@gmail.com





