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Annotation. The article provides a comprehensive analysis of scientific research devoted to 
the administrative and legal regulation of OSINT functioning in the field of public order and 
security. It examines the approaches of foreign scholars who study the use of open-source 
information, the impact of digital technologies on law enforcement activities, and the ethical, 
legal, and procedural challenges associated with OSINT operations conducted by public 
authorities. The findings show that researchers emphasize the need for professional standards, 
digital competencies, reliable methodologies, and effective procedures for assessing the 
accuracy of open-source data. Particular attention is given to issues of privacy protection, 
risks of profiling, transparency of OSINT practices, and the growing influence of artificial 
intelligence on intelligence-gathering processes. It is argued that AI-based OSINT strengthens 
analytical capabilities but also intensifies legal risks, which requires harmonized international 
standards and robust oversight mechanisms. The study notes that Ukrainian legal scholarship 
lacks comprehensive research on the administrative and legal foundations of OSINT, which 
highlights the relevance and scientific novelty of further studies in this area. Based on the 
analysis of foreign literature, the article formulates recommendations for the development of 
Ukrainian doctrine, including the definition of OSINT actors, procedural requirements for their 
work, ethical principles, privacy guarantees, and models of independent oversight in the field 
of public order and security.
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1. Introduction. 

The need to study the administrative and legal regulation of OSINT use in ensuring public order 
and security is driven by the growing importance of open-source information in the activities of 
state authorities. Contemporary security challenges–such as information operations, coordination 
of unlawful actions through open networks, the spread of extremist content, and digital threats–
require public authorities to rapidly obtain and verify data from accessible sources. However, the 
scale of such use has surpassed existing regulatory frameworks, creating a range of practical and 
theoretical problems.

First, active engagement with open sources requires clearly defined limits for officials, since even 
publicly available information can affect an individual’s private life. The absence of established 
procedures for collecting, analysing, and applying such data in the work of law enforcement bodies 
creates risks for personal rights and calls into question the integrity and transparency of authorised 
units. This highlights the need to clarify the requirements for OSINT use, establish clear criteria of 
admissibility, and introduce safeguards for the protection of individuals.
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Second, there is a significant gap between practice and regulation. State bodies increasingly employ 
open-source intelligence methods, yet do so without unified standards, through diverse approaches, 
and without harmonised procedures. This hinders institutional cooperation, causes duplication of 
functions or, conversely, gaps in operational activity, and raises concerns about proper oversight of 
OSINT-derived results. Unified approaches and clear rules are essential for strengthening effectiveness 
and ensuring accountability.

Third, the modernisation of public order and security systems further reinforces the relevance of 
OSINT. The use of open-source data enables timely identification of threats, forecasting of hazardous 
situations, and prevention of offences. However, these advantages can be realised only if supported 
by legal certainty, standardised procedures, and proper oversight of the actions of responsible 
authorities.

Therefore, the chosen topic possesses clear scientific and practical significance and requires 
systematic and comprehensive research.

2. Analysis of scientific publications. 

Issues related to the functioning of OSINT in the field of public order and security have already attracted 
considerable attention from foreign scholars, who examine both the theoretical foundations and the 
practical challenges of using open-source information in the activities of public authorities. Various 
dimensions of open-source intelligence–its role in contemporary security models, organisational and 
procedural principles of its application, ethical and human-rights limitations, as well as the impact of 
digital technologies and artificial intelligence on OSINT practices–have been explored, in particular, 
by O. Larsen, D. Van Puyvelde, E. Millett, H. Bean, Q. Eijkman, L. Fereidooni, A. Mahmood, A. Asnawi, 
N. Soni and others. Their works form an essential theoretical basis for understanding the role of 
OSINT within law enforcement and other bodies responsible for maintaining public safety and order. 
In contrast, Ukrainian administrative-legal scholarship lacks comprehensive research specifically 
devoted to the regulation of OSINT functioning in the sphere of public order and security, which 
underscores the need for focused and systematic academic study of this topic.

3. The purpose of the work. 

The purpose of this scientific study is to examine the achievements of foreign legal scholarship, 
to summarise the prevailing academic views, and to develop a coherent theoretical and practical 
foundation for defining the administrative and legal principles of OSINT functioning in the sphere of 
ensuring public order and security in Ukraine.

4. Review and discussion. 

In contemporary academic literature, there is a marked increase in attention to the study of the 
possibilities and consequences of using open-source information in the activities of bodies 
responsible for maintaining public order and security. Foreign and Ukrainian scholars examine both 
the theoretical foundations of OSINT and the practical models of its application in the work of law 
enforcement agencies and institutions within the security and defence sector.

In research on the administrative and legal regulation of OSINT functioning in the sphere of ensuring 
public order and security, it is particularly important to comprehensively analyse the works of both 
foreign and national scholars. This need stems from the fact that OSINT has developed as a global 
phenomenon, and its regulatory frameworks differ across states. Such diversity makes it possible to 
identify common trends, discrepancies, and gaps in legal regulation, as well as to take into account 
the positive experiences of other countries for the development of OSINT practices in Ukraine. This 
scholarly approach allows for a holistic understanding of the formation and application of OSINT 
in the activities of public authorities and enables an assessment of how researchers interpret its 
role in safeguarding public security and order, as well as the extent of state involvement in these 
processes.
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It is important to analyse studies that explore OSINT in a broad sense–as a technological, informational, 
and organisational tool that enhances the capacity of the state to counter threats to public order and 
security. Such research makes it possible to identify general patterns of open-source information use 
and to outline the characteristics of OSINT that directly influence its application by public authorities.

Separate attention should be devoted to scholarly works examining OSINT within the context of law 
enforcement, as this sector most actively integrates open-source capabilities into practices aimed at 
preventing, detecting, and responding to threats to public security and order. The analysis of such 
works helps determine how OSINT transforms state response mechanisms, what advantages and 
risks arise in its use, and what administrative and legal implications it generates for relevant actors.

Equally important are the contributions of authors who study the ethical requirements for OSINT use 
and the activities of actors working with open information. This includes examining administrative 
procedures, limits of permissible interference with private life, transparency of officials’ actions, and 
the necessity of establishing rules to prevent abuses. Considerable attention is also paid to issues 
of liability for violations of established requirements, as this is essential for maintaining a balance 
between security needs and human rights protection.

A systematic review of academic sources helps determine how scholars define the role of OSINT 
in the work of public authorities, what risks they identify, what proposals they make regarding 
requirements for actors engaged in open-source data collection and analysis, and how they describe 
mechanisms for responding to violations. Thus, the coverage of diverse scholarly sources–from 
technological features of OSINT to ethical and legal principles of its application–creates a coherent 
foundation for the further theoretical and regulatory comprehension of OSINT in the field of public 
order and security.

Among foreign researchers, a significant contribution was made by O. Larsen, who conducted 
an empirical study of the use of open-source information by law enforcement agencies and 
demonstrated that the effectiveness of OSINT operations depends directly on personnel training 
and procedural clarity [1]. The author emphasises that the absence of established methodologies 
complicates data interpretation and decreases the reliability of operational conclusions. Many 
organisations face barriers in implementing effective OSINT methods and fail to adapt quickly to 
technological changes. Larsen highlights the need to shift the professional culture from long-term 
training to practical investigation activity to enhance the status and full utilisation of OSINT tools [1].

An important contribution was also made by D. Van Puyvelde, who traced the evolution of OSINT and 
emphasised the changing nature of threats in the digital environment [2]. The author argues that 
open-source information has become a full-fledged intelligence tool but requires proper regulation 
due to risks associated with the large volume of personal data users voluntarily publish online. Van 
Puyvelde’s work is structured around four themes: the definition of OSINT and its distinction from 
investigations and general open-source information; the expanding use of OSINT by governmental, 
non-governmental, and law enforcement bodies; the need for digital literacy training instead of 
creating new organisations; and key OSINT challenges such as information overload, reliability, 
ethics, and regulatory limits [2].

In the work of E. Millett, attention is given to the relationship between OSINT and human rights, 
particularly privacy and data protection [3]. The study analyses conditions under which the use of 
open information by state authorities may violate international standards and stresses the need for 
clearly defined limits for such activities.

Ethical issues in OSINT use are also highlighted by other foreign scholars [4]. For example, H. Bean 
emphasises that collecting and processing publicly available information creates tension between 
state security needs and human rights guarantees. Mass aggregation and profiling of open data may 
affect privacy and personal autonomy even when the information is formally public [5].

In her study, Quirine Eijkman notes that state-level OSINT use generates new risks for citizens’ privacy, 
as individuals may be unaware that their online activity becomes an object of systematic monitoring 
[6]. Existing accountability mechanisms were designed for traditional intelligence methods and are 
poorly suited to the realities of digital platforms. Eijkman concludes that the state’s role in regulating 
OSINT must be reconsidered, highlighting the need for transparency rules, independent oversight, 
and effective remedies for individuals subject to open-source monitoring [6].
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L. Fereidooni identifies several important conclusions regarding the use of OSINT in international 
law enforcement cooperation [7]. OSINT enables rapid acquisition of data significant for combating 
transnational crime and enhances cooperation in areas such as money laundering, terrorism financing, 
and cybercrime. However, the use of open data raises legal and ethical challenges, particularly due 
to data protection requirements such as those under the GDPR and unresolved issues regarding the 
admissibility of OSINT-derived evidence in court. Fereidooni also notes that technological progress, 
including artificial intelligence and big-data analytics, increases OSINT capabilities but requires 
internationally harmonised rules that balance security needs with human rights [7].

Research on OSINT application in policing has been conducted by A. Mahmood, A. Asnawi and their 
colleagues, who performed a systematic review of OSINT tools and assessed their suitability for 
various types of operational activity [8]. Scholars stress the absence of universal OSINT tools and call 
for the development of unified standards for their formal application.

In recent years, foreign authors have also paid considerable attention to the integration of artificial 
intelligence into OSINT activities [9; 10]. For example, Nitin Soni’s study on AI-driven OSINT for 
cybercrime investigations demonstrates that combining AI with open-source intelligence significantly 
enhances forensic accuracy, speed, and proactivity, although such technologies also pose ethical, 
legal, and organisational challenges [11].

A synthesis of foreign research shows that OSINT plays an important role in modern security 
systems, yet its effectiveness depends on personnel qualification, unified procedures, and digital 
competence. Scholars emphasise risks associated with methodological gaps, data overload, and 
potential violations of privacy and autonomy through large-scale data collection and profiling. 
They argue for the establishment of transparent rules, independent oversight, complaint 
mechanisms, and internationally consistent standards that align security objectives with human 
rights protection.

5. Conclusions. 

Summarising the above, the following conclusions can be drawn. First, it is advisable to conduct 
comprehensive research aimed at defining the administrative and legal status of actors who apply 
OSINT in the field of public order and security, including their powers, limitations, and operational 
standards. A separate research direction should focus on issues of professional training, digital 
literacy, and procedural requirements for the collection, analysis, and use of open-source 
information, including the algorithmisation of OSINT procedures in the internal regulations of 
the Ministry of Internal Affairs, the National Police, the State Bureau of Investigation, and other 
competent bodies.

Second, there is a need to develop a scientific approach to establishing administrative and legal 
safeguards for privacy protection when using OSINT, including cases involving elements of artificial 
intelligence. Promising avenues of research include models of transparency, independent oversight, 
documentation of OSINT operations, and procedures for appealing decisions made by public 
authorities, as well as the adaptation of European standards (such as GDPR-based approaches) to 
Ukrainian legislation in the sphere of public order and security.
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