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Abstract — The article is devoted to investigating the effects of wormhole attacks on routing topology in Wireless Sensor Networks (WSNs). Current-
ly, WSNs are increasingly vulnerable to numerous security attacks. One of the major attacks affecting WSNs involves a wormbhole attack where
attackers receive packets at a single end in the network and tunnel the packets to other points in the network and are subsequently replayed in the
network. The wormhole attacks can affect the routing topology by redirecting traffic. Because of the nature of WNSs, attackers can develop a
wormbhole for packets not destined for them due to overhearing them within the wireless network and tunneling them to colluding attackers on the
opposite side of the wormhole. Mainly, wormhole attacks are hazardous to ad-hoc network routing protocols. Therefore, it is evident that routing
topology suffers from various vulnerabilities and needs robust security measures. This research investigates the effects of wormhole attacks on routing
topology, and a simulation is presented to depict wormhole attack effects. In addition, an analysis of wormhole simulation of packet transmission with
and without attacker node using Network Simulator NS-2 environment has been carried out. A simulation conducted using NS2 determined the
performance of two reactive routing protocols (AODV and DSR) using their throughput, the first and the last packet received, and the total amount
of bytes received in two conditions (with and without wormhole). Findings obtained demonstrate that the performance of DSR was better compared to
that of AODV. The introduction of wormhole attacks in both routing protocols significantly affected the performance.
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Anomauia — Cmamms npucesuena docaioxernnto snausy Wormhole amaxu na mapupymiy monoaozito 6 6e3nposo0osux ceHcopHux mepexax
(Wireless Sensor Networks, WSN). 3apas mepexi WSN cmatombv dedani spasausiviumu 00 uucaenux amax Oesnexu. OOHIEN0 3 0CHOBHUX amaK, wo
enausaromv na WSN, € Wormhole amarxa, KoAu 3A06MUCHUKY OMPUMYIOMb NaKemy HA 00HOMY KIHUI Mepexi ma myHeAt010ms nakemu 6 iHuii
mouKU Mepexi, a nomim siomeoproromv y mepexi. Wormhole amaxu moxymv 6nAueamu Ha MoNOA0Zit0 MAPULPYMUSAUIT ULASXOM NepeHanpaseH-
s mpagixy. Yepes sxacmusocmi WSN sroemuctuku moxymo cmeopumu Wormhole 0Asl naxemis, axi im He npusnaueni, uepes me, uyo 60Hu nioc-
Ayxosytomo ix iy 0e3nposodosiil Mepexi ma myHeAI010ms iX SAOSMUCHUKAM, SKi SMOBASLIOMbCS 3 npomuiextozo 6oxy vepsomouutiu (Wormhole). B
OCHOBHOMY AMAKU Hepe3 uepsomouuy Hebesneuri OAs npomokoAis mapupymusauii ad-hoc mepex. Taxum wunom, 0uesuoHo, w0 MoNoA0is Mapii-
pymusayii cmpaxoae 6i0 piSHOMAHIMHUX Ypasiusocmeii 1 nompedye Haditinux 3axodie Oesnexu. Y yiti pobomi docAidXYemocs 6NAUG AmMaK uepes
UepeomoUUHY HA MONOA0ZII0 MAPULPYMUSAUTT, @ MAKOXK NPedcmasAeHo MO0AI06aHHS OAS 300paxents edexmic amax uepes uepsomouuny. Kpim
mo020, OYAO 1posedeHo aHaAis MOJeAto6attsl nepedadi nakemis 3 AMAKYOUUM 6Y3A0M ma 6e3 Hvozo 3a donomozoto cepedosuuia Network Simulator
NS-2. Modearosaris, nposedetie 3a 0010m02010 NS2, 6usHAUUAO 1PodyKmusHicmv 060X peakmusHuX npomoxoris mapupymusauii (AODV i DSR),
BUKOPUCTOBYIOUY TX NPORYCKHY 30AMHICIMb, NEPULULl ma OCMAHHIT OMPUMAHUTL naKem i 3a2aAbHY KIAbKICMb 0atimis, OmMpuManux y 060X ymosax
(3 uepsomouunoto ma Oes tei). Ompumarni pesyrvmamu noxasyromo, w0 npodyxmusricmv DSR 6yaa kpauioro nopisiaro 3 AODV. Buposadxerits
amax yepes 4epsoniouuHy 6 000X NPoMOKOAAX MAPUWPYMUSALTT SHAUHO BHAUHYAO HA IXHIO NPOOYKMUEHICIID.

Introduction

Breakthroughs witnessed in wireless communications have fostered the pervasive
deployment of wireless sensor networks (WSNs). Attributed to their features, such as the
easy deployment of sensor nodes, WSNs have been applied in various fields like rescue
missions and monitoring environment conditions [1]. In [2], Kaur et al. noted that WSN5s
could also be used in monitoring physical conditions like temperature, pollutants, motion,
vibration, sound, and pressure, as well as on battlefields, industrial monitoring, health
monitoring, and controlling traffic. Their role is to provide critical information in real-time
in monitoring and tracking applications [3]. Since such operations involve critical infor-
mation, any vulnerability can be disastrous.

In WSNSs, routing is applied to move data from the source to a given destination.
Wormbhole attacks can affect the routing topology by redirecting traffic. This research in-
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vestigates the effects of wormhole attacks on routing topology, and a simulation is pre-
sented to depict wormhole attack effects.

I. Routing Topology

WSN routing is described as a process of transferring information from a given
source to a chosen endpoint within an Ad-hoc network [4]. The process entails
determining the ideal routing pathways and then moving information packets via an Ad-
hoc network. The routing algorithms will decide the routes to be used by first sharing
information amongst the immediate neighbors and subsequently in the entire network [5].
As a result, the routing protocols can gain knowledge of network topology. The routing
mechanism usually considers the architecture and the software coupled with the features
of the sensor nodes [6].

Various routing protocols are used to route data within WSNs: proactive, reactive,
and hybrid [2-4, 7-10]. According to [2], reactive routing protocols create the pathways
after the sources indicate that they need to send data to various destinations. Every node
within the network will discover or maintain a route driven by on-demand. Reactive
protocol flood control message by globally broadcasting when discovering route and
when after discovering the routes, bandwidth is deployed to transmit data [5]. Their main
benefit is that they require less touting information, but they generate massive control
packets attributable to route discovery when topological changes occur. Also, reactive
protocols experience significant latency. Examples of reactive protocols involve
Associativity-Based Routing (ABR), Dynamic Source Routing (DSR), and Ad-hoc on
Demand Routing (AODV). AODV does not regularly update the routing table [11]. AODV
offers multicast and uncast broadcast, which involves the on-demand algorithm used to
search for routes between various nodes. The protocol builds paths through route requests
and route reply query cycles [12]. Another reactive protocol involves Dynamic Source
Routing (DSR) intended for multihop wireless networks [13]. It enables networks to be
entirely self-configuring and self-organizing devoid of using any network.

Conversely, proactive routing protocols usually employ a routing table. The routing
tables are maintained by the routing protocol and are updated frequently [14]. Every node
within the proactive protocol will broadcast messages to the whole network when the
network topology changes. Nonetheless, proactive protocols are known to experience
extra overhead costs attributable to updating information resulting in network
throughput. Examples of proactive mechanisms involve Optimized link-state routing
protocol (OLSR), and Distance Vector (DV), as well as Destination Sequenced Distance
Vector (DSDV) [14].

Hybrid protocols incorporate reactive and proactive protocols while harnessing their
best attributes [15]. Zone Routing Protocol (ZRP) encompasses a hybrid routing scheme
that combines proactive and reactive routing approaches to address the challenges wit-
nessed when proactive or reactive routing protocols are utilized separately. Authors of
[16] asserted that ZRP integrates the best attributes of reactive and proactive techniques to
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minimize control overheads in proactive routing, which can waste time in updating the
routing tables and reduce the latency of discovering a route experienced in reactive rout-

mg.
II. Wormhole attacks on Routing Topology

WSNss are increasingly vulnerable to numerous security attacks. One of the major
attacks affecting WSNs involves a wormhole attack where attackers receive packets at a
single end in the network and tunnel the packets to other points in the network and are
subsequently replayed in the network [17]. When the tunneled intervals are extended than
a single hop's usual wireless transmission scope, it becomes easier for the malicious actors
to compel tunneled packets to reach with superior metrics compared to the regular
multihop route. Also, attackers can probably forward each bit over the wormhole
straightforwardly, minus holding back for the whole packets to arrive before starting
tunneling of bits of the packets to reduce delays [6]. Because of the nature of WNSs,
attackers can develop a wormhole for packets not destined for them due to overhearing
them within the wireless network and tunneling them to colluding attackers on the
opposite side of the wormhole. Attackers conducting tunneling reliability and honorably
will not cause any harm since they foster efficiency by providing meaningful services [18].
Nonetheless, wormhole attacks make malicious actors powerful compared to network
nodes. Hence, attackers can exploit such a powerful stance in various ways.

Additionally, wormhole attacks can be undertaken even when the network
communication offers authenticity and confidentiality and when the actors cannot access
cryptographic keys [17]. Moreover, attackers are increasingly invisible at higher layers.
The occurrence of a wormhole and two clouding attacks at two endpoints of the wormhole
are invisible to the route. Mainly, wormhole attacks are hazardous to ad-hoc network
routing protocols [17]. For instance, it can be deployed against on-demand routing
protocols like AODV and DSR to tunnel every ROUTE REQUEST packet directly to the
destination targeted nodes of the REQUEST. Subsequently, the attacks will prevent others
routes from being discovered [4]. Some techniques attackers use to exploit wormhole
attacks involve discarding instead of forwarding all data packets (leading to DoS attack),
and selectively modifying or discarding specific data packets.

Wormbhole attacks impact location-based wireless security, data aggregation, and
networking routing [19]. A wormhole attack can disrupt routing operations even without
prior information about the encryption techniques deployed. Kaur et al. in [2] classified
wormhole attacks into three kinds based on their mechanisms:

a) attacks deploying out of band channel;

b) attacks using protocol distortion;

c) attacks employing packet relay.

A wormhole attack that deploys out of band passage places a high bandwidth
between endpoints to provide a link for the two-ended wormhole [6]. Meanwhile, attacks
employing packet relay comprise one or more adversarial nodes that create packet-relay
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attacks whereby the malicious nodes will replay data packets between two nodes located
at a distant location. As a result, they create fake neighbors. The third attack utilizes
protocol distortion as the nodes attempt to appeal to the network traffic. Wormhole
attacks do not need MAC protocol information and are immune to cryptographic meth-
ods [20]. Thus, it is very challenging to detect. The attack has a significant effect on WSNs,
especially on the routing protocols.

III. Simulation and Findings

Network Simulator NS-2 environment was deployed (developed by the University of
California Berkley) to run WS simulations [21]. The environment is commonly utilized for
wireless and wired networks as an object-oriented, event-based, and discrete simulation
model programmed in C++. The simulator comprises an OTcl interpreter on the front end
and can be freely accessed [21]. The simulator is centered on the layered approach and
consists of rich protocols. Two simulations were run:

i) without attacker node;

ii) with attacker node.

Table 1 underneath depicts the simulation parameters.

Table 1. Wormhole Simulation Parameters

Parameters Values
Malicious Node Wormhole
Area 1500mx1500m
Network Mobility Random
Simulation time 1000 seconds
Routing Protocols DSR & AODV
Quantity of nodes 25
Applications CBR
Data Rates 64 kbps

Subsequently, the simulation findings are presented for the first and last packets
received, the total bytes received, and throughput based on AODV and DSR routing
protocol with or without a wormhole (Fig. 1 - Fig. 4).

Fig. 1 shows the first packet received with and without a wormhole. Without a
wormhole, AODV received 24 bytes while DSR received 6 bytes. In contrast, AODV
received 7 bytes and DSR 2 bytes with a wormhole.

The last packet received is shown in Fig. 2. Without the wormhole, 75 bytes were
received for AODV and 89 bytes for DSR routing protocols. However, 30 bytes were
recorded for AODV and 57 bytes for DSR routing protocols with a wormhole.

The simulation documented the fotal bytes received as illustrated in Fig. 3. From
Fig. 3, it is evident that more bytes were received without wormhole for both AODV
(42,000) and DSR (47,000) than with wormhole: AODV (12,000) and DSR (28,000).
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Without Wormhole With Wormhole

1DSR

Without Wormhole With Wormhole

AODV mDSR

Fig. 2. The last packet received

Without Wormhole With Wormhole

AODV mDSR

Fig. 3. Total bytes received
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Also, the simulation examined the change in throughput (bits per second) with and
without wormhole in both routing protocols. Fig. 4 indicates a higher throughput without
a wormhole than with a wormhole.

—

Without Wormhole With Wormhole

1AODV mDSR

Fig. 4. Throughput
Conclusion

Wireless sensor network security remains a significant challenge as routing topology
continues to be vulnerable to wormhole attacks. A simulation was conducted using NS2 to
determine the performance of two reactive routing protocols (AODV and DSR) using their
throughput, the first and the last packet received, and the total amount of bytes received in
two conditions (with and without wormhole). Findings obtained demonstrate that the
performance of DSR was better compared to that of AODV. The introduction of wormhole
attacks in both routing protocols significantly affected the performance.

Therefore, it is evident that routing topology suffers from various vulnerabilities and
needs robust security measures. Othmen et al. in [22] propose using the Anonymous on-
demand Routing (ANODR) protocol to deliver net-centric anonymous and undetectable
routing models for wireless ad-hoc networks. ANODR is centered on the table-driven
AODV routing mechanism. It offers various security services: confidentiality and
anonymity, identity-free routing, negligibility, one-time packet content, and
confidentiality of traffic flows. Negligibility is centered on anti-tracing to ensure that
signal interceptors will not track the movement trends of signal transmitters through
wireless signal tracking. Anonymity is assured by ensuring that the path followed by the
packets cannot be tracked by any malicious actor [22]. Also, the message content is
concealed via encryption mechanisms to foster confidentiality. AODV ensures that the
identity cannot be compromised or stolen by malicious users.
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