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ANALYSIS OF THE TECHNICAL
POSSIBILITY OF SUBMARINE

CAMOUFLAGE FROM DIRECTION
FINDING MEANS
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2l mpu supiwenti 3a0au Mackysanus cyomapun 6id 3acobie neienzayii niOKUILHOL, 3aHYPIOBANLHOT
ma OyKcupyruoi cmpyxmypu 2iopoaxycmuuHux CManyii 3 awmenamu 3minnoi ziubunu. /losedena
MONCIUBICMb MACKYBAHHS CYOMAPUHU 3a 8I0cymHOcmi 61ach0z0 x00y. IIpoananizoeani moxnciusocmi
NPONOHYEMOZ0 MEXHIUH020 PiUleHHs OISl CMBOPEHHS MACKYBAILHOT 020PONCT HA OCHOBL 260 MEMPUUHOZ0
PE30HAHCY WMYUHO POPMYEMUX 3AXUCHUX 30H KAYCMUKU.

Kmeuosi cnosa: abepayis, xeuivose cnienadanms, NOBEPXHI KayCmuku, KOJI06I X6ULl, 32iHHI XUl

06on0HKU.

1. Introduction

The submariners have a saying that says there are only
two types of ships - SUBMARINES and TARGETS. These
words are close to the truth, since submarines today are the
most secretive and destructive fighting unit from the whole
vast range of weapons of war ever created by mankind.

The Navy (US Navy) is developing an innovative
power plant for advanced nuclear missile carriers. The
new nuclear power plant will be almost silent and will
be able to work 50 years without recharging.

The submarine, which will replace the existing under-
water missile carriers of the Ohio class, will receive an
entirely new nuclear power plant without a mechanical
transmission. This will make the engine run quietly, and
a possible combination with a pump- jet propulsion will
make the submarine virtually inaudible. In addition, the
reactor of the new submarine will be able to operate at
one refueling station for 50 years, that is, the entire life-
time of the submarine.

The energy of the reactor in the new submarine will
not come from the turbines through the transmission to the
propellers, as in modern submarines. Instead, the reactor
will generate electricity, which will directly flow into the
submarine’s electrical network. This will not only reduce
noise (for the submarine it is the main detectable fac-
tor), but it will also allow taking more energy from the
reactor. At present, 75-80 % of the nuclear submarine
reactor power is used to provide propulsion. There will
be more free power in the new submarine, which will
allow using more powerful sonars, new electronics and
unmanned vehicles.

Modern «Ohio» class submarines (from the Latin Sub-
marina) at the moment are the most powerful weapon on
the planet. Displacement of almost 19 thousand tons, two
turbines of 30 thousand h.p., 24 Trident II (D5) ballistic
missiles with a dozen warheads in each or 154 cruise
missiles BGM-109 «Tomahawk» [1].

The main combat qualities of modern surface ships are
a large power reserve, powerful air defense, the ability to

receive unmanned and piloted aircraft aboard. Unfortu-
nately, surface ships are vulnerable to anti-ship missiles
and, moreover, are too detectable. Unlike them, subma-
rines have a high degree of stealth and better protection
against missiles. True, it has to pay for all this with a low
movement velocity, «below the periscope depth» and the
inability to use carrier-based aviation [2].

In combat conditions or in the performance of re-
connaissance-sabotage tasks, one of the most important
operations seems to be sufficient secrecy of the submarine.

This purpose is provided by technical means, which
exclude the effectiveness of the direction finding of the
submarine — the definition of distance, bearing and ele-
vation angle.

A submarine fleet, in particular submarines, carrying
carriers of various types of damage means is a powerful
military pressure on the states in the presence of a con-
flict situation. On the one hand, one’s own submarine
fleet needs to be able to mask, on the other hand — it is
necessary to be able to open camouflage means of enemy
submarines.

In combat conditions, the presence of a towed enclosing
tunnel will effectively combat the problem of deep-sea
bombing by enemy destroyers, which shows the relevance
of research in this direction.

2. The ohject of research
and its technological audit

The object of research is the process of elastic interac-
tion of an ultrasonic beam with an elastic shell and the
causes of the appearance of resonance-type features in
a multiphase shell structure.

Irradiation of the outer surface of a system of two
coaxial shells separated by a specially selected liquid with
the required characteristics of sound propagation velocity
in it by an ultrasonic beam makes it possible to form
a confocal shell of the caustic surface. This goal is achieved
by fulfilling the required effect of aberration of sound waves
in the internal inter-shell space filled with liquid. The
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degree of procedure effectiveness is directly dependent on
the fulfillment of the condition of a significant wave size of
the shell, i. e., exceeding a unit of magnitude much larger.

The adjustment of the direction of the ultrasonic beam
relative to the normal to the surface of the outer shell
makes it possible to enter the zone of wave coincidence.
Then local features of the mechanical system will appear
in the form of transmission of the energy of ultrasonic
radiation without dissipation of energy. This will serve
as a significant increase in the energy activity separating
the liquid shells. This phenomenon is commonly called
the <acoustic transparency» of the shell.

The artificially formed turbulence of the caustic zone
in the studied technical implementation of the biaxial shell
structure serves as an artificially created obstacle for the
direction finding means of the submarine by hydroacoustic
stations with variable depth antennas (HASs with VDASs).
It is assumed that the insulating tunnel of two coaxial
shells separated by a liquid is in a stationary position.
The submarine comes inside it and is in it also in a fixed
state, with complete lack of propulsion.

On the screens of the sensors of the enemy’s loca-
tion systems, thus, there will be a blurred spot absorb-
ing the contours and features of the submarine surface.
Thus, the misinformation of the true picture substantially
reduces the danger of depth bombing by the results of
the direction finding of HASs with VDAs by the enemy
submarines. This achieves a higher degree of survivability
of the underwater vehicle and the effectiveness of its
combat capabilities, transmitting false images of the un-
derwater situation.

3. The aim and ohjectives of research

The aim of the laboratory researches of the model is to
confirm the technical possibility of camouflage and limi-
ted visibility of the submarine from the enemy direction
finding equipment, as well as the choice of the necessary
camouflage regime and the intensity of the caustic zones.

The objectives of research are:

1. Development of a calculation analytical model of
the selected technical solution in the form of two coaxial
shells separated by a liquid and irradiated externally with
an ultrasonic beam.

2. Justification of the need to fulfill the condition of
large wave size of the outer shell surface.

3. Clarification of the conditions for the required degree
of aberration of the outer shell of sound waves emitted
into the liquid by the circumferential wave and the for-
mation of the caustic surface.

4. Determination of the ultrasonic beam incidence angle
on the outer shell surface necessary for the formation of
a resonant situation in the mechanical system — wave
coincidence (geometric resonance).

4. Research of existing solutions
of the prohlem

The advanced maritime states of NATO possess all
sorts of reconnaissance complexes (space, aviation, ship,
stationary coastal and underwater) equipped with radio
engineering, hydroacoustic, photographic and magnetomet-
ric means in various combinations. This allows to solve
problems of intelligence constantly, at any time of the day

and regardless of weather conditions. Not enough attention
is paid to the problems of concealment and imitation —
methods of camouflage, which play an important role in
eliminating and weakening the detectable features of the
fleet forces preparation to combat support. Concealment,
as is known, is the elimination or weakening of the de-
tectable features of the location and activity of forces
and various objects. Imitation consists in simulation of
the detectable features inherent in forces and objects, by
their designating using false constructions, mock-ups, light
and radio imitation, and other means [3].

Optical camouflage is the earliest (but not lost its
relevance to the present time). However, before the advent
of optoelectronic reconnaissance (television, night vision
devices, thermal imagers, thermal locator, etc.), it was
reduced only to a decrease in the visibility of the ships
themselves and their specific characteristics from visual
observation. Optical camouflage relies mainly on the use
of conditions of reduced visibility, masks, painting of the
above-water surfaces of ships with paints that are non-
contrast with respect to the optical background of the
action area, and on camouflage. Smoke camouflage and
blackout were also widely used.

The use of optoelectronic camouflage is reduced to
concealment from the optoelectronic means of reconnais-
sance of enemy combat equipment and objects. This is
achieved through the use of camouflage properties of the
environment, the dark time of the day, weather condi-
tions that limit the capabilities of these tools, artificial
masks, fumes, aerosols, as well as carrying out measures
for blackout, installation of mock-ups.

Thermal camouflage limits the detection of forces by
means of thermal reconnaissance and destruction by am-
munition with thermal homing heads (THH). It is achieved
with the help of concealing properties of the environment,
special coatings, paints, screening of heated surfaces with
opaque barriers for IR radiation, using false thermal tar-
gets. To reduce the thermal visibility of the ship, devices
spraying seawater jets, camouflage coatings with diffuse
reflection of infrared radiation, aerosol formations obtained
from various foaming high molecular substances, as well as
infra-red false targets are used. Thermal camouflage provides,
on the one hand, the concealment of the actions of forces,
and on the other hand, their protection from the means of
destruction equipped with infrared homing heads. Thermal
camouflage means are usually used in combination with
radar, because the same reconnaissance systems and weapons
can be equipped with both infrared and radar equipment.

Radar camouflage is a set of measures aimed at con-
cealment of military equipment and objects from enemy
radar detection. It found its spread already in the years
of the Second World War in connection with the in-
troduction of radar technology on ships and aircraft of
the Navy warring parties. At that time, such methods of
concealment of forces and objects from radar surveillance
were developed, such as:

— use of conditions that reduce the range of target

detection using radar means;

— creation of radar jammers and masks;

— use of angle reflectors to simulate false objects.

During the past wars and military conflicts, two methods
of radio camouflage have developed — passive and active.

For the first time metallized tapes for creating passive
interference of the air defense radar were used by the
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British in July 1943 when the air force flew to Hamburg.
Since October 1943, the transmitters of active interference
«Karpet» have become widely used on American aircraft.
The losses of aviation have sharply decreased. A combined
use of passive and active radar interference has reduced
the effectiveness of enemy air defenses in 4—5 times.

The hydroacoustic camouflage is a significant influ-
ence on the elimination or weakening of the unmasking
features of ships. It is carried out in order to conceal
submarines and surface ships from the hydroacoustic means.
Hydroacoustic camouflage is achieved by:

— the use of sound-proof and sound-absorbing devices

and materials;

— the possibility of using low noise velocities of the

submarine and covering it under the jump layer (a layer

of water sharply reducing the capabilities of sonar for
detecting submarines);

— shutdown of heavily noisy auxiliary mechanisms, as

well as the use of noise simulators.

Species, methods and means of camouflage that are
aimed at eliminating or weakening of detectable features
are developed as the means of reconnaissance and maritime
weapon systems improvement

The miniature device «Buct-2» («Vist-2») serves as
an acoustic interference and silences the homing heads
of torpedoes and submarine sonars [4].

Methods of underwater vehicle camouflage by changing
the water density in the underwater vehicle wake are
known. This is achieved by increasing its salinity and by
cooling the power plant with more salt water than the
seawater, and dumping it into the wake. Thus, a decrease
in the discernibility of the ship’s wake is achieved [5].

The means of imitation of submarines are also used [6].

Concealment of the submarines is considered in [7-9].
Here, it is possible to create a marine combat mobile
complex in the form of a surface ship and a submarine
connected to it by disconnection. The connecting element
is made detachable from the submarine, and has positive
buoyancy and lines for air exchange and observation of
the above-water situation, connected to the corresponding
lines of the surface ship. The elements of negative buoyancy,
which compensates for the positive buoyancy of the sub-
marine, are also connected to the submarine cables with
actuators. In this case, the submarine can move along the
cables, changing its depth [10].

The known ways to solve the problems of camouflage
and limited visibility of submarine contours, based on
passive methods, allow to conclude that the most promis-
ing are still the means based on resonance phenomena of
a different physical nature. The authors’ research on camou-
flage means using artificially formed enclosing surfaces
in the form of caustic zones presented in the material is
quite simple and effective for achieving the stated goal.

In [11], acoustics of conformal transformation are used
to create camouflage devices with layered homogeneous
structures that can acoustically generate illusions of objects.
In [12], using optical transformation, it is offered to use
a camouflage cover that can mask an arbitrary object, simu-
lating the electromagnetic scattering of an empty V-shaped
cavity under a metal surface. Such camouflage device will
be misleading and confuse detectors and observers, and
therefore any object that is concealed under this camouflage
cover can’t be perceived. As an example of complex joint
missions, the creation of a coherent phantom wake through

the control of several electronic combat vehicles is an area
of great interest to the defense department with the aim
of deceiving the radar network [13]. In [14], an optimizing
procedure for the microwave absorber is proposed, based
on the absorbing mechanism of a single-layer microwave
absorber. The amplitude-frequency characteristic of the
material is obtained with the optimal adjustable electromag-
netic parameters together with the use of the optimization
method. Researches [15] consider the achievements in the
field of bioinduced photonic materials with different struc-
tural colors, including various easy and effective ways of
nanostructures construction and development of artificial
variables of structural colored photonic materials.

5. Methods of research

As already noted, the undisputed advantage of the
submarine, as an object of military operations, is its conceal -
ment. On the other hand, the most significant drawbacks
include «blindness» and noisiness of the underwater vehicle.
The first defect disappears only when the submarine leaves
the periscope depth, the second — only in the absence of
its own propulsion.

HASs with VDAs listen to a given area of the water
area for the purpose of detecting an underwater target.
Information on the main parameters of the submarine,
namely, bearing, elevation angle, distance is communicated
to the dispatcher of the military unit and from there goes
to the destroyer, which is sent to the location of the boat
to carry out deep-seated bombing.

In this paper, one of the options for a technical solu-
tion is proposed to ensure sufficient masking of the subma-
rine (with the obligatory observance of the absence of one’s
own propulsion). This technical solution is the creation of
a kind of hole in the form of a cylindrical tunnel in which
the boat will be anchored. The surface of the tunnel is two
coaxial shells filled with liquid and irradiated externally with
an ultrasonic beam. The latter forms a caustic zone, under
certain conditions, in the liquid of the tunnel shell, which
serves as an obstruction to the direction-finding systems.

The presented technical solution in the laboratory con-
ditions repeats the original ideology. In the laboratory, the
layout assesses the principal possibility of achieving the
desired goal of providing camouflage and a limited visibi-
lity of the submarine at any depth. An external ultrasonic
beam generator with a frequency of 36 kHz and a power
of 650 W (Fig. 1) is used as an external irradiator [11].

Fig. 1. Appearance of the laboratory unit
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The submersible unit of ultrasonic radiators consists
of a block of ultrasonic radiators, which are made of
stainless steel and an ultrasonic generator. On the cover
of the unit inside the case there are ultrasonic radiators,
which convert electric energy into ultrasonic vibrations.
On the back panel there is the output of the network
cable. The immersion unit is connected to an ultrasonic
generator. In addition, the ultrasonic unit is lowered into
the liquid.

6. Research results

In the absence of irradiation with an ultrasonic beam of
the outer shell of the tunnel, clear images of the submarine
appear on the screen of the direction finder (Fig. 2, a).
To obtain the desired camouflage effect under the pro-
tection of the surface of the caustic zone, it is necessary
to fulfill two conditions — a significant wave size of the
outer shell of the tunnel and the choice of the beam
coincidence angle of the ultrasonic generator.

The first condition allows to consider the element of
the outer shell of the tunnel as a plate at a considerable
wave size, i. e., larger than a few units, as a plate that
emits a sound wave into the inter-shell liquid. The phe-
nomenon of aberration can be regulated by appropriate
selection of the material of the outer shell and liquid
in such way that the ratio of the sound propagation
velocities in them makes it possible to construct caustic
zones in the form of a confocal surface of the tunnel
shell of a given radius. Obviously, with an insignificant
wave size, the mechanism for constructing an insulating
surface will not work. In Fig. 2, b, the initial change
in the visibility of the contours of the underwater ve-
hicle body is demonstrated. These changes, as can be
seen, are not yet of a fundamental nature, but they also
take place.

Selection of the ultrasonic beam incidence angle on
the outer shell surface of the tunnel to the values of the
incidence angle, that is, before the onset of geometric
resonance in the form of wave coincidence. This allows
further develop the distortion of the body on the screen
of the direction finder of the submarine (Fig. 2, ¢). This
is achieved due to the fact that the turbulence and energy
activity of the inter-shell liquid under resonance condi-
tions reaches a level where the visibility of the contours
practically is disappear. Thus, a satisfactory camouflage
of the submarine from the direction finding equipment
is ensured. The mechanism of this phenomenon is caused
by a sharp increase in the power of the ultrasonic beam,
which has passed inside and sound waves generated by it
due to the onset of the so-called «acoustic transparency»
of the outer shell of the tunnel [12, 13].

Thus, the <acoustic transparency» of the outer shell
creates the prerequisites for a sharp increase in the energy
state of the initially stationary inter-shell liquid. At the
same time, «acoustic transparency» transforms the inter-
shell liquid into a turbulent structure with the existing
temperature gradient over the entire volume, cavitation
appearance and, naturally, a stochastic distribution of the
amplitude of liquid oscillations.

It is obviously that the proposed technical imple-
mentation, providing for <«acoustic transparency» of the
outer shell, turns the inter-shell liquid into a high-energy
turbulent screen, which is the only concealing element.

Fig. 2. Image of the test sample of the submarine:

a — the starting position, there is no ultrasonic beam irradiation of the
isolating tunnel; b — external artificial acoustic radiation of the shell of the
tunnel (outside the resonance zone); ¢ — on the screen of the direction
finder sensor when there is a resonant situation in the inter-shell space —
wave coincidence

7. SWOT analysis of research resulis

Strengths. The original side of the obtained results
of laboratory studies is the confirmation of the theoreti-
cal prerequisites for the technical implementation of the
artificial formation of enclosing surfaces in the form of
caustic zones for camouflage and concealment of a mili-
tary underwater product. An obvious advantage of this
method is the ability to remotely control the submarine
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camouflage on the part of the dispatcher (unit commander),
as well as the speed of transition to active actions in
force majeure.

Weaknesses. The proposed technical implementation is
not the only possible to achieve the goal of submarine
camouflage, its imperfection can be classified as a low-
mobility enclosing surface, assuming a stationary state of
the enclosing tunnel. At the same time, it is possible to
make a fencing tunnel capable of changing its underwater
dislocation both in depth and in azimuth.

The weaknesses of the proposed technical solution
include stationary, at the anchorage, location of the en-
closing tunnel and the essential dependence of the speed
and quality of the installation of the enclosing tunnel
on the topography of the seabed. A promising solution
to this disadvantage is to work out the possibilities of
towing a fencing tunnel to a new location in a given
part of the water area.

Naturally, the main disadvantage of entering the sub-
marine into the enclosing tunnel is its «blindness», which
creates a lot of difficulties for fulfilling all conditions of
camouflage.

Opportunities. In combat conditions, the presence of
a towed enclosing tunnel will effectively combat the prob-
lem of deep-sea bombing by enemy destroyers.

It should be noted that the masking tunnel can, in the
absence of a submarine, perform the role of camouflage,
reproducing the noise effects and cavitation phenomena
of the underwater vehicle during towing. Thus, it will
take over, like a small or large a ship-target.

Threats. Additional costs for using the camouflage tunnel
are associated with the need for towing by underwater or
surface water, mooring at a certain depth in the anchor-
age, as well as electromechanical and energy support for
the technical realization of this idea.

In the open press on the issues of camouflage and the
limited visibility of such technical solution, information
is not provided.

1. The calculation model of the chosen technical solu-
tion is developed. This model allows to adequately analyze
the nature of studied phenomenon and develop recom-
mendations for improving its functioning.

2. The necessity of fulfilling the condition of a large
value of the wave size, which is a product of the rep-
resentation of the outer shell elements of the tunnel in
the form of a set of planar elements, is justified. This
is achieved either by increasing the radius of the outer
shell, or by changing the corresponding velocities of sound
into the shells and separating the shell of the liquid, or
of both factors simultaneously. In this case, irradiation
is now provided in the plane element of the shell inside
the liquid and sound waves with a defined degree of
aberration.

3. The conditions for the necessary degree of change in
the composition of the physical properties of the separating
liquid and the material of the outer shell of the tunnel
are determined, which determine the required degree of
aberration as a ratio sin o=c/V.

4. Tt is found that in a laboratory unit for conducting
semi-detailed studies for a radiation frequency of 36 kHz
for the resonance of circumferential waves, an angle of

incidence must be ensured equal to 10 degrees from the
outer normal.
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AHAMK3 TEXHWYECKOH{ BO3MOMHOCTH MACKHPOBKH
CYEMAPHHBI OT CPEACTB MENEHTALHHA

[IpuBoasATCS pe3ynbrarhl JTaGOPaTOPHBIX HCCAenOBaHuUil ab-
(eKTUBHOCTH yJIBTPa3BYKOBBIX TEXHOJIOTUI PN PEMIeHUH 3a/ad
MaCKUPOBKHU CyOMapuH OT CPEACTB TeJICHTAINN TTOIKUIbHOM, OITy-
cKaeMoil U GYKCUPYEMOi CTPYKTYPBI THAPOAKYCTUYECKUX CTAH-
it ¢ aHTeHHaMU TepeMeHHoil TryouHbl. [lokasana BOZMOKHOCTD
MaCKUPOBKU CyOMapuHbBI NPH OTCYTCTBUU COOCTBEHHOTO XOJA.
IIpoananm3upoBanbl BOSMOKHOCTU IIPE/LJIATaeMOT0 TEXHUYECKOTO
pelenns /I CO3/[aHisl MAcKUPYIONIEro OrpaskJeHns Ha OCHOBe
reOMETPUYECKOr0 PE30HAHCA UCKYCCTBEHHO (hPOPMUPYEMbIX OTPaK-
JIAIOMIUX 30H KayCTUKMU.
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DEVELOPMENT OF METHODS AND
MODELS OF COMPLEX OF SECURITY

TECHNOLOGIES FOR PRINTING

PRODUCTS

IIposedeno ananis icnyiouoi mexnonozii ONUCY PIBHS 3aXUWEHOCMI NOizpapiunozo eupody 6id

panvcupixayii 3 nacmynnum suseiennsam ii nedonixie. Pospobaena mamemamuuna modenn, wo 00360-
JLAE 00UUCIUMU THMEZPOBAHUL NOKASHUK 3axuuenocmi eupoby. OcoOausicmio mooei € GUKOPUCMAHHS
NOHAMMSA <«<MEXHONOZIUHUU PO, W00 BUKIIOUUMU 3ACTNOCYBANHA OOHOMUNHUX 3AXUCHUX eLeMEHMIE.
Pesynvmamamu nposedernozo 00cioxncenns € peKxomenoayii 3 Onmumizayii 6ubopy 3axucH0z0 KOMIIEKCY.

Kmouosi cnosa: saxuwenicms noiizpadiunozo eupody 6id (arvcudixayii, mexnoioziunui pso, sa-

XUCHULL KOMNJIEKC, 3AXUCHULL eJleMeHM.

1. Introduction

Currently, in Ukraine and most countries of the world
there is an objective need to counter falsification of printing
products. The urgency of this problem is largely due to
the development of printing technology and its wide-
spread use.

With all the variety of currently available technical
security methods, there is a certain gap in the field of
security of products of wide distribution, such as labels
and packaging. The issue of security of the printing design
is especially acute in connection with development of re-
productive and digital equipment, which makes it possible
to easily reproduce the original packaging that does not
have security. Unlike traditional objects of application of
security equipment, packaging and label products have
certain limitations. These restrictions primarily concern
the cost of protected products, the nature of the design
and the used materials.

Given the cost constraints imposed on the security
elements of label and packaging products, the applicability
of most of them is low, as well as economic efficiency.
For these reasons, it is necessary to create an effective
integrated product suitable for the security of labels and
packaging products.

Thus, there is a need to develop methods and models
for assessing the level of security of a printed product,
which will make it possible to comprehensively solve the
problem of choice and minimize the cost and time costs
for developing the original layout of a protected product.

2. The ohject of research
and its technological audit

The object of research is the process of selection of
the elements that make up a complex of security printing
technologies to counter the fabrication of a printing product.

The subject of research is optimization methods in
the problems of selecting a complex of security printing
technologies, information technology of pre-press prepara-
tion of publications.

One of the most problematic places is the process
of deciding whether to incorporate into the design of
a printed product some or other elements that protect
the product from falsification. At large and well-known
enterprises, such as Ukrspetspoliprografia (Ukraine) or
Goznak (Russia), such decisions are made on the basis of
collective analysis in the relevant departments. Secured
printing products number dozens (securities, documents)
and even hundreds (money banknotes) of security elements
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