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ANALYSIS OF METHODS AND
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RECOGNITION

IIpoananizosani 3adaui, memoou i Mexnoi02ii PO3NIZHABANHS TIOOUHU NO 300PANCEHHIO 0ONUUYSL.
Busnaueni sumozu ma paxmopu, w0 6niusamy Ha 03HAKU i XAPAKMepucmuxu o6’ exkma cucmemu 6io-
mempuunoi idenmuikauii 1100unu no 06IUUUI0, NPOAHAIIZ08AHO OCOOIUBOCMI KIACI6 MA BLACMUBOCTT
sadau. Pospobnenuil y3azaivnenull aizopumm asmomamuunoi idenmugixayii aodunu no o6auuuio,
NPOAHATIZ08AHT MONCTUBOCTIE NOOANLULOZO PO3BUMKY MAKUX CUCTEM.

Kmwouosi cnosa: posnisnasanns obiud, idenmugikayis ocobucmocmi, cucmema 6iomempuunoi ioem-

mugpikauii 1oounu no ooauuYIO.

1. Introduction

At present, biometric systems of human identification
are widely used. Classical identification systems require
knowledge of the password, the presence of a key, iden-
tification card, or other identifying item, it can forget or
lose. In contrast, biometric systems are based on unique
biological characteristics of a person that are difficult to
forge and which uniquely identify a particular person.
Such characteristics include, for example, fingerprints, palm
shape, face geometry, iris pattern and retina image [1].

According to the report «Faith in Technology», prepared
in May 2017 by HSBC, the countries of Asia and the
Middle East are ahead of the West in the introduction
of biometric technologies. India tops the list of countries
with the greatest distribution of biometric identification
tools, whose residents three times (9 %) used «iris rec-
ognition» for identification, than residents of any other
country (3 %) who participated in the study. The Chinese
prefer using fingerprint scanners (40 %). They are followed
by Indians (31 %) and residents of the UAE (25%). At
the same time, only 9% of French and Germans, and 14 %
of Canadians used fingerprint scanning technology for iden-
tification [2].

At the same time, the regular use of traditional tech-
nologies, such as password-based identification, is most
common in the West. When it comes to managing money
assets, people in India (50 %) and China (48 %) are much
more likely to trust computer advice than people, while
for Canada and the UK this figure was 18 % and 21 %,
respectively [2].

The task of identifying a person’s face in a natural or
artificial environment and further identification has always
been among the top priorities for researchers working in the
field of computer vision systems and artificial intelligence.
Nevertheless, many studies conducted in leading scientific
centers around the world for several decades have not led
to the creation of real computer vision systems capable
of detecting and recognizing a person in any conditions.
Despite the proximity of the tasks and methods used
in the development of alternative systems for biometric
identification of a person, such as fingerprint identifica-
tion or iris image, the face image recognition systems

are significantly inferior to these systems. Therefore, the
issue of research, improvement and development of modern
methods and technologies for human face recognition is
an urgent task.

2. The ohject of research
and its technological audit

The object of research is the processes of biometric
identification and human authentication based on the
image of his face for computer vision systems.

Biometric authentication is the process of proving and
authenticating through the presentation of a user’s biometric
image and by transforming this image in accordance with
a predefined authentication protocol. Biometric authen-
tication systems are the authentication systems used to
verify the identity of people with their biometric data.

Face recognition is the automatic localization of a
human face on an image or video and, if necessary, the
identification of a person’s identity on the basis of avail-
able databases (DB).

Biometric systems consist of two parts: hardware and
specialized software. The hardware includes biometric scan-
ners and terminals that capture a particular biometric
parameter and convert the information received into a digi-
tal model available to the computer. And the software
processes this data, correlates it with the database and
makes a decision as to who appeared before the scan-
ner. For example, [3] provides an analysis of biometric
fingerprint sensors for an access control system, and [4]
compares the characteristics of specialized biometric ac-
cess control systems.

In order for the biometric system to be able to further
identify the user, it must first register information about
its identifiers. Commercial systems (in contrast to systems
used by law enforcement and law enforcement agencies)
retain not the image of real identifiers, but their digital
models. When the user repeatedly accesses the system, the
model of his identifier is again formed, and it is compared
with the models already entered earlier in the database.

A serious problem facing computer vision systems is the
large variability of visual images associated with changes
in illumination, color, scale, viewing angles. In addition,
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people have a habit of walking around the streets and
in the premises dressed, which leads to significant varia-
bility in the images of the same person. However, the
most difficult task of computer vision is the problem of
eliminating the ambiguity that arises when designing 3D
real-world objects on flat images. The color and brightness
of individual pixels in the image also depends on a large
number of hard-to-predict factors. These factors include:

— number and location of light sources;

— color and intensity of radiation;

— shadows or reflections from surrounding objects.

The task of detecting objects on the image is also
complicated by the large amount of data contained in
the image. The image can contain thousands of points,
each of which can be important. Full use of the informa-
tion contained in the image requires the analysis of each
pixel for the belonging of its object or background, taking
into account the possible variability of the objects. Such
analysis may require large expenditures of the required
memory of the computer’s performance.

The disadvantages of person recognition by the person
image include the fact that in itself such system does not
provide 100 % reliability of identification.

3. The aim and ohjectives of research

The aim of research is analysis of the existing tasks,
methods and technologies of human face recognition. To
achieve this aim, it is necessary to solve the following tasks:

1. To determine the requirements and factors affec-
ting the characteristics and characteristics of the object
of biometric face recognition system.

2. To analyze the features of classes and the properties
of problems of human face recognition.

3. To develop a generalized algorithm for automatic
detection and human face recognition.

4. Research of existing solutions
of the prohlem

The problem of face recognition was considered in the
early stages of computer vision. A number of companies
for over 40 years are actively developing automated and
now automatic systems for recognizing human faces:

— Smith & Wesson (ASID-Automated Suspect Iden-

tification System);

— ImageWare (FacelD system);

— Imagis, Epic Solutions, Spillman, Miros (Trueface

system);

— Vissage Technology (Vissage Gallery system);

— Visionics (Facelt system).

Face recognition technologies are used in a wide va-
riety of areas [5]:

— ensuring security in places of large crowds;

— security systems, prevention of illegal intrusion into

the territory of the facility, search for intruders;

— face control in the catering and entertainment seg-

ment, search for suspicious and potentially dangerous

visitors;

— verification of bank cards;

— online payments;

— contextual advertising, digital marketing, Intelligent

Signage and Digital Signage;

— photographic equipment;

— forensics;

— teleconference;

— mobile applications;

— photo search in large photo databases;

— mark people on the photo in social networks and

many others.

Apple use the face recognition system to unlock the
phone — selfie, taken by the owner of the phone on the
front camera, will be compared with the pre-loaded photo-
standard. Google already uses face recognition in Android,
to unlock the device. However, the developers have repea-
tedly argued that face recognition is not sufficiently pro-
tected in comparison with traditional methods. In Europe,
the full-scale scientific project Tabula Rasa is being con-
ducted, the main purpose of which is development of fraud
protection for biometric identification methods [6].

Human face recognition stands out among biometric
systems in that, firstly, no special or expensive equipment
is needed. For most applications, a personal computer and
a normal video camera are sufficient. Secondly, physi-
cal contact with devices is not possible. Do not touch
anything or specifically stop and wait for the system to
operate. In most cases, it’s enough just to pass by or stay
in front of the camera for a few seconds [7].

Efficiency of face recognition directly depends on such
factors as the stability of the biometric pattern to various
kinds of obstacles, distortions in the original photo or
video recording [8—10].

With all the variety of different algorithms and methods
of image recognition, they have a similar structure. A typi-
cal recognition method consists of three components [11]:

— transform the input image into the original repre-

sentation (can include both pre-processing and mathe-

matical transformations, for example, calculations of
the main components);

— highlighting the key characteristics (for example,

take the first n main components or the coefficients

of the discrete cosine transform);

— classification mechanism (modeling): cluster model,

metric, neural network, etc.

In addition, the construction of the recognition method
relies on a priori information about the subject area (in
this case — the characteristics of the person’s face), and is
corrected by experimental information that appears during
the development of the method.

The tasks of human face recognition are divided into
three classes: search in large databases, access control and
photo control in documents. These tasks differ both in the
requirements provided to the recognition systems and in
the methods of solution, and therefore are separate classes.
Requirements for errors of the first and second kind for
such classes are different. A type I error, a misdetection,
is a situation where the object of a given class is not
recognized (skipped) by the system. An error of the second
kind (type II error, false alarm) occurs when an object
of a given class receives an object of another class [12].

There are several approaches to creating a face recog-
nition algorithm: empirical, invariant and face detection
using patterns.

The empirical approach was used at the beginning of
the development of computer vision. It is based on some
rules that a person uses to detect a person. For example,
the forehead is usually brighter than the central part of
the face, which, in turn, is uniform in brightness and color.
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Another important feature is the presence of parts of the
face in the image — nose, ears, mouth and eyes. To deter-
mine the face, a significant reduction in the area of the
image is made. These methods are easy to implement, but
they are practically unsuitable in the presence of a large
number of extraneous objects in the background, several
persons in the frame or with a change in perspective.

The following approach uses the invariant features
characteristic of the face image. At its basis, as in the
previous method, lies the attempt of the system to «think»
as a person. The method reveals the characteristic parts of
the person, his boundaries, the change in form, contrast,
etc., unites all these signs and verifies. This method can
be used even when turning the head, but if there are
other persons or a non-uniform background of recognition
it becomes impossible.

The third approach is detection of the faces using
patterns, which are set by the developer. The person is
presented to a specific pattern or standard, and the purpose
of the algorithm is testing each segment for the presence
of this pattern, and the check can be performed for dif-
ferent angles and scales. Such system requires a lot of
time-consuming calculations.

For comparison with graphic images-patterns, two main
algorithms are used: minimum average correlation ener-
gy (MACE) [13] and local binary patterns (LBP) [14].

Local binary patterns (LBPs) use pixel processing on
a digital image. The LBP algorithm is popular for recogni-
zing a graphic image in general, and recently it is also used
for face recognition. Nonparametric LBP kernel analyzes
pixel structure of images. It is invariant to monotonic
gray-scale transformations, that is, it is less sensitive to
illumination, it is very important.

The principle of MACE filter operation is based on
determining the average degree of correlation with pre-
prepared images; the correlation coefficient is zero on the
entire image, except for areas that coincide with the patterns,
that is, in these areas the correlation degree is greater.
To work, it is necessary a pattern database to calculate
the correlation degree. To ensure greater reliability in the
database, it is necessary to have a relatively large number
of facial images, under different lighting conditions and
changes in facial expressions.

5. Methods of research

The basis of any face recognition system is the method
of its coding. In some cases, an analysis of individual local
characteristics is used to represent the general image of
a person in the form of statistically valid, standard data
blocks. This method is used by Viscionics Corporation
in its Facelt system. This mathematical method is based
on the possibility of obtaining a person with a represen-
tative sample using modern statistical techniques. They
cover the facial image pixels and universally represent the
face shapes. In fact, there are much more elements in the
construction of a person than the number of parts of it.
The identity of a person is determined not only by the
characteristic elements, but also by the method of their
geometrical unification (their relative positions are taken
into account). The obtained complex mathematical code
of individual identity — the Faceprint pattern-contains
information that distinguishes a person from millions of
others with high accuracy. The pattern depends on changes

in lighting, skin tone, presence or absence of glasses, facial
expressions, hair, is resistant to change in angles up to
35” in any directions.

Facelt system automatically evaluates the image quality
for face recognition and, if necessary, is able to improve
it. It also creates a face image from the data segments,
generates a numeric code or internal pattern unique to
each individual. The system incorporates a time tracking
mode, as well as the compression of a face image to a size
of 84 bytes for use in smart cards, barcodes and other
devices with a limited storage size.

A person is a fairly simple object for recognition (when
compared with other classes of objects). However, on the
other hand, the face recognition systems have strict re-
quirements for reliability, accuracy and stability of the
allocation in the presence of various obstacles and changes
in shooting conditions. The stability and accuracy of the
recognition of facial elements on images in modern systems
already exceed these characteristics for an expert person.

Typically, an image of a person is presented on an
ambient background, which is not homogeneous (interior
or exterior). The main stage of the face recognition system
consists in determining the local area of the person’s image
according to its characteristic features (color components,
local features of the points of the face and their relative
position, shape). Allocation and evaluation of these cha-
racteristics underlies a whole class of algorithms aimed
at solving the task of detecting faces on static images
and video sequences [15-18].

The choice of algorithm that is used to human face
recognition also depends on the specific conditions for its
application. For example, the task of identifying a particular
person in a crowd requires the use of sophisticated methods
to reduce the level of false alarms. In the initial stages of
the work, the identification system must cut off candidates
that are not suitable and use the many candidates that
remain to make the final decision on identification.

6. Research resulis

Solution to the problem of detecting objects on the
face image is in correctly selection of the description of
the objects for which the system is created and recognized.
The description of the object must take into account its
characteristic features and be sufficiently representative
to distinguish this object from other elements of the sur-
rounding scene.

To avoid subjectivity when choosing the desired de-
scription, one can use methods of automatic selection of
the corresponding characteristics of the object, which
are realized in genetic algorithms and in the training of
artificial neural networks. At the same time, there are
a number of parameters in the description of the object
that the researcher currently has to select, developing
a detection and recognition system. This choice includes:

— selection between 2D and 3D view of the scene and
object. Algorithms that use the 2D representation are
usually simpler than 3D algorithms, but at the same
time require a large number of different descriptions,
corresponding to the representation of the object under
different observation conditions;

— choice between describing the object as a whole or

as a system consisting of a certain number of inter-

related elements;
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— choice between the system of characteristics, based
on geometric or other characteristics, describing the
specifics of the object.

Let’s analyze the features of the distribution of prob-
lems of human face recognition to classes.

For a class of image search tasks in large databases,
one solution is to store small sets of predefined key cha-
racteristics in the database, as much as possible character-
ize the images. First of all, this method belongs to the
method of principal components (the method of «own
persons») [19-22]. Development of the method of prin-
cipal components based on neural networks is described
in [23, 24]. [25] also showed the possibility of using the
features formed on the later layers of a specialized neural
network for the classification of images by the nearest
neighbor method.

By configuring the system, it automatically solves the
problems of access control, it is possible to control the
conditions for obtaining images that will be stored in
the database, and to achieve their compliance with the
conditions in which identification of a person will be
carried out. Under the term «conditions» in this case,
it is possible to mean both the person’s light exposure
when shooting, and its position in front of the camera
(angle, distance to the lens), facial expressions, etc. To
reduce the probability of incorrect identification, when
creating a classifier, it is possible to use several images
belonging to one person (with variations), up to com-
parison of video sequences of certain specific head move-
ments and facial muscles of the face. In addition, when
solving a problem of this kind, there arises the problem
of physicians’ age-related changes (search and selection
of time-invariant characteristics). Typically, the system
developer is able to provide an update of the image
database in the event of an increase in the number of
false access denials.

The main difficulty in automating the task of control
of photographs in documents is the complete absence of
any a priori information when comparing the images of the
presenter received from the video camera and the photo
scanned from the document. A significant complication is
also possible a difference in the age of the person depicted
on the document and the person facing the camera (the
validity of the passport can be from 5 years to 55).

In addition, the problem is obtaining more or less the
same (in terms of brightness) of the compared digital im-
ages. If the process of obtaining a high-quality image of
the presenter of the document now does not cause any
special problems, the digitization of the photo-portrait,
glued to the document, is complicated by several factors.
First of all, the quality will be lost due to the fact that
not the object itself (the original) but its two-dimensional
photo image is used to obtain the digital image, and also
because it is impossible to control the initial conditions
for obtaining this copy [26].

Distortion of digital images is due to the presence
on modern documents of anti-counterfeiting tools. The
imposition of varying degrees of complexity of patterns
and seals on documents is used in many states and can
serve as an additional complication in the analysis of the
image and the allocation of signs for recognition.

The solution of the passport control problem requires
the use of recognition methods, based on the comparison
of only two images. The main difficulty of its solution

lies in finding a sufficient number of common or dis-
tinctive features on the compared images for a confident
answer to the question of the identity of objects. To deter-
mine the necessary minimum of such signs, based only on
a couple of photos and often not being able to use any
a priori information about the objects depicted on them,
is a difficult task. Therefore, researchers working in this
direction proposed methods based on the deformation of
one image with the aim of transforming it into another
and evaluating the <«efforts» required for its implemen-
tation [21].

The results of the analysis of the properties of human
face recognition problems are given in Table 1.

Having analyzed the requirements and peculiarities of
the problems of human recognition by the person, let’s
develop a generalized algorithm for solving such problems.

The currently existing methods of automatic detection
and human face recognition realize a scheme consisting (in
the general case) of the following steps (Fig. 1):

1) identification of the presence of a person on the
stage;

2) highlighting the figure of a person;

3) separation of the head;

4) determination of the head position (full face, profile);

5) separation of a person and his characteristics (at-
tributes);

6) tracking the movement of a person by frames (for
video images);

7) quality evaluation of the selected image;

8) comparison with standards and identification;

9) creation of an entry for the database.

Depending on the specific conditions, the structure
and implementation of individual steps of the algorithm
may differ. In the most difficult case, the person’s face
detection and identification system is used in a highly
variable environment, with a large flow of input data.
For example, work on city streets with heavy traffic, in
the metro, airports, etc. To achieve satisfactory results of
the algorithm, the use of maximum available information
is required.

The algorithm should be able to effectively perform
such actions:

— cut off static and slowly changing elements of the

scene;

— work in different lighting conditions;

— recognize the figure of a person from different angles;

— track the movements of a large number of people;

— automatically select the time that is suitable for

performing the identification of this person.

To provide such capabilities of the algorithm, a certain
hardware saturation of the system is necessary. It includes
multi-camera review and analysis of the scene with the
possibility of selecting a 3D-structure. Also, resources are
required for high-speed video stream input with filtering
of scene elements with motion parameters and using color
to highlight scene elements. In addition, cameras with
high resolution and good optics are needed to provide the
greatest possible range of reliable identification. In simple
cases, with a static scene and a limited flow of events, it
is possible to use a simpler hardware structure and algo-
rithm. For example, a stereopair or a single camera and
a pre-prepared scene model may be sufficient to reliably
determine the fact that a person is in the control zone,

highlighting his figure, and identifying him.
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Table 1
Analysis of the properties of human face recognition problems
Class Regquirements Description Algorithm
Comparison of the «one-to-many» type. | In a large database, it is necessary to find | The surveillance system takes pictures of
High requirements for an error of the | the image that is most similar to the speci- | a person. With the help of a neural netwark,
first kind — the recognition system must | fied one. The search should be conducted in | the face area is searched. It is highlighted,
The task of finding | find images corresponding to this person. | a reasonable time. the brightness and the contrast of the image
images in large da- | A small number of other people are | The applied methods: the method of the main | are optimized, then the normalized photo
tabases allowed in the resulting sample. Require- | components (the method of «own persons»), | portrait goes to the processing of another
ments for accuracy are not as critical | the development of the method of principal | neural network that recognizes the entrance
as in access control and documentation | components on the basis of neural networks | portrait and makes a choice from similar
control tasks and the method of the nearest neighbor photos stored in the database
Comparison of the «one-to-few» type. The | The system should recognize a group of faces | On the door there is a photo or video camera
requirements for errors of the second | and open access to a specific room. People who | that fixes the person at the entrance. The
kind are critical. The system should not | are not in this group, the system do not miss. | photograph shows the area of the face, then
The task of access recognize strangers, perhaps even by in- | There are no restrictions on the methods used | it is recognized. If the person corresponds
contral creasing the errors of the first kind. It is | here, but all of them agree that there is a training | to the portrait stored in the database, then
necessary high reliability of recognition. | set of images of faces of a given group of | additional information is read: name, age,
The system should work in real time. | people to which the system accesses during | position, etc. On the basis of this data, the
In the process of operation, the system | the recognition process or is tuned to it in the | system opens or closes access to objects
is rapidly being trained training process
Comparison of the «one-to-one» type. | It is necessary to compare the received image | The surveillance system takes a photo of
To formulate the requirements for er- | of a person’s face, with a photograph from the | a person. With the help of a neural network,
rors of the first and second kind as to | document in real time in the absence of a priori | the area of the face in the photograph is
the recognition system is incorrect. It is | information about the analyzed photo portraits. | searched. The face area is analyzed, the
The task of control- | desirable that the system does not make | The system determines whether these persons | signs for recognition are highlighted, after
ling a photo in docu- | mistakes when comparing. are one person or not. which this photo portrait is compared with the
ments Taking into account all possible differ- | The methods are applied with special adapta- | photo from the document. For this, the photo
ences in the learning process or setting | tion, for example, they use methods based on | is scanned and the features for recognizing
up the system is complex. Great influence | deformation of the image with the purpose of | are allocated
is exerted by age and other changes | its transformation and evaluation of the «efforts»
in the face required for its implementation
The task of determining the presence
. 1. Identification of of a person on the stage requires an al-
a person presence gorithm of a certain level of intelligence.
It does not have to be a system, it reacts
simply to the fact of the scene change.
N The human detection algorithm should
| false 2. Identlﬁ’caft;on of not give false alarms when changes in
a person's igure illumination, the movement of shadows
from static objects, the appearance in
the control zone of animals, etc. In the
DB of ..
v registered case where this is necessary, the problem
false d identificat standards of creating an adequate description of
) 3. Head identification the scene arises. This description may
represent a three-dimensional model of
DB a scene, a probable model for distributing
v entry colors or brightness of scene elements or
false Head position a system of features, distipguish@ the
identification 9. Creating a DB entry e scene elements from recognition objects.
Relationships between scene elements
that are considered as backgrounds or
! domamic foreground elements may change. The
y . e .
. ; ; same human figure, if its image is less
false 5. Identification of the face Image 6. Tracking the movement ) higure, 8e Is.
<« . - > of a person from frame to than a certain limiting value determined
and its characteristics - .
frame by the ability of the optical system, can
static image be attributed to the background ele-
$ ments, since its analysis is unproductive
bad v good 8 C - h for the fulfillment of the basic task of
quality | 7. Quality evaluation of the quality - omparison with human identification
< selected image »| standards and identification . AP .
g When identifying a person moving
in the field of view of a human camera,
/\ it is necessary to track the movements
of the person from frame to frame. Hav-
recognized unrecognized  —  ing several images of one person in dif-

Fig. 1. Generalized algorithm for solving the problem of human face recognition

ferent angles, the program chooses the
most successful frame from its point of

—
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view and stores it in the database. By processing several
images of one person in different angles, it is possible to
achieve a very high percentage of recognition accuracy.

7. SWOT analysis of research resulis

Strengths. Methods of biometric identification and
human face authentication are used in multimodal bio-
metric systems. Multimodal biometric systems built on
the combination of several biometric technologies, such
as fingerprint recognition, facial features, voice, etc., are
characterized by high efficiency of detecting unautho-
rized access to self-service banking devices. And also to
the devices of the healthcare system database, mobile
devices and a large number of online and offline applica-
tions. Therefore, the introduction of multimodal biometric
systems in such sectors as healthcare, banking, financial
sector, securities and insurance sector, transport sector,
automobile transport, and also in the public sector will
have a positive impact on the market of biometric face
recognition technologies.

Weaknesses. To increase the identification accuracy,
one can use images of human blood vessels. Images of
blood vessels are the most stable and difficult to change
sign of a person. By scanning the face image in infrared
light, a unique temperature map of the face is created —
a thermogram. Identification of the thermogram provides
indicators that are comparable to fingerprint identifica-
tion indicators, but to operate such system it is neces-
sary to use expensive equipment. Installation, calibration
and subsequent operation of such equipment require the
involvement of highly qualified specialists.

Opportunities. A study of the possibilities for further
development of biometric identification systems in the
face shows that with an increase in the reliability of
electronic identification documents (ID cards), it is pos-
sible to predict the quality equalization of the compared
images. This is due to the fact that the information on
such documents is presented in digital form, that is, the
process of comparison of the generated digital image of
the card presenter and the identifier recorded on it is
simplified (with the allowance for video camera charac-
teristics and shooting conditions).

Allied Market Research (USA) predicts the growth of
the market for face recognition systems at 9.6 billion by
2022, with an average growth rate of 21.3 % per year.
The market leader, according to forecasts, will be the
United States. 3D technologies will occupy most of the
market compared to 2D, and the software market will
grow by 23.9 % annually until 2022 [6].

Manufacturers invest heavily in research and develop-
ment of biometric identification systems in the face. It is
expected that this will greatly accelerate the development
of such systems by identifying the qualitative parameters
of the face (scars, nose length, ear shape, facial expression,
age or sex of a person).

In connection with the growing need to increase the
level of security in Europe, a steady increase in the use
of biometric identification systems in the face is expected.
According to the marketing company GIA (USA), the
volume of the world market for identification technolo-
gies by face and voice can reach up 2.9 billion dollars up
to 2018 and according to MarketsandMarkets agency —
6.5 billion dollars

GIA analysts believe that the growing need for biomet-
rics (including face and voice identification technologies)
will contribute to increasing interest in ensuring secu-
rity and resisting terrorist attacks, racially and ethnically
motivated violence, crime and other unlawful acts. For
the biometric identification technology segment in the
face, the global CAGR will be 19 % (according to GIA)
and 27.7 (MarketsandMarkets estimates).

Analysts of MarketsandMarkets believe that first of
all the needs of state structures will contribute to the
market’s progress, as well as the continued spread of video
surveillance systems. In addition, according to the authors
of the work, good opportunities are opened by the ap-
plication of the technologies considered in consumer elec-
tronics devices and mobile gadgets. It is possible that
further development will receive «cloud» services based
on biometric identification in the face [2].

Threats. Despite the current level of photo and video
equipment, the face recognition systems are significantly
inferior to fingerprint analysis systems or iris images.

1. Requirements and factors influencing the perfor-
mance and characteristics of the object of the biomet-
ric face recognition system are defined. First of all, it
is the variability of visual images, the design of three-
dimensional objects, the number and location of light
sources, the color and intensity of radiation, shadows
or reflections from surrounding objects. The solution to
the problem of detecting objects on the image lies in
the correct choice of the description of objects, for the
detection and recognition of which the system is created.
This choice includes:

— the choice between 2D and 3D representation of

the scene and object;

— the choice between describing an object as a whole

or as a system,

— the choice between the system of characteristics

that describe the specifics of the object.

2. The features of classes and properties of human
face recognition problems are analyzed. For a class of
image search tasks in large databases, one solution is to
store small sets of predefined key characteristics in the
database, as much as possible characterize the images.
When adjusting the system, it automatically solves the
problems of access control, to reduce the probability of
incorrect identification, one can envisage the use of several
images belonging to one person (with variations), up to
comparing the video sequences of certain specific head
movements and face facial muscles. The solution of the
passport control problem requires the use of recognition
methods based on the deformation of one image in or-
der to turn it into another and to evaluate the «efforts»
required for its implementation.

3. A generalized algorithm for automatic face detec-
tion and recognition is developed. The presented scheme
of the generalized algorithm consists of nine simple steps
and takes into account the identification features using
photo and video images. The advantage of the algorithm
is the simplicity of implementation, it allows already at
the design stage of the identification system, to quickly
evaluate the system’s operability by analyzing the internal
interaction of its elements.
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AHAMH3 METOMOB H TEXHONMOTHit PACTIO3HABAHUA MIOAEH N0
H30EPAMEHHIO NTHLA

[Tpoananua3mpoBanbl 3a7[a4u, METO/bI 1 TEXHOJOTUHU PACIIO3HA-
BaHU YeJoBeKa 1o u3obpaskenuio uia. Onpeesensl TpebOBaHUs
1 (aKTOPbI, BAUAIONIME Ha TPU3HAKK U XapaKTEPUCTUKH 00beKTa
cucTeMbl GHOMETPUYECKON MIAeHTH(DUKAIIMN YeJOBeKa IO JIHILY,
MpoaHaJIN3uPOBaHbl 0COOEHHOCTH KJIACCOB M CBOiicTBa 3amay. Pas-
paborar 0600IIEHHDIN aJITOPUTM aBTOMATHYECKON HACHTU(DUKAINT
YyeJsIoBeKa I10 JIUILY, TPOaHATU3UPOBAHBI BO3MOKHOCTH AaJIbHENTIIEero
DPa3BUTHUSI TAKUX CHUCTEM.

Kmovesste cnoBa: pacrioznaBanme Jnil, UAeHTHGUKAINS TTIHOC-
TH, crcTeMa GHOMETPUYECKOI uaeHTH(MUKAIINN YeJ0BEKa 110 JIUILY.
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