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RESEARCH OF DEPLOYMENT MODELS
OF CLOUD TECHNOLOGIES FOR
BANKING INFORMATION SYSTEMS

O6’ckmom docnidocenns ¢ 6anxiscoki ingopmayiiini mexnonozii (nadani IT). Oonum 3 natibinvuws nPoOIEMHUX
MiCupb € HU3LKA ePeKMUBHICIND BUKOPUCTNAHHS ANAPATNHUX PECYPCie ma K HACAI00K BUCOKT sumpamu uacy ma
61002icemy na niompuUMKy ma po3eumox 6ankiecokux ingopmauiinux cucmem (nadaxri IC). 3acmocysanis xmapnux
mMexHo02ill, 0COOAUBO 3a YMOBU SuKOpUCcmanis moodeni poszopmanns Public Cloud, dossonse snauno niosuuumu
exonomiuny egpexmuenicmo 6anxiecoxux IT. Kpim ypozo, nidsuwuyemocs 6i0MOB0CMITIKICMb, ZHYUKICTb MA MACUL-
mabosanicmv 6anxiscoxux IT, a maxoy nokasnux weuoKocmi 6ueody npooyxkmis na punox (6id amei. time to
market). B x00i docuioceriis 6UKOPUCTOBYBANUCS KINLKICHT ma AKicHi nokasnuxu gynxyionysanns oanxiscorkux IC.

IIposedeno ananiz cyuacnux nioxodie 0o nobydosu cepsicro-opicnmosanoi apximexmypu oanxiecoxux IC na ocnosi
xmapnux mexnonoezii. Ilpusedeno onuc apximexmypnozo piwenns IT 3 6nposaddiceniia asmoMamu3osanux 6amxie-
coxux IC 3 ypaxysannam sumoz Havyionanrvnozo banxy Ykpainu ma €sponeticokux pezyismopis. Illpoananizosarno
ocnoeni banxiscori IC ma doyirvricmo 3acmocysanis 00 HUX PI3HUX MOOeel PO32OPMAHIS XMAPHUX MEXHOLOZIL.

Ompumanuit pesyaomam 6 KilbKiCHOMY BUPAICEHHT NOKASHUKIE HABAHMANCEHHA HA CUCMEMY 00360J5€ 3HALL-
mu dodamxosi pesepeu 0ns onmumisauii uacy 06podxu inpopmauii i nidsuwents exoHoMiunoi epexmusnocmi 3a
paxynok sacmocysanns Public Cloud. Haiibinvwozo epexmy moncauso 0ocsemu, 3acmocysasuiu 4o mooens 00
ABMOMAMU306AH020 ONepauiinozo ons 6anxy (6id anzi. Core Banking System). [lns dompumanms eumoz ma ypa-
xXyeamnis 0omexncers w00 PO3MIUEHIA KILEHMCOKUX OAHUX 8 POOOMI 3aNpONnoHOSaAHUTL MEXAHI3M 0enepconanidayii.

3asdsaxu ypomy 3abesneuyemupcs MONCIUGICG OMPUMANHA HAUOLILW ONMUMALLHUX 3HAYCHD NOKASHUKIE.
Y nopieusanni 3 ananoziunumu 6i0oMuMU cepsicamu, Makumu K ipmyarisauis, ue sabesneuye nepesazy, aoce
nemae neobxionocmi npudbanns yu opendu 06aadnanis, a 0OUUCIIOBANA NOMYNCHICTID MOJNCE MACUMAOYBATUCS

6 3HAUNO WUPWOMY 0ianasoni.

Kmwouosi cnosa: apximexmypa 6anxy, xmapii mexnonozii, 6anxiecoki inghopmayiiini mexnonozii, Core Banking

System.

1. Introduction

Due to the peculiarities of the activity, regulatory re-
quirements and construction of business processes, the
system universal banks operate with large volumes of data
and have integrated information technologies (IT) of the
landscape. The use of cloud technologies can significantly
improve the effectiveness of IT in general. In addition,
the visibility, flexibility and scalability of banking IT, as
well as the rate of output of products to the market (from
English, time to market, later TTM), are increasing. How-
ever, there are significant regulatory restrictions on the
movement of data into the clouds. The study will justify
the possibility of obtaining these advantages of cloud tech-
nologies without violating regulatory requirements.

Therefore, it is relevant to study the Public Cloud
deployment model, because this model allows to obtain
the best price offers at the cost of the service, because
the data center of the vendors are located in regions with
a minimum cost of resources.

2. The ohject of research
and its technological audit

The object of research is banking information tech-
nologies.

In the context of European integration, Ukrainian sys-
tem banks should be ready for radical modernization of

client, operational and reporting systems. The introduction
of European regulatory requirements is a difficult problem
for IT services of any Ukrainian bank. The solution lies
in the application of the latest IT technologies, in par-
ticular, the building of the IT architecture of the bank,
based on cloud services.

The main value of the bank is the data. Knowledge
of client data imposes a number of regulatory constraints,
such as the General Data Protection Regulation (GDPR),
etc. This creates legal and operational risks associated with
the fact that the bank at any time must to monitor client
data and ensure their confidentiality, integrity and acces-
sibility. The author believes that this is the reason for the
majority of regulatory restrictions and prohibitions on the
transition to cloud technologies in various legal systems.

3. The aim and ohjectives of research

The aim of research is studying the promising areas of
application of cloud technologies at different IT landscape
levels of banking IS, to reduce costs and improve the ef-
fectiveness of I'T support for business processes of the bank.

To achieve this aim, it is necessary to perform the
following tasks:

1. To compose high-level architectural scheme of in-
formation technology landscape of the bank.

2. To group the systems, determine their functional
purpose, analyze the quantitative and qualitative indicators.
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4. Research of existing solutions
of the prohlem

The problems of using cloud technologies in various
socio-economic spheres are studied in [1].

Among the main directions of solving the problem of
application of the Public Cloud and Hybrid Cloud de-
ployment models, identified in the resources of the world
scientific periodical, publications [2—4] can be singled
out. These publications take into account the specifics
of securing information that constitutes banking secrecy,
but there are no proposals for data depersonalization. In
particular, work [5] is devoted to solving the problem of
confidentiality of data by encryption, but this imposes
significant restrictions on data processing.

The work of other scientists [5—7] does not fully take
into account the specifics of IT security provision for
banking institutions.

Works [8—10] contain proposals on the use of cloud
technologies, but do not contain a comprehensive analysis
of the architecture of banking information systems (fur-
ther IS) based on cloud technologies, taking into account
regulatory constraints.

Thus, the results of the analysis allow us to conclude
that the introduction of cloud technologies in the IT land-
scape of Ukrainian banks must meet regulatory require-
ments. In particular, the regulatory acts of the National
Bank of Ukraine [11], the European Central Bank [12],
the Basel Committee on Banking Supervision, the Council
of Security Standards for payment cards and other insti-
tutions. Such features determine the specifics of the IT
architecture and the organization of the security system
that determines the need to study the mechanisms for
ensuring operational efficiency and protection against IT
security threats for banks.

5. Methods of research

The following scientific methods are used in research:
— graphical method — when studying IS architectural
schemes;

— system classification method — when determining the
priority directions of application of different models
of cloud technologies deployment;

— quantitative analysis method — when studying non-
functional requirements for banking IS;

— synthesis method — when forming a sample of sys-
tems that carry the greatest load and are critical for
business continuity.

6. Research resulis

According to the explanation of the National Bank of
Ukraine (NBU), the use of cloud technologies in the activi-
ties of Ukrainian banking institutions is possible provided
that the data is located on servers located on the terri-
tory of Ukraine. This corresponds to the Private Cloud
deployment model. Let’s consider deployment models for
On-Premise, Private Cloud, Public Cloud and Hybrid Cloud
in more detail.

Public Cloud. According to this deployment model,
the cloud service provider, for example, Amazon Web
Services (AWS) or Microsoft Azure, has computing re-
sources and supports them, giving customers access via the

Internet. Resources are shared and shared among all
users. This model is also known as the multi-tenant en-
vironment. By saving the scale of the location of data
centers in places with a minimum cost of resources,
cloud service providers can provide resources at a much
lower price than the cost of maintaining their own in-
frastructure.

Private Cloud. According to this deployment model, the
bank creates and maintains a cloud infrastructure in its
own data center or leased facilities. The main difference
from the Public Cloud is that the bank is the only user
who owns and uses the resources of a private cloud. This
deployment model is known as a single-tenant environment.
Private Cloud does not have such advantages in terms of
cost savings as Public Cloud, but it still allows to use
the functional advantages of cloud services to improve the
efficiency of the business processes of the bank.

Hybrid Cloud. The hybrid deployment model combines
cloud technologies of Public and Private Cloud to take
advantage of both models. The author believes that such
model will allow to secure the data as much as possible
while simultaneously acquiring advantages of the economic
efficiency of the Public Cloud.

On-Premise is a deployment model in which infor-
mation assets (data, software, processes) placed on the
bank’s own physical servers. In this model, the bank car-
ries the maximum costs — capital investment, opera-
ting costs for support and utility payments, depreciation.
This model provides for the functional benefits of cloud
services.

Let’s consider the main types of architectural land-
scapes of banking IS:

Monolithic architecture is a comprehensive IT solu-
tion, which includes the front end, an automated banking
system, a general ledger, subsystems for setting up ban-
king products, and storing data from one vendor. Usual-
ly leads to total dependence on the supplier (from the
English Vendor lock in situation), a decrease in flexibility
in meeting the needs of the bank and the deterioration
of TTM.

Modular architecture is an IT solution based on a large
number of software modules from different vendors and
internal developers that are integrated among themselves
through enterprise data buses, in accordance with the
principles of service-oriented architecture. The disad-
vantage of such architecture is usually the high cost of
resources to support and develop a complex integrated
IT landscape, which slows TTM. In addition, this crea-
tes the need to create and develop internal competence
centers that implement changes at the corporate data
bus level.

Micro-service architecture is based on micro services
that use events that are generated by software applications,
including them into processes that support the execu-
tion of business logic scenarios by applying standardized
mechanisms and API functions. This architecture is the
most innovative, because it allows to fully use the po-
tential of cloud technologies, significantly reducing the
TTM indicator for banking institutions.

It is proposed to consider a conditional bank, in the
architectural landscape of which the second and third types
of architecture are combined. In order to determine the
quantitative and qualitative parameters that will be taken
as a basis for determining functional and non-functional
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requirements for banking IS, the following scenario is
proposed:

— bank is licensed by the NBU and operates in all

client segments of the business — servicing individuals

and legal entities, international corporations, the public
sector, provides treasury services;

— client base has up to 15 million customers;

— the number of branches is 2 thousand (up to 10 em-

ployees working simultaneously on one department at

rush hour);

— the number of transactions is 50 million per day,

half per hour peak;

— the number of client accounts is 25 million.

The high-level architectural scheme of the IT landscape
of the bank (Fig. 1) consists of the following functional
blocks of applications:

1. Client IS /public-access hardware/software complexes
of public channels).

2. Customer relationship management systems (CRM).

3. Ensuring intersystem interaction, integration layer
(Integration layer).

4. Back end systems).

5. Enterprise data management.

Let’s consider these blocks in more detail:

1. Client IS/software and hardware public access com-
plexes include software applications and hardware for inter-
action with bank customers, individuals and legal entities.
These systems carry a heavy load in terms of the number
of users, while simultaneously using the functional (the
number of active user sessions). In addition, access from
public networks increases the risk of integrity violations
due to external attacks. To authenticate the payment trans-
actions, an electronic digital signature (EDS) must be
used. The availability of these systems directly results in
business continuity, therefore the recovery time of these
systems should be minimal.

2. Customer relationship management systems include
software applications for the input, processing and analy-
sis of client data, carried out by the bank’s employees.
These systems carry significantly less load, in terms of the
number of users and usually do not have interfaces for
accessing public networks. EDS must be used to confirm
the authenticity of payment transactions. The availability

of these systems has less impact on business continuity,
therefore Service Level Agreement (SLA) may provide
for a longer recovery time than for the systems of the
functional unit No. 1 and No. 3.

3. Ensuring intersystem interaction, the integration layer
includes systems that enable the exchange and transfor-
mation of data between applications. These systems bear
a heavy load in terms of the number of Online Trans-
action Processing (OLTP) from integrated systems, often
playing the role of transport or data sources for all other
systems. In some cases, access from public networks may
be provided, increasing the risk of integrity violation due
to external attacks. The availability of these systems di-
rectly results in business continuity, so the recovery time
of these systems should be minimal.

4. Operating banking systems include document proces-
sing systems for accounting and reporting on bank opera-
tions, processing of events generated by the systems of
functional blocks No. 1-3 and displaying the result of these
events in the bank’s balance sheet. Separate systems, in
particular the Core Banking System, (CBS), carry a large
peak load during Online Analytical Processing (OLAP) to
perform scheduled settlement closing processes operational
day and the formation of daily reporting. In some cases,
access from public networks may be provided, increasing
the risk of integrity violation due to external attacks. The
availability of these systems greatly influences business
continuity, therefore the recovery time of these systems
should be close to the minimum.

5. Data management systems include Data Warehou-
sing (DWH) and Data Lake and Business Intelligence
Tools (BI tools) for analysis, visualization of data for the
formation of regulatory and management reporting and
decision-making. Access from public networks is not pro-
vided. The availability of these systems does not affect
the continuity of the business, therefore the recovery SLA
may provide for a longer recovery time than for the sys-
tems of functional unit No. 1-4. However, it should be
noted that these systems are often a source for regula-
tory reporting, including in accordance with International
Financial Reporting Standards, so their inaccessibility for
more than a day will affect the timeliness of reporting
to the NBU and European regulators.

1. Public channels 2. CRM 5_ Enterprise data
management
1.1. Web site 1.4, ATM/POS 2.1.1. BWS 214.CM
1.2. PIIB 1.5. Portals 2.1.2. BWS (m) 2.1.5.DPD
2.1.3. CRM,

1.3. LEIB 2.2.8MS analytics 213.CB 5.1. Data Lake
i. _________________________________________________ |
| 31.ESB 32API 33ETL 3.4.MDM 3.51AM 3.6.BPM : 5.2.DWH
| |

3. Integration Layer
41.PCS 42.CBS 43.HRS 4.4 ERP 45 ED 4.6.CMS 5.2. Bl tools

4. Back end systems

Fig. 1. High-level architectural scheme of information technologies of the bank landscape
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Functionality of banking IS. Let’s briefly define the
functional purpose of each of the systems included in the
above-mentioned functional blocks.

1. Client IS/public-access hardware-software complexes
(Public channels):

1.1. Web page of the bank/Contact center (Web site).
It is designed to place structured content on the products
of the bank with the possibility of an interactive chat
with contact center employees for the bank’s customers.

1.2. Private individuals Internet banking (PIIB). It
is designed to manage your own accounts and cards for
bank customers, individuals.

1.3. Legal Entities Internet Banking (LEIB). It is in-
tended for management of own accounts, credit lines, salary
projects for bank customers, legal entities.

1.4. Automated teller machines, Point of sale terminal
(ATM, POS). Are intended for realization of settlement
operations with payment cards for clients of bank.

1.5. Partner portals. Are intended for rendering of pay-
ment services for clients of bank.

2. Customer Relationship Management System (CRM)
is designed for comprehensive customer service, analysis
of client data and development of solutions for bank pro-
duct offerings that meet the needs of customers, based
on customer profile analysis, risk rating, bank policies.

2.1.1. Branch work station (BWS) of the branch em-
ployee. It is intended for opening accounts, issuing and
registering payment cards, cash payment transactions, cur-
rency operations, maintaining a customer questionnaire,
financial monitoring.

2.1.2. BWS-mobile application. It is intended for regi-
stration of salary projects, consumer loans for managing
the electronic queue of a branch for mobile bankers, es-
tablishment of client loan applications.

2.1.3. Customer relationship management and analytics
system. It is designed to analyze the customer profile,
based on the risk rating, credit limits calculations, pro-
posals for cross sales of products for the bank’s clients.

2.1.4. Collateral management system (CM). It is de-
signed for registration and storage of photo data of fixa-
tion and assessment of collateral for the risk management
units of the bank.

2.1.5. Customer debt management system (Days past
due system (DPDS)). It is designed to automatically cal-
culate days of overdue debt for risk management units
of the bank.

2.1.6. Credit bureau, CB) — database of problem bor-
rowers for risk management divisions of the bank.

2.2. The system of automated delivery of messages to
customers (Short message system (SMS). It is intended
for delivery of information messages about campaigns of
promotional offers of individual conditions of service for
bank customers.

3. Ensuring intersystem interaction, integration layer:

3.1. Enterprise service bus (ESB) is designed to provide
inter-system integration and interoperability of banking IS.

3.2. API programming interface (API) is intended to
provide open APIs for integration with external systems
including portals that provide payment services to clients.

3.3. Extract, Transform, Load (ETL) system is de-
signed to synchronize large data sets of directories for
the IS bank.

3.4. Master Data Management (MDM) system is the
only source of reference data about bank customers and

online synchronization with other bank systems that con-
tain client data.

3.5. Identity and Access Management (IAM) system is
intended for providing strong authentication for external
and internal users of banking IS, dynamic management
of their access rights.

3.6. Business process management (BPM) system is
designed to manage, automate and robotize the bank’s
internal processes for operational service units.

4. Operating banking systems:

4.1. Product catalog system (PCS) is intended to serve
as the only source of reference data for the bank’s pro-
ducts and for synchronization with other bank systems
that contain the bank’s products.

4.2. Core banking day (CBS) is designed to perform
the function of the general ledger, acting as a source of
data on assets and liabilities and the bank’s daily balance
sheet for the NBU.

4.3. Human Resources System is designed to manage
the mode of work and pay for the personnel of the bank’s
human resources department.

4.4. Enterprise Resource Planning (ERP) system is de-
signed to manage the accounting of fixed assets, IBE and
other bank assets for the financial vertical units of the bank.

4.5. Electronic Document flow (ED) is designed for
storing, processing and approval of electronic documents
of bank customers.

4.6. Card management system (CMS) is designed for
managing a network of POS terminals, ATMs, calculating
commissions and coverage, managing the life cycle of plas-
tic cards for employees of the bank’s operational service.

4.7. Other separate food systems (other) are designed
to account for treasury operations, documcntary services,
custody operations, deposit box leases, sales of coins and
precious metals, and the like.

5. Data management systems:

5.1. Data Warehouse is designed to store structured
data from data source systems and data enrichment to
form accounting, management, statistical and operational
reporting. Users are units of analysis of bank data.

5.2. Data Lake is a storage for storing both structured
and non-structured data (images, emails, video, audio data,
etc.) to manage the bank’s data in a broad sense, from
financial statements to marketing campaigns.

5.3. Tools for data transformation and analysis (BI
tools) are designed for analysis, transformation, visualization
of data for the formation of regulatory and management
reporting and decision-making.

Non-functional requirements for banking IS. The author
proposes to divide non-functional requirements into blocks
corresponding to the following qualities of information:

— confidentiality of data;

— data integrity;

— authenticity;

— data availability (including IP performance).

Confidentiality means that data, especially those that
make up bank secrecy, must be protected from unauthorized
opening. The GDPR regulates the requirements for the pro-
tection of personal data and the possibility of their removal
from all bank systems, at the request of the client [7].
Under the Public Cloud model, the bank does not own
or dispose of resources, and the resources used to store,
process and transfer files are shared among other users.
This conflicts with these requirements.
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To solve this problem, the data placed in the cloud
is necessary to maximize depersonalize. Data can be de-
personalized by placing all the data that constitutes bank
secrecy using the Private Cloud deployment model, and
when inter-system interaction with the Public Cloud is
exchanged exclusively with the unique secret identifier
of the client. This identifier can be linked to the inter-
national bank account number (IBAN) in combination
with the unique client ID of the master data management
system (MDM).

This approach will also eliminate the risk of unau-
thorized use of data by cloud service providers. After all,
there is a hypothesis that global IT corporations, having
seized data from bank customers and obtained licenses for
financial activities, may pose a threat to the existence
of financial institutions. The latter will not be able to
compete with them in a technological aspect. Integrity
means that IT assets can only be changed by authorized
parties in an authorized way, refers to data, software and
hardware. In particular, to protect the «session level> of
the interaction of open information systems of the NBU,
the use of the cryptographic protection protocol at the
transport level version 1.2 (Transport Layer Security (TLS)
is regulated to ensure the integrity and confidentiality of
information [6].

Authenticity means that only authorized users can access
information resources and system functionality. Manage-
ment of credentials and user access based on cloud services
(Identity as a Service, IDaaS) that provides strong user
authentication and minimizes the risks associated with
attacks aimed at interfering with the session and stealing
credentials. In the IT market, there are comprehensive
solutions from leading suppliers. Such solutions include
two-factor authentication of users, dynamic management
of user access based on the template-role model, federated
scenarios for different security domains, audit of access
events and other opportunities. Functionality is able to
fully meet the needs of banking institutions.

Availability means the property of the system to provide
the input of an authorized user and the smooth operation
of the functionality according to its needs.

To achieve maximum economic effect, cloud services
are advisable to apply to systems with high load. Among
the criteria: the number of simultaneous users or a large
peak load during online analytical processing that requires
a lot of processing power. Cloud technologies also make
it possible to achieve the maximum level of availability
of computing resources (i. e., the absence of failures that
cause the shutdown of the business process) for systems
that stop working in the most dangerous in terms of ope-
rational risks of the bank.

To determine such systems, the author suggests ap-
plying the following parameters (Table 1) in the context
of availability:

— availability 24/7 — the value of the yes/no option

means the possibility of round-the-clock access for the

bank’s customers to the IS bank in the on-line mode;

— RPO (Recovery point objective) — means a point in

time, on which it is possible to recover data in case of

stopping the business process as a result of a malfunc-
tion in the IS, in minutes;

— RTO (Recovery time objective) is SLA for restoring

a business process after a shutdown due to a malfunc-

tion in the IS, in minutes.

In the context of productivity:

— Data Base size is the size of the IS database in
terabytes.

— OLTP1 — the number of active client sessions, that
is, simultaneously working users online in thousands.
— OLTP2 - the number of requests in thousands of
units per system and responses from other ISs, are
processed per hour.

— OLAP - the interval of updating the system data
by data of other systems in minutes.

Tahle 1
Bank systems with maximum peak loads
No of system | 24/7 | RPO | RTO | DB size | OLTP 1 | OLTP 2 | OLAP
3.1 Yes 0 60 <1 <1 5000 -
3.5 Yes | 240 | B0 <1 200 5000 | 240
1.2 Yes 5 60 2-4 50 1500 | 240
1.5 Yes 5 60 <1 50 1500 | 240
3.2 Yes 0 60 <1 <1 1500 -
3.4 Yes 5 60 >10 10 1000 | 240
4.6 Yes 5 60 2-4 50 1000 | 240
1.3 Yes 5 60 2-4 10 300 | 240

Based on the analysis of the sample shown in Table 1
the author believes that the following systems are the
most burdensome and critical for business continuity and
SLA to restore work:

3.1. Enterprise service bus.

3.5. Identity and access management system.

1.2. Private individuals Internet banking.

1.5. Partner portals.

3.2. API programming interface.

3.4. Master data management.

4.6. Card management system.

1.3. Legal entities Internet banking.

7. SWOT analysis of research results

Strengths. The use of the Public Cloud deployment
model would maximize economic efficiency, reduce costs
and operational stability. After all, providing such parameters
requires a significant investment in hardware resources
that the bank bears when applying the Public Cloud and
On-Premise models.

Weaknesses. Separate systems, in particular, the auto-
mated banking day (in the architectural scheme 4.2.CBS),
carry a large peak OLAP load during the execution of
scheduled settlement processes of closing the operational
day and the formation of daily reporting. At the same
time, in the daytime, the hardware resources are actually
under-utilized, and are used inefficiently.

Opportunities. One of the most promising areas of ap-
plication of Hybrid Cloud and Public Cloud is an auto-
mated banking day. Deployment of two instances of this
system — Private Cloud for client data and Public cloud
for the depersonalized client data.

Data can be depersonalized by placing all the data that
constitutes bank secrecy using the Private Cloud deploy-
ment model, and when inter-system interaction with the
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Public Cloud is exchanged exclusively with the unique
secret identifier of the client. Such an identifier can be
linked to the international bank account number IBAN
in combination with the unique identifier of the client
of the MDM system.

Research results can be used in the banking system
of any country in the world.

Threats. The use of the Public Cloud model without
depersonalizing data is impossible because it violates the
requirements of the GDPR and the NBU. De-personalizing
data and applying the Public Cloud model for complex
online interaction processes is a very difficult task for
practical implementation.

1. A high-level architectural scheme of the IT land-
scape of the bank is drawn up and functional blocks of
applications are defined, of which it consists. For each of
the blocks, the requirements of confidentiality, integrity
and authenticity of the data are generalized. This formed
the basis for determining the priority areas of application
of different models of cloud technologies deployment.

2. The functional purpose of each of the main IT land-
scape systems of the bank, their functional purpose was
determined, quantitative and qualitative indicators, in par-
ticular, non-functional requirements for banking IS, were
analyzed.

The obtained result in quantitative expression of load
indicators on the system allows to find additional reserves
for optimization of information processing time and in-
crease of economic efficiency due to application of Public
Cloud. The greatest effect can be achieved by applying this
model to English Core Banking System. The mechanism
of depersonalization is proposed to meet the requirements
and take into account the restrictions on the placement
of client data.
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