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DESIGNING SECURITY OF PERSONAL
DATA IN DISTRIBUTED HEALTH CARE
PLATFORM

O6’ckmom docrioncenis € pospobka cucmemu erexmponnoi meoxapmu (EHR), npusnauenoi odnouacno sx
051 83A€EMO0IT Nayienm-1KYOUUL 1ikap, max i Oas 00Mily AHOHIMIZ08AHUMU OAHUMU MINC DISHUMU MeOUUHUMU
opeamizauismu 0ns ix nodarvuoi 06podxu ma nobydosu anarimuunux mooeneil. Ilocmitinuil monimopune cmany
nayienma, a maxoyic KIKicmy i akicmov 006pobaeHux 0anux € KIouoeuUMU Paxmopamit, uo GNIUSams Ha MouHicmy
nocmanosku 0iaznosy i no0a bl JKapcoki pexomendayii. Crio saysaxcumu, wo Oiivuicms cyuacuux nioxodie do
npoexmyeanns EHR-cucmem € epasiusumu 00 amax yiiichocmi 0anux i we 003604s10mv 00 MiHI0BAMUCS iHpOp-
MAUier0 3 UMY Op2anizayismi, 36epizaiouil NPu yboMyYy JKAPCOKY MAEMHULIO, W0 NPUEO0UMb 00 HAAGHOCNI
Y OKpeMUX aKmopie Jume HeBeuKux (ppazmenmosanux oamacemis. Bajiciusum nanpamxom Ois noiinuens
icnyrouux piwens € 6esnexa 0OMiny iHGOPMAUIEIO MINC HATNIILHUMU CMAPM-CEHCOPAMU.

Y daniii po6omi npononyemucs posbumu apximexmypy na wapu 3 éudiienumu sonamu besnexu. Ils ¢ppazmen-
mauyis 0036015€ ePEeKMUBHO CeZMeHMYBAU IHPPACTPYKMYPY, O0360AAI0OUU KOHCHOMY CLeMEHMY 3ACMOCO8YEAMI
€601 eaacui sumozu 0o aymenmupixayii i asmopusayii, BUKOPUCMOosyoulU Pisni nidxoou 0o saxucmy ingopmayii.
Jodamxosum epexmom 4pozo nioxo0y € 3HUNCCHHS HABANMANCCHHS HA MePecy | YHuKHenHs npodiem be3nexu
WAAXOM MiHIMIzauii nepedaui kongioenyiinux danux (nanpuxiad, nposodumu 6a3osutl 36ip ma 06podKy oanux
na cmapm-cencopax). Ipononyemocs sukopucmanis O10KUen-mexnonozii 0is 3abesneueniis Yinichocmi 0anux
3 euxopucmanam ogpp-uetin 6asu danux 0ns onmumisayii 3éepizanis ma weUOKoCmi mpansaxuyii. 3acmocyeanis
MPC-npomoxoiy 00360156 0OMINIOBAMUCS OAHUMU MINC NAPMHEPCOKUMU OP2ZAHIZAUIAMU Ol CRIILHUX PO3PAXYHKIE
i nasuanns ml-modeneil, ne noxasyiouu paxmuuni oanui.

IIpononosani nidxodu 00360as10mMb CMEOPIOGAMU HAOINY, ZHYUKY 1 6 MO Jce uac be3neuny naamgpopmy ois
300py Kongidenyitnux oanux, ix anarisy i 00podKu po3nodiienoio 6azamoaxmopHoio CUCMeMOI0, BUKOPUCTIOBYIOUU
nepesazu mymannux oouuciens, onoxuetna ma MPC.

Kmouosi cnosa: Gesnexa erexmponnoi xapmu nayienma, O10Kuetn 6 medunuii, besnexa ocooucmux 0anux,
be3nexa mepexc HamiLbHUxX 0amuuxie.

Petrenko A.,
Kyslyi R,
Pysmennyi L.

Record (PHR) systems and partly automating inferences
and decision-making process for physician assistance that
can be applied to the new connected e-Health paradigm.
It allows simultaneous integration of PHRs information,
body sensor networks’ (BSN) streams, activity data and
context for better outcomes in preventive health as well as

1. Introduction

Fast development of different wearable health moni-
toring and tracking capable devices allows collection and
processing of patient’s data during his everyday activity.
By integrating these data sources with Personal Health
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chronic or follow-up care disease management and moni-
toring. This comes with a cost of exposing big amounts of
sensitive personal health information to external processing
facilities and therefore, a lot of data transfer and storing.
Each of these operations is vulnerable to different set
of threats which will be discussed in detail in following
section with possible solutions such as blockchain and
secure MPC examined in section 6. Worth mentioning,
blockchain implementation in different areas, including IoT,
is widely supported by big industry players like IBM or
Amazon. These platforms are built for different purposes
but also share much common features. For example, data
from different devices can be included into private block-
chain ledgers that at the same time can be in one shared
transaction. To add new data, smart contracts are used,
so data from devices comes to API and then, only data
that is related to the transaction and specific contract
requirements is included.

In the given scope challenges can be divided into se-
curity (protection from malicious leaks and modifications
of data during transfer and storage) and privacy (access
to the information is given only to the authorized par-
ties) domains [1].

Considering all above, research of security options for
healthcare systems in general and usage of blockchain for
data storage in particular is highly actual at the current stage
of automation and integration of patient-doctor interaction.

2. The ohject of research
and its technological audit

The object of research is the design of EHR system with
preservation of sensitive user’s data privacy in distributed
big data processing environment with maintaining system
flexibility and scalability.

When designing a system, especially with sensitive data,
it is important to understand the potential threats to that
system and use appropriate defence techniques. Security
model of the product need to be designed at the very
beginning of the development, because finding, eliminating
and preventing appearance of possible ways by which ma-
licious adversary might be able to break into the system
helps to secure from data leaks. For proper utilization
of common security architecture best practices, applying
layered approach to designing system architecture as well
as grouping into the security zones is suggested [2]. These
zones are listed below and effectively apply to the layered
infrastructure discussed in research results section:

— device;

— field gateway;

— cloud gateways;

— protocol of data transfer.

This fragmentation allows to effectively segment in-
frastructure, allowing each element to apply to its own
authentication and authorization requirements as well as
secure data individually. Positive side effect of this ap-
proach is failure and breach isolation and restricting it’s
consequences to particular trust level. Inside each of these
zones next types of attacks can be highlighted [2]:

— dpoofing;

— denial of Service;

— tampering;

— information Disclosure;

— elevation of Privilege.

Breaches listed above can cause leaks of sensitive data
bound with user identity with tampering might lead to
mistreatment resulting in user’s severe injuries in addi-
tion to legislative responsibility as health care data is
protected by governmental regulation acts.

Problems listed above rise only for classical layered ar-
chitecture design model that requires cloud-based back-end.
Usage of blockchain and server-less back-end can solve
several issues [3]:

— Reduce costs and capacity requirements relinquishing
from the centralized entity as devices can securely ex-
change information and value with each other, and
execute actions via smart contracts with confidence
of computed result’s and other input’s validity.
— Security of communication between nodes as all
transactions are cryptographically encoded and signed
ensuring sender device’s identity and protecting against
man-in-the-middle attacks. This can also helps to protect
against distributed DOS attacks as messages from the
unauthorized and unsigned origins can be rejected by
protocol (proof-of-work concept is used).

— Replication of records between different nodes in

the network eliminates the single failure point threat

and, as a result, system is safe from downtime or data
losses.

3. The aim and ohjectives of research

The aim of research is development of EHR platform
architecture with respect to users’ data privacy as well
as implementing modern data analyses capabilities.

Achieving given aim can be split into following tasks:

1. Designing application layers and isolating processes
inside them.

2. Preserving data integrity and security during multi-
party computations.

3. Implementation of hyperledger.

4. Research of existing solutions
of the prohlem

Due to its practical importance subject is an active
research area for scientific and commercial teams. Ability to
automate and analyse PHR data flow brings questions of
patient records’ privacy and security [4]. Article questions
the whole way of treating health records («medical vs pa-
tient record») also arguing that badly anonymized data
used in researches can lead to sensitive information leakage.
Paper [5] is rising security and privacy issues about BSN
usage in e-health. To overcome specified threats authors
propose usage of authorization and encryption which is not
enough in the case that data is shared between different
parties for analysis. Further research in wireless sensor
security is performed in [1]. Authors focus on different
security weaknesses of body networks dividing them into
threats from device compromise and threats from network
dynamics and argue requirements for distributed data stor-
age security.

In [6] authors describe recent security breaches which
result in sensitive data loss with generic advises acquired
from them but without proposing any technical platform
requirements to prevent future hacks.

In paper [7] authors suggest usage of blockchain as
a standard decentralized security framework. [8] is further
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extending this thesis and applying it to m-health by pro-
viding a proof-of-concept system, demonstrating how prin-
ciples of decentralization and blockchain architectures could
contribute to secure, interoperable EHR systems using
Etherum smart contracts.

Usage of trusted external verification utility allows
to significantly reduce development time and provides
good security level but is not intended for a use on the
network edge in BSN.

[9] addresses different challenges of Hyperledger usage
in medicine such as lack of anonymity, speed and sca-
lability, vulnerability to «51 % attacks. Authors suggest
different approaches for solving raised issues including
sharing only already trained predictive models between
parties (which vastly reduces potential outcomes’ accuracy)
and moving data off-chain without implementation details.
Storage capacity advances of moving actual data off-chain
are described in [10]. Implementation of off-chain database
to optimize blockchain transactions was suggested by [11].
Authors propose technology called Enigma which allows
to eliminate the need of trusted third party. Enigma has
a decentralized off-chain distributed hash-table that makes
use of blockchains to store data references (not to the
actual data) [12].

Another set of challenges is distributing data for com-
putations and exchanging it with different parties. In [13]
authors advocate Arithmetic Cryptographic Protocol that
allows joint computation without compromising with the
privacy and confidentiality of individual and provides data
security and privacy along with the confirmation for the
correctness of results, but doesn’t specify low-level imple-
mentation details and run-time measurements.

Authors of paper [14] suggest method for MPC of
linear regression on high-dimensional data. Proposed pro-
tocol implementation allows operation even in semi-honest
environments and can be used as a component in larger
system.

Thus, results of the analysis let get to the conclusion
that potential leakage of sensitive data can be a big threat
to the automation of patient-doctor interaction. However,
proper usage of blockchain technology can be used to
minimize these threats and protect patients’ data.

5. Methods of research

Different scientific methods were used during the re-
search process:

— analysis, while analysing data sources and previous

solutions. Analysis of the previous solution was used to

identify potential problems of already created systems

and solutions;

— empirical, while trying to solve founded security

gaps and testing solutions. An at this point hypothe-

sis testing was done to prove concepts and proposed

solutions;

— classification, while classifying data on different layers.

In proposed solutions, data is classified in sensitive

and not sensitive, so it can be divided and put into

different layers of the storage;

— proof of work was used while testing system, based

on the blockchain database to put data into Hyper-

ledger layer;

— data encryption, while putting data into blockchain

database and for securing MPC.

6. Research results

6.1. System architecture design. The most vulnerable part
of every modern system is data transfer as it is performed
through public networks which might be compromised
and are vulnerable to man-in-the-middle security attacks.

To isolate sensitive information transfer and prevent
cloud storage of de-anonymized data splitting architecture
into loosely coupled layers with strong cohesion inside
each level is suggested. This approach forces user to partly
process private data on the edge of the infrastructure and
expose only generalized and anonymised data to the cloud
storage system.

System consists of following layers as shown on Fig. 1:

— Expert Layer is the physician assigned to patient,

capable for assigning treatment approving analysis layer’s

recommendations.

— Cloud layer — capable for data gathering, storage,

analysis and integration with external data. While being

scalable, cost and productivity-efficient, enhancing ease-
of-access to the information it is very vulnerable to
most kinds of attacks from denial-of-service (DDOS)

to person-directed hacking [15].

— Private client’s layer consisting of mist-computing

BSN layer, cloud gateway and user interaction (UT)

layer. These sub-layers are capable, namely, for processing

sensor output and retrieving context, integrating with
cloud and providing feedback to and from the patient.

Expert Layer

Cloud Layer

———

Y
l Strorage ] \Extemal data gateway ) l Analy5|s |

—— g

Kouabin

Private client’s Layer

Fig. 1. Proposed system layers and service groups

User’s smartphone is usually used as cloud gateway as
it provides availability of internet connection with cloud
layer and Bluetooth for communication with sensor net-
works coupled with enough computing power for data
processing and is always aware of user’s location and other
context data.

Basic data gathering and processing is being perfor-
med on the smart sensors reducing network load and
eliminating security and privacy issues. Moreover, modern
smart phones can even take part in analysis process [16].
For example the pre trained deep learning model allows to
acquire human breath frequency only from one accelero-
meter sensor output with 90 percent probability which
can assist in asthmatic attack detection and prevention.
With most edge devices being context-aware, this opens
wide range of possibilities for further integration with
smart-city health care modules (e. g. automatically call
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closest ambulance on heart attack event, find the drug
store with the needed treatment available).

Cross-layer communication is performed in hierarchical
fashion with an exception for urgent situations (exacer-
bation of the disease, attacks and other defined events)
where user can communicate directly to the
assigned expert. Protocol peculiarities for data
privacy and security are further described in
following chapter.

6.2. Trusted cross-organization multi-party
computations. Sometimes joint calculations by
akin organizations must be performed with the
user’s privacy being preserved [13]. Several
most common examples are listed below:

— Trust funds or insurance companies may

want to ensure patient’s honesty.

— Need to check if the treatment is eligible

for pavement from the insurance company

without revealing the whole health record

(the problem known as «Private data joins»).

— Need to transfer patient records to ex-

ternal facilities for treatment rectification

(for example, getting predictions and re-

commendations based on DNA test data)

with preserving data privacy.

— Gathering data for statistical analysis

and training of deep learning and machine

learning models.

In these situations, each party is interested
in computational result without revealing its
data to the others.

In Fig. 2 the common approach to this problem is
shown. Each of the parties share encrypted data with
Trusted Third Party (TTP) which sends computed out-
puts back.

Trusted third party &

E la) E la) E fa} S Ia)
© e) © o) © o © o
MEE MEE MEE MEBE
v k] @ ° v ke @ °
2 c = c = c 2 c
ol |B ol |IZ ol |z ol I
[} o [} o [0} o [} o
al |3 al |G ol |3 al |G
° == o < kel == o] =
1|7 I I 1 \1& I I
o o o o
fa fa a fa
[} [} [} [}
c c c c
(3] a [J] a
[ Y i
e i
Insurance e
Hospitals ) Charitable Government
Companies Trusts

Fig. 2. Multi-Party computations with trusted third party

Usage of Private Set Intersection cryptographic pro-
tocols, for example, using garbled circuits, can help to
eliminate the need of TTP relying verification and ano-
nymization of transferred data on the protocol itself [17].
This approach is described in Fig. 3.

Com?utedu
resul

In [14] expands the concept even further arguing that
MPC approach can be applied to data mining process by
suggesting and implementing protocol for «Privacy-Preser-
ving Distributed Linear Regression on High-Dimensional
Data» can be applied.

|Com?uted
resul

I
Charitable
Trusts

Com?uted
resul

Government

Ve

Insurance
Companies

' Com?uted
resul

Fig. 3. Multi-Party computations without trusted third party

MPC approach can also be used on system edge level
resulting in building effective distributed mist-computing
network and utilizing maximum of limited smart sensor’s
computing power [12].

6.3. Blockchain and off-chain database. Hyperledger
is a blockchain framework that is often used for produc-
tion systems. However even it has its own limitations —
as much more data is added to the chain, the more time
transaction takes. It was counted, that using public block-
chain from IBM, it takes around 40 seconds to finish
100 transactions in parallel with 96 % utilization of nodes
CPU [18], even considering that PBFT consensus pro-
tocol is used.

As the system for healthcare records storage needs to
be available for most people (in ideal case for everyone),
such resource consumption may be a huge bottleneck.

To overcome this, it is proposed to add some kind of
load-balancer that will create a queue of incoming transac-
tions and maintain suitable level of resource consumption.
This will create following advantages:

— No transaction will be lost (all transactions moving

through the queue in FIFO mode).

— Highly predictable usage of infrastructure.

— Avoiding the bottleneck of running out of memory

on the nodes.

At the same time, to maintain data consistent and to
trust source of incoming transaction, let’s propose to verify
source of transaction and k-nearest nodes with double
handshake, also comparing timestamps of the transactions.

As medical data is extremely sensitive, it is not the
thing that has to be available for everyone on distributed

TECHNOLOGY AUDIT AND PRODUCTION RESERVES — Ne 4/2(42), 2018
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system, so it is making sense to store only metadata in
the blockchain (like digest of the data for verification
and reference to the actual storage), while keeping data
records itself in the trusted place. Also, worth mentioning
that storing large volumes of data in blockchain will
enormously increase it and make very expensive to store
the whole chain, even with the fact that storage space
becomes cheaper through the time. Even it is feasible to
store that huge amounts of data, another problem will
arise — the bigger chain will be, the slower system will
work (as block size and it’s computational time is de-
fined, there will be less new transactions in every new
block) [10].

But pushing some data into off-chain DB will also
cause some troubles, main of which is losing ACID (Ato-
micity, Consistency, Isolation, Durability) guarantee. As it
is known, main idea of blockchain is that everyone keeps
the same data, so no one can change it. When data is
pushed out of chain, persistence-from-the-box benefits are
lost. Of course, saved hash still can be used to verify that
data wasn’t changed. In case of data alterations proof tail
will be available, but in the end it is not so secure as to
rely on replicas demanded by the protocol itself, because
there is no possibility of reverting data to original state
if no backups were made on client level [10].

As it was already discussed, blockchain cannot include
all patient’s information, especially very sensitive, therefore
it has to be stored off-chain. As a result all patient’s data
is being stored in traditional DB system and traditional
methods of data security (like encrypting the whole DB,
storage of users personification separately from the data,
network access limitations and other methods) must be
applied.

7. SWOT analysis of research results

Strengths. Proposed approach of maximizing computa-
tions with sensitive data on edge layer helps to reduce
private information transfer.

Utilization of blockchain protocol stack bri ngs ad-
ditional benefits:

— Proof-of-work concept protects system from DDOS
attacks.

— System becomes more node-failure tolerant as there

is no central node.

— Increasing transparency and audibility of the ar-

chitecture.

Weaknesses. Proposed approach requires significant com-
puting resources on the edge of the network and therefore
is not compatible with some of the current smart sensor
solutions. Also, Hyperledger increases required computing
and storage requirements for the designed system.

To overcome performance and storage size limitations
of blockchain usage of off-chain database and writing only
transactions information and data signatures to the ledger
is proposed.

Opportunities. Further research in current domain aimed
at further enhancement of data transfer and management
techniques and consists of following topics:

— Designing MPC protocol for distributed deep learning

with privacy preservation (both for cross-organizational

and fog levels).

— Keeping system tamper-proof in environment with

prevailing malicious adversaries.

— Optimizing deep learning models for running on

low-power edge devices in distributed fashion.

— Applying multi-agent paradigm on processing health

care data.

Threats. One of the main threats for proposed platform
is a legislation modification which would ban processing
of anonymised medical data.

1. Layered approach for system security design is dis-
cussed and implementation for EHR systems with isolated
layers and security groups is proposed. As a result of the
research, a secure system with layered architecture is pro-
posed. Due to the usage of the blockchain technology, sen-
sitive information stores in the encrypted layer, while its
modification needs much efforts and computation power.

2. Described MPC mechanisms for calculations shared
by akin organizations with the user’s privacy being pre-
served. While saving data in the Hyperledger, proof of
work concept is used. This guarantee that data that came
into system during one transaction will be saved in one
block of the block-chain. At the same time, this means that
data integrity will be kept, because all sensitive patient
data that came into the system is put in one transaction.

3. Usage of Hyperledger for data integrity preservation
is investigated. To overcome performance and storage size
limitations of blockchain usage of off-chain database and
writing only transactions information and data signatures
to the ledger is proposed. Proposed novel infrastructure
usage approaches allow more efficient utilization of com-
putation capabilities.

Suggested solutions considerably improve sensitive health
data management and computation security as well as pre-
servation of user’s privacy.
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