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ANALYSIS OF THE RELIABILITY OF
THE INFORMATION SYSTEM OF MASS
NOTIFICATION WITH «CLIENT-SERVER>»
ARCHITECTURE AND USING GOOGLE
MAPS SERVICE

06’ckmom docnidcenis danoi pobomu € 6i0H06MI08ANA NICASL 610MO8 THPOPMAUITIHA CUCTEMA, WO CKAAOAEMBCSL
3 KIHUeB020 UUCIA 1 ANAPAMHO-NPOZPAMHUX KIIEHMCOKUX CUCTEM, NIOKIIOUEHUX 3a 00N0M02010 8i0N068I0H020 iH-
mepeeticy do cepsepa S. Jlana cucmema s6aae cob6010 Kiienm-cepeepiy moodeiv 0is CYUacHoi CUCIEMU MACOB0Z0
0NnoBiwenHs HacelenILs NPy Hadseudainux cumyayisx. Cucmema nepedbauae BUKOPUCIANHS CEPBICie inmepax-
MUBHUX Kapm Micye60cmi 01 006po0Ku abo 00noeHens 0anux, nepedanux 3 MOOIIbHUX 0e8AliCié NOMEPNINUX, K
gaice OYJIU OMPUMANI CePEEPOM | ONPAUBOBANI UePe3 3anpozpamosaii 6 Hbomy arzopummit. B xo0i docidxcens 6yau
n06ydosani i GUKOPUCTIAIT MAMEMATMUYIT MO0 THMOPMAUIHOT cucmemu, o PO32AL0anIaAcs. Anpokcumosana
BI0H0GII06ANA NICLSL BIOMOBU THOOPMAUTUHA CUCTNEMA <KIIEHM-CePEep»> 3 KIHUeGUM YUCIOM cmanis. Ompumano
epagh cmanis, saxuil onucye i noeedinky, a maxoyc ckiadena cucmema oudepenyiaronux pisusmuv Koamozoposa.
Buxopucmano npsme nepemeopenns Jlannaca 6io0 cucmemu oupepenyiarvnux pisusis. B pobomi nobydosana
mamemamuuna mooeiv ONst ONUCY NOBEJIHKIU CUCTNEMU 3 YPAXYBAHHAM Kinuesoi nadilinocmi cucmemu cepeicy
Google Maps. Taxooc 0ns susnauenis naditinocmi mooeri 6y6 po3paxosanuil OKpemull 6Unadox pooomu cucmemu
6es ypaxyseanns 6uxody 3 1ady xiicuma. Ile noe’a3ano 3 mum, wo KIEHMCobKA YACMUNA Y KOJICHOZ0 NOMEHUTHUN020
NOMepPnizozo Mae iHouUeioyarvii 0COOIUBOCI i 3ANEHCUMD 610 MUNY BUKOPUCMOBYEAH020 npucmporo. [Ipoanarizo-
8aH0 N0BEOINKY THOOPMAUTUNOL cUCTeMU NPU HASLBHOCTI BIOMO8, KA ONUCYEMBCSI CUCTEMO10 OUPDEPEHUIANLHUX
pisHsib 31 sminnumu Koegiyicnmamu. Januil anaiis nokasye, wo indopmauiina cucmema mae 00cumy 6UCOKY
Haditinicmv 3a OCHOBHUMU XAPAKMEPUCTNUKAMU. 3ABOAKU BUKOPUCTANIHIO 3ANPONOHOBANOT MAMEMAMUUNLOT MO-
Oeni 3a06e3neuyemocs MONCAUGICID OMPUMAHHS PISHUX XAPAKMEPUCTIUK HAOLIHOCTE THPOPMAUTHUHUX CUCTeM
muny <kaienm-cepeeps. Piwenns ompumanux ougepenyiaivnux pienans 00360156 NPoGoOUmu 00CIi0NCeHH UUX
XAPAKMEPUCTIUK 6 WUPOKOMY 0ianda3oni 3MIHU THMEHCUBHOCMEl 6I0MO06 1 8I0H0BIEHHS KOMNOHEHMIE CUCTEMU.

Arutiunian V.

Kmouosi cnosa: ingopmayiiina cucmema macosozo onogiwenis, Hadiiunicms iHQOPMAUTUHUX CUCMeM, apXi-
mexmypa <KJAiEHm-cepeep s, Cepsicu iIHmepaKxmueHux Kapm.

1. Introduction

Currently, due to the intensive development of distri-
buted information systems, the «client-server» architecture
of computer networks has become widespread. In this case,
the term <«client-server» is used to designate such archi-
tecture of an information system in which its functional
components interact according to the «request-response»
scheme [1, 2]. The information system considered in this
paper is used for mass notification of the population in
emergency situations, so it should have a sufficiently high
reliability, like any other warning system. Development
of models for determining various characteristics of the
reliability of information systems is an important task,
in particular, to determine the reliability of information
systems with «client-server» architecture. The relevance of
developing similar models and a mathematical apparatus
for studying the reliability of the distributed informa-
tion systems under consideration in stationary conditions
and under the influence of external factors leading to
an increase in the failure rate of the system components
is confirmed by the work of many scientists [3—5]. Ta-
king into account the capabilities of modern mobile de-
vices and the analysis of existing mass warning systems

for the population operating in the United States, Japan,
Poland, the author of this work has developed a «client-
server» model for a modern mass warning system in emer-
gency situations. This information system provides for
the use of services of interactive terrain maps for pro-
cessing or supplementing data transmitted from mobile
devices of victims, which have already been received by
the server of the system and worked through programmed
algorithms [6].

Continuing this line of research, the author chose a re-
coverable information system consisting of a finite num-
ber n of hardware and software client systems connected
via an appropriate interface to the server S as the object
of research.

The aim of research at this stage is development and
testing the model to study the reliability of the informa-
tion system of mass notification with the «client-server»
architecture and the use of the Google Maps service.

2. Methods of research

Taking into account the probabilistic nature of the
functioning of the considered information system in the
stationary mode and under the conditions of external
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destabilizing influences, when developing a mathema-
tical model, we approximate the behavior of the sys-
tem by a Markov process with a finite number of states.
Let’s suppose that the failure of any component of the
information system is determined immediately after its
occurrence and the restoration of the failed component
immediately begins. In the information system, simulta-
neous failures are possible in several client systems with
a healthy server. In this situation, failed client systems
are restored, and efficient ones continue to operate in the
«client-server> mode. In the case of a server failure, as
in the case of a failure of the Google Maps service, the
work of the information system of mass notification is
interrupted until the restoration of the operational state
of both components of the system. Also let’s suppose
that the information system under consideration has only
three possible states. In the first state, one or more client
systems and a server simultaneously fail. In the second
state, one or more client systems and the Google Maps
service simultaneously fail. And, finally, one or several
client systems, the server and the Google Maps service
simultaneously fail in the third state of the system. In
this case, the information system stops functioning until
the end of the recovery process of the server, the failed
client systems and when one or more client systems, the
server and the Google Maps service simultaneously fail.
At the same time, the overall recovery rate of the failed
components of the system is redistributed between the
server, the Google Maps service and the failed client sys-
tems, which leads to a decrease in the recovery rate of
all system components. After their recovery, the informa-
tion system of mass notification continues to operate in
a stationary mode. The failure rate of Google Maps is not
a discrete value.

To build mathematical models of the considered
information system, let’s introduce the following no-
tation:

Ey — the state of the information system in the absence
of failures in client systems and in the server;

E; (i=1,2,..,n) — the state of the information system
in the presence of failures in i client systems;

Ey — the state of the information system in the event
of server failure and no failures in client systems;

E (i=1,2,..,n) — the state of the information system
with simultaneous server failure and failures in i-th cli-
ent systems;

E; (i=1,2,..,n) — the state of the information system,
during which i-th failed client systems are restored and
Google Maps service fails;

Ej (i=1,2,..,n; j=1,2,..,n) — the state of the infor-
mation system in which the failed server is restored and
the Google Maps service fails;

As — server failure rate;

Ay (i=1,2,..,n) — the failure rate of the i-th client
system;

Ami (i=1,2,..,n) — the failure rate of the Google Maps
service;

Ui (i=1,2,..,n) — the intensity of the recovery of the
server when there are simultaneous failures in i-th client
systems;

U (i=1,2,..,n) — the intensity of the recovery from

the failure of the i-th client system;

Wmi (i=1,2,..,n) — the intensity of recovery from the
failure of the Google Maps service.

By approximating an informational «client-server» sys-
tem that is restored after a failure with a finite number
of states, it is possible to make up a graph of states that
describes its behavior (Fig. 1).

Fig. 1. Graph-states of the «client-server» system with failures and recovery of system components
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Let’s denote:

pi(t) (i=1,2,..,n) — the probability that the system

is in the Ey, Ei, ..., E, state;

pi(t) (i=0,1,2,...,n) — the probability that the system
is in the Ep, Ei, .., E, state;

pi(t) (i=1,2,..,n) — the probability that the system
is in the Eyy, Esy, ..., Ey, state;

pi(®) (i=1,2, .., n; j=1,2,.., n+1) — the probability that

the system is in the Eg1, Eq, .., Eyn+1 state.
Let’s make system of the Kolmogorov differential equa-

tions [9]:
Po(t) =1, - 2o () + 1, - pi (€)= (Mg + Ry ) 2o ()5
pi(t)=n (t)+uk1 Pia (6)+ My, pic () + 1, - i () =

- (A, +7»k| +uk) A pii (1), (i=12,...,n—1);
pn ( ) n(t)+}\'k *Pn- 1( )+“x” 'pn,n(t)_

(}\'s+“k) (t) }\'m pnn()

pl(t)=N pi(t)-1y - pi(2), i=012,...,m;
pll(t) ?\' pt (t)_l‘l'mZ 'pi,i(t)y (1:1,2,,71),
pt]( ) }\'m p:( ) um, p:;(t),

(i=012...mj=12..n+1), (1)
with initial conditions:

(0)=1; p;(0)=0, (0<i<n);

p;‘(O):O, (OSiSn);

2.:(0)=0, (1<i<n);

pi;(0)=0, (1<j<n+1). (2)

The direct Laplace transform of the system of diffe-
rential equations (1):

5P (8) = 1=~ pi ()41 - i ()= (M + ) o (s);

Spf(s) =W, -pi (3)+llk,,| 'pi+1(8)+7»k, '[7,-71(5)4'“% 'Pu(s)—

= (A + A+ ) pi(8) =R pis(s), (i=12,...,n-1);

spi(8)= R, - pa(8)+ A, Paa (8) s, - P (5) =

- (7\‘3 + Uy, ) Pn (S)_ >\'m" *Pun (S)y

spi(8)=As - pi(s) -1y - pi(s), i=0,12,...;;

Spl’; (S) = 7\'m,v " Di (S)_um, *Pii (S)v (Z :1Y2)' . 7”)7

5P (8)= A, i (8) =M, - 1 (),

(i=0,1,2,...,mj=12,...,n+1). 3)
Solving the system of differential equations (1) by

numerical methods for known values of constants and time-

dependent variables, the coefficients Ay, Agiy Ami, Msis K

Wi, it is possible to obtain a solution. This solution will

be presented in the form of probabilities of finding the

considered information system with the «client-server»

architecture in any of its states Eo, E;, Eo, E;, Ej;, Ej. And

also get almost any characteristics of the reliability of

the information system of mass notification.

3. Research results and discussion

Based on the work of scientists who worked on this
problem [7—10], a system of differential equations is com-
piled for solving a common problem:

P(;(t):Hso 'p(*)(t)"'lvllq D1 (t)_(xs""}\'k‘ )'Po (t)§
pi(t)=n, pi(t +uk1~pi+1(t)+7nk,~pi,1(t)+uml-p,-y,-(t)—
= (A A1) pi(8)= A i (2), (i=12,..,n=1);

pr()=n, P t)+7»k Pt (E)+ 1, - P (£) =

= (At 1, ) (€)= A, Daa (£);

pl()=Ns pi(t)—ny - pi (), i=012,...m;

Pi(6) =Ny, pi (€)=, - pii (€), (i=12,...,m);

P (E)= N, 1 (€)=, - i, (),

(i=0,12,...m;j=12,...,n+1),

\—/v

—_

(4)

with initial conditions:

()

To determine the reliability of the model, let’s calcu-
late the special case of the system without taking into
account the failure of the client [7].

The state probabilities for the system (Fig. 2) are deter-
mined by the formulas:

P = L .
r kx'}\’m-"_}\'.\"um-l—us'“m’
xs'um
PEO_ }\\7\‘M+7\'\um+usumy
As A
Py = (6)

}\'.s'xm-"_}\‘x'um-l—“s'“‘m '

Fig. 2. Graph-states of the «client-server» system with failures and
recovery of system components without a client'’s failure

Having solved this system of equations (6), it is pos-
sible to calculate the probabilities of the system states
for a particular case without client failure.
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4. Conclusions

The model used to study the reliability of the informa-
tion system of mass notification with the «client-server»
architecture and the use of the Google Maps service makes
it possible to obtain solutions in the form of probabilities
of finding the system in any of its states. It is also pos-
sible to obtain various characteristics of the reliability of
an information system.
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