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— critical depreciation of fixed assets of infrastructure
facilities in Ukraine and an insufficient level of their
physical protection;

— insufficient level of protection of critical infrastruc-
ture against terrorist attacks and sabotage;

— ineffective security management of critical infra-

1. Introduction

Since the beginning of the military conflict in a hybrid
war in Ukraine, the development of the regulatory framework
has intensified, which generally contributes to the legislative
provision of information security. In 2015-2018 was taken:

— National Security Strategy of Ukraine (2015) [1]; structure and life support systems.

— Cybersecurity Strategy (2016) [2]; The Doctrine defines a number of the most significant

— Doctrine of information security of Ukraine (2016) [3]; and urgent threats to the national interests and national

— The Law of Ukraine «On the Basic Principles of security of Ukraine in the information sphere [3]:

Ensuring the Cyber Security of Ukraine» (2017) [4]; — informational operations;
— The Law of Ukraine «On the National Security of — demoralization;
Ukraine» (2018) [5]. — provoking;
The Decree of the President of Ukraine «On the Na- — interethnic and interfaith conflicts;
tional Security Strategy of Ukraine» identifies threats to — negative image;
information security and information resources [1]: — informational expansion;
— waging information war against Ukraine and the — insufficient level of development of information in-

lack of a coherent communicative policy of the state,
an insufficient level of media culture of the society;
— vulnerability of critical infrastructure, state informa-
tion resources in cyber-attacks;

— physical and moral obsolescence of the system of

frastructure and ineffective information policy;

— calls for radical actions of the population;

— other threats.

These threats require continuous monitoring and evaluation.
The Law of Ukraine «On National Security» [5] pro-

protection of state secrets and other types of informa- vides for the direction of state policy to ensure infor-
tion with limited access; mation security and cyber security of Ukraine. This law

;12

TECHNOLOGY AUDIT AND PRODUCTION RESERVES — Ne 3/4(47), 2019



I55N 2226-3780

ECONOMICS OF ENTERPRISES:
ECONOMIC CYBERNETICS )

defines the concept of «cyber-threat indicators — indicators
(technical data) used to identify and respond to cyber
threats», but there is no list of indicators that would make
it possible to identify the level of information security of
the infrastructure of entities of various forms of owner-
ship. In the Doctrine of Information Security of Ukraine
and in the Decree of the President of Ukraine [1], one
of the priority directions of the state policy in the in-
formation sphere is the creation of an integrated system
of information threat assessment and rapid response to
them. Another important direction is the «monitoring of
cyberspace with the goal of timely detection, prevention
of cyber threats and their neutralization». The Ministry of
Information Policy of Ukraine notes the need to create
an integrated system for assessing and monitoring threats
in the information space of Ukraine, which will make it
possible to make effective management decisions to state
bodies in critical situations [6].

According to the Sustainable Development Strategy
of Ukraine — 2020 [7], the strategic indicator of the im-
plementation of the Strategy in the information sphere
is the share of broadband Internet penetration. The in-
dicator is calculated according to the World Bank. The
figure should be 25 subscribers per 100 people in 2020.
In addition, 20 films of Ukrainian production should go
into wide release in 2020. In addition, the Strategy pro-
vides for the popularization of Ukraine in the world, the
promotion of Ukraine’s interests in the global informa-
tion space, the development of media and the information
society.

Accordingly, the development of a system for monito-
ring and evaluating the development of information infra-
structure in Ukraine is an urgent task that needs to be
addressed due to the need to timely identify information
threats and response measures to them.

2. The ohject of research
and its technological audit

The object of research is a system for monitoring the
development of information infrastructure in order to
ensure the information security of the country and its
components. Components of the monitoring system are
information threat indicators and information security level
indicators. One of the most problematic places is the lack
of an integrated system for assessing the development of
information infrastructure, which makes it impossible to
timely identify information threats and timely respond
to them. There is also no approach to assessing the level
of development of information infrastructure in Ukraine.

3. The aim and ohjectives of research

The aim of research is assessing the development of
information infrastructure in Ukraine.

The main objectives of research are:

1. Formation of a system of indicators for assessing
the level of development of information infrastructure in
the context of business entities.

2. Highlighting the main trends in the development
of information infrastructure in Ukraine.

3. Formation of directions for improving the state policy
of the authorities for the development of information in-
frastructure.

4. Research of existing solutions
of the prohlem

During 2014-2019 the attention of scientists on the
issue of information threats and information security in
Ukraine has increased. In a number of works [8, 9], the
state of the information infrastructure and the level of
information protection in the context of business entities
of Ukraine are highlighted and systematized, directions
for ensuring information security and ways to counter
information threats are proposed.

In work [10] the main information threats of external
sources are systematized:

— unauthorized access to information, information in-

frastructure;

— insufficient level of awareness of the population about

the internal political and foreign policy activities of

Ukraine;

— spread of misinformation;

— informational impact of structures in various fields;

— violation of the rights of Ukrainian business entities

in the field of information security.

The author of [9] justifies the need to monitor threats
to national security and identified the monitoring tech-
nology as a process of «gathering, storing and analyzing
information necessary for effective management».

In Ukraine, there are no developments on the integral
indicator of the development of information infrastructure
and its main components. The proposed system of indica-
tors will allow a comprehensive assessment of the develop-
ment of the information infrastructure of the country in
the context of the main actors. Information security can
be viewed from the point of view of the interaction of
subjects and objects. According to this approach, infor-
mation security is the protection of information, supports
the infrastructure from accidental or intentional impact of
a natural or artificial nature, and can harm the subjects of
information relations. Thus, from the presented definition,
it follows that information threats arise in the event of an
insufficient level of information protection of subjects of
informational relations as a result of various impacts due
to an insufficient level of infrastructure development. The
information protection level of subjects can be assessed
on the basis of monitoring the state of development of
information and communication technologies. This will
indicate a sufficient or low level of information protection,
the degree of impact on objects of information threats.
Such an approach will ensure that the need to improve
specific areas of government policy to counter them is
established [3].

Scientists have proposed a number of methods for moni-
toring the information space to identify information threats
in the information space of Ukraine. Thus, the authors of
the studies [11, 12] propose to carry out content moni-
toring of the information space based on the analysis of
information in the media, publications on the Internet,
sources of publications and their consequences. [13, 14]
note the need to develop models for assessing the impact
of information threats on certain areas of social activity
in Ukraine for their timely detection and neutralization
by means of the state information security system. It is
also noted in [15]: «timely monitoring of the nature, cha-
racteristics, scale of threats and their forecasting are im-
portant for ensuring national security».

TECHNOLOGY AUDIT AND PRODUCTION RESERVES — Ne 3/4(47), 2019

13—)



— ECONOMICS OF ENTERPRISES:
ECONOMIC CYBERNETICS

I55N 2226-3780

Among the main directions of solving this problem,
identified in the resources of the world scientific periodicals,
research can be highlighted [16], but they do not con-
sider the indicators for monitoring information threats. The
author of these studies only notes the types of information
about cyber threats, that is, the work identified the sources
of threats without indicating the level of their danger.

[17] identifies key information threats and problems in
the information sphere, but there is an unresolved ques-
tion of their assessment and criticality.

And on the impact of new technologies on the level of
information security and threats to information infrastructure
facilities is indicated in [18]. However, in this work the degree
of information security in the conditions of digitalization is
not fully disclosed. The authors of the work [19] show that
cloud computing and technologies pose a threat to informa-
tion security and create a number of risks. The authors of
this work also consider risk assessment schemes based on
a reverse approach, minimizes such risks at minimal cost, but
the question remains of assessing the risks of other technolo-
gies: «big» data analysis technology, social media, websites.

An alternative solution to the problem, described in [20],
provides for the creation of an information model for moni-
toring threats to national security. The author offers methods
of discrete mathematics and statistical analysis of threat
assessment. However, the results obtained do not contain
requirements for systems for monitoring and assessing in-
formation security threats.

Methods of the impact of various information and com-
munication technologies on the safety of economic agents
are shown in [21]. However, in this work there are no pa-
rameters for the degree of such influence on the information
security of the subjects of the information infrastructure.
The authors of the work [22] emphasize the importance
of using an integrated strategic approach for developing
a methodology for identifying potential hybrid threats. Al-
though this statement can be considered in the context of
information threats.

Thus, the results of literary analysis suggest that scien-
tists propose a number of approaches, methodologies and
methods for assessing and identifying threats, as well as
detail information threats and the impact of new technolo-
gies on information security. And they offer risk assessment
schemes and threat assessment information models. From
which it is possible to conclude that the development of
a system for assessing and monitoring the state of the
information infrastructure in Ukraine is a promising task.

5. Methods of research

Statistical analysis of information infrastructure de-
velopment indicators and the level of information threats
are used in research. Based on the methods of analysis
and synthesis of scientists’ works, the main trends in the
development of the information infrastructure in Ukraine,
the directions of improving the state policy of countering
information threats in Ukraine are summarized. And also
the need to develop a system of indicators for monitoring
the quality of public policy is highlighted.

6. Research results

The Ministry of Information Policy of Ukraine is sup-
posed to organize and ensure monitoring of threats to

national interests and national security in the informa-
tion sphere in the established manner [1]. In addition,
the division of the State Cyber Defense Center of the
State Special Communication Service CERT-UA [23] is
charged with monitoring and identifying, accumulating
and analyzing data on cyber threats.

Assessment of the state of protection of state informa-
tion resources in state bodies, local governments, military
units, enterprises, institutions and organizations, regardless
of ownership, is carried out in accordance with the annual
plan, which is approved by order of the State Service for
Special Communication Administration.

To monitor (evaluate) the development of information
infrastructure in Ukraine, a system of indicators for as-
sessing the level of information security in the context
of business entities was formed. The main indicators in
Ukraine include:

1) N; — the number of communication subscribers, in
particular the Internet, including the number of Internet
subscribers by region, characterizing the number of points
of potential information security (IS) threats on a ter-
ritorial basis;

2) Py, — provision of the population with broadband
Internet access. The indicator reflects the presence and ability
to use and prevent problems in the field of information and
communication technologies (ICT) and generally reflects
the level of potential threats in the information sphere.
The growth of the index indicates an increase in the level
of threats to the population’s misinformation in Ukraine;

3) N, — the number of enterprises that used computers,
units; the proportion of enterprises that used computers,
in % of the total number of enterprises that participated in
the survey. The indicator reflects the ability to use reliable
means of protection and control in the field of computer
security as one of the components of information security;

4) N, — the number of enterprises that had access to
the Internet, units, and the share of enterprises that had
access to the Internet, in % of the number of enterprises
that used computers. Indicators characterize the level of
potential threats to IS of enterprises, institutions and or-
ganizations;

5) Nj, — the number of enterprises that had specialists
in the field of information and communication technologies:
characterizes the ability of enterprises to protect informa-
tion and information infrastructure through self-financing;

6) Nye»r — the number of enterprises that had a web-
site that operated on the Internet, reflecting the level of
the company’s modern development, the capabilities of
enterprises in different business lines, units (Fig. 1). The
development of e-commerce contributes to the development
of Ukrainian enterprises, but at the same time points to
the defeat of potential information threats;

7) Uy, — use of social media in enterprises, which charac-
terizes the degree of integration of enterprises in the me-
dia space and the capabilities of enterprises in different
activities, units (Fig. 2). A fairly significant proportion of
enterprises use social media, which simultaneously have
the opportunity to have a negative impact on the internal
environment and the information infrastructure of companies;

8) N, — the use of cloud computing services as a whole
characterizes the financial capabilities of enterprises and their
technological level of development, affects the state of private
information infrastructure in Ukraine (Fig. 3). Cloud services,
technology and computing greatly simplify the work of enter-

14
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prises and streamline business processes. The technological
level of development of Ukrainian enterprises is growing,
ensuring the development of the information infrastructure
in Ukraine of the private sector, and therefore indicates
the possibility of financing information security measures;
9) Ny, — statistics of the analysis of «big data» by en-
terprises, characterizing the state of information security of
business entities, in particular, individuals and legal entities
(Fig. 4). The use of data by enterprises for the purposes
of developing activities at the same time may violate the

Customer service
Link to the company site in social media

Announcement of open vacancies
or applying for filling vacancies on-line

Visitors' ability to form an order for
goods and services online

Personalized website content for
regular or repeat customers

Monitoring the status of orders placed

Online supply of products and services

Staff training

0

information security of other entities, and therefore state
authorities should improve the personal data protection
policy. This should include the use of data in the required
amounts and not harm citizens.

The system of indicators for assessing and monitoring
the state of effectiveness of the implementation of state
policy by the authorities in countering information threats
is defined, which allows analyzing the main trends in the
level of information security in the context of the main
subjects of the information space of Ukraine (Table 1).

7442
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4575

4457
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2774
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Fig. 1. The number of Ukrainian enterprises that had a webhsite that functioned on the Internet in terms of site capabilities in 2017 [24]

Representing the company or advertising
its work (goods, services)

Cooperation with business
partners and other organizations

Receive customer feedback or
provide answers to their questions

Hiring workers

Exchange of views, thoughts or
knowledge within the company

Attracting customers in the
development or innovation of products
and services

0
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Fig. 2. The use of social media in enterprises of Ukraine for the purpose of use in 2017, units [24)
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Financial or accounting 2413 Table 1
applications The system of indicators for monitoring the development
of information infrastructure in Ukraine in 2017
Email 2175 No. Indicator Unit 2017
N, thousand people 23632.3
Office software 1932 2 Py, thousand people 22625.8
N, - -
Enterprise database 1449 21 Number of enterprises using units 40%27
hosting computers
79 Share of enterprises using | in % of the total num- 95.4
File storage service 1447 ’ computers ber of enterprises '
4 N, - -
Computer power for Number of enternri
- prises that .
enterprise softwgre 1341 41 have access to the Internet units 39582
operation
42 Share of enterprises that have |in % of the total num- 98.2
Customer relationship 1050 : access to the Internet ber of enterprises ’
management software 5 Ny, units 10660
0 1000 2000 3000 Noes units 16240
U, units 23849
NUMVER OF ENTERPRISES, UNITS N
cc
Fig. 3. The number of enterprises buying cloud computing services during 8 Number of enterprises buying units 4135
the year in terms of services in Ukraine in 2017, units [24] cloud computing services
during the year
9 Ny units -
Other sources 3815 Number of enterprises that
9.1 conducted the «big data» units 10252
Data from your analysis
company received from 3194 Number of enterprises in
smart devices or sensors 9.2 which the «big data» analysis units 8526
was carried out
Data generated
from social media 1659 Note: developed based on data from [24-26]
Geolocation data . . .
from portable devices 1584 Fig. 5 reflects the dynamics of fixed broadband Internet
access in Ukraine in 2005-2017.
0 1000 2000 3000 4000 5000 There is a positive gI‘OWth trend in fixed broadband

Internet access in Ukraine in 2005-2017. However, the

NIMBER OF ENTERPRISES, UNITS . .
share of Internet penetration according to the Internet

Fig. 4. The number of enterprises that conducted the analysis Association of Ukraine was 65 % as of August 2017 (in
of «big data» ac:ur:!ing to sources for analysis in Ukraine cities with a population of over 100,000 people — 75 %,
in 2017, units (24] in villages — 54 % [27]). The number of Internet sub-

scribers as of October 1, 2018 is 26014.9 people [24].
The data in the Table 1 indi-

cate a weak level of development 6000000,0 14.0
of information and communication

technologies in Ukraine. Only more 5000000,0 12.0
than half of the population of Uk- 10.0
raine has access to the Internet. 4000000,0 ’ -%
Enterprises are characterized by & 8.0 i
a high level of information and é 3000000,0 S
communication technologies, they 60 =
actively use the Internet for va- 2000000,0 4.0 A
rious purposes. This indicates the '
development of private informa- 1000000,0 2.0
tion infrastructure, which requi- 0.0 0.0

res effective protection against in- 2005 2006 2007 2008 200920102011 2012 2013 2014 2015 2016 2017

formation threats from the state.
Ukrainian enterprises are actively

. . . . —— Number of users of broadband Internet access, person
using websites and social media to

promote their. p?od.ucts on the Ip— — Broadband Internet access for a thousand people

ternet, and this indicates potential

risks of threats in the informa- Fig. 5. Dynamics of fixed broadband Internet access in Ukraine in 2005-2017
tion space. (per 100 people) [26]
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The author of [10] notes that in Ukraine the develop-
ment of the Internet is hampered due to negative factors,
namely: outdated telecommunication networks, a low level
of computerization, and low incomes of the population.
Therefore, citizens may be subject to misinformation and
propaganda from other information sources. If we consider
the statistics of the number of Internet subscribers by
regions in Ukraine (Table 2), then the largest number
in more developed areas is Kyiv (13 %), Odessa (11 %),
Donetsk (8 %), Dnipropetrovsk (7 %), Lviv (6 %), Kharkiv
(6 %), Kyiv (4 %).

Table 2

Number of subscribers on the Internet for regions in Ukraine
in the January 1 of 2018

0f them
With broadband
Regions Total In rural areas access
Home
Total Including Total Including

home home

Ukraine 26066.8(23354.2| 652.9 | 628.5 [25312.7| 22861.1
Vinnytsia 968.2 | 862.1 | 31.0 29.6 929.4 | 8369
Volyn 576.3 | 5132 | 115 109 558.7 | 501.8
Dnipropetrovsk | 1796.5 | 1608.1 | 16.2 15.7 | 1746.2| 15758
Donetsk 1800.4 | 1608.6 | 16.6 16.3 |1788.4| 1B00.6
Zhytomyr 689.7 | 6162 | 28.4 28.0 669.1 603.0
Zakarpattia 583.7 | 5202 | 21.6 209 5756 | 5148
Zaporizhzhia | 865.1 | 771.4 | 232 22.2 855.5 | 765.2
Ivano-Frankivsk | 659.8 | 589.4 | 33.8 32.8 651.7 | 5B84.2
Ryiv 1215.3 | 1088.9 | 19.2 189 | 1146.4| 10443
RKirovohrad 465.7 | 4153 | B5 6.0 459.1 | 4110
Luhansk 9134 | 8143 | 38 3.5 907.5 | 8105

Lviv 1664.8 | 1475.6 | 820 78.9 | 1588.4| 142586
Mykolaiv 800.7 | 7231 | 88 8.2 768.4 | 7023
Odesa 2688.6 | 24386 | 56.5 549 |2610.0| 2388.3
Poltava 749.8 | 667.3 | 402 38.6 735.1 656.4
Rivne 593.3 | 529.0 | 25.5 24.5 579.1 | 5197
Sumy 5484 | 4890 | 97 9.2 5394 | 4831
Ternopil 511.7 | 4548 | 38.0 35.1 5058 | 4510
Bharkiv 15824 | 14022 | 21.7 212 | 15228 1363.7
Bherson 534.5 | 4764 | 217 20.4 5246 | 469.1
Bhmelnytskyi | 653.1 | 581.3 | 139 13.3 641.4 | 5737
Cherkasy 692.1 | 614.4 | 158 15.0 667.9 | 598.8
Chernivtsi 421.0 | 3774 | 179 17.4 4162 | 3737
Chernihiv 673.7 | 599.9 | 13.7 13.2 6428 | 5798
City of Kyiv | 3418.6 | 3117.5| 75.9 748 | 3283.1| 3027.5

Note: developed based on data from [26]

According to the National Commission for Government
Regulation in the Field of Communication and Information,
these regions have the highest density of telecommunica-
tions service providers [28, 29] (in 2017). Therefore, the
subjects of these regions may be exposed to information
threats to a greater extent. This requires the establish-
ment of priorities for regional information security and
the financing of activities primarily in these regions.

7. SWOT analysis of research resulis

Strengths. The strengths of the research to assess the
development of information infrastructure:

— key threats to information security are identified;

— state of information security of the subjects of the

information infrastructure is assessed;

— priority information infrastructure facilities are iden-

tified that require funding and increase information

security; provides identification of key threats to the

information infrastructure;

— level of technological deterioration of information

infrastructure facilities is revealed;

— level of computerization of the private sector of in-

formation security us revealed,;

— level of technological equipment and enterprise deve-

lopment is revealed;

— integration degree of enterprises in the media space

is determined.

Weaknesses. Weaknesses of the research conducted to
assess the development of information infrastructure:

— there is no analysis of information for assessing in-

dicators that allow to evaluate information threats to

objects that exist in the media space;

— lack of indicators for the development of informa-

tion infrastructure in the regional context;

— there are no data for the last time periods.

Opportunities. Opportunities for further research of the
information infrastructure development monitoring system:

— development of an integral indicator for assessing

the development of information infrastructure based

on indicators of the monitoring system;

— development of a forecasting model for the develop-

ment of information infrastructure;

— development of a model for automating the process

of calculating indicators for monitoring the develop-

ment of information infrastructure;

— reduction of costs for countering information threats

in the context of timely monitoring of critical threats

based on the developed system of indicators;

— possibility of timely response to existing information

threats to information infrastructure facilities.

Threats. Threats to the monitoring system of the deve-
lopment of information infrastructure:

— rapid pace of development of ICT leads to the trans-

formation of threats to information infrastructure facili-

ties, and this requires the inclusion of new indicators

in the monitoring system;

— inclusion of new indicators requires time-consuming

to evaluate them, finding sources for collecting infor-

mation for assessing indicators;

— substantial amounts of funding to assess the perfor-

mance of the monitoring system for the development

of information infrastructure in the information space;

— essential costs of conducting research and collecting

information on existing information threats to informa-

tion infrastructure facilities.

1. A system of indicators for assessing the level of
development of information infrastructure in the context
of business entities is formed. This system includes in-
dicators for monitoring the level of information security

TECHNOLOGY AUDIT AND PRODUCTION RESERVES — Ne 3/4(47), 2019

17—)



— ECONOMICS OF ENTERPRISES:
ECONOMIC CYBERNETICS

I55N 2226-3780

and the level of information threats in the context of the
main business entities.

2. The main trends in the development of information
infrastructure in Ukraine are highlighted. The estimated
values of the monitoring system indicators make it possible
to argue about the need to finance the information infra-
structure of the private sector. This will increase the level
of public access to the Internet and ensure the protection
of personal information, eliminate the impact of propaganda
and disinformation of the population. The development of
the information infrastructure of enterprises and technolo-
gies in the information sphere is proceeding at a rapid
pace. This is due to the following factors: the growing
level of computerization, technological re-equipment, the
use by enterprises of social media and the analysis of «big
data», cloud technologies and computing. New technolo-
gies simultaneously allow to automate business proces-
ses of processing and analyzing information and serve as
a source of threats to internal information and informa-
tion infrastructure.

3. The main directions of improving the state policy
of the authorities for the development of information in-
frastructure are formed, which include:

— protection of personal data of the private and public

sectors;

— stimulating the development of private sector in-

formation infrastructure facilities;

— development of public-private partnership in order

to develop information infrastructure.
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