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DEVELOPMENT OF A MATHEMATICAL
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INTERFERENCE GENERATOR FOR SYSTEM
OF PREVENT SPEECH INFORMATION FROM
LEAKING VIA ACOUSTIC AND VIBRATION
CHANNELS

3axucm moenoi ingopmaii eionocumocsa 00 ocnosnux 3aday ingopmanitinoi 6esnexu i € 031axoo 6ionosi-
danviozo sionowenis opzanizauii (Qipmu) ax 0o ceoix ingopmanitinux pecypcie, max i nogazu 00 napmuepis.
O6’ckmom docrioncens € nPoUecl 3axucmy Mo6Hol ingopmayii 6i0 6UMOKY AKYCMUUHUMU A GIOPAUILIHUMU MeX -
HIYHUMU Kanaaamu na 00 exmax ingopmayiiinoi disavrocmi. Buxmounoio pucoio maxux o0’exmis € Uupkyiauyis,
06pobra ma 062080penHs NUMAb, W0 MiCMAMb iHpopManio obMexncenozo docmyny, 6 Momy YUcii i depircasny
maemnuyio. Ocobausicmio Ykpainu € 6Umoza npo 3acmocy8anis Ha maxux 06 eKmax 6UKIouHo mexHiunux 3acoois,
w0 npotuLIy 6i0nosiony cepmudixayin.

Oc1106010 cucmemu nOCMaNno6KU AKmueHoi Wymoeoi 3aeau € zernepamop wymy. Ipu upomy, 00HuM 3 Haibintvul npo-
OAeMHUX nUmMany € me, wo 6 Ykpaini 003601eHi 00 6UKOPUCTAHSL MILbKU 2eHePAMOPU WYMOBOL 3a6adu muny <G>
wym ma tioeo knonu. Cucmemu Maromo psio 3HAUHUX HEOOLIKIE8 — HUSLKULL PIBEHD 3AXUECHOCTIE NEPEXONICHUX MOBHUX
cuznanie 6id Gpirempauii wymy (3a6aou), 3SHAUHULL PIBEHD WYMY 6 NPUMILLEHIIX, SKI NI0LA2AI0Mb 3aXUCY, MA THUI.

3anpononosano cmpyxmypHy cxemy eenepamopa 3a6adu. A maxodxi po3podieno ma 0ociioxnero & cepedosuuyi
Matlab it mamemamuuiy modenn. B x00i docnidxcenis nposedeno nopieHANbHUL AHALI3 XIOHUX MA CUHME306ANUX
2eHepPamopom cuznanie, 00Ciioxceri ix mumuacosi ma cnexkmpaivii xapaxmepucmuxu. Ompumani pesyromamu
cei0uam npo 6UCOKY ehexmusHicmy 3anpononosanozo mMemooy saxucmy moenoi ingopmauii. Ile noe’sasamno 3 mum,
w0 Memoo opmyeanis moeonodionoi 3asadu mae psod 0cobaUBOCMmel, SKI 3a6e3Neuyoms SHAUHULL OeCTPYKMUG-
HUTL 6NAUG A MOBHY THPOPMAYTIO0, 4 CAMe BUKOPUCTRANHA MOOENT KOMBIH068AN020 CKPeMONEPA 3 MUMUACOBUMU A
yacmomuumu nepemeopenusimu. Memoo 8paxosye sUKOPUCTNANHS OUHAMIMHUX KIOUi8, 01si cCUcmem KOOY8aHHs,
ma nioKmouenss CMopoHHIX 0dcepel MOGHUX CUZHAILIG, 4 MAKONC 3AKLIbULOBYSANHS (3MIULY6anns 6Xi0H020 ma
BUXION020 CuzHaNi8) Ha 6x001 O0KY cKpembuosanis. Taxe piuiernins YHeMONCIUBIIOE Pe-THICUNIDUNL.

Ompumani pesyrvmamu niomeepodceiti 00CII0NCeHHAM eKcnepumenmaiviozo spaska. Iposedeno nopisusmnins
0ecmpyKmueH0zo 6NIUGY MUNOBUX UYMOBUX 3a6a0 (<OLIULL> WyM ma 1020 KIOHW) 1 WyM060i 3a6adu, cmeopenoi
3anPoONOHOBaANUM MEMOJOM, 3G KPUMEPIEM 3AIUWKOBA CLOBECHA PO3OIPAUGIcI® MOBU dukmopa. Jlocaioicenis no-
Kasanu, wo, 3a ymosu sabesneuenns ne Ginvue 10 % pisns sanuurosoi posdipausocmi, pieens 2yunocmi 6UXionozo
CUZHATLY 2eHePamopa Wymosoi 3asadu MoJcHa 3nusumu maidxice na 6 0BA.

Kmouosi cnosa: zernepamop mo6onodionoi sasadu ckpembiepHozo muny, 3axucm Mmosnoi ingopmauii, ingop-
mauitina 6e3nexa.

Blintsov V.,
Nuzhniy S.,
Kasianov Yu.,
Korytskyi V.

Received date: 21.06.2019
Accepted date: 12.07.2019
Published date: 31.10.2019

1. Introduction

Protection of speech information from leakage by acoustic
and vibration channels in Ukraine occurs in accordance
with legislative [1-3] and regulatory documents and in-
cludes three groups of measures:

— organizational;

— organizational and technical;

— technical.

An analysis of the requirements [4—6] shows that the
best information protection indicators for speech informa-
tion are integrated information protection systems (IIPS),

Copyright © 2019, Blintsov V., Nuzhniy S., Kasianoo Yu., Korytskyi V.
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(http.//creativecommons.org/licenses/by,/4.0)

which are built on the basis of systems for setting active
vibration and acoustic noise (SSAVAN). According to [7, 8],
Ukraine has passed certification and is allowed for use at
the information activity facilities (IAF) separately and as
part of the IIPS, there are seven types of SSAVAN systems:

1) technical protection complex of the MARS-TPC
facility (noise signal generators MARS-TPC-4-2 manu-
factured in Ukraine);

2) vibration and acoustic information protection com-
plex «SKELIA-2» manufactured in Ukraine;

3) active information protection complex «RIAS-AP»
(devices «RIAS-2C», «RIAS-2M» manufactured in Ukraine);
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4) active information protection complex «Topaz-4»
(acoustic noise generator «Topaz ANG-4» manufactured
in Ukraine);

5) active information protection complex «Basalt-4»
(protection device «Basalt-4GA» manufactured in Ukraine);

6) Audio information protection system <«Druid»
(DNG-2300 digital noise generator made in Germany);

7) information vibration-acoustic information protec-
tion device «OTsZI-VA» manufactured in Ukraine.

As well as a specialized mobile facility — Mobile sound-
proof phone booth «MTB-01» manufactured in Ukraine.

The main technical characteristics of such systems in-
clude the number of output channels (usually 1 or 2) and
the initial electrical power or the permissible number of
typical emitters per channel (from 8 to 24 pcs.). In all
systems, «white» noise generators (or its clones) are used
as a noise generator.

However, as analysis [9—-11] shows, the use of «white»
noise and its clones has a significant drawback — the use
of modern systems for digital processing of phonograms
can significantly reduce the level of noise interference in
the phonogram. And in [12—14] methods of digital pro-
cessing of digital phonograms, including wavelet transform
and correlation analysis, are presented. The informational
composition of the intercepted message is substantially re-
stored by the use by an attacker of multi-point «removal»
of information from structural elements [15, 16] — this
is possible, since several emitters connected to the same
channel are used in SSAVAN. This situation discredits
IIPS, however, at present in Ukraine there are no methods
and technologies that would satisfy modern requirements
for the protection of speech information. A mandatory
requirement for SSAVAN is their resistance to modern
and advanced methods of digital processing of phonograms
in order to filter and restore intercepted voice messages.

Thus, there is an urgent need to develop an improved
method for generating an interference noise signal for
SSAVAN. The method should be integrated into the struc-
ture and operating principles of existing ITPS and be able
to take into account modern and promising methods of
digital processing of phonograms.

Thus, the development of a method for generating
acoustic and vibrational interference, which creates a sig-
nificant destructive effect on the speech signal and is
resistant to filtering by modern methods and means of
digital processing of phonograms, is relevant.

2. The ohject of research
and its technological audit

The object of research is the process of protecting
speech information from leakage by acoustic and vibrational
technical channels at the objects of information activity.
A feature of such objects is the circulation, processing
and discussion of issues containing information of limited
access, including state secrets.

To date, methods and technical tools have been created
designed to ensure the protection of speech information
in specially designated rooms — meeting rooms, offices of
responsible employees, middle and senior managers and more.

In Ukraine and the world, technologies are used in
which the protection of speech information is provided by
passive means (sound insulation, sound absorption, etc.)
and systems for setting active noise interference. At the

same time, for objects processing information containing
state secrets, the use of active speech information protec-
tion systems is mandatory. A peculiarity of Ukraine is
the requirement to use exclusively technical means that
have passed the relevant certification at such facilities.

The basis of the active noise jamming system is a noise
generator. One of the most problematic places is that in
Ukraine only noise interference generators of the «white»
noise type and its clones are allowed to be used. The
systems have a number of significant drawbacks — a low
protection level of intercepted speech signals from noise
filtering (interference), a significant noise level in pro-
tected rooms, and others.

Currently, protection methods and technologies based
on the use of speech-like noises created from the language
of speakers and/or manipulations with it have been de-
veloped. The most widely used methods are <«language
choir» («crowd noise») and frequency-time conversions
(frequency and temporal reverberation). Such methods
have a significantly higher level of destructive effects on
the protected signal. However, one of the most problematic
places is methodology (digital processing of the phono-
gram of the intercepted signal allows to restore (filter)
a dangerous signal) and low resistance to re-engineering
(«splitting» the crowd into separate speakers).

3. The aim and ohjectives of research

The aim of this research is improvement of the method
of generating a noise signal for systems for setting active
vibration and acoustic noise.

To achieve the aim, the following objectives are set:

1. To develop a generalized diagram of a scrambler-
type speech-like signal generator.

2. To develop and research a simplified mathematical
model of a speech-like signal generator.

3. To carry out the verification procedure of the results
of mathematical modeling of a simplified mathematical
model of a speech-like signal generator.

4. Research of existing solutions
of the prohlem

The main advantages of «white» noise and its clones
over other types of noise are their spectral density and
ease of implementation. This led to their widespread use
in all active jamming systems. However, the development
of methods for filtering and restoring information messages
led, first in radio-telecommunication systems, and then
in other areas related to the transmission of information
messages, to the failure of «white» noise.

Other types of noise that are currently being consi-
dered as a substitute for white noise and its clones are
speech-like noises:

— created on the basis of the speaker’s speech, which

is currently in the controlled area;

— created on independent of the speaker, is currently

in the controlled area, speech signals.

The use of speech-like noise as the basis for creating
speech information protection systems is based on work that
was carried out in the middle of the twentieth century. So,
in [17], the possibility of using specialized acoustic signals
to protect information messages in transmission lines and
at the boundaries of the controlled area is substantiated.

;20
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The use of acoustic noise in the form of periodic and
non-periodic meanders in systems to counteract the in-
terception of information messages in open telecommu-
nication lines is considered in [18]. The paper analyzes
the influence of such interference on the intelligibility of
a speech signal for various signal/noise ratios.

In [19], the influence of the switching frequency of
the acoustic signal and noise interference is considered.
Studies of combined signals with different intensities,
time and spectral compositions are carried out. The
useful signal and the interference signal (noise) are sup-
plied in various combinations and with different signal to
noise ratios.

The results of studies conducted by Beranek & New-
man from 1948 to 1953 are published in [20, 21]. Their
main achievement is the idea of using specialized acoustic
noise and systems (devices) to protect speech information
in telecommunication networks and at dedicated facili-
ties. The direction of the «Acoustic Interference Control
System» is formed.

Further studies of the influence of various types of
noise on the protection level of speech information within
the controlled zone are divided into several areas that
examined individual exposure parameters. These areas
include:

— research of pseudorandom sequences with specified

parameters of resistance to re-engineering for genera-

tors of «white» noise;

— research of the influence of frequency reverberation

the possibility of restoring speech information [22-24];

— research of the possibility of distinguishing a <«spe-

cific» speaker from a conversation, with the simultane-

ous language of two or more speakers [25, 26];

— development of methods for identifying signs of

a speech signal in folding noise phonograms [27, 28].

One of the leading studies of our time is the develop-
ment of methods for recovering speech information in
the presence of noise. The most widely used method is
based on MFCC coefficients (Mel-frequency cepstral coef-
ficients). 1t is used both as a research tool and as a ba-
sic method for verifying the proposed methods and the
obtained results. So, in [22] the influence of reverbera-
tion and noise in the conditions of a «cramped» room
is considered. It is shown that under certain conditions
(the relative position of the signal source and the inter-
ference source, signal ratio, etc.) proposed in [22], the
binaural system shows significantly better results with
respect to the conventional recognition system based
on MFCC coefficients (Mel-frequency cepstral coeffi-
cients). It is shown in the work that the main interval
for using the binaural system and MFCC coefficients
proposed by the authors is the signal-to-noise ratio with
SNR>0 dBA. Thus, it is unlikely to recover signals that
have been destructively affected by acoustic noise using
these methods.

Further development of the research of the possibi-
lity of restoring speech information is obtained in [23].
The paper proposes the use of the method of weighing
the coefficient TFR (Term Frequency representation) of
the language using auditory tendency for noise-protective
ASR (Automatic Speech Recognition). The combination of
a multi-threaded system using the used method and
a single-threaded system using the technology of spectral
masking EBM (Estimated Binary Mask) proposed further

reduced WER (Word Error Rate). However, the system
remained vulnerable to noise interference with SNR<0 dBA.

In [24], the features of using synthesized noises to
form an interference signal are considered. The method of
frequency reverberation proposed in the work shows quite
good results in terms of the level of destructive effect
on the test signal. However, the spectrogram presented
in the work (Fig. 6 in [24]) quite clearly demonstrates
the disadvantages of this method — the presence of sig-
nal repeatability (reverberation) in the frequency range.
Complications of the interference generation algorithm by
the indicated technique are easily leveled using a neural
network in the filtering system.

Representatives of the next area of works are [25, 26].

In [25], it is proposed using the probabilistic method to
track the perceived step for potentially aperiodic sounds,
as well as track pitch from several simultaneous sources.
Moreover, the use of an invariant shift of the representa-
tion in the region of constant Q allows to simulate the
adopted step changes as vertical shifts of the spectra. This
allows to track these changes in sounds with an arbitrary
spectral profile.

However, the method proposed in [25] does not allow
recognition of reverberation signals, which can become
a source of significant noise interference.

In [26], Google’s laboratory research on speaker re-
cognition (or speaker) against the background of other
people’s conversation or significant noise interference created
by the room’s sounding system is presented. The tech-
nique proposed in [26] separates the speaker’s voice from
the signals of several speakers using the reference signal
from the speaker’s voice. This is achieved by training two
separate neural networks:

— 1st network — speaker recognition, forms culturally

discriminatory vectors of word representation;

— 2nd network — masking spectrograms, creates a mask

based on the received speech signal of the speaker and

noise interference.

This approach makes it possible to increase the speaker’s
speech highlighting level — the WER coefficient decreases
from 55.9 % to 23.4 % for cases with two speakers (speaker
and speaker of the speaker system).

The disadvantages of this method include a rather
complex algorithm for training neural networks, which
requires the presence of «pure» speaker speech at the initial
stage. Also, the signal-to-noise ratio, at which the results
are obtained, is not indicated in the work.

To recognize a speech signal against the background
of acoustic noise, methods of energy control are also used
based on the entropy of the signal spectrum [27]. The
studies are carried out for various signals and interfe-
rence (signals are selected from the TIDigits database,
and noise was selected from Noisex) and at significant
levels of noise interference (—10 dBA<SNR<10 dBA).
The work shows that the use of the entropy of the sig-
nal spectrum to identify signs of a speech signal is more
effective. At the same time, it should be noted that in
the used Noisex noise signal base there are no incoming
speech-like signals based on the speaker’s speech, including
from the TIDigits database. An analysis of the mathemati-
cal dependences used in [27] shows the impossibility of
recognizing a speech signal by the indicated methods —
energy control and based on the entropy of the signal
spectrum.
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In [28], the results of studies of the possibility of
detecting signs of a speech signal using the ZCR (Zero
Crossing Rate) and STE (Short Time Energy) methods are
presented. The results shows that both methods provide
sufficient accuracy for the detection of a speech signal with
SNR>0 dBA. However, with SNR<0 dBA, both methods
lose their effectiveness.

Thus, the analysis results allow to conclude that modern
methods of digital processing of phonograms are able to
filter and restore the speech signal, which has suffered
a destructive effect. The use of neural networks makes
it possible to identify signs of a speech signal in a noisy
phonogram. This allows to filter the «white»> noise and
its clones, remove reverberation-type noise, and even dis-
tinguish the speaker from a conversation in which two
or more people participate.

5. Methods of research

5.1. Generalized diagram of a speech-like signal gene-
rator. The main idea of the generator is to use a combined
method of generating an interference signal. To increase its
complexity during the formation process, two additional
types of external signals are used — phonograms of nar-
ration text that are in the device’s additional memory,
and signals from a multi-channel receiver built into the
generator. A generalized diagram of the device is shown
in Fig. 1.

multichannel
receiver

it

speaker

speech
scrambler >
circuit

acoustical
radiator
(oscillator)

flash-memory
(phonograms)

Fig. 1. Generalized structural diagram of a generator of a speech-like
interference signal of scrambler-type for counteraction systems of leakage
of speech information by acoustic and vibration channels

In general, the method of generating an interference
signal in the «Mixing» block is described by the expression:

kin ku/

0+ M;(t)

Jj=1 z=1

Si(€)=A(£)+SSii( R.(2), €))

where A, (t) — speech signal voiced by the speaker; §,(¢) —
interference signal of the previous cycle; M;(¢) - j-th
element of the array, which is a random sequence of
ky, =u+md(w) elements (phonogram numbers); R, (¢)

the z-th element of the array, which is a random sequence
of k,=p+md(t) elements (receiver numbers); u and w —

the minimum number of phonograms that must be con-
nected to the path of the formation of the interference
signal and the total number of phonograms in the memory
block of the generator; p and » — the minimum number
of receiver channels that must be connected to the inter-
ference signal conditioning path and the total number of
receiver channels are lined up in a generator.

In the «Scrambling» block, the interference signal is
encoded on the basis of a complex signal §;(¢), which
includes the speaker’s speech signal (which is subject to
protection). To reduce the effectiveness of reengineering
methods, a dynamic change in coding coefficients is used
in the Scrambling block.

The synthesis procedure includes two independent
transformations — in frequency and time:

n o m
2 2 A(-f;)/+(—1)“"i+m‘a/ )’
==

SS(fit)=1, .

2 2 A(t‘l!/ H=DY athecy )’

y=1 x=1

2)

i and m — the number and amount of tone frequencies
in the 1/3-octave bands (determined by the FFT equa-
tion (fast Fourier transform)); a; — j-th element of the
bit array a=rmd (0, 1) , which is a random bit sequence
of n elements (encoding of direct/inverse movement of the
bands is provided); b; — j-th element of the bit array
b=rnd(0...1), which is a random sequence with n ele-
ments; y and k — the number and amount of time blocks
into which the window of the signal processing period
is divided (defined as a random number £k, =8+md(8));
x and A, - the number and amount of time bands into
which the temporary signal processing unit is divided
(defined as a random number & =3+md(8)); ¢, — y-th
element of the bit array ¢ = md(O,l)

,which is a random bit
sequence of £, elements (encoding of direct/inverse move-
ment of time bands is provided); d,, — the y-th element
of the array d, = md (1..k), which is a random sequence
of k elements.

When coding an interfering signal, its processing period
T is determined according to dependence:

T=k-h-[0.05+0.01-md (10)]=var.

5.2. Speech-like signal generator model. The generator is
simulated in the Matlab 15 R2015a/Simulink environment.
When modeling, the simplified structure of the device
is used — external sources of speech signals (multichan-
nel receiver and flash memory) are not used. This allows
to explore the capabilities of the block «Scrambling» at
minimum modes of resistance to re-engineering.

Fig. 2 shows the mathematical model of the generator.

For the test signal, the short phrase «Brought the
ship on the landing path» is used. To obtain a continuous
signal, the phonogram is looped to playback.

Fig. 3 shows temporary, and Fig. 4 — frequency oscil-
lograms.

The main parameters of the scrambling block, which
are adopted unchanged to simplify the analysis of the
simulation results, are the size of the window of tempo-
rary permutations — 0.52 ms, the number of bands for
frequency scrambling — 16.

;22
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Fig. 3. Timing diagram: a — input test signal (Time Sign In); 5 — output signal (Time Sign Out)
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Fig. 4. Spectrograms: a — input test signal (Time Sign In); b — output signal (Time Sign Out)

An analysis of the results shows that:

1. The input test signal meets the requirements of

simple continuous speech:
— the length of the test signal is approximately 2 s
(Fig. 3, a);
— the interval during the repetition of the test signal
is 0.2 s (Fig. 3, a);
— the number of repetitions of the test signal — more
than 5 times (Fig. 3, a);
— the main linguistic parameters of phonemes (fun-
damental frequency FO and the main formants F1, F2

inp

the

and F3) are clearly defined (Fig. 4, @) and are in the
range from 200 Hz to 1000 Hz;

— the frequency range that the signal occupies (from
20 Hz to 5600 Hz) is typical of phonograms processed
on a personal computer, without the use of additional
hardware and software devices.

2. The output signal is shifted with respect to the
ut signal by 0.75 s, which is due to the features of
«Permutation in time domain» block (Fig. 2) and the

dimensions of the window of temporary permutations adop-

ted

for modeling.
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3. «Process stabilization» of the device to the operating
mode, according to Fig. 3, b, it is 4 s — it is impossible
to single out individual words and phonemes in the out-
put signal.

4. Analysis of the spectrogram of the output signal
(Fig. 4, b) shows:

— the impossibility of highlighting the main linguistic

parameters of phonemes;

— the range of the frequency spectrum of the signal

expanded to 10 kHz;

— in the spectrum of the output signal there are three

groups of maxima located over an interval of about

2.5...2.6 kHz, however, they are not correlated with each
other and the spectrum of the test signal with either

a set of frequency components or characteristic features.

6. Research resulis

6.1. Verification of the research results of a mathe-
matical model of a scrambler-like speech-like interference
signal generator. To confirm the research results of the
mathematical model of the movable signal generator,
a prototype device is developed — the real speech-like
interference generator OSSA-1, developed in the laboratory
of technical information protection systems of the National
University of Shipbuilding (Mykolaiv, Ukraine) [29]. The
research results, taking into account the requirements for
the protection level of speech information depending on
the category of the zone, are shown in Fig. 5.

W, %
] 1.0

1 |2
\/Z 0.6
LI
/]
Standard speech privacy 4//
| | |
Standard speech
security 0.2
High speech
| security

VHSS 224 \

30 25 20 1S -10 -5 0 5 10 ¢, dBA

Fig. 5. The dependence of speech intelligibility W on the integral
signal-to-noise ratio g: 1 — «white» noise; 2 — «pink» noise; 3 — <brown»
noise; 4 — «speech-like» noise; 5 — real speech-like interference formed

by the 0S55A-1 generator; VHSS — Very high speech protection

When specifying protection zones in Fig. 5 «white» noise
is taken as a basis (line 1). Graphs of the dependence of
speech intelligibility Won the integral signal-to-noise ratio g
for «white», «pink», «brown» and <«speech-like» noises
are determined experimentally and compared with [30] —
the deviation of the obtained values is less than 3 %.
When conducting research, the articulation method is used.
The setup scheme and research methodology are described
in more detail in [29].

Studies have shown a higher interference efficiency
generated by the OCCA11 generator compared to con-

ventional methods of generating acoustic noise based on
«white» noise and its clones [5]. According to Fig. 5, the
OSSA-1 generator synthesizes noise interference (with
SNR<-8 dBA), the influence of which is sufficient to
fulfill the requirements for preventing leakage of speech
information from a zone of VHSS category.

6.2. Discussion of the research results of a mathematical
model of a speech-like scramhler-type interference signal
generator. The paper proposes a new approach to the
formation of an interference signal for systems for set-
ting active acoustic and vibrational noise — the use of
scrambler principles. Despite the fact that the devices
themselves (scramblers) are quite common at one time and
are widely used in telecommunication networks, their use
as interference generators is not recorded in the literature.

The proposed scheme and its mathematical model make
it possible to determine several particularly significant
parameters:

1. The time the system is ready to work, after turning
on or a long pause in the conversation (in the simplest ver-
sion, which is taken as a basis when creating the model), is
4 s. Thus, it is necessary to take into account the initial
stage of the system entering the operating mode and limit
the subject of communication to general topics.

2. As can be seen from Fig. 5, when using the proposed
method for protecting speech information in the zone with
the category «Standard speech private», its effectiveness
compared to conventional devices is significant. Significant
advantages in the protection level of speech information
from leakage by acoustic and vibration channels, the pro-
posed method for the synthesis of interference provides
with SNR<-8 dBA. This is 6...10 dBA less than the level
of interference that noise generators must create using
standard methods («white» noise and its clones).

7. SWOT analysis of research results

Strengths. Studies of the mathematical model carry
out in the Matlab 15 R2015a/Simulink environment and
their verification on a prototype shows a high level of
destructive influence of the proposed method for gene-
rating noise interference. Generators of this type at the
objects of information activity will provide:

— increasing the protection level of speech informa-

tion from leakage by acoustic and vibration channels

due to increased resistance to modern filtering me-
thods (wavelet transform, correlation and spectral ana-
lyzes, etc.);

— reducing the level of acoustic and vibrational noise

in a controlled room, which is created by the system

of setting active interference by 6..10 dBA, which sig-
nificantly improves working conditions;

— reduction of the unmasking level of the object by

reducing the volume of the noise interference and the

use of the «language choir» method — for an outside
observer, the signal is intercepted that meets the cri-
teria of an «open» public event;

— modernization of existing IIPS does not require

significant material costs — it is necessary to replace

only the interference generator.

Weaknesses. Implementation of a scrambler-type of
speech-like interference signal generator for counteract-
ing speech information leakage by acoustic and vibration
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channels in accordance with the structure shown in Fig. 1
requires significant material costs. Tentatively, the cost
of the generator will be 30..40 % more than the typical
(for those indicated in section 1). However, this drawback
is fully compensated by the increased protection level.

Opportunities. The problem of protecting speech in-
formation from leakage through technical acoustic and
vibration channels and its unauthorized interception by
an attacker is promising for all countries of the world.
Thus, the proposed methodology is the subject of research
in all leading countries, and the results are classified as
«know how».

Threats. Possible threats that after some time the product
developers will have to confront with the proposed method
of jamming are new methods of mathematical processing
of digital phonograms implemented on neural networks
(artificial intelligence). The use of such systems can lead
to unwanted allocation of a dangerous signal (speaker’s
speech) against the background of noise interference.

The system is able to counteract this threat by taking
into account the principles of distinguishing the language
of a separate speaker from the language choir — such an
upgrade is provided for in the device diagram.

1. A mathematical model of a speech-like signal ge-
nerator is proposed, in which for the first time the com-
bined method of analog coding (scrambling) of a speaker’s
speech and third-party sources of speech signals is used
for systems for setting active vibration and acoustic noise.
This makes it possible to clarify the generalized block
diagram of the scrambler-type generator of a speech-like
interference signal and synthesize analytical dependences
for the mathematical apparatus of the model.

The model uses the principle of cumulative ringing
of the signal stream (mixing of the input and output
signals) and the use of frequency-band and time-band
permutations (scrambling), which significantly complicates
the re-engineering of the output signal.

The proposed analytical dependencies provide for the
use of dynamic keys for coding systems in the block of
scrambling and connecting third-party sources of speech
signals. It is proposed to use a set of phonograms (on
removable flash media) and on-line signals from radio air
as extraneous signals. This significantly complicates the
reengineering procedure.

2. A simplified mathematical model of a speech-like
signal generator was developed and researched in Matlab 15
R2015a/Simulink. Studies have shown the high efficiency
of the proposed method of forming acoustic noise. It was
established that the system has a certain delay when it
enters the «operating mode». The delay was 4 s.

The simplified mathematical model does not include
third-party speech sources and uses static keys of the coding
system parameters. This allows to explore the most vulner-
able version of the device. Moreover, the level of destruc-
tive influence according to the analysis of temporal and
spectral characteristics satisfied the requirements.

3. To verify the reliability of the results of mathematical
modeling, laboratory studies of the prototype device —
OSSA-1 generator of real speech-like interference — are
developed in the laboratory of technical information pro-
tection systems of the National University of Shipbuilding

(Mykolaiv, Ukraine). Studies are carried out by articula-
tion method. The dependence of speech intelligibility W
on the integral signal-to-noise ratio ¢ is established. The
results of exposure to typical noise interference («white»
noise and its clones) and noise interference created by the
generator are compared. The research results show that
for the protection of speech information in the zone with
the category «Standard speech private» its effectiveness
is not worse than conventional devices. However, for the
zone with the category «High speech protection» the ef-
ficiency has already amounted to 6...10 dBA. This ensures
a reduction in the level of acoustic and vibrational noise
background in the controlled room, which is created by
the active jamming system, to 10 dBA, which significantly
improves working conditions.
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